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GE)
Y — =TT A AV T 2 DfEE 255 IR E LT
A, U — =I5 2 LT TEE R A,
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

S — N — D SENIENL OB X MKA PSK (2% LT
DHFHHNTT, MKAEAPTLS(Z% L TITA 2Tl
HY EEA,

X5 w75 |includeicv-indicator MKPDU DICV A v ¥ —2 2 HMNILET, ICV
Bl - A V=S BT DL, TDav RO
Device (config-mka-policy) # include-icv-indicator no ﬂ?fﬁ%fﬁfﬁ bij«o
AT w6 |macsec-cipher-suite {gcm-aes-128 | gomraes-256} 128 B 721X 256 By MFE(LIC L b SAK &
Bl - WET DI DOM T A — bERELET,
Device (config-mka-policy) # macsec-cipher-suite
gcm-aes-128
25w 771 |confidentiality-offset offset-value G LB — T = A AR (L) AT
Bl Ty b ERELET
Device (config-mka-policy)# confidentiality-offset| ()
0 7%y MEX, 0. 30, FIE50 ZEETEE
9, 7 74T > b T Anyconnect Zfif L T\ 555
BlE, A7y bOEREHAT LI 2B8O L E
ﬂqo
AFw 78 |ssti-based-on-sci (f£:&) Secure Channel Identifier (SCI) fEiZE-S0>
B - “C Short Secure Channel Identifier (SSCI) ffi% 315
Device (config-mka-policy) # ssci-based-on-sci —l‘;i'@%o SCI 1E7ji[%b ME k + SSCI 1E&iﬂi& < iﬁ v i
ATv79 |end MKARY > — a7 4 Xalb—ary =%
i - f&T L, FiHE EXEC £— RIZIR D £7,
Device (config-mka-policy)# end
ZFw 710 |show mka policy MKA R U & —REHREFRLET,
1 -

Device# show mka policy

AL YFMBHRRA FAD MACsec DIESILERTE

FHEHIC1 DO MACsec By a bt —ZFHIZ 190D MACsee & a VU INMFIET DA

FIRDEE

H—7 = A AT MACsec iR ET HITIE.,

1. enable
2. configureterminal
3. inter face type number

. MACsec DEES 1t
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switchport access vlanvian-id
switchport mode access

24 v FhohA f~n MAcsec DEEEEEE [

authentication event linksec fail action authorize vlan vlan-id
authentication host-mode multi-domain

4
5.
6. macsec
7
8
9

authentication linksec policy must-secure

10. authentication port-control auto
11.  authentication periodic

12. authentication timer reauthenticate
13. authentication violation protect

14. mkapolicy policy-name

15. dotlx pae authenticator

16. spanning-tree portfast

177 end

18. show authentication session interface interface-id

19. show mka sessions

FIED ¥

FIE
ARV RFERETI 3y E]:g]

A7y 71 |enable F#HE EXEC £ — FEAZIC L ET,
i - e T T EPRERINICH, NAY—RE AT
Device>enable LET,

RFwF2 |configureterminal ZTa— )L a7 4 X2 lb—3ay B— NEELG
i - LET
Device>configure terminal

AT w73 |interface type number MACsec { > 4 —7 =A A&IEEL, A V¥ —T =
i - ARV T4 Xal—varE— RREfBLET,
Device (config) # interface GigabitEthernet 1/0/1 4’\‘/57**71/1)25325’%@4' SH =T = A ATRITI

720 F£H A,

25w 74 |switchport accessvianvian-d “OF— hOT X VLAN ZRE L £
i -
Device (config-if) # switchport access vlan 1

AT w75 |switchport mode access A B =T 2 ZAET 7 A R— M LTHEL

51

Device (config-if) # switchport mode access

i—a«o

MACsec D551t .



B =< v7n5h2 b~ MACsec DEES L E

MACsec DEF St |

ARV FFEREETIVa Yy

S

AT 76 |macsec A B —T = A AT 802.1ae MACsec = HZhIZ L
B - 9, macsec A~ REMAT L L, AA v F»
beus - BIRA R ~DVY 7 TDHIHMKA MACseec NHZNZ
evice (config-if) # macsec

0 ET,

X w 7 |authentication event linksecfail action authorizevlan | ({£7&) ZEEEORITICRW L72% T, R"— b EOH#
vian-id BAF% VLAN 2345 2 LIC k5T, a—H—
B SRS WAV v 7 EXa )T 4 O
Device (config-if)# authentication event linksec F'ﬁ%%}f%/]) /?:75)@5%"9‘—6 Z k %ﬁ?ﬁﬁiﬂbi‘j—o
fail action authorize vlan 1

25w 78 |authentication host-mode multi-domain KA R EEET AL ZADOM ST, 802.1x TRl <4
R 7oAR— F ETRRESND L9, A— N EOFRRE~
Device (config-if)# authentication host-mode Z\_:/f T ]\%ﬁﬁzbiﬁo ?&ﬁéh?b‘f@b\
multi-domain WBhE. T FINVINDFRANE—RZY LT,

AT w79 |authentication linksec policy must-secure LinkSectX=UF 4 R —%FET LT, vV 7%
451 - FIHCTE 25412, MACsec Ty v avatda
Device (config-if) # authentication linksec policy]| TILETS ﬁﬁéhf(]\iﬁb\%ﬁ\‘ T AN ]\ﬂﬁ
must-secure I'Z should secure T'@‘o

X w710 |authentication port-control auto R— N TO 802X BIAAEBFIMI LET, A A v F
B - L0 TAT v MEOBRSHIIESOTHE— bRFF

- _ S s
Device (config-if)# authentication port-control EIXT l\ i 71:— 0iﬂ£§nt|:m‘2 7 ]\ &Lkb D iﬁ‘o
auto

A7 711 |authentication periodic (EE) ZoOFR— MOFGEEZ AN E - ITEIZ L
1 7,

Device (config-if)# authentication periodic

R w712 |authentication timer reauthenticate EE) 1205 65535 £ CTOE (B) 2AHLE
Bl - To ==L HERREY A L7 Y MEZES L E
Device (config-if) # authentication timer —’9)*0 T AN }\ ODEaEEEH#FHﬁ 1% 3600 %}“’C"g’*o
reauthenticate

R w713 |authentication violation protect HLWT A AR R— MIESEIILRE. $770T
Bl - BREDT 3 ZRR— Mgt S gicH Lo
beus . . . TNA ANZEDOR— M S HAaIc, THL
evice (config-if)# configure terminal B N - N

RWEEMACT RUAEEET 2 X ) AR— b &5k
ELET, RESNTOWRWEES, 774/ FTlE
R—FrErxYy b ¥y LET,

AT 714 |mkapolicy policy-name BEED MKA 70 haL RY—& A B —T =

1 -

Device (config-if) # mka policy mka policy
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A AL, A1 Z—T x4 ALTMKAZHZ)
WLET, MKARY > —%HRELRN>T-5E



| MACsec DEES 1t

PSK %A % MACsec MKA 03z I}

ARV FFEREETIVa Yy

E:)

(mkapolicy 7 m— 3L a7 4 Fal—T gy
av s REAHLT) .

Z 5w 715 |dotlx paeauthenticator Fe k% 802.1x K— 7 7 ERTLF 1T 4
Bl - (PAE) A—t T 4 =4 L LTHELET,
Device (config-if)# dotlx pae authenticator
A7 716 |spanning-tree portfast BhES 24X THOVLANNDA v 4 —T7 = A AT,
i - A= J — Port Fast ZHZhZ LE£9, Port
. L _ Fast#RENARNDELE, A vV —T =4 AlZT7r Y
Device (config-if)# spanning-tree portfast N . .
XTI AT IS T T —FT 4 VT AT — MIE
BEBATLET, TORIC, PHOAASR= 7Y Y —
AT — MIEDLY EFHA
RTwF171 |end Ao B =Tz Af A AT 4F¥al—ar F—F
i - T L. $7HE EXEC £— FIZRY £7,
Device (config) # end
AT w718 |show authentication session interfaceinterface-id R ANty arobtXxa VT4 A TF—F R
Bl EMRLET
Device# show authentication session interface
GigabitEthernet 1/0/1
AT w719 |show mka sessions ML S MKA £y v a U ETERLE T,

1 :

Device# show mka sessions

PSK %#{#FH9 % MACsec MKA ()% 5E
HudA ¥ — (PSK) #{#FHH LT, MACsec MKA 7RV o — % ET AL, Fike EXEC &—

FIEDHE

RTCIROFIRZFATLET,

enable

configure terminal

key chain key-chain-name macsec
key hex-string

No oA BN~

{bh::mm::ss| day | month | year}]
8. end

cryptographic-algorithm {aes-128-cmac | aes-256-cmac}
key-string { [0|6]7] pwd-string | pwd-string}
lifetimelocal [start timestamp {hh::mm::ss| day | month | year}] [ dur ation seconds | end timestamp

MACsec D551t .
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F IR D

FIE

MACsec DEF St |

ARV RFERFTIaY

=)

A7 71 |enable FiHE EXEC E— REBAC L E T,
{5 e NMAT—RKEANLET (FEREINEHR) .
Device> enable
R Fw 72 |configureterminal ra—r\ ) ary7 4 Xalb—3iay T— FEBlh
15“ . L/i—g—o
Device# configure terminal
R w 7 3 | key chain key-chain-name macsec HFc— R ELC HEF—r a7 X2
fil L—y gy T— RKEBBLET,
Device (config) # key chain keychainl macsec
2T 7 4| key hex-string BT = — L NOEXF—OEARNTE%E L, §
1l - Fr—rDF— a7 4 Fal—TarET— K%
Device (config-key-chain) # key 1000 LECICES
GE)
128 By "EEEALDGEAIL. 1 ~ 32 LFED 16 @ijfc
F—FHNEEHLET, 256 B NSO
%, 64 SLFD 16 M — CFH % ffE A L?:ta“o
AT 75 | cryptographic-algorithm {aes-128-cmac | aes-256-cmac} | 128 &'~ b £ 7213 256 £ v MF 12 L DK 5{Li%3
1 TN X LEHBELET,
Device (config-key-chain) # cryptographic-algorithm
aes-128-cmac
RT v 76| key-string { [0]6]7] pwd-string | pwd-string} BCFHNONAT — REBRELET, 161EHO T
5l - DHENIT B UERBH Y ET,
Device (config-key-chain) # key-string
12345678901234567890123456789012
R 5w 77 |lifetimelocal [start timestamp {hh::mm::ss| day | month | a4t A 8O F IR 22 E L E 7,
| year}] [ duration seconds | end timestamp {hh::mm::ss
| day | month | year}]
1
Device (config-key-chain) # lifetime local 12:12:00
July 28 2016 12:19:00 July 28 2016
25w 78 |end F—Frx—rarys¥al—rarE—Fafk
B - TLT, ¥ EXEC E— FIZREY £,
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PSK %{£F 7 % MACsec MKA 01 > 52— 7 = 4 2~0EE [

AU RFERETIVa Y

B8

Device (config-key-chain)# end

PSK Z{#fH9 5 MACsec MKA DA 2 —TJ 14 A~NDEETE

HR1HAF— (PSK) ZHHT 2 MACseceMKARY S —% A LV Z—T7 = A ATHRET HITIEL,
¥#E EXEC E— R CIROFIAEZFEITLE T,

FIRDEE

F IR D

FIE

enable
configureterminal
interface interface-id
macsec networ k-link
mka policy policy-name

NSO A WN

end

mka pre-shared-key key-chain key-chain name [fallback key-chain key-chain name]
macsec replay-protection window-size frame number

ARV KRFERERETI VY

B8

AT w71 |enable KikE EXEC &— REAZNC LET,
Bl « RRT—RFEANLET EREShEHD) .
Device> enable

R 72 |configureterminal Jua—\)ary 7 4 ¥al—gy T— REEG
1 - LETS
Device# configure terminal

R T w 7 3 |interface interface-id A B —Tx2A AT 4 X2l —T gy F—F
1l - BB L E T,
Device (config-if) # interface GigabitEthernet 0/0/0

AT 7 4 | macsec network-link A H—7 A A LT MACsec ZHNZLET,
51 -
Device (config-if) # macsec network-link

AT 75| mkapolicy policy-name MKA RV v —%2#ELET,

1 -

Device (config-if) # mka policy mka policy

MACsec D551t .
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B 9z <— 20 MACsec £ AT 5 MACsec MKA D3

ARV KRFERIETI Va3 B#

Z v 7 6 | mkapre-shared-key key-chain key-chain name [fallback | MKA @it 8 O#F = — L L 52 ZELET,
key-chain key-chain name]
1 -
Device (config-if)# mka pre-shared-key key-chain
key-chain-name

ZFw 77 | macsec replay-protection window-size framenumber | ) 7 L o {£#E D MACsec ™7 4 > K7 ¥4 ZAEREL
1 - E3
Device (config-if) # macsec replay-protection
window-size 10

ATw 78 |end A B =Tz A AT (Fal—aryET—F
B - AT L. FiHE EXEC £— FIZRY £,

Device (config-if)# end

RDBRY

ol a  DETHIZMKAPSK DR ESNTA v Z—T =2 A ATMKARY >—2LEFHT 5
TR ERA, L, BENPLEREASIT. ROLHIICHRY —EHRETHHLE

NV ET,

1. nomacsecnetwork-link =< > RZfH L T, £&00/ — K™ macsec network-link 5% i& % Hll
L., Eo¥r vy a 28 Lx3,

2. mkapolicy policy-name 2~ > R&ZH LT, £/ — KDA ¥ —7 = A A TMKA R

Vo—%FELET,

3. macsec network-linkz2<> REZHHA LT, £2M/  —RFRTH LWy a 268 LE

‘j—O

EEBAEAR—X D MACsec % {EfH9 % MACsec MKA D% %E

RALFY—RA U7 TMKAIZEL D MACsee R ET HITIE, DX AT H#FEITLE

j—O
AL R R D RBUE

o F— XT DR

+ SCEP B¢k Dk &

< FEFEO FERRRE

FRREAR U 2 — DRRGE

o FEBEAN— 2 MACsec B 21712 7 7 A4 /L & IEEE 802.1x 1 7/ A V5RO E
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21— x70% |

o f VB —T = A ATHFE—Z MACsec Z1# 19% MKA MACsec DR E

F— RT7DER
FIEDHHE
1. enable
2. configureterminal
3. cryptokey generate rsalabel label-name general-keys modulus size
4. end
5. show authentication session interface interface-id
FIEDEEHM
Flig
ARV FERET7IVa Y B
AT 71 |enable H5HE EXEC E— RE AN L £,
1 ¢« NRATU—REANLET (EREINEHE)
Device> enable
R T w 7 2| configure terminal yua—sUL ar 7 4 ¥ab—iar E— REk
1 LETS
Device# configure terminal
Z 7w 73 |cryptokey generatersalabel label-name general-keys | B4, 35 & O 2L IC RSA 827 & 1ER L £,
modulus size
label ¥ — U — RZMHT 2 &, FHERTIZT L%
B BOYUTHILLTEXETS, ZOT UL, @7
Device (config) # crypto key generate rsa label %{ﬁfﬁ‘?’é 7% ]\,—j-f/( Vs ]\czc):o(;/%ﬁgéﬂi
generalkeys modulus T TAOVEED YT 2R, BT
<Default-RSA-Key> &9 T ~LA HBYIS AT &
nE7,
BEMOX—U— N2 LR2NWGAE, Z0oav s R
ISP RSA ST & 124K LE 9, ¥ (modulus)
DHEE SN TWRWEGEAIX, 7740 FO#DIET
b5 1024 MERSNE T, EOMDIEY A X&fi
ET HI21E, modulus F—U— REMHALE9,
AFw 74| end Ja—)ar 7 4 ¥al—3gr ET— REKT
il - L. ®#E EXEC E— RIZREY 9,

Device (config) # end
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B scerzemirzgoRE

ARV KRFERIETI Va3 B#
R 75 | show authentication session interface interface-id HEa Xty arobtxa )T g ATF—H A%
15“ : E@%‘gbijﬂo

Device# show authentication session interface
gigabitethernet 0/1/1

SCEP (R L =& DKTE
Simple Certificate Enrollment Protocol (SCEP) X, HTTP Zf#f L CERiER (CA) F7-1388m
(RA) ELiBET D, YA LB T 7 b3/ T3, SCEPIX, ZRkis LOGEHEOE
SRR —BIICER SN D FA T,

FIEDHE
1. enable
2. configureterminal
3. crypto pki trustpoint server name
4. enrollment url url name pem
5. rsakeypair label
6. serial-number none
7 ip-address none
8. revocation-check crl
9. auto-enroll percent regenerate
10. exit
11.  crypto pki authenticate name
12. end
13. show crypto pki certificate trustpoint name
FIE D
FIE
OV RFERIETOVa Y B
AT 71 |enable FiHE EXEC £— REZAMIC L E T,
i e NMAT—REANLET (BRSNS .
Device> enable
25w 2 |configureterminal Juau—N) a7 4 FXalb—ay T— REHRE
11 LET.
Device# configure terminal
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scep M L-sionE |

ARV FFEREETIVa Yy

E:)

R7 w73 |cryptopki trustpoint server name FTA MRS PBIURESNIARMEZES L
- T.CAFTRAIRA U Par7 4 Fal—ay
— R Ly
Device (config) # crypto pki trustpoint ka ® b %Fﬂﬁﬁu Lij‘o
RTw 74 |enrollment url url name pem TN ADFERHEER A EET5H CA O URL & 41
15'] . ﬁi_‘ L\ij—o
Device (ca-trustpoint)# enrollment url URLND IPv6 7 R L A IFEIN T L ERNH D £
htep://url:80 4, 7= %1%, httpy/ [2001:DB8:1:1::1]:80 T,
pem ¥ — U — NI, FEBFZKICT Privacy Enhanced
Mail (PEM) OEEFRZEML £,
ATy 75 |rsakeypair |abel AEAEICBEM T 2% — XT R EELE TS,
i - (6=3))
Device (ca-trustpoint) # rsakeypair exampleCAkeys rsakeypajr % [ %%ﬁﬂ‘f% Ve }‘% L *ﬁ LTW5b
DA /RN SR
R T w76 |serial-number none none ¥ — U — Rid, GEHFZRIZV Y T AE SN
Bl - BENBRNZEEELET,
Device (ca-trustpoint) # serial-number none
RFwF71 |ip-addressnone none ¥ —U — RiE, FEHIEZRIZIP 7 R L ANE
Bl - ENRVI L EEELET,
Device (ca-trustpoint) # ip-address none
RT w8 |revocation-check crl BT OFEHENI D H SN TWRNWE & 2R T D
Bl Fikk LT CRL A4 L £,
Device (ca-trustpoint) # revocation-check crl
RT w79 |auto-enroll percent regenerate HEMSRERAZ A LET, ZhUck, 7947

&1

Device (ca-trustpoint) # auto-enroll 90 regenerate

MECAS BENIZ o — /L A — S —FEHE 4 3k
TEET,

HEPEEER BRI TR WA, SEEO KRR Y Z
AT M eFECTPKIICHEE T HDVLENHD £
T

FIZFINVETIEH, TRAZADRAAL YV F—h A
72 (DNS) A7 NERAEIZED ONET,
HATOFEHEOH W N FEE D/ A— T —2IC
FEL-E X, BrLVGEHENESR SN D X ) I
ETDIZIE, percent 5% &AL £,
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ARV FFEREETIVa Yy

S

I & ORDP T TIFET 25HETH, GEHED
L WEAE AT D 12iE, regenerate ¥ — 7 — K%
BEHLES,

=LA — /NI OERT N T 7 AR— N A[RER S
B, HLOVEERT b7 ZR— FARETY, kD=
AVINIIAMRA a7 4F¥Fab—3
NIFRREN, BTN AR— NA[RENE O )
RS HIVET, [ RSA key pair associated with
trustpoint is exportable. |

BLWEEANT X, B2 U7 o EORMEITHLT 5
TeOIZAERT 2 Z & 2R LET,

AT w10 |exit CANIAIBRA L a7 4 Xal—aryE—
. KEETL, ZJe—L a7 4 F¥al—va
Device (ca-trustpoint) # exit T FICRY TS

R w711 |crypto pki authenticate name CA FFHAEZEE LT, I LET,

51

Device (config) # crypto pki authenticate myca

25w F12 |end Ja—\) a7 4 Fal—varyET—RakT
i - L. F#H EXEC £— FIZREY =7,
Device (config) # end

A7 713 |show crypto pki certificate trustpoint name BHEARA > b OFEAEICHT 2R E R R LET,

1 :

Device# show crypto pki certificate ka

FHIC KL DEHZDEKTE

CAMNSCEP #HR—FLARWEES., £-130—% L CARIOX Y U — 7 Bk 3R Al RE72 3R
Ao FEITOIEHERGEZRET DT, ROEEEZFITLET,

FIRDEE

enable

configureterminal

crypto pki trustpoint server name
enrollment url url name pem
rsakeypair label

serial-number none
ip-addressnone
revocation-check crl

NSO A WN A
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9. exit

10. crypto pki authenticate name

11.  crypto pki enroll name

12. crypto pki import name certificate
13. end

zocssai08% |

14. show crypto pki certificate trustpoint name

Flgn

FIE
ARV NFEREETIVa Yy B i

AT 71 |enable FiHE EXEC E— A AR LET,
i - e NAT—RE AN LET @ERENHE) .
Device> enable

Z 5w 72 |configureterminal ryua—r )L ary 74 ¥alb—ay B— N2
i - LET
Device# configure terminal

25w 73 |cryptopki trustpoint server name b2 R A L MBEURE SR ARIZES L
- T.CANTFARRA LV bar7 s Falb—ay
Device# crypto pki trustpoint ka q}»—}g%fﬁﬁtél/ji?fo

A7 74 |enroliment url url name pem T A ADFEAFERZEXE T CA D URL &4
15“ . /\’:.E_‘L/i—dAO
Device (ca-trustpoint) # enrollment url URLNDIPv6 7 R L A XFGINCHTe LERH D £
http://url:80 4. 7= & ZiE. http:/ [2001:DB8:1:1::1]:80 T,

pem ¥ — U — Ni&, FEBHEFZRIZ Privacy Enhanced
Mail (PEM) OHifRZEML £97,

ATy 5 |rsakeypair |abel AEREIC BT 2% — _T EHEE L ET.
i -
Device (ca-trustpoint)# rsakeypair exampleCAkeys

AT w76 |serial-number none none ¥ —U — K%, GEMEZRIZV U T AR
Bl - BENRNWI L ERIRELET,
Device (ca-trustpoint) # serial-number none

A5y 771 |ip-addressnone none ¥ —U — Rid, FEPFFZRIZIP T N L ARG

&1

Device (ca-trustpoint)# ip-address none

EFNRNZEERELET,
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ARV FFEREETIVa Yy

S

RFw S8 |revocation-check crl BT OFEAENI H SN TWRNW T & AR T 5
Bl - Sl LCCRL ##RE L £ 7,
Device (ca-trustpoint) # revocation-check crl
RTv 79 |exit CARFARNRA LV Fary 74 Xab— g0 E—
R REKTL, Za— L a7 4¥al—3igy
Device (ca-trustpoint) # exit T FICRY iﬁ—o
A7 710 |crypto pki authenticate name CAGEHIEZIA LT, @AEL £
1
Device (config)# crypto pki authenticate myca
RT w711 |cryptopki enroll name AEFEELR AR L, GEEY — A=l a bt —B &
. UAN—2 b B ERERTELET,
Device (config) # crypto pki enroll myca Tur T RRFTRINTED ., BEERAEALE
T, 7o & 2X, FEFEERIZT A 2D FQDN
KXOIP 7 FLRAZEDLINEIDERELET,
a2 — VIR RICKH U CREI LR 2 R4~ 5 002
DNTHEBRTEET,
MBS UC, Base 64 7 5{LAEI £ % PEM ~
H—% T T, ERIIFTFTICFERILET,
25w 712 |crypto pki import name certificate FFRI SNTCREE 2 S5 =2 > Y — LR T

&1

Device (config) # crypto pki import myca
certificate

TFTP (2 &L » CitHEA A A — ML £,

TS A, JEEETDY Treq) 205 Tert) [TEHE S
NI Z EEBRWT, FROFEIHEH LR T 7 7
AN EMH LT, #FFr SR E %L TFTP (2
KoTHIG L L9 ERAFT, HigsEEHEDY;
&, JER T [-signeert] 3L O T-encrert] 2MEH S
ET,

TN AL, ZE LT 7 A VAT L CGERE S
WEE L. GEHELZ AL v FONEGEEHET — 2 ~N—
WAL ET,

GE)

—HRD CA T, FIERAEER O F i i 2 AR L
NWHEBROFEEZBITLET, THEHO CA RN
AERA R O Hig g A W+ 2 581, LA
HRIDFEAEZ T2 A AR — R LT EEW, b—
ZIX, EREND 2 OD8ETOWNTR G L
FH A,
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szx O EH L E AanEE ]

AU RFERIETIVa Y B#)

AFwv 713 |end sua—r b ar7 Xal—ar E®T—FeKT
i - L. % EXEC T— NIZRD £7,
Device (config) # end

25w 714 |show crypto pki certificate trustpoint name {EHRA > F OB BT B @A R R LET,

&1

Device# show crypto pki certificate ka

802.1x FREEDE 1L & AAA DEETE

FIRDOHE
1. enable
2. configure terminal
3. aaa new-model
4. dot1x system-auth-control
5. radius server name
6. addressip_address auth-port port_number acct-port port_number
7 automate-tester username username
8. key string
9. radius-server deadtime minutes
10. exit
11. aaagroup server radiusgroup_name
12. server name
13. exit
14. aaaauthentication dot1x default group group_name
15. aaaauthorization network default group group_name

FIED %

FIE
AU RFERIETIVa Y B#)

ATy 1 |enable FibE EXECE— R AT LET, "AU— %
- AN LET FERENTHE) .
device# enable

R wF2 |configureterminal Jua—N)ar7 4 Xal—iay T— ARG

&1

device# configure terminal

L/\iﬁ_o
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MACsec DRES1E |

ARV KEEEET7Ia Y B
RFw 73 |aaanew-model AAA ZHNZLET,
1 :
device (config) # aaa new-model
25w 74 |dotlx system-auth-control FA A T 802.1X BEC LET,
i -
device (config) # dotlx system-auth-control
XFw 5 |radiusserver name RADIUS $— "D E D4 il % Protected Access
i - Credential (PAC) o7’ mvya=7HIZIEEL.
device (config) # radius server ISE RADIUS #— A @EE — Fa ks L E T
XFw 76 |addressip_addressauth-port port_number acct-port |RADIUS H—/ X—DT7 H 7 2T 4 o 78 L OIS
port_number FTA—HDIPVAT RLAZRELET,
1 -
device (config-radius-server) # address ipv4
10.64.72.90 auth-port 1645 acct-port 1646
A7y 71 |automate-tester username username RADIUS H——O HE)T X MERBZ AT L E
151 kR
device (config-radius-server) # automate-tester DT BHE, T4 A X RADIUS H— 3—
username dummy IZF A MRIEA v — VR EHMMICEE L, Y—
/N—7n6 0 RADIUS JNE AR L E T, A v
T—UIIMATIEIS Y FHA, BIERHTHH- T
He ==L TWVWAZLERLTNDZD
IS D £¥ A,
RTwv S8 |keystring T3 A L RADIUS H—3— & ORIZE T 59X
B - T RADIUS j&f{5 FH ORSGER K OS5 % — & F5
device (config-radius-server) # key dummyl23 Li'@‘o
XFw 79 |radius-server deadtime minutes WL OMDP— _R—BFEHREEIC s T L & D
i - RADIUS H—/S— D& 2 < L, HAARES
device (config-radius-server) #radius-server &O f:‘fj‘*—/*‘—i)i‘ﬂ‘ <“K7\ * 7 éﬂé J: g i L/i
deadtime 2 ?‘o
25w 10 |exit Ja— ) aryZ 4 Fal—yalrE—RIED
i‘a‘o
R w711 |aaagroup server radiusgroup_name B2 A RADIUS — R — R X " &2BIl2 DY & | &
Bl - AT v—7L, == N—F a7y
device (config) # aaa group server radius ISEGRP 5?1 b—va v ' }‘%Fﬁﬁé\bij—o
R w712 |server name
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802.1x MKA MACsec SXED A > 8 — 7 14 A~DEH .

ARV KRFEEETIa Y B
1 -
device (config) #server ise
AT w13 |exit yra—rL ar7 4 ¥al—iay E—RIREY
51 E R
device (config-radius-server)# exit
R Fw 714 |aaaauthentication dotlx default group group_name |IEEE 802.1x 25 7 # /b k ORIEH— R 7 )—F
15'] : %%&E Li‘a—o
device (config) # aaa authentication dotlx default]
group ISEGRP
25w 715 |aaaauthorization network default group group_name| %« k7 — 7 Z8AEDF 7 4 )L k FI— T IE L
1 ER
device (config) # aaa authorization network default]
group ISEGRP
802.1x MKA MACsec X EDA V3 —J7 =4 A~DE A
EAP-TLS % 145 MKA MACsec A > % —7 = A AZHEHT51201%. ROAT v 72 FLT
LET,
FlEDOHE
1. enable
2. configure terminal
3. interface interface id
4. macsec networ k-link
5. authentication periodic
6. authentication timer reauthenticate interval
7. access-session host-mode multi-domain
8. access-session closed
9. access-session port-control auto

control_policy_name

10. dotlx paeboth

11.  dotlx credentials profile

12. dotlx supplicant eap profile profile_name
13. dotlx authenticator eap profile profile_name
14. service-policy type control subscriber

15. exit

16. show macsec interface

17.  copy running-config startup-config
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MACsec DEF St |

FED FF 4

Flg
ARV EEEET7Ia Y B

AT 1 |enable FiHE EXEC E— FZ AL ET, "AU— %
i - AN LES FERIn=%HE) .
device# enable

RFwF2 |configureterminal Ja—sLar7 4 Xal—yay E— K&tk
15'] . L/jz—g—o
device# configure terminal

A 7w 73 |interfaceinterface_id MACsec A > Z—7 = A ZA&EL, A v X —T =
B - A AT 4 FX2lb—a F—RERBLET,
device (config)# interface te0/1/2 /])“\/5‘—7:E/(7\5i¢@ﬁ/]) YH =T = A ATRIN

720 8 A,

R T w74 |macsec network-link A B —T x4 X ETMACsee A 32— 7 /WIT L
15'] : ij—o
device (config) # macsec network-link

Z 5w 75 |authentication periodic ZOR— NOFRIEE A X —T I LET,
1 -
device (config) # authentication periodic

XFw 76 |authentication timer reauthenticateinterval IR AR E LE T,
1 -
device (config) # authentication timer
reauthenticate interval

2w 77 |access-session host-mode multi-domain RARNIA LV E—T 2 A A~NDT 7B AEZFR LE
i - kR
device (config) # access-session host-mode
multi-domain

AFw S8 |access-session closed A VB —T 2 A A~DERGRET 7 B A ZBhIE L
i - kR
device (config) # access-session closed

XF w9 |access-session port-control auto A— FOBFREAHRE LT T,

1

device (config) # access-session port-control auto
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PSK %M Y 5 MKAMACsec Di— k 7+ 2 L~0EE [

AT RERETIVa Y

E:)

Ry 710 |dotlx paeboth K=& 802LIX K— bk T/ ER LT 4T 4

Bl - (PAE) OH 7V I b BLOA =T 4 r—2
U

device (config) # dotlx pae both ELTRUELETS

AT w711 |dotlx credentials profile 821XV LF ¥y T a7y A Nk B —T =
i - A AZED B TET,
device (config) # dotlx credentials profile

R w712 |dotlx supplicant eap profile profile_name EAP-TLS 707 7 A VA v 4 —T = A AZEY
15[] : g' ,Ci‘a—o
device (config) # dotlx supplicant eap profile eapl|

R w 713 |dotlx authenticator eap profile profile_name 802.1x FRELHRIZfE 45 EAP-TLS u 7 7 A )L %
{;[J . %U@%Ti—a_o
device (config) # dotlx authenticator eap profile
eapl

27w 714 | service-policy type control subscriber {2 B =T = g RITAE A Y o — %8R L
control_policy name +.
151
device (config) # service-policy type control
subscriber controlPolicy2

RTwv 15 |exit Kt EXEC &— FICRY £7,
11
device (config) # exit

AT 716 |show macsec interface A H—T A ADMACsec Dt & £ LET,
i
device# show macsec interface

R 711 | copy running-config startup-config EE) av74Xalb—yary 77 A VICRE

1 -

device# copy running-config startup-config

ERAFLET,

PSK #{#FH9 % MKA/MACsec Di— b F ¥ RILADERTE

Haijdea ¥ — (PSK) %7 25 MKA R~

EXEC £— FCHKROFENEEZ EITLE7,

Vo —% A v Z—T oA ATRETHITIT., HitE
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MACsec DEF St |

FE
ARV FFERET7IVa Y B

AT w71 |enable KikE EXEC E— RE AR LE T,
i e NMRAT—READLET (BEREINEHH) .
Device> enable

Z 5 72 | configure terminal Jua—n)ary7 4 Xal—3gy E®— NEBlh
1 - LET.
Device# configure terminal

R T w 7 3 |interfaceinterface-id A B —T 2 A AT 4 X2l —T gy FT—F
- B LET,
Device (config-if) # interface gigabitethernet 1/0/3|

R T 7 4 | macsec network-link A B =Tz AL TMACsec ZHMNILET, L
#l - A V2B AVPIR—FF XL ETR—FL
Device (config-if) # macsec network-link EER

R T w 75| mkapolicy policy-name MKA RV v —%#ELET,
f
Device (config-if) # mka policy mka policy

R T 7 6 | mkapre-shared-key key-chain key-chainname[fallback | MKA # i3t —DF —F = — 2 £ 2% E L £,
key-chain key-chain name] 1)
i - MKA FHiHRAGF—1F, WA X —T = A ZET-
Device (config-if)# mka pre-shared-key key-chain | |3V 7 A4 L X —T = ATHETEXFETN, W HFT
key-chain-name %&E#é - <E 51“(“% i”’@f/uo

R 77 | macsec replay-protection window-sizeframenumber | J L A {£H#E D MACsec 7 4~ K7 A4 XEH/EL
f ER
Device (config-if) # macsec replay-protection
window-size 0

R 7 8 | channel-group channel-group-number mode {auto | F v ) TNA—THIZR— 2R EL, T— NZ2®H

desirable} | {active| passive} | {on}

1

Device (config-if)# channel-group 3 mode auto
active on
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PSK %M Y 5 MKAMACsec Di— k 7+ 2 L~0EE [

AU RFERETIVa Y

B8

channel-number OfFE T & 2 HiFHIL 1 ~ 4096 T,
= F ¥ RVBRNGET, ZOF ¥ R 7—
FIZEEAMA T S =R — b F v 10 B BB FERR
SNET, - FE, KOF—U— RO
1 DZEIRL 7,

s auto : PAgP 7 /3 A AR SN EIZIRY |
PAgP N LET, A— &2y o7 x4
Yx—va s AT —NMILET, ZOHA,

R— MIZIET 5 PAgP X7 v MTIEELET
2, PAgP Xy hxIvm—y g v EBMGT
LHZEIIHY EHEA,

GE)
EtherChannel A /303, AA v TF AKX v 7T
HENBAAL v F DAL NTHHEA. auto
F—TU— NIV FR—FIhFEHA,

« desirable : #ELAMEICPAGP AN L ET, A—
NeT T 4T T — gy AT— R
LET, ZO%HE, A— MEIPAgP Xr v M
EETLHZEIZE-T, fIFEFR—bEORITY
T—3a CEBRBLET,

GE)
EtherChannel X > /N3, AA v TF AZ v 7 1ZH
BRI DAL T DA LNTHHEE.
desirable ¥— U — RV HR—FEhEHA,

s on : PAgP ¥ 721X LACP Z i HEJAR— 3
SERHIEIC T v FUfb SN E T, onE— KTl
EtherChannel 3 fF(E£7 5 DI, on E— KOKR—
7 NV—TD, onE— ROBIOR— s 7 N—7
(R 775 SACIESY > il b B G I

e active : LACP 7 /34 ARMiH S 285812 R

D, LACPZHIILET, R—br&2T 77«
7 xAvr— gy AF—RILET, 0
BE. R—MILACP X7y FERETDHZ &
ko T, fIiFEFR—PLORIZ—V g%
Bt L £,

s passive : "— h ECLACP ZHZhZ LT, A—
FERyy 7 xdvm— g AT —RMIL
£7. ZO%AE. A— MIXET D LACP Y
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MACsec DRES1E |

ARV RFERETIVa Y

B8

7y MOSELETN, LACP Ny hxay
T—TarERBTLHZEIEHD FHA,

ATvT9

end

1

Device (config-if)# cend

Ao B —T A AT 4 Fal—arF—FK
T L. M EXEC E— NITEY 77,

L 4 *7 2 EtherChannel D FR— FF ¥ RJL

MBS A —TIAADETE

L A v 2 EtherChannel O R — ks F 4 % A o Z—T = A4 ZZ/ERT 512X, IROEEEITV

i‘ﬂ‘o

FIE
ARV FFEREET7TOVa Y =LY

AT w1 |enable it EXEC E— RZ AL E T,
5l e NMAT— R AN LET (ERINTHE) .
Device> enable

AT w 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FEEG
15“ : Liﬁ—o
Device# configure terminal

Z v 7 3 |interface port-channel channel-group-number K=k Frxi A HZ—T = ZAEERLET,
{5 G¥)
Device (config) # interface port-channel 1 R— k 3’:’(’*/1//]) ‘/5’~—7:n4'7\7£’ﬁ'J%§ﬁ“%>@:bi\

Zoavy Rono EREHEHLET,

AT 7 4 |switchport LAY 3E—RIZR>TNDA LV H—T = A,
5l - LAF2RED LAY 2E— FIZBl B2 ET,
Device (config-if)# switchport

Z 5+ 7 5 | switchport mode {access| trunk} FRCOBE— " EAZT 4 v I T I EAR—REL
i - THUVLANIZEID B TH», klid b e L
Device (config-if) # switchport mode access 7:E%ﬂiL/ji7fo

ATwv 76 |end A B =Tz A AT fFal—aryET—F
Bl - ZHET L. FFME EXEC E— FIZRY £,

Device (config-if)# end
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L A * 3 EtherChannel DK — kF v+ LS v 2 —7 1 20%E [

L 1 " 3 EtherChannel D R— b F ¥ RILHES V2 —T 14 ADEKRE
LA ¥ 3EtherChannel HO KR — ks F v v A X —T = A4 ZA&EKRT DHIZ1F. WROEEZEITH

3w

Fg
OV RFERETIVa Y B

AT w71 |enable Rt EXEC E— RZ AT L ET,
{5 e NAU—REANLET (FERINHH) .
Device> enable

Z 5w 2 | configureterminal Ta—\)ar7 4 Xal— gy T— NG
1 - LET.
Device# configure terminal

R T w 7 3 |interfaceinterface-id A B —T 2 A AT 4 X2l —1ary F—F
Bl &AL %7
Device (config) # interface gigabitethernet 1/0/2

AT 7 4| noswitchport LAY 2E—RIZR>TNDA LV H—T = A,
i - LAY IREMCLA Y3 E—FIZUDEX LT,
Device (config-if)# no switchport

A7 75 |ip addressip-address subnet_mask EtherChannel IZIP 7 RL AR LY TRy b =R
Bl EHYHTET,
Device (config-if)# ip address 10.2.2.3
255.255.255.254

RTwv76|end A B =Tz A AT 4 Fal—arT—F
i - ZHET L. FiME EXEC E— FIZRY £,
Device (config-if) # end

MACsec BB 7O A A2 FDERTE

TXATT7FIOURAFOMKARY O—DETE

MKA 72 F 2R > —%2E L TMKPDU CEXF a7 7 F U 2 A NI T I,
KiMEEXECTE— R CIRDFIEEZFEITLET, T 74NV FTIE, BXaT T7FHFU A AL MIE
TR TWET,
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MACsec DRES1E |

FIE
AT RFEEIEEIFTFZII Y B8

AT w71 |enable KitE EXEC E— RE2 AN L £,

1 - s NRATU—REANLET (EREINEHE)
Device> enable

Z 5 72 | configure terminal ra—r)Lar 7 4 Fal—yay 'w— NE2E
1 - LET,

Device# configure terminal

AT 73 |mkapolicy policy-name MKARY > —ZfEL T, MKARY o— a7 4
i - Xal—varyrE—FzlBLET, RV —HOD
Device (config) # mka policy mka_policy RSFHART 16 LFTH,

GE)

MKA KU L —DF 7 /L s MACsec BB A A —
X GCM-AES-128 T, T /34 AN
[GCM-AES-128] £ X' TGCM-AES-256] D J7
OIS H XA R—F L TWAEEIL, 22— —F
FOMKARY U —ZEHRLTHEHL, LEIZST
T, 128BLVN256 By Ml F DK A2 E O D0,
FH256 Y NOLDOIEZEEDDH Z EHHEL B
@J&) Liﬁ‘o

AT 74 | key-server priority MKA ¥ —H—_—F 75 U Z2HEL, 0~255D

i - M CESENENT 23R E L £,

Device (config-mka-policy)# key-server priority GE)

200 F—H— N—DBIENARL O A 255 ICRE LT
A BT —R— b LT TEEEA,
X —H — X —DESLNER O L MKA PSK (25t LT
DHAZENTT, ZiIEMKAEAP-TLS (21306 H S
FH A,

R F v 7§ | send-secure-announcements X TTFUURRA L NOEEEBEIILET,
) - EXaT T T VAR POREREEENTT HIC
eus L I, Zoavr FonBREEHNLET, 77+
evice (config-mka-policy) # .
send-secure-announcements JVERTIX, BFa2T7T7FHF 00 A MIEGZR -

Tb\ij‘o
AT 7 6 | macsec-cipher-suite {gcm-aes-128 | gcm-aes-256} 128 By FE2I1E256 By MFFALIZ LY SAK % B

1 -

Device (config-mka-policy)# macsec-cipher-suite
gcm-aes-128

HETA-00REAAL — MR ELET,
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t%277+9v2 2y rosa—r iz ]

AU RFERETIVa Y

B8

ATy T17

end

1

Device (config-mka-policy) # end

MKARU > — a7 4 Xzl — gy T— e
T L. ¥4 EXEC £— FIZREY £7°,

ATvT8

show mka policy
i) :

Device# show mka policy

MKA R YU > —ZFRLET,

TXaATTFOVRA DT B—NL

19—

63 AE

¥i#E EXEC & — R OO T, ROFIEIZHE-T, T XTOMKARY —IZbl-o TLEE
TFTIOUARA L N T a— N VICENC L ET,

Fg
ATV RFERET7TIV3 Y B

AT w71 |enable it EXEC E— REHIZ L E T,
fi e RAT—KREANLET (FEERENEHE) .
Device> enable

AT 72 |configureterminal Ja—)y a7 4 ¥ alb— gy B— RNEEith
1 - LET.
Device# configure terminal

AT 7 3 | mkadefaults policy send-secure-announcements MKA R VU > —%4 L7 MKPDU TOt®F =277 7
Bl - VUAAY NOEEEAHCLET, T7ALET
Device (config) # mka defaults policy BN EX2TTTUARAL ] 61%@]@:7’&’)1‘1/‘?
send-secure-announcements ﬁ—o

RTv 74 |end sa—\ L ary 74X alb—3gy T— REKT
i - L. it EXEC E— FIZEE D £,

Device (config) # end

AR —TTARXATHDEAPL 7T OUARAAL FDETE
AL H =T 2 A ATEAPOL 7V A AL MERET D21, FHE EXEC £— R TROTFAE

ZEITLET,
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MACsec DEF St |

Flig
AU REEETIV 3 Y B8

AT 71 |enable FiHE EXEC E— REZHMNC LT,

1 - e NATU—REANLET (FERENEHE) .
Device> enable

R T 7 2| configure terminal ya—s L ary 7 4 ¥al—v gy EB— Rk
1 - LET,

Device# configure terminal

AT 73 |interfaceinterface-id MACsec f > 4 —7 = A A&REL, A VX —T =
fi A Aary 7 4Fal—aryE— R2BLET,
Device (config) # interface gigabitethernet 1/0/1 4\‘/5*7::4’%0i¢%ff¥4’ v =T = A ATRTH

70 Fd A,

AT 7 4 | eapol annoucement EAPOL 7F 7 v A A b &EANZ L E T, EAPoL
i - TF AR NEENCT HIZIE, 2~ ROno
evs . FEREFEHLET, 774/ hTIL, EAPOLT ¥

evice (config-if) # eapol announcement
VA AL NI TWVET,

AFw 75 |end A H—Tx2AfAALT 4 FXal—ay F—FR

i - EHET L. FPME EXEC £— FIZRY £,

Device (config-if) # configure terminal

MACsec 55 1L DX TEHI

{5 : MKA & & Uf MACsec D EXTE
WIZ, MKA R Y > —ZEld 2012 RLET,

Device> enable

Device# configure terminal
Device (config) # mka policy
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #end

mka policy

key-server priority 200
macsec-cipher-suite gcm-aes-128
confidentiality-offset 30
ssci-based-on-sci

Wix, £ B2 —7 = A A2 MACsec R ET A 6T,

Device> enable
Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport access vlan 1
Device (config-if) # switchport mode access
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1 : PSK £ /¢ % MACsec MKA 0 E ]

Device
Device

config-if) # macsec

config-if) #access-session event linksec fail action authorize vlan 1
config-if access-session host-mode multi-domain

config-if)# access-session linksec policy must-secure

config-if)# access-session port-control auto

)

)

Device ) #

)

)
config-if) #authentication periodic

)

)

)

)

)

)

Device
Device
Device
Device
Device

config-if)# authentication timer reauthenticate
config-if)# authentication violation protect
config-if) #mka policy mka_policy

config-if)# dotlx pae authenticator

config-if) # spanning-tree portfast

config-if) #end

Device
Device
Device

Device

5l : PSK #{3F9 % MACsec MKA D&

Iz, PSK Z{ifl LT, MKA MACsec X ET A2~ LET,

Device> enable

Device# configure terminal

Device (config) # Key chain keychainl macsec

Device (config-keychain) # key 1000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key)# end

WIZ, PSK LT, £ & —7 A A2 MACsec MKA ZRET B2 R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if)# mka policy mka_policy

config-if) # mka pre-shared-key key-chain key-chain-name
config-if)# macsec replay-protection window-size 10
config-if) # end

Device
Device

Device

MKA-PSK : CKN Ei{EDZERE

Cisco I0S XE Fuji 16.8.1 U U — A LI, MKAPSK & v a3 v D4, CKN I, HED 32 54
FCiE<, F—D16 XTI E L THRESNTNDCKN & E o= R UXFHEMFEH L E
—§_‘O

Device> enable

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

AR, EROFEIZHT 5 show mkasession =< > KO H S CT9,

Device# show mka session

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0

Interface Local-TxSCI Policy-Name Inherited Key-Server
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SEEHZE N —X MACsec % {1 L 7= MACsec MKA 0

MACsec DEF St |

K
it

Port-ID Peer-RxSCI MACsec—-Peers Status CKN
Et0/0 aabb.cc00.6600/0002 icv NO NO
2 aabb.cc00.6500/0002 1 Secured 11 *Note that

the CKN key-string is exactly the same that has been configured for the key as
hex-string.*

—F CCKNBMENEE I N, &9 TCKNEMEREFE I TRV 2 DDA A— MO
HIERMEOSE, F—0 16 #EHCCFANIX 64 SCF O 16 EHCUFHTHLMERNH Y £, Z
DOLFHNE, CKN BHENEFE INTA A=V 5 FFOT N, ATEWET D L o8B X5 0 v
TENTWDOIRENRSY 7T, ROFEZZHLTIIZEN,

CKN F—CFHOEHENE T SN TUVZRVERIE ¢

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (

CKN F—XFHNOEENET S NIZRIE -

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key
11000000000000000000000000000000000000000000000000000000000000000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

config-keychain-key) # end

5 : SEBAE~N—X MACsec % {F L 1= MACsec MKA D&% €

ZOHITIE, EEAEA— X MACsec 218 L 72 MACsec MKA D& E FIEIZOW T LE 7,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1

Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if)# authentication timer reauthenticate interval
Device (config-if) #access-session host-mode multi-domain

Device (config-if) # access-session closed

Device (config-if)# access-session port-control auto

Device (config-if) # dotlx pae both

Device (config-if) #dotlx credentials profile

Device (config-if)# dotlx supplicant eap profile profile_eap_tls
Device (config-if) #service-policy type control subscriber subl
Device (config-if)# end

{5l - PSK Z{E A9 % MACsec MKA D 7R— kF v R ILAERTE

Etherchannel £— K - Static/On
IZ. EtherChannel E— R AL DT NRA 21 BIORT AL 22 OREFIZ - LET,
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Device> enable
Device# configure terminal
Device (config) # key chain KC macsec
Device (config-key-chain) # key 1000
Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit
Device (config) # mka policy POLICY
Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode on
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit
Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode on
Device (config-if)# macsec network-link
Device (config-if)# mka policy POLICY

( ) # mka pre-shared-key key-chain KC

( ) # end

Device (config-if
Device (config-if

L 4 ¥ 2 EtherChannel &%

TINA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
config-if)# switchport
config-if)# switchport mode trunk
config-if) # no shutdown
config-if)# end

Device
Device
Device
Device

TINA A2

Device> enable

Device# configure terminal

Device (config)# interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

&IZ, show etherchanne summary =~ KO 12~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

=
|

not in use, minimum links not met
- unsuitable for bundling
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w - waiting to be aggregated
d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

MACsec DRES1E |

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

L 14 7 3 EtherChannel

TN A

Device> enable

% 3E

ol

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
(
(

)
Device (config-if)
Device (config-if)

FIA A2

Device> enable

no shutdown

#
# end

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0

(
( )
Device (config-if)
Device (config-if)

no shutdown

#
# end

&IZ, show etherchanne summary =~ KOH 1B %2R L £,

Flags:

W mH

Q=5 c <

b=

down P - bundled in port-channel
stand-alone s - suspended
Hot-standby (LACP only)
Layer3 S - Layer?2
in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1
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Group Port-channel Protocol Ports

—+—= : : -

2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

EtherChannel £— K - LACP
&Iz, EtherChannel B — K728 LACP OF XA X 1 BLOTF A X2 OFREFIZRLET,

Device> enable
Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy) # key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 * 2 EtherChannel %7

TINA A

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
)# end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

FIA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO I1HIZR L £,
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Flags: D - down P - bundled in port-channel
- stand-alone s - suspended
- Hot-standby (LACP only)
Layer3 S - Layer?2
f - failed to allocate aggregator

™ mH
|

- 1in use

- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Q5 e =
I

b
|

formed by Auto LAG

Number of channel-groups in use: 1

MACsec DEF St |

Number of aggregators: 1

2 Po2 (SU) LACP Tel/1/1(P) Tel/1/2 (P)
L A ¥ 3 EtherChannel %3
TA A1

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

FIRA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

&IZ. show etherchannel summary =~ > RO I1HIZR L ET,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

o= e X
I
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# - PSK % /T % MACsec MKA i— hF v 1 L~BE [

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports

—+— : : -
2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2(P)

EtherChannel £— F - PAgP
KIZ. EtherChannel E— K73 PAgP DT XA A 1 BIL T /NS R 2 OFREH 2R LET,

Device> enable
Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 * 2 EtherChanndl %7

TINA A

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
) # end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport
config-if)# switchport mode trunk
config-if) # no shutdown
config-if) # end

Device
Device
Device

TINA A2

Device> enable

Device# configure terminal

Device (config)# interface port-channel 2
Device (config-if)# switchport
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Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =~ KO 12~ L5,

Flags: D - down P - bundled in port-channel
- stand-alone s - suspended
- Hot-standby (LACP only)
Layer3 S - Layer?2
f - failed to allocate aggregator

™o H
|

- in use

- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Qs e =
|

b
|

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

2 Po2 (SU) PAgP Tel/1/1(P) Tel/1/2(P)
L 1 7 3 EtherChannel :%7E
TRA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if) # no shutdown

Device (config-if)# end

TN R 2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
(config-if) # no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO E7R L £,

Device

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
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- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Q5 e =
I

A - formed by Auto LAG

Number of channel-groups in use: 1

= W

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P)

FHOT4THEMKAEYS 3 VvDRTE
WIZ, T_XTCOT 7T 47 MKA® vy avrzFrLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO

NO

37 701£.539%9b.b0c6/0032 1 Secured
1000

5] : MACsec lE S 7+ VAR A2 FDERTE

WKIZ, BEXa2aT T FILAAL RO MKARY O —0REHEZ R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka policy

Device (config-mka-policy) # key-server 2

Device (config-mka-policy)# send-secure-announcements

Device (config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
Device (config-mka-policy) # end

WRIZ, BXaT 72X MO a—rSVRERZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

I, A VB =T 2 A ZATOEAPOL T T UL AA L FOREFZRLET,

Device> enable
Device# configure terminal

MACsec D551t .
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Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# eapol announcement
Device (config-if)# end

WIZ, EAPOL 77 > A A > M SN 72 - T\ 5 show running-configinter faceinterface-name
avy ROz R L ET,

Device# show running-config interface GigabitEthernet 1/0/1

switchport mode access

macsec

access-session host-mode multi-host
access-session closed
access-session port-control auto
dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap
eapol announcement

spanning-tree portfast
service-policy type control subscriber DotlX

WIZ, BXaT T F T 2R MBI/ - TV 5 show mkasessionsinterfaceinterface-name

detail =~ FOH B~ L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...viiueennn. 204c.9e85.ede4d/002b
Interface MAC Address.... 204c.9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE
Message Number (MN)...... 89567

EAP Role.... ..o NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. ..t eveeennnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

. MACsec DEES1E



| MACsec DE5S1t
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SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TEO06DO06AY9 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIT, BXaT T RARA Ly BT/ > TV % show mka sessions details =~ > RO
Tl ERLET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI...uuuieeenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CEN) ..veuweenon.
0100000000000000000000000000000000000000000000000000000000000000
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Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role.... ..o NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. ... ivv v 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BX 2T 70U RARA L MPREGIZ 72> Tu 5 show mka policy policy-name detail =<
Y ROHNBZ R L ET,
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Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

5l - MKA 1§D &=
Iz, show mkasessions =~ > ROl Z /L E1,

Device# show mka sessions

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited
Key-Server
Port-ID Peer-RxSCI MACsec—-Peers Status
CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO
YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

&Iz, show mka sessionsinterfaceinterface-name ==~ > FOH /12~ L £ 4,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface

GigabitEthernetl1/0/1...

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Gil1/0/1 204c.9e85.eded/002b p2 NO

YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

RIZ., show mka sessionsinterfaceinterface-namedetail =~ > FOH1flz R L £9,
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Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uuueeenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeennn..
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role. ... NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t ienennnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY9 89555 c800.8459.e764/002a 10
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#l: mka tEmoER

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

&Iz, show mka sessionsdetails =~ > KO 1%~ LE 4,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uiueunununn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.9%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) ..veuweenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. ... NA

Key Server..........cov... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t ii i nnnnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES
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# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer)

MACsec DRES1E |

38046BA37D7DA7TEO06DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer)

Dormant Peers List:
MI MN Rx-SCI (Peer)

iz, show mkapolicy =~ > ROHAFIEZRLET,

Device# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite (s)
Applied

*DEFAULT POLICY* 0 FALSE TRUE 0 0 GCM-AES-128

rl 1 FALSE TRUE 0 0 GCM-AES-128

P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

&Iz, show mka policy policy-name =~ > RO H B 2R LET,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite(s)
Applied
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#l: mka tEmoER

P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

i, show mka policy policy-name detail =~ > KOH FFlA R L £,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl1/0/1

RIZ., show mka statisticsinterface interface-name =2~ > FOH 1l a2 R L E£9,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. 0

CA Statistics

Pairwise CAKs Derived... O
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... 0
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 1
SAKs Rekeyed............ 0
SAKs Received........... 0
SAK Responses Received.. 1

MKPDU Statistics

MKPDUs Validated & Rx... 89585
"Distributed SAK".. O
"Distributed CAK".. O

MKPDUs Transmitted...... 89596
"Distributed SAK".. 1
"Distributed CAK".. O

iz, show mkasummary =2~ RO HHZR L E9,

Device# show mka summary

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0

MACsec DIES 1t .



B » vaEsoxs

MACsec DRES1E |

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers

CKN

Gil/0/1 204c.9e85.ede4/002b p2

YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals

CA

SA

MKP

Secured. .....oiiiiiia.

Reauthentication Attempts..

Deleted (Secured)........
Keepalive Timeouts.......

Statistics

Pairwise CAKs Derived....
Pairwise CAK Rekeys......
Group CAKs Generated.....
Group CAKs Received......

Statistics

SAKs Generated...........
SAKs Rekeyed.............
SAKs Received............
SAK Responses Received...

DU Statistics

MKPDUs Validated & Rx....
"Distributed SAK".....
"Distributed CAK".....

MKPDUs Transmitted.......
"Distributed SAK".....
"Distributed CAK".....

MKA Error Counter Totals

Ses

sion Failures

Bring-up Failures........
Reauthentication Failures
Duplicate Auth-Mgr Handle

SAK Failures
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SAK Generation........oveeeenennns
Hash Key Generation..............
SAK Encryption/Wrap..............
SAK Decryption/Unwrap............
SAK Cipher Mismatch..............

CA Failures
Group CAK Generation.............
Group CAK Encryption/Wrap........
Group CAK Decryption/Unwrap......
Pairwise CAK Derivation..........
CKN Derivation........eeeeeeee...
ICK Derivation....eee e eeeeeeennns
KEK Derivation........eeeeeeennnn
Invalid Peer MACsec Capability...

MACsec Failures
Rx SC Creation.....oeeeeeeneeennns
Tx SC Creation......oeeeeeeneen..
Rx SA Installation...............
Tx SA Installation...............

MKPDU Failures
MKPDU TX .ttt eeeeeeeeeeoosoossnns
MKPDU Rx Validation..............
MKPDU Rx Bad Peer MN.............
MKPDU Rx Non-recent Peerlist MN..

MACsec FE 21t (ZBH 9 5B MNIEER

ZEESKXURFC

MACsec 5 S1tic 83 5amiEs ]

Z4E/RFC

24 kL

IEEE 802.1AE-2006

Media Access Control (MAC)
2 U7~

IEEE 802.1X-2010

R—h R—=2DF%y NTU—7 T
JEvA v ba—)L

IEEE 802.1AEbw-2013

Media Access Control (MAC) &
¥ = U7 ¢ (IEEE 802.1AE-2006
DIEIE) : Extended Packet
Numbering (XPN)

IEEE 802.1Xbx-2014

R—= P _R—=2DHy NT—T TV
X a2 hu—/v (IEEE
802.1X-2010 DETE)
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