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W mDi$@_mﬂbi¢O:@7ntx L300 FHIFE EDDNY | ZFDH%AR— N LED i

H—k LED 2347 L2AAWEAIEL, RO Z L ZERLET,
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sepEs2—LopE

s BB OEIRN A N o TORWEERH Y 77,

o r—TNZRTENH D0, FIXEERCEBE I T ST X ZICREN & S FTHE
MRH Y E9, F—7NEERICET AMEOIFIECONTE, R TF Ty a—T o
7 BERLTLIIEEN,

« MBI UTC, HEmtEE A ERE L COLHEREE LET,

AT w1 ~3EMYIRLT, KB LR LET,

SFP EC 12— ILDEZE

ZZTIE, SFPEYV 2 — /VOMEFTIFEIZOWTIH LET, SFPEY a2 —, A A > F DHi
HIZHDSFPEY 22—/ Aay MUFEALET, ZHHDFEY 22— /VIBIGAHAETH Y |
EE (TX) ¢%E RX) T v 7TV oA H—T7 oA A LET,

BRI SFPE Y 2 — /WL, fEEOMAGDOETHEATEEY, VAR—FIND2EY2— LD —
BlL, Ciscocom|ZHH YV V—R /) — b EBRLTIEEN, £SFPEY 2— /LT, F—7 v
DKM D SFPEY 22—V ERI U X A I ThRIFIERD ¥ A, £, BEOEEEZ AT
LD, =T NADBHED T —TNVEEZBIRNLIIZTHLERHY £,

A

SEE CWDM X 1000BX-U/D 72 E OFGH SFP ¥ = — 2 AT 2413, fEmBfERE % 15°C
(27°F) FFTL &, BAKEMEREIL 0°C (32°F) T9,

Ty [y

il

SFPEY a2 —/LOEY 1T, B4 L., ¥—7 A8k >\ TIE, SFPEY 2 — /L DO~v=a7T
NEBBLTLIEEN,

SFPES 21— J)LIR— k~AD SFP EZ 2 —)LDOEY {1+

A

AR O —TN, A—TNax 2 FIEESFPEY a— LHNONA v EZ—T 2 A ZADOEEZF T
W, SFPEY 2 —VOEMRIT., X7 74 r—T N B LTDIREETII I Th 22T &,
TRTCOFr—TNEZROA LTS, SFPEY 22— /LORD AN LEFITERY 27T 7P
W,

SFPEY 22— /LOWD A LB 1T 52175 & Y 2—VOMAMENELS 25 /[N H
DEF, MEREALSNCIE. SFPEY a— A OEREITHORNL HIZ LT EE N,

WO, X—=NVI TFATT v FfEDSFPEY 2 — /L ERLET,
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B srrzoa—zovipsosPESa—LomYSL

16:X—)LYSRATSYFHEDSPED 21—l

SFP £ 2 —/V%& SFP £V =2—/L A1 v MIHAT AL, ROFIEIZHENET,

1 BHEXMIERVAN AN v TE2FEICEE, A N7 v 7O EZBEI N THRN
T —AINTAREmEIZEY T ET,

2. SFPEVa—/uid, HEM (TX) BEOZEMN RX) OMAHHIE ) BELWETY,

SFP ¥ 2 — /I Lk 5Tk, BHELZE (TX & RX) OHIOADLY T, #Fo Hm (TX
MRX DY) ZRTEAIPTWTWEEELEH D £,

3. SFPEVa—/LOflEEZ A v hOBEOEEIEIZCE DY ET,

4, SFPEVa—LE ATy MIELAKR, EVa—/LOaxIZANAay NOBRIZEE XN

To R 8 2 F T L 97,

5 SFPEVa2a—/DNR—F PO HEANTT72WMOAL, HETHENTEL LS ITREL
TREET,

A

FE SFPEVa— VA= DEANTTT FRIINT AR =TI LH X v v 1L, r—
TN EEGT DN D TRV SN TLEEY, 26D T 7 7BI0Ey v 7
X, SFP E ¥ 2 —/LiR— BN — T L EENREL NN O IRET D EE 2 R LET,

6. LCHr—T)N axy X% SFP Y = —/VIZBY T F5,

SFPPECa—/)L ROy FHSDSFPED 2 —ILOEYS L
SFPEV a— LA ETa—L Le T X7 ANLE0 4TI, ROTFIEICHENET,

1. BESIHY AR Z M v PEFEICES . A FT v FORBEEAZRIES TN
T — AP S TR EICEY (T ET,

2. SFPET2—Anb LC 24 LET,

3. A H—T A AETEBIEST-DIZ, SFPEY 2 —/LDONKR— MIFZ AN 7T 7 %H
DT ET,

4. SFPEV=2—NOu v 7 Z2EERLT, AN LET,

RV I FTAT T FHEDOEY 22— VOGHIL, N—&E FIFT, EVa2— L&D
LET, R=NVTAT T FRNFORBINCWEATIICHY . AELIETT v F 2R T
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sip £ a— L~k [

XRWEAICIE, NS T A RTANRREODHEVWTEAHEHA LTI v F2MERL=E
TO

5 BEEL AELIETSFPEY 22— L5 H{H, EVa— A Auy hpbwos< D EFIEHLE

6.

B
L7z SFP E Y 2 — L & T ER E 72132 OO BRI RE LE T,

SFP £ 1 — )LADIELE

TIZTIX, KT 7 A NSFPAR— NIRRT A HFIEICOWTEHALE T, SFPEY = —/LOERY
fHFB EOEY 74 LFRIBIZSOWTIEL, SFPEY 22— Ol U3 2—) 2R L TLES

AF—hkA2F1008-7 T A1 L—H—
7T A1 L—Y—Hl5LCd,

Ir— T NAEGEDOYENEE S £ T, SFPEV 2 — L R— bDILBTZ TONT 7 AN r—TF
NDITLEE v o TEASHRNTLEZEN, 26O T 7BLU0x v v 7%, SFPEY 2 —
IR — FBERT =T NV EHE NSRBI DRGET &R 2 R LET, SFPEY 22—/ ~D

PR ZIT O RN, A A =L (17—) R LT, R— by —7 L EHRICE
THHEE %@%%mbf<ﬁéwo

W7 7 AN =T V% SFP Y 2 — VTR 51213, RO FIREZFETLET,

1
2.
3.

SFPEY 2 — /L R—MIHT 7 AN T =T VD% AL ET,
T NDb ) ik, HEREEONT 7 AN LE T F 7 VTR T ET,
R—h A7 —H A LED % L £,

« A F EEERUEN Y 7 BfSLT D & LED IEFREIZRIT LET,

«STPAFRy NU—7 AR YVEBRH L, V=7 OFBEZHEGE L TWAH, LEDIIfEE

WHITLET, 2o7av 2T 30 IEE»n0, £D%, A— b LED TR A
ITUET,

« AN— K LED 28 AT L2 WA e E N E) L Ty, 7 —7 L ICRIED &
E) BB T X 7 HICRERNH D L W EEANEZ DNET, F— T VB

BT 2RO FIECOWTIE, TR 770y a—T 007 2L TS
A

il

I

MBI LT, A v FEITEmcEEHREL, HESLET,
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B xorz

RDEE

T 7 AN MRETHS AT, T EDOZAAL v FOBREELIVNEDHY A, T 741
FREIX, WOWTHOERA T a VAL TERTE 7,
AT AEIVNICHD Web Ul ZiLE)L T, HAXDAHX L RTRVAAL v T HEBRTE
T, THIHENRT UV Web £ U F —T = A AT, HERBREEE=FY I NA[EET
To WebULIZIX, Web 77 UHZBE LU TRy N —2 EOEBEOYHNGLT 78 ATE
7, FEIZOWTIE, Y7 b T a7 4 Falb—valr HA KE WebUl DA T
AL INVTEZRLUTLSTEE N,

sCLIZMFHLT, 22 Y—NADbAL vFE[BIOAAL v F L LTEELET,

«CiscoView 77V r—a L7 E¥O SNMP (fig %y "I —27&H 70 van) 77
r—va raREELET,

» Common Industrial Protocol (CIP) &F>Y — /L& E#B L F9, CIP X—RADY — L& FEHT
L, TEFA—FA—Tay VAT ALEEPEMTEET,
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Express Setup

MO TAL v F oty b7 v 7T 584515, Express Setup & i > T IP 1HH A A5 D0
ERHVET, ZOTREBERZELST, Ay FlIa =N V—FBLOA F—Fy MIHE
MTEDHRITRVET, ZO®, IPT RLAZfS>TAAL v FIIT 7 8A L, ZOMOBRE
EITHZ EMTEET,

o LEEIRBEM (47 ~—2)

« Express Setup D FEAT (48 ~X—2)

BRI

Ay FHRET DITIZLL T OB B LI T,
« Windows £7213 Mac ZET LTS A Ba—F—,
« JavaScript 2SE %172 Web 7' 7% (IE %721 Firefox) .
AV Ea—HEAL v FIHERTDIEODOA N L — 7 u A0 T IY 54—
Xy b =T,
A

(GE)  RS232> V7= —)LiR— k% Express Setup (2 L7210 C
TIZEW,

e IR H NELS INE 7 R—=R—= 7 T

\)

(GE)  ExpressSetup ZEATT HHIIC, 77 UVVORy T T v 7 7my oy maxfiE, BLUOav
Ea—Z TETLTWDIVAY LR 74T baERHIcLET,
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== /=
Express Setup D 1T
Express Setup Zffi ]l L CTHIHA IP EH A AT DX, 207 v a v OFEEZETLET,

1RO BRI
Express Setup Z {3 5A1Z, RONKF MR L TSV,
« 2Ly FRLHBLFROT 7 4V FE— RIZR>TWD I L 2R LET,
« A T EHR SN TNRNT L 2R L E T,
Express Setup DFEITH | A A » F L DHCP #— & L TEWEL £,

\)

GE)  fsh:. U7 haryy—Nr—TNEEGRL, T T AEE=H—TCEXET, T
YV —/VHE T Return F— 22N T &N, 2 v F IR IN TS B a—F R
DHCP TEREINTWAZ L 2R LET,

FIE

ATV T ROVWTUIOEIEEFATLET

24V FDRENTEEDHE.. | FTREEIT

BEAR L7=1EH 0 WD AT > P FE T,

BAFA L7= X030 Tl Zawn AA v TFH Uy FLET, X=X—=2 U v THRZ %
15 B L. SYSLED 74 FAFREICHIT L0 LE
T,
SYSLED MR/ D &, AA v TFIXHEBWIZY 77— L
*7,

GE)

Express Setup Z B L35 L (K& & ISPREIT L, A4 vTFRY &y S, LA
DT 7 4V FEREMER SNET) | 77 v vaBlOY A—="TV AT 47 (SDA—F
RUSB 77 v o RT7A47) MNHIE (nvram config 35 &£ O vian.dat) 23HIBRSvE T, SD

H—=RRUSB7 7 v v a RTIALTNET 7 A NVEHIBRLIZ R0GAIE. VA= TV AT 4
TEROA LTSN,

ATFYT2 A VFIEFHEEIENTWHI L Ea—F T, Web7 TUHFDORy T v FTuyh—&Fax
VEREE NI LET,
ATYT3 AL vFITEREERELET,
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ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

Express Setup D 3E1T .

(AL v FOT7—AEzfE] & [DCEROEM OFMFIEEZSRL TIZE0,
AA v FOEFEREF AT H0, VY NLET,
LED Z#ffHl L T7 — FO#ITRI A E=2—L £ 7,

« VAT LALED DK : 7 — hr—X—

« A7 I LED O] : POST

« ¥ A7 L LED OfkE D FLT : POST 4 T, 10S DAL H

o VAT A LED OO AT & 7 7 — 2 LED OO 54T : 10S OYIHHER5E T

« Express Setup LED O #iJi& : Express Setup 7' 1 & A DT /3 Al 72k R

AR—s—7 U v 7% Express Setup R ¥ N2 1 ~ 2 FZE LiIAAE T,
RE & &, R— b Gigl/3 ® LED 23 kI 508 LG £ 9,
B a—XER— b Gigl/3 IZHRELET,

LED 728 5 L#ET 77,

AUE2—ZDIP T KL AN 192.168.1.1 [IZFRESNIZH, 77 U T http://192.168.1.254 |
TIEALET,

=P =L ERRAT—REATLET,
a—H—£1% Tadmin) | SAV—REFITAT LDV TAESTT,
[Account Settings] 77 1 > RUMMFRINET
[Account Settings] 7 « > K7 C, LLFOX AT #FITLET,
a) [Account Settings] 7 4 > K7 D7 4 —/L FIZRD L HIZAH LET,
* [Login Name] : admin
VBN UTERTEET,
[Login User Password] : 7 7 A4 /L h TiX, AA v F DL U T INESFTT,
VBTG U TEETE £,
[Confirm Login User Password] : JElZfE ] L7/ XA U — REHFHASTLET,

¢ [Command-Line Password] ({LE) : ZiUL, 7 74/ hTra /A /XA T — RIZ[EY
Li‘g‘o

IITRuyE A ma—FFEHALC, av N A R R T — REERTE
i‘j—o

* [Device Name] : # > F U — 27 NDT /3, 2D+ 2Bk LE 9,
« [NTP Server] ({E&) : T3 ADNTP #—"—% Z Z THRETXET,

s [Date & Time Mode] (L&) : Rry X urmnbE—REHBELET,
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)]

THUY FRETV A4V RUNERENZWEE, 79 0FORy T v 77 my e
TR RENT XTEDC RS> TWAINEHRLET, £/2, aEa—FTUA
VLRI SAT Y MBNERC > TWAZ EZRBLTLIEEN,

b) [AccountSettings] 7 4 > K7 D7 4 —)L K~D AFN5E T Li= 5, [BasicSettings] % 27 U
7 LET,

AT 710 [Basic Settings] 7 4 > KU T, AFDOX AT 2F4T L F9,
a) FHFEMHLT, ROLIITT7 44—V RIZADLET,

« [IP Address] : [Static] & 7213 [DHCP] Z&4R L £9°,

* [VLANID] : VLANID OfEZ A LET,

ZHuE, AL v TFOEE VLAN T,

* [IP Address] : H#72 1P 7 RLAZ AT LET,

* [Subnet Mask] : H%h7e ¥ 7 % h~A2 & AT LET,

¢ [Default Gateway] : L —X DIPT KL A2 ASLET (IPREEDLAITIHAETT) .

IP 7 RLUARHRGAIL, V—F—DIPT RLAZANTHLERH Y 7,
(EF) Z Omim TlE, Telnet & SSH Z A2/ LT, CIPREZITH) Z& b TEE
R

CIP VLAN (ZEFE VLAN LA L TH - THMNEWVEHEAN, TDAAL v F TT TICRE S
ATWDHHIO VLAN ECTCIP b T 7 4 v 7 %5542 Z L B AEETT, 7 74 /L h® CIP
VLANI|XVLANI1 TJ, AA v FTCIPEZAITELDIE, 12D VLANTZTF TY, CIP
VLAN 733 VLAN & 272535413, CIPVLAN D IP 7 FLAZIEET HMERH Y £
T, AA v FICEIDV LB THIPT RLVAB, *y NU—27 EOMOTNA ZADIP T RLA
CEBELTWARNWI EEHRLTIEE N,

CIP VLAN #EDFEMIZHOWTIL, Y —A"—D [Helpl 27 U v 7 LTL &,

b) [Basic Settings] 7V « > KU DT 4 —)b RO ASJIN5ET L7z 6, [Switch Wide Settings] % 27
Uy 7 LET,

AT w7 1M [Switch Wide Settings] 7 1 > KV T, IROF A7 ZFATLET,
a) ROLIIZT 44—V RNIZATLET,
s [Data VLAN] : Z DR ¥ > TT—H VLAN Z G0 E i1 3Bz T £,
* [Voice VLAN] : = Z C% 7 VLAN A £ 7213 Ehicc&x £,
* [STP Mode] (fEE) : Ry 77X T inb STPE— REZEIRL 7,
* [Bridge Priority] : Z Z “C Bridge Priority Z 887, Ak, FioidEsbcx £,
* [Domain Name] (fE&) : AR AL A2 AT LET,
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AT T12

ATy 713

ATv 714

Express Setup D 3E1T .

b) [Switch Wide Settings] 7 4 > KU D7 4 —)L RA~D ASINFET L7z 5, [Day0Config Summary]
Vw7 LET,

[Summary] ¥ « > R T7IZ, T iR ENENRRINET,

[Summary] 7 4 > R T, RENIELWI E &R L, ROWVWTNHOT 7 aaFfTLE
ﬁqo

HENTRENEZS... TREET
1IELWEE [Submit] #7 U » 27 LT, #I#REEET LET,
ELL 20WGE 1. [backl] R¥ %27V v s L, LEREEEZITVET,

2. [Summary] 7 4 > RUIZRED £97,
3. [Submit]| #Z7 VY v 7 LT, ¥IRELET LET,

[Submit] 7 UV w27 35&, AFOA XY RFEAELET,
1. AA v FNEE I, Express Setup E— R T LET,

2. TIUWIEERA v—UNEREN, AL T OLURIOIPT R LA X BEFRARITS
nEJ,

3. WA AT rRnERENET, OK]Z27 Vw7 LET,
BEINTVARAALvTFDOIPT FLANRALEa2a—FDIPT RLARLIFRLARF TRy N
WCHDHEEIT, BE., I Ea—F LA, v FHOEENIbIET,

V—ZADDCEREZA I L, AA vFIZORDBBEZTXTOr—TNEHLTHE, Ry b
U—JIlAA, v T H=HBELET,

AU —ZDEEIP T RLAZETLEGAIL, EEIP T RUAZLRIOREIZRE LT
72 R,

RDERY
Web Ul #F/RT 512135, ROFIAEEITLET,
1. I Ea2—FTWeb 77 UHZKELE7,

2. Web 77 UWIZAAL v FDIPT KLA, 2—W—4 /AT — K% AJL, Enter ¥—%
WLET, WebUl R—INERSNET,
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A

B WebUl X— U0 For SN WS

e Xy FU—ZIZHERR L TWD AL vF IR— h DR — b LED BFEAIZ2>TWD Z & &
ABLET,

AL F~OT J AR L WD arEa—XExy hU—27 NOBEHD Web $—
N LT, avla—4RlRy NU—Z 10 LTS Z L 2R LET, Xv b
T— 728 L TR WEEIR, 2 Ba—2DFy NI —JREE N T TNy a—T 4
YT LET,

TIIYPTCASILIZAL v FDOIP T RLABRIELWZ & 2R LET,

AL FOIP T LA ping FITL, IPICERERRECH D Z L 2R L E T,

TIIPICASNLTEAAL Y FDIPT RLANRELL, AA vF AR— F®D LED Hfrtalc
o T, ara—4RnRry NT—JIZHEHRLTWDEAIX, 2 Ba—F %A1y
FICHEHR L CIN T TNy 2a—T 4 T EFITLET, AL v TFDIPT RLALELY
TFy MNOa L Ea—ZICHKIP T FLAEZHRELET,

¢« AL a—H TSN TWVWA AL v F R — D LED BNfEAOHEEIL. Web 77 U7 HIC
ZA o FDOIPT RLVAZHASIL, WebUL ZFERLET, Web Ul RNERINTZH, A
A4 T OBREEFATTEET,
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CLIty Fr7 w7 O SLIZEBRA Y
FDEXTE

cCLIN—Z2DYy hT v 77l T AhLDAAL v FORE (53 2—)
CLIR—RDEy h 7Y TTATILIZKDRAL v FDEHK

ZOETIE, AAfvTFOavr RIf A F—TxAA (CLI) X—2AD¥y N7 v 7FHE
WZOWTRIBH L £97,

AA v FRERICERT D00, A v TOERE (173—) OFED [#E) v7 a2
Ll SN TV LR EZHER L T EE0,

AV =)L R—FERATOCLUADT7 VX

CiscolOS =2~ RB XU T A —=HZILCLIIC L > TASITEF9, IE3x00121%, RI458 B>,
F/ITIUSBI=Z A T7BD2oDay ) —)LF 7 arBZH0ET, CLLIZT Z7E®AT 51T

X, ThooF T aronthnafFEHRLET,

R453>Y—)LKR—F
1. 3y V—)r—T D) Dh% PCICHEGE L £,
Befi 4 AI21%. USBtoRIA5S DT X7 A BNILBEIZ R DEE1H Y £,

2. T—TNFEREFTETEZDYE H —FHDE AL v T DV —/LiR— MIERLET,

3. PCERIFMARLETIRTI 2L —Yary VY7 b7 2EEILES, 7070 (BE
{Z PuTTY. HyperTerminal, ProcommPlus 72 D PCT 7V r— a3 ) IZ&->T, AA v
F & PC /213K E OBENTHEIC A Y 17,
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CLty h7v 7 FOTSLIZERRA v FOHEE |

B vsezs=ss7Ba k-t

17: 30— 5—T LD

BETE29

u@,_k_
1

RJ-45 22—/ FR— |

4. PCELITWMRDOR—L—FbBIUOX YT/ H Vx—~v e, RITRTary ) —LiR—
F ORI A DB TRELET,

+ 9600 R —

8T —X Ew h
sl ARy By R
e RUT 472 L

« 2L (7 o —HilE)

5. TEFE~OHR OBHICHE-> T, BRE A v FITHERLET,

6. PCEAITRICT—ra—F o —r o ANERENET, Entr 2L Ty T v 77
oy EFRRLET, By N T vl T 0B HH L CAL v FERET HITIE, )
IR EHFEHRONT] (56 X—) BB LTI,

USB=—424477Ba>ry—J)LKR—F

1. AA > FDUSB-mini = > YV —/L R— ;% Windows X — Z D PC TR YN T2 & 13,
USB KTA RX&E A A =)L LET,
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| cuty b7v T TOTSLICEBRA Y FORE

usBs=44FBarv—nt—t [

2. TTARTANREMHEHALT, USBmini 4 7 B 2>V —/LiR— DI NN—DRTEHED
T, RVERVAL, HAA—EHLET,

®18:USBX=34 FBa>vy—)L i R"— rDAH/IN—

36Ta28

1 USBI=#AFBarV— FK—FrDOH/\—

3. USBZ 7 —7N%PCOUSBAR— NI LET, ¥—7LDH )~k AL v FTDI=B
(52 =227 #) USB-mini = > Y —/)L R— NI L £,

4. USB-mini = > Y —/LiR— MZEY B TH7- COM AR — kZikpd 5i12i%, kOFIEEE
TLET,

5. PC EoiImR ETHATI2b—vary V7 =T HEBLET, 7r7 75 GEF
L PuTTY. HyperTerminal, ProcommPlus 72 & D PC 7 7'V 7 — 3 ) 2L -T, AA v
F & PC 72138k & OBWBENAREIC/2 D £,

6. COMAR—rEZRELET,

7. PCELITMMRDOR— 1L — b BLOF YT ¥ T3 —~v b, KITRT Y —LR—
FOEEIZE DY THRELE T,

1. 9600 A —
2 87—% vk

3. 1AMy EYDH
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CLty h7v 7 FOTSLIZERRA v FOHEE |
B osz=wgorn

4, RNUTF 47 L
5. 72 L (7a—ihi#

8. [EFE~DOHH) ORIIHE-> T, BFRE AA v FITHER L7

9. PCELITMWRICT— b —F o —F U 2ARNFRENET, Entr 2L Ty T v 77
o7 hNEFERLET, By T ool A B FH L TAAL v FERET HITIE, F)
WIRREFHRONT) (56 2—) BT EEWN,

AR EIFERD A T

AA v FERETDHICNE, By VT o7 7al I L2 TTHLERNLYET, By v T v
T rZAE AL v TOEBRNA A D EBEBICEITINET, AL v TFhRu—L
=B H—Fy NEBIETHDICHNERIP T FLARZOMOREFTREE Y Y TH
VBN H D £, ZOERIT. WebULZHH L TAAL v F AR EBLOEHRT L4512 L8
<9,

CiscolOSXE17.10.1 I TlE, 22—V —D/RAT— KN T L —r T F A M TRIESARWVWE D
2y SR = FIESAL L~V ERET 5 2 LN TEET, Y AT A% 2 )7 4 BE (Cisco
IOS XE 17.10.1 LIRE) (59 X—) ML T E &,
IPE/NNRTD—FDERE

vy NT oA TAEZETTHIE, Xy NI EFHRENLROERE AT L TEL L
EWRH Y F9,

o FFEL LV &= 2 H —F— (Cisco IOS XE 17.10.1 LAKE)

c AL FDIPT KL A

cH TRy hwRZ (IPFXv h~RA )

T I7F NN =tz (—F)

A X =TI =T by h RRAT—FK

o f F—T I NAT— ]

#HAZRE (Cisco 10S XE 17.9.x LLRT)
vty N7 o7l I AEFERHLT, AL v TFOMWYREEIT O FIEXKRDO LB T,
1. k250707 FTYesE ATJLET,

Would you like to enter the initial configuration dialog? [yes/no]: yes
At any point you may enter a question mark '?' for help.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity

for management of the system, extended setup will ask you
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to configure each interface on the system.
Would you like to enter basic management setup? [yes/nol: yes

2. A vTFDOERAMLEEASL, Retun L F T,

JBETEXARA MOILTFRIT, a2~ R AL v FTIL28 XF, AN AL v FTIE31
LFITHIR ENTWET, EORAAL v TFTH, SR MORELFLELT-n (0 iTHEF)
A LN TL &N,

Enter host name [Switch]: host name
3 A Fx—TN =21y hRSRT—REAJL, Return Z#H L E T,

ZONRAT— RE 1 ~25 LFOEBFTHETETET, LHOXFEHFICLTHENE
WEH A, RXFENDLFREBISNEST, AN—RAHMM 2 ET 0, JLHO A— (TR
HWENET, =27 by b RRAT—RIERELSNETE, £ X—T N RXRAT— RNI7
L—y TF%ANTY,

Enter enable secret: secret password

4, A X—T N INATU—RKEAS L, Return ZHFH L FT,

Enter enable password: enable password
(AR AR S A T — 2 AJJ L, Return Z 1 L £77,

ZDORAT— R~ LFOFRFTTIRETEET, KXFE/NILERRINESNET,
A=A B FTN, LD AR— R TEH I N FE T,

ol

Enter virtual terminal password: terminal-password

IS

EE) 7ar7 M-, ity hNT—27FB 71 ha)L (SNMP) ZakE L1,
#% 75, CLI, Device Manager, ¥ 721 Cisco Network Assistant 77" 7r—3 3 & L
TSNMP 2% ETHZ b TEET, SNMP 2% CTHETH2H AL, no L AJTLET,

Configure SNMP Network Management? [no]: no

7. BHXY NIRRT AA A —T oA ADA B —T oA 24 (BN A F—
7 xA AFEITVLAN (REELAN) O4HI) # AN LT, ReurnzfLET, 2DV U —
AT, AV E—T A ALZ3 T vianl ZEH L E 4,

A\

GE) AL vFit, vlanlAf > F—7 = A A ETDHCPHH A v —Y%%E LET, CLIOFHt v
N7 o 77 av ARESNDENIAL v TFRBFy NT—=TIZEHRSNTWDEEE, (v
H—T 2 AHEAFTI VI IPT RUARE DY TONTWAEBEMERH Y £7, vianl1f >
B —T 2 A AZIPT RUARFRIN TV AR CHREH Y FHA, ZOTrEATHE, &
BNCHI DY ToNTEIP T RL A% EEXTHEHAOHNIP 7 RLAZEHETX ET,

Current interface summary
Any interface listed with OK? wvalue "NO" does not have a valid configuration
Interface IP-Address OK? Method Status Protocol
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Vlanl unassigned NO unset up down

GigabitEthernetl/1 unassigned YES unset down down
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset down down
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset down down
GigabitEthernetl/8 unassigned YES unset down down
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down

Enter interface name used to connect to the

management network from the above interface summary: vlanl
Enter interface name used to connect to the

management network from the above interface summary: vlanl

8. AAVTFDIPT RLAEYT Xy h~AZ7%ZASL., RetunF—Z ML TA L H—T = A
AHEBRELET, ZZWRTIPT RLRAES TRy b =27 1F3—FTT,

Configuring interface Vlanl:

Configure IP on this interface? [yes]:

IP address for this interface: 10.1.1.2

Subnet mask for this interface [255.255.255.0]

Class A network is 10.0.0.0, 8 subnet bits; mask is /24

9. KOV~ U —NERINET,

The following configuration command script was created:
hostname 1e3300

enable secret 9 $9SrkgtjJhIkZyANUSIb4nfuxrpHBi.lixF.0Ir94k9XWYsW3nyF7Glmc6lke
enable password cisco

line vty 0 15

password cisco

no snmp-server

[

interface Vlanl

no shutdown

ip address 10.1.1.2 255.255.255.0

|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|
interface GigabitEthernetl/4
|
interface GigabitEthernetl/5
|
interface GigabitEthernetl/6
|
interface GigabitEthernetl/7
|
interface GigabitEthernetl/8
|
interface GigabitEthernetl/9
|
interface GigabitEthernetl/10
!

end
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VATLEFa) T 4HKE (Ciscol0S XE17.10.1 LAE) .

Yy N T T T T ANETTLHE, AL vFIIEREINTZT 7 4V FREREITTE
F9, WONWTIOY — LV EFHTIUL, ZOXEOERCMOEH Y A7 #F{TTX
BETO

cavL RSAy A H—T =4 A (CLD

CLI ZfHTHI2E, Miik=Ialb—varyal I 0&2HLTary Y —LR—rnb
Switch> 7'm > 7 MZawy Fe AN LET, REBFHRICOWVWTIE, AA v F D [Cisco
Catalyst IE3x00 Rugged Switch software configuration guides] # &M L T 72 &0,

VATLEF)T4KE (Ciscol0S XE 17.10.1 LAFE)

X VT 4 2T DL, NAY— R EOBEEREZRE LT H0ERH D 5, HE
A T7a7iE, NAT— FES{L L~V Z 5% E T & % [System Security Configuration Dialog]
WEENTWET, B LLUE, A T 6RBEOX A 7T O N EENET, W5
DIATEZHINT DL aBRIOLET,

« XA T 61, /NAT— ROK;5{tIZ Advanced Encryption Standard (AES) ZfEfH L £,
HAT6/3AT — RO SAL E W FfFTtE. AT o~V A2 —F—LifashEd, v &
Z—X— TV NN TERND, LB L TBLERHD 7,

e v A —F—|F, AESKIFRG 52 L TAA v FRENDMOT X TDOXF—%2 5t
HTDIFERHEND/RAT— R/F—TF, vAX—F—([FAA v FREIZIFRFEINT,
AL o FICHRE LI LTHED X IR FIETHLE R BESR L TEEHA, HEIND
b vARE—=F—EHHL T, A v TRENDOEFELITH LI =D LI E
7, password encryptionaes =2~ R& 34795 E T, F—II S LInEEA,

e HATTRAT— KL, TDOT L —rTFAMAYU—REZ#HFL LIZbDOTT, 2
T4V 2 FIRGEFIZE SN TEY | RENDOEBEO/RAT — RBHENIA LN DELE
F9,

Yy N7 v 7Tl T AEHALT, HILWAL v F LREFLDAAL v F O ;T T/RAT —
REFBAL LV EBRETEET, HTLWAL v FITONTIL, #HIHEE- %1 7 6551k (59
R—=V) FRFORE - XA T T e (63%—) AL TIEI, gy b
Ty T EFTRTICVAT LR 2 VT AR EEXET HITIE, AT — RS L L~V D%
E (66 X—) ZZRLTIZIN,

MEARRTE - 21 TSI
ZAT 6Lty N v T TR T AL T, AL v FOYMRE 21T 5 FIEIZRD
LRV T,
48O HREIIC

LV — )L R— MEBETO CLI~DOT 72 (53 2—) OMAIZHESTCLIWCT 7 &2
LET,
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CLty h7v 7 FOTSLIZERRA v FOHEE |

BE-24 TS

FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy Th

woH7a 7 N TYesE AT LET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

Tur7 hT, WIS NAY = R b L~z AT LET,

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

GE)

Cisco IOS XE 17.10.1 Tl&, ZA 76 L XA 7 7 DM ST Ok [0] 28RS 5 &, 2—HF—4
DHBEA T 6 IZHBNCES I, A F—T NS AT — R A vty 7SA T — RiZ4 A 76
TR XA 7 T ICHEICEB SN ET,

AA v FOMDFTNTOF =D ALICHEN T o~ AF—F—2 A LET,

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!
B, ;7 1 KkKkKKKKKKkKK

’

YRS —F—% b ) EANLTHELET,

Confirm the master key: ***kkkkkkhkk
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
!

password encryption aes
service password-encryption
|

|

end

GE)

DT NA AT DIGEIILEL 2D, v AX—F%—[IMEFELTBLLERHD £
j—o

Tar RN T2H2ANLT, VAT AEX a2 U T A RTERELET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
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[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

ATYT6 Turr TN Tyes EANLT, HAEHRELZHELET,

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

AFvT1 AAVFORANGEANLET,

Enter host name [Switch]: Switchl23

ATFYT8 AFX—TN =7 Ly bk RXRT—=REAHLET,

The enable secret is a password used to protect
access to privileged EXEC and configuration modes.
This password, after entered, becomes encrypted in
the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and
should not contain [cisco]

Enter enable secret: **kkkkkxkk%

ATYT9 Ax—TN =T Ly b NRT—=REb ) —EANLTHRELET,

Confirm enable secret: ***kkkkkkx

ATFYTI0 A F—TNAN_ZAT—REANLET,

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ****xkkxk*x

ZAFyv TN RAEMEORRZT—RFREAHLET,
TONAT—RFE 1 ~25 LFOFEPFTHETETET, KIFENILFEREBIENET, A
N—ZA b FTN, BEHOAR— R TER I N E T,

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ****xkxxx%

ATV T12 By NT— 28T AA B —T oA ADA E—T = A4 (BRI A X —T =
A AFETZIX VLAN (IRAELAN) O£Ri) AN LET, 2OV IV —ZATIE, A v F—7=A
ALNZFL T vianl ZFEA L ET,
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CLty h7v 7 FOTSLIZERRA v FOHEE |

BE-24 TS

ATy 713

GE)

AA v FIiE, vlanlAf o Z—7 = A A ETDHCPHH A v —V 2 %E LET, CLIOWH® »
7o 77 a ANRBESNDRNCAAL v F N Fy NI =7 IR SN TWAEAIE, 1~
=T A RIHEATI VI IPT RUAREID L THNTWDA[EEMERH Y £97, vianl 1
B =Tz A AZIPT FUAREKRRIN TR THMELY THA, ZO7avATIE, &)
ANZEI DY TOENTIP T RL A% EEESTHEHRHOHFNIP 7 NLAZRETEET,

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 10.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [10.16.1.1207]:
Subnet mask for this interface [255.0.0.0]
Class A network is 10.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

1

interface Vlanl

no shutdown

ip address 10.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|
interface GigabitEthernetl/4

RERFT DI, 2 AN LET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...
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[CK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

RDEZRY

Yy NT o Tl T ARETTHE. AL v TFIIMEREINTZT 74V VREEZFEITTE FE
T, KOWNWT DY — L EFHTNIE, ZOREOEFECMOEES X7 #FITTEET,

cavw L RIAL v A H—T x4 A (CLD
e Web 2—H A L Z—T x4 % (WebUl)
CLIZHEAT AT, MRz Ial—Ya a0 HLCary Yy —AR— b,

771 Telnet ZfFEH LTy hT—27 25, Switch> a7 Moa~vr REANLET, &HiE
THEHIZ OV TIE, Cisco IE3x00 A A v T DRENA REBMML T TEE N,

WebUI 2+ 51213, WebUL DALY T A 2 ~IVTEBBLTLEE N,

MHHRE- 24 T 1S

FIE

ATy T

ATvT2

A TIGEALDHR Ly T 77l I 052 EH LT, AL v FOOHEREZEIT > FIET
WD EFRBY TT,
1R BRI

a2 Y= K= MERTO CLI~DT 72 A (53 5—) OB ->TCLIIZT 7 & A
LET

w77 T YessE AT LET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

Tar PR TCLEANLT, AT T RRAT— RO EZEH L ET,

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
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[2] for no encryption to be applied on the box

Enter your encryption selection [2]: 1

ATFvT3 TrrFrT22ANLT, YATLaeX2 U T AR ERELET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[OK]

Use the enabled mode 'configure' command to modify this configuration.

ATvT4 Tor7F b Tyes EANLT, BEAEHBRELZHELET,

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

AFYTE AL VFORANEATLET,

Enter host name [Switch]: Switchl23

2AFvT6 Ax—TN—r Ly kXA TU—KREZASLET,

The enable secret is a password used to protect
access to privileged EXEC and configuration modes.
This password, after entered, becomes encrypted in
the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and
should not contain [cisco]

Enter enable secret: ***xkkkkkk*

RAFYTl A F—TN—T Ly hRNRATU— K% 5 —FEANLTHEELET,

Confirm enable secret: ***kxkkkkkx

RFUT8 A F—TASAT— FEASLET,

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: **kk*xkxk*x

ATFY T REMEONSAT—READLET,

ZONRAT—=RE 1 ~25 LFOHEBFTHRETE T, REXFLPLFRKIsnET, X
N=AbHRAETH, FEHOAR—RTEH I E T,

The virtual terminal password is used to protect
access to the router over a network interface.
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Enter virtual terminal password: ****xkxkxk*

B Xy NI — ST AL LA —T oA ADA XA —T = A AL (WA F—T =
A AFE 71X VLAN (KB LAN) O£fi) #ANLET, 2OV IV —ATiH, /¥ —T7=A
ATV T vianl ZEH L1,

GE)
AA v FiE, vlanlAf X —7 = A A ETDHCPHIH A v E—V % %E LET, CLIOWHE v
N7 o 77 a ARBBENDHNCAAL v FRFy P —Z I8 SN TOWBAEAIE, A~
B—=TxARIEAT IV I IPT RUAREID Y THNTWDHA[EEMENRH Y £97, vianl 1
H—TxAAZIPT RUARFERIN TV THEH Y FHA, ZO7 oA TIE, )
ANZEID Y THENTIP T RL A% FESTHEBRHOFNIP 7 NLAZRETEET,

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 10.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [10.16.1.120]:
Subnet mask for this interface [255.0.0.0]
Class A network is 10.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkS$SCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

1

interface Vlanl

no shutdown

ip address 10.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
I

interface GigabitEthernetl/2
I
interface GigabitEthernetl/3
I
interface GigabitEthernetl/4
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B <xo—rrstLLomE

ATvIN

REZRTFT DI, 2 AN LET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[OK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

RDBERY
By Ny T TR T TANRETTLE A yFIHMER SN T 74V FREZFITTEE
To RONWTNDDY =V EAEATIUE, ZOREDELLCHMOEIZ A7 2 FITTEET,

cavw L RS54 A HZ—T =A% (CLD
e Web 22— A L FZ—T x4 Z (WebUl)
CLIZfEHTAIZIE, Rzl —Yarrul S0 fHLTary—AR— b, F

721X Telnet AL Ty hU—27 6, Switch> 77 Mlavwr RE AN LET, &RE
THFHIZOWTIE, Cisco IE3x00 A1 v F DRENT A REZ L TLTEEN,

WebUI Z{FHT 51213, WebUL DA T4 2 ~LVTHEBRBL T FE0,

INRAT— FEESIELRILDRE

FIE

ATy T

COFNEHES T, Wiy b7 v T2 ETETICV AT LX) T 4RE (A7 66K
OFA T THE ) ZRELET,

wo7a 7" TNox AN LET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Autoinstall trying DHCPv6 on Vlanl

Would you like to enter the initial configuration dialog? [yes/no]: no

AFvT2 TR TAR—T Ny —T by hEATILET,

The enable secret is a password used to protect
access to privileged EXEC and configuration modes.
This password, after entered, becomes encrypted in
the configuration.
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secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: ***kxkkkkkx

Confirm enable secret: ***kkkkkkk

The following configuration command script was created:

enable secret 9 $9$YMkVvPLbxKn4bESOAOX/akBBsukkRV1L.Tk7p2KaMOBXLQI.HbyGbXB8/g
|

end

ATYT3 22 ANLTRERELHREL., VAT X2 T A RTECBEHLET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[OK]

Use the enabled mode 'configure' command to modify this configuration.

AFwT4 FurS NT, WHTANSAT— REEE{LL_L a2 A LET,

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

ATV TS AL v FOMDOTRTOXF—DOMEHAUICHEHT L2~ A X —F—% A LET,

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!
B, ;0 1 Kkkkkkkkkkkk

’

’

ATYT6 vAX—F—%HL ) EASHLTHEELET,

Confirm the master key: ***kkkkkkkkk
The following configuration command script was created:

key config-key password-encrypt

Testkeyl2345
|

password encryption aes
service password-encryption
|

|

end

G¥)
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LOF S AE BT DHAMEC R D0, v AL —F— R LB LERH Y E
TO

ATy Tl 7o 7 T22ANLT, VAT LEX 2V T A REERIFELET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[OK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

Switch>

CLiEy k7 v TDHl
WIS E DH

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]l: yes

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,

# sl kkkAkkKhkA kA KKK
ror .

Confirm the master key: ****xxxxkddsx
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption
!

|
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end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Switch]: Switchl23

The enable secret is a password used to protect

access to privileged EXEC and configuration modes.

This password, after entered, becomes encrypted in

the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: **xxixkkdxx

Confirm enable secret: ***xxkxixix

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ****k&xx

The virtual terminal password is used to protect
access to the router over a network interface.

Enter virtual terminal password: ******xx%

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 12.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up
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Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [12.16.1.120]:
Subnet mask for this interface [255.0.0.0] :
Class A network is 12.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

!

interface Vlanl

no shutdown

ip address 12.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|

interface GigabitEthernetl/4

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[CK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!
VAT hEFX 2 VT 4 HEOH

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Autoinstall trying DHCPv6 on Vlanl yes

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered
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[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,

#’ ;l . KKK KKK KKK KKK

Confirm the master key: ***xksxdksrdx
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption
!

|

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Switch]: Switchl23

The enable secret is a password used to protect

access to privileged EXEC and configuration modes.

This password, after entered, becomes encrypted in

the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: **xxixkkdxx

Confirm enable secret: ***xxkxixix

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ****xk&xx
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The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ****x*xx%

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 12.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [12.16.1.120]:
Subnet mask for this interface [255.0.0.0] :
Class A network is 12.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

!

interface Vlanl

no shutdown

ip address 12.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|

interface GigabitEthernetl/4

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.
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Press RETURN to get started!
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A

GE) 7—bF 77 AMBRKTDE, BEIZEERATETT, AL vyTFOT—hK 77 A MPBIEFIZ
ST Lo 8E81E. %22 TAC O YFIZBRIWEHhEL FEN,

\}

GE) 7—bF77 A MEEGHIZ L TPOST #3479 HIT1E, CiscolOSCLI ZfH L 9, >
TiZ, [CiscolE3X00 AA v F V7 =T a7 4FXal—ar g4 R] 28KRLTL
fiéb\o

Cisco Catalyst IE3x00 B At S ) —X R4 v F n—Fyz7EBEAIF ]



rFSILYa—F108 |
B =7
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AAFDO T TN 2—T 4 7 %FTHIEIT. LED 2R LEd, LED DAL T HDE
WRIZHOWTIE TLED] 22 LT a0,

AA Y FDIERIARE

TRE-IIHELEY—TIL

T AZOT I THERLHEIE N 20T HER L T E W, WEE ORI EN e K
INCRZDr—TNThH, Beaxs 2O I bR BENRK Ty v "3MEET 5 2
ERHVET, F—FTTy b T —NELFELLED, F—BT7T7 v 7 (V70
Ul KL OEE) BRIV IK LTV 2581, 7F—7MCZ 0 X RN H 2560

&) V) \i—g—o
cHAR T — T NETIN T 7 AN =T NN B EN RN E R0 TWND o —T U3 A
L\iﬁ—o

e r—T ) aX A THHRFEZIIRE LU R0 iER L E T,

* RIETLLFEDR Dy F NPV OEEROA T 4 7 3 3= Z AR RN T L 2 RS
LET, ARRRGAEIE. Ny T NIV ENANAT L0 AT 4T ar"—42 (g7 7
A N ZBRELET

« =T NEOR— MIEHEL T, BENRRET DN E IR LET,

41—y b 5—TILEXLT7ANr—T)L
=T NANEYTHD L EHERLET,

e f—Y X hDOFE. 10 Mb/s UTP 581IT AT 2V 3 O r —7 V&R L E9,
10/100, 10/100/1000 Mbps, PoE#fciZix. 72V 5, B 73V Se, £/2F 7TV 6D
UTP Z#fEH L ¥,
o HEECAR— N XA I LT T 7 AN T —TNTHDHZ LR LET, Bminit
BEOR—FBR—FHLTEBY, RCXA 7O/, AWK, BXOT7 7 A4 X% A T &bl
ALTWAZ 2R LET,
cHIMRDOA N L — N F—T N EBEATREL AR F—TARNMEA SN TN,

IR =T NVEFHTRELZAICA ML= F—TRMERAESIL TN L
R LET, AA v F D Auto-MDIX ZHZNZT D0, 7r—T NV EAH L £7,

VD AT—H2 R

WRITY > 7 BRELSNTWD Z L 2R LET, BB TWEY R—= Ry v v M
TLTWeD 58, RIITIREY Y7 RFR SN TS ROHITIEFER SR W ATRENED B D
£,
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10/100/1000 7R— b+ D3R .

AR—=FLED RNHEITLTWTCH, F—TANEFERIEEZRLTWDIDITTELY A, B
BRI E IR0 > T B HAIE. BRA L~V TEHEL TWARREMENH Y £9°, ;"— FLED
DEITL2WEAE, ROZ EaHRLET,

s =T NEAAL v TFNBH LT, BBEORWIEE IS LET,
o =T ILDWHNIE LWAR— MR I TWD Z E 2R LET,
c M HFDEBOEFNASTNDZ L EMHERLET,

e ELWT—T NN EATIMER SN TNWD Z 2R LET, FEMIcO>VWTE, =71
Laxz 2] ZBRLTIEIN,

cHEMARNRODHERLET, BRICEH SN TNDEIICAZATH, £ TRV &N
BVET, F—TNENSTZASNL T, #LE LTS ZEN,

10/100/1000 "— ~ (D=5
A= FDREFERLTWAEEIX, ROZ LR LET,

*LED i~ T, TRXRTCOR— MDA T—H AZfRLET, FEMHICO VL, AL v T
LED (76 ~—¥) #ZML T 7EEVY,

o showinterfaces 4 EXEC =t~ > & LT, A— k72 error-disabled, disabled, % 7-i%

shutdown DIREEIZ 72 > TR E I PEER LET, LEIZISUT, A— FEHOERD
L E9,

TN I A TR LET,

SFPEa1—)L

CiscoSFPE Y =2 — VUAMIFH L2 NWTL 7ZE 0, v Aafle 2 — it Ex20 74
BEMNF AL S22 ) 7/VEEPROM S AA EN TCWVET, T/ Sbick» T, £V 2—
IWINAA o FOBEHEHIZ LTS Z RIS E T,
eSFPEY 2a—LEZFAELET, O LWSFPEY 2 — /LZHWEL TWRWNWZ &b hhos T
WAEY 2— LA L ET,
cEVa— AIMEHT AT R TIA— A THR—FENTWAZ L 2R LET,
(Cisco.com |IZHDAAL v FDY JV—R ) — R NI, AL v FNYR—KTBHSFPEY 22—
IDO—EIRENTHET) |

» showinterfaces i EXEC 2~ > F&afEH LT, A"— b E721LE Y = — /L7 error-disabled.,
disabled. F 721 shutdown DAREEICR > TWR W E I ) Z R L £, MBS LT,
RA—bEHEENICLET,

T AR T V= I REET, LoD LERINTWA Z 2R LE
j_o
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A3 —T A RDFKE

A H—=T A ZAPERT T2 > TWRWD, BIRDA ZIZR o TR EHER L T ZE
W V7 ORITA v H—T oA A FETY Y v MUV LSRR, T H—T =
A ANFEANCEN D E TEIFLEH A, showinterfaces$##% EXEC 2~ > R&ff L C,
A B —7 = A A3 errordisabled, disabled. F 7213 shutdown OIRFEIZ 722 > TWVRNMNE I vk
MRLET, VEIOSUT, A V¥ —T oA A FEADCLET,

T2k T/ XD ping

ping 2 H LT, BANIEEEHR SN TND AL v T NLIAD T, B TERWERK 725 T
WA AZEZXIEDAEET, R—FTe, AV B —TxA AT L, N7 T LITEEHIZE
POFE>THRET, AL T OHEBEAEY (CAM) T—7 VNI, =2 R TL AD
MAC 7 RLANIFELTWA Z L 2R L1,

AINZTYY—DIL—TF

2= 7Y ) —F1a haj (STP) \T/—7F0NFAET5HE . BN FOMBENS| & 2
I, EOWRMMBAR—FRA X —T oA ADOBBEO L IR 2D ERHY F9,

N—T1F, BHMY 7128 THIFRISNDIENHY ET, 2V A v TFnHERE
SN DT T4 I BRANRN=TRESNDLD, FAN—POD T T 4 v IV IBAAL v FTX
FBINBRWEEICRELES, BELE S —T7 v, ZOMOr—7 VERBROME, 72138 —
FORBEICE > T, ZORFGHEENGIEE I SNDARENRDH D 3,

AA v FTHFMY 7 (UDLD) #A%hic+5 e, BEhmY v 7REOREEITEYLHE
9, AA v F TUDLD ZHNNIT D ITEDOFEAIZOWTIL, Cisco.comZHDAA vF V7 b
YT a7 4 F¥al—ay HA RO TUDLD O] OEAZBREL T F XV,

AAYFDIERE

RE, TaTLyI R, BLUBEFHRICI—3 Y

R— bOFFHERIZ, TTA A 2T = TL—AF=yy ¥—Frr 2 (FCS) | 723
LA b a)vay 27— RRECHRRENGHAT, BEELET 2T Ly 7 AOR—H%E
RLTWA RS H Y £,

DEDAA vFM., AA v TFENA—FE., FREFAA v TFELU—I AT —2 g /P —R_R—ET
T a2y ALHEOREN B LeWGEEIE, EOMENBELET, ZorR—L,
HEBLOT 27y 7 R FEICTERE LIZLEEC, 2H0EEMICKIT 28I v=—1 3
VOBBENREKNE R D ERNH D F9,
AA v FOMBEEZRKRIZFIEH L TY 7 ZRFET DT, ROWTNHDHTA FT A 1
WrTT aF by 7 AFRITHEEOHREELEE L TLTEEN,

W HFDOR—FT, HELT 27y A0 GEAH#IRI T —y g LET,

cBHG DO TA LV E—T 2 A ADHEL T 2T Ly 7 ADNNTA— B 2FHTHRELE

‘ﬂ‘o
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A TFHXy PU—=JIZKBE LN, B0 IP T RV AZEID YTz, AA v F
WZHEE T 720,

P AL Y FOSAT— $EY Ly M HBERD S,
\

G AAvFxEVty b TDHE, FHEDHIBRINTAAL v FRHEH)
ENFET, TRTCOT—HELEITHEETHITE, BEFa2T7 75—
204 FOHEMME (80 N—) BB T XU,

EE AL v T OBEWE A T HEEIT Express Setup 7R ¥ AL
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INET,
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Cisco Catalyst IE3x00 B At S ) —X R4 v F n—Fyz7EBEAIF ]



rFSILYa—F108 |

| EEEVERVESE A D

X2 hy

X1 T7T—

1L == J T EITHLOH DT [Express Setup] AN ¥ > (A 7 L— N D/NZ 22D
B AITHDIAR) A 15 TR LiElT £ 97, Express Setup LED (3, &AL AR & o D3
LIAENTWAH R, ARAFREIZRIRL 5,

2. Ay TFRVT—=FLET, ZA v FDOIV T = RETTDHE. Y AT LALED D5FkEAIT A

3. 76 9 —J [Express Setup] AR ¥ > & 3R L ET, AA v FOA —P Ry FAR— M3k
\_.j| @L\i—a—

INT, ZOAAL v FIIRBEEDAA v F LRRICEIELE T, A4 v TFOREIX. [CLI
R—=2Dy N7 v 770l T AILDAAL v TFOHRIE] “Cfﬁﬁﬂéﬂ“CIﬂéCLI*E/ c7 v
FNEIZHESTITO Z ENTEET,

\JAL 2R =L

AA v FTrr T RN TAL w7 LT % Cisco Catalyst IE3x00 &ifif AL A A T35 L OV IE3400
HeavyDuty A v FOEEIZOWTIE, BRIV DAV A A =] ZBRLTIEIN,

77 v aF 2T USB K74 7 LOROH A A= a AT 578 Do EIE HENK
WL 56801E, BRUINY)FEEZFEITTLE, V) —RASINEZAERA AV 0—
hf%i%

204 TDEMIE

X 2T TF—FIA T, TRTDOIOSXE X—ADT Ty N7+ —AFEDODA L —UF 34
A 75 NIST SP 800-88r1 LD Z Ll Ea~ L FEFH L CHEUICEEINAZ L HICT A9
DY AALIKDA =T F 7T,

ZOBEREIX., TRTOITIA B A LULDIRD 10T A A » F T Cisco I0S XE 17.10.1 LA TY
A—=hrENTNET,

» IE3200
-+ IE3300
» IE3400
» IE3400H
- ESS3300
EXaTT—F VA THREBIR o TOBEE, N7 7 v v a AR INOTXTHRHESH
T, ZHICHRPEERET,

e A — P —HRELNAT—F
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» Embedded MultiMediaCard (eMMC)
 rommon Z54%

cACT2 EFX 27 A hL—¥

N

GE)  ZRRWMETIE, SDI—FRELIZUSBT AL ZAONFITHEESNEFHA, A L—UF

NAAFFEHTHEELTIH 74—~y ML ERDH Y £,

o< ROEITHR. A v FITTHEREOT 7 40 FRE (R—1— F9600) Crommon 7
a7 MRV EST, N7 7 v aAEVIE, I0OSA A—URHEBEINDIETT+—~v v
MENFER AL

\)

GCE)  B%h7eA A=Y D Ao 7= sdflash/usbflash 23 A SV TWBEE . T35 A TEEOESENENIZ

HASWNWTHELAT 4 THHDA A=V TRERIILET, A A=V EGFLNEAT 0 TINT /34 AT
FAZINTWORWEGEEIZDH, T3 AL rommon (2721 F77,

XA TT—R2T4 TOEFT

X2 T T —H A TEAEINCT HITIE, ROFNRT X D12, FFHEEXEC € — KT factory-resst
all secure =~ F&EASLET,

Switch#factory-reset ?
all All factory reset operations
keep-licensing-info Keep license usage info
Switch#factory-reset all ?
secure Securely reset all
Switch#factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure?
[confirm]Y¥Y

factory-reset a2~ K472 a3
s factory-resetall : 77 v anb T _XTEAIBRLET,
- factory-reset keep-licensing-info : T HATREIREE~D U > MEb T A & o AIEHE IREF
L. DT _RTET7 T v anbilBRLET,

. factory-resatallsecure: 77 v anb T NTEYIBL, vV FEMBERLTA—T 13
CEYZEALA AL ThDLY Y FLELET, ZHIZKY, 2o/ "—FT 1230
T—HEEETERNVEIICLET,

EE factory-reset all secure #R{EICIZREM D02 GANH 0 £7, EREZ ANE I RN TL S

A
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A v TFPNawr REFITLERICR 7 2HRT 5I12iE, IOSXE Z# L, KO show =<
KEATITLET,

Switch#show platform software factory-reset secure log
Factory reset log:

#CISCO DATA SANITIZATION REPORT:# IE3200

Purge ACT2 chip at 12-08-2022, 15:17:28

ACT2 chip Purge done at 12-08-2022, 15:17:29

mtd and backup flash wipe start at 12-08-2022, 15:17:29
mtd and backup flash wipe done at 12-08-2022, 15:17:29.
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IE-3200-8T2S 12 ~ 48 VDC 2.2A gl e L
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IE-3300-8U2X 12 ~ 54 VDC 10.7A 480W
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