SSH :Z:F 0 X.509v3 SFERZ=

SSH ZBFH D X.509v3 FFHEMEAEIZ. ABF— 703U XA (PKD) ZFEHLTH—EBIW
Z— P OIEEITV, WIAER (CA) BBHA LEIT LT UHVGERELZ I LT — X7 Off
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7,

DY a—/TIE, TUXNGERERAOY—ARBI O —VIERAET 0 7 7 AV ERTET D
ji{£ _“Db‘fnﬁﬁﬂ [_/32—19“0

« SSH #EFED X.509v3 iEAEORIHRSEM: (1 2—)

* SSH #EFED X.509v3 GEBEOHIFFE 2 ~X—)

* SSH FBAEH D X.509v3 GEFIEIZEE T 5 1FHm (2 ~X—)

* SSH #FEH D X.509v3 GEHEORRE HE 3 X—)

o TUXNFEHEEMGH L2 — "B L O —VPREREORER (7 2—)
* SSH #EFEA D X.509v3 GEEORER (11 =—)

* SSH #BFEH D X.509v3 FEREIZBE T 5 2 Do B EEE (12 X—2)
* SSH #EFEH @ X.509v3 FEHEOKREEIE (13 2—)

SSH ZZZF 0 X.509v3 EEEE%O)EWE%#F

SSH FBFEH @ X.509v3 FEHIEHERE TIL, ip ssh server algorithm authentication =~ > KO
V|2 ipsshserver authenticateuser =~ > RV E &2 Hi1E 7, defaultip ssh server authenticate
user A< REJREL, T 7 4 Fab— 3 hb ipsshserver authenticateuser =< > K
ZHIBRLE 9, 10S X =27 > =/ (SSH) #— 3% ip ssh server algorithm authentication =
~ U REEHLTEEILET,

ip ssh server authenticateuser =2~ RZFETT 5L, RDA v E—VUNRERENET,

I#
3

SSH 2~ R&EZIFANE L, 7L, ZOCLLIEE b BEEEnEd, #H LW CLI ip
ssh server algorithm authentication!Z &8 L € < 72 &\, default ip ssh server authenticate user
EEREL, CLI 28 LET,
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SSH :2EF 0D X.509v3 EsEBAE D #I#9E1E

 SSH ZBFEA ™ X.509v3 FEAAERERE D ZEEEIL, CiscoIOS ¥ =7 v =/ (SSH) H— 3l
DA TE E9,

* Cisco I0S SSH ¥— N1%, ¥ — B L P2 —HFFFEIZ OV T, x509v3-ssh-rsa 7 /L2 U X A
NR—ZADFEHEDO L Z R — N LET,

SSH ZZEFFA M X.509v3 SEBRZE (B9 B 15

SSH mL.\nIEFHOD X.509v3 nl_l:Eﬂ%G)*EEg

¥ 27 = (SSH) e banik, Xy hU— 7?N4z«@£éﬁv%~b77tx
P e tett LE T, 77947 b EV—ROMOBEIIRE LI NET,

WX —HE S LA L CREFEEZIT D SSH e ha R 25H 0 F3, FTF U AR—FEYS
0 hax, TUXNELT AT XA (AF—T AT XAEMEINET) AL T,

=TI FTAT U MR LUTRIAELET, —FH, 2—VFFET v ha v, TVFLVELE
FEHLC, 7947 ha— XU CREREL £3 (OB F—385E) .

HAFDARNEIL, ABRBAF— L T OBLXEDTAT T AT 4 L OBEEORSITEKIFE L £
ﬁ1XﬂWA—yaysoumﬁ>&E@?y&wﬁ%ii TATUT 4T A EHOTZDIC
RS ET, X509v3 1%, B TE 50— MNERER & 2 O RIFERERIC X 5 B4 OEH %
ﬁﬁ LT, ABAX—ZEDT AN TAT T 4T 41T 1\ LET, ZoFEEITK

A= T NI XLEMEH LN = ORGEN A[REIC e D & L BT, RRER
(CA) NBL LT LT VA IVGFHAERZ N L T — T OFAEDT AT T 4T 4 %
SSH THIFET D Z &N A[BEIC 72 0 £,

X503 ZFAL=Y—N\E XUV 1—FE5T

Y= RREDS A, £X =27 Y=k (SSH) F— DB OTZ I T A R DRENE % SSH

7747 MTEELET, 20— NGERFEL, —NEERE T2 7 7 AL
(ssh-server-cert-profile-server 77 4 ¥ =2 L — 3V EF— R) THREINIZ T A RRA 2K
R B ET,

2 —PRRAEDY A, SSH 7 74 7 b BHER DI 2 — Y OFEF E % 10S SSH Hh— 3%
fgLEJ, SSHY— N, Y— NGEHET 7 7 7 A4 )L (ssh-server-cert-profile-user = > 7 ¥ =
L—yarE—FK) T; Eéht/\ﬁrﬁﬂ% A T7I7ANT727Fx% (PK) FTAMRA U bz
BHLT, ZE LI — Vi EZ MR L E 7,

F 7 4V N TIE, FEBENR— ZOFREEN, TI0SSSH — kK TH— "B L O —HF it LT
Bz p > TWET,
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OCSP [G&ERT—T )5

T T A AEHEAT—X 2 7a ha)b (OCSP) Tk, #Bl &N -FEHED (K% RiEz
TV = a N D 2 ENRRETY, o7 haud, FHEORAT X A EF =y
I3 T7 TV r—varbEDORT —F AT — "L TRV THLERH D
T—HEFRELET, OCSP 7 7 A7 MIOCSP LV ARV HIZAT —H AFERERITL, I
BhZFETHETIEHEDOZ T ANEZRE LET, OCSPISEIZIL, Dl &b, ZRoOWLE
AT —H A% 79 responseStatus 7 4 —/ K3 EENFE T,

AT — T NIV XLOHE, F—0FAUX, 1 2L ED X S509v3 iEHEO Y —Fr 2 b %
D#IZHES 0 HLL ED OCSP IGED > —7 V AMBEYD £,

SSH ZRFFHSHEIN 1T 0 X.509v3 FEMIEIL, OCSP JGE AT —F U v 7% L £+, OCSP IHA
AT =TV TEERTHZ LI, T3 A1E, OCSP H—NIZT 7 AL ThHERE
AEAAE L EBITRAT =TV 7 LT, ET70H0CSP L AR ZIZT 7 BAZELDOTIEARL
TR A XD 2 LT, B OIFHEOLDIHFREZTIG L ET,

SSH EZEFFH M X.509v3 S EBRE DR TEHE

Y—N\RAERADT DR ILGERAEDRE

FIE
AU RFEREETIVaY B#Y

AFw 71 |enable FiHE EXEC E— REA L E T
il - e NAT—=RaE AN LET (BRS

ni-Hma) .

Device> enable

R wF2 |configureterminal FTa—r ) ar7 4 Xal—gr
Bl - T REPIHLET,
Device# configure terminal

RTw 73 |ipsshserver algorithm hostkey RA L F— T3 XLDNEF & E %
{X509v3-ssh-rsa [ssh-rsa] | ssh-rsa LEY, ¥Fa7 v =L (SSH) 77
[x509v3-ssh-rsal} AT PRI vE— R SNBOR,
i REFEHRTNAY XLOHRTT,
Device (config)# ip ssh server
algorithm hostkey x509v3-ssh-rsa

SSH 2R X.509v3 FEFAE .
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SSH S23E0 X500v3 sEBAE |

ARV FFEREETIVa Yy

S

GE)  I0S SSH ¥—/3Zi%, 1 2L
EOBREFRHRA L - T

T Y ZLPLETY,

« X509v3-ssh-rsa : FiFE

N—ADFER

e ssh-rsa: ABHF——A

D7

ATv74

ip ssh server certificate profile

1 :

Device (config)# ip ssh server
certificate profile

= NGEHET B T 7 A LB L —
PREAET 0 7 7 A )V EFE L, SSH
SFHE Yo 7y A Va7 4 X2 L —
vary E—RERKBLET,

ATvTh

server

B -

Device (ssh-server-cert-profile) #
server

P NFEAE TR T 7 AV ERE L,
SSH — NGEHET 1 7 7 4 LD —
Par7 o ¥al—arEv— e
BLET,

e =TT 7 A F, T
RERFIZH— NGEE A SSH 7 7 A
TrMIEETLEDIERAS
*7,

ATvT6

trustpoint sign PKI-trustpoint-name

1 :

Device (ssh-server-cert-profile-server) #
trustpoint sign trustl

NF—A 7T AT 7F % (PKD

N7 A RNKRA Y bES—RGEAET 1

T ANMIT X FLET,
«SSHH— T, ZDOPKI FT % |
RA v MBI BTG E
Y — FREEICERH L E T,

ATy T1

ocsp-response include

1 -

Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£%&) Online Certificate Status Protocol
(OCSP) DG £ 7212 0OCSP AT —
Uo7 ah— NG E & —FEICEE L
7,

GE) T 74/L FTiL. OCSP I
I — SGERE & —RE Ik
ERYUES VR

i sSHE2EE0 X509v3 SEFAE
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ARV FFEREETIVa Yy

E:)

ATvT8

end

1 :

Device (ssh-server-cert-profile-server) #
end

SSH — NFEE v 7 7 A LD H—
NRar74F¥al—iarE— e
T L. %M EXEC E— RITEY 7,

ATvT9

line vty line_number
[ending_line_number ]

1 -

Device (config) # line vty line number
[ending line number]

FA a7 4 X2l — g F—R
ZPaE L C, ARG R BIRRER E % 5% E
L %7, line number 35 L
ending line number (21X, [BI#RDOLT %
FRELEY, HHETE HHPMIL0~15
T4,

ATy 710

transport input ssh
£l

Device (config-1line) #transport input
ssh

FE SSH Telnet & & 5T /31 A ~DHEk:E
EHR L72WVWERETYT, ik,
J— %1% SSH 55t lICIRE S E T,

1— 4f;mﬂ£ﬁhb-ﬂ~y9}LmEﬂﬁ

FIE

1:||||

ARV RFERETOa Y

E:)

ATy T

enable
1 -

Device> enable

¥ikE EXEC E— F&ANZ L £,

e NAT—REANLET (R
N5 .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nRN) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ip ssh server algorithm authentication
{publickey | keyboard | password}

51

Device (config)# ip ssh server
algorithm authentication publickey

2 —YFREET LY R LADNEFF A EFR
LEJ, %27 =/ (SSH) 7 7
AT hERTvE—FENDDIE
BEFRLT N TY ZLDHTT,

SSH 2R X.509v3 FEFAE .
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SSH S23E0 X500v3 sEBAE |

ARV FFEREETIVa Yy

S

G¥) 108 SSH #—/3Zi%, 1

L EORIE #
RRET V) X DRLE
Tj‘o

o — PRI REE
AT 512,
publickey ¥ —7U— K%
RETLHLENRHY F
D

ATvT4

ip ssh server algorithm publickey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsal}

1 -

Device (config)# ip ssh server
algorithm publickey x509v3-ssh-rsa

NHEF—T NI Y XLDNEFEER L
F9, SSHZ 747 ML »Ta—
PRI ENDDIE, REFHD
TN XADIHTT,

GE)  I0SSSHZ 74 7 > MZI,
1 DLL EDRBEH AP F—
T Y RLPLETT,

« X509v3-ssh-rsa : ZiFE

A=A DT

e ssh-rsa : AfF—_—2x
DG

ATvT5

ip ssh server certificate profile

1 :

Device (config)# ip ssh server
certificate profile

Y= GEHE T 7 A LB LN —
PREAE T 0 7 7 A LV EFE L, SSH
SFHE o 7y A Va7 X2 b —
YaryE®E—REmLET,

ATvT6

user

1 -

Device (ssh-server-cert-profile) # user

a—WREHET T 7 7 A VEERE L,
SSH — NGEHE T 1 7 7 4 LD —
Par7 s ¥al—rarEv— e
HBLUET,

ATy T17

i sSHE2EE0 X509v3 SEFAE

trustpoint verify PKI-trustpoint-name

51

Device (ssh-server-cert-profile-user) #
trustpoint verify trust2

ZE Llm 2 —WIEHE ORI &
NANX— ALV TTARNT T F ¥
(PKI) FT7AFRA U FERELE
TO
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FoaLiangeEALEYy— sLva—vRiEoRz [

ARV FFEREETIVa Yy

E:)

G¥)  [RUa~y REEEKRSITT
HZ LT, HEDONT AR
AV MNERELET, K10
DKTFARKRA Y NEFRET
xFET,

ATvT8

ocsp-response required
£

Device (ssh-server-cert-profile-user) #
ocsp-response required

UEE) ZELI-a—ViHEICL S
Online Certificate Status Protocol

(OCSP) DIEEDAHMATER L F7,

G¥) T4 bhTIR, 22—V
EIXOCSPIGER LTITA
nNoHnET,

ATvT9

end

51

Device (ssh-server-cert-profile-user) #
end

SSH — NSFHET 0 7 7 A LD —
Par7 4 ¥al—arE— e
T L. HH# EXEC E— RIZED 7,

ATy 710

line vty line_number
[ending_line_number ]
11

Device (config) # line vty line number
[ending line number]

A ar74F¥al—varE—FR
ZBAA LT, (AR AR IR E & B E
L %7, line number 35 £
ending line number (Z1%, EFROT %
FRELES, FHETE T~ 15
<9,

ATvIN

transport input ssh
1 -

Device (config-line) #transport input
ssh

FE SSH Telnet I & 5T /314 A ~DHEE
BRI L72VERETT, ZHic kv,
Jb— &% SSH Bt I BRE SV E T,

EIL‘,\
FIE

AT w1 enable

it EXEC E— FE A LET,
e NRATU—KRKEANLET (EREINEHE)

FIIVGEAEZERA LY —N\EB XUV 1 —H R DHE

SSH 2R X.509v3 FEFAE .
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1 :

Device> enable

AT w72 showip ssh

BUERE SN TV DRRGESF A2 FRR L E T, fEAER— AFREOME H 2 #5879 5 121,
x509v3-ssh-rsa 7 /LT Y ZLPBREFHLDRA RN F—T NIV XA THLHZ L EHRLET,

% -

Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive, password
Authentication Publickey Algorithms:x509v3-ssh-rsa, ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

AT w73 debugip ssh detail
SSHEEMODT Ny 7 A vb—VhkF Nz LET,
51

Device# debug ip ssh detail

ssh detail messages debugging is on
AT w74 showlog

TRy T A y—vuZeRkrLET,

i

Device# show log

Syslog logging: enabled (0 messages dropped, 9 messages rate-limited, 0 flushes, 0
overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 233 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File logging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 174 message lines logged

i sSHE2EE0 X509v3 SEFAE
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Log Buffer

*Sep
*Sep

*Sep

*Sep
*Sep

*Sep

*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

*Sep

mac:hmac-sha2-256

*Sep
*Sep

*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

6

oY O O O)Y OY O

6

14:
14:
14:
14:
14:
14:
14:
14:

FoaLEREEERALY— sLva—vRiEokR ||

Logging Source-Interface: VRE Name:

(4096 bytes):

5 IST: SSH2 CLIENT O: SSH2_MSG_KEXINIT sent

6 14:44:08.496 IST: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
6 14:44:08.496 IST: SSH2 0: kexinit sent: kex algo =
diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal

6 14:44:08.496 IST: SSH2 0: Server certificate trustpoint not found. Skipping
hostkey algo = x509v3-ssh-rsa

6 14:44:08.496 IST: SSH2 0: kexinit sent: hostkey algo = ssh-rsa

6 14:44:08.496 IST: SSH2 0: kexinit sent: encryption algo =
aesl28-ctr,aesl92-ctr,aes256-ctr

6 14:44:08.496 IST: SSH2 0: kexinit sent: mac algo =

hmac-sha2-256, hmac-sha2-512, hmac-shal, hmac-shal-96

44
:08.
44
44:
44
44:
44
:08.
mac:hmac-sha2-256

44

44

08.

08.
08.
08.
08.
08.

496 IST: SSH2 O: SSH2_MSG_KEXINIT sent
496 IST: SSH2 0: SSH2 MSG_KEXINIT received

496 IST: SSH2 0: kex: client->server enc:aesl28-ctr mac:hmac-sha2-256
496 IST: SSH2 0: kex: server->client enc:aesl28-ctr mac:hmac-sha2-256
496 IST: SSH2 0: Using hostkey algo = ssh-rsa

496 IST: SSH2 0: Using kex algo = diffie-hellman-group-exchange-shal
497 IST: SSH2 CLIENT 0: SSH2 MSG KEXINIT received
497 IST: SSH2 CLIENT O: kex: server->client enc:aesl28-ctr

6 14:44:08.497 IST: SSH2 CLIENT 0O: kex: client->server enc:aesl28-ctr

6 14:44:08.497 IST: SSH2 CLIENT O: Using hostkey algo = ssh-rsa
6 14:44:08.497 IST: SSH2 CLIENT O: Using kex algo =
diffie-hellman-group-exchange-shal

6

oY O)Y O)Y O)Y OY OO O)Y O)Y O)Y OY O)Y O)Y O)Y OY OY OY O O)Y OY O

6

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

44
44
44
44
44

44

44

44

08.
08.
08.
08.
08.

:08.
44
44
44
44
44

08.
08.
08.
08.
08.

:08.
44
44
44
44
44

08.
08.
08.
08.
08.

:08.
44
44
44
44

08.
08.
08.
08.

497 IST: SSH2 CLIENT O: SSH2_MSG_KEX_DH_GEX_REQUEST sent
497 IST: SSH2 CLIENT O: Range sent- 2048 < 2048 < 4096
497 IST: SSH2 O: SSH2_MSG_KEX_DH_GEX_REQUEST received

497 IST: SSH2 0: Range sent by client is - 2048 < 2048 < 4096
497 IST: SSH2 0: Modulus size established : 2048 bits

510 IST: SSH2 0: expecting SSH2 MSG_KEX DH GEX INIT

510 IST: SSH2 CLIENT O: SSH2_MSG_KEX_DH_GEX_GROUP received
510 IST: SSH2 CLIENT O: Server has chosen 2048 -bit dh keys
523 IST: SSH2 CLIENT 0: expecting SSH2 MSG KEX DH GEX REPLY
524 IST: SSH2 O: SSH2_MSG_KEXDH_INIT received

555 IST: SSH2: kex derive keys complete

555 IST: SSH2 0: SSH2 MSG NEWKEYS sent

555 IST: SSH2 0: waiting for SSH2_MSG_NEWKEYS

555 IST: SSH2 CLIENT 0: SSH2 MSG KEX DH GEX REPLY received
555 IST: SSH2 CLIENT O: Skipping ServerHostKey Validation
571 IST: SSH2 CLIENT O: signature length 271

571 IST: SSH2: kex derive keys complete

571 IST: SSH2 CLIENT O: SSH2_MSG_NEWKEYS sent

571 IST: SSH2 CLIENT O: waiting for SSH2_MSG_NEWKEYS

571 IST: SSH2 CLIENT O: SSH2_MSG_NEWKEYS received

571 IST: SSH2 0: SSH2 MSG _NEWKEYS received

571 IST: SSH2 0: Authentications that can continue =

publickey, keyboard-interactive, password

6 14:44:08.572 IST: SSH2 0: Using method = none

6 14:44:08.572 IST: SSH2 0: Authentications that can continue =

publickey, keyboard-interactive, password

6 14:44:08.572 IST: SSH2 0: Using method = keyboard-interactive

6 14:44:11.983 IST: SSH2 0: authentication successful for cisco

6 14:44:11.984 IST: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source:

*Sep
*Sep

[localport: 22] at 14:44:11 IST Thu Sep 6 2018
984 IST: SSH2 0: channel open request

985 IST: SSH2 0: pty-reg request

985 IST: SSH2 0: setting TTY - requested: height 24, width 80; set:

985 IST: SSH2 shell request

o

*Sep

*Sep

*Sep

192.168.121.40]

*Sep 6 14:44:11.
*Sep 6 14:44:11.
*Sep 6 14:44:11.
height 24, width 80
*Sep 6 14:44:11.
*Sep 6 14:44:11.

985 IST: SSH2 0: shell message received

SSH 2R X.509v3 FEFAE .
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starting shell for vty
User cisco has exited tty session

Session terminated normally
Session terminated normally

*Sep 6 14:44:11.985 IST: SSH2 O:
*Sep 6 14:44:22.066 IST: %SYS-6-LOGOUT:
1(192.168.121.40)
*Sep 6 14:44:22.166 IST: SSHO:
*Sep 6 14:44:22.167 IST: SSH CLIENTO:
AT 75 debugip packet
IP /STy FEEIDT Ny T A A LET,
i -
Device# debug ip packet
AT 76 showlog

TNy T Aye—vulEFRRLET,

1 -

Device# show log

yslog logging: enabled (0 messages dropped, 9 messages rate-limited, 0 flushes,
filtering disabled)

xml disabled,

0 overruns,

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging:

level debugging,

0 messages logged, xml disabled,

filtering disabled

Buffer logging:

level debugging,

1363 messages logged, xml disabled,

filtering disabled

Exception Logging:

Count and timestamp logging messages:
File logging: disabled

size

(4096 bytes)
disabled

Persistent logging: disabled

No active filter modules.

Trap logging:

Log Buffer
bleid=0,
via RIB
*Sep

(4096 bytes):

*Sep

level informational,
Logging Source-Interface:

5=192.168.121.40
6 14:45:45.177 IST:

(FortyGigabitEthernetl1/0/1),
6 14:45:45.177 IST:

176 message lines logged
VRFEF Name:

(local), d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed
IP: s=192.168.121.40 (local), d=192.168.121.40

len 40, sending
IP: s=192.168.121.40 (local), d=192.168.121.40

(FortyGigabitEthernetl1/0/1), len 40, output feature, NAT Inside(8), rtype 1, forus FALSE,

sendself FALSE, mtu O,

fwdchk FALSE

*Sep 6 14:45:45.177 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.177 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.177 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local
feature, feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk

FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40

(FortyGigabitEthernetl1/0/1),

i sSHE2EE0 X509v3 SEFAE
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*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernet1/0/1), len 40, sending

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), len 40, output feature, NAT Inside(8), rtype 1, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local
feature, feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk

FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernet1/0/1), len 40, sending

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), len 40, output feature, NAT Inside(8), rtype 1, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local
feature, feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk
FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernet1/0/1), len 40, sending

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), len 40, output feature, NAT Inside(8), rtype 1, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local
feature, feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk
FALSE

*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernet1/0/1), len 40, sending

*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), len 40, output feature, NAT Inside(8), rtype 1, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1),

d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB
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Device> enable
Device# configure terminal
Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
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Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl
Device (ssh-server-cert-profile-server) # exit
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Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cfg-mng-cert-serv.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cfg-mng-cert-serv.html
http://www.cisco.com/support

| SSHERSEM X.509v3 SEBAE
sshziEAo xso3 simEnweEE

SSH E2:iFFA ) X.509v3 SFBRE D HEEE B FE

WORIZ, ZOFY 2— /L TilATIHED Y V — 2B L OBEEEHRZ R~ LET,
IO OBEEIL, FRCHR SN TWARWED , BAINZY UV —XUBEOTXTHOY J—RT

ﬁ%f%iﬁo

Jyy—= HERE B EETEER

Cisco IOS Release SSH #AED X.509v3 FIER | SSHRBAED X.509v3 FERAEMEREIL, Y—

15.2(7)E3k *= ST X.509v3 T A VR E A
L. SSH V— M| T —WiRGE &
L/i‘é—o

Cisco Feature Navigator /425 &, 7T v b 74— LBIRNY 7 U =T A4 A=V DY R—
ME®RZMRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5E] 75 T
A LET,

SSH 2R X.509v3 FEFAE .


http://www.cisco.com/go/cfn

SSH S25E 0 X 5003 SEBRE |
B sszamo s EHEOREER

i sSHE2EE0 X509v3 SEFAE



	SSH 認証の X.509v3 証明書
	SSH 認証の X.509v3 証明書の前提条件
	SSH 認証の X.509v3 証明書の制約事項
	SSH 認証用の X.509v3 証明書に関する情報
	SSH 認証用の X.509v3 証明書の概要
	X.509v3 を使用したサーバおよびユーザ認証
	OCSP 応答ステープリング

	SSH 認証用の X.509v3 証明書の設定方法
	サーバ認証用のデジタル証明書の設定
	ユーザ認証用のデジタル証明書の設定

	デジタル証明書を使用したサーバおよびユーザ認証の確認
	SSH 認証用の X.509v3 証明書の設定例
	例：サーバ認証用のデジタル証明書の設定
	例：ユーザ認証用のデジタル証明書の設定

	SSH 認証用の X.509v3 証明書に関するその他の参考資料
	SSH 認証用の X.509v3 証明書の機能履歴


