tXxaF7oz)L/N—2302FK—F

THX2T Y N=Va 2 PR = MERET, EF 2T =k (SSH) N—U = v 2 ARGE
T&FET (SSH A=V a1 ¥R —MMI, UFiOYAa Y7 =7 VU —R2FEEINT
WE L72) . SSHIZ. BHEMEDE W T v AR — NEO _LETHEIT S, TR 72 3RBGFRERE & i
FALHEREZ PRt L £ 9, SSHTIE, B TEX 25 E LTERSNTWVDHDIETCP DA T,
SSHT, Xy hI—7 LMD a o —XIZEZRIZT 7®ALEYD, a~vy RELLIZFET
T&Fd, SSHE LB ICitkan2 a7 ab— 7 haL (SCP) HET, 77 A%
BRIIETEET,

e X T v NN—=T g 2 R — MIETAER (1 —)

e XaT v NR—=V a2 PR—hOFREFE (13-)

e H T v N—=V g 2 PR— FORER (21 =)

s X aT v N—=T g 2R — FOBMER (24 X—)

e X2 T U N —=T g 2 AR — FOKREEIE (25 X—)

a7 o )LN—Ua 2 KR— MZBET B1EH

SSH/\— 3 >2

A\

X7 v X—=T g 2 R — MERET, SSHAN—Va V2 BZRTETCEET,

SSH /X— 3 L 2 = O EIX, SSH/A—Y 3 > 1 OFGE L [T, ipsshversion 2~
FiZ, RETHSSHA—Va v 2EELET, Z0a~vr FRERELRWES. 7740k
TSSHIZHAHE— RTEFTENET, N—Tar 1 ERX—Va 0 2MFOEERFIHTEE
7,

GE)

SSHAN—T g U 11d, EBEL L TESESINTW W r haLr T, REXDO 1 hajb (3—
Tarl) TN, ANT =Ny 7 LIRWE DIZT 5T, ipsshversion 22~ > K& {#
L=V a2 2BETHVLERDY T,

XA TFT LTI N—32HR—F .
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B cx27 05— av20RsAF— (BT BHEENE
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ip ssh rsakeypair-name =~ > RZfE 2% & & L7- Rivest, Shamir, KT Adleman
(RSA) F—ZMEJH] L C SSH #ft & FEITTE £9, 3 TIT, SSHITAERMWE A DEAID RSA
—ZV 7 ENTHWET (DFEY, PO RSA F— AT PAERR S AL/2 KT SSH 131 11—

Tl TWET) . ZOBEIIFIEL TV E 928, ip sshrsakeypair-name =2~ > R Z&{#

AL TCZOEMEEITTORWVWESICTHZENTEET, ip$hrsakeypajr -name= v R&F—

XT OLRTERE L CRET D L, SSHIX, *— XTBFEETLIHBICAN 2 D0, F—

f\"T%f’ﬁT“ﬁ?E}i?éﬁ/\ FENSENIRY ET, ZDavwr R %{Eﬁﬁ LTSSH %A %—7
WZT B84, Cisco V7 b7 =T D SSH A=V g2 1 TIEMER, RA M E RAL 4%
REEZHRETHHMLEITIH EHA,

G¥)

B A N LSSH A=Y g 2 THR—FSNETH, EFaT vz N"—=T3 1T
IV R—FShEEA,

X217 DL /N—2 3220 RSA F—(ZRHT HHLEEILGR

CiscoSSH X—T g3 21, F—R—F A ¥ T7 77 4 7RI ABLIPNNAT — K _R—20D
SREE R AV R— ML TWET, RSA F—D SSH N— 5 0 2 EIEMEREIZ, 7 94T v k&
H— [T D RSA X—ADNHF—FBIEH AR — F L TWET,

Z—HFEEE : RRAN—AD 2 —YFHFETIL, K2 —FIZEHEA T 5TV 5 R - —/AB % —
DOXT ZFBAECEA L ET, J~#iﬂ&%ﬂﬂ%% DXRT %7 FTAT 2 M THERKL, &
Bl —% CiscoSSH & — " TRE LT, irx52 T LET,

7 VT )VOMEST B RS TT D SSH = —H i, ﬁ%&~%ﬁ%bf%%kéht%@%ﬁ
%Liﬁo%%knwﬁwﬁﬁ%wﬁxmﬁ@t T SSH — 2K SvE T, SSH #—
NTIE, 22— LR SN AR — xTLT/\//J%?r%Li% Ny vald, e
=T 52 FURSLEINE I EHET A0t INET, — RO 5E
RSANR—ZAD A v —URFENAF—2HH L CEITESNE T, TORE, Belbahizv
T=F X IZHESNT, 2=V DT 7 B RATRIES NI 0ER SN E T,

P— RFFE : SSH & v ¥ a3 VOESIHIZ, Cisco SSH 7 7 A 7> MME, F—Ha7 = — X
FEHTELHY—NFA N F—%FH LT, SSHY —"ZFEIEL 9, SSH H— 3 F—|%,
SSHY— OBl S ET, THOEDOF—ILSSHRA r—T Ml D & EITER S,
74T MUITTRET D2HERHY £7,

P — NGREEDY . CiscoSSHZ 74 7 2 EREF— NIARA N F—2FI DY THMERDH Y
FT, 7I7AT IR —N"EDHTSSHE Yy v a v EZMSLLES>ETHE, 7747 b

EF—RA v =V DO—HE LT, V—ROBLEZELET, HERFA N —OF = v
U TGS TAT v MUTA =T N D, ZO¥—SIEkHET 2R b F— = kY
MWHDINE IR TAT o N THERINET, —BRRO0DE, 77472 MIP—35K
ANF—ZMH L CTEAOBGEEZRITLET, — ORI T 5L, By v a VOfET
ERIHATLET, KT D &, MBI T L. [Server Authentication Failed] & \Y9H X w&—
UHRERINET,

. X7 oI N—T 302 R—
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\}

snvp 5 745 [

G¥)

\)

NRF— 2 — ST LB, AEVAMEHLET, LeA->T, SSHP—A"THETE D
NRF—DRIE, 1 2= PITRKR 2 DORFHF—Z2ER L7256 10 2 =3Il ROoNE T,

GE)

A 'H‘*‘/\iRSA/\*‘X@l '}j‘nunl“t%—ﬁ_j‘ ]\L'Clﬂi‘?‘iﬂ A 77/])7/]\ wu
FEHAE L TARF—Z2RETE £ A, RSAR—ADRIFICHTHA—T 72 SSH 7 7 A
TV RINBDERE Cisco 1 — 305 LT24E. — NERGEER 2= T AN E T,

GE)

Y= FREDY . T —/3D RSA AFF—Z FH)TRE L., CiscoSSH 7 747 > Ml Tip
ssh stricthostkeycheck =~ R&FRE L £,

SNMP k5 v AR

THEAOV Y =R CT, SRy hU—2 R T n hak (SNMP) Ty TR FT v
TRHNTSNMP T3y 784 A7 > T DA, SSH & v v a2 UM T LIZBRIC B EhY
AR SNET, SNMP ~ 7 > 7 OHEMICET 2E|IZ OV TIEL,  [SNMP Configuration
Guide] @ [Configuring SNMP Support] £ =2 —/L&ZS LT X0V,

GE)

snmp-server host =~ > REFHETHHE. IP 7 KL AX, SSH (telnet) 7 747> b3 dH
D . SSH ¥— 3~ IP #EEM AJFE7R PC @7 RUVAIZTHHERH Y 7,

F7-. debugsnmp packet =~ K& H L CSNMP T3y 72602, b7 v 7 E2FRT
LLENRHD T, Ty IHERITIE, FEASL M SSHE Yy va Tl &N R B
AN EDF RPN T ENE T,

WOFITIL, REFHDSNMP 7 v 72 rLET, b7 v F@EIL, SSH v v g UK
TTHEHBICERSNET, ZDFDa, b, ¢, dIXSSHZ 74T FDIPT KL AT
K

snmp-server
snmp-server host a.b.c.d public tty

KIZ, debugsnmp packet 2~ > RO HBIZ R LES, HIZiX, SSH & v 2 > D SNMP
N7y FERBEENET,

Switch# debug snmp packet
SNMP packet debugging is on

Devicel# ssh -1 lab 10.0.0.2
Password:

tFaT7 oz N—Yav2yR—t .-
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Switch# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4

ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392

local.9.2.1.18.2 = lab
*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Switch#

SSHX—HR— k12525974 JFGE

SSH ¥ —4h— K A V% T 77 ¢ 731X, SSH TOPLH A v tE—VFRGEE L, B
IR HFEFDFFEA = AL ZRET HDIMEHTE 55T, EARMIC, BEYAR— K
NTHWs, 2—=FDOANDOLNMELRBAT UL TR T, ZOHETHEITT LN TEE
T, ZOMEEIZHBEIRICA R—T IR0 £,

WDOFTFANFR—TFENTWET,

» Password

= NPEFETHTF ¥ L VIUNETHESTEITA MY 7 ZEIRT 5 SecurlD 3 LY
N=KRy=T f—=7

« IT A UARERRFEE Y = —/ (PAM)

« SIKEY (BIXOZFDMOEWETH—)

Bl: 25472 MDD TN TDERIE

WOFITIX, 774 T2 MUDT Ry TINFA NI TEY, a7 MOk KREN 6 (SSH
X —R— R A E T T 4 TRIHSFTRDT=DIZZ D, N2 T— REBIEFRDO=DIT3 D) I
o TWHWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on

Devicel# ssh -1 lab 10.1.1.3

. X2 TF7 I N—C a2 R—
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Bl: 7524 KRT— FOZEIZ& 5 ChPass EMIE [

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0O: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS message received
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated
*Nov 17 12:51:11.407: SSH2 CLIENT 0O: pty-req request sent

*Nov 17 12:51:11.411: SSH2 CLIENT 0: shell request sent
*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl : TS50 INRAD—FDOZEHEIZK % ChPass DEZNE

ROBITIX, ChPass BEREN BN/ > TEY ., SSHX —A— RN A ¥ T 77 1 7TRAEH X%

HEHLTT 77 RAT—RKBRERINTWET, TACACS+ 77 A a2 ha—/L $—n
(ACS) 1%, Ny 7 RAAA —RE L THEH IR TWET,

Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

{5 : ChPass DEMEH L VHEIOST A O THD/INRT—REE

ROBITIX, ChPass BEREDS AT/ > TV . TACACS+ACS [TNy 7= K H—_E LT
RS TWET, NAT—=RE, SSHX—R—RK A ¥ T 77 ¢ 7 Bk X EHEH L TR
How 7 A TERBINTHVET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

tFaT7 oz N—Yav2yR—t .n
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B 5 chpass oEMIEBLUIERT A > LEBD/ART— D%

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

- ~ S » e O > ;I:

5l : ChPass DAEMLE LUV IEAT A V LERD/INART— FDOERM

WROFITIE, ChPass HEED AN /2> TV . TACACS+ACS 133y 7 T2 K AAA $r—s3 L

LCHERAESNTHWET, AT —KE, SSHX—AR— KA ¥ T 7T 4 TRIEFNEMHAL

T3[ERr 7 A L BICHIREIIC R 0 £,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

. X2 TF7 I N—C a2 R—
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X217 Dz N—2a3 02 R—FDREHE

RAMBBEEVRAS VRZEZFERALE-SSHANA—2D 3 0207 /31 RE&
E

FIE
ARV EFEREETIVa Y =LY

AT w S 1 |enable it EXEC E— RZ AT L ET,
i) e NAT—REANLET (ERSh

5 E) .

Device> enable

R v 72 |configureterminal Ta— L ary 7 4 o b—g
11 - T FEEBLET,
Device# configure terminal

Z 5w 73 |hostname name FAL ZADRA MM EE LET,
f
Device (config) # hostname cisco7200

25w 7 4 |ip domain-name name FRAAD KAAL A B TR LET
{5
cisco7200 (config)# ip domain-name
example.com

R T 75| cryptokey generatersa 2—HNVE IRV E— NEREHIZ SSH
Bl - F—rSE A F—T AT LET,
cisco7200 (config) # crypto key generate
rsa

A7 76 |ipssh [time-out seconds| (EE) 7 /31 A k¢ SSH iz 4 %
authentication-retriesinteger] e UE9,
fl
cisco7200 (config) # ip ssh time-out 120

23w 77 |ipsshversion [1]2] () 751 ATETT 5 SSHD/S—
i - VarziEELE T,

tFaT7 oz N—Yav2yR—t .n
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ARV RFERETIVa Y

B8

cisco7200 (config)# ip ssh version 1

ATvT8

exit
51 -

cisco7200 (config)# exit

Jua—)L a7 4 Xal— gy
E— FEKT L, BH EXEC £— K%
BRLE L £,

« T 74/ F ARA MIEDIZIE, no
hostname ==~ > R&HH L £,

RSA X— R7&EFHALE=SSH/A—2 3 02D TFT /A RETE

FIE

AR NFERERTIVa Y

=)

ATy T

enable
1 -

Device> enable

¥iHE EXEC E— FEARNC L £,
¢« RAT—REASILET (BEREX

-55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

ip ssh rsa keypair-name keypair-name

1

Device (config) # ip ssh rsa keypair-name
sshkeys

SSHIZfHEHT % RSA F— T AHEEL
F7,

GE) v Ra TS RITEHED
RSA F— XT ZRETEF

R

ATvT4

cryptokey generatersa usage-keys label
key-label modulus modulus-size

1

Device (config) # crypto key generate
rsa usage-keys label sshkeys modulus
768

FAL ATR—I AR LY E— 87
2175 SSH ¥ — " LET,

« SSH /X— g 2 TlE, #akt v+
L7688 By N ETHLIVENSD
nET,
GE¥)  RSA F— T ZHIEET 51
¥, cryptokeyzeroizersa =~
Y REMHALET, RSA F—
X7 ZHIRT S &, SSH ¥—
ANIZHBIICESIC /D F
R

. X2 TF7 I N—C a2 R—
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RSA A—2 D 1—HFRIEEETT 5100 Cisco SsHH— 0%z [

ARV RFERFTIVaY =)

A7y 75 |ipssh [time-out seconds| T3 A LT SSH il & it L %
authentication-retries integer] =+,
i

Device (config)# ip ssh time-out 12

AT v 76 |ipsshversion 2 TN ATELITTHSSHDONR—T 3
i - ZHRELET,

Device (config)# ip ssh version 2

ATy 77| exit Ta— ) ar 7 4 Xalb—g
i - T— R&fT L, FHE EXEC T— F&
BRtE L £,

Device (config) # exit

RSAR—ZXADA—HERIAFEITT H1=HD Cisco SSH B—/\DELE

Fg
AU RFERIETOIa Y B
RTwvF1 |enable M EXEC E— KA LET,
i e MATU—R&Z AN LET (ERS
neLma) .
Device> enable
RFw 72 |configureterminal Jua—nN) ar7 4 Xalb—3 g
ﬂ: %%P%%%Liﬁo
Device# configure terminal
RFwF3 |hostname name RANLERELET,
11
Device (config)# hostname hostl
RTw 74 |ipdomain-name name CiscoY 7 b =7 CHEMT 27T 741
Bl b RAL A EERL, Foehress
ARNLDRAL EGELET,
hostl (config)# ip domain-name namel
RTw S5 |cryptokey generatersa RSA — X7 &4 LE7,
11

tFaT7 oz N—Yav2yR—t .“
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ARV FFEREETIVa Yy

S

hostl (config)# crypto key generate
rsa

ATvT6

ip ssh pubkey-chain
1

hostl (config) # ip ssh pubkey-chain

SSH H—/8 ED = —H4 L O —/ 358
AEMIZ SSH-RSA F—4& % E L., KB
F—ar 74Xl —T g F— R
Bta L £,

o P— NIZERAFE S LTV 5 RSA ARH
=N, T IAT v MIBREZN
TVBARBF— LB — DT
EERALCHGEEND &, =2—FF
il 22 MG I

ATy T17

username username

B :

hostl (conf-ssh-pubkey) # username userl

SSH = — #4423 E L, K% —a2—
Par7 4 Xalb— g E— REH
HmLUET,

ATvT8

key-string
1 -

hostl (conf-ssh-pubkey-user) #
key-string

UE— K 7O RSA A F— 25T
L. 8fF—FT—F a7 X2l —
vary ®—REBMBLET,

GE) A—7>SSH 7 Z A7 b
Mo (FVWz 5
ssh/id_rsa.pub 7 7 A /L 5)
NRF—EARSGCTE E£7,

ATvT9

key-hash key-type key-name
1 -

hostl (conf-ssh-pubkey-data) # key-hash|
ssh-rsa keyl

. X2 TF7 I N—C a2 R—

(fEE) SSH¥x — A 7L —Ta v
ZfEELET,

o« B —/ AR — T ORET
1. ¥ — ¥ A 7% ssh-rsall T D
ERHY ET,

s key-string =~ > RBERE I TV
L5 EICIRY ZOFIRIIEET
R

* key-gtring =~ > K & key-hash =
<Y ROWTINERET HUNE
Bd 0 ET,
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RSA R— R DY —NREEEETT 51280 Cisco 105 SSH ¥ — 0%z [

ARV FFEREETIVa Yy

E:)

GE) = AN TNy
VaZRET 5T,
DY U= A e [
LET, Fiz, Blovzxas
INA APBNy v a2

E—352&bTEET, H
DTAMF—T — % &2 AT
536, key-string 2~ K
EEALTCARY—T—4%
AT HZEEZHERELET,

N

ATy 710

end

&1

hostl (conf-ssh-pubkey-data) # end

AF—F—F a7 4 Xal—3
VE—REKT L, FHEEXECE— R
IR £9,

e T 74V M HRAMIRDIZIZ, no
hostname =~ > RZ&fEH L4,

RSAR—Z DY —/N\EEEFEITT 51=6D Ciscol0S SSH H— /DX E

FIE

ARV RFERRETO Y

S

ATy T

enable
B -

Device> enable

¥ #E EXEC T— F&EAIC L £,

e NRAT—REANLET (R
NnNE%a) .

AT T2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
£ — F‘%Eﬁﬁé\biﬁ‘o

ATvT3

hostname name

1 :

Device (config)# hostname hostl

WA ML ZRELET,

ATV

ip domain-name name

&1

hostl (config)# ip domain-name namel

CiscoY 7 b =7 THMAT T 7 4V
MO RALS B EEFR L, RERDRR
A RNLD RAA U EATELET,

tFaT7 oz N—Yav2yR—t .-I-
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ARV FFEREETIVa Yy

S

ATy TH

crypto key generatersa

1 -

hostl (config)# crypto key generate
rsa

RSA F— 7 &AM L ET,

ATvT6

ip ssh pubkey-chain
1 -

hostl (config) # ip ssh pubkey-chain

SSH #— 3 LD —H1 LU — /338
AEAIZ SSH-RSA F— %% 7E L, A
- T 4 Fal—T g F— RN
BRtA L 97,

ATy T1

server server-name

&1

hostl (conf-ssh-pubkey) # server serverl

T NA A TORAF—FBFEC DN T
SSHY— "ZHMI L, AT —H—
Nay74Xa2lb— 3 ET— NahH
HBLET,

ATvT8

key-string
i -

hostl (conf-ssh-pubkey-server) #
key-string

UE— K 7D RSA Ax—%15E
L. BF—F—2ar74¥al—
var E®—REBBLET,

GE) F—F2SSHZ T4 Tk
no (BVEz DL
ssh/id_rsa.pub 7 7 A L 5)

AP — A B T X E

ATvT9

exit
&1

hostl (conf-ssh-pubkey-data) # exit

AF—TF—Z a7 4Fal—v3
YE-FREKT L, K/FF— =2
arv 74 ¥alb—rgrET— K&A
L%,

ATy 710

key-hash key-type key-name
1 -

hostl (conf-ssh-pubkey-server) #
key-hash ssh-rsa keyl

. X2 TF7 I N—C a2 R—

(fEE) SSH¥x — A7 &N —Ta
ZREELET,

o« LB X — /N — RXT ORET
1. % — Z A 7% sshrsalZd 5
EWHARH Y F9,

s key-gtring 2~ > RO E S L TW
DAY Z OFINEITET
7

* key-string =~ > K & key-hash =
<Y ROWT N ERET HME
N0 £T,
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UE—F FRAREOESEEy a0 [

aAv U RFERET7TIVaY B#)

GE)  AfF— ANV T Dy
VakEET I Ny
DY U= A e [
LET, 7o, Mlovras
WA APBNy v a2
E—352&bTEET, H
DTAMF—T — % &2 AT
536, key-string 2~ K
EEALTCARY—T—4%

ANTHZ L E#HELELE97,
ZFv 711 |end NEAF—H—Narr7 4 Fal—3
i - Y E—FZKTL, FMEEXECE—F
&:Ebi—é‘o
hostl (conf-ssh-pubkey-server) # end
R w712 |configureterminal Jua—r )L ary 7 4 ¥al—3 g
Bl - E— FEMBLET,
hostl# configure terminal
A7 713 |ip ssh stricthostkeycheck Y NBRENFEITEND Z L R L
1 - E
cFEENBAETDH L BT T L
hostl (config)# ip ssh jf?f
stricthostkeycheck °

e T 7 )V h AR A MIEDIZIE, no
hostname =2~ > &AL E 9,

JE—F TNAREDESLEY S 3 DO
Y

GE) Bt 5752, PR VT 2T THR—FENDIEEST VT X%z T-&
X227 v x)l (SSH) — 2P R—FLTWALERHLY ET, £/, T 2 EH3TT
HVETIHY ERH A, SSHIZT 4 —7 /0 E— RTCETTEET,

tFaT7 oz N—Yav2yR—t .-_
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ARV RFEEETIVa Y

=)

ATy T

ssh [-v {1] 2} | -Cc {aes128-ctr | aes192-ctr
| aes256-ctr | aes128-cbc | 3des| aes192-chc
| aes256-cbc} | - user-id | -
user-id:vrf-name number ip-address
ip-address| -l user-id:rotary number
ip-address| -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 |
hmac-shal-96} | -o
number of passwordpromptsn | -p
port-num] {ip-addr | hostname} [command
| -vrf]

1 -

Device# ssh -v 2 -c aes256-ctr -m
hmac-shal-96 -1 user2 10.76.82.24

UE—h Fxv NU—7 TA X LOKE
BlbEant-ty s a 2B LET,

SSH H—/\T® Secure Copy Protocol D1 *— T L1k

\)

GE)

WDZ A7 Tix, SCP OV — MAKERE

RELET, ZOFAZIE TNAATYE—FOD

J— 0 AT —a b 77 A NERRIC A —TX 5 — R EEELZTRLTNET,

FIE

AT RFEREETI VI Y

El:)

ATy T

enable
&1

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRATU—REANLET (FERX
NE%a) .

ATy T2

configureterminal

51

Device# configure terminal

Ja—\) a7 4 Fal—a
T— F&EHEBELET,

ATvT3

aaa new-model

% -

Device (config)# aaa new-model

AAAT 7 A v he—LEFT /L%
S R =T LET

. X2 TF7 I N—C a2 R—
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SSH 4 —/\T® Secure Copy Protocol M #—J )Lt .

ARV RFERIETIVaY B &
Z 5w 74 |aaaauthentication login default local |ZRZEREZ 1 — /LD —H L F— 2
151 - N—=2%EHT DL, v 7oA 6

D AAA FREFEHRE L E T,

Device (config)# aaa authentication
login default local

R w75 |aaaauthorization exec defaultlocal I—PF T 7B RAEHIRETEHNRTA—F
- Ry b U— I ICRELET, FFE
FITL, =—¥ID TEXEC ¥ =/LD
Device (config) # aaa authorization exec FATEHFATH0E D 75‘%5/?% LZE
default local F. ZOfH, PAFACHAIE—7
NT—=H N 2T D MEN D D
ZLEEBEELET,

XFw 6 |usernamename privilegeprivilege-level | o —4F4 X— 2 DFEES AT LA FES

password password L. 2—H4, MR~V 3 K09
- M5t/ SA T — FEfELET,
pevioe (contia) & ) GE)  privilege-level 5130 /Ml
evice (config username samplename . .
privilege 15 password passwordl 15 TFTVO *@ﬁﬁ[/f\}Vﬁ) 15;E
W DSE . sl Sh %
D
ZFw 717 |ip sshtimeoutseconds FNA ZNSSHY FA T o D OIS %
5l ORI 2 . B CRE L%
‘a‘o
Device (config)# ip ssh time-out 120
AT w78 |ipsshauthentication-retries % AVE—=ToA A0V &y ML, i
B - AT T DRI ERE L E T,

Device (config)# ip ssh
authentication-retries 3

AFw 79 |ipscpserverenable FNRL AT, YT h Tl 2T
Bl - VarPbRBIIT 7 A NE A E—T
ELHLIICLET

Device (config)# ip scp server enable

ATy 10 |exit Ta—N)L a7 4 F¥al— gy
Bl - T— FEHT L, FiHE EXEC T— RIC
R0 E9,
Device (config)# exit
AT w711 |debugip scp (ff:3) SCP LD MEIZET 52K
- BWaRit L ET,

tFaT7 oz N—Yav2yR—t .-_
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tXa7 v N=vavagR—t |

ARV RERETI3 Y EL:Y
Device# debug ip scp
X217 D IVERORT—2 ADHER
FIE
ARV RFERRETI a3 Y B#J
AT w1 |enable e EXEC T— RZAMIc L £,
il - e NAT—REANLET (FERSh
=5%8) .
Device> enable
AT 72 |showssh SSH H— 3 BEfe D A7 — Z A& Fox L
1 - E3
Device# show ssh
25y 7 3| exit Fi#€ EXEC T— & T L, =—¥
B - EXEC £— FIZRY £7,

Device# exit

D showssh =< RO IFNZIE, N—Va 1 BLXOAR—=V g 2 80ERO
SSHAX—Va v 1 BLXONR—Ug V28 OAT —Z ANRERINTWET,

Device# show ssh

Connection

0

Connection Version Mode Encryption Hmac

Username

Version Encryption
1.5 3DES

IN aesl28-cbc hmac-md5
OUT aesl28-cbc hmac-md5

Username
Session started lab
State
Session started lab
Session started lab

w&D showssh =~ RO ABNZIE, N—Ta 28 (N—Ta s 18R L) ©
BEHDOSSH A=V a3 L 2BIONRN—Vg VI #OAT —ZANFERRINTUVET,

Device# show ssh

Connection Version Mode Encryption

Username
1
1

2.0
2.0

. X2 TF7 I N—C a2 R—

Hmac

IN aesl28-cbc hmac-md5
OUT aesl28-cbc hmac-md5

State
Session started lab
Session started lab
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%27 v 27—220KE |

%No SSHv1l server connections running.

WD showssh =~ FOHABNZIE, N—Ta 28 (N—Ta v 18R L) ©
EEDOSSHARA—a v 1 BLONRN—g V2B ORAT —F ANRE RSN TWVET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab
%No SSHv2 server connections running.

X217 VI AT—RADIESR

Flig
AU RFEEETI 3 Y B
AT 71 |enable HiHE EXEC E— REHMC L E T,
1 - e MNRAT—REANLET (FEREh
7258
Device> enable
AT 72 |showipssh SSH DA— 3 VB L ORET —4 %
15'] : i‘%i—“ Lij‘o
Device# show ip ssh
ATy 73| exit FHEEXEC E— FZ&&KTL, 22—
i - EXEC £— RIZREY £7°,
Device# exit
£

KD showipssh =~ RO NHNTIE, Ah72 SSH D=V 5 > BEEX A LT ¥
ME, BEOAR=V a1 BIONR—=U 3 0 2 # OO FHRITRIEN R RENT
I/\i—a—o

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

tFaT7 oz N—Yav2yR—t .-_
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B txa7ozrn—vaviozr=gyoreusn

RO showipssh =~ ROMNHNZIE, A7 SSH DONX—T 3 > BEEX A LT ¥
ME, BEONRN=Da 28 (N—Ta 1 E5RAR L) ORGEOHRITHIE,A LR
ENTHET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

RD showipssh =~ RO ABNTIL, A2 SSH D=V 5 v BEEF A LT U
ME, BLONR—=D g 1 (N—V 3 v 285672 L) ORIEOFRITRIE N LR
EhTWET,

Device# show ip ssh

3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

TXATF OTILIN—D3V2DFZARY DT EME

FIE
ARV RFERRETI a3 Y B#J
AT w71 |enable ¥ EXEC £ — REAZIC L ET,
fi e NAT—REANLET (BRkSh
=5mE) .
Device> enable
ATy 72 |debugip ssh SSH D7y 7 HNZ LET,
f1
Device# debug ip ssh
Z 7w 7 3| debug snmp packet F AT Lo TERFEENIZTNTO
i - SNMP /87 b DT /3y 7 & A L&
D
Device# debug snmp packet
i
RO debugip ssh =~ > RO AHIEL, B SSH N—V a U 28 CThH 2 & &R
LET,

. X2 TF7 I N—C a2 R—
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w27 vrnn—vavene=aysein ]

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSH1: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)
00:33:55: SSH2 SSH2 MSG_KEXINIT sent

00:33:55: SSH2 ssh receive: 536 bytes received
00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 partial packet 8, need 624, maclen O
00:33:55: SSH2 ssh receive: 96 bytes received
00:33:55: SSH2 partial packet 8, need 624, maclen 0O
00:33:55: SSH2 input: padlen 11

00:33:55: SSH2 received packet type 20

00:33:55: SSH2 SSH2 MSG _KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none
00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 expecting SSH2 MSG KEXDH INIT
00:33:55: SSH2 ssh receive: 144 bytes received
00:33:55: SSH2 input: packet len 144

00:33:55: SSH2 partial packet 8, need 136, maclen 0O
00:33:55: SSH2 input: padlen 5

00:33:55: SSH2 received packet type 30

00:33:55: SSH2 SSH2 MSG _KEXDH INIT received
00:33:55: SSH2 signature length 111

00:33:55: SSH2 : send: len 384 (includes padlen 7)
00:33:55: SSH2: kex derive keys complete

00:33:55: SSH2 send: len 16 (includes padlen 10)
00:33:55: SSH2 newkeys: mode 1

00:33:55: SSH2 SSH2 MSG_NEWKEYS sent

00:33:55: SSH2 waiting for SSH2 MSG NEWKEYS
00:33:55: SSH2 ssh receive: 16 bytes received
00:33:55: SSH2 input: packet len 16

00:33:55: SSH2 partial packet 8, need 8, maclen 0
00:33:55: SSH2 input: padlen 10

00:33:55: SSH2 newkeys: mode 0

00:33:55: SSH2 received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received
00:33:56: SSH2 ssh receive: 48 bytes received
00:33:56: SSH2 input: packet len 32

00:33:56: SSH2 partial packet 16, need 16, maclen 16
00:33:56: SSH2 MAC #3 ok

00:33:56: SSH2 input: padlen 10

00:33:56: SSH2 received packet type 5

00:33:56: SSH2 send: len 32 (includes padlen 10)
00:33:56: SSH2 done calc MAC out #3

00:33:56: SSH2 ssh receive: 64 bytes received
00:33:56: SSH2 input: packet len 48

00:33:56: SSH2 partial packet 16, need 32, maclen 16
00:33:56: SSH2 MAC #4 ok

00:33:56: SSH2 input: padlen 9

00:33:56: SSH2 received packet type 50

00:33:56: SSH2 send: len 32 (includes padlen 13)
00:33:56: SSH2 done calc MAC out #4

00:34:04: SsSH2 ssh receive: 160 bytes received
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #5 ok

00:34:04: SSH2 input: padlen 13

00:34:04: SSH2 received packet type 50

00:34:04: SSH2 send: len 16 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #5

00:34:04: SSH2 authentication successful for lab
00:34:04: SSH2 input: packet len 64

T

R I R e e
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partial packet 16,
MAC #6 ok

input: padlen 6
received packet type 2

ssh _receive: 64 bytes received
input: packet len 48
partial packet 16, need 32,
MAC #7 ok

input: padlen 19

received packet type 90
channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh _receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-reqg request

setting TTY - requested: height 24,

need 48,

input: packet len 96
partial packet 16, need 80,
MAC #9 ok

input: padlen 11

received packet type 98
x1ll-req request

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #11 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #13 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received

. X2 TF7 I N—C a2 R—

tXa7 v N=vavagR—t |

maclen 16

maclen 16

maclen 16

width 80; set: height 24,

maclen 16

maclen 16

maclen 16

maclen 16

maclen 16
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X7 oI N—Ta0 2 R— FDETE

X277 Lz LNN—=P 30 249R—

00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #14 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #11

ssh _receive: 48 bytes received
input: packet len 32

partial packet 16, need 16, maclen 16
MAC #15 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 16)
done calc MAC out #12

send: len 48 (includes padlen 18)
done calc MAC out #13

send: len 16 (includes padlen 6)
done calc MAC out #14

00:34:08: SSH2 send: len 16 (includes padlen 6)
00:34:08: SSH2 done calc MAC out #15

00:34:08: SSHL: 56551on terminated normally

ouiouiou ool el oull ol oull ol ol ol ol el ol ool ool oull ol ol

Bl X7 oz IL/N—2320 20T

Bl 1)E—F

1

Device# configure terminal
Device (config) # ip ssh version 2

TINA ATOESEEY Y3 ORRE

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

H—/\{8l SCP DERTE

WOFITIL, SCP OV — MABEREDRR E LA R LET, ZOFHITIE
FSERB IR LRELTWET, ZOBITIE, B—HIZER

AL ET,

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login default local
Device (config) # aaa authorization exec default local
Device (config) #

Device (config)# ip ssh time-out 120
Device (config) #

Device (config) #

ip ssh authentication-retries 3
ip scp server enable

EXxaF7 oz nN—Cav2gR—

username samplename privilege 15 password passwordl

oxzn |

LTS ZATD AAA FB
INFza—VPHERRATU— %

"
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5l : SNMP <5 v TDEE

1

WOBHTIX, BREFHD SNMP b Z v 7E2RLET, b7 v 7lANIL. SSH v g Uik
TIALHEBMCARSINEST, ZofFlda, b, ¢, dIZSSHZ AT DIPT RLAT
‘540

snmp-server
snmp-server host a.b.c.d public tty

KIZ, debugsnmp packet 2~ > RO HBIZ R LET, HIZiX, SSH & v 3 > D SNMP
N7 TIERPEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4

ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392

local.9.2.1.18.2 = lab
*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

SSHXx—HR—Kk A 2259 T 1 JTEREE

%l : SNMP D7 /\v 5

RIZ, debugsnmp packet =~ > KOl 2~ LET, HIZIL, SSHE v a3 2 0D SNMP
N7y TERDEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4

. X2 TF7 I N—C a2 R—
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i

ltcpConnEntry.5.10.0
ltcpConnEntry.1.10.0.
ltcpConnEntry.2.10.0

local.9.2.1.18.2

*Jul 18 10:18:42.

Devicel#

.0.1.22.10.0.0.2.55246 = 1015
0.1.22.10.0.0.2.55246 = 1056
.0.1.22.10.0.0.2.55246 = 1392

= lab

879: SNMP: Packet sent via UDP to 10.0.0.2

SSH DT /3y 5 D3kt

Iz, debugipsshdetail =~ > RO B Z R LES, HAICIE, SSHZ 2 haL b F v rL
GRICEAT BT Ny JTIERNEENE T,

Device# debug ip

ssh detail

#-ssho7 v Tt [

set: height 24,

width

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSH2_MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80;
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received

00:04:24: SSH2 0: starting shell for vty

00:04:38: SSHO: Session terminated normally

&IZ. debugip ssh packet =~ > RO B Z R LET, HAIZIE, SSH V7w MZBET 5T

Ny JTHERNEENET

Device# debug ip

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

ssh packet

send:packet of length 280
64 bytes received
total packet length of 280 bytes

ssh receive:
input:

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272

input: padlength 4 bytes
ssh receive: 64 bytes received
input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136

EXxaF7 oz nN—Cav2gR—

(length also includes padlen of 4)

bytes, maclen 0
bytes, maclen 0
bytes, maclen 0
bytes, maclen 0

bytes, maclen 0

bytes, maclen 0

"
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

: ssh _receive: 64 bytes received

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
: ssh receive: 16 bytes received

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
: input: padlength 6 bytes

: signature length 143

: send:packet of 1length 448 (length also includes padlen of 7)

: send:packet of length 16 (length also includes padlen of 10)

: newkeys: mode 1

: ssh receive: 16 bytes received

: input: total packet length of 16 bytes

: partial packet length(block size)8 bytes,needed 8 bytes, maclen 0

: input: padlength 10 bytes

: newkeys: mode 0

: ssh _receive: 52 bytes received

: input: total packet length of 32 bytes

: partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
: MAC compared for #3 :ok
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