THOUT 42T DEE

AAAT IO T 4 VTR EERT L, 2—FRT 7R THH—E X, BLOa2—¥NRN
WHWERTHXY NT—7 VY —RABZBWCTEET, AAAT IV T 4V T A F—T T
Hé, Ry hU—T T AP —,305 TACACS+ £721X RADIUS ¥ = U 7 4 J—3 (5
LT DEXa T 4 FEICEsTERVET) LT, THAVYT 4T La— Kol
N C2—HF T I/ T7 4T 4B LR— b SINET, TV T 47 La—Rx7rmvv
T 4 V7 ® Attribute-Value (AV) X7 NEEN, La— RNEex= U7 0 — KBRS
EFT, TOTFT—FENHLT, Xy NT—JFH, 7747 FMife, BLOEEICHHTE
£7

CTAV T 42T ERET HIZOORHERME (1 ~—)

T AT 4 T DOREOHKIFEHE (2 —)

T AT 4 T OREICETHER 2 X—)

T AT 4 T DOREFE (13 3—=2)

T HULT 4 T DOEREH (26 2—)

T AT T 4 T DOREICET D EDOMDOSEER (30 ~N—)

T AU T 4 T OEREDHREREE (31 X—)

THAO VT4 VT R ET H=HDRHREMH
RDZAT ZFAT L Thb, AR E TR A MR LTI AV T4 o 7 aRELET,

s Xy NT—IT I HAF ST AAA BT HIE, T r—r L a7 4 Fa L
gy F— RTaaanew-modd =~ R&ZfEHLET,

« RADIUS %7213 TACACS+ B AN FHITEN TV BHA . RADIUS £ 721X TACACS+ & =

UT 4 B —_OFEZER L ET, Ciscory NT—7 7 78R H— " %3%E L CRADIUS
X VT 4 b= NEEET D HEOFEMIOWNTIE, RADIUSORE] €V a—/L%
ZRLTLIEEV, Ciscory NU—7 T 78 AP —_EHE L TTACACS+EX =217 4
PN EWET D HFEOFEHIZ OV TIX, [TACACS+ DR E] TV a— &2 L TL
720,

7horraoi0EE



ThooTavioHE |
B o7 v vonronnssE

THhooT 427 DEREDHIKIEIAE

T I T 4 T ERIT. TR A BD AAA —NZOLREEETXE T,

THAIUT 4 T DHREICEAT SH1FH

THOUT4 T DRAMFERRX X b

AR L ORAHAY 2 FEFAMRIC, THTLT 4 7 OFRY A ME, THATLT 427
DEITHIEE ZDFREFATTH o —r v ANEHSNTOET

THY T 47 DARNTEFRY A MTE, FFEOEX2 VT 4 e havziEEL, T
DT AT EAORFEDITEINEIA F—T oA AR TE LT, ME—ofsMEL, T
74V hOFRY A L ( [default] &5 4RET) TT, 7740 hOFRY 2 ME BRI
EZINTZLAMTEOHIR) A Mol v —T 2 ZAEBRSTRTOA VX —T = A A
HEWICEA SN ET, EBEHLOHTRY A ME, T 740 b0 2 MERLET,

FRY A NI, V=T ATREEINDT VT 17 )5 (RADIUS, TACACS+ 72 &)

EOATOHARZA4RIME Y AT, FRY A RNTIX, THUT 4 o721 DE 385k
DeEXaVT7T 4 7r haVEBEETEET, 071D, RUOFABKLEGAICHATT
NG T AT DN T T VAT Lk TEET, CiscolOS V7 by =7 TlL, U A
FENTWARHIOFREZHEH LT, THY T4 T2 R—FLET, TOHANIEEL
WG E, VA RNSNTWDROT AT T 4 7 HEABNERENES, Zo7mtvAE, Y
A NDOWTNNDT T T 4 7 HFREBEIZKIT 5, ERINLTHWDHTXTOHAN
RITEN D Tk S E T,

GE)  CiscolOS Y7 b =7 TliE, AiOFKNTIEERHZ LN WIGEEICOH, JA RIS THDHIR
DT AT T AT HRCT T 4 o IRRITENET, OV A 7 IVOEEDOHHTT
AYLT 4 VT PRELIES S (DFY, X2 U T 4 Y — b a—F 7 7 L AOEEIEE
PEENDHE) . TAVCT 4o 77 at gL L, ZOMOT Iy T 12 75303
ITE3NnEHA,

ThHIoT 4 7R A ME, BRENDTH T 4 TOFEICE > TEPY £9°,
AAA L. RO TFEREOT T 4 T R—FLTWET,

s Network : /X7 > b0 A N D Mg E | §XTOPPP, SLIP, £72IXARAPE Y =
VBT AWM AR L E 9,

«EXEC : X hU—2I T 7B AP —_"Da2—HEXECH — T/t v a VT IER
et L FEI,

B 7hooTarvi0EE
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« Commands : = —VNFEITTHEXECE— Fa<y NICHTAEREEIELET, av
RTHOT 4 T, FFEDRHE L ~VICBEEMIT O, Zue— L a7 s Xa
L—y gy avwy RREOTRTCOEXECE— R a~wy RiZzoWC, 7hAvrT 4 0
La— REARLET,

 Connection : Telnet, 2 —# /LT U7 U AKR— bk (LAT) . TN3270, /X7 > 7T E& YV
TIIT 4 AT TZ (PAD) | tlogin 72 ED Xy NI —0 T v A — "0 BiThNITE
TRTOT U M FEERICET DR L 97,

e System : VAT ALLDA XY MIBT A ERARIEL E9,

s Resource : = —HEELIZER I LIza—0 TEtE] BLO T T La— R&E#E4tLF
4. F7. IR Lo — 0 8T La— Rat L ¥4,

* VRRS : Virtual Router Redundancy Service (VRRS) (ZB3 B 1E@ a4 L £7,

N

CE) S ATFLTHULT AU, AN ET IO T 407 VAR ERLERA, VAT A
THIUT 4 TDT 7N VAT EERERCTEET,

COEAEL, AEMTEHRY XA MIMEREND &, FBELET AT LT 4 v T EATDOT Y
VF 4T HEROY R MR ERERSINET,

THOT 4 T HR) A NERBEDRRELITA VA —T oA ATHA LT D, EEFS
FROWTNNEFATT DRERD Y £3, Me—DBIMNEI, 7741 FDFRY X b ( Tdefault)
EWVWI LD TT, AR E FRY R NERESTIC, FEOT I T 4 T XA TR L
Taaaaccounting 2~ > REFITT 5 L, FURMICARIMTE T A RBERIN TV EELE
BhrE, TXTCOA v F—T7 =2 A AELEFBRRTT 7 40 bOFAY A A EBERIZEH S
FT (BERLEFRXVANMNI, 7740 05XV A MY RS NET) . 740D
FRYV A MRERINTOWRWEGS, TV T 4 ZIEFETINERA,

T RONFIZOWTHIALET,

ARVRMES—NTIL—T

Y= I —T1F, HAY A MEMAT HBEFD LDAP, RADIUS, #721% TACACS+ #—
RARNETNV—TT D HED1STT, ROKIZ, 4E5D0EF=2Y T 0 —s3 (Rl & R2IZ
RADIUS #—,3 T1 & T2 1T TACACS+ H—/3) DEE S e — K72 AAA Xy N — 7 3%
ExRLET, Rl & R2 TRADIUS — D7 )L—T %ML L E3, Tl & T2 T TACACS+
P—=ROTN—T R L ET,

PR ITN—T%EH LT, BELEYV—NKRX OV Ty FEEEL, BEDOY—E R
R LET, 2203, =" N—T%FHT 5L, RIBEUOR2Z 1 DO — T )L—
TLELTERL, TIBXOMZROYF =R T L—FL LTEHETETET, R1ETIZ 5KV
ANMIBBETDHI LR, RETEFAXV A MEETHZENTEET, D72, RADIUS
BLOTACACS+ DY V—A%EI 0 M THGAOFRRMENREL 720 £,

PR T N—TNE, 1 BT — NI L TEBEDRIA N M) EEOHLIENTEET,
T2 MY ZEIZEAOBBIERERE LET, EAOMBIERIZ, IPT KL AL UDP A— h
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B rarnyosoons

FmOMAGOETHERSNET, 2k Y, RADIUSTHRA M E LTERSNTND S EX
FRA— B, BEDOAAA P —ERERYETEL LRV ET, 2F0., ZOBEEHRIE
WEHEHLT, HHIPT L RIMET S 1 BV — S BT UDP A — F B EET 55
A, FNZEHND UDP A — MMIxt LT RADIUS R %55 C& £9, [W U RADIUS #— " £
B2 D2O0KRA M MYICRICH—E R (72 & 2IEFFF) 2RELTEEA. 2 FHIHRE
LA A P MU, BUNCRELIZAA R P DT 2= )L — =Ry 7T v L
TEMELET, ZOHA. BRIIOKA N = NIRRT IO T 47— RAZRMETE A
MolGE, Xy NI—2 T RA Y —NERCEEETCT IV T 47 —E AT
EFEINTWEH2HFHDOFRA N = P EFITLET GRITEND RADIUS KA b =2 kU D
EF L, BRESNTWABIEFIZHENET) |

AAMA7Hho T4 V9AR

\)

CiscolOS V7 N =TT BT T 4 U ZIZOWVWTIRD 2 2D SR AEYR—FLET,

¢« TACACS+ : X "I —U T 7B AV — L, THUT 7 L a— ROFBRTTACACS+
X2 VT 4= NH L C—YT I/ T T 4 2RELET, ST DT 4T L
a—RiX, 7O T4V TAVTREEN., ExXa2 T 40 =" ETHREINET,

*RADIUS : X v NU—2 T 7 BAYS—NE, THY T 47 L a— ROERT RADIUS
X2 VT 4= NH L C—YT I/ T T4 2RELET, ST DT 4T L
a— R, THI T4 TATREEN, EXF 2T 4 =R ETHREEINET,

GE)

NAT—=RBIORT IO T 470X, TACACS+ £72ILRADIUS X = U 7 ¢ Pr—r3
EEINDANIY A7 ENET, v A7 STV RWE#H % TACACS+ £ 72T RADIUS % =
U7 ¢ Y — NZE(F7 5 1TiE, aaaaccounting commandsvisible-keys =~ > K& L £,

THAOUT4VT LI— FDEE

BANROT o oT 4 T OYA. sop-only F—VU—REFEHLET, ZOF—TU—KiZk-
T, BRENT2—F T AOKR TR, T La—RT7 o7 Tl aEETL &
7. fHE L= (RADIUS £721X TACACSH) IZHE/RLET, st T o7 4 v 7 1E#R
DVLERGA . sart-stop F—V— FZ2H LT, ERENTA X2 N OBIGRIZIEBMGT A
VT 4 T, EOARY NOKTRHIIIEERAT v T o @ EREELET, o
DEFRETFA LV F =T 2 A ATTRTCDT I I T4 T T I T AT 4 28T T 5I21%
none ¥ —vV— R&EHLET,

AAATHIOoT42T 34T

COHETI, SESERAAATH I T 4 T EA FITHONTIBA L E T,

B 7hooTarvi0EE
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2YRNT—D THOOTaYT
Ry NT—=T THOT 470, Ny hANA N Aoy hg . 3ToO PPP, SLIP,

F2ITARAP B v a3 VBT AEWMARIL L £,

w2y b= 7h9o71405 |

WIZ, EXECE Yy a v Z N LTHEETSPPP 22— D RADIUS X U —27 THT T 4

Y7 La— RIEENDEROFIZRLET,

Wed Jun

Wed Jun

Wed Jun

Wed Jun

27 04:44:45 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

27 04:45:00 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"

Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”
27 04:47:46 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"

Framed-Protocol = PPP

Acct-Input-Octets = 3075
Acct-Output-Octets 167
Acct-Input-Packets 39
Acct-Output-Packets = 9

Acct-Session-Time = 171
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”
27 04:48:45 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
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Caller-ID = “408”
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, BHIZEXECE YL a v ZBIE L7 PPP2—HF D TACACS+ %y N —7 T HT T 4
I L a—RIEENLEROBETRLET,

Wed Jun 27 04:00:35 2001 172.16.25.15 usernamel tty4 562/4327528

starttask i1d=28 service=shell

Wed Jun 27 04:00:46 2001 172.16.25.15 usernamel tty4 562/4327528

starttask i1d=30 addr=10.1.1.1 service=ppp

Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4 408/4327528

updatetask id=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1

Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=30

addr=10.1.1.1
elapsed time=51
tty4 562/4327528

addr=10.1.1.1 service=ppp
bytes out=1682 paks in=36
Wed Jun 27 04:01:32 2001 172.16.25.15
service=shell elapsed time=57

protocol=ip
paks out=24
usernamel

bytes in=2844

stoptask id=28

GE)

THOT 4T Xy N ba—ROEMR 77—~y MI, X207 4 —R"F—F
WL TEDY F9,

Iz, autoselect Z N L CHEET D PPP 22—+ D RADIUS %> NU—27 T hovs5 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:30:52 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:36:49 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1”
Acct-Input-Octets = 8630

B 7hooTarvi0EE
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Acct-Output-Octets = 5722
Acct-Input-Packets = 94
Acct-Output-Packets = 64
Acct-Session-Time = 357
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

exec7hoo7129 |

Iz, autoselect Z L THEIET D PPP 2—H D TACACS+ Xy NU—2T T 407 L
a— RNIZEENLEROBZRLET,

Wed Jun

starttask id=35

Wed Jun

updatetask id=35

27 04:02:19 2001 172.16.25.15
service=ppp
27 04:02:25 2001 172.16.25.15
service=ppp

Wed Jun 27 04:05:03 2001 172.16.25.15

EXEC7 Ao T 425

EXECT AU T 4T, 2y bI—2 77 8AH$—NEIZHB2—H EXEC ¥—IF /b
tyvay (—F ) ICETLIERERILET, 22X =—VA, BfF. BbAkE
HEKTEEL, 77 8A Y —"DOIPT FLA, BLO (XA VA2 2—FDHE) BET

service=ppp
paks in=42

protocol=ip
paks out=28

protocol=ip

addr=10.1.1.2
elapsed time=164

Asyncb5 562/4327528

Asyncb5 562/4327528

addr=10.1.1.2
Async5 562/4327528
bytes in=3366 bytes out=2149

stoptask id=35

OEE 57 £ T,
Wiz, XA¥ Ay 2—PFDORADIUSEXEC T AV T 4 7 La— RIZEENDIHEROH
o LET,
Wed Jun 27 04:26:23 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port =1
User-Name = “usernamel”
Client-Port-DNIS = “4327528"

Wed Jun

Caller-ID = “5622329483”
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Exec-User

Acct-Session-Id = “00000006”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”
27 04:27:25 2001

NAS-IP-Address = “172.16.25.15”
NAS-Port =1

User-Name = “usernamel”
Client-Port-DNIS = “4327528”

Caller-ID = “5622329483”
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”
Acct-Session-Time = 62
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

WIZ, A ¥NA v 2—FD TACACSHEXEC T H 7T 4 7 La— RIZEENAHERD
Bl R L £,
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Wed Jun 27 03:46:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task_id=2 service=shell
Wed Jun 27 04:08:55 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=2 service=shell elapsed time=1354
RIZ, Telnet =—H D RADIUSEXEC T WV T 4 7 La— RIZEENDIEROEIZ R L E
TO
Wed Jun 27 04:48:32 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 26
User-Name = “usernamel”
Caller-ID = “10.68.202.158"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “00000010”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:48:46 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 26

User-Name = “usernamel”
Caller-ID = “10.68.202.158"

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “00000010”

Acct-Session-Time = 14

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
KIZ, Telnet =—H? TACACS+EXEC 7 H U VT 4 7 La— RZEENHEHROFZ R L
ij_o
Wed Jun 27 04:06:53 2001 172.16.25.15 usernamel tty26 10.68.202.158
starttask id=41 service=shell
Wed Jun 27 04:07:02 2001 172.16.25.15 usernamel tty26 10.68.202.158
stoptask id=41 service=shell elapsed time=9

ARV RThOUTFAaUYT
AU RTATLT AT, Ry NT—2 TR R F—NTETSNDEEHEL LD
EXEC =)V a< RIZETAEREZRELET, S~ R TAhU T4 07 La— R
X, TORHEL L THEITSND A~V R, a3~ RRFEITIN-HEE, BXOFETLE
2—HPDY A MR EENET,

WIT, BHEL~UL 1 O TACACS+ a2~ R T hT T 407 La— RIZEEN D BERO6 %

RLET,

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=3 service=shell priv-1lvl=1l cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=4 service=shell priv-1lvl=1l cmd=show interfaces Ethernet
0 <cr>
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Wed Jun
stop

27 03:47:03
task_id=5

2001
service=shell

172.16.25.15

priv-1lvl=1

usernamel

e v |

tty3 5622329430/4327528
cmd=show ip route <cr>

WIZ, BHEL UL 15 D TACACS+ 2~ R T AT 407 La— RZEENDHEROM %

~LET,

Wed Jun 27 03:47:17 2001 172.16.25.
stop task id=6 service=shell

Wed Jun 27 03:47:21 2001 172.16.25.
stop task id=7 service=shell

Wed Jun 27 03:47:29 2001 172.16.25.
stop task id=8 service=shell
255.255.255.0 <cr>

\}

15 usernamel

priv-1vl=15

15 usernamel

priv-1vl=15

15 usernamel

priv-1vl=15

tty3 5622329430/4327528
cmd=configure terminal <cr>

tty3 5622329430/4327528
cmd=interface Serial 0 <cr>

tty3 5622329430/4327528
cmd=ip address 10.1.1.1

GE)

Cisco @ RADIUS E#%, a~ > FT7 W7 407 %P R—bFLTWWERA,

BT ho T4

Bt 7 v T 4 7%, Telnet, LAT, TN3270, PAD, rlogin 2R ED Xy U —2 77 & A
F— "N ATON LT X TOREHEGICHET 2 F R R L £,

wiz, G

gi—g—o

Wed Jun

Wed Jun

27 04:28:00 2001
NAS-IP-Address =
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “5622329477"”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id =
NAS-Identifier =

“172.16.25.15"

“usernamel”
“172.16.25.15"

27 04:28:39 2001
NAS-IP-Address =
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “5622329477"”
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"

“172.16.25.15"

Acct-Input-Octets = 10774
Acct-Output-Octets = 112
Acct-Input-Packets = 91

Acct-Output-Packets = 99
Acct-Session-Time = 39

Telnet #557D RADIUS #5567 H 7 T 4 7 L a— RIZEENDEHROF AR L

7horraoi0EE
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Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

ThooTavioHE |

WIZ, F&15 Telnet i D TACACS+ e 7 WU T 4 7 L a— RIZEEN D EHROH %

]\/\i‘a—(}

Wed Jun 27 03:47:43 2001 172.16.25.15
start task id=10 service=connection
cmd=telnet usernamel-sun

Wed Jun 27 03:48:38 2001 172.16.25.15
stop task id=10 service=connection

cmd=telnet usernamel-sun

elapsed time=55

WA, FE{E rlogin Bt D RADIUS 86t 7 v o T 4 7 L a— RIZEENHEROFI 2R L

=7,

Wed Jun

Wed Jun

27 04:29:48 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"

Caller-ID = “5622329477"
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

27 04:30:09 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”

Acct-Input-Octets = 18686
Acct-Output-Octets = 86
Acct-Input-Packets = 90
Acct-Output-Packets = 68
Acct-Session-Time = 22
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

bytes_in=4467

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158
bytes out=96 paks in=61 paks out=72

WIZ, 15 rlogin #55: O TACACS+ 55t 7 h U T 4 7 L a— RIZEENHEROFI 2R L

=7,

Wed Jun
start

27 03:48:46 2001 172.16.25.15
task id=12 service=connection

cmd=rlogin usernamel-sun /user usernamel

usernamel tty3 5622329430/4327528
protocol=rlogin addr=10.68.202.158



| 7h9o74v08
v257687h507405 [}

Wed Jun 27 03:51:37 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=12 service=connection protocol=rlogin addr=10.68.202.158

cmd=rlogin usernamel-sun /user usernamel bytes in=659926 bytes out=138 paks_1n=2378
paks_

out=1251 elapsed time=171

I, FE(E LAT 58D TACACSH i 7 AU T 4 7 L a— RICEEN O HEROFIZ R L

iﬁqo

Wed Jun 27 03:53:06 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX

Wed Jun 27 03:54:15 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX Dbytes in=0 bytes out=0 paks in=0 paks out=0 elapsed time=6

4

SARATFLTHAIOUT 40T

SATFATHIT 4, TRTDOVAT ALY AR (Tl VAT ADY
TR LT H T T 4 T DI A TR T AR R L 9,

DTN T 4T La—RiE, AAAT DT 4 VT RA 7o TeZ & arnd—%xm
RTACACS+ VAT LT ATy T 47 La— R —RERLET,

Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start  task_id=25

service=system event=sys acct reason=reconfigure

Y

G THAVYT 4Ty b La— ROEMARTZ +—~< v M, TACACS+7 —E VI U TA
b ET,

WRDOT AT T 4T ba—RE, AAAT D T 4 v T InA o722 & %739 TACACS+
VATAT AT 47 ba—RERLET,
Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task id=23

service=system event=sys acct reason=reconfigure

JY—RTFhooT42T
CiscoIOS L L TWD AAA T BT T 4 7T, 2—WREZmBmiE Lz a2 — x4 %
Bt a— REKRTLa— RS R—FSNFET, 2—FRFEO—F L L CTRFEIZRI L7
a— DK T L a— FEERT2BIEEL Y R—FahEd, 20k a—KRE, Ry
N — 0 BB =X TBET I T v La— RERHTHEE8IC0LETT,

Z 2T, IROWNFITHOWTEIBA L E1,

I 7horraoi0EE



ThooTavioHE |
B raoo—rxvzr7aoosroy

AAA JO— KXY R T7HhOoOoTa0T

AAA 70— KXY AN TAT LT A TEBGINCTDHE, THI T 4 v TIEREEID

AAA = NZRIFFIZIEECTE ET, 2F0, TAhU T 4 o TERE 1 DE 785D AAA

Y= NICFRFZ T — RR ¥y XA M52 ENAEETT, ZOWREEZEHT L, —E2x 71
NA X TAMEHA DT T A4 X—F AAA Y — R0 R —FDAAAY— T I T T 4
VIUERERGETE LIV ET, ZOKEETIE, EF T 7Y r—a VI X 5HeE R
Lt E T,

7'vu— K& ¥ A &, RADIUS %7213 TACACS+ H— "D N—F I T £4, £/, %

=N T N—TF, DT N—T EIFEBRR L T2 A== DIGED Ny I Ty T —
NEEFRTEET,

L7eRoT, $—bR M F—LZOx Fa—WL, ThHUoT 427 =8
571 k=2 (RADIUS 721X TACACS+) ZfiHT&Ed, /o, —EX FuqfF—L
ZOxy R a—PiEx, TNENHEM TN I T v 7 h—R"ERETLHIELTEET, &5
TV — g 4200 T, MBD T = — A —_— 32— o 22 FOMBID 7 —TF &5
LT, LENRT T T 4 v 7IEREHEMCTER X £,

AAA v 3 MIB

=Y NAAA T v v a U MIBHREZEAT A &, S ry hU—2%&E 7o ka3 (SNMP)
EHALCHEORIEEAY 7AT v "2 =B TTEET, DI I7A4T7 0 b
DT — A PR END T2, RADIUS £721F TACACS+ H— "\ bHME SN D AAA T 17 v
T4 7 IHFRICEEEEMT A Z N TEET, AAAE v ar MIBIL, ROIGEHZTRAEL
3

« % AAA BEREOHEHEH (show radius statistics =~ > N & Jf 4 2 54)
« AAA HREZAREE T D — D AT —H 2
« SMEB AAA B —30D ID

(TA FABERED) DTAEALDER (T 7T 407 a—NERKTTIINE D NEHE
9% SNMP * v b U—27 BEHT 2 BEMEEL L L F9)

WOFRINZ, FBIEEHR T TAT v FEAAA T Y a o MIBERE S DR 2T =2 B LK T
HBEDIFHTEDL SNMP 22— R F—& 727 e RrLET,

H1:SNMPTY Fa—¥ F—A 4+TS1H b

Sessionld | AAA 7H 7T 427 7 koLl SRS v a2 ID (RADIUS & 44
(Acct-Session-ID) NHHEINDEEFRL)

Userld a—Y a A ID FiE (7 A UMERTERWES) RSN ErDOFS

IpAddr Ty arDIPT FLAERT (IP7 FLAREAISHAWES, 73T
X720 EE) 0.0.0.0

B 7hooTarvi0EE
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7hoorq Bt EoR7 |

IdleTime |+ v g N7 A R - THE ORI

Disconnect| 27 74 7 o b & DR E T D720l s d vy v a v TAT V=
7 bk

Callld a—) F T — LVa—RMMREELTE, ZOT T 407 By g K
ST AN AT v T A

WDOFEIZ, AT LB SNMP 295 AAA T~ 3 MIBRERENOIREE S D AAA D
WEERE R LET,

=R 2:SNMPAAA+ v > 3 v OBE

ActiveTableEntries HET 7T 47y a0

ActiveTableHighWaterMark | 3 2 5 AN RHBIZEHA VXA P — L ENTH 5 ORI v 2 3
v DI

TotalSessions VAT ANEBIZHA VA M= ENTHLLEDE Yy 3 v OEE
%

DisconnectedSessions VAT ABEERBIZEHA VA P LI THh LGRS N v

va v OEFHK

THOIUT A VT REEEDART

Fy NT—27 77 A P =3, TACACS+AV O~7 F7-13 RADIUS @M (EHELTWbE
X2 VT4 HRICE-TERARY F) WERBSNET IV T o v e E=X LE T,

THIUT 4 VT DERERE

ZAMTEARX YR MIKDAAAT AT 4 T DEETE

AT E HFRI AN L CTAAA T IV T 4 VT HRET DX, ROFIREZFEITLE
ﬁéo

N

GE) v RATATAHvT 47, ARt E TRV A MEHALETA, VATATHTUT 4
YITDHE, T4V 0 A NETFEEELET,
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B zotsstuzricezmaravs s o roRE

FIE
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATv T2

configure terminal

1

Device# configure terminal

Jua—)ary7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

aaa accounting {system | network | exec |
connection | commands level} {default |

list-name} {start-stop | stop-only | none}

[methodl [method?2... 1]

1

Device (config) # aaa accounting system
default start-stop

THhHO T 47 IR A NEER L,
TATT 4TI LET, Bl
lig-namelx, 1ERR L7V A MZ4RTE ()
05 EZIEH SN CFHITT,

ATvT4

WONT NN EFATLET,

* line[aux | console | tty | vty]
line-number [ending-line-number]

« interface interface-type
interface-number

1

Device (config)# line aux linel

T T 4T HER) A NEEAT D
[FRRZOWT, A ar 7 4 Fal—
vary ®—REBMBLET,

Ep 8
THhorT 47 KR A NE#EAT5
AL B =T 2 AZHONT, £ Z—
T2 AT 4 Fal—3g F—
RZBm L ET,

ATy TH

RONTNNEETLET,

* accounting {arap | commands level |
connection | exec} {default | list-name}
* ppp accounting{default | list-name}

1 -

Device (config-1line) # accounting arap
default

1 DOEFRE 2 ITEEERR T o >
T4 HFRV R NEEBHLES,

Ep

12DA B —T oA ZAFETNTELA v
B—T 2 AT H T 47 )R
A NEBEALET,

ATvT6

end

1

Device (config-line) # end

5 94 ar74X=21—33
VE— RERKT L, K EXEC E— K
IR £9,

B 7hooTarvi0EE



| 7h9o7qv 08

RADIUS SR T L T7HVDUT 4T DETE

TDH AT FRFTLT, F'r—sL RADIUS —/ S TRADIUS AT LT H T T 4V T %

==

ix AE

FIE

Li‘j‘o

RADIUS L2 7L 7ho T 4o n%E [

ARV RFEEETIVa Y

=)

&M

enable
1

Device> enable

¥ M EXEC T— F& AL £,
e NMRAT—RKEANLET (FERkEhn

=5a

o

ATv T2

configureterminal

1

Device# configure terminal

Juaua—)LaryZ7 4 Xal—g v
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

aaa new-model

1

Device (config) # aaa new-model

AAASR Y NU—27 X2 )T 40—t
A A X —T NI LET,

ATV

radius-server accounting system
host-config

1 -

Device (config) # radius-server
accounting system host-config

RADIUS V—DiBINE L OHEIEED 7=
2. TALANBY AT AT I T ¢
VT La—FREEETELLOICLE
j‘o

ATy Th

aaa group server radius server-name

1

Device (config) # aaa group server radius
radgroupl

RADIUS #— %8B0 L, server-group
Ay 7 4 Falb—arE— R
L%,

« server-name 51 #5121%. RADIUS H—
N IN—TZER/ELET,

ATvT6

server-private {host-name| ip-address} key
{[0 server-key | 7 server-key] server-key

1 -

Device (config-sg-radius) #
server-private 172.16.1.11 key cisco

RADIUS $r—/"DA R M ETIEIP T
RL A& FHRROP =N F—% AT
LET,

« (fEE) 0 & server-key 91%kiz &
D, B ks TRy (27T
F R D) FERROV—F—3 %
Wi ZEERELET,

« (£EE) 7 & server-key 514%iC &
D, Kb SN TWAIEFRRDY—
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B xrx2—v2evravBorrys oy La— REROMS

ThooTavioHE |

ARV RFERETIVa Y

B8

NE=DPRITHL Z L afELE
TO

o server-key 5153, FERTROH—
X —ZfELET, server-keysl#k
DHNZ 0 H 7THNTNZRNGEA
Y= T — IS SN EE A,

server-private =~ > R23FRE

b &L, RADIUS v AT A
THO T 4T BEIT
D E9,

G¥)

ATy 71

accounting system host-config

1 -

Device (config-sg-radius)# accounting
system host-config

TFGANR—K =N KR NDBMNE
XHIBRIFIZ, AT AT hHO T 4V
J va— ROAERREA RX—T VI LE
j‘o

ATvT8

end

1 -

Device (config-sg-radius) # end

YR T N—TF a7 ¥l —3
v E— REKT L, ¥ EXEC E— K
R £9,

XN A—HEZ Ly avEOThOoUT4 29 La— FEROHNEH]

AAAT AT 4T %T VT 47135 &, CiscolOS Y7 b =T 1X, VAT A EDTR
TO—WIZT IO T 47 va—RERTLET, Z0OLE, r haVEloiHa—
P/ LFIIN XI5 TnDa—FEEENET, ZOFITiX, aaaauthentication login
method-list none =~ > RV SN DM CTHEET 22— Z iz LE 3, BEEfHT
ENTNDE2—TFEARRNE Yy a Nl oWC, THU VT 47 La— KREREINRNWE
INZTBHIZEF, Zao—Lar7 4 Xal—ary T—RFRTCROavy FEFEHLET,

avU kR

S0

Device (config)# aaa accounting
suppress null-username

Z—HFLLFHININDZ—FZONT, TH T
T 4T La— R KRERENZVWE I LET,

hRE7ho T4y La—RKDER

ThHOT 47 =N EMW R T AT T 4T La—REEETEHLHITS
i, Ze— a7 4Xal—>g Ly F— RRTRkOa~xy REfEHLET,

B 7hooTarvi0EE
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RBLEATA VELREY 3 VIHT BT vT 10 La—FoEr [

avw vk Br

THT T 47 P—rNIZEE SN D EMH PR
THOT 4T La—ReAf3x—T VI LET,

Device (config) # aaa accounting
update [newinfo] [periodic] number

aaaaccountingupdate 2~ R&7 77 4 712§ 5H &, CiscolOS V7 N =T IZ X5 TV AT
A EOFTRTOa—FOHRMT IV T 47 ba— RREITINET, newinfo F—U—FR
EERALESGEIE, VR—FNT2HLWT AT 4 U TERPEAET LN, FRET Y
YT 1/:'% RRT I o7 4 T —NICEEFINET, 72& 2T IPCP 7539%% ~
ETEDOBTIP T RLAORI v —va v &5E T LEEERETT, HRIT IV T v
J La—RZE, VE—bF ETIEH SNSRI — FELIP T RLAREGENET,

*—U— R periodic & —#&IZMEH L725A 1L, number 514402 EIZESWT, T A
¢/4r4v/71/3-FbVE$%ﬁ_9Hnéitiﬁ‘ 4ﬁﬁ7j7ﬁwff4¢/7l/ﬂ~—% %, Y
NI T 4T La— RREEINHRE TIZ, ZOa2—FIZonTigks =T XTOT
NTT 4 TIERPEENET,

LD —FRRy T —T1ca s A4 L TWAEAIC
<~V REHEMATS & BEOREENREET S H

¥, aaaaccounting update periodic =

EMERH Y £,

LKBL-a94 vF Iy avIicwddTaThAY TG La—
DA R
AAA?%&V%4V7%7&?47*#6& CiscolOS Y 7 b =71, v /A ViRiEicsk

E&Lt/XTA 2R, B I A URRERZIIRE L T H S OB T PPP xE v = — g
IR LT 2T A a—FITiE, 77‘7'7/74/7 Va— REARLERA,

gl A4 WERITE Yy ar x T —3 g VHORERICER L2 —FIzonT, Th
TAVITKTLa—REAKRTAEOIEET AL, Je— L a7 4 Falb—T g
F— RO~y REFEHLET,

avy kR B#)

= 7‘/1' ‘/E%Eif_ Ity varxavzm—yv g
DOFGEZR LTz —Pizon T, [T La—
RAEERLET,

Device (config) # aaa accounting send
stop-record authentication
failure

Device (config)# aaa accounting send
stop-record always

PldA L = — RSB A E D Dl
KT Lra—FzXELET,

ZEAR7ZR< . AAA

7horraoi0EE




B execstop Lo— REYEROTAH LT 1 25 NETWORK-Stop L o — R D5

ThooTavioHE |

EXEC-StopL.a— & Y BLRID T H ™ 2T 1 >~ NETWORK-Stop L 0 —

NOFH

PPP = —H# N EXEC # — I /Lty a v #laT 2546, EXECHKT L a— RORNIAERKT
% NETWORK L 22— RZIFETEET, FFEDOH —E R OWTHRIZHRET 25672 L.

Rz E->TIE, Fy FU—Z OBV a— REKT L a— RE—BIRFHT 2 FREE LWL
ZENBHY ET, TORE, EARIC, EXEC DRREA v E—V LR T A E—VDT7 L —A

J—7PMIZ [xA M WCLET, & 2E PPP AT 2— XA YA k- TC,

EXEC-start, NETWORK-start, EXEC-stop., NETWORK-stop &9 L 22— RA{ERTE £,

THhHOT 47 ba— RERAMIT5HI & T, NETWORK-stop L =— R{X NETWORK-start
A v E— (EXEC-start, NETWORK-start, NETWORK-stop, EXEC-stop) (ZfEVNE T,

22—y a DT IV T 4T La—RERANTHIZE, Fao—Ub a7 X
L—i gy B—RTROa~vy REFEHLET,

avU R Bry

Xy NI—=I ThorT 47 ba—RexrA b
LE,

Device (config)# aaa accounting
nested

AAA ') ) —RAKBERT T HhOUT 4T DETE

VI —=2ARBET T AT 4 T HFANITHI20F, Zn—rr a7 4 Falb—a
F— R ChkOa~vy REHFEHLET,

avw vk =E):g]

2 PRIECHE LAV 32— U2 T,
T Lrra— F%ﬁiﬁ‘z ]\/i‘a—o

Device (config) # aaa accounting resource

method-list stop-failure group
server-group

IR - TLO—FDAAA Y Y—R FTHAIDT 4 VT DEFE

BtG - TLa— ROV VY =R T AT T 4 T F—T T BITiE, T a—r3r
a7 4 Fal—aryE—RTROa~y REEMLET,

B 7hooTarvi0EE
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AMATO— xR k7AYo T4 0%z

avy kR L

FKa—)u
Device (config) # aaa accounting resource

: RE P
method-list start-stop group .
server-group Fﬂl;ﬂ nl

a— k%
EE L.

a— )LD
eSS
(SN T
THKT
La— R
ZEET
DikEEZ
oA b
LET,

AAA JO— KX v R NT7HOUTA VT DETE

AAAT B —=REXXY AT AV ST AT HRET DITIE, ZJn—rb a7 4Falb—s
> %&— KT aaaaccounting =~ > RafEHLET,
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?dllll
filt

B raso—rxext7aoo54050

FTHAOVTAVTD

B
ax JE I

avy kR

S m

Device (config) # aaa accounting {system | network |
exec | connection | commands Ievel}

{default | iist-name} {start-stop | stop-only |
none} [broadcast] methodl [method2...]
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AMATO— xR k7AYo T4 0%z

avy kR

X m

T

BMONFNRA TSN FANRTMHES 7w Y TN U U TN N HT S > W

> O &
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™

ha
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DNIS [k % AMA TA— K342 k 7Aoo 71 vo0iE [

avy kR

X m

ol U FFY O ENANS N T AR T INFNY S A B

DNISICXSAAA JO—FX YR MT7HOUT AT DETE

AAAT U —REXXYARNT AV T 4 T HRETDHITE, Zn—rbar7 1 Falb—s
> %&— R aaa dnis map accounting network =~ > R&fEH L £,
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B ratvvaomeoz:

avw Uk EL:Y
. . _ DNISIZK DT AT T 4 7 ORELFAILET, ZD=
De“cj(conflg;# aaa dm‘:_ng ~ > Rix, Z'v—,3L® aaaaccounting =~ > KX 0§
map dnis-number accountil
SNET,
’f“m*;““**wp‘ BHD AAA S — T BT IV T 427 La— FDi%
s [FEAF—T M LET, 47— T ORIIDY— 5t

none] [broadcast] method:
[method2...]

L. ThorT 47 La— RERFHIZERE LET, &)
D= N"PFEHTERWIGEIET = — A — =54 L,
FOITN—TNIZERENTWE RNy 7T v 7 P— "3
x4,

AAA v < 3> MIB DERTE

\)

WDH AT E, RO AAA B> a > MIBHEEEDOFRE LY LENZEITTIHILERNH Y 7,
* SNMP Z3%E L £,
s AAA ZRELE T,

« RADIUS ¥ 771% TACACS+ % — R4+ TR LE T,

GE)
AAA H—/\M

SNMP A AT 2 L. BIKOV AT ART —< 2 ATHBRHEARREERH Y T, FO7-
W, TOMREEFEHAT AL EIC, BEOXY N =BT y—< U AEEETHILEND
Di—a—o

AAAE > a9 MIB AR ET AT, Fa— L ar 7 4 ¥al—v gy F— RTRO2
<~ REHFEALET,

FIE
ARV EFEREETIVa Y S]:4)

R 7 v 71| Device (config)# aga session-mib SNMP Z I LT, BGEH 7 747
disconnect MEEE TS S B RO T LET,

a— LA T3 A121%. disconnect —
U— REFEHTIVNERNHD £7,

HERBELGIZEDTNAREDE YL 3 VDFEIL

AAA P —RRBIELRREDIGZEIZ, T3 AL OMIZa Yy Y —/VE 72013 Telnet 7 v > a > & Hf
SRR, Fe— L ar T 4 X al—vary EB—RTCROavy REHEHLET,

B 7hooTarvi0EE
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7hyvrivvoe=aysy |

avy kR

S

Device (config) # NnO aaa
accounting system
guarantee-first

BHIOLa—RE LTI ATAT AT LT 4 v TR LET
(NN T 75V bOEHTT) |

WL > T, AT L2O0OHBa—RBRETTLHET G LY
LRDDDLARERHY ET) | 22—V Rar Y — L EIX
Telnet #26 C > v a VAR TE AW ARERHV 5, 20
RARE % fR 14 % 72612, no aaa accounting system guar antee-fir st
av s REfHTEET,

N

(G¥)  noaaaaccountingsystem guarantee-first =~ KO AL, 2V —)t v g o F 721X Telnet
Ty va rEEEIFRRICT 27O OME—DRMETIEH D A, 72L& 21X, Rl EXEC & >
v 3 D TACACS+ 12 X » TREFEE L, TACACS+ — "N EBFEARFEDH A, By a 3B

FCEEEA

THOOTAUTDE=ZZ)Y
RADIUS 721X TACACS+ 7T hH 7 T 4 T DO¥A . BED show 2~ RIIFELEHE A,

BEa 74 L TWb2—WIClHTEREBZRTIT AT 47 La— RERET 51T
L. F5HE EXEC E— RCTIRDa~> REFEHLET,

avy R

B8

Device# show accounting BHAL. THYILT 427 e N TF— & M LT AT

Fy NI =T TT I F 4 TR T MNalherR A X hDFER

fEmaETE £,

THOOTFA4TDS TN a—TF425

T T 4 v TERORBEAERT 51213, BHEEXECE— FTROa~» REfEHL*

B

avy kR

S

Device# debug aaa accounting PERLET
VAR o

A DFE R D DA X FPFELZL EIT, ZOER
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B o7 vonEm

THIUT 42T DEREH
Bl : BRI E AR Y R FORTE

KIZ, RADIUS — 315 AAA —E R T 572127 314 2 (AAA 5 L UVRADIUS
T U ? 4 PN OWEETAHER) ERET HH1Z77 L E T, RADIUS Y— S8R JH)
T 5L, BRAEEW EFFAERICON TR = DT —H R—=ZA~DBEMTON, THUrT 4
N *)L—I: AL TACACS+ r— NI L > T SN E T,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login admins local
Device (config) # aaa authentication ppp dialins group radius local

Device (config)# aaa authorization network bluel group radius local

Device (config) # aaa accounting network redl start-stop group radius group tacacs+
Device (config) # username root password ALongPassword

Device (config) # tacacs server serverl

Device (config-tacacs-server)# address IPv4 172.31.255.0

Device (config-tacacs-server) # key goaway

Device (config-tacacs-server) # exit

Device (config) # radius server server2

Device (config-radius-server)# address IPv4 172.16.2.7

Device (config-radius-server)# key myRaDiUSpassWoRd

Device (config-radius-server) # exit
Device (config) # interface group-async 1

Device (config-if)# group-range 1 16

Device (config-if) # encapsulation ppp

Device (config-if)# ppp authentication chap dialins
Device (config-if)# ppp authorization bluel

Device (config-if)# ppp accounting redl

Device (config-if)# exit

Device (config)# line 1 16

Device (config-line) # autoselect ppp

Device (config-line)# autoselect during-login
Device (config-line)# login authentication admins
Device (config-line) # modem dialin

Device (config-line) # end

Z @ RADIUS AAA REDY T NAATIZ, O L HICERENET,

caaanew-modd =~ KiZ, A AAXy NV —2 X2 T 4 = RE A X—T NI L
iﬁ‘o

aaaauthentlcat|onlog|n adminslocal =~ > K, v 74 VFEREc Y A b Tadmins) %

3’?}‘5 L/i—a—o
- aaa authentication ppp dialins group radiuslocal =~ > F"C“ A7 A I Tdialins| %
EFRLET, Z0OVU X ML, EHICRADIUSFRGEZFEE LT, KIT (RADIUS % —/ 323k

BELRWGEE) PPP il LT U 7LEfR ETr —ﬁ/l/w.&#ﬁﬁﬁ SNET,

« aaaauthorization network bluelgroupradiuslocal =< > KT, [bluel] EWH Ry FTU—
ARG RY A MEERLET, THIZEY, PPP A LT U 7 LE# T RADIUS
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ol aatErRy R rogE |

PP AT 2 KO ESNET, RADIUSH— BIREICKT 5L, v—hxy b
U— 7 OFFANETSNET,

+ aaa accounting network red1 start-stop group radiusgroup tacacst =~ > KT, [Iredl] &
WHIRY NT—=0 THO T 4 o7 HRV A MEERLET, UL, PPPAEMEMAL
TV U TIVEFRETRADIUS 7H U T 4 V7 H—E R (ZOHE, FFEDA X MC
KT LML a—RERKTLa—F ) 2EH+2 KXo ESNET, RADIUS H—303%
BT DE, THYI T 4 v 7P —E AL TACACS+ — 2L » TR SR E T,

cusrname I~ R —P4L X2V —RE2EELET, THHOFEMIL, PPP/IA T —
R#EE7' 1 b a/v (PAP) ORETH ThERIZEH I N E T,

« tacacsserver =~ KX TACACS+ h— —FK A M= TFK L., key a2~ KX, *v b
T —2 77 A P —s3—L TACACS+ Y — N—K A OB OILFME T ¥ A N7 %
EFRLET,

e radiusserver =~ > KX RADIUS — "—K A MM EEHE L, key 2~ Kk, £ b
U —2 7 7% A H—s3—L& RADIUS #—3—7K 2 s DM OLFFIET X 2 FSUFH 2 0E
é}%bij—o

«interfacegroup-async =~ > R, FEFRA o F =T A X TNV —T 2RI TEHRL F
R

egroup-range 2~ RNk, A v X —T = A A TN —THNDORXA NI RS H—T = A R
EEZRLET,

- encapsulationppp =~ Rix, f§EDA ¥ —7 = A RAMEHENH I T FAE L
TPPP ZRELET,

* ppp authentication chap dialins =~ Ki%, PPPFRGEF X E L CTF ¥ Lo I N Rz A
JRFET 1 b3 (CHAP) ZBIRL, FFEDA ¥ —7 = A AT [dialins] FY X b
AL ET,

» ppp authorization bluel =~ > KIZ k> T, bluel *v U —Z7Fr VU A b33, FEEL
feA VB =T A AZHWHSNET,

» ppp accountingredl =< NiZXk > T, redl *v bU—27 Tho o7 475U R b
N, MELIEA Vv E—T = ACHEHAESNET,

elinea~ RNEar74F¥al—YaryEF— K2/ —)L a7 4F¥al— g0
LAy ar74Xal—ya iYL, RENROEREEELET,

« autoselect ppp =~ > RiZ, BN L7ZEHR ETPPP v a v 2 HEIICEHMBTE S LD
{2 CiscolOS Y7 FU =7 #RELET,

« autoselect during-login =~ > K& 95 &, Return ¥ — S FIC2— A B LUV IR
D—ROFa P IBREREINET, =2—Fna A 35 L, autoselectifie (Z DS
IX PPP) 23BHAAL 7,

« login authenticationadmins =~ > Ri%, & 71 F8AEIZ admins U A & H L £,
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s modemdialin =< Rix, BN LZERRICER SN TV ET AERE L, Hfga—n72
TJEZIFT AN LI LET,

showaccounting =~ > R&MEH T2 & AROREICET 2RO X5 IZAERSILET,
Device# show accounting
Active Accounted actions on ttyl, User username2 Priv 1

Task ID 5, Network Accounting record, 00:00:52 Elapsed
task id=5 service=ppp protocol=ip address=10.0.0.98

WOFRIZ, BIROHNICEEND T 4 —/L RIZOWTHAL £,

%= 3:show accounting ® 7 1« —)L K DA

T4—ILF Bl

Active Accounted actions on | —.—Wp3 1 7/ A NERATAMKRERREZIZA X — T = A A4
User 2 —H o 1D,

Priv a—FDOREL L,

Task ID BT HNO T 47 &y va s OEARRIE#R

Accounting record ThO T4y T Byay 247

Elapsed oy ary ZAFOHBE (hh:mm:ss)

attribute=value COTHTT 4T vy g AEEMT BN TWVWS AV T

Bl : AAAY) =R THIUT 42T DEE
Kiz, VY —AKBHETTH T 27, BEC WA - T L a— RO Y V=2 77
GVF 4 I ERET BT LS,

!'Enable AAA on your network access server.

aaa new-model

!'Enable authentication at login and list the AOL string name to use for login

authentication.

aaa authentication login AOL group radius local

!'Enable authentication for ppp and list the default method to use for PPP authentication.

aaa authentication ppp default group radius local

!'Enable authorization for all exec sessions and list the AOL string name to use for

authorization.

aaa authorization exec AOL group radius if-authenticated

!'Enable authorization for all network-related service requests and list the default

method to use for all network-related authorizations.

aaa authorization network default group radius if-authenticated

!'Enable accounting for all exec sessions and list the default method to use for all
start-stop accounting services.

aaa accounting exec default start-stop group radius

!'Enable accounting for all network-related service requests and list the default method
to use for all start-stop accounting services.

aaa accounting network default start-stop group radius
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!Enable failure stop accounting.

aaa accounting resource default stop-failure group radius
!'Enable resource accounting for start-stop records.

aaa accounting resource default start-stop group radius

Bl : AABA D O— KX A MThHOOT 42T DETE

RIZ, Zm—s3Laaaaccounting 2~ > R LT, 70— KXY A NT AV T 4 0%
AT 0%~ LET,

Device> enable

Device# configure terminal

Device (config) # aaa group server radius isp

Device (config-sg-radius)# server 10.0.0.1

Device (config-sg-radius) # server 10.0.0.2

Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer
Device (config-sg-tacacs)# server 172.0.0.1

Device (config-sg-tacacs) # exit

Device (config) # aaa accounting network default start-stop broadcast group isp group
isp_customer

Device (config) # radius server server

Device (config-radius-server)# address IPv4 10.0.0.1
Device (config-radius-server)# key key_ 1

Device (config-radius-server) # exit

Device (config) # radius server server

Device (config-radius-server)# address IPv4 10.0.0.2
Device (config-radius-server) # key key_ 1

Device (config-radius-server) # exit

Device (config) # tacacs server serverl

Device (config-tacacs-server)# address IPv4 172.0.0.1
Device (config-tacacs-server) # key key2

Device (config-tacacs-server) # end

broadcast ¥ —V — RNIZL > T, Ry NV =2 HGICET OB IO T T I T4 7
Va— K23, Zv—"isp TiEH—,310.0.0.11Z, Z/L—"isp customer TiXH—,3172.0.0.1
WZFEREE SN ET, —2310000 HEHATE <D L. $—310002~D 7 = — /b A —
N=DMTONET, —,317200.1 HEHTE R 25 TH, 7 /b—7isp_customer (Z1T/3 >
T T = REEINTNRNTZD, 7 o— A — =X ThbhEHA,

5l :DNISICKAAAA JO— KXY R MT7HOUT4 VT DETE

NV

Wiz, 7 v— 3L aaadnismap accounting network =~ > K& LT, DNIS HfiLD 7 17—
RExY AN THOUT 4 T HHMNT D0 R LET,

Device> enable

Device# configure terminal

Device (config)# aaa group server radius isp

Device (config-sg-radius)# server 10.0.0.1

Device (config-sg-radius) # server 10.0.0.2

Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer
Device (config-sg-radius) # server 172.0.0.1

Device (config-sg-radius) # exit

Device (config) # aaa dnis map enable

Device (config) # aaa dnis map 7777 accounting network start-stop broadcast group isp group
isp_customer
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Device
Device

config) # radius server server
config-radius-server)# address IPv4 10.0.0.1
config-radius-server) # key key_ 1
config-radius-server) # exit

config) # radius server server
config-radius-server)# address IPv4 10.0.0.2
config-radius-server) # key key 1
config-radius-server) # exit

config) # tacacs server server
config-tacacs-server)# address IPv4 172.0.0.1
config-tacacs-server) # key key_ 2
config-tacacs-server)# end

Device
Device
Device
Device
Device
Device
Device
Device
Device

Device
s

broadcast % —7 — RIZ L > T, DNIS F= 7777 DF v N U — 7§ a— /BT 2 BthE X
WNETT o T o7 va— KRR, ZA—7isp Tl —,310.0.0.112, 7 /v—7isp_customer
TP —,3172.0.0.1 IZRFFEE SN ET, —310.0.01 BEHATE R DL, =N
10.0.02 ~D 7 = — /LA — "= ThivET, —/3172001 BEHTE 2> ThH, F—
Zisp_customer (21N 7Ty T — SRR EINLTWRNWZD, T = — /LA — =T Tbi
FHA,

5] - AAAt v < 3> MIB

THYUT

WIT., AAA T v 3 MIBEREZ R E L T, PPP 2 — YV OHIEA Y T4 7 o Mk 2 iRk
THEERLET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication ppp default group radius

( )
Device (config) # aaa authorization network default group radius
Device (config) # aaa accounting network default start-stop group radius
Device (config) # aaa session-mib disconnect
Device (config) # end

4 VU DEEICETS5EDMDSEEN

i

BEEIE YZaTFILEA LI

TOETHEAT S a~v Foszse a4 | Consolidated Platform Command Reference, Cisco 10S
5 L OME 7 D, Release 15.2(7)Ex (Catalyst Micro Switches)

RFC

RFC 24 kI

RFC2903| [Generic AAA Architecture]

RFC2904| [AAA Authorization Framework]
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RFC 24 kL

RFC2906 | [AAA Authorization Requirements|

RFC2989| T[Criteriafor Evaluating AAA Protocols for Network Access|

SRADTHZAIIL YR—+

B Vo

HEOURLIZT 7 A LT, A2adTF 7 =% |http://www.cisco.com/cisco/web/support/index.html
Y R—= P ERRRIIEA LT ZEN, 2
NoDY Y =A%, VI NI =2ThA A R—
NMLTHRELTEY, YA T 7 /0
T—ICBET BRI A R L2 0 T 572
DIEHL TS ZE W, ZDOWeb ¥ A~ ED
Y —ZT 7B AT HEEIL, Cisco.com D
A IDBLOVSRT — RRNLECT,

., = . » L 4 Dk,
THAOT AT NDETEDHEERE R
WROFIZ, ZOFY 2—/LTHHTIHED ) V — 2B X OEEFEHRZ R L £T,
TS OBREIL, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT

EATE £,

J1y—2 HaE HEEER

Cisco IOS Release THI T 4T AAAT O — RE Y A RNTHI T 1o
15.2(7)E3k

(Accounting) TEHMNITDE, ThAOT 4T
1582 I D AAA Y — T[RRI 2263
TEET, 2FE0, THU T4 T
Bl E 1 >E D AAA Y — (2
Rl 7 o — N v A 5 2 L3 alhe
<7,

Cisco Feature Navigator Z 725 &, 7T v b 74 —ABXOY 7 T2 T A4 A=V DOHR—
MEHRZ R TE £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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