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$PLATFORM IPSEC HSEC-3-UNAUTHORIZED HSEC: Switchover happened with IPSec configured but HSEC unauthorized,
reloading.

$PMAN-5-EXITACTION: FO0/0: pvp: Process manager 1is exiting: reload fp action requested
$PMAN-5-EXITACTION: RO/0: pvp: Process manager 1is exiting: rp processes exit with reload switch code
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Device# show license udi

UDI: PID:C9606R,SN:FXS241201WP <<< chassis UDI

HA UDI List:
Active:PID:C9606R, SN:FXS241201WP
Standby:PID:C9606R, SN: FXS241201WP
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Device# show license udi
UDI: PID:C9407R,SN:FXS221500CT <<<<< UDI of chassis with active supervisor

HA UDI List:
Active:PID:C9407R, SN:FXS221500CT
Standby:PID:C9407R, SN:FXS221500BN <<<<< UDI of chassis with standby supervisor
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Device# show license authorization
Overall status:
Active: PID:C9606R,SN:FXS241201WP
Status: SMART AUTHORIZATION INSTALLED on Dec 13 05:18:07 2021 UTC
Last Confirmation code: 7cflf54a <<<<<< Confirmation code on active.
Standby: PID:C9606R, SN:FXS241201WP
Status: SMART AUTHORIZATION INSTALLED on Dec 13 05:18:07 2021 UTC
Last Confirmation code: 7cflf54a <<<<<< Same confirmation code on standby.

Authorizations:
C9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 1

<output truncated>
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Device# show license authorization
Overall status:
Active: PID:C9407R,SN:FXS221500CT <<<<<< UDI of the chassis with active supervisor
Status: SMART AUTHORIZATION INSTALLED on Jul 07 10:14:04 2022 PDT
Last Confirmation code: 40bad43d2 <<<<<< Confirmation code for chassis with active supervisor

Standby: PID:C9407R,SN:FXS221500BN <<<<<< UDI of the chassis with standby supervisor
Status: SMART AUTHORIZATION INSTALLED on Jul 07 10:13:45 2022 PDT
Last Confirmation code: 649e8bld <<<<<< Confirmation code for chassis with standby supervisor

Authorizations:
C9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 2
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C9407R,SN:FXS221500CT
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1
Standby: PID:C9407R, SN:FXS221500BN
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available
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$PLATFORM_ IPSEC_HSEC-3-UNAUTHORIZED HSEC: Switchover happened with IPSec configured

but HSEC unauthorized, reloading.

$PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload fp action requested
$PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp processes exit with reload switch code
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v b7 v (Cisco Catalyst 9400 ' U — R A4 »FDH) TiE, —EIZ 1 DOA— NS PET 2 —LERVILT
T]LUET,

T 747 THIBLTNBIRICAZ N THEET L L, ZOWLIRETT, A= NS PFET 22— a1
DT OV AL TLIRT 22 LT, BERTA B AEREFIIT AN, ARFFCEET, o, Piransd 2 &72<
WSR2 BIE S D Z &N TEE T, MDA IS P 2 — L EFRHZE D 4h L THED A —r N, FE P 2 —



W ERPT B L, DERT A AERNPT AL ATHHTE R RD720, SLACEHEA VA h—/L9 5 0ERH
D\i‘a—c

[{] CA— /SN PV 2— /L Z I U CTHER Y ) 535515, SLAC A VA =L T 508 EIH D THA,
SAH—FOBMYIL EXHR

TWHDTA = FBRFELCTA > I—FAxay MZROAAT SN THLIRY . BSEREOEIEZ Tk 5 Z L2
. FAT—ROWYINL LAZHRAIT D Z LR TEET,

EOUMEENBES N TS T A A= REZRVINL, O T A I — F2Rlo Ay MBI 7285513, 1
SHHREEZ HROET 2L END Y £,

WOANL EZMDFNUNZHONWTIEL, METHIN—F U =TT DL FFa A 2L TIESN,
[Cisco Catalyst 9400 Series Supervisor Module Installation Note]

[Cisco Catalyst 9600 Series Supervisor Engine Installation Note| 35 JTY [Cisco Catalyst 9600 Series Line Card Installation
Note]

= N — AN
ERXSA L RETRAUTA D ADEETE
HARTA VL RAEET REF U IA4 B 22T LB IOHA LS, HHTAAICT N, A TIA B AERET DD
ERH Y T,
CDHART TETA R AL IVEBGELE T, BESNIEERZGINTT DHICY v — RPBETT, J1er 2%
BIML, BEOTA v AEEET 5121, ROFIEEFITLET,
Step 1 enable

B EXEC E— REZHAMMILET, BT MRRRINTEHRAT—REANLET,

151

Device> enable
Step 2 configure terminal
Ja—r_ary7 4 F¥al—vary E— REPHELET,
1

Device# configure terminal
Step 3 license boot level { network-advantage [ addon dna-advantage ] | networ k-essentials [ addon dna-essentials ] }
BWA VALV ATHRESNTZTA R RAET 7T 4 7ICLET,

« networ k-advantage [ addon dna-advantage ]: Network Advantage 7 f > A& & E LE T, A7 a v
T, TVXNVFRy NT—2 T —%7 27 Fx (DNA) Advantage 7 A B AZHETHZEHTEET,

« networ k-advantage [ addon dna-advantage ]: Network Essentials 7 © > A& E LE T, 7 a v
T, T4V Fy hU—7 T—%77F % (DNA) Essential 74 B A &R ET52 b TExET,

Z OB TIiX, DNA Advantage 7 A £ ATV v — FRIZRNGNA P AZ L ATT 77 4 7SN ET,
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Step 4

Step 5

Step 6

Step 7

Step 8

(B

Device (config) # license boot level network-advantage add-on dna-advantage
exit

FiHE EXEC &— RIZRD £,

1

Device (config) # exit
copy running-config startup-config

W T 7 A NA~DEEH 2R L E T,
1

Device# copy running-config startup-config
show version
BAEREINTWDE I ADBRE, Ve— FBICHEARERI A A 2R R LET,

“Technology—package Next reboot” @”:ki\ E&E%E%{%ﬁ L?‘:i%ﬁﬁi@?%\ Vu— }\ﬁéc:ﬁéjﬂzfcﬁéﬁ&ﬁ
FHTA R ADEENRERINET,

WAL OBITIE, BIED T A & v A L~ULE Network Advantage T4, #&E D HBNEAE S NTT20,
“Technology-package Next reboot” plzix, U r— R{&IZ Cisco DNA Advantage FARANT 7T 4 T4
SINDHZERKIIINET,

1

Device# show version

<output truncated>
Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage

Subscription Smart License dna-advantage

<output truncated>

reload

TNRAARNY) m— RSN ET,
51

Device# reload

show version

BHERE SN TVD T4 B 2Dk E, Ve — FRICEHITRER 7 A B A 2R R LET,
51

Device# show version

<output truncated>
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Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
dna-advantage Subscription Smart License dna-advantage

<output truncated>

What's next

FERRMAPRI L AR — & (BERGE) o LAR— FRRBENE S DEMHERT D123, VAT LA v =TV %00,
show =~ > RZH L TR v—2Z| L £,

cLR—EBRBETHLZLERT VAT LAy E—=VIFIRDOEBY TT,
$SMART LIC-6-REPORTING REQUIRED: A Usage report acknowledgment will be required in [dec] days.
[dec] 1%, L AR— MEMAZMT-T-DI2bk S =B (H¥D T,

eshow =¥ RTCLAR— MNEMZEZT A121E. show license status #j# EXEC ==~ RO 1% B M L, Next ACK
deadline 7 4 —/V RZHER L ET, 2. ZOHMETICRUM LAR— FZEfELTACK 214 VA h—LT 5
PERHDHZ L EERL T,

RUM LR— h &5 27D RE R 5ikiE, T 5 AR r DIk o THEZRY 9, FEIC O W TR,
['Smart Licensing Using Policy for Cisco Catalyst 9000 Series Switches| Z#Z L T 7230y,

HSECK9 +—H®D SLACDH 1 > R —)L

ZDIATIE, Cisco Catalyst 9300, 9400, 9500, 3L TF9600 U —A AA » FIZHSECK9 ¥ — D SLAC %A A h—
NS EEERTTEERLET,

SLAC D1 VR b—)LDRETIZ &M

LR ORI AT LTS Z & 2R L £3,

SLAC %A VA h—/LF 5T /NA AMN, HSECK9 ¥ —%H R — K L TNDHT /A AT D, HSECK9 ¥ —7 MBI/ 5
6 & HSECK9 ¥ —% AR — h L TWA RN, onpage 325 L TS0,

Cisco SSM DFEMN T HA~Y— KT ATV FBIUON—=F v LT h 72 MIAE %D HSECK9 ¥ —23% 5,

MR TAHERY) =LA —= T A TD MR DI T, PIHEREEZREL TS, PiR—hENT
WATRTO FARa POFFANZ OV TIL,  [Smart Licensing Using Policy for Cisco Catalyst 9000 Series Switches| % 2
LTL &,

SLACD A VX b—ILDFIZEIF

HSECK9 ¥ —Z T 25 & 10BN TERWME—D MR e i, B A2 2R3 br—F %4 LT Cisco SSM
WZEHLSLD AR YTT, Z2ToO [z ha—F ] [E, CiscoCatalystCenter ® Z & % F5 L £ 7", Cisco Catalyst Center
121X, HSECK9 ¥ —% %74 — K9 % Cisco Catalyst 9000 > U — X A A v FHD SLAC LT 547 v a v NhH b £4
Mo
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A8 =2y %N LTCisco SSM [ZH 4T D158 D SLACDA VX b—JL

ZDOEAT TR, TAA AR (A AZ L R) M Cisco SSMIZELG SN TWAEEIZ, SLACEZE SR L TA v A h—
N B ERLUET, ®EA AL AT, IROWT LD EE TG T £,

o 4 H—F v F%&4 L7 Cisco SSM ~0D H 4%,

¢ CSLU %4 L7= Cisco SSM ~0D %5, BlfhA v A2 U ANIBEZHIELET, DFD ., B A v AZ L ANNTE
B2 CSLUIC T v 2T b L) ICESINET,

*SSM 4 7L 2 A% 4 L7z Cisco SSM ~DHe%i, B A 2 X v ANBIE BB L £,

Step 1 enable
Fite EXEC T— REATICLET, TR 7 PRRRSNIZHNRAT = REALET,
1LE
Device> enable
Step 2 license smart authorization request {add | replace} feature name {all | local }
Cisco SSM, CSLU, F721XSSM A 7L 2 A5 SLAC # R LE T,
« BEA7 D SLAC IZIBINT 2 O EIRT 500 EiFELET,
cadd: ERSINTZTA B AF—HWAFD SLACIZIBM L £, B L SLAC IZi%, BEfFD SLAC
DFRTOF—LERINTEF—DPETENET,

ereplace: BEfFDOSLAC Z B &z 3, HLWSLACIZIE, ERENTF—DHNETENET, B

7D SLAC M3 _XCD HSECK9 F—NRHINET, ZOXF—U—KREANNTHE, ®fAA

5/Xi NODOAADOX—DEH T E S D EiERLE T, T OGEIE, T 5150
B BRVICENNCTHE I T — A=V RRRENET,

A B v 7 RERE ~ 7 v 7O Cisco Catalyst 9300X ¥ U — X A A v F DA SLAC BT TIZA v
AR —=LENTND AL v 712 SLAC 81 A b — /L ENTWRWT A Z &I L7285 81%
replace B L al F—U—KEMHLET, 2LV, BEFED SLAC HDF T D HSECK9 & —
WIBHN ST, AZ v 7 HOTRTOT /A ATK LT SLAC BERINET, FFED A 3—0
SLAC #ERT 5 Z LIXTEEHA, BRIIZT 77 4 TEIFAH v 7 RO HTT,

Cisco StackWise Virtual =z > k7 > 7'® Cisco Catalyst 9400 2 U — X A — 3 H £V a2 — /LD
e ZOF—TU—FEI¥R—-FESNTWERA, SLACHT VT 4 TIZDHA A F—/L ST
T AZ LB VA= AT 258, T2 T 4 7DSLACZRHNL TG, 777 47L&
x&Vﬂ%?ﬁﬁ&AC%%be%xxb~wti¢o

- feature_name: hseck9 & A Jj LC, HSECK9 ¥ —® SLAC ZHRK L CA A h—/L LET,
cKDONWTINIPDA T arZANTILT, T4 AEfRELET,

call: WA HMEREB LR Y v 7 BEDT X TOTNA ZADKR 2 — R ffg LET,

ARy IR Y BT v 7 FE721% Cisco StackWise Virtual ¥ > 7 v FOIGEIL. Z0OF 7 g v
EHHLCT 7T 4 7L AZ U NAIZSLACEA VA =T 52 &R LET, Zhicky,
AA v FA—=N=NRE LG TH, Btk s Il S E 7,
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olocal: EHAIHAMHREBLIOARL v IVREDT VT 4 TRTNNA ZADEKRa—FERBLET, Zh
NFE T H IV NOF T a2 T,

1

Device# license smart authorization request add hseck9 all

Step 3 (fEE) license smart sync {all | local}

A2 UC Cisco SSM, CSLU, F7-IESSM AL 7L IR EBAA L AZ U ZADFRMN N H—Sh, #
PO T—2NEZEsnET,

FTCICFAET A2 LT, SLACOA VA M— AT R AR5 BEBIZR T TXET, TSRS, 81
A H 2 ADIRIA| Cisco SSM., CSLU, i?i?iSSMﬂ‘/7l/ ZLHETAIIICAFVa—LENTNAS L
X 2D, SLAC BB A v AKX v 2ZHHENET,

1

Device# license smart sync all

What's next
(A A N—=RBICWE IR X A ] #SRLTLITEEN

CSSM ~D#E#i7z L. CSLU L

TDOHEARTTIE, TNRAA (A VARF R NPy NT—=THDT NS, AL F T TlETERN, LD
B n ey N —2ZIZSLAC ZERK L TA VA =T 5 kAR LET,

SLACERZHEWM L TT7 7 A NWITHR-AE L., FE CSSMWebULICT v 72— KL, CSSM Web Ul 7*6 SLAC =— K%
Zyra— KL, mBIC-hA S AZ AL A M=V LET,

CSM ~Df%e7/ L, CAUZR L AR YDAT v T I NRET L TWAZ AR LET, hArTY0U—r 70—,
Cisco SSM ~D#%i72 L, CSLUZR LEZZH L T &V,
Step 1 enable

it EXEC E— REENCLET, TP MRRRENTZHXRT—REALLET,

51

Device> enable
Step 2 license smart authorization request {add | replace} feature_name {all| local }
WHEIR T N TOMWEHR A FTe SLAC ZRZE L E T,
BEA7 D SLAC IZIBINT 2 DINEIRT D00 & iRE LET,

sadd: ERSIN7=F—%WAD SLACIZEMLET, #H LWAEAR =2 — RiZiZ, BfFED SLAC ODFTXTO
F—LBERINTZTA B ARG ENET,

e replace: BEFFD SLAC # B &2 9, H LV SLAC (21%, 3K &h7z HSECK9 F—D AN G EN F
T MEEDOSLACOT R TOF—NRINENE T, ZOF—U—F2ANTHE, Wi 27020
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IS DYAFDF =T E D e LEd, AT OEa3 W4 5862 Byl s+
X002 T A v E—URRRINET,

[j A K 7R F ) A (Cisco Catalyst 9300X 3 U — X 2 A »F) DIF4: SLAC 283 TIZ

- A VARV SN TWDLBAED RS » 712 (SLACHA VA b= I TN T34 R

GE) b L=, replaceds K O%all F— 0 — R LET. ZHICE Y. BEFFO SLAC
W DT T D HSECK9 F—NRH S, AZ v 7 HDOT_XTOT /34 ATkt LT SLAC 28
BORSNFET, FFEDA L N—O SLAC ZHRTHZ LixTEERHA, BREIET 77«
TERIIAY v 7 2RO BTT,

@ ZOF—U— R, Cisco StackWise Virtual & » k7 7°® Cisco Catalyst 9400 > J — X 2 —

- NP L 2= LTI R—FENTWERA, SLACRT 77 4 TIZDFHA A h—

B LERTWT, AF AL b A A R AT BEAIE, T2 T 4 7D SLAC £IBH LT
N, TIT 4T ERAL S, THESLAC ZHRK L TA X b=V LET,

feature_name (2. SLAC DB E /T BIRZ LR T D MHBEI T A B 20X 2 AN LET,  Thseck9
AL T, HSECK9 ¥—® SLAC ZFRK L TA v A h—L LET,

RONWTNPOF T a B NJJLT, A RAERELET,
cal: B AMREDT I TOT NS, ZADERa— RERELET,
AH > TR >~ b7 w7 E 721X Cisco StackWise Virtual v 7 v 7 OGEIX. ZOF T v a U afE
MLCT 7T 4T EAF U NRAZSLACEA VA M—NTHZEEERLET, ZNICED, AL v T
F—R—NRAELEGETH, BoikgErs i sn I s ET,
elocal: B HMREDT 7T 4 T T A ADEKBa— REZELET, ZABT 74V EOFT T3
T,

1

Device# license smart authorization request add hseck9 all

Step 3 license smart authorization request savepath
SLAC ZERICWE 7 UDI W Z . RE L2 taxt 7 7 A /MWITRAE L £,
ILE

Device# license smart authorization request save bootflash:slac.txt

Step 4 77 A% CiscoSSMIZT v 7 m—RL, #iA L AZ ATREZ oz X7 7 ANV EX T R— R
L/i—a—o

ZDHF A7, CSSM Web Ul THEAT L E7,

[j SLACrequest 7 7 A VA&7 v 77— RKLTHME SLAC 7 7 A V&2 XU ran— K452 07 ae

¥ a =2 71%, CiscolOS XE Cupertino 17.7.1 LA TOH YR — F S TWET, ZALFHTOY
U —ATlX, CSSM Web U IZ 5 Z 7213k Z AN J) L. CSSM Web Ul T SLAC = — RZ&Z 4R L TH»
5, AU —RLTA VA RN—ATEHEBERHY T, HWHELT S EFH T 9,
LR NFEECL DT =N DR RAHEMRH D720, 20O hARw U TIEfER S
B HETT,

GE
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Step 5

Step 6

16

a) https://software.cisco.com T Cisco SSM Web Ul {27 21 > L £7°, [Smart Software Licensing] C., [Manage
licenses] V> 7 %27V v 7 LET,

b) LAR— FNERETHRAI—FTHIY FEERLET,

c) [Smart Software Licensing] > [Reports] > [Usage Data Files] % & L £,

d) [UploadUsageData]lx 7 U > 7 LET, 77 A NDE (tar [EA O RUM LAR— b)) ZZ ML TIER L,
[Upload Data] #7 U v 7 L £,

Ty u—REINT T A MIBIBRTEETA, L, BDBEIGCTHOT7 7y ANVET » 72— RT
TET,

e) [SelectVirtual Accounts] N 77 v TnbE, T o7 —RENET 7 ANVEZGTHN—F Y VT I
[N /N D=

Ty AINVBT v a— KEI, [Reports] H[ D [Usage Data Files] 7 — 7 /MIZU A hENFET, RSN
DEANCE, 7 AN, LR—FORZ, Ty T R— REDON=F Y LT H T b LR— AT —
ZA, UR—FENTHGA P AZ 2, WRAT —Z ANEENTWET,

f) [Acknowledgment] 41/ C [Download] %7 V v 7 LC, 7v7u—RLELVA— MELIFERD ACK 7=
(3 SLAC ZfRfF L £7,

[Acknowledgment] 27 7 A AN EIR SN D ETHROBENH Y £9, AL RUM LAR— hE72iT
LSRN LH D 275, Cisco SSM TIIE D Z L3V £,

TrANEE T a— RLizb, 77 ANVEA AR — LU THRRBAVAZ AL VA =L T D0,
CSLU % 721% SSM On-Prem (ZHz% L £9°,
copy source filename bootflash:

B 77 ANVEY—ADGHEIZT A L7 FUDSRBA LV RAEZ L ZADT Ty a AFYIZat’™—L
¥4, 72, VE— OGNS 7 s ANV EHEASA VAR—FL, "W A LV AZ L RIZA VA M—AT B L
HbTEFET GROTFIE) .
c I —JG: ZIUXT 7 AND A —uDEITYT, at—Iuld, n— A FELERY E— hOWT AT
To

« bootflash:: ZAULT—F7 T v 2 AE Y DGEDIEHTT,

1

Device# copy tftp://10.8.0.6/user0l/example.txt bootflash:
license smart import filepath_filename

Ty ANERA VAR R R — R LTA A M=V LE T, filepath filenamelZix, %1 (7 7 AL
YEED) BIRELET, A VAR, A VANV LIET 7 ANDEAL TERT VAT LA =Y
MERINET,

[j CSSM Web Ul THEE OB A v 22 20D SLAC 24 LT84 (RZ vy 7ty v 7 v
- 728D L UDI Z &Il txtSLAC 7 7 A VE X rm—RLTLESn, —~HIZ15D7 7
OB (v B—FLTA YA P— LET,

(B


https://software.cisco.com

Device# license smart import bootflash:example.txt

What's next
[ VAR —=NRBIZBERZ A7 | BTSN

CSLU %4} L T Cisco SSM [Z3E4:3 158D SLAC DA > X b—JL: CSLU FEBIE S

TDEAYTIL, T A (B A A Z A 3 CSLU %4 LT Cisco SSM 1284t S 41, CSLU 2 1E 2 s+ 515
E. DFED CSLUNDERBEREZHNA VAL ANLT LT EEICHREINTWBIEEIC, SLACEERLTA v
A M= T 5 kR R LET,

ZDOHAZ TIE, CiscoSSM THRED X A7 % FfT L., CSLUA v F —T 2 A ATHEDE A7 2 FITTHUNERH Y
£,

Step 1 CSLU C, 1 DU DT A ZAD&ERa— RELER L ET,
a) CSLUIZwnr 7'+ > LT, [Inventory] ¥ ZIZHEH LE T,
b) AR a— RESROXSR L7220 1 SLLEORE A VA Z A 2R F7,
¢) [Actionsfor Selected] > [Authorization Code Request] > [Accept] Z iR L £ 9

To7a—=RYD.esv 77 ANEBIRT DHOR Y TT 704 RUBNHEET,
Step 2 https://software.cisco.com C Cisco SSM {22 27 > L £7, [Smart Software Licensing] ¢, [Manage licenses] U
Yo x7Vy 7 LET,
Step 3 [Inventory] > [Product I nstances] > [Authorize License Enforced Features) #27 V v 27 L$£7

Step 4 DRI A A AFINTER O A A AT SLAC 2 LT (W Tz |
Choose from:

cHE—DBREA VR VAN SLAC DHEK:
1. [PID] & [Serial Number] Z A7) L £,
@ D7 4= RIIAT LN TL IZE 0,
GH
2. T4 AZBIRL, AT 5 [Reserve] FIC 1 Z AT LET,

PIDIZX L TCTIELW T A B A2 IR L7 Z & 28 L £ 9, HSECK9 23 %748 — bk 41T 5 Cisco
Catalyst 7 7 & A, 27, BXOT 7V F— a3 A1 v F Tk, [COK HSEC] Z iR L £,

3. [Next| &7 Uwv 7 LET,
4. [7K#=2— F%&’E¥ (Generate Authorization Code) 1 %7 U v 7 LE9,
5. KRa—REFUra—RL, esv 77 A 0E LTRIEFELET,

cHEBDERAVARI VAN SLACDER (ZDIBE. cvI7AILDT vy TO—REARE) .

1. [Single Device] (T 7 4/ b)) L) K v 7 X U A N T, #R% [Multiple Devices] (2245 # L &
‘g—O
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Z DOWf T, [Downloadatemplate] U o 7 RIS NE T, LERT TV —MELIFZT7 7 AV E
W&, #ovrn—RTEET, YU TAET L PID DHPUHATT,

2. [ChooseFile]Z 7 V v 7 L, SLACEZWEL T LHHMA L AZ L ADY A N FTecsv 7 7 A MIHK
BLET,

3. Ty ua—RKtnrL, TNALADY AP CiscoSSMIZEREINFET, T XTOTF AL ZADF = v
TRy 7 AP 5T20 (FTRTOT /A ZAD SLAC 2RI 52 L 2EW LET) [Next] &
707 LET,

4, FBHGA VAL AT E IR T AR AR EREL, [Next] 27 ) v 27 LET,
E] [COK HSEC)] 7 A By ADE4, UDI Z &2 120 SLAC A AE T,
G

5. [Reserve Licenses] %7 U v 7 LE7,

6. [Download Authorization Codes] > [Closg] #7 U v 7 L$7
TRTCOARBI—REEL csv 77 ANVNETya—RInET,

Step 5 CSLU A > #—7 = A A2V | [Data] > [Import from CSSM] I E) L £
H—ANRIATIZHDHT7ANE RTy 7T K Ray 7350, Y7 *xml 7 7 A V&2 L TER
LET,

T o7 =PRI E. T ANDPY = N—IERICRE SN 2T Ay E—VRERENE
To Ty T H—FRELRVEGERIE, A R— b= —=0FELET,

Ty 7 u— NIET S & CSLUMBKICER 2 FATT D L &2, a— FRREA 27 o ACH S E
B

What's next
[ VAN NVRIZDERZ A7 | 2R LTLESN

SSMA>TLIRX%EANLTCisco SSM 4T HI5ED SLACD A X k—JL: SSM
2Tl AHBEEE

TDREAYTIE, TAAL A (A VAR R) INSSM AL 7L I RZEL S L, SSM A2 7 L 2 250 E %2 G
HIGE (DFEV . SSM AL F LI ARBINA VAR AN RERERE SATAHLEICERESNTWVAEES) IT,
SLAC Z#ER L TA VA M—NTBHHEERLET,

2T SSM AT LI ATHESR T 7 A VEAER L, Cisco SSM Web Ul TEiskA 7 v 7 u— KL, SLAC 4R L
T, SSM ATV I AP —N—ZA VAHAR—FLET, BEIZ, SMAL T VLI REZH-BA L ZAZ AR LET,

Step 1 SSM A4 > 7L I Alzm 74 > L., [Smart Licensing] > [Inventory] > [SL Using Policy] {28 L 9,
a) SLAC ZERTHTNTORGNA L AZ L AZEIRLET,
b) [Actionsfor Selected...] > [Authorization Code Request] > [Accept] #72 U v 7 L £,
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Step 2

Step 3
Step 4

Step 5

Step 6

BAEE T csv 7 7 A VT IR L= A v 2 Z o 2D Y A R, Cisco SSM T SLAC 47 %
7=l ;ﬂ\ﬁfgﬁ,iﬁfﬁiﬂ“(b\i‘ﬂ IROTFNET, Cisco SSM 6T 7B AR[RERGITINCZ D7 7 A )L
ERAELET,

https://software.cisco.com T Cisco SSM (271 71 > L £, [Smart Software Licensing] ¢, [Manage licenses] U
Y%7y LET,

[Inventory] > [Product I nstances] > [Authorize License Enforced Features| 227 U v 7 L ¥

WO A > A K 2 AD SLAC DK

a) [Single Device] (77 /L ~) &) FryF X7 U A T, iR % [Multiple Devices] [IZA8 8 L £,
Z DT, [Downloadatemplate] U o 7 NERIRINNET, LERT T L — bERIZT 7 ANADELR
WS, Frvrr—RTEET, VU TAES L PID OABUHTT,

b) [ChooseFile]Z 27 V v 7 L, SLAC&ZRE LT LR A L AZ L ADY A M &EFTr.csv 7 7 A MIHE) L
E9,

) TvZu—KT5HL, TNRAADY A RNRCiscoSSMIZEREINET, TRXRTOT NS ADF = v IRy
T ARHIZ o726 (TRTOTNA ADSLAC ZERTHZEE2BHRLET) Next] 227U v 7 L
F7,

d) SHBEA AR AR T A A AEIRE L, [Next] 227 U v 7 LET,

E] [COK HSEC| 74 L ADY#, UDI Z &2 1 20D SLAC B ETT,
GH
e) [ReserveLicenses] > [Download Authorization Codes] > [Closg] #2 U v 7 L £
FTRTCOEBI—RE2Eoecsv 77 ANNE Yy a— RENET,
SSMA 7LV IAULIZRY, IXRTORZa—RFEFLT 7 A NVEA L R—FLET,

a) [Inventory]> [SL Using Policy] {28 L £
b) [Export/Import All...] %27 Y v~ 27 L. [Import From Cisco]l %7 U v 7 L%,

[Inventory] > [SL Using Policy] () L. [Alerts] ¥ Z:f{ L T, [Authorization message received from CSSM]
EWVWI A VR—=RNAT = AEMERLET,
[Reports] > [Synchronisation pull schedule with the devices] > [Synchronise now with the device] IZ &) L T,
FTRTORGEA > A H 2 AIZ SLAC 2 L £,

3%P@4Vf%ﬁﬁﬁ’ﬂ%%ﬁb&%%A\%MﬁV7ViXﬁﬁKEﬁ%¥ﬁ¢ék%K\7y7
o— RIN7-a— RPRREA o RAH AT }ﬂéﬂij—

What's next
(VR P VBICE IR S 27 | ZBHLTIEED

AR M= IVEIZHELIRY

DA AT TIL, SLAC DA ‘/7\ M= NVIBIZETTHDLERS LT 7T 4T 2R LET, 22 TORHRIZ. SLAC
DA A M=)V T XTI S E T,
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https://software.cisco.com
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SLAC @A A h—/L & HSECK9 F— D] ZHE2 L £ 7,

a)

b)

SLAC DA VA M —NWBIZEREND VAT LA v E—IIZHEH LT EE N,

%SMART LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code was successfully
installed on: [chars].

[chars] IZ. SLAC 31 > A h—/L & 7= UDI TF

$SMART LIC-6-EXPORT_ CONTROLLED: Usage of export controlled features is allowed for feature hseck9

show licenseauthorization 5## EXEC =~ > ROH HIZ, ZA LAEZ T L BBEOWRa— FRE RS
TWAHZ L aERLET,

H D overall status ©2 25 T, status: SMART AUTHORIZATION INSTALLED on <timestamp> & Last

Confirmation code: <code> IR LET, ZHE, SLACHNA LV AP =L ENTWAHZ L EEHLET,
1

Cisco Catalyst 9300X U — X XA »F TlL, A¥ v 7Rty N7 v 7 THED SLAC %A A h—/L
L7284, SLACSA VA R— L ENTWAHEKEUDIDAT—H A, A LAZ LT BLOHRa—R

NERRINET, OB HHI T, SLACIEXT 7T 4 TAA v FIZDIHA LA =L EINTNT, AH
UNRA AL T FEFIFAUN—AL v FIZEA VA = ENTWER A,

Device# show license authorization

Overall status:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: SMART AUTHORIZATION INSTALLED on Oct 29 17:45:28 2021 UTC
Last Confirmation code: 6746c5b5

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: NOT INSTALLED

Member: PID:C9300X-48HX,SN:FOC2516LC92
Status: NOT INSTALLED

Authorizations:
C9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C9300X-24HX, SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Device# show license summary
License Usage:

License Entitlement Tag Count Status
C9300-24 Network Advan...)
C9300-24 DNA Advantage)

network-advantage 1
1
C9300-48 Network Advan...) 2 IN USE
2
0

dna-advantage
network-advantage
dna-advantage
C9K HSEC

C9300-48 DNA Advantage)
Cat9K HSEC)

—~ o~~~ —~

NOT IN USE
Cisco Catalyst 9400 > U — X A — 334 2 38 L OV 2XL & ¥ 2 —/LCl&, Cisco StaskWise Virtual &z > k
7w T TSLAC A A b=V LI, BShTn DT A AT LR DR 7 — R3gFoRSh
7



Device# show license authorization
Overall status:
Active: PID:C9407R,SN:FXS2115054R
Status: SMART AUTHORIZATION INSTALLED on Sep 07 22:56:57 2022 UTC
Last Confirmation code: dc206d9d
Standby: PID:C9407R, SN:FXS2115054R
Status: SMART AUTHORIZATION INSTALLED on Sep 07 22:56:57 2022 UTC
Last Confirmation code: dc206d9d

Authorizations:
CO9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C9407R,SN:FXS2115054R
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1
Standby: PID:C9407R,SN:FXS2115054R
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Device# show license summary

Account Information:
Smart Account: Eg-SA
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9400 Network Advantage) 2 IN USE
dna-advantage (C9400 DNA Advantage) 1 IN USE
C9K HSEC (Cat9K HSEC) 0 NOT IN USE

FaT I A=A Pty hT v P TSLACEA VA ML LTEIG513. BHEENTWATRTOFA
A AZF UHER T — FRRREIND ZLIZHEH L TLEE Y, OB IHITIE, SLACHRZ DX I 7%T =2
TIWA=INNAAYF 2y T v WA VA=V EINTHET,

Device# show license authorization
Overall status:
Active: PID:C9606R,SN:FXS241201WP
Status: SMART AUTHORIZATION INSTALLED on Dec 13 05:18:07 2021 UTC
Last Confirmation code: 7cflf54a
Standby: PID:C9606R,SN:FXS241201WP
Status: SMART AUTHORIZATION INSTALLED on Dec 13 05:18:07 2021 UTC
Last Confirmation code: 7cflf54a

Authorizations:
CO9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C9606R,SN:FXS241201WP
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1
Standby: PID:C9606R,SN:FXS241201WP
Authorization type: SMART AUTHORIZATION INSTALLED
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Step 3

22

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Oct 07 05:13:33 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9600-NW-A) 2 IN USE
dna-advantage (C9600-DNA-A) 1 IN USE
C9K HSEC (Cat9K HSEC) 0 NOT IN USE

c)ﬁmMm%wwmw%@EMﬁﬂvVF®ﬁﬁf‘C%H%U@ﬁ%%ﬁ@ﬁ?y%kX?*5x
L ENFEN 0 ot 1IN USE RRARINTND Z EERMERLET, ZiuiL, HSECK9 F— M nlfE
#m FEMEHEN T WD EEERLET,

SR 2 L9,
Z O DR EICET AERICONTIL, METDHIT Ty 73— LbDORETA FEZR LT TEE N,

Cisco Catalyst 9300X + U — & A A » FIZDOWTIX, [Security Configuration Guide, Cisco 10S XE <applicable
release number> (Catalyst 9300 Switches)] @ [Configuring IPsec] OFEZZH L T 7Z3 WY,

Cisco Catalyst 9400 >V — X Z— 334 F 2 B L O2XL E Y 2 — /LI DWW TIE,  [Security Conﬁguration Guide,
Cisco 108 XE <applicable release number> (Catalyst 9300 Switches)] @ [Configuring IPsec] DFEZSMH L T 72
é 1/ \O

Cisco Catalyst 9500X U — R AA » F|Z O\, [Security Configuration Guide, Cisco I0S XE <applicable
release number> (Catalyst 9500 Switches)] @ [MACsec Encryption] DEZSH L T 7ZIW,

Cisco Catalyst 9600 > U — R A —/3A H = 2 2 (C9600X-SUP-2) BLOBHIET ST A > — KiZoWn
Tix. [Security Configuration Guide, Cisco IOS XE <applicable release number> (Catalyst 9600 Switches)) @
MACsec Encryption] OFEZSBL T EIW,

T, HSECKO — D FR 2 iR L £,

G BERE A2 E T 5 & . show licensesummary $5## EXEC =< > R} ) TD HSECK9 3 — D1 AR D
BT RERT—Z AN, FNEI 1L L v usE IZEDY £,

151

2Ky 7 KEE >~ 7w 7 £ 7213 Cisco StackWise Virtual &~ -7 7 Ti%i® HSECK9 % — Z B3 L 7215
A4 TH, showlicensesummary =~ > RO TOMHARI DO 7 > MZiE, 1 OBRBRRRENET,

X, $FE DR SCTT 77 4 772 HSECK9 F—0 1 D7 MH SN D720 TT, AL v T — "—RNHET
L&, AL UNADHSECKY F—MIH ENET, AF AP H LT 7T 471> Th, I
TWLF =T 1 DTHLH7D, RO D ME1DEETT,

Cisco Catalyst 9300X + U — R A A v F D4

Device# show license summary
License Usage:
License Entitlement Tag Count Status



network-advantage (C9300-24 Network Advan...) 1 IN USE
dna-advantage (C9300-24 DNA Advantage) 1 IN USE
network-advantage (C9300-48 Network Advan...) 2 IN USE
dna-advantage (C9300-48 DNA Advantage) 2 IN USE
hseck?9 (Cat9K HSEC) 1 IN USE

Cisco StackWise Virtual Z > b7~ 7™ Cisco Catalyst 9400 3 J — X ZA— XA F 2B LR 2XL E Y 2 —/LD
Yitro
Device# show license summary
Account Information:
Smart Account: Eg-SA

Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9400 Network Advantage) 2 IN USE
dna-advantage (C9400 DNA Advantage) 1 IN USE
CI9K HSEC (Cat9K HSEC) 1 IN USE

Cisco Catalyst 9500X > U —X 2 A v FDE,

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Sep 27 10:04:01 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9500X NW_A) 1 IN USE
dna-advantage (C9500X DNA A) 1 IN USE
C9K HSEC (Cat9K HSEC) 1 IN USE

T 2T I A=, Yy 8T 7D Cisco Catalyst 9600 & U — R ZA—/UNA H =222 (C9600X-SUP-2)
BLOHES 5T 1 I— FOE,

Device# show license summary

Account Information:

Smart Account: Eg-SA As of Oct 07 05:13:33 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9600-NW-A) 2 IN USE
dna-advantage (C9600-DNA-A) 1 IN USE
C9K HSEC (Cat9K HSEC) 1 IN USE

What's next

SEATRFAPIRI LA — b (MERIGE) , VEAR— FBBRENE I DEHETHITIE., VAT LA v E—%fG5OD,
show <> REZFHLTRY >—%2 ML £,

s LAR—=IBRBETHLZLERT VAT LAy E—=VIFIRDEBY TT,
$SMART LIC-6-REPORTING REQUIRED: A Usage report acknowledgment will be required in [dec] days.

[dec] 1%, L AR— MEMAZMT-T-DIbE B (HED T,
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eshow =~ RTLAR— AR 5 121E. show license status 454 EXEC =~ > RO )12 S L. Next ACK
deadline 7 A —/V REWMER LET, ZiuE, ZOHMNETIZRUM LR — FE2IEGFLTACK 214 VA M—LT 5
DERHDHZ L BEWRLET,

RUM LR — b ZEET D72 DIATH R TR, FERT D PARr DIk o TRZRY 9, FEAIIC OV T,
I'Smart Licensing Using Policy for Cisco Catalyst 9000 Series Switches] ZZ L T 7230,

SLAC iR A]

TDRATEMHL T, _XTH AR T SLAC #HI L, HSECK9 ¥—ZiRH+HZ N TEET,
ROIRM TIX. SLAC 3 L OVHSECK9 F—Z%RHT A Z LN TX £7,

24

* HSECK9 F— 28 B oS4 ae 2 [ 9 2 DN e o 12355,

« BT (RMA) DTZDIZT A ZA&RET D70 KA ZFILT 5, T3 2% 2 TRAIT 2551%.
licence smart factory reset fi# EXEC 2~ RARET HMENH Y £9, ZHicLV, AR =2— K, RUM LAR—
FplZEDT, TRTOTA v AER FHTPOTA B AEHRL) BRGA AZ 2D BHIBRINET,
TR E~DO Y 'y NEETTHANC, SLACa— REZRHLET, £z, WA AZ U ANL T Y
AMERZHIBRT HATIC, Cisco SSM IZ RUM LAR— h&ZE(ET 5 2 & AR L £,

HSECK9 ¥ — A /] L 7= W5 SAuikat 2 Mahth £ 72135 e e L £ 7. Z Oae 0 m LIz 3 2 HRIic >\ T,
SIGT BT T N7 —LORETA RESH LTI I,
Z OBERED WM T DRI ONWTIE, s T 57T 74— DREHA RESH LTI IEEN,

Cisco Catalyst 9300X ' U — & A A v F 22O\ ClE, [Security Configuration Guide, Cisco I0S XE <applicable release
number> (Catalyst 9300 Switches)] @ [Configuring IPsec] DFAZ S L T 7230y,

Cisco Catalyst 9400 2/ V) — X A —/ A H 2 B X O2XL ¥ 2 — /LI DWW T, [Security Configuration Guide, Cisco
I0S XE <applicable release number> (Catalyst 9300 Switches)] @ [Configuring IPsec] DFEZSH L T LIV,

Cisco Catalyst 9500X + U — X A A » FIZDOWTIX, [Security Configuration Guide, Cisco I0S XE <applicable release
number> (Catalyst 9500 Switches)] @ [MACsec Encryption] OF &S L T 72E 0,

Cisco Catalyst 9600 ' U — X A —/ U3 =22 2 (C9600X-SUP-2) B X OG5 T A > — RiZoW T,
['Security Configuration Guide, Cisco IOS XE <applicable release number> (Catalyst 9600 Switches)] @ [MACsec Encryption
DEEZHLTITES N,

show license summary 4 EXEC 2~ > R&{ff] L C, HSECK9 ¥—D 7 A B A AT — ¥ A& MRB L 7,
HSECK9 ¥ —®D A7 —H AM noT 1N USE & RN STV DGEIL, ¥ AT OFNHITERET,

W2 AL MRS & M3HZ L7248 T3 HSECK9 — M A7 —X A7 1y ust & BRI H5401E. £9° HSECK9 —% U
V=24 57-Dlchdsa<wy REANH LET,


https://www-author3.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-smart-licensing-using-policy.html

METTY b TA—L.

HSECKQ F—Za&#HIMIc) ) — R BICIXCDaAI U REANALET

Cisco Catalyst 9300X > U — X A A
9;

Cisco Catalyst 9400 > J — X Z—/3%
AP 2HBILP2XLEY 22—/,

platform hsec-license-release

Device# configure terminal

Device (config) # platform hsec-license-release
HSEC license is released

Device (config) # exit

Cisco Catalyst 9500X > U — & A A
%

Cisco Catalyst 9600 > U — X A — /33
AP P2 BIOMET ST A
=K,

platfor m wanmacsec hsec-license-release

Device# configure terminal

Device (config) # platform wanmacsec hsec-license-release
HSEC license is released

Device (config) # exit

SLAC ZHlIF& L. HSECK9 & —% Cisco SSM DT A &> A — )VITRHIT AT, IROFNEEFITLET,

Step 1 show license summary

FE) A4 B ZAOMWPRIMOME A2 LR LET, ZOFTNEIL, SLAC ZRHT HGEICORTEH S

B

BHTDHITA B ADAT—H AN [NOTINUSE] THDZ L 2R LET,

1

Device# show license summary
License Usage:

License Entitlement Tag Count Status
network-advantage (C9300-24 Network Advan...) 1 IN USE
dna-advantage (C9300-24 DNA Advantage) 1 IN USE
network-advantage (C9300-48 Network Advan...) 2 IN USE
dna-advantage (C9300-48 DNA Advantage) 2 IN USE
C9K HSEC (Cat9K HSEC) 0 NOT IN USE
Step 2 license smart authorization return {all |local} {offline[ path ] |online}
L

Device# license smart authorization return all online

OR

Device# license smart authorization return all offline

Enter this return code in Cisco Smart Software Manager portal:

UDI: PID:C9300X-24HX,SN:FOC2519L8R7

Return code: Cr9JHx-L1x5Rj-ftwzgl-h9QZAU-LE5DT1-babWelL-FABPt9-WrlDn7-Rp7

OR

Device# license smart authorization return all offline bootflash:return-code.txt

CiscoSSM DT A B AT — MK R I — FZIRNLET, Z0a<vwr FEANTBEE, B a— FRER

SNET,

W 2R ARRELET,

25



Step 3

Step 4
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call: A MY VT v T ERIIRAY v 7 ENE Y T v T TTESGE ST R TORNA A X R
MNLTT 7y araFETLET,

slocal: 77T 4 Tl A L AR AW L TT 73 ara2EZTLET, TR T 74V DT g
NESe

Cisco SSM IZH4: L TWAMWE 9 EFRE LE T,

o FINLA L A H L AN Cisco SSM ICHIEEE G SN TWHEE., £720XCSLU £/21ESSM A 7L 2 2%
4~ L C Cisco SSM (ZHLE SN TV T, A v 2% v 2015 2 G+ 235415, onlinez A L&
7, 22— RIXHBIMIZ Cisco SSM [ZIR S 41, MERBAIR S THIGA Y AZ LV RAIZA VA M=V ENE
T, ZOF T arEIERTLHE VX —ra— RN HHMIC Cisco SSM IZIEfF S VE T,

o B A 2 A2 L AN Cisco SSM TG SN TV WIGE . £7-1% CSLU MM E £ 721X SSM A 7
U ARGRLEGE O AR v A BN LB 5L, offline [filepath_filename] & A J1 L £,

offline 7> a U AIEIN L7-41%. 24 % Cisco SSM IZIEET HBMOFIEELZ T T HLENRH Y £
7T

offline =73 a L ZiEIN L 7-154 1%, Cisco SSM ITIRHIEREZ T v — R L £,

a)

b)

¢)
d)

g)

https://software.cisco.com C CSSM Web UL {2 & 771 > L £, [Smart Software Licensing] T, [Manage
licenses] Y > 7 %27 U v 7 LET,

SRAanbtEINTa—PF—LZ L 2T — REMFHLTr A LET,
LR— h 2% 5T 2AI—RT7HO Y FZBIRL £,
[Smart Software Licensing] > [Reports] > [Usage Data Files] > [Upload Usage Data] % 4R L %97,

77 ANDEGHT (tar A O RUM LA — ) Z2SH LU CI#EPR L, [UploadData]l 227 U v 7 LET
[.]Z27 Yy 27 LT, SLACRHIERZ 74 /V Cexe BAD 27 v Fm—RFLET

Ty Tu—RENTT 7 ANVITHIBRTE EE A, 2L, REZSCTHOZ 7 A NVET v 7T r—RT
%i—é‘o

[Select Virtual Accounts] AR > 77 v T b, 7o 7 ua— RENEZT 7 A NVEZET B A—F Y LT 7
F AR L ET,

7 7 A LD Cisco SSM IZT 71— K&, [Reports] > [Usage DataFiles] D N2, 7 7 A V%, 5 S
NWZ), 7y 7T a—REOR—=F ¥y L7 AT Ml bz A hEanET,

[Acknowledgement] 1) C [Download] %27 U »~ 7 LT, ACK ZfRff LE T,

[Acknowledgment] ¥\Z 7 7 A VINE R SNDETHODBENH Y £9, WPHT 2D RUM LAR— ME2IE
FORNDEZHH D854, CSSM THEBE D0 Z EnH Y £,

Ty ANEL T a— R LS, FiE EXEC & — KT license smart importfilepath_filename =~ > K % i
HLTZ 7 A NVEA VR—FLTHREA VAZ R A R—LF 50, CSLU £721LSSM A7 L
SRIZA VA= LET,

show license authorization


https://software.cisco.com

?/HZ‘/X‘T%%?%?%% Li—g—o ﬁ£ﬂ7°D‘EXZ):IEﬁ&C%T‘§‘é CI:\ Last return code: 7/(“‘/1/ }‘L:/ji'tv) =
RPRERINET,

ILE

Device# show license authorization
Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: NOT INSTALLED
Last return code: Cr9JHx-L1x5Rj-ftwzgl-h9QZAU-LE5SDT1-
babWeL-FABPt9-Wr1lDn7-Rp7
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: NOT INSTALLED
Member: PID:C9300X-48HX, SN:FOC2516LC92
Status: NOT INSTALLED

<output truncated>

A ZE 171

C9300X D f5l: HSECKY F—MMEFRINTULNBR AR Y IAD A /I —DIBN
ZOFITIE, B SEERE DS TR E S 4L, HSECKY X —NH SN TWAMGFED R Y v 71T /34 A &BINT 2 HiED 1>
R LET,
ZDOFEDOEARILFWAUIIRD LBV T, BEODRZVYIIZHLWAN—ZFEBMT S >RX2 v 2KD SLAC &
BEERKLTSA VA M—ILT 5,
L BHEORZ 7T A EHRER S L THERLET,

show switch detail =~ > RO T, ZAMN2 A NR—AEZ v I THHZ LEZRLTWET,

show license authorisation =~ > RKOH F71%, SLAC AT 7 7 4 7 (C9300X-24HX. SN: FOC2519L8R7) B LA
& 34 (PID: C9300X-48HXN. SN: FOC2524L39P) IZA v A R — L ENTWNWAZ LEZ R L TWET,

showlicensesummary =~ > RO i, W5 e sh Tnd Z LA /R L TET (C9KHSEC-INUSE) .

Z D showlicenseall =~ > ROH ) (BIEINZH 1) TiE, 7734 A Cisco SSM 12 H#FE4T STV T, Cisco
SSM & DIEfEIZ smart gk 47 > a VMR SN TV D Z EARSNTHET,

Device# show switch detail

Switch/Stack Mac Address : b08b.d02b.5b80 - Local Mac Address

Mac persistency wait time: Indefinite
H/W Current

Switchi# Role Mac Address Priority Version State
*1 Active b08b.d02b.5b80 15 P2B Ready

2 Standby b08b.d08d.bb00 14 P2B Ready

3 Member 0000.0000.0000 0 PP Removed

Stack Port Status Neighbors

Switch# Port 1 Port 2 Port 1 Port 2

1 DOWN OK None 2

2 OK DOWN 1 None

27
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Device# show license authorization
Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 72ad37d5
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 842584db

Authorizations:
CO9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 2
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 18:51:59 2021 UTC
Virtual Account: Eg-VA

License Usage:
License Entitlement Tag Count Status

network-advantage
dna-advantage
network-advantage
dna-advantage

C9K HSEC

C9300-24 Network Advan...) 1
C9300-24 DNA Advantage) 1
C9300-48 Network Advan...) 1 IN USE
C9300-48 DNA Advantage) 1
Cat9K HSEC) 1

Py

Device# show license all

Smart Licensing Status

Smart Licensing is ENABLED
<output truncated>

Transport:
Type: Smart
URL: https://smartreceiver-stage.cisco.com/licservice/license
Proxy:
Not Configured
VRE':
Not Configured

Miscellaneous:
Custom Id: <empty>

<output truncated>

FLWA L N—% 2K o 7 ITENMLET,



syslog (Z1Z, B LW A U NR—]R A K o 7 ([ZIBIMENTZBO—HOA Xy hRF/REINET, HrLiBmanzx
73— (%SMART_LIC-6-TRUST INSTALL SUCCESS) IZf5#i=— FARIEFIZA Y A b—L &N/ Z LIZiFEH LTKL

ZEW,

show switch stack-ports ==~ > K & showswitchdetail =~ > RO icid, HLLBINENIZA L NR—=THDHAA v

FIDAT—ZANRRIRINET,

show licenseudi =~ > ROHE HIZIT. H LW A 23— (C9300X-48HX, SN: FOC2516LC92) % &rdp A & v 7 Kk

Y N7 PHOIXRT T v RFEAL AT RTOPID BERSNET,

show license authorisation =<2 RO %, SLAC AT 7T 1 7 (C9300X-24HX. SN: FOC2519L8R7) B LU =A
B34 (PID: C9300X-48HXN. SN: FOC2524139P) IZA > A F— /L ENTWAEDOD, HriLBinEnr-A v
N—ZIFA v A h—LENTWRWZ L EZ/RLTWET,

<output truncated>

Dec 3 18:42

up
Dec 3 18:42

up

Dec 3 18:42:

stack.

Dec 3 18:42:

stack.

:49.

:57.

57

57

Applying config

Dec 3 18:42:59.

stack.

Dec 3 18:42:

down

Dec 3 18:42:

down

Dec 3 18:42:

up

Dec 3 18:42:
up

Dec 3 18:42:
stack.

Dec 3 18:43:
Dec 3 18:43:
Dec 3 18:43:
Dec 3 18:43:

36.

36.

50.

57.

57.

04.
06.
06.
06.

885:

213:

.229:
.228:

on Switch 3...[DONE]
%STACKMGR—4—SWITCH7ADDED:

179:

633:

633:

369:

070:

079:
233:
233:
233:

Dec 3 18:43:29.665:
on P:C9300X-48HX,S:
Dec 3 18:43:45.239:
Dec 3 18:43:46.239:

to up

<output truncated>

Device# show switch

Portl

$STACKMGR-6-STACK LINK CHANGE:
$STACKMGR-6-STACK LINK CHANGE:
$STACKMGR-4-SWITCH ADDED:

$STACKMGR-4-SWITCH ADDED:

$STACKMGR-6-STACK LINK CHANGE:
$STACKMGR-6-STACK LINK CHANGE:
$STACKMGR-6-STACK LINK CHANGE:
$STACKMGR-6-STACK LINK CHANGE:

$STACKMGR-4-SWITCH ADDED:

Slot add triggered 3

ILP:: switch 3 POE mode
ILP:: POE POST detail for switch 3:
ILP:: Able to get POE POST from switch 3 MCU

Switch 1 R0/0:

Switch 2 R0/0:

Switch 2 R0/0:

Switch

Switch

Switch

Switch

Switch 3 R0/0:

IEEE BT

PASS

Switch 2 R0/0:
Switch 1 R0/0:
stack mgr:

stack mgr:

stack mgr:

RO/0:
RO/0:
RO/0:
RO/0:

stack mgr:

stack mgr:

stack mgr:

stack mgr:
stack mgr:
stack mgr:

stack mgr:

Stack port 2
Stack port 1
Switch 3 has been

Switch 3 has been

Switch 3 has been

Stack port
Stack port
Stack port

Stack port

Switch 3 has been

on

on

Switch 2 is

Switch 1 is

added to the

added to the

added to the

on

on

on

Switch 3 1is

Switch 3 1is

Switch 3 1is

Switch 3 1is

added to the

$SMART LIC-6-TRUST INSTALL SUCCESS: A new licensing trust code was successfully installed

FOC2516LC92.

$LINK-3-UPDOWN:

Interface TenGigabitEthernet3/0/4,

changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet3/0/4, changed state

stack-ports
Port2

Switch#

1 OK
2 OK
3 OK

29



Device# show switch detail
Switch/Stack Mac Address : b08b.d02b.5b80 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State
*1 Active b08b.d02b.5b80 15 P2B Ready
2 Standby b08b.d08d.bb00 14 P2B Ready
3 Member £87a.414b.5580 1 PP Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 OK OK 3 2
2 OK OK 1 3
3 OK OK 2 1

Device# show license udi
UDI: PID:C9300X-24HX,SN:FOC2519L8R7

HA UDI List:
Active:PID:C9300X-24HX, SN: FOC2519L8R7
Standby:PID:C9300X-48HXN, SN: FOC2524L39P
Member:PID:C9300X-48HX, SN: FOC2516LC92

Device# show license authorization
Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 72ad37d5
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 842584db
Member: PID:C9300X-48HX,SN:FOC2516LC92
Status: NOT INSTALLED

Authorizations:
C9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 2
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

3. A& v 7 4ekd SLAC %R LET,

ZIZTOSLAC R L TA VA M=/ BHEE, T 734 A2 Cisco SSM IZH LG STV D bR It
LTWET, BATA MR IZ@EAINE A Yy FIZHIDERH D 9,

VAT AAE—UE, Oy NT v T ORI Ty RTNNAL A (T 7T 47 (SN: FOC2519L8R7) . A H
234 (SN: FOC2524L39P) . B LA 23— (SN: FOC2516LC92) ) IZSLAC 3A Y A h—/LENTWNWH I &
ZRLTWET,

30



show licenseauthorisation =~ > RO it FHENTZF A L AZ T ESLACA VA b=V LWiER 2 —
RRRRSNET,

SN:FOC2519L8R7 33 X TN SN:FOC2524L39P (A ¥ v 7 WOBKAADT /34 Z) OIfER 2 — NI, 72ad37d5 BL N
842584db D> B FILF I £6c6978d BB LN 7ae69c8c ICEH ILFE L7~

LW A L 3— (SN:FOC2516LC92) DR = — N e3fd6642 T,

Device# license smart authorization request replace hseck9 all

Dec 3 18:45:33.145: %SMART LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code was
successfully installed on PID:C9300X-24HX, SN:FOC2519L8R7

Dec 3 18:45:33.235: %SMART_ LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code was
successfully installed on PID:C9300X-48HXN,SN:FOC2524L39P

Dec 3 18:45:33.319: %SMART_ LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code was
successfully installed on PID:C9300X-48HX,SN:FOC2516LC92

Device# show license authorization
Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:45:33 2021 UTC
Last Confirmation code: £6c6978d
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:45:33 2021 UTC
Last Confirmation code: 7ae69c8c
Member: PID:C9300X-48HX,SN:FOC2516LC92
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:45:33 2021 UTC
Last Confirmation code: e3fd6642

Authorizations:
CO9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 3
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Member: PID:C9300X-48HX,SN:FOC2516LC92
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

HSECK9 F—MIH SN TWDH A X v ZIZA =28 N 212, ioJiiEbd by £9, CI300X Df: AX 2 7
7T SLAC OHK & HSECK9 F—Mii I STV D A X v 7 ~Di, on page 312 S L T 72 &0,

C9300XDH|: XA > K7 TOHSLACDENXR EHSECKIF—AEFRINTWVSRZ Y
J ~MIE

ZOBNE., BSUBENEH SN TV AMED A X v 7 IZT 3 ZAZBNMTDHED 1 D& /R LTHWET,
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ZOFEOBAR L RAUIIRD LBV T, REAVRFPAOVIZSLACEA VA M—ILTE>R424Y K70 TESER

HREZE R TET D > BEUBENMERA SN TOWEIRGEDRAE Y I IZTNA R EEIMT 5.

1. BEFORS v 7 BT R ERR L THRLETS,
show switch detail =2~ > ROH T, TN 2 A NR—AZ v I THHZ LEZRLTWVWET,
show license authorisation =~ > KOH JjiZ, SLAC 37 7 7 4 7 (C9300X-24HX, SN: FOC2519L8R7) I LA
& o314 (PID: C9300X-48HXN. SN: FOC2524L39P) |(ZA v A b —/LENTWNAZ EZ/R L TWET,
showlicensesummary =~ & RO W IJiE, W5 R E SN TS Z & Z/R L TWET (COKHSEC-INUSE) .
Z® showlicenseall =< ROl (BIgEN7-H ) Tk, T34 2D Cisco SSM ICEEEH SN TND Z &R
RENTWET, smart #2154 7> 5 28, Cisco SSM & DIEE I H SN TWET,

Device# show switch detail
Switch/Stack Mac Address : b08b.d02b.5b80 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State
*1 Active b08b.d02b.5b80 15 P2B Ready
2 Standby b08b.d08d.bb00 14 P2B Ready
3 Member 0000.0000.0000 0 PP Removed
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 DOWN OK None 2
2 OK DOWN 1 None

Device# show license authorization
Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 72ad37d5
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:34:03 2021 UTC
Last Confirmation code: 842584db

Authorizations:
CI9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 2
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 18:51:59 2021 UTC
Virtual Account: Eg-VA
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License Usage:
License Entitlement Tag Count Status

C9300-24 Network Advan...)

C9300-24 DNA Advantage)

network-advantage 1
1
C9300-48 Network Advan...) 1 IN USE
1
1

dna-advantage
network-advantage
dna-advantage

C9K HSEC

C9300-48 DNA Advantage)
Cat9K HSEC)

—~ o~~~ —~

Device# show license all

Smart Licensing Status

Smart Licensing is ENABLED
<output truncated>

Transport:
Type: Smart
URL: https://smartreceiver-stage.cisco.com/licservice/license
Proxy:
Not Configured
VREF':
Not Configured

Miscellaneous:
Custom Id: <empty>

<output truncated>

3HEHOAAL v FHAZ L RT L LCRBILET,

syslog 121X, 77— hT v o —Fr o AnKRENET,

show switch detail =~ > RO X, ChBAX L KTty T v 7 THhHI EERLTNET,

<output truncated>

switch:boot

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

Waiting for 120 seconds for other switches to boot

ER 8

Switch number is 3

Press RETURN to get started!

*Dec 3 18:29:30.097: %SMART LIC-6-AGENT ENABLED: Smart Agent for Licensing is enabled

*Dec 3 18:29:30.145: %SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled features is not allowed
*Dec 3 18:29:41.412: $SYS-5-RESTART: System restarted —

<output truncated>

Device# show switch detail
Switch/Stack Mac Address : f87a.414b.5580 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State
1 Member 0000.0000.0000 0 Provisioned
2 Member 0000.0000.0000 0 Provisioned
*3 Active £87a.414b.5580 1 PP Ready
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Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2

2B R7a T, R =5 LEA— IO R ERE LTI,

Z ORERNIE, Cisco SSM ~DH4i7a L, CSLUZR LD hARB UNREAINTND Z EZRLTWET, BATH
FARBRDICHE LT, 4T 0a~vy RERELET,

show licenseauthorisation =2~ RO JjiZ, SLACHAX  RT7T a NI VA =L ENTWRNIZ &R LTV
e

Device (config)# license smart transport off
Device (config) # exit
Device# copy running-config startup-config

Device# show license authorization

Overall status:
Active: PID:C9300X-48HX,SN:FOC2516LC92
Status: NOT INSTALLED
Purchased Licenses:
No Purchase Information Available

SLAC%ZA vV AR—HFLTA VA=V LET

SLAC 7 7 A /LI CiscoSSM M LIF SN D720, Z 2R ESnTnEdA, ZOERIIE, licensesmartimport
av Y REMHLTSLAC 7 7 A V& T SA AL VA M—AF D JjikERLTOET,

show license authorisation =~ > FOH 1%, SLACHA VA F—AENTWAHZEZRLTWVET,

Device# license smart import tftp://10.8.0.6/user-01/SLAC-standalone.txt
Import Data Successful
Last Confirmation code UDI: PID:C9300X-48HX, SN:FOC2516LC92
Confirmation code: 59el55ae
Device#
*Dec 3 18:58:39.026: %SMART LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code was
successfully installed on PID:C9300X-48HX,SN:FOC2516LC92

Device# show license authorization
Overall status:
Active: PID:C9300X-48HX,SN:FOC2516LC92
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:58:39 2021 UTC
Last Confirmation code: 59el55ae

Authorizations:
C9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C9300X-48HX,SN:FOC2516LC92
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available



b RE & e L E T

show licensesummary =~ & RO Wi, WSRO CHT (NOTINUSE) 6 X U%W%E % (INUSE) @ HSECK9
XF—DAT—FANRERINET,

Device# show license summary

Account Information:

Smart Account: Eg-SA As of Dec 03 18:57:27 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9300-48 Network Advan...) 1 IN USE
dna-advantage (C9300-48 DNA Advantage) 1 IN USE
CI9K HSEC (Cat9K HSEC) 0 NOT IN USE

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# interface tul0

Device (config-if) # tunnel mode ipsec ipv4

Device (config-if) # end

*Dec 3 18:59:29.309: %SMART LIC-6-EXPORT_ CONTROLLED: Usage of export controlled features is allowed for
feature hseck9

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 18:57:27 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9300-48 Network Advan...) 1 IN USE
dna-advantage (C9300-48 DNA Advantage) 1 IN USE
C9K HSEC (Cat9K HSEC) 1 IN USE

MAFDAZ v 7 L TCAZ L KT AL v F 2Bl £+
show switch detail =~ > FOH I, HTLWA L AR—RRE v 7 ITBMENTZZ 2R L THET,

show licenseall =< > RO 1%, HTLWA L R—TSLAC MEFFENTWABZ L EZRLTVWET, ZZToOmh
@ T[Status] LY Last Confirmationcode] 7 4 —/V K&, AXZ > K7 1a L TO SLAC A > A h—/L{&D show
license authorization =~ > KO J1 (EFt) L L E 4,

show license summary O H 1%, W SBREST E&EBET 5 2 & 27" L TWE ¥ (HSECK9 F—(% IN-USE IZ
o TWET)

Chassis 3 reloading, reason - stack merge

*Dec 3 19:00:59.575: $STACKMGR-6-STACK LINK CHANGE: Switch 3 R0/0: stack mgr: Stack port 1 on Switch 3 is
up

*Dec 3 19:00:59.577: %STACKMGR-1-RELOAD: Switch 3 R0/0: stack mgr: Reloading due to reason stack merge
Dec 3 19:01:08.683: $PMAN-5-EXITACTION: F0/0: pvp: Process manager is exiting: reload fp action requested
Dec 3 19:01:10.171: $PMAN-5-EXITACTION: RO/vp: Process manager is exiting: rp processes exit with reload
switch code

Initializing Hardware......

<output truncated>
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Device# show switch detail
Switch/Stack Mac Address : b08b.d02b.5b80 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State
*1 Active b08b.d02b.5b80 15 P2B Ready
2 Standby b08b.d08d.bb00 14 P2B Ready
3 Member £87a.414b.5580 1 PP Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 OK OK 3 2
2 OK OK 1 3
3 OK OK 2 1

Device# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Account Information:
Smart Account: Eg-SA As of Dec 03 18:51:59 2021 UTC
Virtual Account: Eg-VA

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://smartreceiver-stage.cisco.com/licservice/license
Proxy:
Not Configured
VREF':
Not Configured

Miscellaneous:



Custom Id: <empty>

Policy:

Policy in use: Installed On Dec 03 18:32:37 2021 UTC

Policy name: Custom Policy

Reporting ACK required: yes (Customer Policy)

Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (Customer Policy)
Reporting frequency (days): 0 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 365 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 365 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Usage Reporting:
Last ACK received: Dec 03 18:37:21 2021 UTC
Next ACK deadline: Mar 03 18:37:21 2022 UTC
Reporting push interval: 30 days
Next ACK push check: Dec 03 19:04:55 2021 UTC
Next report push: Dec 03 19:05:03 2021 UTC
Last report push: Dec 03 18:52:53 2021 UTC
Last report file write: <none>

Trust Code Installed:
Active: PID:C9300X-24HX,SN:FOC2519L8R7
INSTALLED on Dec 03 18:32:37 2021 UTC
Standby: PID:C9300X-48HXN, SN:FOC2524L39P
INSTALLED on Dec 03 18:32:37 2021 UTC
Member: PID:C9300X-48HX,SN:FOC2516LC92
INSTALLED on Dec 03 18:43:29 2021 UTC

License Usage

network-advantage (C9300-24 Network Advantage) :
Description: C9300-24 Network Advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-24 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage (C9300-24 DNA Advantage) :
Description: C9300-24 DNA Advantage
Count: 1
Version: 1.0
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Status: IN USE

Export status: NOT RESTRICTED

Feature Name: dna-advantage

Feature Description: C9300-24 DNA Advantage
Enforcement type: NOT ENFORCED

License type: Subscription

network-advantage (C9300-48 Network Advantage) :
Description: C9300-48 Network Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-48 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage (C9300-48 DNA Advantage) :
Description: C9300-48 DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9300-48 DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

CI9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Count: 1
Version: 1.0
Status: IN USE
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9
Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Export

Product Information

UDI: PID:C9300X-24HX,SN:FOC2519L8R7

HA UDI List:
Active:PID:C9300X-24HX, SN:FOC2519L8R7
Standby:PID:C9300X-48HXN, SN:FOC2524L39P
Member:PID:C9300X-48HX, SN:FOC2516LC92

Agent Version

Smart Agent for Licensing: 5.3.15 rel/49

License Authorizations

Overall status:
Active: PID:C9300X-24HX,SN:FOC2519L8R7



Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:51:56 2021 UTC
Last Confirmation code: fa4c0d80

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:51:56 2021 UTC
Last Confirmation code: 450243e2

Member: PID:C9300X-48HX,SN:FOC2516LC92
Status: SMART AUTHORIZATION INSTALLED on Dec 03 18:58:39 2021 UTC
Last Confirmation code: 59el55ae

Authorizations:
CI9K HSEC (Cat9K HSEC) :
Description: HSEC Key for Export Compliance on Cat9K Series Switches
Total available count: 3
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C9300X-24HX,SN:FOC2519L8R7
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Standby: PID:C9300X-48HXN, SN:FOC2524L39P
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Member: PID:C9300X-48HX,SN:FOC2516LC92
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

Usage Report Summary:

Total: 58, Purged: 0
Total Acknowledged Received: 20, Waiting for Ack: 33
Available to Report: 5 Collecting Data: 0

Device# show license summary
Load for five secs: 1%/0%; one minute: 9%; five minutes: 5%
Time source is NTP, 19:05:29.741 UTC Fri Dec 3 2021

Account Information:

Smart Account: Eg-SA As of Dec 03 19:04:56 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage (C9300-24 Network Advan...) 1 IN USE
dna-advantage (C9300-24 DNA Advantage) 1 IN USE
network-advantage (C9300-48 Network Advan...) 2 IN USE
dna-advantage (C9300-48 DNA Advantage) 2 IN USE
C9K HSEC (Cat9K HSEC) 1 IN USE

HSECK9 ¥ —MFH SN TWAB R Y » 71T A U N—ZBINT DD D0V TiE, C9300X Dff]: HSECK9 & — 23 iff
HENTWDAE v 7 ~D AL X—DiEM, on page 272 BB L T 2 &V,
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5. HSECK9 X—H DA EIZLBSLACDA VR F—ILKEL

oW T, SLACZA A=/ L LD ELT-EZIT, CiscoSSM DiE4TH2AY— T T FBLIONN—F v /L
T AT N TIEZR D HSECKY F—2M M T WA I3 Z 50 E /R LET,

ZHE. AA v TF A= N—=RNEA LGS SN TICE S RE 2 T 5 72912, SLACA N DT v — 3 UDI
(SN:FXS221500CT 3 £ OF SN:FXS221500BN) (ZA A b —/L EN TV 5 Cisco StackWise Virtual v b7 v 7T,

Device# show license udi
UDI: PID:C9407R,SN:FXS221500CT

HA UDI List:
Active:PID:C9407R, SN:FXS221500CT
Standby:PID:C9407R, SN:FXS221500BN

RIS A > A X 2 AL Cisco SSM Z H :45%: ST T, license smart authorization request add hseck9 all =~ > K%
BHGINTWETRTOTNA R (DFED, TIT 4T ERZ L NA) TR LTSLACEZER L TA v A h—F 5 &
INTHE SN TVET,

BPIDY AT BRA =%, SLACHT 77 4 TR LTIEWICA VA h—LE&NTZZ L E2RLTNET,

DHEHDV AT LA =%, SLAC N A Z 23 (SN:FXS221500BN) (26 L TA VA b= ENTWRNWZ &%
ALTWET, A vy E—YNO ERROR ALL cOoUNTS IN USE 21— R|X, Cisco SSM DA~ — KT H 7 kL N—F ¥ /LT
H 7w b T4 7280 HSECK9 F—0MEH T& 2o l=7od, A VA M=K LIZZ 2R L TWET,

Device# license smart authorization request add hseck9 all
*Sep 6 16:58:25.528 PDT: %SMART_ LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing authorization code
was successfully installed on PID:C9407R,SN:FXS221500CT

*Sep 6 16:58:25.575 PDT: %SMART LIC-3-AUTHORIZATION INSTALL FAILED: The install of a new licensing
authorization code has failed on PID:C9407R,SN:FXS221500BN: ERROR ALL COUNTS IN USE.

FROREZ AR L, B INTWDETRTOTNA A SLAC A A b= 21201F, IROTFIEAEFEIT L ET,

¢ CiscoSSM DT A A — K T H Ty hBIOR—F 2 LT H W T, W 2¥ 00 HSECK9 X — M i fg ¢
HDHZEEMERLET, EoflTIE, v —3UDI Z &2 1 -2 HSECK9 N AIETY,

T UTF 4TI AR AT H D SLAC FIRHALFET,
BB, TV T 4T AZ L ANATHESLACZER LTS A ML LET,

lAt; ~ ‘*br/
HEHRAIGE A o ADEEEEFE
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