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Cisco Access
Control Server

Cisco Prime Infrastructure

Gibraltar 16.10.1 23 3w F 1 5.4 PI3A4+PI3AKH DAL TF LAY
- =3 =, °
24 ST 55 U—=A+PI34RHDOT /A ARy
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] ZZM L T 72&W,
Fuji 16.9.8 25 5.4 PI39O+PI3IRHI DAL TF LAY
2] 55 U —R+PI3.9 DT /A A%y
7
[Cisco Prime Infrastructure 3.9 —
[Downloads] &ML T 72&W,
Fuji 16.9.7 2.5 5.4 PI3.9+PI3 O DAL TF LAY
7
[Cisco Prime Infrastructure 3.9 —
[Downloads] #Z&M L T 7Z &0,
Fuji 16.9.6 2378y F 1 5.4 PI3.4+PI3ARHA DAL TF LAY
— = = s o
24 F 1 55 U—A+PI3ARHDOT /A ARy
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] #Z&M L T 7ZEWY,
Fuji 16.9.5 2323y F 1 5.4 PI34+PI3ARHDORA L TF A
24 7y F ] 55 U= +PL34 DT /A X3y
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] Z#ZH L T 72&VY,
Fuji 16.9.4 2378y F 1 5.4 PI34+PI3ARH DAL TF A
. =3 =3 o
24 89 F 1 55 U A +PI34A FHFT DT /A AR
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] ZZM L T 72&W,
Fuji 16.8.1a 238051 5.4 PI33+PI33 MDA LT F A
24 55 U—=A+PI33WHDOT /A A3y

7

[Cisco Prime Infrastructure 3.3 —
[Downloads] &M L T 7Z2&W,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
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Catalyst 9600 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server

Everest 16.6.4a 2.2 5.4 PI3.1.6+ T34 A%y 7 13

2.3 5.5 [Cisco Prime Infrastructure 3.1] —
[Downloads] ZZM L T 7Z&W,

Everest 16.6.4 2.2 5.4 PI3.1.6 + 7 /3A A/ 7 13

23 5.5 [Cisco Prime Infrastructure 3.1] —
[Downloads] #Z&M L T 7Z &0,

Everest 16.6.3 2.2 5.4 PI3.1.6+ T34 AXv 7 13

2.3 5.5 [Cisco Prime Infrastructure 3.1] —
Downloads] ZZM L TL 720,

Everest 16.6.2 2.2 5.4 PI13.1.6+ 7 /31 A% 7 13

23 5.5 [Cisco Prime Infrastructure 3.1 —
[Downloads] &ML T 7Z&W,

Everest 16.6.1 2.2 54 PI3.1.6+ /354 2%y 7 13

5.5 [Cisco Prime Infrastructure 3.1] —
[Downloads] #ZHR L T 72V,

Everest 16.5.1a 21/%3vF 3 54 -
5.5

Web Ul D S X7 LEH

WOV 77 23 lidx, Web Ul ~DT 7B AZHEIpN— Ry =27 Y7 Ny TRY A
FENTWET,

BIMN—FIITEHR

7O+ v+ % | DRAM B G PR
233 MHz LA 512 MB? 256 1280 x 800 LA k= | />

Y | GHz & Hf1
° | GB DRAM % HEi#

YIrOIT7EHR
ARV—=T4 2T VAT LA
» Windows 10 UL
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* Mac OS X 10.9.5 LAf&
TooH
* Google Chrome : /N—7 3 > 59 LIE  (Windows 3 & O Mac)
* Microsoft Edge
» Mozilla Firefox : /3X—7 3 > 54 LI (Windows 35 J2 Y Mac)

e Safari : /X— =3 > 10 LI (Mac)
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B,
=% =R

FACRERT—=)TDHA R4

e T4t A (31 L—Y)
s A=V T DHARTA L (333—=)

AR

Z Dk 7 v a3 TlE, CiscoCatalyst9000 2 U — & A A » F T ARERERED T A v Ay
=IOV THPBI L £,

FA4A AN
Cisco Catalyst 9600 > U — X 24 v F THMAREZR Y 7 U = THERRIZ, RO X 912, FER
FIET RAL DT B ALYV EEINET,

EXSAEVR
* Network Advantage

FEXYSA4EUR

T RA YT A/ RIZIE, ARG & LT Network Essentials & 72 1% Network Advantage 732 %
TY, 7T RAVTA B A VUL TIL, AA v F 21T T/ < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThHhI AadDA / N—3 g v LR HfEE LN ET,

* DNA Advantage
7Ty 7 — LY AR— MIETHEREBE L, BREEEHTEL 7B A LUV 2R

9% 1Z1%. Cisco Feature Navigator Z{# ] L &9, Cisco Feature Navigator |27 7 £ A 521X,
https://cfang.cisco.com (ZHEA F T, cisco.com DT I T v MILEH Y FHA,
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SAEVRERT—YTDHA RS54 |
B sraens o zE7 L cmmms

FARIREE M4 2 XETILEBRUETR

* Cisco IOS XE Gibraltar 16.11.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A~— rF A4 B AT
THNVETHY, T4 BV AEERTHEZDICTR— I TWAERE—DHETT,

MR ) —ZADY 7 2T a7 4Xalb—rar A4 KT, [SysemManagement]
— TConfiguring Smart Licensing] &ML T 7Z3V,

* Cisco IOS XE Amsterdam 17.32a LAk : R Y > —Z2FH LI A~— I A4 A2 (A=—}
FGAB L ADYIENR—3 ) BT T4V N THY, TA B AREHET -0 R—
h XN TWBHE—DIFETT,

MR U= (173xLE) OV 7 ho=7 ar74Falb—v a4 RT, [Sysem
Management] — [Smart Licensing Using Policy] #Z&HR L T 72 &0,

VA3 T AU ADFERIZ OV T, cisco.com/go/licensingguide SR LT 72 S0,

FAEALRN)L  FREDAA LS4

cWEAN LT T A & ADH 72 B

R)O—FFRLEAY— S/ EVR | AYX— RS54 VR

KA DA T A IE R A T e KA TA B ALYV AEHAR R
HOFEH A, L.

W TR gy T4 AT c BRI E : SA B AL~UL, 3
EDOHFNETHZ T, G, 54, 5, E03 7 EOHIRM.

BT FOFIM) FHE  BERENTWRWT A B A,

« oK Z A& A (Network-Advantage) DiEICF L OVEITIZ, BHIRE7ZIFKAT AR
BATDHREIRY ET,

« 7 KA 2T A4+ A (DNA Advantage) DVEXHB L WEITIZ, V7 A2V 7y arFizid
FHWRE xS 4L AL TORLERY 9,

XY RU—2 TABUVA LUV ERBIRLEZGEAIET RAE U T4 AL REENRT
WET, DNA OB T 25815, AHIRNUINDENZT A B A2 EH L Thl
EEMEHT D0, T RAVIFIA RV AZIT 7T 4 7L THBAAL v TFE2Yr—RL
TEARTA B AMETOER MR LE T,

T A B RABEXLT A EIITEEEA, ZTIH DT A &2 A% Cisco Smart Software
Manager CIEBF S 4197, 90 H CHIRRGIALIZZ2 0 £5°, FHMEiT7 A B AIXAA v F T2
JEERTE, BAEKTL2ZLIXTEERA, 7 A B ARHIREINIZRD &, 2DH%
275 HiIZm R EE S AT A A v — U ER S, ERURRITERERSIET, Va—
RZIZ, ARBIROLNIZFHE T A B AE/ET 77 4 X— b2 LIFTEER A,
CHFAY— I RZORERSNET, i 7 A o 2OM&T, AU —2ff
AlizA~— I/ RTIFEA S NER A,
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| saevrERT—YLIDHAFS1Y
N Y AN |

RIr—VoTDHA R4
REA 7T — VU > T DHA BT A NZOWTIEL, IROGATNICEH % Cisco Catalyst 9600 2 U — & A
A FOT =2 —FaeZRLTIZIN,
hitps:/Avwwicisco.com/clen/us/products/collateral switches/catalyst- 9600-series-switches/nb-06-cat9600-series-data- sheet-cte-en html
hitps:/Awwwcisco.com/clen/ts products collateral switches/catalyst-9600-series-switches/nb-06-cat9600-series-line-data-sheet-cte-enhtml
hitps:/Awwwicisoo.com/clen/uss productsicollateral switches/catalyst: 9600-series-switches/b-06-cat9600-ser-sup-eng-data-sheet-cte-enhiml
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Hll R I8 & filf S I8

o HIPRFIE & HIFIFHIE (35 ~—2)

HIPREIE & HIKISEIA

cHEIX I 2= ar IG T —NEFEHTEA— Ry NMEEAR— NDSFP+A1
% —7 = A X (TenGigabitEthernet0/1) X, HE)RX T = — 3 2 R—FLEHA,

earbha—)LFL—2RY Y (CoPP) : system-cpp policy CaRiE SNT=V T ANRT

TV MEOEEDOHA, TNHD Y T ACETAERIZshowrun =< R TEREN
FHA, 8 VIZ, KM EXEC £ — KT show policy-map system-cpp-policy % 7= 1% show
policy-map control-plane =~ > R&HH L T 72X\,

e AL N—T 2R C9606R T — D AT Y RIIZERD T HILTWAT V5 4 T /g A—
R NA P 2=V EZRTO TR, SSOICBITDar "=V AN RS 20 &
9,

N=FRU =T ORIR OL7 7A3)

* CVR-QSFP-SFP10G 7 % 7 % # #5# L 7= C9600-LC-24C 7 A > 71— ROV i 12BH
THHKFEE : ZOT7 X T ZE, ET DEEFE T DR — A 40GE RA— k& LTH
TESNTABEEE B OR— MTFEY Mif vt &0, 72 x0E, A— F15340GE
ELTRESNTWAHA. CVR-QSFP-SFP10G 7R — k 2 ICHV fF1F 5 Z LT
FH A,

CVR-QSFP-SFP10G 7 % 7 7 Z 444 L 7= C9600-LC-24C 7 A > 71— RO HL Y £F1F1ZE8
THHKEE 40 XY b A=V Ry b FT =R EV 22— L E2FHFEEED
A= MIFEALTEAE, e T 2 05%E 5O R — NI CVR-QSFP-SFP10G 7 # 7% T
EELEH A,

* 10/100Mbps O # FE CTHEIES % GLC-T 8 L U GLC-TE 1%, Cisco QSA £V = —/L
(CVR-QSFP-SFP10G) TidHhAR— & TR A,

* SFP-10G-T-X 1%, E7F /A 2L OB R T T— 3 M-S0 T 100Mbps/1G/10G
DEEEYR—FLET, FT U —"DLHERTEEREATHZEITTEERA,
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B smsmcsnss

HREEL $l0EE |

e N— R =T OFIRHEE (BT 2—/)

cACEREY 2 —VDOANEE : v —IEH LT TD AC ANTEBREY 22—
LD AC AJTEIELV~)VNREI L THDIMLERH Y 97,

e BIHHZ A TDOEIRETY 2 — VO : AC AJJEJFIEE L DC A EFIEE NEE
LTCWAEAE. AC AHEBEEL L% 220 VAC IZT B XLEERH Y £4,

+ In-Service Software Upgrade (ISSU)

ISSU Tl F T v ZA LR LTT v F T L —REFTTEXETN, AT AW
FNZDOARFETTHZ L 2BEID LET,

e V7 b T U —ATEAISNIZH LVERE CREDE BN LEREEIC ST
1L, ISSU OFEITREZAHNZ LT 7Z S0,

AT L —RKEONR—=Ta DY T ST 2T A A=V THEHATERVEREIC OV T
1. ISSU ZBRAAT D RN LT 72 &0,

* QoS DK 1A

QoS Fa—A IR —EHRETIHEIL, Fa—A 2Ty 7 7DEFHI100% %
BRI L TLLEE N,

cHTAH =T 2 A ATORY) VU TBLIO—F IR =R R— b EiTn
£7

e AA vy TFRBA L E—T A A (SV]) TORY =D~ —F 7R R—FINT
WET,

e AR—=FFXRNVALE—T 2 A A R RNMA L H—T x4 A BLOZOMOGHRE
A H =Tz A ATIE QoS R Y v —IiFHAR—FEhFEtA,

e X7 =)L (SSH)

eSSH A= g U 2 2L TLEEY, SSHAA—V 3 v 1T R—FENTWEHR
oo

* SCP 35 L UVSSH DI 5L ED FATHIL, SCP DFAIY 7 uE ANETT HE T,
TNRAAD CPUNEL 2D ENHESNET, SCPIX, *v hY—727 EDOFR A b
MTHO7 7 ANMIREEZTR—FLTRY, X SSH Z2#EHA L E9,

SCP B XU SSH OB ZEE I N— R Y = T b= P THR— F &R T
Wiz, BB b EE S LD T a v AN Y 7 by 2T TIEITSND Z & TCPUMREL
720 %9, SCPEBIUSSH O 7 ¥ A (2L 2D CPUERAEN 40 ~ 50% (72 55450
BV ETHR, TNXAARY Yy MEDU LV ENDZEIEH Y THA,

e ARY L —HMMHLI-A~— KT A& A : CiscolOS XE Amsterdam 17.3.2a LA, AR VU 2 —
EHALIEAY—FIA B AOFEANZLY, WAV AZ L AETNEIT NA ADKRA b
4 % 3% E L ThH, UniqueDeviceldentifier (UDI) DANERINET, ZOFRROEE L,
URIO Y V—=ATHEAMPERENTWETRTOTIAS R A2—T 4 VT 4 La—
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| #IREEEHIHSE
simsmesnss

P =T A ATHRTEET, ZHUTEVMBENDT A & AERED B ZZ T
52 LEHY EEA, ZORIRISHT DEERITH Y EHE A,

ZOHIROEBEEZFHTA B Aa—T 4 VT 4 ba—F—f ¥ —T =4 AT
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DA E £4VET,

Z OHIFRIZ, CiscolOS XE Cupertino 17.9.1 2L HIBRENE L7z, FAMEFREL, X
NG DT T A R —m Bz T 5 & (nolicense smart privacy hostname 7' 2 —/3)L =1
TA4FX 2l —varavwrR) | BAMERNRGLA CAZ L ANSEE SN, %S T
Ha—P—Af o H—T7xAA (CSSM. CSLU, SSM A 7L I R) IZFERINET, FF
oW TIE, 2OV UV —20a~vr KU 77 Ly AEBBLTIES N,

*TACACS L W v —a~< v K LA —tacacsserver host 2~ 2 RERE LRWTL 72X
W, Zoavwry REFBEILSnNE Lz, A ALETEITENTWVDY 7 Ry =T /=3
> 73 Cisco I0S XE Gibraltar 16.122 LIED U U — A TH DA, LAY —a~r REEH
T 5 LRRENKILT DR DY 9, Fr— a7 4 Fal— g E—RT
tacacsserver =~ > K& L £,

*« USB DFAGLE : CiscoUSB R 7 A 7% AA » FITHRET D & BAFOR SLFaiHA % —T
K7 A4 7 ORBIENFITSNE T, USB K7 A 70 BILFBREH O X — 03255 SN2z
password encryptionaes =~ > K& AJj§ 5 & 2 //—/I/ IZIRD A v B—T N E%Téﬂi
j—O

Device (config) # password encryption aes
Master key change notification called without new or old key

*MACseclZ, Y7 =T T 774 R T I7BRADORETIIVR—FENTHEREA,

* VLANDHIIR : AA v F ORERFIZT —F &5 F*T\X%/%: EL, AT RY I 4
RCH S VLAN L3872 57 — % VLAN ZH#EFFT 5 121%, PIHRICER SN mBEZ1T O
TEERBEIODLET, 10D v E—T A A DT — 51& HE AL 2R LCHLT
VLAN B E SN TW DA, CPUBEHERE L 2D . 75 ANEE ST 5 a[REMEN
HoET,

*YANGT— X ET U > 7 OHIBEIE : R — b X35 NETCONF D KA v > a V¥
X202y a2 TF,

« Embedded Event Manager : ID A X b7 ¢ 77 # (%, Embedded Event Manager Tl H 7 —
FENTWERA,

« Cisco Catalyst 9600 > U — X ZA—/ A H 2 E V2 — /L ClE, TCAM AN— R [IHERE T
I PR ESNEEA, EHAARER TCAM 2<—2 %, Mk citganEd,

¢ T FANVAT AT =T (fsck) 2—T 4 VT 41E, 4 A F—LE— RTiEHAR—Fh
SNFH A,
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ROMMON /A—> 3 >

e ROMMON R— g o (39 ~X—30)

ROMMON /A\—> 3 >

ROMMON (7 — ha—X—L § TN, T3 AOBPRBAE1X) £y MRICEITESND
Ty —AU=zTTY, ey nn—FRo=2TEPHLL, ARXV—TFT 4T VAT L VT
F7 =7 (CiscolOSXE Y7 N7 =T A A=) ZEE)LET, ROMMON X, A A vTF LD
ROV TN XY T2FG N A B —TxAA (SPI) 77 v aT [ RARGFEINET,

c TTA=Y L ZZIREEINTWBEDIE, TS ADOEREFEAT L0, F2i3)
h 4272 N AT 2N EEIT D5 ROMMON T,

o I— LTV ZZIREENTWAROMMON IRy 7 7 v Far—T4, 794~V H
D ROMMON MR+ 2% &, —)LF L SPI 7 T v i 257754 2 ROMMON 73 H @1
EEL £,

T7—Ah U =T DREEERR LY | Frisex ¥R — 9 2121Z. ROMMON O7 v 77
L— RBBBIZRDGEDRH D ETN, TXTOV Y —RITH L= UMFEET D LT
RO 8 A,

WK DFIZ, Cisco Catalyst 9600 3 U — X A —S— 34 F £ 2 —/LD ROMMON /3— 3 5 L

WA LET, CiscolOS XE 16xx U U —AZ®D ROMMON /A— 3 UERIZHOWTIE, FhE
DT Zw b7+ —LbDOX 5T S CiscolOSXE 16xx VI —RA /) — " E2HRL T EEN,

Jy)—= ROMMON /A—2 3 > ROMMON /A—2 3 >
(C9600-SUP-1) (C9600X-SUP-2)
Cupertino 17.9.6 17.8.11[FC1] 17.7.11[FC3]
Cupertino 17.9.5 17.8.11[FC1] 17.7.11[FC3]
Cupertino 17.9.4 17.8.1r[FC1] 17.7.11[FC3]
Cupertino 17.9.3 17.8.11[FC1] 17.7.11[FC3]
Cupertino 17.9.2 17.8.11[FC1] 17.7.11[FC3]
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ROMMON A— 3> |

IJ I)—X

ROMMON /A—2 3 >
(C9600-SUP-1)

ROMMON /A—2 3 >
(C9600X-SUP-2)

Cupertino 17.9.1

17.8.11[FC1]

17.7.11[FC3]

Cupertino 17.8.1

17.8.11[FC1]

17.7.11[FC3]

Cupertino 17.7.1 17.6.1r 17.7.1r[FC3]
Bengaluru 17.6.8 17.6.1r -
Bengaluru 17.6.7 17.6.1r -
Bengaluru 17.6.6a 17.6.1r -
Bengaluru 17.6.6 17.6.1r -
Bengaluru 17.6.5 17.6.1r -
Bengaluru 17.6.4 17.6.1r -
Bengaluru 17.6.3 17.6.1r -
Bengaluru 17.6.2 17.6.1r -
Bengaluru 17.6.1 17.6.1r -

Bengaluru 17.5.1

17.3.11[FC2]

Bengaluru 17.4.1

17.3.11[FC2]

Amsterdam 17.3.8a

17.3.11[FC2]

Amsterdam 17.3.8

17.3.11[FC2]

Amsterdam 17.3.7

17.3.11[FC2]

Amsterdam 17.3.6

17.3.11[FC2]

Amsterdam 17.3.5

17.3.11[FC2]

Amsterdam 17.3.4

17.3.11[FC2]

Amsterdam 17.3.3

17.3.11[FC2]

Amsterdam 17.3.2a

17.3.11[FC2]

Amsterdam 17.3.1

17.3.11[FC2]

Amsterdam 17.2.1

17.1.1[FC2]

Amsterdam 17.1.1

17.1.1[FC1]




. 8.
=% =R

ZAAYFIYITIRYTTFTDOTYTHL—FK

e VT FU T RN—=Ta VORER (41 X—Y)

VT 2T A A=Y (42 3—=D)

*ROMMON D7 v 77 L— K (42 _—)

VT MU T AU A =L avw K (43 %—Y)

e A VAP—INE—RTOT v 7T L —FK (44 X—)

e A VANV E=RTOF YL TL—R (49—

e Cisco StackWise Virtual 38 X VT = 7L A — 83— A F ¥ 2 — LI T In Service
Software Upgrade (ISSU) (54 ~X—7)

e T4 =NV RTaTIFTTNV =R TLADN=Ta 0T v 77 L—FK (58§ 3—)

\ N D) . =

)T b7 N—2 3 DR
CiscolOSXE VY7 hU =T DR r—T7 7 AT, VAT AR—=RDT T v 2T /3 A
(flash:) IZRIFENE T,

show version ### EXEC o~ R&ZfEHATH . AL v FTHBRHLTWVWE Y 7 by =T /83—
VaruEZzBRTxET,

N

GE)  showversion DHEATIZAAL v FTHBEBHLTCNWE Y 7 b =T A A=V NEICERENET
D, RBRICERINDET VAL TG HMEORETHY, VI NI =2T 748V RAET v
JL—RLTHEREINEEA,

F7-. dir filesystem: 55 EXEC =2~ > FZHEHL T, 77 v ¥ a AEVIRFEL TV D ATHE
WOHHMDY 7 F 2T A A—=VDTF 4 L7 NI AEFRRTEET,
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2714 ILE

Cisco 10S XE Cupertino 17.9.6

CAT9K_IOSXE

cat9k iosxe.17.09.05.SPA.bin

~A v— RiFE{k72 L (NPE)

cat9k iosxe npe.17.09.05.SPA.bin

Cisco 10S XE Cupertino 17.9.4

CAT9K_IOSXE

cat9k iosxe.17.09.04.SPA .bin

~A v— Ri55{b72 L (NPE)

cat9k iosxe npe.17.09.04.SPA.bin

Cisco I0S XE Cupertino 17.9.3

CAT9K_IOSXE

cat9k iosxe.17.09.03.SPA.bin

~A m— KI5t L (NPE)

cat9k iosxe npe.17.09.03.SPA.bin

Cisco I0S XE Cupertino 17.9.2

CAT9K_IOSXE

cat9k iosxe.17.09.02.SPA .bin

~A m— Ri§5{b72 L (NPE)

cat9k iosxe npe.17.09.02.SPA.bin

Cisco I0S XE Cupertino 17.9.1

CAT9K_IOSXE

cat9k iosxe.17.09.01.SPA.bin

~A m— Ri§5{b72 L (NPE)

cat9k iosxe npe.17.09.01.SPA.bin

ROMMON O 7 v 79 L—F

FTRTOAV Yy =V U —=RL AT F AT U =AM S5 ROMMON £ 72137 — Fr—

H—DNR—2 g EHERT AT

ZRLTLESY,

= N N

[ROMMON R— 5> (39 _—) | %

VIR 2T NR=Ta &7 v I L— R HRTEI3EIC, ROMMON 27 v 727 L— K4
HIENTEET, TyT 7L —FREDOY 7 hy =T /83— 3 TH LLVWROMMON /N —3 =
MR TR, DU O K D 1T ET LR

e T4 ~<VUSPI 7T v 2T /A4 ADROMMON O7F » 77 L— K

ZOROMMONIZHEIMIZT v 77 L—RENET, A v TFOREFOY VU —ANBZH
PBDY U =R ZHDTT v 77— RT5 L&, HrLwU U—ZZH LV ROMMON
N=DarNhHOHEIE. A v TFON—RU =27 "=V 3 NZESWTT T4~ SPI
77w a7 8 AD ROMMON 2 HEWIZT » 77 L — RSvET,

e I—)LT VU SPI 7T v 2T /A AD ROMMON O7F v 77 L— K

ZOROMMON ZFETT v 77 L— KT HLENH Y 7, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILE T,
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GE) * Cisco StackWise Virtual D > b7 v P OFEIL. 77T 47
LABUNRADA—IR=NRA PR 2—VET v 7L —F

L/iﬁ—o

AT ATV T 4Dy NT v T OHREIE, 77747
LABUNRADAAL 9 FDRA— IR P 2 — L ET v

7L —RLZET,

ROMMON/MNT v 77 L —R&nsd &, kDY a— RIEFZHEINZRY £9, FORIZLFIO Y
J—ZIZRELThH, ROMMON |ZX 7 v 7 L— RENE A, EH%DOROMMON IZLLRTDS
RTHOY Y —RA&EHR—FLET,

VIO 7AVA =)Lk

VIrDIT7 A VA =)L AT Y FOBE

BELLEZ7ANEALA ANV LTT 7T 474bL, Vua— FELHERFIND LD ICERE
a3y b2, koavwr REEITLET,

install add file rilename [activate commit]

A A RN—=VT 7 A VEAEBI
THITE, WOa~y REEfTLET, install ?

CAVAR=), 77T 474, 2 v b, HiE, FITHIER

add filetftp: filename

A VAP=NTrFAN RNy =V )E— I — 9 00m
LT NRARAZa—L, YT b7 —L LA A=V DN~
CarOHEBMNF v I EETLET,

activate [auto-abort-timer ]

Tr7ANET 7T 47 L, T, A&E YV n—KLET,
auto-abort-timer & —V — K0 A A= DT 77 4 7% B &)
mlizae—n Ny 7 LET,

commit

Ure— FELEENF SN D X O LET,

rollback to committed

BHIZaly P LEA—Va VCEGEe— ANy 7 LET,

abort T ANDT VT 4 TeE Ik L, BYEDA > A h—LFIED
BAARMIZFEIT L W=D g iz ua— Ny 7 LET,
remove REABIOET 7T A TRED Y 7 v 72T A VA S—Jb

77 ANEHIERLET,
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AVAR—=ILE—FTOTVTIL—F
WOFNEIZHEN, A A =L E— R Tingal 2~> RZHEHALT, 25U U —AnLH|D
VIV —=RZT v 77 V—=FKLET, YT MV 2TAA=VOT v 77 b— REIATT 5T,
boot flash:packages.conf % {# fl L C 10S # E&E§ 2 L E N H Y £9°,
B8 B EIIC
A\
AR Ty L— FRROE, ROEBETA RT A D BERH Y £7,
« A v FOERZHFHRALLRNTIIZS N,
cEBREZLYWI L2, A= RN FE Va2 —LERD ALY LRNTLEEN,

¢l

e VXY —YHNOWNTNDNDA— =R P2 — )L T T — e —FDT v 7 L— N,
FIAAL v TFNEHLTNDEEIIZ, O TA TV T8y T v 7HN) Wih
MDD A== XA DA T A AFABLOH (OIR) ZFEITLRNTLZEN,

c AA wFNREEIL TWHEXIT, A vTF U ITEY2—L (50— F) OOIR % FE{T
L2RNTL 72 &,

ZOFEZ. KOT TS L— RO F Y AT TEET,

Ty IFTL—FRIDY ) —R S0

Cisco I0S XE Cupertino 17.8.x LAfij> U Y — = | Cisco I0S XE Cupertino 17.9.x

Zovra ol ingall =< > RZ&{# ] L T Cisco 10S XE Cupertino 17.8.1 7> & Cisco
I0S XE Cupertino 17.9.1 (27 v 77 L— KT 5EAD LD TY,

FIE

ATFYT1 7 V—=0T o7
install remove inactive

Zoawy REFHALT, ZEPRELTHWAILEARICENA VA N—NLT 7 A NVET J—
Ty 7L, 77 v 2l 1GB U EOMHEBRZMAEL T, LA A=V REELET,

KOFENL, ingall removeinactive =< REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
LEOHNER L THET,

Switch# install remove inactive

install remove: START Fri Jul 29 19:51:48 UTC 2022

Cleaning up unnecessary package files

Scanning boot directory for packages ... done.

Preparing packages list to delete ...
cat9k-cc_srdriver.17.08.01.SPA.pkg
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File is in use, will not delete.
cat9k-espbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.08.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc_srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.08.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 19:52:25 UTC 2022
Switch#

ATYT2 FHLWA A=V E T Ty allat’—
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a)

b)

copy tftp:[[//location]/directory]/filenameflash:

Zoavwr REMALT, TFIP b — "0 b7 7 v ya AEVICH LA A -T2 at—
L %9, location X, IP 7 RLAE IR A MTT, 77 ANVAIL, 7 7 A VHEEIZSE
MENDT 4 V7 MY ORI ASATIRELET, LA A =% TFTP $— 0B
TEHEE. CORT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k_iosxe.17.09.01.SPA.bin flash:

destination filename [cat9k iosxe.17.09.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin...

Loading /cat9k_iosxe.17.09.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
EEEEEREER RN R R RN RN R R R RN RN R R R R R R

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:*.bin

Zoawy REFHLT, A A—YRT7 Ty v a2l ERICat =Nl E 2R LE
—g‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 29 2022 10:18:11 -07:00 cat9k iosxe.17.09.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATvT3 7— NEHERTE

a)

b)

d)

boot system flash: packages.conf
Zoawy REMFEH LT, 77— NS % flash:packages.conf [Z3%E L £ 77,

Switch (config) # boot system flash:packages.conf

no boot manual

AA vy FHEAB T — MIRETHITE, ZOoavr FeHLET, REFZAZ A X
Ay FERMENFET GET05H6) .

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawry REFRALT, T MEREERFELET,

Switch# write memory
show bootvar

Zoa<wy REMEMALT, 77— % (packages.conf) & F#i7— hiRiE (no) ZHFEEL
£,

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600
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ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG_FILE variable =

ATFYTE A A—ThTF v allf A =L
install add file activate commit

Zoavw R EFEHALTC, A A—VEA A=V LET,

AA—THT T2 A Iab—LEHAIE. TFIP Y —N"ED Y —AA A=V FERIE7
Ty vakiiA L NTHIEERHRELET,

W OB, Cisco I0S XE Cupertino 17.9.1 Y 7 bV =T A A=V % 7T v allAf VA =L L
a0 ERLTVET,

Switch# install add file flash:cat9k_iosxe.17.09.01.SPA.bin activate commit
_install add activate commit: START Fri Jul 29 16:37:25 IST 2022

*Jul 29 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.09.01.SPA.bin

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.09.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.09.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.9.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.09.01.SPA.pkg
/flash/cat9k-webui.17.09.01.SPA.pkg
/flash/cat9k-srdriver.17.09.01.SPA.pkg
/flash/cat9k-sipspa.17.09.01.SPA.pkg
/flash/cat9k-sipbase.17.09.01.SPA.pkg
/flash/cat9k-rpboot.17.09.01.SPA.pkg
/flash/cat9k-rpbase.17.09.01.SPA.pkg
/flash/cat9k-guestshell.17.09.01.SPA.pkg
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/flash/cat9k-espbase.17.09.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby
*Jul 29 16:45:21.695 IST: %INSTALL—S—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 29 16:45:25.233 IST: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Jul 29 16:46:18 IST 2022

GE)
install add file activate commit command % 5247 L 721412, AT AFHBICY e— L E
T, VAT ALAEFETY) o— RTA30EIHD FHA,

A A M=)V ETEER

VT RT 2T DA LA RM—ANEFIZET LS, dirflash: 2~ RE2FEHALT, 79 v a
NR—=F 423 I 10 HOH L pkg 77 AN E 2 DD .cont Tr7ANNHDH L MR LE
R

a) dir flash:*.conf
Wiz, dir flash:* .pkg 2~ > FOHAFIZR LET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Mar 19 2022 09:52:41 -07:00 cat9k-cc_srdriver.17.09.01.SPA.pkg
475141 -rw- 70333380 Mar 19 2022 09:52:44 -07:00 cat9k-espbase.17.09.01.SPA.pkg
475142 -rw—- 13256 Mar 19 2022 09:52:44 -07:00 cat9k-guestshell.17.09.01.SPA.pkg
475143 -rw- 349635524 Mar 19 2022 09:52:54 -07:00 cat9k-rpbase.17.09.01.SPA.pkg
475149 -rw- 24248187 Mar 19 2022 09:53:02 -07:00 cat9k-rpboot.17.09.01.SPA.pkg
475144 -rw- 25285572 Mar 19 2022 09:52:55 -07:00 cat9k-sipbase.l17.09.01.SPA.pkg
475145 -rw- 20947908 Mar 19 2022 09:52:55 -07:00 cat9k-sipspa.17.09.01.SPA.pkg

475146 -rw- 2962372 Mar 19 2022 09:52:56 -07:00 cat9k-srdriver.17.09.01.SPA.pkg
475147 -rw- 13284288 Mar 19 2022 09:52:56 -07:00 cat9k-webui.17.09.01.SPA.pkg
475148 -rw- 13248 Mar 19 2022 09:52:56 -07:00 cat9k-wlc.17.09.01.SPA.pkg

491524 -rw- 25711568 Jul 29 2022 11:49:33 -07:00 cat9k-cc_srdriver.17.08.01.SPA.pkg
491525 -rw- 78484428 Jul 29 2022 11:49:35 -07:00 cat9k-espbase.17.08.01.SPA.pkg
491526 -rw- 1598412 Jul 29 2022 11:49:35 -07:00 cat9k-guestshell.17.08.01.SPA.pkg
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491527 -rw- 404153288 Jul 29 2022 11:49:47 -07:00 cat9k-rpbase.17.08.01.SPA.pkg
491533 -rw- 31657374 Jul 29 2022 11:50:09 -07:00 cat9k-rpboot.17.08.01.SPA.pkg
491528 -rw- 27681740 Jul 29 2022 11:49:48 -07:00 cat9k-sipbase.17.08.01.SPA.pkg
491529 -rw- 52224968 Jul 29 2022 11:49:49 -07:00 cat9k-sipspa.l17.08.01.SPA.pkg
491530 -rw- 31130572 Jul 29 2022 11:49:50 -07:00 cat9k-srdriver.17.08.01.SPA.pkg
491531 -rw- 14783432 Jul 29 2022 11:49:51 -07:00 cat9k-webui.17.08.01.SPA.pkg
491532 -rw- 9160 Jul 29 2022 11:49:51 -07:00 cat9k-wlc.17.08.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

dir flash:*.conf

iz, dir flash:*.conf 2~ > FOH Bl EZ R LET, 77 v aX—T 4 aD2>D
conf 7 7 A NVINIFEIR I TWET,

* packages.conf : HTIL <A A h—L L7z .pkg TrANVCEEBZONTET 714 L,

* cat9k iosxe.17.09.01.5PA.conf : 1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 7T v Tar—,
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Jul 29 2022 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Jul 29 2022 05:34:06 +00:00 cat9k iosxe.17.09.01.SPA.conf

ATFYT6 N— g DR

show version
A A=UREBNLZD, Z0a<wr REFEALTHLWAA—0R—D g UETERLET,

KD show version 2~ > ROHSBITIX, 7734 AD Cisco I0S XE Cupertino 17.9.1 f A — D
HHRPERINTOET,

Switch# show version

Cisco I0S XE Software, Version 17.09.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.9.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc..

<output truncated>

AR R=ILE—FTDODEY9HL—K

ZIZTIE BBV IV —ZNBMDY Y =R VA R—LE— RTH T T L— R 5FE%
RLET, VI MU TAA—TDOX T T L— REFATT HIZIE, boot flash: packages.conf
ZEM L TIOS B T 2 BE N H Y £,
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FIE

1R BHHEIIZ
ZOFEX, ROF T L — RO F U FTHEATEET,

o L—FREID ) 1) —X B&
Cisco IOS XE Cupertino 17.9.x Cisco IOS XE Cupertino 17.8.x LARTD U Y — 2

)

G¥)

HDHV)—AEEH L THLLEBAINTEZAS v TFETNEF LT L—RTHZLIITEE
Hh, EVa2—REAINEZY U —RL, ZOETLDOR/NI T NI 2T 3= g T,
FTARCOBEFEDON— R =T ZmfDON— R =7 LRLV V=T v 77— FT52 L
REIDLET,

ok s va ORI, ingal =~ Rz L T Cisco I0S XE Cupertino 17.9.1 2> & Cisco
I0S XE Cupertino 17.8.1 IZX V> 7 L— RJ 55O LD TY,

ATFTYTI1 7 V)V—=0T 97
install remove inactive
Toavwry REFHLT, FEMFEL TWDAHEICHWA VANV T 7 A NVET ) —
Ty 7L, 77y all 1GB U EOFEKEMHEE LT, LA A= 2 BELET,
WOFNL, ingall removeinactive =~ > REFEH L CREHOZ v AV E2 I V=0T v LT
LEDOHENERLTVET,

Switch# install remove inactive
install remove: START Fri Jul 29 11:42:27 IST 2022

Cleaning up unnecessary package files

No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:

Scanning boot directory for packages ... done.
Preparing packages list to delete ...

cat9k-cc srdriver.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.09.01.SSA.pkg
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File is in use, will not delete.
cat9k-webui.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-wlc.17.09.01.SSA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Fri Jul 29 11:42:39 IST 2022

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post_Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 19:52:25 UTC 2022
Switch#

ATYT2 FILWAA—VET Ty alla’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

ZOavy FEMALT, TFIP ¥ —"\nb 77 v a AEVITH LA A—VEa —
LET, location |%, IP 7 KL AEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MENDT 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 HAEH]
THHEAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.08.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.08.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.08.01.SPA.bin...

Loading /cat9k iosxe.17.08.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrerrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrerrererrrrrrrrrrrreeny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
dir flash:

ZOAaxy REFHLT, A A=—YNRT7 Ty vallERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 29 2022 13:35:16 -07:00 cat9k iosxe.17.08.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATvT3 7T— NEHERE

a)

boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf

Cisco 10S XE Cupertino 17.9.x (Cisco Catalyst9600 ') —X XA v F) JIJ—R/—Ft .



ZLYFYIrIT7OTvTIL—F |

B oxr—rz—rcogyorL—r

ATvT4

b) no boot manual

2L v FHBET — MIERETHITIE, Z0oa~vr FEEHLET, BREITAZ 1 R
Ay FLEMENES (nﬁéT%’)iE'/\)

Switch (config)# no boot manual
Switch(config)# exit

¢) writememory

Toaw U REFERALTC, T MREZRGFELET,

Switch# write memory
d) show bootvar

Zoavwy REMFHALT, 77— FE%# (packages.conf) & THE)7 — Ri%iE (no) ZHEREL
\ijqo

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

VT T 2T A A=V EA T T L—FR
install add file activate commit

Zoavw R EFEHALTC, A A—VEA A=V LET,

A A=V ET Ty arAEVICA—LEGEIE, TFTP y— kDY — 2 XA —UF 703
Tyva®Ar bF O EEHRELET,

WOFITIX, ingall add file activate commit =~ > R % L T Cisco I0S XE Cupertino 17.8.1
VTR 2T AA—T BT T2l VA=V LTWET,

Switch# install add file flash:cat9k_iosxe.17.08.01.SPA.bin activate commit
_install add_activate commit: START Fri Jul 29 21:37:25 IST 2022

*Jul 29 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install one-shot flash:cat9k iosxe.17.08.01.SPA.bin

install add_activate_ commit: Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.08.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.08.01.SPA.bin to standby
Finished initial file syncing
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--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.08.1
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Jul 29 21:45:21.695 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO

[RO] Finished Activate on RO

[R1] Activate package(s) on R1

[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 29 21:45:25.233 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Jul 29 21:46:18 IST 2022

GE)
install addfileactivatecommit =~ > RZFEITL7=%IC, VAT AIEEBNICI n—RFLET,
VAT A EFEFTY e— RTAHMETIHY THA,

N— g U ONER

show version
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AA=UREEB LIS, Z0avr FEEHLTHLWA A=Y DOAA=Va V2R LET,

GE)
V7" 2T ARA=%FZ 7L —RLUTH, ROMMON O XX—2 g VTHEIICE O 7
L—RFENFHA, BFEINTIREOE TR F9,

KD show version 2~ > ROHTIBITIX, 7734 AD Cisco I0S XE Cupertino 17.8.1 f A — D
BFHRNPEREINTNET,

Switch# show version

Cisco I0S XE Software, Version 17.08.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.8.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

Cisco StackWise Virtual 5 & U

FATIL RA—i\—/\ A #F

E 22— )LIER TO In Service Software Upgrade (ISSU)

Z Z T 5 FIEICHE > T, In Service Software Upgrade (ISSU) ZFfTL 4, Z Z Tt
T HFIAE, RORIRT Y U —RZOREH L TLEEW, ISSUY U —ZADHPKR—FEB X
OHEREINA U Y — A0 ZHHIC O WTIE, 20T 7=V V77 L VA S=aT )b
@ [In-Service Software Upgrade (ISSU) | #&M L T ZEWy,

1R BHIIZ
Z D ISSU FEIX, kDO F VA TOIRMEHTE E9,

TyvIFTL—FRIOY ) —R |FERTHITUFR S]]

Cisco IOS XE Bengaluru 17.6.x |install add file activate issu Cisco IOS XE Cupertino 17.9.x

commit

N/A

ISSUTCIX# v 7 L— K&+
R—FLTWERTA, F7
7 L—RlizonWTiE, 1
A R—=)LE— RTOE T
L—F (495—2) | #&MR
LTL7EEN,

N/A

FIE

AFv 71 enable
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HiME EXEC B— RAAICLE T, XAT—FE2AHLET (FERINEHED) .

Switch# enable

install add file activate issu commit

Zoavwy REFEHALTC, MFOAL v F~DARA—TVDE 70— R, RNylr—~DA
A= DY, FEICH ST AL v TFOT v F T L— e, +_TO7 v 77 L— RFIE
D—r oA FHEMEL £9,

Switch# install add file tftp:cat9k_iosxe.17.09.01.SPA.bin activate issu commit

WO, 1SSU FIEIZ X 5 Cisco I0S XE Cupertino 17.9.1 Y 7 b7 =T A4 A=V DA A
M=V ZRLTWET,

Switch# install add file tftp:cat9k_iosxe.17.09.01.SPA.bin activate issu commit
install add_activate_commit: START Thu Jul 19 06:16:32 UTC 2021
Downloading file tftp://172.27.18.5//cat9%k iosxe.17.09.01.SPA.bin

*Jul 19 06:16:34.064: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install one-shot ISSU tftp://172.27.18.5//cat9%k iosxe.17.09.01.SPA.bin
Finished downloading file tftp://172.27.18.5//cat9%k iosxe.17.09.01.SPA.bin to
flash:cat9k iosxe.17.09.01.SPA.bin

install add_activate_commit: Adding ISSU

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.09.01.SPA.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k iosxe.17.09.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install add_activate_commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install issu supported ---

--- Verifying standby is in Standby Hot state ---
--— Verifying booted from the valid media ---

--— Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on Chassis remote
[2] install remote package(s) on switch 2
[2] Finished install remote on switch 2
install remote: Passed on [2]

Finished install remote
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STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

*Jul 19 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 19 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 19 06:24:16.466: %SHMANRP-5-CHASSIS DOWN_EVENT: Chassis 2 gone DOWN!

*Jul 19 06:24:16.497: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_NOT_PRESENT)

*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Jul 19 06:24:16.674: SRF-5-RF _RELOAD: Peer reload. Reason: EHSA standby down

*Jul 19 06:24:16.679: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected switch 2 is no
longer standby

*Jul 19 06:24:16.416: SNIF MGR-6-PORT LINK DOWN: Switch 1 RO/0: nif mgr: Port 1 on front
side stack link 0 is DOWN.

*Jul 19 06:24:16.416: SNIF_MGR-6-PORT CONN_ DISCONNECTED: Switch 1 RO/0: nif mgr: Port 1
on front side stack link 0 connection has DISCONNECTED: CONN_ERR PORT_LINK DOWN_ EVENT
*Jul 19 06:24:16.416: SNIF_MGR-6-STACK LINK DOWN: Switch 1 RO/0: nif mgr: Front side
stack link O is DOWN.

*Jul 19 06:24:16.416: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is down

3
g
3
S

<output truncated>

*Jul 19 06:29:36.393: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

*Jul 19 06:29:36.392: $STACKMGR-6-STANDBY ELECTED: Switch 1 RO/0: stack mgr: Switch 2

has been elected STANDBY.

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Jul 19 06:29:42.257: SREDUNDANCY-3-IPC: IOS versions do not match.

*Jul 19 06:30:24.323: $HA CONFIG_SYNC-6-BULK CFGSYNC_ SUCCEED: Bulk Sync succeededFinished
wait for Standby to reach terminal redundancy state

*Jul 19 06:30:25.325: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)
STAGE 3: Installing software on Active

--- Starting install active ---
Performing install active on Chassis 1

<output truncated>
[1] install active package(s) on switch 1
[1] Finished install active on switch 1

install active: Passed on [1]
Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will load after reboot process is completed

SUCCESS: install add activate commit Thu Jul 19 23:06:45 UTC 2021

Jul 19 23:06:45.731: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot ISSU flash:cat9k iosxe.17.09.01.SPA.bin

Jul 19 23:06:47.509: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
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fp action requested
Jul 19 23:06:48.776: %PM

Initializing Hardware...

System Bootstrap, Version 17.9.1r[FC2], RELEASE SOFTWARE (P)
Compiled Fri 07/19/2022 10:48:42.68 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn
C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Jul 19 23:08:30.238: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:

Waiting for 120 seconds for other switches to boot

E
Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

Jul 19 23:14:17.080: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit

Jul 19 23:15:48.445: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU

show version
TDavwry REHEALT, FrLWA A=V DONR—=V g VEERLET,

W show version =~ > RO ABITIE, 7731 Z®D Cisco I0S XE Cupertino 17.9.1 4 2 — 0
BWMNFRINTWET,

Switch# show version

Cisco I0S XE Software, Version 17.09.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.9.1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

show issu state [detail ]
Zoawry REFHALT, ISSU et ARMREIREIZZ > TV RN E 2R LET,

Switch# show issu state detail
--- Starting local lock acquisition on chassis 2 ---
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Finished local lock acquisition on chassis 2
No ISSU operation is in progress
Switch#
ATv 75 exit
FFHEEXEC E— &K T L, =—¥#—EXECE— NIZRED £,

J4—ILKTAGSTIILT—rTZLADIN—23 200D
7w ITTL—F

T4—=NV KTl TV — KT LA (FPGA) 1. VA3 AL vF LITFEESTEZ T T T
VTN RAEY TNRAAO—FETT, ZblE, FFEOHEMAMIEDIERZ FIHEIC T 2 s E Al
REZRERER AR T,

BAED FPGA /N—2 3 U ZiERT 5121, 10S & — KT show firmwareversionall =< > K%
AJ19 575>, ROMMON £— K Cverson-v 2> REZ AN LET,

Y

GE) T R_RTDOY 7 " 2T VY —RATFPGADNASN—a UNEEINLEZDITTIZH Y A,

 NR—=V g VOEFRIL, BEOY T N =TT v L — RO—E & LT T, iziBn
DFNEZEFITTLH2HETIH Y FHA,
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+ Cisco Bug Search Tool (59 ~X—73)
« Cisco I0S XE Cupertino 17.9.x DRI DR EL (59 _—)

» Cisco 10S XE Cupertino 17.9.6a OfRE D AREA (60 =—7)
» Cisco 10S XE Cupertino 17.9.6 DfERFE DAL LA (60 ~<—)
» Cisco IOS XE Cupertino 17.9.5 OfifR-EH DR EE (60 ~—)
» Cisco 10S XE Cupertino 17.9.4a DfERFADREAE (60 —)
« Cisco IOS XE Cupertino 17.9.4 Ok A DA EA (

» Cisco I0S XE Cupertino 17.9.3 DR EH DR EE (61 ~X—
WMWKEXEQWMNU92@m&ﬁ#®TAE(

« Cisco 10S XE Cupertino 17.9.1 Of#iRE DA EA (

Cisco Bug Search Tool

CiscoBugSearchTool (BST) ZfEH7 5 &, /X— b F—LBFHRITHL, VI —X, F—U—
RIZESNWTY 7 My =T NTHRBE L, AT, /i, A=V a R E0FET - 54
FIdrZemTEFET, BSTIE, xy hU—7 VURAIJEEBIOT A AD RN T TV a—

T A TITBNTHRELZ R ESEL LIRS TWET, ZOY—LTiE, Z7L7 v
X IMTEEDNWTANT 2T 4 v Z L, BBANZET 2585 LONEI DT E 2 — a4k
HTEHLTEET,

MBEOFEM AR RT 51X, IDE27 Y v 7 LET,

Cisco 10S XE Cupertino 17.9.x DK EZRDFES

ID RHL

CSCwh01883 C9600X-SUP-2 : T v 77 L—R/ZTT A<V )= a UMEE L T\ 555
4. LC B IOFPGA D Z—/LF ) — g Ui bEEITX 220
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B cisco 105 XE Cupertino 17.96a DRRFADOFES

Cisco 10S XE Cupertino 17.9.6a D fZ; R FHDATEE

ID

RHL

CSCwm57734

Dotlx $EAFEHK : VLAN 2 DHCP TIP ZE D Y THZ LN TX 2

Cisco 10S XE Cupertino 17.9.6 D R EHDFEE

ID

RaiL

CSCwk36796

B 100FX SFP\u2019s D H A X <~ —F A ZATF 4 AN F 4 TF—
RN %

Cisco 10S XE Cupertino 17.9.56 D fZ R FAH DA EES

ID

RHL

CSCwi01706

C%%RﬂC%WJkiUC%@ﬂ%OIWM@E]EMWMdelﬁw
FHEEMAMECBIT D GLC-TE U 7 o

CSCwh39191

VULCAN : 77 > M LA D7 7 LEFIZET 2% syslog D7 7 3,
2wy FFFHMNIEL 72N

CSCwe95691

PnP | Cat9k 73 IP 2415727 R L 0.0.0.0 TIE72< 192.168.1.1 Z i L T
DHCP # i % %1595

CSCwil0405

[NEAT]) fliE->7cA VX —T 2 A AZ{FET AL T 4 v 27 MACT RL A=
VRUMNCISPIZEoTA U A= END

Cisco 10S XE Cupertino 17.9.4a DR EFHDAEE

ID

RHL

CSCwh87343

CiscoIOS XE YV 7 h 7 = 7 D Web Ul 123317 B Kb F-k D Wags

FEHBIZ DWW TIX,  [Security Advisory: cisco-sa-iosxe-webui-privesc-j22SaA4z |
BT TEEN,
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http://cdetsweb-prd.cisco.com/apps/dumpcr?identifier=CSCwk36796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi01706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh39191
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe95691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi10405
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh87343

Cisco 10S XE Cupertino 17.9.4 DR FHDFEE

Cisco 10S XE Cupertino 17.9.4 DfZ R FH DA EES

ID

RaL

CSCwe33886

17.9 A4 > A h—/V oper DB 7 = Y 73 xpath install-oper-hist ~¢ DB 7 = U T
T —ZilkY

CSCwe36743

YR T g UEE - 7T v a -SSH- AAA Z IV — TR E DL IR

CSCwe96441

27 —HIfNL Cat 7T v 7+ — L TITEHATE 2V, cat9500HP
THRETED

Cisco 10S XE Cupertino 17.9.3 D fZRFH DA ES

ID

RaiL

CSCwb53649

100G : snmpwalk C DOM fE73 1E L < 7] S #1720

Cisco 10S XE Cupertino 17.9.2 DR FH DA EES

ID

RHL

CSCwb91153

—_—_—

lshow sdm..] DZE4TH1¢ htm_xml_parse_htm_section T® fed main_event
AV —7

Cisco 10S XE Cupertino 17.9.1 DR EHDFEE

WOMBIXIZ DY U — A TR FE T,
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