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CE) ZOBREXAZICEHINTWATTO match =2~ > RIZMHETT,

FIE
ARV KRFERETY a3 Y B

7w 71 |enable ¥ EXEC E— N2 AN LET,
i - TurT P RRRFENTHARAT = R
Device> enable J\jj Li?o

Z 5w 72 |configureterminal Jua—N) arZ4FXalb—va
%l - E— NEBABLET,
Device# configure terminal

R w 7 3 | flow record flow-record-name 77— La— RKEERL., 7a— L
Bl - a—Raryy4Fal—rarE—F
Device (config) # flow record ke L ET
vxlan nf record input
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ERETHILEHRLE
7
AT T4y 7 DT7r—V
a— RiZinput ¥ —U— K73
E SN 7 match ==~ > K73
bHZ L EHRLET,

MO N7 40y 7070 —1
= — R{Z output ¥ —U — R
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ATV

match datalink vlan {input | output}

1 -

Device (config-flow-record) # match
datalink vlan output

VLANID (AEZH I v 774 v
J ) ZFNF 7u—La—RDx—
TA4— IV RELTRELET,

(G¥)  vlaninput ¥ X UF vlan output
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ATy TH

match routing vrf input

1 -

Device (config-flow-record) # match
routing vrf input

VRFID (AN E7dthhvo 7 47
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DT DI TT,
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match vxlan vtep {input | output}
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Device (config-flow-record) # match vxlan|
vtep output

input ¥ —U— KX, ¥¥7F v i
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AT 71 |match vxlan vnid VXLAN VNIID #, FNF 72— L =1—
151 RDOXF—7 4 — L FELTRELET,
Device (config-flow-record) # match vxlan
vnid

ATv 78 |end ¥t EXEC B— RICREY £,
& -

Device (config-flow-record) # end

JA— IO AR—FDHRTE

VXLAN %t FNF D7 0 —T 7 AR —H R ET DL, WOFIEEZFZEITLET,
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ARVKRFERERETY VY
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ATy T

enable
e

Device> enable

it EXEC E— FE A LET,

Ta s RRFRIRENTEHNAT— R
AN L%,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NLBABLES,

ATvT3

flow exporter flow-exporter-name

1

Device (config)# flow exporter el

Ju— T J AR—HEERL, 7a—
T ARN—HF a7 4 FXal— g
E— FEBRBLET,

ATv74

destination ipv4-address
f

Device (config-flow-exporter) #
destination 172.16.103.2

T AR—ZIZIPVA SEET FL A E7-
IR A NG ERELET,
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X 75 | source interface-type interface-number S X N7 5E.5E T NetFlow =2 % 7 4 |2 F|
151 - ET LIS o4 =T A R
ZHEELET,

Device (config-flow-exporter)# source
TenGigabitEthernetl/5/0/3 PETLIPT RLART 7T w2y =k

IL—EThdILaERLET,
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TO
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Device (config-flow-exporter) # ttl 4 L/EEﬁfo
HPAIL 1 ~255 8T, 7740 ME
255 ¢,
ATy 77 |transport udpport-number NetFlow = L 7 Z (ZH3#E 2 72 DI A
Bl - $% UDP R— h 245 L £,
Device (config-flow-exporter) # transport

udp 2055

AT v 7 8 |export-protocol {ipfix | netflow-v9} T 7 ZR—HF Tl & % NetFlow — 7

Bl - AR—=F 7B bIVON=T g Uk
fﬁﬂ]\/iﬁ—o

Device (config-flow-exporter) #
export-protocol ipfix

AFw79|end HHE EXEC E— RICRED £,
B -

Device (config-flow-exporter) # end
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AT w71 |enable it EXEC E— RZAMIC L ET,
i Ta T SRFRRINICHNRAT — N &
Device> enable J\jj Lij—o

R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
Bl T— BB LET,
Device# configure terminal

R w 7 3 | flow monitor flow-monitor-name TJu— EFT=HEEKRKL., Ta— F=H
i - a7 4 F¥alb—var E— REE
Device (config) # flow monitor LET.
vxlan nf monitor_ input “phawy RTIE EJET?O) TH— F—

AEERTHIEHLTEET,

R T 74 |exporter flow-exporter-name PENZER SNz 7 a—= 7 AR—=Z D
Bl EHIEREL, RESh7R—E=y
Device (config-flow-monitor) # exporter L:E‘Q@H‘”’i—gﬂo
el

R w 75 |record flow-record-name Ju— = H—DlLa— RKEHEELE
i) : ¥
Device (config-flow-monitor)# record
vxlan nf record input

RTwv 76 |end F¥iME EXEC £— RIZED £,
i) :
Device (config-flow-monitor)# end

NVE 4 >4 — 7 = 4 X _LE® Flexible NetFlow D)% F

VTEP DNVE A v #Z—7 = A AIZVXLAN X IENF #3895 121E, ROFIEEZEITLE T,
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AT w71 |enable Kb EXEC T— RE2ADMC L ET,
f1 T T IRRREINTCHNNAT — R
Device> enable ATLET,
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AU RFERETOVa Y
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R Fw 72 | configureterminal Fua—_)ary 7 4 ¥al— gy
Bl T FEBIALET
Device# configure terminal

AT 7 3 | interface nve-interface-number v =7 f8b= > (NVE) A
Bl =7 = ABBEIEL T, A 25—
Device (config) # interface nvel 7:&/]’ A 2T A Falb—varst—

RZBRtE L £,

R Fw 74 |ip flow monitor flow-monitor-name{input | A J,%4 v £ 7 13H 17347 ~ RO NVE
| output} A B —T 2 A AT IPv4 70— E=
5l 2 — % BT 9,
Device (config-if)# ip flow monitor
vxlan nf monitor_ input input

R T 75 |ipv6 flow monitor ATy NETIIH )23 FONVE
flow-monitor-name{input | output} Ao B —T = A AT IPv6 7 H— F=
f5i Z —Z BT £,
Device (config-if)# ipv6é flow monitor
vxlan nf vémonitor_ input input

RTwv 76 |end e EXEC £— RIZEY £,
fl

Device (config-if) # end
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% 1: VXLAN %155 Flexible NetFlow % B39 % 1=sh D VTEP 1 D&

VTEP 1

<snip:

match
match
match
match
match
match
match
match
match
match
match
match
match
match
match
match
match
match

match
match
match
match
match
match
match
match
match
match

Leaf-01# show running-config

flow record vxlan nf record input

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow record vxlan nf record output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

only config relevant to vxlan netflow is shown>

datalink vlan input

datalink mac source address input
datalink mac destination address input
routing vrf input

ipvd ttl

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port

transport destination-port
transport icmp ipv4 type
transport icmp ipv4 code
transport igmp type

interface input

flow direction

vxlan vnid

vxlan vtep input

vxlan vtep output

datalink mac destination address output
ipv4 protocol

ipv4 source address

ipv4 destination address

transport source-port

transport destination-port

datalink vlan output

vxlan vnid

vxlan vtep input

vxlan vtep output
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VTEP 1

flow record vxlan nf vérecord input
match datalink vlan input

match routing vrf input

match ipvé protocol

match ipvé source address

match ipvé destination address
match transport source-port
match transport destination-port
match vxlan vnid

match vxlan vtep input

match vxlan vtep output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
!
flow record vxlan nf vé6record output

match datalink vlan output
match ipvé protocol

match ipvé source address

match ipvé destination address
match transport source-port
match transport destination-port
match vxlan vnid

match vxlan vtep input

match vxlan vtep output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
!
flow exporter el

destination 172.16.103.2

source TenGigabitEthernetl1/5/0/3
ttl 4

transport udp 2055
export-protocol ipfix
!
flow monitor vxlan nf monitor input
exporter el

cache timeout inactive 100

cache timeout active 100

record vxlan nf record input

!
|
flow monitor vxlan nf monitor output
exporter el

cache timeout inactive 100

cache timeout active 100

record vxlan nf record output

!
|
flow monitor vxlan nf vémonitor input
exporter el

cache timeout inactive 100

cache timeout active 100

record vxlan nf vérecord input
!
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VTEP 1

flow monitor vxlan nf vémonitor output

exporter el

cache timeout inactive 100

cache timeout active 100

record vxlan nf vé6record output

!

interface nvel

ip flow monitor vxlan nf monitor input input

ip flow monitor vxlan nf monitor output output
ipvé flow monitor vxlan nf vémonitor input input
ipvé flow monitor vxlan nf vémonitor output output
!

Leaf-01#

PV AATO—E=Z2 Xy vy aHADHEDR
WIZ, VTEP 1 TOIPvA A7 u—F=FFx v v a B ZHERT 5= Hfil%
ARLUFET,

Leaf-01# configure terminal
Leaf-01 (config)# show flow monitor vxlan nf monitor_ input cache format table

Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 4
Flows added: 8
Flows aged: 4
- Inactive timeout ( 100 secs) 4

DATALINK VLAN INPUT
ID INPUT

DATALINK MAC SRC ADDR INPUT
IPV4 SRC ADDR

DATALINK MAC DST ADDR INPUT IP VRF
IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT

ICMP IPV4 TYPE ICMP IPV4 CODE IGMP TYPE INTF INPUT FLOW DIRN VXLAN
VXLAN VNID VXLAN VXLAN VTEP INPUT VXLAN VXLAN VTEP OUTPUT IP PROT 1IP TTL
bytes long pkts long time abs first time abs last
13 AAAA.CCCC.1003 AAAA.BBBB.1003
(13vni5001) 192.168.13.3 192.168.13.2 0
0 0 0 Null Input
10013 2.2.2.2 1.1.1.1 61 64
43517376 43172 14:00:41.391 14:01:34.391
11 AAAA.CCCC.1001 AAAA.BBBB.1001
(13vni5000 192.168.11.3 192.168.11.2 0
0 0 0 Null Input
10011 2.2.2.2 1.1.1.1 61 64
43517376 43172 14:00:41.391 14:01:34.391
10 AAAA.CCCC.1002 AAAA.BBBB.1002
(13vni5000 192.168.10.3 192.168.10.2 0
0 0 0 Null Input
10010 2.2.2.2 1.1.1.1 61 64
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43517376 43172 14:00:41.391 14:01:34.391
12 AAAA.CCCC.1004 AAAA.BBBB.1004 3
(13vni5001) 192.168.12.3 192.168.12.2 0 0
0 0 0 Null Input
10012 2.2.2.2 1.1.1.1 61 64
43517376 43172 14:00:41.391 14:01:34.391
Leaf-01#

P ATDO—FE=2 X v v aHADHEDR
WIZ, VTEP 1 TOIPVA i 7 a—F=FF v v a B #MHET 5= 0 1%
RLUFET,

Leaf-01# configure terminal
Leaf-01 (config)# show flow monitor vxlan nf monitor output cache format table

Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 4
Flows added: 8
Flows aged: 4
- Inactive timeout ( 100 secs) 4

DATALINK MAC DST ADDR OUTPUT IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST

PORT DATALINK VLAN OUTPUT VXLAN VXLAN VNID VXLAN VXLAN VTEP INPUT VXLAN VXLAN
VTEP OUTPUT IP PROT bytes long pkts long time abs first time
abs last
AAAA.CCCC.1002 192.168.10.2 192.168.10.3 0

0 10 10010 1.1.1.1 2.2.2.2
61 44812536 43172 14:00:41.391
14:01:34.391
AAAA.CCCC.1004 192.168.12.2 192.168.12.3 0
0 12 10012 1.1.1.1 2.2.2.2
61 44812536 43172 14:00:41.391
14:01:34.391
AAAA.CCCC.1003 192.168.13.2 192.168.13.3 0
0 13 10013 1.1.1.1 2.2.2.2
61 44812536 43172 14:00:41.391
14:01:34.391
AAAA.CCCC.1001 192.168.11.2 192.168.11.3 0
0 11 10011 1.1.1.1 2.2.2.2
61 44812536 43172 14:00:41.391

14:01:34.391

Leaf-01+#
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IPV6 ANTO—FEZ5F vy LaHHDHER

WIZ, VTEP 1 TOIPv6 AS)7a—F=FF v v a B EHEET -0 %

/j—_\‘]\/i—g‘o

Leaf-01# configure terminal

VXLAN 5 F& Flexible Netflow 0 2% % {51 .

Leaf-01(config) # show flow monitor vxlan nf vémonitor_ input cache format table

Cache type:

Cache size:

Current entries:

Flows added:

Flows aged:

- Inactive timeout

IPV6 SRC ADDR

TRNS SRC PORT

TRNS DST PORT

Normal (Platform cache)

10000

4

IPV6 DST ADDR

VXLAN VXLAN VNID VXLAN VXLAN VTEP INPUT

VXLAN VTEP OUTPUT 1IP PROT bytes long pkts long time abs
time abs last
192:168:12::3 192:168:12::2
10012 2.2.2.2
59 43517376 43172 14:00:
14:01:34.391
192:168:10::3 192:168:10::2
10010 2.2.2.2
59 43517376 43172 14:00:
14:01:34.391
192:168:13::3 192:168:13::2
10013 2.2.2.2
59 43517376 43172 14:00:
14:01:34.391
192:168:11::3 192:168:11::2
10011 2.2.2.2
59 43517376 43172 14:00:
14:01:34.391
Leaf-01#

VXLAN
first

VXLAN %/ Flexible Netflow D35 ]



VXLAN %iJis Flexible Netflow D% |
B vxuan st Flexible Netilow 08541

l  VXLAN 35 Flexible Netflow 0 3% 5



	VXLAN 対応 Flexible Netflow の設定
	VXLAN 対応 Flexible Netflow に関する制約事項
	VXLAN 対応 Flexible Netflow に関する情報
	VXLAN 対応 Flexible Netflow の設定方法
	フローレコードの設定
	フロー エクスポータの設定
	フロー モニタの設定
	NVE インターフェイス上の Flexible NetFlow の設定

	VXLAN 対応 Flexible Netflow の設定例


