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Warning: SSH command accepted but this CLI will be deprecated soon.

Please move to new CLI “ip ssh server algorithm authentication”.

Please configure “default ip ssh server authenticate user” to make the CLI ineffective.
default ip ssh server authenticateuser =~ > R&{#H L T, ip ssh server authenticate user
avwy REEHICLET, D%, 10SEF=T7 =/ (SSH) ¥ —/3—|F ip ssh server
algorithm authentication =~ > RZ&fEH L CitEh L £,
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SSH ZEE A X.509v3 SEFRZ DR FE A E

Z 2T, SSH ERFEA D X.509v3 FEBZEDRE FIEIZOW T LE T,
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configureterminal
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Device# configure terminal
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ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

fi
Device (config) # ip ssh server algorithm
hostkey x509v3-ssh-rsa

RA N =TIV XLDNEF % EFH
LEd, B¥=7 =/ (SSH) 7 Z
AT hexrIvZ—FENDHDIL, &
EEHDOT NI XLDIHTT,

) I0SSSH #—/3—{Zi&, 12
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FTY R ABLETT,
e ssh-rsa : AR F—~—

AR

* x509v3-ssh-rsa : ZEHHZE

A= ARREE
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ip ssh server certificate profile

1 -

Device (config) # ip ssh server
certificate profile

P —R—FEET T 7 7 A LB LV —
P—FEAE T 7 7 7 A V& E L, SSH
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varE®E—REMMBLET,
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server
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Device (ssh-server-cert-profile) # server|
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BRtR L E
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trustpoint sign PKI-trustpoint-name
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Device (ssh-server-cert-profile-server) #
trustpoint sign trustl
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ocsp-response include
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Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£&) Online Certificate Status Protocol
(OCSP) DJHE F 721X OCSP A7 —7
Vo 7Y — GERE L —ICEE L E
@—O

GE) T4/ NTIRHRIDavwy
RO no 3% E ST
V. OCSP ST — " —iiE
HE L —RICITERFE SR E
A,
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end
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Device (ssh-server-cert-profile-server) #
end
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enable
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Device> enable
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configure terminal
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Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATFvT3

ip ssh server algorithm authentication
{publickey | keyboard | password}
fl

Device (config) # ip ssh server algorithm
authentication publickey

A—YREFET T R ADIEFEEFE L
¥4, EX¥=27 =L (SSH) 7 T4
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VAN G
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D

ip ssh server algorithm
authentication 2~ > K
% ip ssh server
authenticateuser ==~ >/
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AT 7 4 |ip ssh server algorithm publickey NF— TN TY XLADIAF & ER L
{X509v3-ssh-rsa [ssh-rsa] | ssh-rsa F9, SSHZ FA4 7 v Mo ko Ta—
[xS09v3-ssh-rsal} PRI T SND DI, REFHOT
i : LT XADIHTT,
Device (config) # ip ssh server algorithm = N -
publickey x509v3-ssh-rsa () SSH 7 7j|)z/ DSEN
DL D RBEE AP —
TNT Y ZLPLETTY,
* ssh-rsa : ABF—~—
AR
* X509v3-ssh-rsa : FIEAAE
N AR
R w75 |ipsshserver certificate profile P—R—FFHET o 7 7 A LB LN —
Bl - P—REAETn 7 7 A VEBE L, SSH
. . . GEAET R 7y a7 4 X2 b—
Device (config) # ip ssh server }
certificate profile vary E—REBLET,
AT 76 |user a—WIAHET T 7 7 AV ERE L,
i - SSH #— NitHE T v 7 7 A )LD —
Device (ssh-server-cert-profile) # user %* :I>/;74’iF:LL/HAi/a y/q}~«]€%ggﬁ
BLUET,
Z w77 |trustpoint verify PKI-trustpoint-name ZE L —ViEHEOHERIZHER S
Bl - LHUHF— AT TANT I Fx
Device (ssh-server-cert-profile-user) # (PKD }\ 7 A }\ ﬂ<4 v ]\ %g&“i L/i
trustpoint verify trust2 7fo
GE) [ U2~ REEHE 94T
THILT, HEDOFT R
FARA L P ERELET,
RKR10D b7 A MARA B
ERETEET,
R T 78 |ocsp-responserequired TE) ZELa—ViEICLD

1

Device (ssh-server-cert-profile-user) #
ocsp-response required

Online Certificate Status Protocol (OCSP)
DINEOFEAZFER L ET,

GE) TNV NTIEZIDavyr
RO no B ek E ST
V., 2—H—FEAEITOCSP
JRE R L TR ANLNE

R
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end

1

Device (ssh-server-cert-profile-user) #
end
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T L. FHHEEXECE— RIZEY 7,

SR RRA D FERREDRE & T/ RAEAEDERK
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FIE
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ARV RFERRTO Y
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enable
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Device> enable

¥iME EXEC T— F&EATIC L £,

Ta T ERERINTZHRRAT— R
AN LFET,
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configure terminal
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Device# configure terminal

Ja—nR_) a7 4 F¥al—g
FT— FEBBLET,

ATvT3

crypto pki trustpoint name

51

trustl

Device (config) # crypto pki trustpoint]

N7 A RRA L FBIORESNIZA
AiZES LT, CA NTARKRAL b

Ay 74 ¥al—grET— K&h
LET,

ATvT4

enrollment url url

51

http://10.1.1.10:80

Device (ca-trustpoint) # enrollment url

T A ADGEEE R 24595 CA
@ URL ZHHE L E7,

ATy Th

revocation-check none

51

Device (ca-trustpoint) #
revocation-check none

AEAEOHGE N B SN D Z L 2 RE
L/i—a—o

ATvT6

rsakeypair key-label [key-size
[encryption-key-size]]

&1

Device (ca-trustpoint)# rsakeypair
trustl 2048
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key-label B%f % 0 % — 7 I8 E 721
EL720, &5\ T auto-enroll
regenerate 1~ > RRFIT S NG A
BRERIREIZ key-label 518 & O F—~7
WAERSIET,
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F—Z AT 57200 key-size 51 5 &
FR7E L. encryption-key-size 5|5k % ¥5 &
LT, ERlorEk, B4¥x—., B&X
OGEEAER L ET, key-sizes|# D
FPHIL 512 ~ 4096 T, key-size &
encryption-key-size [X[F] U A X T2 lF
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ETHZ LRI EEA,

G¥) Zhavwy RRA X —T )
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Device (ca-trustpoint) # exit v A Fal—arE— Pa:ﬁ% v i
—§—O
Z 5w 58 |cryptopki authenticate name CAGEAEZEZHGL T, RAELET
i - FERETZ A =TV Ty
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evice (config)# crypto pki B 3
authenticate trustl Y=V N EeT T Liﬁﬂo
GE) CAFEHIEN 2 7 4 F 2
L=y g AZdTiir—F
STV DEE, Zoav
v RIEA T v a T,
ATY 70 9 Cl’ypto pk| enroll name EEE»% %%ﬂ?ﬁﬁﬁﬁﬂ %‘ﬁ'_/“—ﬁl‘%% é
5l - . = S—I8ID E LT A A
- . . BERTLET, EHEERI L —4
evice (config) # crypto pki enroll N
trustl DFQDN B LWNIP 7 KL RAEFDH D
ME DM EOBGEIERE RO HIVE
—§—O
X w710 |show crypto pki certificates (EE) m— /LA — N—FrER L
Bl - O, FEREICHET B AR L E
Device (config)# show crypto pki kR
certificates verbose trustl
RDERY

DB ERA T L a 2 L CREAEZ A > A b=/ 9 5 FIEOFEMIC OV TR,

D RSA *—DEM] 2L TLEEN,
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AT w71 |enable it EXEC =— RZHDC L ET,
1 - T T IREREINTEHRAT— Ry
Device> enable j\jj Li*ﬁ,

AT 72 |showip ssh BEREIN TWERIE TR EFR R LE
#l - T, AEHER—ZFRIEOFEH Z MR T 5

\Z1&. x509v3-ssh-rsa 7 /L = U X LNRER
EFHDRARN =T NI XALTH
SSH Enabled - version 1.99 AT <1: é‘)%%}g Li—g’—o

Authentication
methods :publickey, keyboard-interactive, password
Authentication Publickey
Algorithms:x509v3-ssh-rsa, ssh-rsa
Hostkey
Algorithms:x509v3-ssh-rsa, ssh-rsa
Authentication timeout: 120 secs;
Authentication retries: 3

Minimum expected Diffie Hellman key
size : 1024 bits

Device# show ip ssh

SSH ZESF A X.509v3 iEBAZE D 5 E 51

ITHEL FUSAGERE R L — ks RO — SO IR R LE T
Bl . = N—FREET DR IEBAE Z AT 51D SSH F—/\—DEE

ZOBITIE, = AN—FRFEH DT X NFEE AT 27290 SSH % — /S — DR E
TR LUET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa

Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl

Device (ssh-server-cert-profile-server)# end

15'] : :l-_-'js an.xnIEFHo) T “\/)-l )[/ Eﬁﬂigﬁﬁntud—éf_&)o) SSH 'U'_/\_ n&i

ZoBTI, 22— —REAHO 2 —F —DF D X LAFIAER L[RSS5 7-H D SSH #—
N—DRESTEERLET,
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Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end
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fECcE £,
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Cisco Feature Navigator Zff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MEH A /R CT& £7°, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 7226 7
7EALET,
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