72 el S = WL I e

e R—h X2V T 4 ORHESME (1 <—)

e AR—F X2V T4 OHIFIEE (13—)
—h X2 VT O 2 —)

e AR—h X2 VT 4 OEEHE 8—)

e AR—h X2V T 0 OREH (17 2—)

e AR—hF X2V T 4 OMREOERE (18 ~—)

R—b X2 T4 OEHREH

BREEZA =T 24 AL TTTICREESNTWDEIEF 2T 7 RL A0 L W /NS WEIZE
TFLEH2ETHE, a~vr FRESSINET,

R—bktEFal)T1OFEE

e AA Y FITHRETEXAEX 27 MAC T RLADEREIL, VAT LATHAINTNDS

MAC 7 RLADEREIZ L > TR ED 3, ZOfEIEL, EHFER MACT RL X (£
DD VLA ¥ 2HERERCA V H—T =2 AZEESNTZZEDOMDOEF 27 MAC T RLAT
fEHENS MACT RLRA&ETy) OREizRLET,

e /h— bEFX =V T 1%, EtherChannel f > Z—7 = A ATIEIVAR—FENTWEHA,
e R —hrEX2UT 41X, T4 X—F VLAN R— FTIEV AR — FINLTWEREA,

« 802X FWiFA v H—T 2 A ATIEIR— b EF 2V T A ZHADN LN 2B L
7T
R—=FCR—=bEF2 VT A NT 4 —T NI R TWBGE, ==V T XA ~—LF
TIT AT A EATNELERESINTNDZDH, Bm— F EDR02.1XtE v ¥ a ITHIER X
NET, 802.1XE v a UNHIBRENARNEDIZTDHIE, A—bEx=2V 7 1 288
THEXIL, WOa~<w REHIBRELTC, ==V I X A~—LIET VT 4T XA T 5y
W LET,

* switchport port-security aging time 1

A—rexau7+¢ I}



K—reFausq |
B creravrom=

* switchport port-security aging typeinactivity

T VT 4T HA v BRERFAIL, (R b EXa) 7 2=V S ORI LR
El OEEBRLTZE,

_R—bktEXa) T2 OHEE

R—bkEF1UFa

Kb ExF=a VT A HEZHENTLE. A= b ~OT 7 ¥ AZFATHAT— 2 D MAC
T RUVAZHIRBL O T, A F—T =2 A~DANEHIRTEET, £FaT7 K-k
IZEF 27 MACT RLZAZEIDYTHE, R— MIERSNET FLR T A—TLUND%EGE
T RUREFFORr y Mt LER A, EF% 27 MAC T RLA$E [ DICHIRL, H—
DEF 27 MACT FLAZEIDYTDH L, ZOR— MIERESNZY—7 AT —a |2,
N— b ORIIEERDPRFE S L E T,

X aT R—FELTR—FEREL., BEX 2T MACT FLARRAREITE LSS, R—
MZT 7 BAZRRLDAT—a O MAC T RLUAREN SN zEF 27 MACT KL AD
WIFNEL—HELR2WDOT, EX 2V 7 4 EBEXKPEELET, /2, D EXF2T KR—rET
X 2T MACT RLARHREZLIFFEEINTVWDEAT—va i, BlotxaT R—hZ
TI7REALEIELEEEICH, ERXOT T TN THNET,

EF217MACT7 FLRADAZA T

2L v FIF, ROEF2T7 MACT RLA ZA4 TFHYR—FLET,

e AXT 4w 7 EFxF 2T MAC T KL X : switchport port-security mac-address mac-address
A H—=Tx2AfAary74Xal—varyavy RefALTCEHTRESN, 7 KL
AT =T IR SN, A v TFOETary 7 4 Falb—va BNENET,

e HAFIvI EXaT MACT RLA : BIUICERESNTT RLA T—7 WD BRAT
I, A vy FOBEBRFICHIBRINE T,

AT 4 vF—FF2T MACT RL A BIWICHEET 220, FEITRETDHZLELT
XFET, TRUVAT—TNMIRGFEN, EfTar74FXFab—raviaBmanEd, =
DT RLARAL T 4 FX2b—a 77 ANVIBRFEINTWND & AL v T OFERERE
WA =T oA RAIINOZECHERET DILERH D EH A,

B A—rtefausa



| R—rtFa2u74
MAC7 LR T—T DT 74+ )L MEETE .

MAC7 FLR T—TJILDT I+ FERTE
WDFEIZ, MACT RL A T—T7NLDF 7 )V bk iExa R LET,

RI:MAC7 FLADT 74+ FERTE

1 T4 FERE
TV HA A 300 7

A FIv 7 T RLA H &) 7H
AT 47 T RLA RFRIE

MAC7 FLRX T—JILDERL

T_RTOR—FTHR—FENLEHDOMAC T FLZZFEH LT, thoxy hU—27F 34
AT AL A DT XTOR— MR TEET, 75 AL, FF - b TRETL 7 b
DEFETLT RLAZREL, 7 RLAT—T LT KL A EZNCEEfHT bR — &S
BEMTAHZ LT, BT RLABREEZITWET, *y NV —27 TTF /A ADBEMNE
TATHIBRDM TN D &, TAAL AL >TT RLAT =T AREHF SN, LWL A FI v
T RUABNBIME, RIS TWRWT RU AR £,

TV T A= NE, TR VICRESINTWET, 727 L, T35 AIZVLAN &
LIZT RUAT—T L &HEFF L, STP IC L - T VLAN HA. CHRIM 28 HE T £,

TNRAAF, ZIELTZXr Yy FOSIHT KL RZHESNT, EEOMAEDEOR— TR
oy REFHELET, T3 ZAE, MACT RLATF—7AEFHT A LIckoT, 5857
RUZIZBEM T Bz A— MZREL Ty hEERELET, 58T RLABR Ry b
BEELER— D ECHIEHE. X7y MIT7 4 X2 ) TS, kS nFEFtA, 72
ARE, WICARNT T R74 U= REREZMERHLET, 207D, ZRery Menoie
IMEIEL T2 T =NV E L T biak LEd,

AT4YFEFXFa2T7MACT FL R

AT A4y F—= T == TEAR—TNVIT DL, AT IV IMACT RLAZ AT £ v F—
TXF2T MACT RLARIZEH L CETI L 74 X2 b—2a VIZEBENTAL YA 02—
T2 AERETEES, AV F—T2A RIAT 4 v F T—=0 TBRA RX—T MR DHENT
FELELDEED, TRTOFXAFTI V7 X227 MACT RLRAEZ AT 4 v¥F— tFa
TMACT RVAIZEMLET, §NTHORT 4 vF—EFaT MACT FLRFFETa
T4 X lb—va L lBEnET,

AT 4 vF—FBF2T MACT RLRIL, av74FXal—ay 7740 (RAA v F 0N
HEENSNAT- N SNAAT— R T v ar7 X2 b—3y) 10, HEIWICITK X
NEHA, AT 4 YF—EBF2T MACT RLRAZa 7 4Xal—ay 77 A VIHRE
THE, AL T OHEHFIZA VH—T 2 AXINOEFOVFETILERNDH D A,
AT 4 vx BXaT T RLVRAZRELRVWGS, 7 RLRIZRbIhVET,

A—rtx2U7+1 |



R—bttFay7q |
B c=2v712x

AT A xR T2 TN T 4 2—TNDEE, AT 4 vF BXx2T MACT RLRIILAF
ST X aT T RUVAZEBRIN, FETar7 4 Xal—TarnbilEanEd,

Xl TF4E
IKONTNDOIRMN AT L, X )T o EXIZRY 9,

I RBDOEXF 2T MACT RLABRT RL A F—7 /UEMNMENTWARET, 7 KL &
F—TNVNICHRBEEDO MAC T RLAZESDRTF—2 gV NA v F—T oA ATV EAL
Lo L LSS,

e HDBEX AT A H—T oA ATEHEFIETREINTZT FLUANR, [Fl— VLAN NDFH]
DEXaT A ¥ —T oA ATHERAINEEES,

AR —bEF 2T DEDRIRETRRET A FEFATLTVET,

EDFAE LT A ORI IE SN T, RO SZFHDOENE— ROWTIIA v ¥ —T = A
AEHRETEET,
e protect (f£i#) : B¥ =27 MAC 7 KL ZADEMNHR— F THAI STV DR KIREICET
e, KKEEZTELETHIREDOEX 2T MAC 7 KL AZHIBRT D0, #FA7 KL
AREHL R VINE Y | REOEEILT KL RAEZEFO Ry MIRry7E&hEd, &
X2 T A ERPEZ-TH, 2—FIZiF@EmsinEzti,

A\

B ~72 7 K— Milprotecti#EXE— FEZRET D LI
HESE L 8 A, (R#ET— FTIE, AN— 2R EICE
LT < TH VLAN MREE— FORREIZET
b TV IR T 4 =TSR T,

e restrict (fHIBR) : EX =27 MAC 7 L ZADOENF— F THAIN TWAREKBEEIZET
LE, wmKEE TESETHIREOEX 2T MAC T RUAEHIBRT 20, §FA7 KL
APEELIIRNINED | RAOEEFEIILT RLAZROXry MIikaey7rasnEd, =
DE—=RTHE, X2V T 0 EPBRAELEZZ EREMEINET, SNMP + 7 v 7 H%(E
SNFET, Syslog A vb—vRnaX I, BV ZNPEMLET,

eshutdown (¥ v ¥ Y) A R—F X2V T4 ENIZEY, {0 F—T A AN
error-disabled 2720 | 7272 Bl vy vy U ENET, Db L, F— MDD LED 3 {H
JTLET, &% =27 AR — I error-disabled IREED 41X, errdisable recovery cause
psecure-violation 7 0 — )L 7 4 X2 Lb—g r awy Ra A LTI OIREE A R
925, shutdown B XU noshutdown f > ¥ —7 =2 A A 2> 7 (Falb—T g avy
FEANLTCFETHEANCTEES, ZhiE. 774V FDOE—RFTY,

e shutdownvlan (VLAN > % v &™) : VLANH  CTEX 2 F EXE— RERET
DIOIHERALET, ZOF— RTEMNBIREET DL, A— F2AETIEHAR<, VLAN R
errdisable (272 V0 F 97,

B A—rtefausa



| R—rtFa2u74
IS EE PESSPZE

WDRIZ, R—br X2 T 452, F—T A ATEKE LTEBHEDENRET— KB L UOSHLIC
DOWNWTRLET,

R2:EXF1) T4 BRE— FORE

ERE—F | FZ 71y |SNMP k Syslog * vy |T5— 4w [;BRAYY |R—+D
YDERE (S TDE | E—PDE |[E—TDFK |2 0EM Py bE
1 1 g R o,
2
protect L 2L 2L 2L 72 L 7L
restrict 7L KFIE Kb EISSINN KFIE FEXFIES
shutdown L L 2L 2L whis: S
shutdown 7L L Fn EISTINN KFIE EISSINN
vlan .

DD X 2T MACT RLAZEIRT 5 £ TRIOOEETT RL A% v b

NReyFEInNFET,

P ko VT EREERITT FLAZFBTRELLSA. A v FRTT— Ay
t—VERLET,

S SERNIEA LT VLAN OB v v R 2o LEd,

rR—btEFXxa)740 -5

AR—=HFEDTRTOEXF2T T RLRIZZ— 0 T ZALERETHITIE, A—bHF X2
FUY =T EEHALET, R— L2000 A FOZ— 0 TR R— FERTVE
T,

sabsolute : FRE SN —V 7 XA LORKREZIZ, A— s EOEXF=T 7 KL ANHIER
SHET,

« inactivity : $EE SN2 =V 7 A LOF, ©FaT T RVAPIEET 77 4T Thoiz
GEIllRY A=K EotEx27 7 FLADHIBRESNET,

FTIAILEDER—F X)) T 4HTE

RITIHINVEDR—F X2 T4HRE

T RE TIAILNERRE
R—FrEXF2UF 4 R—hETT 4 E2—T 1
AT 4 vF—T RLA F—=7 TAE—T

A—rexau7+¢ I}



K=k txausq |
B —reraivrionERorEsE

HEHE FTIOAIEEE

R—=rH7ZVDOEXF2T MACT RLADE |1 DDOT KL A

Kk

EXE—F shutdown, &&= 7 MAC 7 KL A& K¥E %
FEBE, F—FBNT ¥y RET L LET,

A—=rE®X2VT 4 == 7 Fae—T =S ZALLT0

ARTF 4T 2= TET 4 E—T

& A 71 absolute

R—brEF21) T DREHFOIEFE

cH— b X2 VT A ERETXBOE, AET (v TI/EA K= bERIF TV
A MCROENET, €FaT K— bEd 4TIy 7 TR K- MCTHZ LI TE
FHA,

X 2T R—bE2AAL v F RKR—hK 7FF 4% (SPAN) Ds65eR— MMZ9 52 &1ET
TEH A,

« BTFE VLAN I T 7 B A R— h TOHRYR—FENTEY, REAETH-TH T 7
A= NI AR —FINTWETA,

c FHE VLAN RREENTZA LV HA—T 2A A LETHR—=F X2V T 424 X—T NI T 5
Bald. R—bFOEREX 27 7 FUATFFHAE 2ICRELE T, A— k% CiscolP Phone
2B A4 1%, TP Phone IZ MAC 7 R L AM 1 DMETF, Cisco IP Phone D7 KL &
3% 7 VLAN E T ESNETN, 7278 A VLAN ETIHFEEESNLERA, 1 BEDOPC %
Cisco IP Phone (Z#56¢ 4 2554 MAC 7 RL Z0BININESH Y T A, BE O PC %

Cisco IP Phone |2t 4 5 854, 4 PC & IPPhone |2 1 D THOHATE 5 L Hic, +497%%
DEXaT T RUVAEHRETILERHD 7,

c FTUIR=IRR— X2 VT A TRESN, T—F 8T 74 v 7 HDOT 7 AVLAN

BTN 7 4 v 7 HOER VLAN IZEID 4 THRTWAEA . switchport voice 38 LY

AVH—T 2 AT 4 X2 lb— 3 a~v Kuz AL Tswitchport priority extend
HRIEH D FH A,

BHEEENR U MACT RLAZEHALTT Z7EAVLANDIP 7 KL 2, &7 VLAN ©
IP7 RLADIEICERT AL, 77EBAVLANZITRIP T FLAIZEID Y TOHNET,

e A UH =T 2 A ADKKEX 2T 7T RUVAEZ AT L= & &2, HiLWERZNE TOM
FOREVWE, ZRETHESNTOWERF LWVMEIZ L > T EEXINET, HLVME
DHIRIOMHE LV /NS, AV F—T 2 A ATHEINTNDLEXF 2T 7 RURENRH L
EEOVREWGES, a2~ FIEGESRET,

c ZAA VFIIAT 4 v F EXF 2T MACT RLADODR— X2 VT4 =—I 0 TP R—
FLTWERA,

. R—bktFa7«



| #—bteFausq
R—k tx2y7sogEEozEsmE [

WDOFEIZ, DR — F_X—ZRE L EHMDH DR —F X2 U T 42O TE L OET,

R4 R— b tFa)T1EMBOR— FR—REEELDEHME

R— b 24 TELITR— FDHEE RK—bttFa) 71 EOEMHME
DTP*R—} 3 L
AR N HY
FAFI oI T 7 AR= RO 7L
N—7 v FAR—Fh L
SPAN %fE AR — bk Q)
SPAN %6 %64 — b L
EtherChannel Xt
NV I/ HY
(Rt — b HY
IEEE 802.1x 7"— R ol
%7 VLAN R— |2 HY
IPY—A JJ—F HY
FAF v s T RUAMRT 1 s =L (ARP) |50
AART g v

Flex Link PPN

* DTP = Dynamic Trunking Protocol

: switchport modedynamic{ > ¥ —7 = A 27 4 Fal— g a<wy KTHEIN
2R — b A,

switchport accessvlan dynamic f % —7 = A A a7 4 X al— g a<wy R TR
7E X415 VLAN Query Protocol (VQP) R— k,

W= MIKRRATREREF 2727 FLAZRELET (77 EAVLAN THREE/L X =
TIRT RUADRKRIIZ 2 ZMATH)

A—ttxa2U7+¢ |



K—reFausq |
B o« reravrcomEss

R—bEF21)T1DREHE

R—bEF2UTADAR—TVIEELUVEE

1R BRI

TDERATE. R—RNIT 7 EBATEXART—2 a3 DO MAC T RLAEHIIRE X OGN L
T A H =T A~DADEHFILET,

FE
ARV RFEREET7TI2V3Y EL:Y
RTFwvF1 |enable it EXEC E— REAZIC L E T,
il e NAT—REASLES (FERS
NIZEE)
Device> enable
5w 72 |configure terminal rya—r\)Lary7 4 FXal—a v
5l - T— Rt LET,
Device# configure terminal
27w 73 |interfaceinterface-id BETHA LB —T = A AEHER L
i - AV HE =Tz A AT 4Fa2l—
var E—FEBLET,
Device (config)# interface
gigabitethernet 1/0/1
R w74 |switchport mode {access|trunk} B =T AAAL v FR— K F—
R R % access F 7213 trunk (ZF% & L ¥ 7,
7 7 4/ b F—F (dynamic auto) @
Device (config-if) # switchport mode A HE =T A AT, BF 2T A—F
access & Lfg&bﬁ;‘(\\“‘é i’@.‘/\/o
AF w75 |switchport voicevlan vian-id A— b ETEF VLAN 2 A X — 7 LT
1 LET.
vian-id : F75 N7 7 4 v 7 IERT S
Device (config-if)# switchport voice S,
vlen 22 VLAN Zf5iE L £7,
25w 76 |switchport port-security Ao B =T 2 A A ETHR—FEFal
i - T A4 EAF—T M LET,

B A—rexauTq
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R—

FexayFooqsr—Inesivie ]

ARV FFEREETIVa Yy

E:)

Device (config-if)# switchport
port-security

GE) BEDFMHTTIE, A vTF
AR T DAL N—KR— T
F—h ¥ )T BEC
2o TCWbHE, DHCPEB LW
ARP/Ny M3 Ra v &
F9, MK E LT, 1
H—T A A& vy NE Y
v L7212 noshutdown ==~
VRERELET,

ATy T17

switchport port-security [maximum value
[vlan {van-list | {access| voice}}]]

51

Device (config-if)# switchport
port-security maximum 20

=B A% —7 A ADKxKE
X2 T MACT RLAEEZRELET,
AA T EFNEIAA v TF AE v 7 I3
ETEX5EXF2T7 MACT FLADE
KEIE, VAT LATHFAIINTND
MACT RLZADRRBIZE>THRED
F9, ZOfEE, FEHAREZ: MAC 7
KL R (Z2OMD LAY 2 BERECA v
H—T A ANIHKE I NT-Z DOt
X227 MACT RLATHEHAIND
MACT RLR%&EETr) OEERL E
R

({£&) vlan : VLAN ¥4 7- 0 O & KfE
FRELET,
vlan ¥ —U— K& A 1%, IRDOWT I
MWDOF T g ANSILET,

eVanlist: F 77 R—FET,
A 7 TRY) -~ 7% D VLAN,
FEH TR 72— HD

VLAN (281} %, VLAN AL O f
KEZ#FHETEET, VLAN & f5
EL7RWEA. VLAN Z & Ok
EMER SN ET,

caccess: 77 A R— T, VLAN
7 7®AVLAN & LCHELE
T,

evoice: 77 A R— KT, VLAN
HFHEVLAN & LTHRELET,

A—rtx2U7+1 |



B o rerivriorr—TnesLvnE

K—reFausq |

ARV FFEREETIVa Yy

S

G¥)  voicex—U— RNi%, %A
VLAN 237K — MZEEE ST
WT, EBIZEFDR—FRT
27 % AVLAN T72 W GH D H
BHTT, A X —T AR
({27 VLAN 3% E S AU T
LY. BEX 27 MAC 7 R
VADRKREZ 2ITHRE L E
7

ATvT8

B A—rtefausa

switchport port-security violation
{protect | restrict | shutdown | shutdown
vlan}

1 -

Device (config-if)# switchport
port-security violation restrict

(EE) EXE—FERELET, &
X2 )T A BENEAELEZBAIC, K
DWNTNNDOT 7 a3 ZFETLE
—340

s protect : A"A— k ¥ =27 MAC 7

FL2ADENR—FTHATENT
WD ERKRIREICET S & RKE
ZFESETHARBEOEX2T
MACT R LR ZHIBRT 27 FFAf
7 KU A AR S RVRY | R
HOFEEITLT FLRZFON7
MIFkey7ShET, B2
FAERXDEZ > ThH, 2—HIZ
B S ER A,

GE) kZ o m— bk EICIRE
E—RERETDHI &I
IR CTEEHA, Ri#E
E— KTk, A— M2
KREICEL TR T
VLAN MMRF#EE— RO
KECETDHE, 7—=
YITWT 4 =TT
nET,

erestrict : ¥ =27 MAC 7 KL &
BRHA— RN THA SN TODERK
BT EE LI E . RUIZREIE T
7 RLADAry MERry 7S
NFEIF, EXx=2T7 MACT FL A
b LIRE 0 505 < 450, T
RCEBT FLADRKREEH

SIRVIRY . Z ORI FEE



| R—rtFa2u74

A=t tEFa)TFs DA R—TILEIVEE .

ARV FFEREETIVa Yy

E:)

o SNMP 7 v FREEShE
7, Syslog A vE—URrF 7
S, BRI T RHEML E
‘a‘o

e shutdown : JERFEETDH L, A
VB —T = A AN error-disabled |Z
720, R— h® LED AT L&
T SNMP 7 v 7 REESNE
9, Syslog A vE—URuX 7
S, BRI DA RHEML E
7

« shutdown vlan : VLAN B{7 CE&
X274 BERE— RERET D
O LEYS, ZOF—FKFT
ERDEETH L R— F2EKT
1372 <. VLAN 7? errdisable (2732 V)
F9,

GE) kX7 K—FN0
error-disabled A7 — F @D
A%, errdisable
recovery cause
psecure-violation 7'z —
)b a7 4 FaL—
varavwlr REANL
T, ZOAT— hrbE
BxgsrZLtnTEE
9, FEITHNA *—7
MZF B, shutdown
¥ L O noshutdown A >
A—=TxAf R AT 4
Xal—rvaravr R
N9 250, clear
errdisableinterfacevlan
BMEEXEC =~ R& A
JILET,

ATvT9

switchport port-security [mac-address
mac-address [vlan {vlan-id | {access|
voice} }]

&1

DEvice (config-if)# switchport

UEE) A v B —T 24 ADEFaT
MACT RLAZANILET, ZDa~
Y REFERATDE, BREOEX 2T
MACT RLAZANTEET, HEL
7ot ¥ 27 MAC 7 R L ABERAR K

A—rtx2U7+1 |



B o rerivriorr—TnesLvnE

K—reFausq |

ARV FFEREETIVa Yy

S

port-security mac-address
00:A0:C7:12:C9:25 vlan 3 voice

0PIV E, Y DO MAC T RLA

FEIRICTEE S ET

G¥) ZDa<wy ROAIEIZA
TAX— T == T A
R—=T VT H L, BIICE
BaEnltFxar 7 FLAR
2T 4 vF— ¥ =27 MAC
7 RURIZEBI N THEIT=
V7 4 FXaL— g B
ENhET,

({£E) vlan : VLAN ¥4 7- 0 O FKfE
FRELET,
vlan ¥—7— K& AJ1t%, IROWT
MWOF T g ANSILET,

eManid: 7> 7 R— T, VLAN
IDBLUIMACT RLAZFRET
& ¥, VLANID 2 87E L7235
A&, AT 4 7 VLANMEH Sh
£7

caccess: 77 B A FR— T, VLAN
7 7E®AVLAN & LTCHRELE
£

evoice: 77 A FR— T, VLAN
HTAVLAN & LCTHELET,

G¥)  voicex—U— Ri%, HH

VLAN 2378 — MR E ST
WT, ELIZEDHR—MRT
7 2 AVLAN T72 WA D I
AT, A F—Tx AR
\ZH 7 VLAN SRR E S U T
LA, X 27 MAC 7 K
VADRKREZ2ICHELE
7

ATy 710

switchport port-security mac-address
sticky

&1

Device (config-if)# switchport
port-security mac-address sticky

EE) (v F—T7=A A LT
TAYF T T A R—T L
7,

B A—rtefausa
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A=t tEFa)TFs DA R—TILEIVEE .

ARV FFEREETIVa Yy

E:)

ATy 7N

switchport port-security mac-address
sticky [mac-address | vlan {vian-id |
{access | voice} } ]

&1

Device (config-if)# switchport
port-security mac-address sticky
00:A0:C7:12:C9:25 vlan voice

(HFERE) A7 4 v¥F— X277 MAC
7 RV AZANL, BEREEIZT 2
< REBVIRLET, RELEE®
X 27 MAC 7 KL 2O R L
0D NGA, D O MAC 7 KL A
FEICEE SN TAT 4 vFdF—t
Fa2T7 MAC T RLRICE#HIN, FE
ffarv74X¥alb—vaiaBish
*7,
GE) Zoa~wy ROASFHTA
TAvH— TFT—= T A
F—T T LpnE, =T —
A=V NFRINTA
T4 yX¥—TF2T MACT
FLRAZATITEERA,

({£E) vlan : VLAN ¥4 7- 0 O & KfHE
FRELET,
vlan ¥—7— K& AJ1t%, IROWT
MOF T a B ANTTLET,

eManid: F 77 R— T, VLAN
IDBEXUIMAC 7 L AZ$EET
& ¥9, VLANID Z#57E L7235
Gy *M T 4 7 VLAN MER S h
7

eaccess: 7 7B AR— FT., VLAN
7 7E®AVLAN & LTCHELE
7,

evoice: 77 A R— T, VLAN
ETH VLAN & LTHREL £,

GE)  voice¥®—U— FiZ, FH
VLAN AR — MIEE SN T
WT, EBIZEDR—FRT
7 % AVLAN T WA DI
BHHTT,

ATvT12

end

51

Device (config-if)# end

AR —T A AT 4 X2l —
var E®— REKT L, FiHE EXEC
F— RIZEY £9,

A—rtx2U7+1 |



B crexavri—vrr0r5—

TEB L VERE

K—reFausq |

ARV FFEREETIVa Yy

S

ATy 713

show port-security

1 :

Device# show port-security

R—brtFal 7 REIHET DGR
ZFRRLET,

R"—hkEF%2

AR

T4 T—00DAXR—ITIESLUVETE

COMWEEAFHT AL, BMEOEXF 2T MACT RLAZFETHIRLARLS T, X a7
RN—bF EOF A ZZHIBRBLIOEML, BB OR—FEOEX2T 7 FLAEEFIRTE
¥, EXaT T R RO =0 FE, A= FNELTA R —TNVERIEZT 4 E—T LI TE

=7,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
1 -

Device> enable

ke EXEC E— K2 B L FT,

e NMRAT—REANLET (FEkEh
-5

o
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configure terminal

1

Device# configure terminal
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interface interface-id

1

Device (config)# interface
gigabitethernetl/0/1
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ATvT4
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switchport port-security aging {static |
timetime| type {absolute | inactivity}}

1 -

Device (config-if)# switchport
port-security aging time 120
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end
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Device (config-if)# end
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show port-security [ interfaceinterface-id]
[address]

1

Device# show port-security interface
gigabitethernetl/0/1
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enable
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Device> enable
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configure terminal
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Device# configure terminal
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mac address-table aging-time [0 |
10-1000000] [routed-mac | vlan vian-id]

1

Device (config) # mac address-table
aging-time 500 vlan 2
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end

1

Device (config) # end
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show port-security [ interface interface-id]
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show port-security [ interface interface-id] TRCDOTNA AL A —T = A AF 72135
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Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1

Device (config-if) # switchport mode access

Device (config-if) # switchport port-security

Device (config-if)# switchport port-security maximum 50

Device (config-if)# switchport port-security mac-address sticky
Device (config-if)# end
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Device> enable
Device# configure terminal
Device (config) # interface gigabitethernetl/0/2
Device (config-if)# switchport mode trunk
(config-if) # switchport port-security
Device (config-if)# switchport port-security mac-address 0000.0200.0004 vlan 3
Device (config-if)# end
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Device> enable
Device# configure terminal
Device (config) # interface tengigabitethernetl/0/1
Device (config-if)# switchport access vlan 21
Device (config-if)# switchport mode access
Device (config-if) # switchport voice vlan 22
Device (config-if)# switchport port-security
Device (config-if)# switchport port-security maximum 20
Device (config-if)# switchport port-security violation restrict
Device (config-if) # switchport port-security mac-address sticky
( ) #
( ) #
( ) #
( ) #
( ) #

Device

Device (config-if switchport port-security mac-address sticky 0000.0000.0002

Device (config-if switchport port-security mac-address 0000.0000.0003

Device (config-if switchport port-security mac-address sticky 0000.0000.0001 vlan voice
Device (config-if switchport port-security mac-address 0000.0000.0004 vlan voice
Device (config-if switchport port-security maximum 10 vlan access
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Device (config-if)# switchport port-security maximum 10 vlan voice
Device (config-if)# end
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