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AEEER T 21213, IP 731 RBEMEREZ AN T 20BN H Y £,

o Web R — RZIE A T 2121%. SISF R—ZADTF A 2B A BN T ALERH D F
T, F 7L FTiE, SISE X—2ADF A ZBINIAA v F TET> TWET,
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Web X— R FREE
Web A—z iR EICET s xEasEL sinsE

e 2 v FHTTP —_—%ZEITT5I121%, IPT RLRAZLR L 1 ORETHLEND
DET, /o, EFRANPT FLRIZEZET D LHIICNV—FERETHILELHD £,
HTTP #— —F, RA MCHTTP 2 /A v R—TEEELFET,

2Ry TL RN L ZAICHDHHRARNTIE, STP hARPOERIZEIY, AR bT
T4 I DREETHR= DN Ebo>T LESTEBE, b T 7 4 v 7 0MEIT 5 AREMEN S
V¥4, i, LA¥2 (STP) PR YOEFEH#IZ, ARP LN DHCP O FHAEE
SNTWRWGAITRELET,

Web N—ZFRFEE, # 7 m— RA[RBRAR A R AR Y 2—& LT, VLANEID Y TE I AHR—
FLTWEREA,

Web X—ZFAFITE v g VMR Y >— F— RTIPv6 VR — h LET, IPv6 Web
POREIZIE, AA v F THREINTZDBRITH1IDOD PV 7 RLABLIRAAL vF A— kK
IZERTE S 3L IPv6 A X — B U VM T,

Web ~— ZFRFEFR & OF Network Edge Access Topology (NEAT) (%, fHAIZHEATY, A
VA —T A A LT NEAT WEIOEA, Web XR—AFEREAHHTET, /¥ —7 =
A A LT Web R—RFBIENFATENTWAHEAIL, NEAT 2l T& £H A,

AA »F )25 RADIUS H— " —~OilfE O EICHH 5% D RADIUS £ ¥ = U 7 o
P N—REEHER L ET,

WA M

e IRARMIPT FL A
e IRA NG LB ED UDP iR — &5

oIP 7 KL A LHED UDP R— hNE&

IP7 RL AL UDPAR— FESDOHAEDLEICL T, —BOIDMEK SN, ——D
[f—1IP 7 R L A EiZd 5% UDP A"— MZ RADIUS Bk A X ECE D L Hicken £
4, [E U RADIUS —_"— FDOR2 B2 O0FKRA = M IR U —E R (72& 213
FRAE) ZRELTSGE. 2BDICHESINTZFAA b MU, HAICEESINZAA B
T RIDT 2= A== RNy T v 7 LTEELE T, RADIUSHRA b =2 kU
X, BRE LTERICHE > GRIRSLET,

* RADIUS == I XA —=Z 2@ ET D%HE1E, ROFEEL TS0,
BlDa~r RTA 102, key string Z#FE L £,

* key string (21X, A4 v &, RADIUS #— 3— ECHEI{ET 5 RADIUS 7 —FE > & D
MTHEHAT D, RIEBLIOKSF—2EE L £, F—IL. RADIUS — " — T
T AT —IC—HTBTFAN AN 7 TRITWERY 8 A,

« key string #15ET 556, F—OFH, BLORBICAXR—=2AZEHLET, F—
[CAR—=R M AT LA, 5IRFENT—0 o ThorhaalkE, 5IHKFT
F—EHERNTLEEV, F—IIRADIUST —F ' CTHHT I ZIC—KLTVD
MR FT,
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Web N—2 33E |
B =i eqrs—gzqzomE

¢ TRTORADIUS H—/3—|[ZDOWNWT, ¥A L7 7 b, FEERE, BXORSF—E
T a— VISR ET A, radiusserverhost 7 m— 3L a7 4 o Lb— g
av Y REFERHLET, 6047 v a a2 — =B THRET DI,
radius-server timeout, radius-server transmit, 33 & OF radius-server key 27 ®—/ 3L 2/
TA4Xal—vary avr REERLET,

(G¥)  RADIUS #——Tik, AL v FDIPT FLA, H—n—L 2
A v F T IND key string, BELUF U m— RATREZR ACL
(DACL) 72 EOBREZEITHIMLENDH Y 3, FEAIZ OV T,
RADIUS h—R_R—D~v =2 T LEZBHRL T EW,

sURL Y Z A L7 s ACL D4 -

Fra 778X arbha—nr b (ACE) V—IZ—83 537 v M, AAA
P R —|CHEET H 72 0DIZ CPUICIEE SN ET,

« I ACE L— I —ET 537y MI, AL v F a2 LTImEISNET,

* A ACE L— V2 HfER ACE LV — U2 b —E L7y w MiE, RO JACLIZ L -
THEE SN ET, dACLBZ2WEA. 237y MIRBWER ACLICE vy FLT R v
TENET,

EEIL—ILESA B —T 24 ADETFE

FEEL— VB LS H—T 2 AEHRET DI, ROFIEEZFEITLET,

1R BRI

SISF X— A DT A ZBEMNE., webilfEDRIESRMETY, T XA AT vX T mT vl T A
FLRIFFETAEDICL TS Z L 2R LE T,

FEAZHOWTIL, [IF R—2OBHORTE] 2R LT E0,

FE
AU REEETIV 3 Y B
AT w1 |enable FikE EXEC £ — RZ2 AT L £,
{5 e MAU—REZ AN LET (FERkSh
e%E) .
Device> enable
R 72 |configureterminal rua—nN)Lary7 4 Xalb— gy
%l - T— REHBELET,
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PEEIL—ILEA A —T A RAD Xi .

AU RFERETOVa Y

B8

Device# configure terminal

ATvT3

ip admission name name proxy http

1

Device (config) # ip admission name
webauthl proxy http

Web f\“_;z;#FATODmunﬂi”/’_/L/%T%EiE
ij_o

AT w 7 4 |interface type slot/port A B —T A AAL T 4 X2l — 3
15“ : v ' }\ %FﬂﬁﬁL\ L/ Web N— Xmupﬂz%
BT HZEVAV2ERIFLAY3
Device (config) # interface /1) ‘/&‘—7 I/l) A %*E‘Ebi‘a‘o
gigabitethernet 1/0/1
typelZiL. FastEthernet, GigabitEthernet,
F 7213 TenGigabitEthernet Z$5E CT& £
j‘o
R T 75 |ip access-group name 774/ b ACL ZiH L7,
fi
Device (config-if)# ip access-group
webauthag
R 7w 76 |ip admission name A B —T = A AD Web ~— ZFBA D
ﬁ“: mqu/b*—/V%E ﬁ;L/jiﬁ«
Device (config) # ip admission name
ATy 77| exit Jua—arz 4 ¥al—ay
il - T— F&HT L, FiE EXEC T— RIC
RO ET,
Device# exit
AT 7 8 |showip admission Fy hU—=IT7 KIvvarDxyy

1 -

Device# show ip admission

vax hU L WebiliEtE v a
B alWmeRrLET,
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AAA EEEEDEXTE

Web ~— 2 23E |

VTIY EFRCHRAY 2 b EFRETIHHE. T2 H5RY A &2 AAAREIZENT 24EN S

nET,

Device (config)# line vty 0 4
Device (config-line) # authorization commands 15 listl

Device (config-line) # exit

Device (config) # aaa authorization commands 15 listl group tacacs+

VTIY EFRTHRY A FERELRWVIEE, T 74/ bOFHFRY 2 M AAAREIZBNT S0
EHRHY F£9,

Device (config)# line vty 0 4
Device (config-line)# exit
Device (config)# aaa authorization commands 15 default group tacacs+

AAA FEAEZ

FIE

RET DITIE, ROFIEZFITLET,

ARV RFERFTIVaY

B8

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NRATU—REZASNLET FEREN

=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— gy
ET— FEBBLET,

ATvT3

aaa new-mode

1 -

Device (config) # aaa new-model

AAA BEREZ AN L £,

ATvT4

aaa authentication login default group
{tacacst+ | radius}

1

Device (config)# aaa authentication
login default group tacacs+

a7 A CEEOFRGEHED Y A R EEERL
S

named_authentication_list i%, 31 XFHK
oL IETRLET,

AAA_group_name [ZH— 33— 7 L—7
fErRLEYT, == =7
server_name % = OEEA CEFR T D M H
N ET,
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| web R—=EBiE

24 v Frapws H— —maEozz [

AU RFERETOVa Y

B8

ATy TH

aaa authorization auth-proxy default
group {tacacst | radius}

1

Device (config)# aaa authorization
auth-proxy default group tacacs+

Web ~N—ZFF AT DFFAIHRY A k& A
,&L\iﬁﬂo

ATvT6

tacacs server server-name

1

Device (config) # tacacs server
yourserver

AAA F—N—ZFELET,

ATy T17

address {ipv4 | ipv6} ip address
{5

Device (config-server-tacacs) # address
ipv4 10.0.1.12

TACACS H—X—D P 7 RL A& H/E
L/i‘g—o

ATvT8

key 3551
1

Device (config-server-tacacs) # key
ciscol23

AA v F & TACACS H—/3— L DT
RSN DFFAIR KON 5 —2fE L
£

ATvT9

end

1

Device (config-server-tacacs) # end

TACACS H— "F— REKT L., K
EXEC £— RIZREY £7°,

A4 v F/RADIUS H—/\—[E:BIEDEETE

RADIUS $¥—/"—D/RF X —H R ET HITIEL, WOFIEEZFETLET,

FIE

ARV RFERRETI Y

S

&

enable
1 -

¥iME EXEC E— RZ ANz L £,

e NAT—REANLET (FRE
Ni=%a) .
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Web ~— 2 23E |

ARV FFEREETIVa Yy

S

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—nN) a7 4 FX¥al— g
ET— FZHBLET,

ATv73

ip radius source-interface vlan vian
interface number

1 :

Device (config)# ip radius
source-interface vlan 80

RADIUS /37 v b3, FeRE SN A
H—T 2 ADIPT KL AZ&Te k)
WHRELET,

ATvT4

radiusserver server name

&1

Device (config)# radius server rsim
address ipv4 124.2.2.12

({£#) RADIUS 4 ——DIPT KL
AEBEELET,

ATy TH

address {ipv4 | ipv6} ip address
11

Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550
acct-port 1560

RADIUS +— X—DIP 7 R L A ZHRE
L/jz—g—o

ATvT6

key string
151 -

Device (config-radius-server) # key
radl23

(f£&) RADIUS H—/3— L CEfET
%5 RADIUS F—E v & 24 v FOMT
T REB IO 53 —2fE L
£7

ATy T1

exit
1 -

Device (config-radius-server) # exit

RADIUS #—"—F— RZH&T LT,
Juaua—) a7 4 Xal—g v
E— REBBLET,

ATvT8

. Web X— X 323

radius-server vsa send authentication
string

51

RADIUS %= R—N 5D ACLDO X 7
0— R&EA RX—T NI LET,



| web R—=EBiE
Hrre 4 —i—nzE [

ARV RERETI3 Y EL:Y
Device (config) # radius-server vsa send|
authentication

RFw 79 |radiusserver dead-criteria[time RADIUS H— 3 — 33 R 8] F 7= 134
seconds] [tries num-tries] i & AR S B G AR E LE T
Ik RADIUS #— /3= 5731 2D

BT W time ZFV B CA T L E

Device (config)# radius-server ﬁ—

dead-criteria tries 45
RADIUS Y—/ =N 5T /81 ZA~DF
IR ISE DRI TR tries &2 AT L
F9, FHETE D numtries DFIPFHIT 1
~ 100 T,

GE) TR ANAH 7 D—ER
Thd Lz, FUTEED
ARt 45 LIFIZRE S
TWAEHE. 735 AT
Vyv MU LET, &
DEWHIMAEATHZ &
PRED LET, BRITEE
DR RZVNEE, 7—h
FIZT S AMT v v B &

VoS L EERETE £
j‘o
AT7v 710 |end Ja—s)arz 4 ¥al—vay
B - T— NE#&T L. K EXEC £— RIC

R0 £E7,

Device# end

HTTP 4 —/\— D& E

Web N — ZFEF A 9 5121%. device THTTP — 2 HANMNCTHMLERHY £+, 2D
H— X—[F HTTP F7-1X HTTPS O W\ T NN HOWNWTENZTE F T,

)

GE)  Apple DLl 7 7 71X, iphttpsecureserver 2~ REZHET L7217 CIEBH & £8 A, iphttp
server A FHRET HLENRH D T3,

HTTP % 7213 HTTPS DWW TH— R — 5 HHZT 5120, RO FNEICHENE T,

Web ~— % iE
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B 2tiosswebx—sonzavax

FIE

Web ~— 2 23E |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

ip http server
1 -

Device (config) # ip http server

HTTP % — —ZHHZ LET, Web
AN— ZWFEREIX, HTTP 9 — " —%ff
HALTHRRAMEBEL, 22— —F5E%
1TWET,

ATvT4

ip http secure-server

1 -

Device (config) # ip http secure-server

HTTPS #H%Mz L E 7,

H AR NEHEET 1 Web ~_X— VA%
ET DM, e s A0 2417
va v URL #f8E L7,

GE) ip http secure-server =< >
FEANLZEZXIZ, &
X = TIBREDMESEIZIT DN
DHEHITTDHITIE, 22—
H—723 HTTP ZRZ 245 L
A ThH, BT A ~N—
PN HTTPS (B =7
HTTP) il b Lozl
EJpN

ATvTH

end

1

Device# end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, BH EXEC £— RiZ
B0 x4,

MEETAXS Web R—DDARXREZTAX

Web ~— 2 DFEF
P—lZERmEND LI,

B Web R—=E25F

Web SRiEZ & E TE £7,

h, ®F 74/ s HIML X— Tz <. 0D @ HTML ~L— R —



| web R—=EBiE

BETox Wb —S0h 25312 [

HAS BFEIET B F T Web X—TOHAZIEET HI121E, ROFIEZFITL TS TEEW,

4R HHEIIZ

device D7 T v a AEVICHAZLHIML 7 7 A V2R FELE T,

FE
AU REREETIV 3 Y B
AT 71 |enable FHE EXEC £— RZ AW L £,
fil e MAU—REZ AN LET (FERkSh
725 8) o
Device> enable
R T 72 |configureterminal JTa—R) ary7 4 FXal—igy
Mi %*ﬁﬁﬁWébiﬁo
Device# configure terminal
A7 73 |ipadmission proxy http login pagefile | device > A€ Y 7 7 A L v 2T LNT,
device:login-filename FIH O TA Y =Dy
1) - (T2 A% 5 HTIML 7 7 A VD
Lz ELET, device X7 T vi=
Device (config)# ip admission proxy http X & T,
login page file diskl:login.htm
R Fw 74 |ip admission proxy http successpagefile | 7 4+, v 7' A v kh~2—T Db
device: success-filename DA 255 2% 5 HIML 7 7 A /L
f1 DO EfEE L £T,
Device (config) # ip admission proxy http
success page file diskl:success.htm
R Fw 75 |ipadmission proxy http failure pagefile |7 4L hor 7 A VB2 —T Db
device:fail-filename DITAERT D AX LHTML 7 7 A /b
fi OGP faE L £,
Device (config) # ip admission proxy http
fail page file diskl:fail.htm
R 7 76 |ipadmission proxy http login expired page| 57 4L s D1 7' 1 L kh~— T Db

file device: expired-filename

1

DIZERAGT A AZ LA HIML 7 7 A /L
DG ERELET,

web X—2 25 i



B svos oiznsausLovas RoEE

Web ~— 2 23E |

ARV RFERETIVa Y

B8

Device (config) # ip admission proxy http
login expired page file
diskl:expired.htm

ATy T1

end

1

Device# end

Ja—nR_) a7 4 F¥alb— g
E— FEHKT L, ®H EXEC £— RiZ
B0 x4,

RagA4 oIizxd b F4 L9232 URLDIETE

FRRERR ST S HIML X— U 2 S RICE Bz 2 —F—D U X4 L7 el 72% URL &
FBETHDITIE, ROFPIEEZZITL TS ZEN,

FIE

ARV RFERETIVa Y

E:)

&M

enable
1 -

Device> enable

ke EXEC E— N2 B L FET,
e NMAU—KREANLET FERkEh

-6

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXalb—g
E— NLBABLES,

ATvT3

ip admission proxy http successredirect
url-string

1

Device (config) # ip admission proxy http
success redirect www.example.com

VA I NPk =8/ (NG5 25 e aY Aw o)
NiZz—Y—% U XA L7 s3T5 URL
FHEELET,

ATv74

end

1

Device# end

Ja—n ) ary7 4 Fal—iar
F— R T L, FrHE EXEC £— I
RO ET,
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| web R—=EBiE
web ~—z it (5 2 —s 08z [

Web N —RFBEE/NT A — 2 DERE

7747 2 DBEHERRITIC T 4 v F U A M EN D ETHFASh L KMn 714 i IT 0
R ZRET DT, WOFIEZFATLET,

Flig
ARV FERET7IV3 Y BrI
AT 71 |enable FEHE EXEC E— RE2HIC L £,
1 - e NAT—REANLET (FEREh
et aey
Device> enable
AT w 72 | configureterminal JTa— ) a7 4 ¥z lb—3a

U F—FzfmLE7,

Device# configure terminal

R 7w 7 3|ip admission max-login-attempts number | Jefiitz 771 AT ORRIRE A B E L &
Bl - T FRETE HHPHIL 1 ~ 2147483647
BITY, 774/ ME5HTT,

Device (config)# ip admission
max-login-attempts 10

ATy 74| exit b mv T %
fi E— FEKT L, FHE EXEC £— NI
R0 ET,

Device# exit

Web X —XEEFEO— AL NF—DEETE

Web FBREN K E ZILTWNWD AL v FICa— ) NP —2RET HIIE, ROFEEZETLE

ﬂ—o
Fig
avyREEEF7O9V3 Y BH&Y
AT 71 |enable ke EXEC — RE2 AT L ET,
{1 e NMATU—KREZASNLET FREN
258)
Device> enable

Web ~— % iE
|



. Web R—ZBEIF vy a T2 Y DHIBR

Web ~— 2 23E |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip admission auth-proxy-banner http
[banner-text | file-path]

1

Device (config) # ip admission
auth-proxy-banner http C My Switch C

02—V N F—H I L ET,

() Chbanner-tet C (C %XV 3L

F) . FREANFTICERENDE T 7 A
NV (el x T TELFTTFARNT 7 A
V) DTy ANINAEANTILT, A
B LT — B L E T,

ATvT4

end

1

Device# end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, FH EXEC £— NiZ
B0 x4,

Web X —

I:IIL.\I:IIE#-—V w1 IR @ﬁ”l‘#

Web N%thuﬁa’?“\’ P4 Vo ]\ ) %ﬁ“&f‘j«é

I, ROFNEEZFATLET,

Flg
AT RFERIEIZTFZII Y B8

AT 71 |enable Rt EXEC E— RZ AN LE T,
1 - e MNRT—REANLET (FEREh

e%E) .

Device> enable

A 72 |clear ip auth-proxy cache {* | host ip Delete ZBAF 7 = U ZHIE L
address} I, Frviaz T Y FTRTEY]
i) - BRI 2I121E, TAX VA7 # A LE

T, YU ARA DT MY EHIER

Device# clear ip auth-proxy cache T AH5I21F. BARRIARIP T RV AZ AN
192.168.4.5 Li‘?‘

AT 73 |clear ip admission cache {* | host ip Delete #RFF 7 m ¥ = MU ZHIR L

B Web R—=E25F

address}

1

# clear ip admission cache 192.168.4.5

FT, Frvvia T )T RTEHE
B picix, 7TAZ Y A7 2R LE
T, VU AR DO Y EHIR



| web R—=EBiE

web ~—zziE0wE [

ARV RFERFTIVaY =)

TAHIE. B2 IP T RLAZ AN
L/iﬁ—o

Webh X— AR nIE D EE Rt

FTRTCOAS o H—T 2 A AFTNIHFE DR — MIxT 5 Web RXR— ZAFRFEHRE & FordT B I120F
TOREyrsOavy REFEHLET,

R 2:%HE EXECRTaAT VR

avU kR

B8

method webauth

show authentication sessions

FastEthernet, ¥ E > b f—H v b, FITI0FHE v
A —=HFy hOTRCDA L H—T = A ATk 5 Web
R—2ADWFEREE R LET,

show authentication sessions
interface type dot/port[details]

FastEthernet, ¥ T E > b A —H% X v b, FHIT10FHTE v
=YXy NOEEDA o H—T A ATk D WebX—
ADFRIERTEEFRLET,

Yty va VB Ry U —2 £— K TIL, show
access-session interface =~ > R&fEHA L E7,

Web RN — X FFEE D HEBE FE FE

WDOFRIZ, ZOF 22—V T
T D OFREIX. BFICH

EATE £,

FHATHHEED Y U — 2B LOEEE R A R LET,
LEINTWARWERED, BAINTZY Y —RLUEOTXTHOY Y —AT

yy—2

HaE

HAETEER

Cisco IOS XE Gibraltar
16.11.1

Web ~— 238 | Web < — 2 DOFEIEHERE & i L C. IEEE 802.1x W

Ak

7)ﬁ/%%£ﬁbfm&mfx%yx%Afz
] :L"—'"j- %muuﬂif%ij—

Cisco Feature Navigator i 95 &, 77 v 74 —LABIXOY 7 N =27 A4 A=V DOHHR—
MEHRZ R TZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7

7 A LET,

web X—2 25 i
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