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configureterminal

1

Device# configure terminal
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radius server radius-server-name
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Device (config) # radius server R1
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tls [connectiontimeout
connection-timeout-value] [idletimeout
idle-timeout-value] [[ip | ipv6] {radius
sour ce-inter face interface-name |vrf
forwar ding forwarding-table-name} ]
[match-server-identity {email-address
email-address | hostname host-name |
ip-addressip-address} | [port port-number ]
[retries number-of-connection-retries|
[trustpoint {client trustpoint name | server
trustpoint name} ] [watchdoginterval
interval]
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Device (config-radius-server)# tls
connectiontimeout 10

Device (config-radius-server)# tls
idletimeout 75

Device (config-radius-server)# tls
retries 15

Device (config-radius-server)# tls ip
radius source-interface GigabitEthernet
1/0/1

Device (config-radius-server)# tls ipv6
vrf forwarding table-1

Device (config-radius-server) # tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server)# tls port
10

Device (config-radius-server) # tls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server) # tls
trustpoint server isetp

Device (config-radius-server)# tls
watchdoginterval 10
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end
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Device (config-radius-server)# end
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configureterminal
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Device# configure terminal
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aaa server radius dynamic-author
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Device (config)# aaa server radius
dynamic-author
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client {ip-addr | hostname} [tIs[client-tp
client-tp-name] [ idletimeout
idletimeout-interval ] [server-key server-key]
[server-tp server-tp-namel]
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Device (config-locsvr-da-radius) # client]
10.104.49.14 tls idletimeout 100

client-tp

tls_ise server-tp tls_client server-key
keyl
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Device (config-locsvr-da-radius) # end
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Device# configure terminal
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radius server radius-server-name
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Device (config) # radius server R1
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dtls[connectiontimeout
connection-timeout-value] [idletimeout
idle-timeout-value] [[ip | ipv6] {radius
sour ce-inter face interface-name |vr f
forwar ding forwarding-table-name} ]
[match-server-identity {email-address
email-address | hosthame host-name |
ip-addressip-address} | [port port-number]
[retries number-of-connection-retries)
[trustpoint {client trustpoint name | server
trustpoint name} ]
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Device (config-radius-server) # dtls
connectiontimeout 10

Device (config-radius-server) # dtls
idletimeout 75

Device (config-radius-server) # dtls
retries 15

Device (config-radius-server) # dtls ip
radius source-interface
GigabitEthernet 1/0/1

Device (config-radius-server) # dtls ipv6
vrf forwarding table-1

Device (config-radius-server)# tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server) # dtls port
10

Device (config-radius-server) # dtls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server) # dtls
trustpoint server isetp
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end
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Device (config-radius-server) # end
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Device> enable

¥HE EXEC E— FE AR L £,

s ST MIRFIRENTZHNAT —
KEAHLET,

ATy T2

configureterminal

1 -

Device# configure terminal
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aaa server radius dynamic-author
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Device (config)# aaa server radius
dynamic-author
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client {ip-addr | hostname} [dtIs[client-tp
client-tp-name] [ idletimeout
idletimeout-interval ] [server-key server-key]
[server-tp server-tp-namel]
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1

Device (config-locsvr-da-radius) # client
10.104.49.14 dtls idletimeout 100

client-tp

tls ise server-tp tls client server-key|
keyl
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dtls {{ip | ipv6} radius source-interface
interface-name | port
radius-dtls-server-port-number }
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Device (config-locsvr-da-radius) # dtls
ip radius source-interface
GigabitEthernet 1/0/24

Device (config-locsvr-da-radius) # dtls
port 100
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Device (config-locsvr-da-radius) # end
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clear aaa countersserversradius {server id | all}
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Device> enable

Device# configure terminal
Device (config) # radius server
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
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Device> enable
Device# configure terminal

R1

tls
tls
tls
tls
tls
tls
tls
tls
tls
end

connectiontimeout 10
idletimeout 75
retries 15

ip radius source-interface GigabitEthernet 1/0/1

ip vrf forwarding table-1
port 10

trustpoint client TP-self-signed-721943660

trustpoint server isetp
watchdoginterval 10

Device (config) # aaa server radius dynamic-author
Device (config-locsvr-da-radius) # client 10.104.49.14 tls idletimeout 100
client-tp tls_ise server-tp tls_client
Device (config-locsvr-da-radius) # end
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Device> enable
Device# configure terminal

Device (config) # radius server R1
Device (config-radius-server)# dtls connectiontimeout 10

Device
Device

(
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Device (config-radius-server) # dtls

config-radius-server)# dtls idletimeout 75
config-radius-server)# dtls retries 15

ip radius source-interface GigabitEthernet 1/0/1
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Device (config-radius-server)# dtls ip vrf forwarding table-1

Device (config-radius-server)# dtls port 10

Device (config-radius-server)# dtls trustpoint client TP-self-signed-721943660
Device (config-radius-server)# dtls trustpoint server isetp

Device (config-radius-server) # end
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Device> enable

Device# configure terminal

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius) # client 10.104.49.14 dtls idletimeout 100

client-tp dtls_ise server-tp dtls_client

Device (config-locsvr-da-radius) # dtls ip radius source-interface GigabitEthernet 1/0/24
Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end
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