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RATER OB A, BB A v FEER U CESEEITSNE T, MBRERIEL EWICE T
5120, HMP#~A%%E®%%T RELET, ZORHELLIE, ANA 2 FEIETREL
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T, ZOXIRYGAE. LDAP 7 74 7 v MEbl/s=T7 — a— K& AAAIZKLET, 20X
IR T —H BT 5701, B NI TH LN TE L e —F 7 4L H
ERETDOILENRHY £7,

LDAP @ IPv6 7 R— k4T 2 A%

TN X & LDAP H—/\—DEIEDFRTE

Lightweight Directory Access Protocol (LDAP) 75 A hX, Active Directory (Microsoft) X°
OpenLDAP 72 EDLDAPH——Y 7 Ny = 7 2 F4T3 H v NV F2—HF = AT L TH, T/
A A D LDAP H— 3=~ Di@fE ORRRIZIT, W< DD a s R—x> b hH Y 9,

e RAMAEIZIPT FLR
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« XA LT U NFH

« JAEG4 (DN)

T NA A5 LDAP $r— "=~ DIEE Z T 512X, WOFIEEZFITLET,

FIE
aAv Y REEETIV 3 Y Br
AT 71 |enable ¥EHE EXEC E— RZ2HNC LT,
fl NAT—REANLET (EREN=H
/E[\) o
Device> enable
R 72 | configureterminal Jau—)L a4 Xal—ay
. E— NEBBLET,
{5
Device# configure terminal
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ARV RFERETIVa Y

B8

ATvT3

aaa new-model

1

Device (config) # aaa new-model

AAA A X —T NV LET,

ATv74

Idap server name

1

Device (config) # ldap server serverl

F N A% LDAP 71 bbb LT
FL. LDAP— R a7 o l—
varv E— REHBLET,

ATy TH

ipv6 ipv6-address
1 -

Device (config-ldap-server) #
2001:DB8:0:0:8:800

ipvé

LDAP H— _R—~D [Pv6 7 KL R %45
ELET,

ATvT6

transport port port-number

1 -

Device (config-ldap-server) #
port 200

transport

LDAP Y — _—{ZHfe T A DI h 7
AR—FFa haLEBRELET,

ATy T17

timeout retransmit seconds

1 -

Device (config-ldap-server) #
retransmit 20

timeout

F A Z 75 LDAP R~ DA & 15 1%
LTnD, BEREFHEET 208 E2ET
L\i‘g_o

ATvT8

exit
1 -

Device (config-ldap-server) # exit

LDAP %—NR— a7 4 F a2l —3
VE—REKRTL, Fr—rUL av
T4 F¥al—varET—RIADET,

LDAP 70O FaJL /NS A —S DETFE

LDAP 7'u h 2 )LRT A —HF HFRET HITIL, ROFIREZETLET,

FIE

ARV RFERRTI Y

S]]

&

enable
&1

Device> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET FEREniz
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ap 7o ka3 £ x—20EE

ARV FFEREETIVa Yy

E:)

RFw 72 |configureterminal Ja—r g ar7 4 ¥al— gy
Bl T FEBALET,
Device# configure terminal
ATv73 |aaa AAA A X—T ML ET,
i
Device (config) # aaa new-model
w74 |ldap server name Lightweight Directory Access Protocol
il - (LDAP) H#— "—Z7EFK L. LDAP
' P—R—ar T Fal— g F—
Device (config)# ldap server serverl }s%ﬁgﬁﬁél/zijfo
XFw 75 |bind authenticateroot-dn password [0 |5 /,N14 2 & LDAP ¥ — N—fCfif &
string | 7 string] string D ILERET XA M UFHNEFEE L
i - T, BELINTWRWIEEE
RET DITIE, ORIMRA T2 a vzl
Device (config-ldap-server) # bind HALET, Bt I G mE 2%
authenticate root-dn i - ¢ N N
N , ), , ET DI, THERA 72 9 &M
password” L/§£7fo
25w F6 |search-filter user-object-typestring | MBI RICH AT 5 —F 7 4 L5 &
15'] : ?Eﬁbiﬁ—o
Device (config-ldap-server) #
search-filter user-object-type stringl,
RTw 771 |basedn string Wk DRATR 4 (DN) 2f5E L%
£ kK
Device (config-ldap-server) # base-dn
“dc=sns,dc=example,dc=com”
Z 5w 78 | modesecure[no-negotiation] NI UAR—=NgtEFx=VU7 1 (TLS)
Bl - iz BT 5 X 5 12 LDAP &3 E
L, BxXaT7E—RERELET,
Device (config-ldap-server) # mode
secure no-negotiation
23w 79 |securecipher 3des-ede-cbc-sha LRTLRE DG DI 5 A A — N &4

1 -

Device (config-ldap-server) # secure
cipher 3des-ede-cbc-sha

ELET,
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ARV FFEREETIVa Yy

S

ATy 710

exit
1 -

Device (config-ldap-server) # exit

LDAP —N"— a7 s Fal—v3
VE—FREKRTL, Fr—rL a2
T4 F¥ a2l —v gy EF—RNIZADZE
KR

RELERKD-ODRRBEEE N

FIE

FRED

POREESR DRI KOS A o FEIEZRET DI

= =

X AE

T, ROFNEEZFATLET,

ARVKRFERERETY VY

=)

ATy 71

enable
51 -

Device> enable

¥itE EXEC E— FE Az LE T,
RAT—REANTLET FEREIN-8

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&EBHEKBLET,

ATvT3

aaa new-model

1

Device (config) # aaa new-model

AAA A R—T NI LET,

ATvT4

Idap server name

1 -

Device (config) # ldap server serverl

Lightweight Directory Access Protocol
(LDAP) #—/"—%7E# L. LDAP
Y—NR—a 7 4 F¥alb— 3z F—
Na2Bta L ET,

ATvT5

authentication bind-first

1

Device (config-ldap-server) #
authentication bind-first

mu uﬁg;‘k@f; @@ﬁf—??}%’flﬁk/\{
//}‘EQVF%EEZﬂilzgfﬁfo

ATvT6

authentication compare

1

Device (config-ldap-server) #
authentication compare

/\/I' Vg }‘g:k%fum uJ‘_E@J:t%ﬁ)(gjk %:}ﬁ

ZFET,
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AP 25 —35Ey 7 s anE=4y 725 ||

aAvYRFERET7IOIY BRI
Ty 77| exit LDAP #—/"— a7 4 X2l —3 g
Bl - v E—REKRTLET,

Device (config-ldap-server) # exit

LDAP R —S E TABEEDE=21) 2T LR~F

WD show 3 LWV debug =2~ > RIMEEDIEFTANTE 7,

FIE

A5 v 71 enable
1 -

> enable
FiiE EXEC E— Rz AT L £ T,
NAT—=REANLET (FERINEHE) .
AT w72 configureterminal

1 -

# configure terminal

Ju—)ar7Z 4 Xal—aryE®—FelBLET,

AT w73 clear Idap server
TCP ##5t D Lightweight Directory Access Protocol (LDAP) #—/—% 27 U7 LE7,
il -

# clear ldap server
AT w74 debugldap

LDAP B DIE#MA RS L £,

i -

# debug ldap

AT 75 show ldap server
LDAP — SORBEF R/ & — OB EER D T o X EF R LET,
1 -
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# show ldap server

AT 76 show ldap attributes

LDAP @ IPv6 H7R— k

T 7 /L h® LDAP Bt~ v B BT A IERER R LE T,

51

Device# show ldap attributes

LDAP Attribute Format AAA Attribute
alrespaceBwDataBurstContract Ulong bsn-data-bandwidth-burst-contr
userPassword String password
alrespaceBwRealBurstContract Ulong bsn-realtime-bandwidth-burst-c
employeeType String employee-type
alrespaceServiceType Ulong service-type

airespaceACLName String bsn-acl-name

priv-1vl Ulong priv-1vl

memberOf String DN supplicant-group

cn String username

alrespaceDSCP Ulong bsn-dscp

policyTag String tag-name

alrespaceQOSLevel Ulong bsn-gos-level
alrespace8021PType Ulong bsn-8021p-type
alrespaceBwRealAveContract Ulong bsn-realtime-bandwidth-average
alrespaceVlanInterfaceName String bsn-vlan-interface-name
alrespaceVapId Ulong bsn-wlan-id
alrespaceBwDataAveContract Ulong bsn-data-bandwidth-average-con
sAMAccountName String sam—account-name
meetingContactInfo String contact-info

telephoneNumber String telephone-number

Map: att map 1

department String DN element-reg-qos

oHE |

LDAP O IPv6 H7R— b~ D #& R 5l

{1 -

—

TN A5 LDAP H—/\—~DFIE

wiz, == )—7 serverl Z{ER L., IPT7 KL &,
FEEEEBETIHERLET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# ldap server serverl

Device (config-ldap-server)# ipv6é 2001:DB8:0:0:8:800
Device (config-ldap-server)# transport port 200
(
(

FZ o AR—FER— k200, BELIW

Device (config-ldap-server)# timeout retransmit 20
Device (config-ldap-server) # exit
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{5 : LDAP 70 O JL/INS A —4

#l:0Ap 7o kanissi—4 [

WOHNE, Lightweight Directory Access Protocol (LDAP) /37 A —X 23R ET 5 Hik%

AL TWET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model
Device (config) # ldap server serverl

Device (config-ldap-server)# bind authenticate root-dn
“cn=administrator,cn=users,dc=nac-blr2,dc=example,dc=com password”
Device (config-ldap-server) # base-dn “dc=sns,dc=example,dc=com”
Device (config-ldap-server) # mode secure no-negotiation
Device (config-ldap-server)# secure cipher 3des-ede-cbc-sha

(

Device (config-ldap-server) # exit

1 -

RAEERD-HDRRIEMEE /A 2 MEE

WIT, RREFERD T DI —#HDORERIL LU v FERIEEZRET 2012~ LE T,

Device> enable

Device# configure terminal

Device (config) # aaa new-model
Device (config) # ldap server serverl

(
Device (
(config-ldap-server) # authentication compare
Device (config-ldap-server) # exit

Device

{5 : LDAP H—/\—D 5 DH—/\—IFH

LDAP Y— =50 2RISR LE T,

Device# show ldap server all

Server Information for serverl

Server name :serverl

Server IP :2001:DB8:0:0:8:800
Server listening Port :389

Connection status : DOWN

Root Bind status :No Bind

Server mode :Non-Secure

Cipher Suite :0x00

Authentication Seq :Search first.
Authentication Procedure
Request timeout : 30

* LDAP STATISTICS *

Total messages [Sent:0, Received:0]
Response delay(ms) [Average:0, Maximum:0]

Total search [Request:0, ResultEntry:0,

Then Bind/Compare
:Bind with user password

config-ldap-server) # authentication bind-first

password next

ResultDone:0]

Total bind [Request:0,
Total extended [Request:0,
Total compare [Request:0,
Search [Success:0, Failures:
Bind [Success:0, Failures:

Response: 0]
Response: 0]
Response: 0]
0]
0]
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Missing attrs in Entry [0]

ZTDDSEER

EEEH

ESPEREYS] T=aTFILRAL ML

Command Reference (Catalyst 9600 Series Switches)

COETHEAT D avr ROBEEREL

o L O I EOREM,
BES L URFC
= 24 R
#£/RFC
RFC Lightweight Directory Access Protocol (LDAP)
4511
RFC l'Lightweight Directory Access Protocol (LDAP): Authentication Methods and Security
4513 Mechanisms)
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WDORIZ, ZOFTY 22—V TitHT2HED ) V — 2B L OBEFREZ R~ LET,
T B OREIX. BFICH

STV RWIRY | BASHEY Y —RLEOTXTDY U —XT
EATE £,

J1y—2 - 115 HEEER

LDAP @ IPv6 Y i"— b

Cisco I0S XE Gibraltar 16.11.1 LDAP @ IPv6 V7R — MEHET

I, BRRE. FFR, BXOT A
T4 (AAA) RT v
Y a CEEEMAD D
Lk, LDAP 7’u b=
DIPV6 kT o AR— hHR—
MZOWTHALET,

Cisco Feature Navigator /425 &, 7T v b 74— LBINY 7 U =T A A=V DY R—

ME#HRZMRFHE TEZ £J, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5H] 75 T
7EALET,
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