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Device> enable
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configure terminal
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radl23
ATy 710 |exit RADIUS #—/"—F— K& T LT,
i - Ja—) a7 4 FXal—g v
T— FEBLET,
Device (config-radius-server) # exit
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port-control auto
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end
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aaa authentication dot1x{ default }
methodl
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802.1x RFEH AU A M EERL L £97,

authentication =~ {2 U A M 3RE
SN TWRWEEIERT 27 740 b
DY A NEEKRT 5I21E, default F—
U — ROH%AIZT 7 /v MR T &
NEHFREHRELET, 774V DY
XU R NI, BEIWIZTRXTOR— I
WA I ET,

methodl (Z1%. groupradius ¥—7— R
AL T, RIAEH DT~ TDRADIUS
Y=Y XA TEDLLIICLE
j—o
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wuesmozs [

ARV RFERIETY Va3 B#)
R Fw 7 5 |interface interface-type interface-number | [EEE 802.1x ZR3fE 4 A 2 — 7 N2 T B 7
i - T4 T v MCHREL T B K — & HRE
L. AV H—TzAf AT 4 Fal—
Device (config) # interface varE'—RERBLET,

gigabitethernet 1/0/4

R T 76 | switchport mode access A= 2T 7 ERAE—RIHRELET,
1 -

Device (config-if) # switchport mode
access

Z 5 7 7 |authentication violation {shutdown | BNET—RKE2RELET, F—U—KD
restrict | protect | replace} B LBy T,
1 e shutdown : =7 —{Z L > TAHR— |k

NN T2 0 9,
Device (config-if)# authentication

violation restrict e restrict : Syslog =7 — &R L £
‘j‘o

eprotect : N7 7 v 7 & AR— NIk
BT _XTOHFLNT A 20D
Nry b Rry T LET,

sreplace : BIfED T v a v & HI
L. FTLWHAANCRIELE T,

ATy 78 |end A B —T oA AL T 4 X2l — g
1 - v E— REKT L, 5 EXEC E— K
IR £,

Device (config-if)# end

FHREROER

AL FIZT TA T v MEZRETE RS T2GEIT, FIEDOKM T T A RREELZfel T, £
DHBFUFEFEZ R A E T, authenticationtimer reﬂart/r VR —T AR AT 4 Fal—3
vawy R, TA RUVREOHIMZHIE L £ 3, SRRENKRRT 2B ELTE, 77947
NN 72 XA T — REFOR LG AR ERBLZoNET, T 74/ FL0 /NS WEE AT
THZLILE-T, 2=~ ER M ZEfETE £7,

AR 2 2T 21203, FEEXECE— FCROFIEZETLES, ZOFIRIIMEETT,
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_;L-l-|

IEEE 802.1x 'R— FRN— X DR D HXTE

Flig
ARV FERET7IV3 Y Br
AT 71 |enable F5HE EXEC E— RE2HC LT,
1 - e NRAT—REANLET (FREh
%) .
Device> enable
R T w 72 | configureterminal Ja—r )L a7 4 Xz lb—3a
15'] : £— F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
R T 7 3 |interfaceinterface-id METAR— NEEEL, A X —T =
151 - A AT 4Fa2lb—varyE—R%
Bt L E 7,
Device (config) # interface
gigabitethernet 2/0/1
AT 7 4 |authentication timer restart seconds 7 TA4T v R EOBIEOR Y B (TR
1 LIZBEIC, Ay FARHRIRIED £ %
TWHBHEEHRELET,
Device (config-if) # authentication timer| - . s —
restact 30 #iHIL 1 — 1073741823 ) T9, T 7 %
LV MiZ 60 T,
AFw 7S5 |end Ao A —T o f AL T (X2l —g
i - v E—RNEKT L, F7HE EXEC E— R
Device (config-if) # end
R T w 7 6 | show authentication sessionsinterface AN EHER L FE4,
interface-id
1 -
Device# show authentication sessions
interface gigabitethernet2/0/1
R w 77| copy running-config startup-config EE) av 74 X2l —var 77

1 -

Device# copy running-config
startup-config

ANV EERT LET,
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24 9Fh50517 kanBiEEm0zE [

AAYTFNLISAT FAOBEERBOZEE

7747 v MEAA v F 6D EAP-Request/Identity 7 L — A 2% L, EAP-Response/Identity ~7
L—ATIRELE T, A v TFRZOREEZETERD 226 FTEORH (FFEER
) 72Ol TR 7 L—LaBEELET,

)

GE) Zoavwr RoT7F74/0 MaE, Vo7 OEEEMET LEGAS, BEDZ 747 B X
ORRFEY— " —OENMEICIER S 285570 &, BERRBUCKHT A2 IT O ERH D L X
RS TEFE L TLZE0,

AL FNT TAT 2 b O@EMERHET SR ZLE T 51213, FFHEEXECET— FTRD
FIRZETLET, ZOFIRITMEETT,

FE
AT RFEEETIVa Y Br
A5 71 |enable KiHE EXEC E— RE AT L £,
1 e NATU—REASHLET FEREh
758 .
Device> enable
R 72 | configureterminal Ja— )L a7 4 FX¥al—ay
1 - T R LET
Device# configure terminal
Z 5w 7 3 |interface interface-id HETHR—NEREL, /¥ —T =
151 - f A a7 4Fz2lb—raryE—FR%
BtE L £,
Device (config) # interface
gigabitethernet2/0/1
R T w 7 4 | authentication timer reauthenticate ZA v F 7% EAP-Request/Identity 7 L —
seconds BCHT 527 T4 T 2 b DRE R
1 - b, BREFERET D ECORKERE
]\/\i‘a_o
Di\ezialclil(;ir;iicga—tief)G#Oauthentication timer %ﬁéi 1 — 1073741823 *9VCTO =7 4
VML 5 T,

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— FR—RDBIENHE |
B xo7ressq47 rrooL—LERERMOEE

ARV RFEREET7TOVa Y B4
AFw 75 end Ao B —T o f AT K2l — 7
i v E— REKT L, FiHE EXEC E— R
IR £,

Device (config-if)# end

R T w 76 | show authentication sessionsinterface AN EERLET,
interface-id

1

Device# show authentication sessions
interface gigabitethernet 2/0/1

R w 77| copy running-config startup-config FEE) av74Fal—yar 77y
15 - AR EZRTF LET,

Device# copy running-config
startup-config

AAYFNLD AT bADT U—LEEERBHMDERTE

AL v FINST TAT U hA~OFEERMEERTE LT TR, (74T b bIbE
DIELNRNSTZHEIL) AL v FREIET 0 A2 HEET 5012, 7 T4 72 MM
EAP-Request/Identity 7 L — A & 5 E T AR AEEE & £7°,

\)

C¥)  Zoa<wrFOF7x0 MEE, Vo7 OFEEMET LIZEE, BEDZ 747 M &
ORRE — " —DOBMEIC N S 25672 &0 R RRDUSH T 2T B 21T O LERH D & &
[ZBR-> TEBE LTS ESNY,

AL TN T TAT 2 bA~DT7 L— AHEEREEFRET HIT1E. FHEEXECE— R TKRD
FEZFEITLET, ZOFIEIIEETT,

FIE
avY RFERET7IOI Y BRI
AT w71 |enable HiHE EXEC £ — RZ AN L £,
U e N2ZTU—REANLET BEREN
=58
Device># enable
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Az rx—rozz i

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface interface-id

1 -

Device (config)# interface
gigabitethernet2/0/1

RETDHR—MEREEL, AV ¥—T=x
A AaAry74FXal—T gy F— K%
BtE L 7,

ATv74

dot1x max-reauth-req count

1 -

Device (config-if) # dotlx max-reauth-req
5

AA - F ORI & FHBH 95 £ TlT,
T4 T M~EAPERIT AT T 4
TA T —LEEFETHEELEET
TEJT, HMETELHMIT1~107T
T 7 74/ ME2 T,

ATvTh

end

1 -

Device (config-if)# end

Ao B —T a2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

=

RA M E— FDEEE

authentication port-control f > #—7 = A A 27 4 F a2l — 3 2~ K auto IZEE
S TWA IEEE 802.1x FFA[AR— k BT, BEDOFA N (7747 ) #FFr35120%, ¥

HE EXEC £ — R CUROFIEEETLET, v AT AL iR

(MDA) ZRELTA F—7

MZF BHIZIE, multi-domain ¥ —7Y— FZ2EHLET, ALY, RART AL 2 BED

IP Phone (3 A =l 7= i3 fhstfl) 7

£9, ZOFIHFEETT,

FIE

H TS ADWHBFA L AL v FH— b THASh

AV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

5a

o
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. KX FPE—FOHRE

IV N3 i F A7 B8
R 72 |configureterminal Ja—r)ar7 4 ¥al—i gy
51 T REMBLET,

Device# configure terminal

AT 73 |interfaceinterface-id BHOR A M BHENICER STV D
i - R—REfHEL, AV H—T xR 2
V74X al—var T FERBL

Device (config) # interface §f7ro

gigabitethernet 2/0/1

R T w 7 4 | authentication host-mode[multi-auth H—0 802.1x HFA[R— K THEE DK A
Imulti-domain |multi-host |single-host] N (7547 R BFATDHIENT

i TET
| . o XU — ROERIZRD L350 TF,
Device (config-if)# authentication
host-mode multi-host « multi-auth : iE;'g VLAN k?‘ A
VLAN OW 5 THEBOIEY 74 T
/ ]\ %Htl:j‘ L/i‘a‘o
GE) multi-auth ¥ —7U— K

IZ. authentication
host-mode=2~ > K TP
AEATE £,

e multi-host : > > 7 LR A kN DFRE

%12 802.1x FF Al AR — K THE DR
AN (AT ) O AERTA]
LET,

« multi-domain : 78 A2 T34 2 & 1P
Phone (/A 2l 7= | 3histid) 7
CEFET XA ZADM ST, IEEE
802.1xFF A AR — P CRBGEESND L D
W LET,

(6z3)) BRARE— RN
multi-domain (2% & &
TV 54, TP Phone
DF 7 VLAN %% &
HVENRDHY FT,

REDA V2 —T = A ATHKFL
authentication port-control -f > % —7 =
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mac 8801 x— It i

AU RFERETOVa Y

B8

A A ary7 4 FXal—ayavr R
MNauto ICRESNTND Z EZ2mERL
TLEEW,

ATvTh

end

1

Device (config-if)# end

AR =T AT 4 Fal—37
v E— REKT L, FHE EXEC E— K
IR £,

MAC #8101 ~— J )Lt

MAC B8z 1425 &

RALSNIAA NE TS ADF— METBBTE £,

F XA ATMACBE % 70— LIZGC T 5I1id. $54E EXEC T— R CIROFNEZFEITL
T4, ZOFIEIEETT,

FIE

ARV RFERFTIaY

=)

ATy T1

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NMAU—REZASNLET EREN

=%8)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZEHBELET,

ATvT3

authentication mac-move per mit

1

Device (config) # authentication mac-move <

permit

TNA ATMACE#E # B LET,
7 7 4V b deny T,

tyva VB NT—27 E— R

. T 7 #/L b CLI % access-session

mac-movedeny T9, &> = R
* v hU—27 TMACE# % A x—7 /L
\Z 9 A IZ1%. noaccess-sesson mac-move
Ja—R) a7 4 X2l —T gy 0
~VU REEHLET,

mac-move D7 7 4L MiElZ., VT —
F—F (IBNS 1.0) O%E 1% deny T,
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IEEE 802.1x K— FR—RDBIENHE |

ARV RFERETIVa Y

B8

C3PL E— F (IBNS2.0) DOE&IT
permit ¢4,

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, FHE EXEC £— RiZ
B0 x4,

MAC 2 &1 #E3h1E

7‘/\4);<J:0)wuumf7;ﬁ

FIE

VX KA — R E"utqu'VZ\
25121, Bk EXEC £ — FCROFIEAZFEITLET,

Oy AR — F~D MAC B8 % &5
ZOFEITEE T,

ARV KRFERERETYVa Y

=)

ATy T

enable
51 -

Device# enable

¥ EXEC E— FEARNC L £,
T RRFRIRENEHNAT— R
AJTLET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ F%%ﬁﬁébi—g«o

ATvT3

authentication mac-move
deny-uncontrolled

1 -

Device (config) # authentication mac-move|
deny-uncontrolled

F XA A EOFEIE~ R — T v R — b
~DO MAC B#Z o LET,

Ty VAR Y U —27 TMAC
B A M2 5 I121%, access-session
mac-move deny-uncontrolled 7" =z — 3L
ar74Xalb—var avy Nefl
MLET,

ATvT4

end

1

Device (config) # end

b EXEC £ — NIZR YD £,
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MAC E#:D 1 ~r— T It

MAC BE#az A+ 5L, AR MIAR—FED

mac B0 x— It i

FOREAR A N A EHRTE £,

A H—T x4 ALETMAC B#E A X —TWIZT BI01E. ¥ EXEC T— R CTROFNEE FE
TLEY, ZOFIEIEETT,

FIE

AU RFEERETIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,

e NRRAT—REANLET (Eksh
=%a

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_ a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface interface-id

1

Devic (config)# interface
gigabitethernet2/0/2

BRETHR—MEEEL, A1 ¥ —Tx
A A Ay T 4F¥2lb—gy F— K%
BItE L £,

ATvT4

authentication violation {protect | replace
| restrict | shutdown}

1

Device (config-if)# authentication
violation replace

A H—T A ALTMAC Bz A
F—T T BT, replace ¥—7 —
REFEHALET, A— FRBIEOE v
varEHIBRL, HrLWAR MEFEAL
THGEZ BB L £ 7

MOX—T— NiL, RO XD BHEENH
D i‘g—o

e protect : AR— ME, VAT AL Ay
t—UEAERETIC. TH LAWY
MAC i+ 537y & Re v
TLET,

s restrict : /N7 v R3S CPU I
LoThRry &N, VAT A Ay
U EE T,
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IEEE 802.1x K— F R—2ORFENFEE |

ARV RFERFTIVaY =)

« shutdown : &— ~id, FHILZ2W
MAC 7 RL A %&Z{5F % & error
disabled (272 V) F 9,

A5 w75 |end Ao B —T o f AT (K2l — 7
Bl v E— REKT L, FHE EXEC E— F
R £97,

Device (config-if)# end

— A\ E I_._I
802IX 7 ho T4 2T DETE
8R2IXTH I LT 4 T EFERA LT, AAAVAT AT I T 4 T A R—TNITB L.
DX TDEDIZV AT A Ve — R AR 2T H T T 4227 RADIUS —N2EETX
F9, V=K, TIZT 4 T8N Ix Ty a T RTBETLELO LB L E T,

\}

GE)

Cisco IOS XE Everest 16.6.x Tlx, EHHRAAA T T T 4 DT v 75— MIPHR— b
ENTWERA, AL vFiEx, EYOFBT IO T 47V a—RET AT 4 T H—
NReZEE LTV A, EHHRAAAT T T 47 DT v 75— ME, Cisco I0S XE Fuji
169x LIED Y U — A TR TX £,

RADIUS I ZEHEMEDOIENUDP 7 VAR — K 7u harzH3 572, xv N —27 k5
NRIFTRWE, THOUT 4T Ay —URNkbndZ R £9, RELEEEOT
BT 4 T EROFEGER, AA Y FBRADIUS h— =BT AT T 4 VTR R
T—UEZELRWES, ROA v E—UNREREINET,

Accounting message %s for session %s failed to receive Accounting Response.

DAy T Ay B—UNEFITEEINRVGE, ROA v E—VREREINET,

00:09:55: %$RADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.

)

GE)

X 7 OG, Bk, KOT v T T — K AvE—Y AL RZ T REDT IV T 4
VT BRAT HFATTHEOIZ, RADIUSH —ARZRET HMHENRHY £T, ZbOMEs 4
2T BIZiE. RADIUS H—/3—0 [Network Configuration] % 77 @ [Update/Watchdog packets
from this AAA client] DB X 7% A F—7 ML EF, KIZ, RADIUS H—/3— [System
Configuration] # 7' [CVS RADIUS Accounting] % A % —7 /M L £,

AAA DAL v FTA X —T NI oT21%. 8RIX T H T T 4 7 HRETHITIEL. FikE
EXEC E— RCROFIAZETLET, ZOFIRIIMEETT,

I 'EEE802.1x R— FR—ZX DRIEDHE
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FIE

s21x EfHKEF v o oxE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/3

RET DR —FEEEL, 1 —T =
A A AT 4 FXal—YarE—NE
BAG L £,

ATvT4

aaa accounting dot1x default start-stop
group radius

1 -

Device (config-if) # aaa accounting dotlx
default start-stop group radius

F_XT D RADIUS +— 3D Y & k& Affi
AL T8RIXT H T T 4 v T oA F—
T LET,

ATy TH

aaa accounting system default start-stop
group radius

1

Device (config-if)# aaa accounting
system default start-stop group radius

ER) VAT AT T4 T

A X =7 ML (T TDRADIUS H—
W=D Y ANEMH) . AL v FRY
O— RTHLXICVATLATHI T ¢
V=R AXRV R A=V RE
L ET,

ATvT6

end

1

Device (config-if)# end

AV B —T AL T 4 Fal—3
v E— REKRT L, 5 EXEC E— K
RV £,

802.1x FEFIRREF = v U DERTE

802.1x YEfiiIRRETF = v 71X, TR TDAAL v F R—+D8RIXxT I/ T A ET 4 ZF=H Y
7L, 802.1xZ YR —FTEHR—MEEHEEINTWET A, ZADOFREZFRLET, Z ORHE
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B sencemREr v sonE

BHEHAL T, A4 vF R— MIEFRIINLTNDET A AN 802X IZHHETE B E 5 a4
BICEFET,

802.1x #EMIRRET = v 7 1F, 802.1x TRETE DT NTCHOR— FNCHEHATE I, HEfFIRE
F = v 7%, dotlx force-unauthorized & L TEREINDAZAR— FTIXFEHATE ¥ A,

802.1x YEfHIRTETF = v /2 A A v F TA X — 7 NICT HHEAITIT. ROFIEIZHE- TLEE
U,

I

1R BHHIIZ
WHPIREETF = v 7 B2 AL v FTA F—T T HBE, ROTEBFEHEIIHE > T IEEW,
o ERIRBET = » 7138, 802.1Xx N AA v T TA X —T M ENBENFEH I NET,

o f B —T = A X &FEERTIT dotdx test eapol-capable ¥ EXEC =~ > R&{EMT %
L AA T AF v T OTRTOR— IR TANINET,

« dot1x test eapol-capable =~ > K% 802.1x ®FIEDAR— M TREL, VI NT v Il b
Lo A= ML 802X IZKIET D mE I D, B AT N T —HFETLET,
TIAT 2 NNy MISETH EL 802QIXKIETT, 2774 TV "B ¥A LT D
MRFFINIZISE T 5 & Syslog A v B—UNAERRSNET, 7 74T bR 7 =) —ITRE
L7eWGA. 7747 2 MES02IxKETIEH Y £H A, Syslog A v E— VI3 ARSI IE
A,

Eﬁﬂk EF = v 713, BEDOKRA N (72L& 21E, IP Phone IZ#5t 81D PC) % H R—
MIIFHETE E T, Syslog A v E—IF, A ~v—WREINICHEIKET = » 7 128K T 5
BT ITAT v MTERENET,

FE
ARV FFERET7TIVa Y B#

ATy 71 |enable KifE EXEC ©— R &2 A L £,
{5 « MAU—REZ AN LET (FERkSh

=5%8) .

Device> enable

Z 5w =2 | dotlx test eapol-capable [ interface AA v F T 802.1x MEHIRIET = v &
interface-id] A Z—T M LET,
- (%) interface-id Cl%. IEEE 802.1x
Device# dotlx test eapol-capable DOYEGIRIERTF = v 7T HR— 24T
interface gigabitethernetl/0/13 L

DOTlX_PORT_EAPOL_CAPABLE :DOT1X: MAC
00-01-02-4b-f1-a3 on

gigabitethernet1/0/13 is EAPOL GE) A7 a0 interface ¥ —
capable J— I\%%‘H%Lt E/\\ A

A FOTXTOA 2 H—
Tz AANT A MSINE
D

B EEE802.1x K— FR— R DRI DH
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24 v ¥ & RaDS H—n—pnEEosE [

AU RFERETOVa Y

B8

ATvT3

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT4

dot1x test timeout timeout
1 -

Device (config)# dotlx test timeout 54

({EE) EAPOL JSEDORHFHEIZHE AT 5
HALT T NERELET, @HX1~
655353, T+ MI10F T,

ATvTh

end

1

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, BHE EXEC £— NiZ
B0 x4,

A4 v F & RADIUS H—/\—[EDBEIEDERTE

RADIUS $—/ =D /T A —H ZHET HITIE. WO FINEEZFEITLET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e NMAT—REANLET (FEREh

T-55

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ }“%Eﬂﬁébjﬁj‘o

ATvT3

ip radius sour ce-interface vlan vian
interface number

1 -

Device (config) # ip radius
source-interface vlan 80

RADIUS /7 v b, FRESINT-A >~
H—T 2 A ADIPT RLAZEL LD
WfEELE T,
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B =zaEsozs

IV N3 i F A7 B8
AT 74 |radiusserver server name (f£&) RADIUS H—"—DIP 7 FL
15“ : Z%?E‘ﬁzbiﬁ‘o

Device (config) # radius server rsim
address ipv4 172.16.0.1

AT 75 |address {ipv4|ipv6} ip address RADIUS #— "—®D IP 7 R L A% & E
& - LETS

Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550 acct-port

1560
AT 76 |keysiring (115) RADIUS #—r— ECHIF 5
Bl RADIUS 7—E > & A A v F ORI Tl

T HORAER LM S —ZEE L E T,
Device (config-radius-server) # key
radl23

ATy 77| exit RADIUS r—_—F— F&ETLT, 7
i - =L a7 4 Falb—v gy E—
R&BALE L £,

Device (config-radius-server) # exit

R Fw 7 8 |radius-server dead-criteriatriesnum-tries| RADIUS — R —|ZEEXLT- A v —

i - UNDISEBIRONEERI, TOP—/3—
WIET 0T 4T ThDHERBRTETDOE
Device (config) # radius-server 1%@@(%?57]:: L/i'g—o EFEHKET% 5
dead-criteria tries 30 num-tries @fﬁﬁﬂi 1~100 «C:\—g—o
AT 79 |end Ja—s )L ar7 4 Fal—a v
i - T— FZ#&T L, 534 EXEC £— FIZ
RO ET,

Device (config) # end

=3 = s’k 7\ S =2
BRI DR TE
e MBI AT — M ARNC. T AR 1 A & E 5 KA BT -
L LR ET
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sraEsozz |

\)

(B Zoavwr RoTF74/b ML, Vo7 OEEEMET LEEAES. BEDZ 747 B X
OREREY — N OEMEICIIEN S 25670 . BR 72RO R T 205 21T 5 WERH HERIC
o TEREL T ZEN,

G A R ET D11, F5HE EXEC E— FTIROFIEZETLE T, ZOFIHIIEET

—qu
F&E
ARV RFERIETY Va3 B#Y
AT w71 |enable FiHE EXEC E— A AR L E T,
f5l - e MAU—REZ AN LET (EkSh
=%a) o
Device> enable
R 72 |configureterminal sa—\)aryz 4 Fal—ra v
Bl - T— FEBHLET,
Device# configure terminal
AT 73 |interfaceinterface-id RETHDR—PEFEL, A F—T =
i - AAary74F¥alb—rarE— K%
Bt L £ 7,
Device# interface gigabitethernet2/0/1
Z 5 7 4 | switchport mode access RADIUS H— S % #3112 355 L 7= B A e
5 - Y. Ko BT LR B KR
L%,
Device (config-if) # switchport mode
access
AT 75 |dotlx max-req count R— D EEFFR]RA T — MIED DRI,
B - T ADTRRET 1 A 2 BT 5 [k
ZRELET, fEETE 2L 0 ~
Device (config-if)# dotlx max-req 4 10 TFjﬂo 5§772‘/L/F0312 7f7fo
ATwv 76 |end Ao B =Tz XA T Xal—3
il - v B RERT L, f5H EXEC £— N
LCED ij‘o
Device (config-if)# end

IEEE 802.1x ;R— FR— X DT DEE .



B 7= rvanoxs

‘7 X + VLAN D& 5E

IEEE 802.1x K— F R—2ORFENFEE |

P —37% EAP Request/Identity 7 L — AZxFd 2I0E 2325 LI2WGA . 77 A b VLAN Z 3% E
THE . 802IX KIS TRWZ T4 T MIF A N VLAN ICIHEBE SN ET, 802.1x XinTh -

b,

RGEICRIE LT AT ME, Ry R =7 ~DT 7 EARFASNETA, A1 Y

FlI, NV ARANE— RERIISAVTFHRA N E—RFTHTAFVLANZYR—FLET,

7 A b VLAN %

’C“jﬂo

FIE

BET HITIL, M EXEC £— FTROFIEEZFEITLET, ZOPRIRITEE

ARV RFFEERTIVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC =— RZHI L ET,
e NRAT—REASILET (FEREX

-5

o

AT T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—g
T—FzfmL£7,

ATvT3

interface interface-id

1 -

Device (config) # interface
gigabitethernet 2/0/2

RETDHR—MEEEL, AV ¥—T=x
AfAaryT74F¥a2lb—VaryET— K%
BHtA L9,

ATv74

dot1x port-control auto

1 -

Device (config-if) # dotlx port-control
auto

A— 1~ TO 802.1x Gk A K — 7 /LT

]\/\i‘a—O

ATvTh

authentication event no-response action
authorize vlan vian-id

1 -

Device (config-if) # authentication event]
no-response action authorize vlan 2

T 277 47 VLAN % 802.1x 7 A b
VLAN & LTHRELET, f5ETE 540
PAIL 1 ~ 4094 T3,

WH#S VLAN (V—T7 v RaAR—F) |
RSPAN VLAN, #75 VLAN #[&< & 5
W57 75 47 VLAN % 802.1x 7 A b
VLAN & L TRRETE £,
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spezvan oz [

AU RFERETOVa Y

B8

ATvT6

end

1

Device (config-if)# end

A B =T AL T 4 Fal—37
v E— REKT L, FHE EXEC E— F
IR £97,

HIBR{T = VLAN D% E

FNA AN

BTY,

FIE

IBRfT & VLAN 2R ET D &, BV —"BNEN R —T 4 & AT — RE2%(5
L72hyo> 7284 . IEEE 802.1x #EHLD 7 F A4 7 o NIRRT & VLAN ICBE L E4, T34 &
X, 7 NVRA FE— RTOAHIRF & VLAN Z#%3R— h LET,

HIPRAT & VLAN Z 3R ET 5121%. ¥ EXEC B— R TROFIEZ E/T L4, ZOFIEIIT

ARV RFERETIVa Y

E]:)

&

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,

e RRAT—REANLET (FEksh
%a

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—n)L a7 4 F¥al— g
T— FERIBL £,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/2

RETHR—FEHEEL, A F—T =
A2 a7 4 Fal—varyE— RN
BAsa L E 7

ATvT4

authentication port-control auto

1

Device (config-if)# authentication
port-control auto

A — b TD 802.1x FBFEA A R — T /UZ
LET,

IEEE 802.1x /R— F R—X DRI DR E .



B sme= v ozasrEg0RE

IEEE 802.1x K— FR—RDBIENHE |

ARV RFERETIVa Y

B8

ATy TH

authentication event fail action authorize
vlan vlian-id

1

Device (config-if) # authentication event]
fail action authorize vlan 2

7 277 47 VLAN % 802.1x ffil[Rf] &=
VLAN & LTHRELET, FFETX 24
BHIZ 1 ~ 4094 T,

W VLAN (JL—F v R BR— 1) |
RSPAN VLAN % 7213 7 VLAN %R
X, fEEDT 77 47 VLAN % 802.1x
MR VLAN & L CiRETE £,

ATvT6

end

1

Device (config-if)# end

A B =T 2 AT 4 Fal—37
v E— REKT L, FHE EXEC E— F
IR £97,

HIBR 1 & VLAN D EEEEER TR D

a—HF—

H—T xR AT 4 FXal—aravy REFEHLT,

=1 —]

a3 AE

(2R & VLAN 2% 0 2 THA1Z, authentication event fail retry retry count - >

s ﬁt%f[];&%fﬂij( _EQﬁiné

9, HETEHRITEEIL 1 ~3TT, T 740 MI3ZENICEESNTHET,

SUEHFRRATRIE 2 e RICERET D I21E. BHEEXECE— RTROFIELZFETLET, ZOFIE

EETY,

FIE

8

ARV RFEEETIa Y

=)

&M

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,

e RRAT—REANLET (Eksh
58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
T FEIBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/3

HETDHHR—ZEEL, A ¥ —T =
AR A7 4F¥alb—varyE—FK%
PG L £
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5T 4 HILES VIAN £ L1-8021x 79 £ 2 il A1 <20%z ]

ARV RFERIETY Va3 B#)
R 7 4 |authentication port-control auto AN— N TO 802.1x FILE A R — 7T
1 - LET

Device (config-if)# authentication
port-control auto

R Fw 7 5§ |authentication event fail action authorize | 7 7 5 ¢ 7 VLAN % 802.1x | fEA} =
vlan vian-id VLAN & LTHELET, IEETX 54
fil FHIX 1 ~ 4094 T,

NI VLAN (L—F v R R —R) |
RSPAN VLAN % 7213 %7 VLAN % [&
=, EBDT 77 47 VLAN % 802.1x
MR VLAN & L CERETE £,

Device (config-if) # authentication event]
fail action authorize vlan 8

X 7 6 |authentication event fail retry retry count | 48— ~ 23Z8ZE4H VLAN ICB4T7T 5 £
15“ : T@mmuEﬁi%?Eé&%f#ﬁﬁz Li’s}”o

Device (config-if) # authentication event]
fail retry 2

AFw 1 |end Ao B —T o f AL T (X2l —g
1 VE— RERKT L, K EXEC E— K
WZRD £,

Device (config-if)# end

V)T 4 HILEFEVLAN Z{FER L1-8021x 7 7 £ A FEESREE/ N1 /8 R

=S

ax ;&

R— N7 VT 4 BIVEFR VLAN R E L, 77 B ARGERIENA S AEREE A X —T WZ
T 5121, ¥ EXEC £— FTROFIEAZFATLET,

FIE
ARV KRFERETIVaY B#)

RTwv 1 |enable it EXBEC E— RZ AL E T,
i e NAT—=RE AN LET (BRS

N8548 .

Device> enable

IEEE 802.1x K— FR—2 DRFINHE [



B 7 u7hLEs VAN £ L1 8021x 7 2 £ A REERIE A1 SR ORE

IEEE 802.1x 'R— FRN— X DR D HXTE

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

aaa new-model

&1

Device (config) # aaa new-model

AAA A F—T NI LET,

ATvT4

radius-server dead-criteria{time seconds
} [tries number]

1

Device (config) # radius-server
dead-criteria time 20 tries 10

RADIUS Y — =i AR A £ 7= 4
v () ERARINDEMEERTE
L/i‘a—o

etime: 1~ 1208, AA v I,
57 v kD seconds i % 10 ~ 60
DO TEICHE L ET,

s number : 1 ~ 100 OFRITEER, A
A vFiE, T7H/NVED
triesnumber % 10 ~ 100 O TH)
IR E LE T,

ATvTh

radius-ser ver deadtime’y

1 :

Device (config) # radius-server deadtime|
60

(f£F) RADIUS ¥ — N ZER N E(F
SNV EHRELET, EETE
ZEIFIL 0~ 144057 (24 WEfE]) T,
T 7 4V MEIX 043 TT,

ATvT6

radius server server name

1 -

Device (config) # radius server rsim
address ipv4 124.2.2.12

(f£&) RADIUS H——DIP 7 R L
AEFEELET,

ATy T1

address {ipv4 | ipv6} ip addressauth-port
port_number acct-port port_number

1 :

Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550
acct-port 1560

RADIUS *—_R—DIP 7 RL A& RE
Li‘a‘o
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| IEEE8021x R— F R—Z DRI DHTE
5T 4 HILVEE VIAN £EF L 1= 802.0x 7 7 £ 2 FaeBiE 1 205z [

ARV RFEEIETIa Y B

ATwv T8 |keystring ({E£&) RADIUS ¥—3— L CEifEd
Bl - % RADIUS 7 —F > & A A v F O T

ERAT 2FFER LR 53 —%2E L

Device (config-radius-server) # key EE?fo
radl23

ATy Se |exit RADIUS #— R—F— &K T LT,
Bl - Jaua—)L a7 4¥al—g v

£ — F%Eﬁﬁé sz—g«o

Device (config-radius-server) # exit

A7 w710 |dotlxcritical {eapol | recovery delay (EE) 77 B ARRERFENSA /SZAD
milliseconds} NI A—FEHELET,

- ceapol : AA v FNT VT 4V
RA— M IEFICRGET 5 &, A
A v F 7 EAPOL fitH) A v & —v

Device (config) # dotlx critical etz D
recovery delay 2000 EEETHLICHEELET,

Device (config) # dotlx critical eapol

» recovery delaymilliseconds : i/ C
X 72V RADIUS H— —3 T
XD LT o Te b EIT, ALy
F37 VT 4 TR — b & EYH
6T 2 72 DIFE T 5 [BIE R IE ]
MaRELET, HETE HHMA
I$1~10000 XV TT, 774
JL ME1000 2 VBT (R— M
wBROHIEETEET) |

AT w711 |interfaceinterface-id METAR—FEEEL., £ ¥ —
i - Tz AT 4 FXal—gFT—
FZBsm L ET,

Device (config) # interface
gigabitethernet 1/0/1

R w712 |authentication event server dead action | — 6 DF—TU— KA L T,
{authorize | reinitialize} vlan vian-id] RADIUS H— SR B[R 2e 48417
i AR—FTHRAMEBEILET,

. o o s authorize : FFEL L H &3 25H L
Device (config-if)# authentication

event server dead action WA M Ea—W—fFED s Y
reinitialicze vlan 20 7 4 71V VLAN IZBE) L £ 7,

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— F R—2ORFENFEE |
B /U7 hLEE AN £ER U 8021x 7 9 £ R REERREE S SR DT
ARV KEEEET7Ia Y B
- ranitialize : K— DT R CTOFFA]
HAHHRA N e2—F—fFEDO7 Y

T 4 BV VLAN (B8 L £,

R T 713 |switchport voice vlan vian-id R— hDOFH VLAN 245 7E L £7°,

Bl - 7 VLAN [IAT » 7 6 TRIESNIZZ
U7 4 A7 —2% VLAN & [[ CIZiE T

Device (config-if) # switchport voice = jﬁ'&/\/o
vlan

X v 714 |authentication event server dead action | RADIUS #— 3 EB|EARRE/2 LA
authorize voice R hDF =4 N T 7 4 v
- WAN BETOOIC, 70T 40

F VLAN 238 L £,

Device (config-if)# authentication
event server dead action
authorize voice

ATy 715 |end A H—T xR AT 4 FaL—
i - vay '—REAT L, FE EXEC

— FIZRY £7,

Device (config-if)# end

T w 716 |show authentication interfaceinterface-id| ({13) X EEMER L E T,
£l -
Device (config-if) # show authentication|
interface gigabitethernet 1/0/1

!l

RADIUS Y—_X—D5F 7 /)L |
radius-server deadtime,

BREICETIZIX. noradius-server dead-criteria. no
Bl Wnoradiusserver 7o — )L a7 4 ¥ ab—3 g

avy REFHLET, 77 BEAREBRBIENA NAZT 4 B—7/WZT 5HIZIE, no
authentication event server dead action f > ¥ —7 A X a7 4 Falb— g a~<
VREFERALET, 7 VT 4 HAERVLAN 2T  B—7 /W24 5I21%, authentication
event server dead action authorizevoice f > % —7 = A A 27 4 Fal— g 3
~ U REEHLUES,

. IEEE 802.1x R— F R—X DRI DR E
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MAC FBEE/ N1 /SR D

MAC F&FE/
DFNEIIAE

FIE

I

ax e

wac i1 2oz 1l

S NR2A T A F—TNICT BT, M EXEC E— R TCROFIEEZE(TLET, =

HTT,

ARV RFEEETIVa Y

=)

&M

enable
1

Device> enable

¥ M EXEC T— F& AL £,
e NMRAT—RKEANLET (FERkEhn

=5a

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
T FEIBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/1

RETDHHR—FZHEEL, A F—T =
A A a7 4Fal—varET— K%
Bt L £,

ATvT4

authentication port-control auto

1

Device (config-if)# authentication
port-control auto

R— b TO 802.1x WILA A F— 7 /LT
LET,

ATvTh

mab [eap]
1 -

Device (config-if) # mab

MAC I NA RR B A F—T NI L E
KR
({EE) eap¥—U— F&EHL T, #F

FAICEAP 2EHA T 5 X 51534
AEFELET,

ATvT6

end

1

Device (config-if)# end

AUV HE—T oA AT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
B coxa—v—Frzxruca—vavoms

802Ix 1—H— T4 AMYJE2L1—2 a3 VDEHRTE

VLAN Z L —7%FHE LT, VLANZZD T N —FIlo<w v B 751213, BHEEXECE— K
TROFIEEZFATLET,

Flig
ARV RFEEETIa Y BrI

A7 71 |enable e EXEC E— FE AT L £,
1 - e NATU—KREANLET FRkEh

%8 .

Device> enable

AT w 72 | configureterminal JTa— )L a7 4 Xz lb—3a
15“ : £— F‘%B"ﬂﬁé\bij‘o
Device# configure terminal

R 7y 7 3 | vlan group vian-group-name vian-list VLAN 7 /L—7 % 3E L, H—DVLAN
vian-list ¥ 7213 VLAN OFifil & Z 0 7 L — 7|2
1 - vy BT LET,

Device (config) # vlan group eng-dept
vlan-list 10

R v 7 4 |novlan group vian-group-namevlan-liss |VLAN 7L —7 a7 X2l —3 3
vian-list VEFIIVLAN 7 V—7 a7 ¥ a
Bl L=y a v DERE7 VT LET,

Device (config) # no vlan group eng-dept
vlan-list 10

AFw 75 |end L mo T R
fi E— N&HT L. F#HE EXEC E— FIC
R ET,

Device (config) # end

NAC L - 7 2 802.1x #2EE DX E

NAC LA ¥ 2802.1x MEEZFRETE £9, Zid, RADIUS H— 3 —2Af /] L7 802.1x 387
EBIFENET,
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NAC L+ v 2821x giE0EE [}

NAC L1 ¥ 2802.1x MAEZRET D121, F##HE EXEC ©— R CTROFEEZFEITLET, 2D
FIEIXIEE T,

FIE
ARV RFEREET7TIVa Y ]3]

ATy 71 |enable FitE EXEC E— FEFMCLE T,
i - e NAT—REZ AN LET (ERSh

=5%8) .

Device> enable

R w 72 | configureterminal Jua—\)ary 7 4X¥al—g )y
5l - T— FEBHLET,
Device# configure terminal

AT 73 |interfaceinterface-id RETDR—FEHEL, A F—T =
i - AfAaAry74Fal—arsET—FKw

Bta L £,

Device (config) # interface
gigabitethernet2/0/3

R 7w 7 4 | switchport mode access RADIUS #— 3 Z3RE L2 A IR Y |
5l - Fe NET IR FIRE LT

Device (config-if)# switchport mode
access

X 77§ |authentication event no-response action |7 2~ ¢ 7 VLAN % 802.1x 7 & h
authorize vlan vian-id VLAN & LTI EELES, BEC 2%
U FAIE 1 ~ 4094 T,

N VLAN (L—F v R AR— 1) |
RSPAN VLAN, %7 VLAN #[&< H 5
DBHT 7T 47 VLAN % 802.1x 7 A |k
VLAN & L CRETEET,

Device (config-if) # authentication event]
no-response action authorize vlan 8

AT 7 6 |authentication periodic 74T v NOEMNRFRRREE A R —
i - TWUILET, T7FNITIET 48—
TVICRTESNTHNET,

Device (config-if)# authentication
periodic

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— FR—RDBIENHE |
B et zpRLEA—€ T r—5 XM v FORE

ARV RFEREET7TOVa Y By
R 77 |authentication timer reauthenticate 25 4T v Motbd A RO T4 2%
{5 ELET (1 FRFMICHE) .

ZDavy RRARA v F ORI E %
Device (config-if) # authentication timer] Q-Z%)@ I, ﬂiﬂ;qﬁ/jﬁn E7ﬁ>4’7 7
ICMAL N

reauthenticate
IZRESNTWAEATEITTT,
ZA7v78|end A B —T e A AT T 4 X2l —3
i) : v E— & T L, %M EXEC E— R

WZRD £,

Device (config-if)# end

A7 79 |show authentication sessionsinterface | f o % —7 = 4 ZDBAEDRFF~ F—
interface-id Tyt va BT AERAER R LE
i) : EE

Device# show authentication sessions
interface gigabitethernet2/0/3

NEAT 2R Lf-A—tE T4 5—32 A4 Y FDETE

ZOBRERETDITE, VATV I T =By MOLIODAL vy FRFF Y e L
“C%Q”/féim =T 4= A v FITHEHSNTODBEND Y £,

\)

GE) ¢CISP £/7IINEAT o> a VBT I T 4 TR EZITTA LV I—FREZRIAL Ty —
AT D80T, A—t o T4 7r—% A v F L X —T = A ADFKE & R
SO TTAIEICLE ST, T/ BAE—RNIZELTAILERLY F7,

» cisco-av-pairsi%. ISE T device-traffic-class=switch & L TERE SN TV ARLERH D 7,
ZAUCTKY, BTV PR EFICRIESNTZHE TR I 7 L LTA UV —T oA ADNFK

EENET,
AL v F ot —rT 4 r—FIIHRET DL, BHEEXECET— FTROFIELZ EITLE T,
FE
AT RFERIEFTFZIIY B #
AT v 71 |enable H¥i#E EXEC £— REZAZhC L £,
15 e NRAT—KREANLET FEkEh
258) .
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NEAT £ L1=A—t o T 1 5—4 24 vF0EE ||

AU RFERETOVa Y

B8

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—nRN)L a7 4 F¥al— g
T— FERBLET,

ATv73

cisp enable
1 -

Device (config) # cisp enable

CISP %A % —T7NIZLET,

ATvT4

interface interface-id

1 -

Device (config)# interface
gigabitethernet 2/0/1

RETDHR—MEREEL, AV ¥—T=x
AfAayT74F¥a2lb—YaryE— K%
BHtA L9,

ATy Th

switchport mode access

1 -

Device (config-if) # switchport mode
access

AR—hE— K% access [T E L £,

ATvT6

authentication port-control auto

1 -

Device (config-if)# authentication
port-control auto

AN— FEFEE— R& auto lIZRE L £,

ATy T1

dot1x pae authenticator

1 -

Device (config-if) # dotlx pae
authenticator

A B =T oA A R—F TR
7474 (PAE) A—% T 4 /r—X4
ELLTRELET,

ATvT8

spanning-tree por tfast
fi

Device (config-if) # spanning-tree
portfast trunk

BM—DU—y 27—y g v EEh—A
ICHEE ST 7 A K— K LT Port
Fast 14 Xx— 7 /WIZ LET,

IEEE 802.1x /R— F R—X DRI DR E .
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IEEE 802.1x K— F R—2ORFENFEE |

ARV RFERETIVa Y

B8

ATvT9

end

1

Device (config-if)# end

B =T AfAALT 4 Fal—37
v E— REKT L, FE EXEC E— F
IR £97,

NEAT 2 ERL=Y TV AN AL YFD

o

axX AE

AL v FHH TV MIEET DX, FitE EXEC E— FCROFIEZFET L E T,

FIE

ARV RFERETI Y

S

ATy T

enable
1 -

Device> enable

¥ikE EXEC E— F&A%NZ L £,

e NAT—REANLET (FR
N5 .

ATy T2

configureterminal

51

Device# configure terminal

Ja—)ary7 4 ¥al—g v
E—RFZRBLET,

ATvT3

cisp enable
£l

Device (config)# cisp enable

CISP A F2—T7NIZLET,

ATvT4

dot1x credentials profile
151 -

Device (config) # dotlx credentials test]

802.Ix 7 LT vy Ta Ty A )V
ERRLET, ik, 77U B b
LTCRHRESINDIHR— MNIERT HHLE
DY ET,

ATvTh

username suppswitch

&1

Device (config) # username suppswitch

—FHEERLET,

ATvT6

password password

1 :

. IEEE 802.1x R— F R—X DRI DR E
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NEAT £ LS TU Ak 21 vF0EE [

ARV RFERETI Y S

Device (config) # password myswitch

RXFw 77 |dotlx supplicant force-multicast =%y X NELIFATF P R R
Bl - Ty ROWTNNEZE LITHAICA
Ay FITHEHIZ~ LT F ¥ A b
Device (config) # dotlx supplicant EAPOL 7217 %Jiéfg S FE ﬁ‘o

force-multicast

LY, NEAT N T _XTDOHEA K
T—=RNTOYF VB b AL v FTH
BBTELE2ICb0 £,

ZF w78 |interfaceinterface-id RETHHR—bfEEL, A ¥ —
4 - TxAf AT 4FXa2lb— g ET—
FaEBiE L £,

Device (config)# interface
gigabitethernetl/0/1

X w79 |switchport trunk encapsulation dotlq |R— 2 FF o7 B— NIZRELE
i - kK

Device (config-if)# switchport trunk
encapsulation dotlg

AT w710 |switchport modetrunk A H—T oA A% VLAN K527
- AR—FELTHELET,
Device (config-if)# switchport mode
trunk

RF w711 |dotlx paesupplicant A VB =T 2 A A R— T I/ EAT
i - >»7 1474 (PAE) ¥7 U MEL

THRELET,

Device (config-if) # dotlx pae
supplicant

R w712 |dotlx credentials profile-name 821X LTy Fa sy AV
B - A B =T = A RS T E T,

Device (config-if)# dotlx credentials
test

IEEE 802.1x K— FR—2 DRFINHE [



IEEE 802.1x K— FR—RDBIENHE |
B 5o o—FafEACLEETY £ 4 LY b URL £6R LT 8021x BEEDBE

ATV RERET IV Iy B#Y
AT v 713 |end AV H—T 2 fA AT 4 X2l —
1 vay E— REKT L, R EXEC

— NIZREY £7°,

Device (config-if)# end

A O0—Ka[EEACLE XUV FA4 L% + URL Z{EF L 7= 802.1x 2
DEF
A\

GE) RAAvFIZHFTrm—RTLHENII, ¥ Urn— R’ ACL % ACS TRET HLENH Y F
‘j‘o

‘— b TOFRGE%. showip accesslist #i#HE EXEC 2~ R&EMHAL T, A— ¥ vra—FR
Ltmm%%rf%i#o

\)

() showip accesslistsinterface =~ > RO JJIZi%, dACL 7 4 /L% ID X° ACL 7 1 /L% ID 133
Téﬂiﬁho_hi WA VB —T oA ATIE L, ERBiLE Yy a DT RAL
FRREIZ Ko TIER S 7o ARAEAR — MZ ACL 2R S 5728 T7 . dACL 7 ¢ /L% ID X° ACL
7 4V ID%EFT 521X, show ip access-lists access-list-name =~ > R&2H L 97,
access-list-name /. show access-session interface interface-name detail =~ > KD H 15> 5 Etds:
THLENRDHY £, accesslist-name TIX K LT L/ NLFNRRFI S ET,

Ay 00— FA[EE%: ACL D ERTE
INHDORY —iL, 7747 FHFIES 1. &747/%m7ﬂwowa7A4xh
TR T T =T NVTEBMENTZBTAENNI/RY 9, ZOBAL v FNL 7 o— RAlfE
ACL Z#HR— M@ L E T,

¥t EXEC E— FCTROFNEEZFEITL T,

1R BRI

SISFR—ZADT A Z T v x 7%, 802 IxRiAFZHET D I-ODRMHESRMETT, T34 A
N7 oX o 77l T AERIFFHTENICLTWD Z L 2R LET, FHCOVTIL,
[ASF RXR—ZAD T v X TOERE] OEEZSRLTITEIN,

. IEEE 802.1x R— F R—X DRI DR E
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FIE

goon—ragnactonz ]

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

aaa new-mode

1

Device (config) # aaa new-model

AAA A X —T I LET,

ATvT4

aaa authorization network default local
group radius

1 -

Device (config) # aaa authorization
network default local group radius

A D FEE v — I VERE LET,
"] A HIBRT 2121, noaaa
authorization network default local group
radius =~ > K& HLET,

B
[V

ATy Th

radius-server vsa send authentication

1 -

Device (config) # radius-server vsa send
authentication

RADIUS VSA EERFLEZRE L E T,

ATvT6

interface interface-id

1 -

Device (config) # interface
gigabitethernet2/0/4

RETDHR—MEREEL, AV ¥—T=x
AfAayT74F¥a2lb—YaryE— K%
BHtA L9,

ATy T17

ip access-group acl-id in

1 -

Device (config-if)# ip access-group
default acl in

R—rDANFEDOT 7+~ ACL %

HELET,

GE) acl-idix7 7 kA JUXRD
ZATEZITHE ST,

IEEE 802.1x /R— F R—X DRI DR E .



B 7o o—rgRUs—ozE

IEEE 802.1x K— F R—2ORFENFEE |

ARV RFERETIVa Y

B8

ATvT8

end

1

Device (config-if)# end

B =T AfAALT 4 Fal—37
v E— REKT L, FE EXEC E— F
IR £97,

Aooa— K RY O—DERE

1R BRI

SISFR—2ZDF /A % FF v &2 71E, 802Ix IR BRET 5 1= OFHEAM T, 734 2
b YR I ET U T AEEFHTAMCL TS E AR LET,

FIE

ARV FFEREETIVa Yy

EL:)

ATy I

enable
% -

Device> enable

¥ #E EXEC £— 2B LET,

e NMAT—REASNLET (FkE
Ni-%E) .

ATy T2

configure terminal

151

Device# configure terminal

Ja—n)arys7Z 4 F¥al—a
£ F\;’&E:ﬁﬁé\]\/iﬁ—o

ATvT3

access-list access-list-number { deny |
permit } { hostname | any | host } log
i -

Device (config) # access-list 1 deny
any log

. IEEE 802.1x R— F R—X DRI DR E

FI7 4V AR—FACLEEZLET,

access-list-number (21X, 1 ~ 99 7213
1300 ~ 1999 ™ 10 A FE L £,

FHER—BLTGHEILT 7 A2 HES
T O AIRdeny 2R E L. AT 5%
A3 permit ZHE L £ 7,

source L, IRD XK 97237 v N EEE
THFRy NU—7 F72 IR A FORE
LT RLATT,
« hostname : N MM & 10 #EFRFLIC
£%32 8y MROHE,
* any : source I £ U source-wildcard

DfH 0.0.0.0 255.255.255.255 DEME
BaEWwT 5% —Y— K any,




| IEEE8021x R— F R—Z DRI DHTE

govn—rkys—onze 1

ARV FFEREETIVa Yy

E:)

source-wildcard £ % A Jj 3 2 M3
3HY FHA,

* host : source ¥ & (N source-wildcard
D source 0.0.0.0 DEMETE % Bk
4% %—U — K host,

({£&) source-wildcard v k%[
7 RLUAICEALET,

EE) nr7mAJLT, =RV L
—HT By MIETAE R X
T A=k aryy— IR ELE
‘a‘o

ATvT4

interface interface-id

&1

Device (config) # interface
gigabitethernet 2/0/2

Ao B —T A AT 4F¥2L—
vary ET—REBBLET,

ATy Th

ip access-group acl-idin

&1

Device (config-if)# ip access-group
default acl in

R—FDOASIFF DT 7+~ ACL &
HELET,
GE) acl-idix7 7 AU A D
ZATE 213 HZ ST,

ATvT6

exit
151

Device (config-if)# exit

Ao B —T A AT 4F¥=21b—
varE—FREETL, Ja—L o
V74 F a2l —varyE—RIIEDE
—640

ATy T1

aaa new-model

1 -

Device (config) # aaa new-model

AAA A F—T NI LET,

ATvT8

aaaauthorization network default group
radius

% -

Device (config) # aaa authorization
network default group radius

TFRAIOHEE — TR ELET,
R A EHIERT 2121, noaaa
authorization network default group
radius =~ RZEH L E7,

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
B vianiD <~z mac IO EE

ARV KEEEET7Ia Y B
RTw 79 |radiusserver vsasend authentication |~ & —[E A B A 8% L3 5 7=
i - WIZ, Ky NT—7 T 7 RAY—/—
ERELET,
Device (confiqg) # radius-server v nd . RN STl
wgg;méma e = (E) ?W/E Fﬁﬁ&AGJ
DEERET DN H D F
—g—o
25w 710 |end Ja—nR_) a7 4 F¥al—g
i - T RZT L, FrHE EXEC £— FIZ
RO ET,
Device (config) # end
S =HE 1 —
VLAN ID A—X MAC 23D TE
¥iHE EXEC E— R CTIROFIEEZFATL ET,
FE
AU REREETI 3 Y B
AT w71 |enable KikE EXEC E— RE AR LE T,
{5 e MAU—REZ AN LET (FERkIh
e%E) .
Device> enable
R T 72 |configureterminal Ja—N)ary7 4 Xal—igy

Mi %*ﬁﬁﬁWébiﬁo

Device# configure terminal

Z 5w 73| mab request format attribute 32 vlan VLAN ID _X— 2 MAC #RiFa A % —7
access-vlan M LET,

1 -

Device (config) # mab request format
attribute 32 vlan access-vlan

. IEEE 802.1x R— F R—X DRI DR E
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ozz W

REGRALIER

AU RFERETOVa Y

B8

ATvT4

end

1

Device (config) # end

Jua—\)L a7 4 Xal— g
F— REHT L., FHE EXEC E— RIZ
RY £,

EEIGRELERF D

=L ==

nXI:E

F@ﬂlﬁﬂiﬁﬁ ENAE0%. MAB 7° IEEE 802.1x 32:F (dotlx) DEMZRITIN D X 9 Ik
RRGEDNEFREDINEFZ AT LET, MAB TR0 ORBFAELFRX E LT Eénfwét

MAB (3D _CTOFEFEHF ALY BRI E T,

¥ EXEC &— RCTIROFNEEFITLET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
51 -

Device> enable

FsHE EXEC E— N2 B L FET,

e NRAT—REANLET (FEkEh
=58

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NZBABLES,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

RETLHR—MfREL, A4 —T =
A A a7 4Fal—raryE—FRK%
BRLA L E

ATvT4

switchport mode access

1

Device (config-if) # switchport mode
access

RADIUS % — " ZHRNIIHE LG AT
B, R—1+2T7 7 A F— FICHT
LET,

ATy TH

authentication order [ dot1x | mab ] |
{webauth}

1

(EE) A— b ETHEM S 238G

DINEFF 2 BE L E T,

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
. Openix DERTE

ARV RFERFTIVaY =)

Device (config-if) # authentication order
mab dotlx

AT 7 6 |authentication priority [ dot1x | mab ] | (B8 W SHRER—F F54FY
{webauth} T4 VA MIBMLET,

1 -

Device (config-if)# authentication
priority mab dotlx

AFwF7|end Ao B —T o f AT (K2l — 7
11 v E— REKT L, FiHE EXEC E— R
IR £,

Device (config-if)# end

=L =
Openix D EXTE
H— b DA AT — FOFBHIEE A 2 —7 T 5I121E, ¥ EXECE— FTROFIEA %

Flg
ARV REEEEFET7Ia Y B
AFwv 1 |enable ¥HE EXEC E— RZHMC LT,
1 e NMAU—REANLET (R
Ne%aE) .
Device> enable
R wF2 |configureterminal Ja—N)Lar7 4 Xal—iay
- T— REHELET,
Device# configure terminal
5w 73 |interfaceinterface-id WMETAR—FNEEEL, £ ¥ —
i - TxA AT 4 Fal— g F—
NZBRtG L £7,
Device (config)# interface
gigabitethernet 1/0/1

. IEEE 802.1x R— F R—X DRI DR E



| 1EEE802.1x K—

l“’\ Xo)n%].\nIEOD XE

Openix D& TE .

ARV FFEREETIVa Yy

E:)

AT w4 |switchport mode access RADIUS H— %% E LIz A1 R
B - D, R—bz7 27 EAE— NIIHEL
e
Device (config-if) # switchport mode
access
w75 |authentication control-direction {both | | ({T-&) R— FEl#AHE—FBE—F
inj E I AT FICERELET.
1
Device (config-if)# authentication
control-direction both
AT w76 |authentication fallback name () 802.1x RBREZ AR — K LA
Bl - 7747 VHOT H =Ny 7 T5ik
E LT WebiiE 245 L 9 AR—FH
Device (config-if)# authentication | ZiXiE L ET,
fallback profilel
X w 7 |authentication host-mode[multi-auth (EB) R— b ECGiF~x—
Imulti-domain [multi-host |single-host] | = — pzzp L £,
1
Device (config-if)# authentication
host-mode multi-auth
RTw 78 |authentication open (EE) A—hETH—TF 77 &A
R EAX—TNERIEIT =TIl
£
Device (config-if) # authentication open|
AT w79 |authentication order [ dotlx |mab ]| (&) R— b EClA SN LS
{webauth} RONEF2#E L ET,
1
Device (config-if)# authentication
order dotlx webauth
w710 |authentication periodic ({£%&) R— b ECTHBIEE A 1 —

51 :

Device (config-if)# authentication

NEFITTF 4 =T LET,

IEEE 802.1x /R— F R—X DRI DR E .



. R— k£ TOD 802.1x FREEDENE

IEEE 802.1x K— F R—2ORFENFEE |

ARV FFEREETIVa Yy

S

periodic

ATvIN

authentication port-control {auto |
force-authorized | force-un authorized}

51

Device (config-if)# authentication
port-control auto

({EE) A— FOFA AT — s OTFH)
HIfZ A R—T Iz LET,

ATvT12

end

51

Device (config-if)# end

Ao B —T A AT 4F¥2l—
Yary T— RERKT L. FHE EXEC
T— FIZRED 7,

R— k _ETD 802.1x

AL DENE

802.1x FBFEE R — h TT 4 B—T NI T BITiE,

L—y gy avwry REFERALET,

AR—FTR2IXFFEET 4 =T NMIZT BITiE, FFHEEXECE— FCROFIEEZFEITLET,
ZOFIEIXMEETT,

FIE

nodotlxpaef > #—7 xA A AT £ X =

AV RFEEETIa Y

=)

&M

enable
1 -

Device> enable

HibE EXEC E— REZ A% LE1,
e NMRAT—RKEANLET Fkshn

ey

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
T FEIBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/1

RETDHHR—FZHEEL, A F—T =
A A a7 4Fal—vary T— K%
Bt L £,

. IEEE 802.1x R— F R—X DRI DR E
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g2 1x BAREDT 7+ L rE~D Uy + ]

AU RFERETOVa Y

B8

ATvT4

switchport mode access

1 -

Device (config-if) # switchport mode
access

(f£&) RADIUS H— A RELI-HE
WZIRY , A= &7 78R E— FIT&
ELET,

ATy TH

no dot1x pae authenticator

1

Device (config-if) # no dotlx pae
authenticator

A= TDORIxFBIEET 4 E—T L
W LET,

ATvT6

end
1

Device (config-if)# end

A B —T o fAAL T 4 Fal—7
v E— REKT L, ¥ EXEC E— K
IR £9,

802.1x FREEERTFED T 7 +

ILME~DY) Y F

802 IXFRAEXER T 7 4/ MEIZETIZIZ, ¥HEEXECE— R CROFIEEZFETLET, 2D
FIEHMEE T,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device> enable

¥ ME EXEC E— R&ANZ L £,
e NMATU—KREZASNLET FREN

258)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal— gy
ET— RZHBLET,

ATvT3

interface interface-id

1 -

Device (config) # interface
gigabitethernet 1/0/2

A B —T 2 AT 4 X2l — g
Y E—FREZRBL, RETDHR— &
B LET,

IEEE 802.1x /R— F R—X DRI DR E .



Xr ==
W =

Xr
=

IEEE 802.1x K— FR—RDBIENHE |

R e2Ix X)) T4 DETE

IV N3 i F A7 B
ATy 7 4| dotlx default RETTRE R 802.1X DT A—H 5T T
1 Vo ME~NRLUET,

Device (config-if) # dotlx default

AT v 75 |end AHE—TzA AT 4 Fal—s
i - VE— REKT L, B EXEC E—F
WZRY £97,

Device (config-if) # end

% 8021x X1 T4 DERTE

TARHeIx X2 ) T A HBBET NA ATHAL T, X2 T 0 ENARELEGAIC
F— 2 E 72135 VLAN IR 2 VLANF T 27 4 B—7uic LEd, Z OMBREIL. PCH
IP Phone {28485 ATV 5 IP Phone BREE T C& £9°, 75— VLAN TEx =2 U 7 (&N
BHHEINDE, T—X VLANTZEI N vy vy MU EInEdT, BEFEVLANDO T 7 4 v 7
W5 2 L TS ATEZEENE T,
TNRAATCTEFRHSNRIXEFEX 2 T 4 2R ETDHHE. WOFEBEFHIIME->TLEE
W,

e BEEI802.1x X2 VT 4 B A X —T T T BITIL., errdisable detect cause

security-violation shutdown vlan 7 a—/ )L 2327 ¥ = 1/»*“/5 vavw s REANLE

T, AR SNIx X2V TF 4 E T 4 E—TNICTBITIE, ZDa~wr RO no/N—
CarEASLET, Zoavr Rid, T, ZAD802.1xF ET rOFTRTITEA SN

i‘a_o

N

G¥)  shutdownvlian ¥—U— RZEFETE L7254, error-disabled A 7 —
MIR S TZBRICAR— RN Y v FE T ENET,

- errdisablerecovery cause security-violation 72—/ V)L 27 f ¥ a L —a av R
ZfEM LT, error-disabled Y 7\ VU 25 ET H &, A— MIABUICHRA R—7 /M2 S
AUET, error-disabled U 73U 23748 — b TEEE S LTV R WA, shutdown 35 L Ut no
shutdown f > % —7 A A a7 4 Falb—varavy REfEHLTHR— MNEHOA

F—=T W LET,

o fHl % D VLAN Z O, 2 —T7/WIZ 9 A121%. clear errdisableinterface interface-id vian
[Vian-list] #### EXEC 2~ > R&EH LET, #HZHEELLRWEE, K— DT XToO
VLAN 28 A X —T M ENET,

ik 802.1x X = U T 4 ZHNTT BICiE, ROFMEEFITLET,

. IEEE 802.1x R— F R—X DRI DR E
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FIE

srzssnxtrau 7 0%z [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

errdisable detect cause security-violation
shutdown vilan

1

Device (config) # errdisable detect cause|
security-violation shutdown vlan

X2 VT BT T AE LT
TOVLAN Zv v v R T LET,

GE) shutdownvlan ¥ —97Y — R %
FRELRWEE, 73To
A— k2% errdisable 27— k
220, Yy RS
WET,

ATv74

errdisable recovery cause
security-violation

1

Device (config) # errdisable recovery
cause security-violation

802.1X BX = U 7 (EKIZ L D M
olzR— NOHBIFEEBENCLE
K

ATvT5

REANTTLET,

» shutdown
* no shutdown

1 -

Device (config) # no shutdown

({£#) errordisable ™ VLAN % FF O
F—T LT, T D errordisable
WHrE7IUT7LET,

ATvT6

exit
1

Device (config) # exit

Juau—)aryZ7 4 xXal—gy
E— N&/&T L, F#HE EXEC E— NI
R0 FE9,

IEEE 802.1x /R— F R—X DRI DR E .
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IEEE 802.1x K— F R—2ORFENFEE |

ARV RFEEETIII Y B8
R v 717 |clear errdisableinterfaceinterface-id vian | ({1:#) errdisable 272 > T\ Al % D
[Vian-list] VLAN %z F O X—7 L LET,
f « interface-id 513 D54, % D
. _ _ VLAN Z B UOEZNCT DR — b &1
Device# clear errdisable interface e
gigabitethernet 0/1/1 vlan vlan_list ELET,
o (fF£E) vian-ist 51# DA, BV
HMNZT 25 VLAN DU A N & f5E
L ¥ 9, vlan-list Z#5E L2 WGE
X, T_TD VLAN N A % —
TN FT,
AT 7 8 |show errdisable detect error-disabled fi HH 27— % A 2 KR L %
I EE
Device# show errdisable detect

IEEE 802.1x 7R— b AN— X D ERET D % 7E 5

W12 IEEE 802.1x R— R _— ZDWALOHZ T 2~ LE T,

Bl . 70t ATEEREL/ N1 /R ADERTE

WIS, T 7 B ARRERBRE A N AKRE R ET DBl m LET,

Device> enable

Device# configure terminal
Device (config) # radius-server
Device (config) # radius-server
Device (config) # radius server
Device (config-radius-server) #
Device (config-radius-server) # key abcl234
Device (config-radius-server) # exit

deadtime 60
serverl

dead-criteria time 30 tries 20

address ipv4 172.29.36.49 acct-port 1618 auth-port 1612

Device (config) # dotlx critical recovery delay 2000

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# dotlx critical

Device (config-if)# dotlx critical recovery action reinitialize

(
(
(
(
(
Device (config) # dotlx critical eapol
(
(
(
(
(
(

)
Device (config-if)# dotlx critical wvlan 20
Device (config-if)# end

. IEEE 802.1x R— F R—X DRI DR E
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#-van s —Joxz ]

5] : VLAN ' IL— T DHTE

WIZ, VLAN 7 V—T %R E L, DT L—TICVLAN Z#~ v 7 L, VLAN 7/ v —7 =2
V74X 2l —varyBIUHEE VLAN L O~ v B 7 B iR 2R LET,

Device> enable

Device (config) # vlan group eng-dept vlan-list 10

Device (config) # exit
Device# show vlan group group-name eng-dept

Group Name Vlans Mapped

Device# show dotlx vlan-group all

Group Name Vlans Mapped
eng-dept 10
hr-dept 20

&IZ. VLAN ZBEfF0D VLAN ZL— B L, VLAN MBS iz Z & 2R3 56 2R
LET,

Device> enable

Device (config) # vlan group eng-dept vlan-list 30
Device (config) # exit

Device (config)# show vlan group eng-dept

Group Name Vlans Mapped

&IZ. VLAN % VLAN Z L —7 6l 562~ LET,

Device> enable
Device# no vlan group eng-dept vlan-list 10

RIZ, TXTD VLAN 78 VLAN Z/L—T7 7067 U7 Sl L T, £D VLAN 7 v—7" % 7
U7 ansblzrlET,

Device> enable

Device (config) # no vlan group eng-dept vlan-list 30

Vlan 30 is successfully cleared from vlan group eng-dept.
Device (config) # exit

Device# show vlan group group-name eng-dept

OB TIL, T_XTHO VLAN Z—T% 27 ) 735 EE2 R LET,

Device> enable

Device (config) # no vlan group end-dept vlan-list all
Device (config) # exit

Device# show vlan-group all

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— F R—2ORFENFEE |
B eeeso2ix k— FR—ROBEMEERERTF— S ROEZS Y Y

IEEE 802.1x ;h— FR— X DERERAETIFEHRER T —2 A D
EZARYDG

Z ZTiX. IEEE 802.1x " — hR—RFFEDFEHER E AT —H A F=H—FTHa~vw Kk
ZT—\‘L/\gzj_ﬂO

RAHEXECRRITUF

= N Br

show dot1x all statistics TRTOR— D 802.1x etz T LE T,

show dot1xinterfaceinterface-id statistics| 457 & 172 — b @ 802.1x HatEM A TR L £

show dot1x all[count |details [statistics | 21 v F D 802.1x HELA T — & A F L O@EEAT —
|summary] FAHFRLET,

show dot1x interface interface-id HBESINZAR—FD802.Ix BEH AT —X AL L UFH)
VEAT—8 2 FrLET,

x£5:0—nN\)LarI4FalL—3aravor

av>v R BHH#
no dot1x logging P72 802 IXFREERA v — U E T 4N R Y T LET,
verbose

IEEE 802.1x 7R— F RA— X DEBSE D HEEEE FE

WOFIZ, ZOFY 2—/LTHHTHHEDOY UV —AB L OEEEREZ R LET,
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