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varE—RERBLET, AT
% CPUF = —IZxtd 57 7 AD4Hi
EANLET, [CoPP DY AT ATE
#E] OREZRLTITEEN,

ATy Th

policerate rate pps

&1

Device (config-pmap-c) # police rate

= B ooro— L IJL—rRYLUIDHE

BELIZ NI 747 7T AHL,
| DRIV SN D BEE 7 » oD
FIRZfRELET,
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ARV FFEREETIVa Yy E]:g]

L B e eoolie) s GE) RETHL— ML fREL

evice (config-pmap-c-police) f:ﬁ‘?%‘?‘y7°@:)§,‘§‘%)ﬁ"
TP CPU F = —IZE H
SnEd,

ATvT6

exit
&1

Device (config-pmap-c-police) # exit
Device (config-pmap-c)# exit

Device (config-pmap) # exit
Device (config) #

Ja—) a4 Xal—g v
T RIZREY £7,

ATy T17

control-plane

51

Device (config) # control-plane
Device (config-cp) #

Hili#E =~ 1L —> (configcp) 2> 7 4 F =
L—yaryE—RE2RBLET,

ATvT8

service-policy input policy-name

1 -

Device (config) # control-plane

Device (config-cp) #service-policy input]
system-cpp-policy

Device (config-cp) #

system-cpp-policy % FED |21 > A h—
NLET, Zoa<r Rk, FEDARY
VA RTRTHOICNETT, Z0
avy RERELRWE, 27—k
DET,

ATvT9

end

51

Device (config-cp)# end

HebE EXEC B— NICEY 7,

ATy 710

show policy-map control-plane

1 -

Device# show policy-map control-plane|

==

system-cpp KU —D F CTREINTZT
RTDIFTA, SESERNTI T4y
2 FITHRES N L— b, BEW
MaHE i ZF£R LET,

CPU 11— EMIL

CPU F = —Z N+ 2I1201%. ROFIEAFEITLET,

FIE

ARV KRFERRETI VY

=)

ATy T

enable
1 -

it EXEC E— FE Az LET,
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ARV RFERETIVa Y

B8

Device> enable

e NAT—REASNLET (ERSh

%a

o

ATy T2

configure terminal

1 -

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

policy-map policy-map-name
fi
Device (config) # policy-map

system-cpp-policy
Device (config-pmap) #

RV —=v T ary74FXal—T3
v E—REBMBLET,

ATv74

class class-name

1

Device (config-pmap) # class
system-cpp-police-protocol-snooping
Device (config-pmap-c) #

JIATVvaryaryZ 4 F¥al—

varE—RNERBLET, EHICT
% CPU F 2 —TXHET 5 27 7 AD4Hi
EANDLET, [CoOPPDV AT LTEF
B OREZZHL T EE 0,

ATy TH

no policerate rate pps

1

Device (config-pmap-c)# no police rate
100 pps

BELIEZN 274w 7T ADFEEN

7y b OMER A L E T,

GE) kv, BELRE T
A=y ICBTHTTD
CPU F =2 — RN/ 0 F
‘g—o

ATvT6

end

1

Device (config-pmap-c)# end

¥i#E EXEC £ — FIZEY £,

ATy T17

show policy-map control-plane

1 -

Device# show policy-map control-plane

system-cpp YL —D FTRHRE ST
RTCOITA, BILOEESER T
T a7 EA T ERFHERICRE ST
L—bhERRLET,

TARTDCPU X1 —([ZxFT 5T IAHILEDR)HY— L— FDERE

FT_XTOCPU Fa—DRI Y — L — 2T 73/ FDL— MIERETHITIL, KOFIELE

ITLET,
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CoPP DF

copp izl I}

FIg
ARV KRFERRETI a3 Y B#J
AT w71 |enable it EXEC E— RZAMIC L ET,
fi e MAU—REZ AN LET (FRkIh
=5mE) .
Device> enable
R w 72 |configure terminal Ja—r )L a7 4 ¥z lb—3a
5l T FEMMLET,
Device# configure terminal
AT 73| cpp system-default FTRCDITADRY H— L— &7
1 - T AN RO L— MIRELET,
Device (config) # cpp system-default
Defaulting CPP : Policer rate for all
classes will be set to their defaults
ATwv74|end FiHE EXEC £— RIZE D £,
{5
Device (config) # end

% TE 51

5l : CPUF 2 —DEMEFERLIICPUF 2 —DR)Y— L—FDEE

WOBNZ, CPU F = —%2FCT D H1E, £/2IECPUF 2 —DOR I ¥— L— FELEET L)
BERLET, T TliL class system-cpp-police-protocol-snoopingCPU & = —
WA/ . RY ¥ — L— L2000 pps T

Device> enable

Device# configure terminal

Device (config) # policy-map system-cpp-policy

Device (config-pmap) # class system-cpp-police-protocol-snooping
Device (config-pmap-c) # police rate 2000 pps

Device (config-pmap-c-police) # end

Device# show policy-map control-plane

Control Plane
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Service-policy input: system-cpp-policy

<output truncated>

Class-map: system-cpp-police-dotlx-auth (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: none
police:
rate 1000 pps, burst 244 packets
conformed 0 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop

Class-map: system-cpp-police-protocol-snooping (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: none
police:
rate 2000 pps, burst 488 packets
conformed 0 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop

<output truncated>

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

5] : CPU & 2 —DEMIE

WIZ, CPUF 2 —%T 4 B—T7MZT D0 %R LET, I TlL class
system-cpp-police-protocol-snooping CPU & = — 3N 70 ) F7,

Device> enable

Device# configure terminal

Device (config) # policy-map system-cpp-policy

Device (config-pmap) # class system-cpp-police-protocol-snooping
Device (config-pmap-c)# no police rate 100 pps

Device (config-pmap-c)# end

Device# show running-config | begin system-cpp-policy

policy-map system-cpp-policy
class system-cpp-police-data
police rate 200 pps
class system-cpp-police-sys-data
police rate 100 pps
class system-cpp-police-sw-forward
police rate 1000 pps
class system-cpp-police-multicast
police rate 500 pps
class system-cpp-police-multicast-end-station
police rate 2000 pps
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class system-cpp-police-punt-webauth

class system-cpp-police-12-control

class system-cpp-police-routing-control
police rate 500 pps

class system-cpp-police-control-low-priority
class system-cpp-police-wireless-priorityl
class system-cpp-police-wireless-priority2
class system-cpp-police-wireless-priority3-4-5
class system-cpp-police-topology-control
class system-cpp-police-dotlx-auth

class system-cpp-police-protocol-snooping
class system-cpp-police-forus

class system-cpp-default

<output truncated>

Bl : TRTOHOCPUFA—IZT BT IAILEDR) Y —L— FDERTE

I, TRTHOCPU Fa2a—DRIY— L— 2T 74/ MIREL, £ DORICHRIE LR
LR LET,

Device> enable

Device# configure terminal

Device (config) # cpp system-default

Defaulting CPP : Policer rate for all classes will be set to their defaults
Device (config) # end

Device# show platform hardware fed switch 1 gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop (Bytes)
Drop (Frames)
0 11 DOTIX Auta  ves 1000 1000 0o o
1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 0 0
3 0 ICMP GEN Yes 600 600 0 0
4 2 Routing Control Yes 5400 5400 0 0
5 14 Forus Address resolution Yes 4000 4000 0 0
6 0 ICMP Redirect Yes 600 600 0 0
7 16 Inter FED Traffic Yes 2000 2000 0 0
8 4 L2 LVX Cont Pack Yes 1000 1000 0 0
9 16 EWLC Control Yes 2000 2000 0 0
10 16 EWLC Data Yes 2000 2000 0 0
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 600 600 0 0
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Openflow

Sw forwarding
Topology Control
Proto Snooping
DHCP Snooping
Transit Traffic
RPF Failed

MCAST END STATION
LOGGING

Punt Webauth
High Rate App
Exception

System Critical
NFL SAMPLED DATA
Low Latency

EGR Exception

Stackwise Virtual OOB

MCAST Data

Gold Pkt

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

1000

13000

2000

2000

1000

1000

13000

avra—LFL—rRyYysoioEE |

200 0 0
1000 0 0
13000 0 0
2000 0 0
400 0 0
400 0 0
200 0 0
2000 0 0
1000 0 0
1000 0 0
13000 0 0
200 0 0
1000 0 0
200 0 0
5400 0 0
200 0 0
8000 0 0
400 0 0
200 0 0

CPU queue policer rates are configured to the closest hardware supported value

CPU Queue Policer Statistics

Policer Accept

Bytes

Policer Accept

Policer Drop Policer Drop

Bytes

Frames

13 10

14 13

15 8

16 12

17 6

18 9

19 10

20 15

21 13

22 7

23 18

24 10

25 3

26 10

27 2

28 10

29 5

30 9

31 10

* NOTE:

Policer
Index

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

O O O OO OO0 0O0O0O0O0O0OOoOOooo oo

O O O O OO OO0 0O0O0O0O0OOooo oo

= B ooro— L IJL—rRYLUIDHE

O O O OO OO0 0O0O0O0O0O0OOoOOooo oo

O O O O OO OO0 0O0O0O0O0OOooo oo



| avro—n JL—2KYy

U DEE
Bl TRTHCPUF1— 18T 5774 kORY¥— L—roEE [
18 0 0 0 0
Second Level Policer Statistics

20 52772252 688073 0 0
21 0 0 0 0
Policer Index Mapping and Settings

level-2 level-1 (default) (set)
PlcIndex PlcIndex rate rate
20 1 2 8 13000 13000
21 047 910 11 12 13 14 15 6000 6000

Second Level Policer Config

level-1 level-2 level-2
QId PlcIdx PlcIdx Queue Name Enabled
0 11 21 DOT1X Auth Yes
1 1 20 L2 Control Yes
2 14 21 Forus traffic Yes
3 0 21 ICMP GEN Yes
4 2 20 Routing Control Yes
5 14 21 Forus Address resolution Yes
6 0 21 ICMP Redirect Yes
7 16 - Inter FED Traffic No
8 4 21 L2 LVX Cont Pack Yes
9 19 - EWLC Control No
10 16 - EWLC Data No
11 13 21 L2 LVX Data Pack Yes
12 0 21 BROADCAST Yes
13 10 21 Openflow Yes
14 13 21 Sw forwarding Yes
15 8 20 Topology Control Yes
16 12 21 Proto Snooping Yes
17 6 - DHCP Snooping No
18 13 21 Transit Traffic Yes
19 10 21 RPF Failed Yes
20 15 21 MCAST END STATION Yes
21 13 21 LOGGING Yes
22 7 21 Punt Webauth Yes
23 18 - High Rate App No
24 10 21 Exception Yes
25 3 - System Critical No
26 10 21 NFL SAMPLED DATA Yes
27 2 20 Low Latency Yes
28 10 21 EGR Exception Yes
29 5 - Stackwise Virtual OOB No
30 9 21 MCAST Data Yes
31 3 - Gold Pkt No

CPP Classes to gqueue map

PlcIdx CPP Class

0 system-cpp-police-data
10 system-cpp-police-sys-data
SAMPLED DATA/Gold Pkt/RPF Failed/

13 system-cpp-police-sw-forward
Pack/
9 system-cpp-police-multicast

Queues

ICMP GEN/BROADCAST/ICMP Redirect/
Openflow/Exception/EGR Exception/NFL

Sw forwarding/LOGGING/L2 LVX Data

Transit Traffic/MCAST Data/
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15 system-cpp-police-multicast-end-station : MCAST END STATION /

7 system-cpp-police-punt-webauth :  Punt Webauth/

1 system-cpp-police-12-control : L2 Control/

2 system-cpp-police-routing-control : Routing Control/Low Latency/

3 system-cpp-police-system-critical : System Critical/

4 system-cpp-police-121lvx-control : L2 LVX Cont Pack/

8 system-cpp-police-topology-control : Topology Control/

11 system-cpp-police-dotlx-auth : DOT1X Auth/

12 system-cpp-police-protocol-snooping :  Proto Snooping/

6 system-cpp-police-dhcp-snooping :  DHCP Snooping/

14 system-cpp-police-forus : Forus Address resolution/Forus traffic/
5 system-cpp-police-stackwise-virt-control : Stackwise Virtual OOB/

16 system-cpp-default : Inter FED Traffic/ EWLC Data/

18 system-cpp-police-high-rate-app : High Rate App/

19 system-cpp-police-ewlc-control : EWLC Control/

20 system-cpp-police-ios-routing : L2 Control/ Topology Control/ Routing
Control/ Low Latency/

21 system-cpp-police-ios-feature :  ICMP GEN/ BROADCAST/ ICMP Redirect/

L2 LVX Cont Pack/ Proto Snooping/ Punt Webauth/ MCAST Data/ Transit Traffic/ DOT1X Auth/
Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Forus traffic/ Forus Address resolution/ MCAST
END STATION / Openflow/ Exception/ EGR Exception/ NFL SAMPLED DATA/ RPF Failed/

COPPDOE=H2Y) 29

CPUFa2a— DT T4 I BATRR) Y —L—h (2—PF—DHELI-L— T 7L |
DL— 1K) ORI —FHEERRITHIZNE, ROa~vr ReEFEHLET,

avU R =E]:g]

show policy-map control-plane SFEEERINT T4 v I A TITREEINT
L— FERRLET,

show policy-map system-cpp-policy system-cpp 8 U 2 —D F TRESNZT T
DY FTAERY Y —L— eFRLET,

CoPP M H#&EE D B FE

ROFIZ, ZOFEY2—/LTHHTLHEEDY U —2ABIUOMEEHRZ R LET,

IS OBREIE. FFICHRE SN TWRWRY  BASINTZY U —RLBEOTXTOY U —RAT
fECcEET,
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copp a0 EE [

)=

HaE

HAETRR

Cisco IOS XE Gibraltar
16.10.1

av ha—)L FL—
ARy
(CoPP) *7-1% CPP

CoPPHEREIC L » T, AERNTF T 4 v/ &
721EDoS N7 7 4 v 7 B CPU R L |
arha— FL—rBIOERH KNS
T4y EEREEDL LI, TS
20X VT M ELET,

Z DOEREIZIT CPU F = — DO H Wb L OME
b, RV —L—FOEE, BLOKRY
P—L— DT 7 3V h~DREZIT I 7=
WO CLIREA T arnNdH £7,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BL Y 7 b =T A A= DY R—
NMEHZ TR CT& £7, Cisco Feature Navigator (27 27 £ A3 %5 IZ1&, https:/cfang.cisco.com (T

ﬁﬁ\i—g—()
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