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AAA H—/N— & D PKI #i & DEXTE

=0y

WL > TRREESNFZFEHEN S AAA 22—V —Z 24K L, FHENTAAA T—F N—

A 2P ORI 57 4 — A R 2IET 5I101E, ROMEEEEFLET,

B PKI COEREOHAL L UVRHDHE |
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a5 —i—s o P ganEz [

\)

(GE)  authorizationusername =~ RTH 7V =7 hMp b LTal F—U— REFHT LB, RO
HRFEEZETILELHY £,
o —HEDAAA Y —N—TiL, =P —ZOEINHIBREINET (&2, 64XFFET)
ZOFER., FFAEORKDOY TV =7 ML, ==LV EL TEEEA,
o —HRD AAA Y —R_—TiE, 22—V —LZIMEATEE2XFEy FBHIRENET (&%

i, A= () BLOES (5 2@HTERVWEERHY ET) . 20X RXF
v FOHIREH H AAA I — =T, al ¥F—UV—FEHTE £ A,

e T A RMKRA L FRED subject-name =~ RiE, LT L ERED AAA Y7V =7 b
VPRV A, FEEZESRICESEM KA A >4 (FQDN) . v U 7 EE, £izidn—
ZDIPT RUARZGENTWDLEEIR, BITENHENEDY TV =7 M7 4 — VR
HINHDaryR—R IREENET, 2 R—R &4 72T 5H12iE, fqdn,
serial-number, 3 L Wip-address ®4 =< Rz nonex— 7V — F&EH L x4,

o CAV— N—NFEHEEZRITTHE, CAV ==, BRLAEVT D=7 N7 41—
REERTHZENBY ET, 2Lz, —HORXUZ—0D CAYV—"—RER LIV
Y/ NAOMRERRI4 (RDN) %2 CN, OU, O, L, ST, BLOCIzUlv ExE4, 7=
2L, B CAY—_"—F, FRELZLDAPT 4 L7 F VU Jb— |k (O=cisco.com 7% &) %
FORL7eH 7 V7 NMAORBIGENT 2560860 £77,

FEAEDFRRAIGERT LY — ko Tk, 7Y =7 F4 O RDN OFEIRINEFE 73 5 72
HZLNBY ET, CiscolOS Y 7 b =7 TlE, HEEMNRID RDN £ LI FK R L E
7%, Open Source Secure Socket Layer (OpenSSL) 72 & D, oY 7 b7 =7 Tik, HE
JER R ORDN 2 Jc8HICFoRr LET, Lo 7T, BaeRisl4 (DN) (H7v=72 h
&) EFFOAAA == RG22 =P =4 & LTRET DHBIE, CiscolOS Y 7 b
VT AZAN (DFED | HEENEIKO RDN ZEHICER) BEHAsh Tl L%
MR LT EEN,

FIE
ARV EEREETIVa Yy EL:Y

ATy 71 |enable Fi#E EXEC £ — FE AT L E T,
B Ty PRERES N BT — R
Device> enable AN LET,

X5 w72 |configure terminal Ja—r )L ary7 4 F¥al—gy
Bl T R L £
Device# configure terminal

RTw 73 |aaanew-model AAAT 7 A ar ha—L 5 L%
i - A F—T M LET,
Device (config) # aaa new-model

PKI coIREDH TS L UEBOEE I}
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PKI COFEREDHAE L UEMOEE |

ARV FFEREETIVa Yy

S

ATvT4

aaa authorization network listhame
[method]

1 :

Device (config) # aaa authorization
network maxaaa group tacacs+

Fv NI ~Da—Y—T 7t 2%
HIRT D/ A= 2 ELET,
» method : group radius, group

tacacs+, ¥ 7213 group group-name
DT I,

ATy Th

crypto pki trustpoint name
1

Device (config) # crypto pki trustpoint]
msca

N7 A MKRA YV PBIORESI N4
AiZESLTC, CANTARMKA U b
a7 4F¥alb—arET— etk
LET,

ATvT6

enrollment [mode] [ retry period minutes]
[ retry count number] url url [pem]

51

Device (ca-trustpoint) # enrollment url
http://caserver.myexample.com

EyAne

Device (ca-trustpoint) # enrollment url
http://[2001:DB8:1:1::1]:80

B PKI COEREOHAL L UVRHDHE

CA DIRDBGFNNT A—X EZfRELE
TO

o (fEE) CA T AT LANRBELE
(RA) #7254, mode
¥—U—FELLTRAE— &R
EFLET, 774/ FTIE, RA
T— NZEHTT,

(f£E&) retryperiod ¥—U— Rk
L O minutes 51 %1%, CA IZHIDFE
HEZREZEEFETHETL—FN
R 2 M A DAL CHRE L E
T, AREIZ1~60TY, T 74
)V MiE 1T,

({£&) retrycount ¥—7U— R
F O number 5 [%ki%, ERTOZERIZ
M BISE B — A NG L
Pt — X DSREREER A
FETHREERELET, ARk
fEix, 1 ~100 T, 741k
%10 T,

ourl BIEX, —F DN EFIREER A
¥#{E9 % CA ® URL T,

GE) IPv6 7 K L A% http:
B ATBENTE £
T, & xR,
http://[ipv6-address]:80
T9, URL D IPv6
7 R LA IFEIN T

WERH Y £,
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a5 —i—s o P ganEz [

ARV FFEREETIVa Yy

E:)

o (EE) pem ¥—U— NiX, FEH
EHERIZT T A RN —if{E A —L
(PEM) OB ZBMLET,

ATy T1

revocation-check method

51

Device (ca-trustpoint) #
revocation-check crl

UER) FGEHZEORIAT — 2 X%
Fzv 7 LET,

ATvT8

exit
1 -

Device (ca-trustpoint) # exit

CANTAIRA LV havr 7 4F¥al—
vareE—REKTL, Ja— Lo
V74 F¥2l—arE—RIIED E
‘a‘o

ATvT9

authorization username subjectname
subjectname
1 -

Device (config) # authorization username|
subjectname serialnumber

AAA = — W —Z OG5 He
DHEEHAET 4 — IV ROIRNT A —HX 53R
ﬁiﬁb\ijqo

subjectname 5 |52 1E, IROWThE
HETEET,

call : FEHEOMAE ($T V=

~n) AR,

« commonname : FiEHE D ILEA,

« country : AEFEDE,
« email : FEBFDOE L A —/L,
s ipaddress : GEFHEDIP 7 N L A,
« locality : REFIZED HlL,
« organization : FERAE O,

« organizationalunit : FEFIE O

BT,
Al O BE 5,

SEEHEO Y 7L

* postalcode :
* serialnumber :

7,
e state : GEFIEDINT 4 —/L K,
* streetaddress : ERE O LT,

o title : FEHED X A b,

PKI coIREDH TS L UEBOEE I}
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PKI TOFEBAZE DEFAI & & R DRTE

ARV RERETI3 Y EL:Y
s ungtructuredname : FEBEDIEA
EV A
Z 5w 710 |authorization list listname AAA AT 2 M EFRELET,
i -
Device (config) # authorization list
maxaaa
A7 w11 |tacacsserver server-name TACACS+ —_—%fE LET,
i -
Device (config) # tacacs server
yourserver
R 7w F12 |address {ipv4|ipv6} ip-address TACACS #—/N—DIP 7 R L A& HE
1 - LETS
Device (config-server-tacacs) # address
ipv4 192.0.2.2
AT F13 |keystring AA v F & TACACS $—/3— & DT
Bl BB SN RIS X O — & R E
Device (config-server-tacacs) # key LETS
a_secret key
A7y 14 |end i EXEC £— RIZRY £,
1 -
Device (config-server-tacacs) # end
i

SIS a—F42TDEY R

CAEN—EDA L EZFT I aDRL—Z2 (A=A ITETAT Ry I Ay E—
ThFRT HITIE. debugceryptopkitransactions =~ > RZEA L4 (o 7L h 25
LTLEE, T2 T, AAAT— =l ORLY) L7 PKIFE A, 38 L NAAA — " —%2
Bl DRI L= PKIFEEZEZRLET) o

BT L =32 #R

Device# debug crypto pki transactions

Apr 22 23:15:03.695:
Apr 22 23:15:03.955:
Apr 22 23:15:03.955:

CRYPTO_ PKI:
CRYPTO_ PKI:

Found a issuer match
cert revocation status unknown.
CRYPTO PKI: Certificate validated without revocation check

[CRYPTO PKI AAA] L FREINTWHEITIL., AAARAF = v 7 OREZRLET, &

AAA AV XT IRIRE L,

B PKI COEREOHAL L UVRHDHE

BT =y 7 ORERIPERENET,
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Apr 22 23:15:04.019:

PKIAAA-L,

22
22
22
22
22

Apr
Apr
Apr
Apr
Apr

LB L =3

Device# debug crypto

22
22
22
22
22
22
22
22
22

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

23:
23:
23:
23:
23:

23:
23:
23:
23:
23:
23:
23:
23:
23:

<all>)

15:
15:
15:
15:
:30

12

11

04
04
04
04

:13
11:
11:
11:
11:
11:
11:
11:
11:

14
14
14
14
14
14
14
14

.503:
.503:
.503:
.503:
.327:

.703:
.203:
.203:
.203:
.203:
.203:
.203:
.203:
.203:

PRISERERT—4 R Fxvo0%#r h=XL0%E [

CRYPTO_PKI AAA: checking AAA authorization (ipsecca_script aaalist,

CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI:

pki transactions

CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:

reply attribute ("cert-application" = "all")
reply attribute ("cert-trustpoint" = "CAL")
reply attribute ("cert-serial"™ = "15DE")

authorization passed

Found a issuer match

checking AAA authorization =

reply attribute ("cert-application”™ = “all”)
reply attribute ("cert-trustpoint"= “CAl”)
reply attribute ("cert-serial" = “233D")
parsed cert-lifetime-end as: 21:30:00
timezone specific extended
cert-lifetime-end is expired
cert-lifetime-end check failed.
authorization failed

EREDRIG L7z T, RETEA R L TV ET,

PKI

SEAERT—ERFIVvIDEKMA DX LDEKTE
SEBAESGh A B = KX A (CRL £ 721X OCSP)

CLTCRLEZHEL., PKIOFFHED R T — & R

EFxv 73 HI0E. ROMEEEZFEITLET,

revocation-check 1<% > K

revocation-check 2~ > &AL, 7 OEHAZENIEHIIINTWRNWI & 2HERT 5729
DHE. (OCSP, CRL, F7-I13kNF v 7 DAX ) 20l b1 oBELET. HHK
DO RERET I %G, FXZEATIEFR L. Z0oa~vr RCTRELZIEFRICRY £9,

FONA AT TTREZ: CRL 2372 < . WD CRL b BE TE Z2WE4A. £ 7213 OCSP #—

N=Nx T —ZiRTEHE,

%J'lu—'—’rr

AxX A

Znone ¥ —U— REFZDRWIED | 731 R IE T OFEHE

ZHEGLET, noned—UV— FERE LGS, KT =y 7 3FETSNT, BEAFTEIC
T ANLBNET,

OCSP H—N—LDF U ABLVETEE

OCSPZ{ET 25 L. OCSPH— —L D ETWERHT, OCSPEXRICET L2 (EAHA
BH) BT 74V b TEESINET, FUrRAEFHTL2ZLICLD, BT &£ OCSPH— 3 —fH]
WZ % o 7 TREEEOBVIEE T ¥ RABHSL I N E T,

OCSP = "=NF U 22 YHR—F LTWRWGEEE, TV ADKEFEET 4 E—T I TEE
T, B OV TIL, OCSP —N—D~v =2 T A EESR LT B S0,

1R BRI
« VI A T v MNIEBAEERITT LRI, V= =Tl /RZE (CDPDORERL) #ITH 4
ERHY ET,
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PKI COFEREDHAE L UEMOEE |
B ocspo—i—rorozsrueTas

¢ OCSPH— =5 CAY—N—DRPAT —H A% T L HICEET D & XX, CAY—
IN—FEFT LT OCSP IS E B4 GEE L OCSP — R — IR ETHLERH Y £, B4
FEHENELWT 4 —~» FThLHZ 2R L T3, BAIEHEDO 7 +—~v v K
DIEL S 2WGE, v—Z1E, OCSPINEZ =B L EH A, MOV TIEL, OCSP O~
=a T VESZRLTIEIN,

N

GE) «OCSP L, HTITPZEHA L TA vt —T %515 THD T, OCSPH——27 7 & 24 5
\BIENRAET DHANDH Y 77,
¢« OCSP #r— =N, KW AT —HF ZADF = v 7 ZilF O CRL LB ITIEFE L TV DHEA.
CRL OFEILIL OCSP IZ b S FE T,

FlE
AU RFERET7TIV3 Y B#)
AT w1 |enable KrHE EXEC T— REAIT L ET,
fil - e MAU—REZ AN LES (ERkSh
=%a) o
Device> enable
R w 72 |configure terminal rsa—r )L a7 4 ¥al—a
Bl T— FEMALET,
Device# configure terminal
ATy 73 |crypto pki trustpoint name N A MARA v MBRURRE S W4l
i - ZESELT, CARTARRA b ay
TA4¥al—vary E—FEBBLE
Device (config) # crypto pki trustpoint 7ro
hazel
RTwv 4 ocspurl url url 510X, N T A RARA R FERE
1 AT —HAETF 2y TELLIIT
OCSP #—/3—® URL #45E L £,
Device (ca-trustpoint)# ocsp url Z @ URL lj:\ EEEE%O) AIA TZ%EE‘MCT*E
http://ocsp-server 7:]':: X TV 5 OCSP % —/3—® URL (T?
Eql s T 2%6) # EESLET, RELE
T A RRA » MCBEES 5 R TORE
Device (ca-trustpoint)# ocsp url Eﬁ%fﬂ:‘ OCSP‘H“—/“‘—L:J:OVCﬁ%?‘E\é
http://10.10.10.1:80 ﬂi'@‘o ﬁiﬂ%ﬂﬁEiﬁURL X, R A S
E e %, IPva 7T RV A, £ IPv6 7 KL
X‘(‘\‘j_‘o
Device (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80

B PKI COEREOHAL L UVRHDHE
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angonTssvsnngE [

AU RFERETOVa Y

B8

ATy TH

revocation-check methodl [method2
method3]]

1

Device (ca-trustpoint) # revocation-check]
ocsp none

AEAEDRNAT =S A F =y 7 LE
R

ecrl : CRLICK > CEFFAEZ F = v
JLET, INBT 7 ANV NOFT
MEASERS

enone : GEHEDOF = v 7 ZEH L

e

s ocsp : OCSP #— 3—|Z K > THiEW]
%%%177 L/jz—g—o

2F/B E3FHOFIEERE LIESGA.
BITEITZ DERIOFETT T —RR S
NI a (= "—RE T LTWDHY;
HBRE) IKEFERESNET,

ATvT6

ocsp disable-nonce
fi

Device (ca-trustpoint)# ocsp
disable-nonce

(fT:i) OCSPH#— _"— L 7 RNiEET
BHExiz, A (OCSPEXRIZEST 2
BEAFBIER) 2BHEShend 21T
ELET,

ATy T1

end

1

Device (ca-trustpoint)# end

CANZARRAS L Par7 4 F¥al—
varE—REKRT L, ¥HEEXEC E—
RIZEY £97,

ATvT8

show crypto pki certificates

1 -

Device# show crypto pki certificates

GGy
‘@40

AEAEFICET D E R L E

ATvT9

show crypto pki trustpoints [status|label
[status]]

1 -

Device# show crypto pki trustpoints

N—ZITRESNTND F T A RRA
MZBT oM Z R LET,

AEAZE DEFAI & & VPRI DERTE

FAEEAN— A ACL OFRE. KNF = v 7 I3RS LIZiEAEOER . FE#lick T 7 41
N® CDP OFTD EEX . FEHIT X D OCSP —"—FED LEX, CRL ¥¥ v 7 O
E, HDOWVTFEAES Y TAEFICE Sy v a VOZESESEOREEIT 1L, B
JE CTCIROEEEZFEITLET,

PKI coIREDH TS L UEBOEE I}
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B =970 5ma3 5585 camE~—2 AL ERE

KNF vy EERTHEDITEIAEN—R ACL 3R E

AEHEN—Z ACL 2l L T, K&F = v 7 B L ORGEAFE L ER T 5 L9 12— 2 2K
ETHITIE, ROFIEEZFATLET,

cBEFD R T A RRA Y N OB ETIIET OFEAEOKRAEICHER SNDH L h T A R
AV MEERLET, FTARKRA L PR EERIESN T RWEGEAIL, FBFEL TLEE
Wy BEIZIGC T, —HEZD T A RKRA » MOBEEETE £9°, match certificate =
~ > K& skiprevocation-check ¥ — 7 — REZEH T 55A1%. M7 A MKRA v Mot
23 D CRL Zi%E LW TL 72 &0y,

FEAEHIRD CRL 2 F = v 7 T MLENROGEFAEOEA OREL . #4520 ERH
% IAhFEAE O EA OREZ AR L £,

AIDAT » 7 TR LTe Rt & — BT 25 E~ v 72 ER L £,

RO FNETYERR E72ITHRE L7z 7 A hARA > MZ, match certificate =~ R & sKip

revocation-check % — 7 — | match certificate command & allow expired-certificate = —
U— RZBMTEET,

GE)  GEHFE< v I ETOAHF—AFy vy a2 STV LOLETHHRSNET, L2,
ETICE > TAMF—2Fy v radnTBY ., fSEAE~Y Yy 7 T 2 MRA » MBS
TREAFEPEIE SN D & EHES v TRADMIRD £9, ZHRICKY ., WA S
. BRI SN TWDAENEZ RS 747 MR T 52 L2 EET,

FEBAERND CDOP DFHICLHELEEE

a—W— %, FH)THE L= CDP TREBHENO CDP # LE X TX £7, FEHED CDP O T
LD EEXT, FFEOY — N—RERHEFIHATE 20WEGEIER T, TD CDP =&
FFAEOTRTEZEBITLARLS Th, FHEDCDP Z URL £7/2137 4 L7 F UBEICHE X #
2D ENTEET,

FEIZ K DHFBAED OCSP H—N\—FBREDLEE

EEEIX Y 74 7~ FREBE O Authority Information Access (AIA) 7 4 — /L RIZFEE & iz,
Fidocspurl 2~ REFIT L CERE IH7Z OCSP — "—DFRElE FEEX T £,
match certificateoverrideocsp =~ o Rl 325 & 1 DE 71T D OCSP —"—% 7 F
ATV PREAEI LI, FE7 FAT U FEAED NN =T ZLICFEITIRETE ET, K
BF =y VWHZ 7 T4 T > FREENGERE~ v FICIER ICRE S 72586, match certificate
overrideocsp 2~ R&FITTHE, 7747 hEAZEAIA 7 ¢ —/V RE /=i ocspurl =2+
VRREN EEXINET,

\}

GE) 1507 7472 FiEHEIZIE, OCSP ——% 1 D7 fEETE £,

B PKI COEREOHAL L UVRHDHE
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CRL¥ vy a2 ar hO—ILDEE .

CRL¥vwviaarhbO—)LOETE

T4 b T, BEX Y v Va2 ENTHDH CRLBEKNTHE, FrLOCRLAF v — K
SNFET, EHEEIL, ol cacheddete-after =~ FZIITL T, CRLOF ¥ v ¥ =2 IT{REFE
AR KM (OEAD) Z#3ET 57, crlcachenone 2~ REFITLTCRLF ¥ v o4
Mmhiz T £9, crl-cachedeete-after =~ KE7=(% crl-cachenone =~ > RO A% fE TX
9, NTARKRA Y MIWFOa~y REANLESGEER, RICETESNEa~ Y RRER
IR0, Avb—URERENET,

crl-cachenone =< > N£ 721 crl-cachedelete-after =~ > FOWTNEFEITL THIHMESF v
T2 ENTWD CRLICHEEIIH Y X A, crl-cachenone =~ RERELTEHE., ZDha~
Y REFRITTHE, FUrun— RENEZTXTOCRLIZF v v o2& EHA, cl-cache
delete-after =~ > RZRELTHEE, Z0avy NOFBITRICRESNTZT A 7 F A4 LTIZT N
Zora— RSz CRLICEEBELET,

ZOMREIZ. CADVKRZN A ZHEERTICCRLZFATT 556, HOWITRDH PR E EIZ
FAMBZIZH > TG RIRIL B ET,

SIBREDVYT7ZIILEEEY a3y Ay bO—ILDRE

AFAEMGEESR N v a v D R T A RRA U Mo TR ANLOND, FRIFESEND
EIOICREHE Y TV EBEZBETEET, GEHEOV I T ALK Sy arary br—LC
XoTE, EAERELEADITH-TH, By v a v BDHERINLIGERH Y 3, FEHAED
VITNEFEy Y aryary be—d, serial-number 7 ¢ —/LV REEOFERE~ v 7 E -
X AAA BEDOWT 02 LT cert-serial-not 2~ R TR ETE £7,

tyvararyiue— WA E y TEERAT D L FEEIL. 1 OOEREC Y T AEE
FIRETEET, AAABMEFEHTS L, BHEER. Ty ary ar ba—IZiEHEYY

TNESERETEET,

IR B
FEAES Y 7B N T A RKRA V MIBEMIT BEIIZ. PT A MRS FEEFRL, AET
DVBENRH Y F9,

« CDP A —/"T 1 FHREZ AT 5D, F71F serial-number 2~ > RZHITT DRI, Gk
HE~ Y T2RET OLENRDH Y £,

*PKI & AAA r— =L DA, FEAZERT —Z 2D O PKI & AAA +—/3—D
A OFAO LB IZ AAA BHEEZFEH L TIEFIZE T TAMLERH Y £7,

Fg
ATV RFEREETIYaY B
ATwvF1 |enable it EXBEC E— RZHZIC L E T,
£ e MATU—R&Z AN LET (ERS
NS E)
Device> enable
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ARV FFEREETIVa Yy

S

ATv T2

configure terminal

1 -

Device# configure terminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

crypto pki certificate map label
seguence-number

1 -

Device (config) # crypto pki certificate
map Group 10

FEAEICBWT, — T2 0E R H D
EELIT BT HLERRMEE EFR
L. CAGI]E~y 7 ar 7 4 F¥a L—
vary E—RERKBLET,

ATvT4

field-name match-criteria match-value

51

Device (ca-certificate-map) #
subject-name co MyExample

B PKI COEREOHAL L UVRHDHE

1 DFEIIEEOFEAET +— L R &,
INHDT 4= RO—E AR L
BAETHIEREE L £,

fidd-namelZiX., ROWTNNDLRFIL
FH| (KT LE/NLFH KB L 720
FlRITEMERELET,

« alt-subject-name

* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

« valid-start
G¥) A7 4= KD 7 3 —
~ v ME, dd mm yyyy
hh:mm:ss ¥ 72 1% mmm dd
yyyy hh:mm:ss T3,

match-criteria (21X, IR OFGEEE D
WP EIRE L ET,
e co : BTy (HEIBLOVY TIE
57 4=V RTORARN)
ceq LW (%L, VU T LE
. BLOHM 7 A=V FTH
)
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HREOL Y FLESEyvay oy ko—LoiE |

AU RFERRETIVa Y BHY
cge: Lk (A7 41— RTOH
%))
oIt - KW (A7 4 —/ R TOH
A%h)

nc: ZERY FHRETBIOTUT
NERT 4 —IL RCOHREL)

ene: HLLI R KET. YU TV
HE., BIOBAMN 74—V RTH
2h)

match-value 1%, match-criteria TE| V) 24
TonligEEEF2HFHLTT A K
T AL4HTETITHFA T,

G¥) o=y RiL, FFEAE
R—A ACL &% ET 5%
BT HERAL, K%

F w7 ERFR LG
HE A 2 X 5 IZREH
HERX—Z ACL ZHRET D
LAIEER Lt 72

AN
ATy S5 | exit ca-certificate-map = > 7 4 ¥ = L —1/ 3
R VE—REKTLTC, Za—rray
T4 X al—TarE—FICEVE
Device (ca-certificate-map)# exit 7ro
RT w76 |cryptopkitrustpoint name N7 A MKRA YV PBIORESI N4
e HiZEZ LT, CA RTAMRA b

a7 4F¥alb—arET— etk

Device (config) # crypto pki trustpoint LxEE*fo
Access?2

ATv Tl | ROWNTFNNEFEITLET, (EE) hT A MRA  MEEERT
SN _T?DCRL @ CRL ¥+ v
VT ERERILT 4 =T M LET,

« crl-cache none

« crl-cache delete-after time B

crl-cachenone 2~ > R&ZFEITLTH,
Bl BIEF ¥ v ¥ 2 STV 5 CRLICHE
HY EHAL, ZOavwr RRRES
NIl rm— NI 3TXTO
- CRLIE, ¥+ v adShEHA,

Device (ca-trustpoint) # crl-cache none
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ARV FFEREETIVa Yy

S

Device (ca-trustpoint)# crl-cache
delete-after 20

(FEE) BT A FARA v MCBEEfT T
HN7=F_TO CRLIZBE LT, CRL
DX v v ¥ o (TPREE S AL D B KIG &
BELET,

«time : CRL 2’ HIFR SN 5 £ TORF
i (G .

crl-cacheddete-after =~ R&F{TL
TH, BUEF ¥ v =2 SN TS CRL
BT HY A, RESINTZTA
THEA DT, ZDavwy RRRESH
iz 7 e — FENZCRLEETIC
WAL ET,

ATvT8

match certificate certificate-map-label
[allow expired-certificate| skip
revocation-check | skip
authorization-check

1 -

Device (ca-trustpoint) # match
certificate Group skip
revocation-check

(EE) FEHE—RACL (cryptopki
certificatemap =~ > FIZ k> TE#H
SNTWD) 2 hTARNKRA 2 N
AT ET,

« certificate-map-label : crypto pki
certificatemap =~ > RafH L
THRE L7z label 518 & — 8 2 44
ERdH £7,

allowexpired-certificate : 2:%h L 7=
AEAEZ G L £,

skiprevocation-check : K7 A 7R
A2 IS, FEEDFEAEZ R
CRLZHEHTEDLIICLET,

skip authorization-check : AAA
Y= =L D PKIHE ZHET D
L. AEFHED AA AT = v 7 B A
o7l LET,

ATvT9

match certificate certificate-map-label
overridecdp {url|directory} string

&1

Device (ca-trustpoint) # match
certificate Groupl override cdp url
http://server.cisco.com

B PKI COEREOHAL L UVRHDHE

({EE) URLE/IZT 4 L7 MU N
ESNZAEAED, BEFOCDP = |
V&FECTEREEXLET,

- certificate-map-label : = —¥—¥5
EDT )b, FHIZEFRINT
crypto pki certificatemap =~ > N
\ZHEE LTz label 518 & — B 2 4
EndHY £7,
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E:)

eurl : ZEBAED CDP 2% HTTP £ 7=
IZLDAPURL CLEXXNS L)
WCHRELET,

« directory : FEBHZE D CDP % LDAP
T4 RNUEBETCEEEIND
IO ELET,

edtring : URL £721X7 417 RV
EiENE
GE) —WOT TV r—a v
X, X ToO CDP 03T
SNDENZHA LT T MT
LT ENnHY, =ZT— Ay
-V THELES, =
F— A =N —HI|Z
WELERIZLETA, T
7z, CiscolOS Y7 F U =
T, TXTO CDP 37
fT&3 5 % T CRL O
ERiATLET,

ATy 710

match certificate certificate-map-label
overrideocsp [trustpoint trustpoint-label ]
seguence-number ur | ocsp-url

1 :

Device (ca-trustpoint) # match
certificate mycertmapname override
ocsp trustpoint mytp 15 url
http://192.0.2.2

(f£&) OCSP Hh—N—% 2 T4 T
MEBAEZ L2, F2E372 9470 b
FEAED 7L —F T EIHRE L.
[B%47 L C, 1BID OCSP H—/3—3%5
X7 T4 7 v MEREORE (U
D PKIMEEZGT) “FETEET,

« certificate-map-label : BE/FDFEH
E~ v T4,

« trustpoint : OCSP H— 3 —GEH &
ERGET D L EIERIND M
A RRA VB,

* sequence-number : match certificate
overrideocsp =~ > R34 MGt
ROFEAFIZHEM T DA, BE
DEIRD T —5  AFT DO B F
DY = P AR GIZEITSNE
T R —7 v 2GS THED
a~vy R&3T9 %5 L. #iioOCSP
P R—F =T A RERED LF
TINET,
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eurl : OCSP #—,"—® URL,

AEAENRE SNTGERHE~ v 7 & —
oL, 7747 0 FREHED AIA
74—/ FEBXOLENZHEIT S Lz

ocsp url = v REEMIX, HEE SN
72 OCSP #— "—T E#EX SN ET,

< T R—=AD—FNFAE LN
B BlERERD2ODF—ANT T
AT MIEAECHEA SN E T,

« OCSP #Kah ik LTHRET 5
LU AIA 74— )V RER T FAT
VRREEICS & E A S E
7

* ocsp url RENFET H5A 1T,
ocsp url ENGI EHE 7 747
Y RREBAEICEA SN ET,

ATy IN

exit
1 -

Device (ca-trustpoint) # exit

Ja—x\)ary7 4 Fal—gv
E— RIZRED 7,

AT 712

aaa new-model

1 -

Device (config) # aaa new-model

EE) AA AT Z7EZX arbha—L
TTNEA X —T I LET,

ATy 713

aaa attributelist list-name

1

Device (config)# aaa attribute list
crl

(ER) —HIZu—H/LTAAA R
PEY A M ZEFK L. config-attr-list = &
T4 FXal—varE— RERBLE
R

ATy 714

attributetype {name} {value}
£

Device (config-attr-1list)# attribute
type cert-serial-not 6C4A

B PKI COEREOHAL L UVRHDHE

L) L—2 D AAA BIEY X MZ
T—hVBINE LD AAA JBIEX A
TEEFRLET,

FEAEOVY TR Sy g ar
M=V ERET HI-DOIT, FEHE

3. value 7 4 — /v ROERE DIEIHE
% . name 7® cert-serial-not [ZF% € X+
TWD VU T NESITIESEZIT AN
L0, EETHNEETEET, FEN
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ATV RERRTIVaY BiY
EOVY T NFESNEMES A TRIET
EESNTEVY TAEREL L8
&, AEBEEESSNET,

fEFHAIREZ: AAA BIEX A 7D U A b

ZFRT B2, showaaaattributes =
v REFEITLTLIEEN,

AT v T 15 |exit ke EXEC E— RIZRE Y F17,
5 -

Device (ca-trustpoint) # end

1 -

Device (config-attr-1list)# end

AT v 716 |show crypto pki certificates (LE) CAGEEMNGRIEEINTZ 5,
- N—BIZA VA P ENTFEHED

AVR—=F FERRLET,

Device# show crypto pki certificates

451

Wiz, o TNVGEEZ R LET, OCSP BE O JLE HI3EE/F 2 L ORI E
R

Certificate:

Data:
Version: v3
Serial Number:0x14
Signature Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Issuer:CN=CA server,OU=PKI,O=Cisco Systems
Validity:
Not Before:Thursday, August 8, 2002 4:38:05 PM PST
Not After:Tuesday, August 7, 2003 4:38:05 PM PST
Subject:CN=0OCSP server,OU=PKI,O=Cisco Systems
Subject Public Key Info:
Algorithm:RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent:65537
Public Key Modulus: (2048 bits)
<snip>
Extensions:
Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key Identifier:
<snip>
Identifier:Authority Key Identifier - 2.5.29.35
Critical:no
Key Identifier:
<snip>
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! Identifier:0CSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier:Extended Key Usage:- 2.5.29.37
Critical:no
Extended Key Usage:
OCSPSigning

Identifier:CRL Distribution Points - 2.5.29.31
Critical:no
Number of Points:1
Point O
Distribution Point:
[URIName:ldap://CA-server/CN=CA server,OU=PKI,O0=Cisco Systems]
Signature:
Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Signature:
<snip>

WOHNE, BEfFD v —7r o ADYEEAIZ match certificate override ocsp =1~ > K Z BN
Lzt &ndfrar7 4 Xalb—ya VW hodae R LET,

match certificate map3 override ocsp 5 url http://192.0.2.3/
show running-configuration

match certificate map3 override ocsp 5 url http://192.0.2.3/

match certificate mapl override ocsp 10 url http://192.0.2.1/

match certificate map2 override ocsp 15 url http://192.0.2.2/
wOFNE, BEFF® match certificate overrideocsp =2~ > RV EE iz b, bT7 A b
A P PREOPKIFEEZHEH T2 KO IHRESNIESGED, FTa 74 Fab—
varfihogE R LET,

match certificate map4 override ocsp trustpoint tp4 10 url http://192.0.2.4/newvalue
show running-configuration

match certificate map3 override ocsp trustpoint tp3 5 url http://192.0.2.3/

match certificate mapl override ocsp trustpoint tpl 10 url http://192.0.2.1/

match certificate map4 override ocsp trustpoint tp4 10 url
http://192.0.2.4/newvalue

match certificate map2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

FSTILYa—FaooDEV
KhF = 7 E13R U E A B L5813, BEICHREAHERTALERH Y £
o GRSy TN UHOGSEE SR A E, HDVIEAF Y TTDHAAT =
T OWTNMNEBINT L TWD I EEERLTLEI, FHINZEET, [EHE~
THEERLTHEEEBVIEREL WAL D Z AR LET,

SIBAZEF I —UDHRTE
CT RO ET = — > SR LS BRET DT, ROMEEE T LET,
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1R BHHIIZ
o TNA A% PKI MBI GRS A XN H Y £,
c W72 — X7 ZFEAEICBEM T A ENH Y F£,

\}

GE) o JL— R CAZEHHEFMT BN DT A RRA LV ME, ROL-VUIH LTHEDIRD L DI
BRETEFERHA,

chain-validation =~ > Ki%, /b— b CAICBHEST T Hiufe b T A R A > N HIZ continue & —
J—REHRELTHEELET, TT—RA v —UNEREIN, Fo— U BRIEIT 741D
chain-validation =~ > R EIZRY £,

Flg
ARV FERET7IVa Y B#
AT 71 |enable ¥iME EXEC T— R& A LET,
1 - e MNRT—REANLEST (FREh
7258
Device> enable
R 5w 72 |configure terminal sa—\)aryz 4 Fal—ra v
%l - T— RZHBELET,
Device# configure terminal
R 5w 73| crypto pki trustpointname 7 A BARA P B LUORE S AT
Bl - ZFESLTC, CANTARKRA L hayv
T4 F¥ 2l — g B—RFERHBLE
Device (config) # crypto pki trustpoint 7ro
ca-subl
R 7 4 | chain-validation [{stop | continue} SERET = — 3, T_TOIFAE (F
[parent-trustpoint]] T CAZIFAESSTr) TUHE IS LN
1 NWERELET,
_ 6 chminvalidacd sstopF—TU— REMHEH LT, FEE
Pevicelcatruotbolnt f CRRINTVRLIARHON s CIE TR B T L AWIR L E
Ty TN T 7 ANV NORETT,
. continue¥—7— R&FEHLT, b
T A NRA v MZBEEMT BT
AL CAGEE A AN T D LEEN B
HTZEEPRLET,
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B racstzamze

PKI IZE 1T ZEEAZE DRI E L URHD

FFRI 8 & UKD ERTE S

PKI COFEREDHAE L UEMOEE |

ARV RFERETIVa Y

B8

« parent-trustpoint 5|#%i%, FERAEAE
WETLHIMENRH LB N T A FARA
v MNERELET,

R T v 75 |exit

1

Device (ca-trustpoint)# exit

CANTARKRA LV bar74FXalb—
varyE—REHKTL, Fe—UL 3
Y74 F2lb—TaryE—RIRDE
D

PKI AAA EF Rl DER TE & & U HEEE D5

Sid. PKIAAA SRR O ER ZRLET,

1 -

- >
— —

TINA RERTE

X E I

K@ show running-config =~ > R 1L, AAA — S—HERE L @ PKI#EG A EH LT, VPN
Pt 27l T 5 X ICERE SN T A AOEMEREE R LET,

Device#show running-config

Building configuration...

version 16.8

hostname catxxxx

!
aaa
|

!
aaa
aaa
aaa
aaa
aaa
aaa
aaa

aaa
|

new-model

authentication login default group tacacs+
authentication login no_tacacs enable
authentication ppp default group tacacs+
authorization exec ACSLab group tacacs+
authorization network ACSLab group tacacs+
accounting exec ACSLab start-stop group tacacs+
accounting network default start-stop group ACSLab

session-id common

ip domain name example.com

crypto pki trustpoint EM-CERT-SERV
enrollment url http://192.0.2.33:80
serial-number

crl optional

rsakeypair STOREVPN 2048
auto-enroll

authorization list ACSLab

crypto pki certificate chain EM-CERT-SERV
certificate 04
30820214 3082017D A0030201 02020104 300D0609 2A864886 F70D0101 04050030

B PKI COEREOHAL L UVRHDHE



| PKiToEEHEED

HATH S UEBO

K
iy

17311530 13060355 0403130C 454D2D43 4552542D 53455256
31393232 30323535 5A170D30 35303131 38323230 3235355A
55040513 07314437 45424434 301C0609 2A864886 F70D0109
312E6772 696C2E63 6F6D3081 9F300D06 092A8648 86F70D01
30818902 818100BD F3B837AA D925F391 2B64DA14 9C2EA031
7D2357A6 BCC8596F A38A9B10 47435626 DS59A8F2A 123195BB
S5CA1l62FF 8C3ACA4F B3EE9F27 8B031642 B618AE1IB 40F2E3B4
3792A369 236F8561 8748AA3F BC41F012 B859BDIC DBA4F75EE
FD904043 0F555702 03010001 A3573055 30250603 551D1F04
16861468 7474703A 2F2F3633 2E323437 2E313037 2E393330
030205A0 301F0603 551D2304 18301680 1420FC4B CFOB1C56
341AE612 D1300D06 092A8648 86F70D01 01040500 03818100
12F42A56 2A6384BC AC8E22FE F1D6187F DA5D6737 COE241AC
08DEEFF2 0E813A73 D79EOFA9 D62DC20D 8E2798CD 2C1DC3EC
15A60D5A 8A13F06D 51043D37 ES56E45DF A65F43D7 4E836093
EC1F160C 1ABC8D03 49FB11B1 DAOBED6C 463E1090 F34C59E4
quit

certificate ca 01
30820207 30820170 A0030201 02020101 300D0609 2A864886
17311530 13060355 0403130C 454D2D43 4552542D 53455256
31363231 34373432 5A170D30 36313231 35323134 3734325A
55040313 0C454D2D 43455254 2D534552 5630819F 300D0609
01050003 818D0030 81890281 8100C14D 833641CF D784F516
589223AB 99A7DC14 04F74EF2 AAEEE8F5 E3BFAE97 F2F980F7
54A29870 7E7363FF 3CD1F991 F5A37CFF 3FFDD3D0 9E486C44
E9DE981E B733B868 AA8916C0 A8048607 D34B83CO 64BDC101
22D6EE75 7D6CF133 7F1B515F 32830203 010001A3 63306130
FF040530 030101FF 300E0603 551D0F01 01FF0404 03020186
16041420 FCABCFOB 1C56F5BD 4C060AFD 4E67341A E612D130
30168014 20FC4BCF 0OB1C56F5 BD4C060A FD4E6734 1AE612D1
F70D0101 04050003 81810085 D2E386F5 4107116B AD3AC990
BD572026 528E92ED 02F3A0AE 1803F2AE AA4COED2 OF59F18D
0OAF19C4E 70BD3CB5 OADD8BDE8 8EF636BD 24410DF4 DB62DAFC
12AFB1C3 2E27CB27 EC74E1FC AEE2F5CF AA80B439 615AA8D5
3963E363 F2989FB9 795BAS8
quit

|

!

crypto isakmp policy 10

encr aes

group 14

|

|

crypto ipsec transform-set ISC_TS 1 esp-aes esp-sha-hmac
|

crypto ipsec profile ISC_IPSEC_PROFILE 2

set security-association lifetime kilobytes 530000000
set security-association lifetime seconds 14400
set transform-set ISC_TS 1

|

!

controller ISA 1/1

|

!
interface TunnelO

description MGRE Interface provisioned by ISC
bandwidth 10000

ip address 192.0.2.172 255.255.255.0

no ip redirects

ip mtu 1408

ip nhrp map multicast dynamic

ip nhrp network-id 101

ip nhrp holdtime 500

ip nhrp server-only

301E170D
3030312E
02160F37
01010500
5A7203C4
BESALE74
F996BEFE
3CEE2829
1E301C30
0B060355
F5BD4C06
79E97018
AAAECT75D
3B2505A1
9689784D

F70D0101
301E170D
30173115
2A864886
DA6B50CO
D88I9E6AL
A2E34595
161FC103
0F060355
301D0603
1F060355
300D0609
CBE84063
7B50264F
67DA6ES8
6D6DEDC3

EERPE T |

30343031
300E0603
3230302D
03818D00
92F8D6A8
B1AA5AEO
382C7283
704BD68F
1AAO018A0
1D0F0404
OAFD4EG67
FB955108
3C743F59
3897330C
C45FD61D

04050030
30333132
30130603
F70D0101
7B3CB3C9
2C726C69
C2D078BB
13C06500
1D130101
551DOE04
1D230418
2A864886
S5FB2A6B5
30442c41
3879AA3E
TE9C2CT9
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no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel mode gre multipoint

tunnel key 101
tunnel protection ipsec profile ISC IPSEC PROFILE 2

interface FastEthernet2/0

ip address 192.0.2.1 255.255.255.0
duplex auto
speed auto

interface FastEthernet2/1

ip address 192.0.2.2 255.255.255.0
duplex auto
speed auto

end

5 - BZh L1= PKIAAA Z5FA] DT /8w &'

R @ show debugging ==~ & R JiE, AAA ——fRE L O PKIFEEZMH LT, B L7z
APl R LET,

Device#show debugging

General 0OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on

Cryptographic Subsystem:

Crypto PKI Trans debugging is on

Device#

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

<all>)

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

bytes)

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

Device#

May 28 19:

36:11.117:
36:12.789:
36:12.805:
36:12.805:
36:12.813:

36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.817:

36:12.817:
36:12.817:
36:12.817:
36:12.817:
36:12.817:
36:12.817:

36:18.681:

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO PKI: Certificate validated without revocation check

CRYPTO_ PKI_AAA: checking AAA authorization (ACSLab, POD5.example.com,

AAA/BIND(00000042): Bind i/f

AAA/AUTHOR (0x42): Pick method list 'ACSLab'

TPLUS: Queuing AAA Authorization request 66 for processing
TPLUS: processing authorization request id 66

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=pki

TPLUS: Authorization request created for 66 (POD5.example.com)
TPLUS: Using server 192.0.2.55

TPLUS (00000042) /0/NB_WAIT/203A4628: Started 5 sec timeout
TPLUS (00000042) /0/NB_WAIT: wrote entire 46 bytes request
TPLUS: Would block while reading pak header

TPLUS (00000042) /0/READ: read entire 12 header bytes (expect 27

TPLUS (00000042) /0/READ: read entire 39 bytes response

TPLUS (00000042) /0/203A4628: Processing the reply packet
TPLUS: Processed AV cert-application=all

TPLUS: received authorization response for 66: PASS
CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
CRYPTO PKI AAA: authorization passed

$DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 192.0.2.171 (TunnelO)

is up: new adjacency

Device#
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Device# show crypto isakmp sa

dst src state conn-id slot
192.0.2.22 192.0.2.102 OM IDLE 84 0

5l - BL L 1= PKIAAA SFA] DT /N 5

O show debugging =~ > RHIJIE, T34 23, VPN 2 L CO#ERi 2 7Fal ST Tuhie
WZLERLET, ZOXA = ZOXI R TR RS NL IR A v —2T
D

ZOBNIEBWTE T 22— —41%. Cisco Secure ACS @ VPN Disabled & FE{EA1 % Cisco Secure
ACSZN—IZBENT 52 LICLD, FFAisn TV nbDE LTRESNE LI, T3 &
(device9.example.com) [, fLE O B 72 VPN ##c & 2 3 H I, Cisco Secure ACS AAA

= N—CHEBT DL IITRESNTVET,

Device#show debugging

General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Device#

May 28 19:48:29.837: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:31.509: CRYPTO_PKI: Found a issuer match

May 28 19:48:31.525: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:31.525: CRYPTO_PKI: Certificate validated without revocation check

May 28 19:48:31.533: CRYPTO_ PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:31.533: AAA/BIND(00000044): Bind i/f

May 28 19:48:31.533: AAA/AUTHOR (0x44): Pick method list 'ACSLab'

May 28 19:48:31.533: TPLUS: Queuing AAA Authorization request 68 for processing

May 28 19:48:31.533: TPLUS: processing authorization request id 68

May 28 19:48:31.533: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:31.533: TPLUS: Sending AV service=pki

May 28 19:48:31.533: TPLUS: Authorization request created for 68 (POD5.example.com)

May 28 19:48:31.533: TPLUS: Using server 192.0.2.55

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT/203A4C50: Started 5 sec timeout

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT: wrote entire 46 bytes request

May 28 19:48:31.533: TPLUS: Would block while reading pak header

May 28 19:48:31.537: TPLUS (00000044) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:31.537: TPLUS(00000044)/0/READ: read entire 18 bytes response

May 28 19:48:31.537: TPLUS(00000044)/0/203A4C50: Processing the reply packet

May 28 19:48:31.537: TPLUS: received authorization response for 68: FAIL

May 28 19:48:31.537: CRYPTO_PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:31.537: CRYPTO_PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:31.537: CRYPTO_PKI AAA: authorization failed

May 28 19:48:31.537: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:31.537: $CRYPTO-5-IKMP_ INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid

May 28 19:48:39.821: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:41.481: CRYPTO_PKI: Found a issuer match

May 28 19:48:41.501: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:41.501: CRYPTO_PKI: Certificate validated without revocation check

May 28 19:48:41.505: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
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<all>)
May 28 19:48:41.505: AAA/BIND(00000045): Bind i/f
May 28 19:48:41.505: AAA/AUTHOR (0x45): Pick method list 'ACSLab'
May 28 19:48:41.505: TPLUS: Queuing AAA Authorization request 69 for processing
May 28 19:48:41.505: TPLUS: processing authorization request id 69
May 28 19:48:41.505: TPLUS: Protocol set to None ..... Skipping
May 28 19:48:41.505: TPLUS: Sending AV service=pki
May 28 19:48:41.505: TPLUS: Authorization request created for 69 (POD5.example.com)
May 28 19:48:41.505: TPLUS: Using server 198.168.244.55
May 28 19:48:41.509: TPLUS(00000045)/0/IDLE/63B22834: got immediate connect on new 0
May 28 19:48:41.509: TPLUS(00000045)/0/WRITE/63B22834: Started 5 sec timeout
May 28 19:48:41.509: TPLUS(00000045)/0/WRITE: wrote entire 46 bytes request
May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 12 header bytes (expect 6 bytes)
May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 18 bytes response
May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet
May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL
May 28 19:48:41.509: CRYPTO PKI AAA: authorization declined by AAA, or AAA server not
found.
May 28 19:48:41.509: CRYPTO PKI AAA: No cert-application attribute found. Failing.
May 28 19:48:41.509: CRYPTO PKI AAA: authorization failed
May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.
May 28 19:48:41.509: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid
Device#
Device# show crypto iskmp sa

dst src state conn-id slot
192.0.2.2 192.0.2.102 MM KEY EXCH 95 0

Bl KA DX LDEKRTE
ZIZ T, PKIDKRIA I = AL RETHBRIEHTE 2% EHE R~ LET,

5 - 0CSP H—/\—DHTE

WOBITIZ, FEFIED AIA JEIRE CHE S 4172 OCSP r——% T2 K 5l —F 2%
EY BB LET,

Device> enable

Device# configure terminal

Device (config) #crypto pki trustpoint mytp

Device (ca-trustpoint)# revocation-check ocsp

Device (ca-trustpoint)# end

f5l : CRL DIETE & D OCSP H—/A\—DIEE

ROFITIZ, CRLEZCDPINGF T ru—RT5 K —F e ET 5 hik% LEd, CRL
R TE WG EIEL, GEFEO AIA IR CHRE S5 OCSP r— =Ml S vk,
WTDOAT 2 a Y PNRIELTESE . REWEOMGEES KL £,

Device> enable

Device# configure terminal

Device (config) #crypto pki trustpoint mytp

Device (ca-trustpoint) #revocation-check crl ocsp
Device (ca-trustpoint) # end
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{5l : OCSP H—/\—D1EZE
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Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint mytp

Device (ca-trustpoint) # ocsp url http://myocspserver:81l
Device (ca-trustpoint) # revocation-check ocsp none
Device (ca-trustpoint)# end

5l : 0CSP H—/N\— L DRBIETD TV ADEME

WOFE, OCSPERIZBIT B 2 (FEAFRDIIER) 25, OCSPH— — L DEETT 1+ &—
TNl > TV DG EDBEIEEZ R LET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint mytp

Device (ca-trustpoint)# ocsp url http://myocspserver:8l
Device (ca-trustpoint) # revocation-check ocsp none
Device (ca-trustpoint)# ocsp disable-nonce
Device (ca-trustpoint)# end

Bl : 22 bSILYA MZHBINTTINA REFRAELGTF = v BIZHKE

WOBITIX, BEDT T F47 0 Ay TP A b~DEfmEREL TWD R N TL
YA MTHDINT TN, AR LET,

TITUTF FT 4 AHLEMD IPSec hr RN EFHA LT, 770 F 47 ¢ AMCHEHBEMAIZE
fETEET,

CAIX, BV "I A MIHLHITP Y —X—DCRLEZABRLET, B NI VA1 M,
BT L IPSec N RNVEBRETHHE, TOETOCRLET =y 7 LET,

OB TIL, IPSec iR EE R LET A, PKIBEEOREL T ZRLET,

R—LFA T4 RDINTEHE

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint)# fgdn none

Device (ca-trustpoint)# ip-address none

Device (ca-trustpoint) # subject-name o=Home Office Inc,cn=Central VPN Gateway

Device (ca-trustpoint)# revocation-check crl

Device (ca-trustpoint)# end
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Device# show crypto ca certificate

Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Central VPN Gateway
cn=Central VPN Gateway
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Sep 26 2004
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: VPN-GW

ITSUFFTARTFNNAAD SR MRA Uk

Device> enable

Device# configure terminal

Device (ca-trustpoint)# crypto pki trustpoint home-office

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint)# fgdn none

Device (ca-trustpoint)# ip-address none

Device (ca-trustpoint)# subject-name o=Home Office Inc,cn=Branch 1

Device (ca-trustpoint)# revocation-check crl

Device (ca-trustpoint)# end

FERAE~ Y TN T T TFF T 4 AT A A ANENET,

branchl# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
branchl (config) # crypto pki certificate map central-site 10
branchl (ca-certificate-map) # end
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v N TINYA NDOANTTNA A ETIIT ST showeertificate 2~ > RO T, fEAE
NUTICEoTRITENTZZEERLTWET,

cn=Central Certificate Authority
o=Home Office Inc

ZD2TIE, TR BTOD I v~ () ZHEHALTITIZHES S, TO2T083 RO —E
HEHEL L TBEMENTWET,

Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc
!The above line wrapped but should be shown on one line with the line above it.

L NIAYA RFAL RAOIEHEOY 7TV 27 MAIZHOWNTEH, R ICHAESDEINT
WET ( Name:] THEEDITIL, V7 V=27 MAO—HETIE7e<, iEHE~ v 7L VERR
THRCEET 20BN S D Z EITER LTI , I E~ y S eEH I
TV "NETT,

cn=Central VPN Gateway

o=Home Office Inc

Device (ca-certificate-map)# subject-name eq cn=central vpn gateway, o=home office inc
ZIT, UHNCRE SNTCRERE~ v 7 7 A MRA v MBS vET,

Device> enable

Device# configure terminal

Device (ca-certificate-map)# crypto pki trustpoint home-office

Device (ca-trustpoint)# match certificate central-site skip revocation-check
Device (ca-trustpoint)# end

WENT = v 7 SNNET (REZOREITRSNTHEREA)

Device# write term

'Many lines left out

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Branch 1

revocation-check crl

match certificate central-site skip revocation-check

|

|

crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc

'many lines left out

S%OET OFEAEL ODRAEDTZOIZ, BITELDITEY TV 27 NADITRFELRZNE D
WCH 74—~y FENTWAZ LIZEELTLZEN,
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Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint home-office

Device (ca-trustpoint) # authorization list allow_list

Device (ca-trustpoint)# authorization username subjectname commonname
Device (ca-trustpoint)# end

FEAE~ Y N EFO I IICERIND E, ROaA~ 2 RN I T A MKRA MOBEMEN, &
VEIAHABRANATDAAA F v I RAFy TINET,

Device (ca-trustpoint)# match certificate central-site skip authorization-check

W Dr—2AZBNWTT 7 F A TN AE, CRLOT = v 7 FI2IX AAA —/N— L
BT 572012, B T A MZIPSec b RAVEFESLT HMENRH Y £9, 72721, match
certificate =~ > N & central-site skip authorization-check (argument and keyword) %5/ L 72
We T FFT 4 ABCRLETITAAA Y — =% iR T HDE T, PRV EMLT DT
Ll TcExFEHA (match certificate =~ K& central-site skip authorization-check 53 LY
F—U— R LRWRY, PV S EEA)

TITUTFHA NMZH DT SA ZADFEHERRZ L TWT, ZOFEHEELEH 572018 b
TNYA M N RVERESLT DB D D56, B M7 /0% A kT match certificate =+
> K& allow expired-certificate ¥ — 7V — N & i T& 97,

U RIS RTNRLARAD FFR RS2 b

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint) # f£gdn none

Device (ca-trustpoint) # ip-address none

Device (ca-trustpoint)# subject-name o=Home Office Inc,cn=Central VPN Gateway

Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint) # end

TSUF1IYA RTFNRAAD SR MRSV K

Device# show crypto ca certificate

Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Office Inc
CRL Distribution Points:
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http://ca.home-office.com/CertEnroll/home-office.crl

Validity Date:

start date: 00:43:26 GMT
end date: 00:53:26 GMT
renew date: 00:00:00 GMT

Associated Trustpoints:
CA Certificate

Status: Available

Certificate Serial Number:

Certificate Usage:

Issuer:

Sep 26 2003
Oct 3 2003
Jan 1 1970

home-office

1244325DE0369880465F977A18F61CAS8

Signature

cn=Central Certificate Authority

o=Home Office Inc
Subject:

cn=Central Certificate Authority

o=Home Office Inc
CRL Distribution Points:

http://ca.home-office.com/CertEnroll/home-office.crl

Validity Date:
start date:
end date:

22:19:29 GMT
22:27:27 GMT

Oct 31 2002
Oct 31 2017

Associated Trustpoints: home-office

FEAE~ Y TR P TI AT A R TS RZA S NET,

Device> enable
Device# configure terminal
Enter configuration commands

, one per line. End with CNTL/Z.

Device (config) # crypto pki certificate map branchl 10
Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home

Office Inc

!The above line wrapped but should be part of the line above it.
Device (ca-certificate-map) # subject-name eq cn=Brahcn 1 Site,o=home office inc
Device (ca-certificate-map) # end

AEAE~ Y 7N T A MARA U MBS ET,

Device> enable
Device# configure terminal

Device (ca-certificate-map) # crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # match
Device (ca-trustpoint) # exit
Device (config) #exit

RIERTF = v 7 SNET (

Device# write term

'many lines left out
crypto pki trustpoint VPN-GW

=
X T

certificate branchl allow expired-certificate

DRIBTREINLTWEEAL) |

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll

serial-number none

fgdn none

ip-address none
subject-name o=Home Office
revocation-check crl

match certificate branchl a
|

|

Inc,cn=Central VPN Gateway

llow expired-certificate

crypto pki certificate map central-site 10

Central
centra

issuer-name co cn
subject-name eq cn
! many lines left out

Certificate Authority, ou Home Office Inc
1 vpn gateway, o = home office inc
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match certificate =~ > K, branchl allow expired-certificate (515t ¥—7—F) I L OGEH
E~ v TN TIT T TN AN LOGEAEZ PG L2 SICHIBRT 2 8 ENH Y £,

Bl : AEBAZEDEFRIE & BRI DERTE

ZOWETIH, CRLF¥ Y v 2 a2y br— VOREELITGEHEO VY TV E Sy gy 2
Ve =V ERETABAIERTIRENERLET,

Bl:CRLE¥vaay bO—)LDOHFE

WOHFITIE, CAl FT A MRA YV MIEEMTENTZTXTOCRLD CRL Fv v I %
T4 =TT BT EERLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl:80
Device (ca-trustpoint) # ip-address FastEthernet0/0
Device (ca-trustpoint)# crl query ldap://ldap CAl
Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint)# crl cache none

Device (ca-trustpoint)# end

FROBIOREZFIT LI ERIL, EEBEO CRL AT v v =2 STV ET,
Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com

BIfED CRL RN T 5 &0 IROTHFEZH LWV CRL B—HIZF v ra— RInET,
crl-cachenone 2~ > RRENZ/2D . T A MKRA L RO CRLIFTTARTH ¥ via Il
0 ET, o, Fr v 2 XEITRY £9, showceryptopkicrls 2~ R&FEITL T,
CRLAF ¥ v 2SN TN EZHERTEET, v v a3 TNDCRLAZRNTZD,
HANER RSN ER A,

WOFITIE, CAl b7 A MRA v MIEEMT LT _XTO CRLIZ2 /DR KTA 7 XA
LEBRET D IEERLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl1l:80
Device (ca-trustpoint) # ip-address FastEthernet 0/0
ca-trustpoint)# crl query ldap://ldap_ CAl
ca-trustpoint) # revocation-check crl
ca-trustpoint)# crl cache delete-after 2
ca-trustpoint) # end

Device
Device
Device
Device

CRLOFERT A T XA LERET DT LFEHIORREZ FAT LI EH TS, (KIRBIAED CRL
DX Y vaInLEd,
Device# show crypto pki crls
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CRL Issuer Name:
cn=name Cert Manager,ou=pki, o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com
When the current CRL expires, a new CRL is downloaded to the router at the next update
and the crl-cache delete-after
command takes effect. This newly cached CRL and all subsequent CRLs will be deleted after
a maximum lifetime of 2 minutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto
pki crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate time.

Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 22:57:42 GMT Nov 26 2005

NextUpdate: 22:59:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:

ldap://1dap.example.com/CN=name Cert Manager,0=example.com

5l : SAEAED L) FILE Sy 3 I FO—ILDERTE

WOFHITIE, CAl N T A MRA Vv MOFEHE~ v P2 HEH LIZAEAEZEO T Y T AR FE Y v 3
vay hae—LOBRREETFLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl
Device (ca-trustpoint) # chain-validation stop
Device (ca-trustpoint) # crl query ldap://ldap_server
Device (ca-trustpoint)# revocation-check crl
Device (ca-trustpoint) # match certificate crl
Device (ca-trustpoint) # exit

Device (config) # crypto pki certificate map crl 10
Device (ca-certificate-map)# serial-number co 279d
Device (ca-certificate-map)# end

)

GE)

AR—=2EED T, HE~Y Yy 7OV TARFICERIC—T ALERNH Y 4,

match-criteria fii2s co (Fie) TidZe< eq (LW ICHESNTWAEGE, VU TR

WOFITIL, AAA BHEZFH LZ3EAEO Y T LE Sy gy v ha—LOREET
LET, 2084, GFHEICS Y TAES [4ACA] NTUE. AR irEIZ T X CZT
ANBEINET,

Device> enable

Device# configure terminal

Device (config)# crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl
Device (ca-trustpoint) # ip-address FastEthernet0/0
Device (ca-trustpoint)# crl query ldap://ldap_ CAl
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Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint) # exit

Device (config) # aaa new-model

Device (config) # aaa attribute list crl

Device (config-attr-list)# attribute-type aaa-cert-serial-not 4ACA
Device (config-attr-list)# end

Y—_—n g YUY TES [4ACA] ZFFOEHENER SN2 L 2R L TR T, G
HEOHGIL, B TRTSNET,

Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.051: CRYPTO PKI: unlocked trustpoint CAl, refcount is 0
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.135: CRYPTO PKI: validation path has 1 certs
Dec 3 04:24:39.135: CRYPTO PKI: Found a issuer match
Dec 3 04:24:39.135: CRYPTO PKI: Using CAl to validate certificate
Dec 3 04:24:39.135: CRYPTO PKI: Certificate validated without revocation check
Dec 3 04:24:39.135: CRYPTO PKI: Selected AAA username: 'PKIAAA'
Dec 3 04:24:39.135: CRYPTO PKI: Anticipate checking AAA list:'CRL'
Dec 3 04:24:39.135: CRYPTO PKI_AAA: checking AAA authorization (CRL, PKIAAA-L1, <all>)
Dec 3 04:24:39.135: CRYPTO PKI_AAA: pre-authorization chain validation status (0x4)
Dec 3 04:24:39.135: AAA/BIND(00000021): Bind i/f
Dec 3 04:24:39.135: AAA/AUTHOR (0x21): Pick method list 'CRL'
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-application" = "all")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-trustpoint" = "CAl")
|
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-serial-not" = "4ACA")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: cert-serial doesn't match ("4ACA"™ != "4ACA")

|

Dec 3 04:24:39.175: CRYPTO PKI_AAA: post-authorization chain validation status (0x7)
|

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA'
failed.

Dec 3 04:24:39.175: CRYPTO PKI: chain cert was anchored to trustpoint CAl, and chain
validation result was:

CRYPTO_PKI_ CERT_NOT_AUTHORIZED

|

Dec 3 04:24:39.175: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.43 is
bad: certificate invalid

Dec 3 04:24:39.175: %CRYPTO-6-IKMP MODE FAILURE: Processing of Main mode failed with
peer at 192.0.2.43

RS F T — UIRAEDERTE

ZOHETIE, T AGEAEOENET = — VB L~V 2 IRET D58 T 2 RER &
ALET,
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Device> enable

SubCA1l, SubCAl. B LU RootCA DT R TDIFAENKIF SN E

Device# configure terminal

Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #

E7MND T CANDIIAZEF 1 —VRIDHRTE
W OBFEFTIL, BT IEFAER L O SubCAl

Device> enable

pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

exit

pki trustpoint SubCAl

enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

exit

pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

end

AEHENAINC S ET,

Device# configure terminal

Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint)

Device (ca-trustpoint)
Device (ca-trustpoint)

#
#
#

BAEF I — U DOREHERDRE

W OFRTERFITIiL. SubCA1 7S,

pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

exit

pki trustpoint SubCAl

enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

exit

pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

end

FRIEFFHD CiscolOS FEJBIT 1L 72 WA, R S iEHESF = —

YTETIZ Lo TIRRSNTEEMEL TWET,

V7N, R SN A ET = — 2 T SubCAl SEFAEZ IR L7246, BT, SubCAll, B X
' SubCA1 OEFEHAENF NI/ F97,
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Device> enable

Device# configure terminal

Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #

Device (ca-trustpoint) # exit

Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #

(
(
(
(
(
Device (config) # crypto
(
(
(
(
(

Device (ca-trustpoint)# end

pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none
rsakeypair RootCA

pki trustpoint SubCAll
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAll
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