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FIE

SNMP V' )L— T E L V1 —FDEE .

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

snmp-server enginel D {local
engineid-string | remote ip-address
[udp-port port-number] engineid-string}

1 -

Device (config) # snmp-server enginelID
local 1234

SNMP D —H)L a ' —F7-13) £—

b aB—ICARTERELET,
« engineid-string (&, SNMP @ =1 &"—
HERET H224LTDIDA KU >
7T, BB ENLG%E
X, 8 XFOT D IDTRTH
BETHMEIH Y EHA, FHET
HDFE, =Y IDDOYBHLERD
FrD3E < (& T & BRUN T4 720 T
T, FIARITIE,
123400000000000000000000 ¢ x>
U ID EZERELET,

s remote Zf8E L7=%HA. SNMP D
UE—habt—nREPNTNDHT A
A ZDip-address 5 & L, L& T
VE— TS AD2—F F—X
7'Z 2 7u hajj (UDP) R— b
ERELET, 774V MEX162T
7

ATv74

snmp-server group group-name {v1 | v2c
| v3 {auth | noauth | priv}} [read
readview] [writewriteview] [notify
notifyview] [access access-list]

1

Device (config) # snmp-server group
public v2c access lmnop

UE—h T34 A ETH LV SNMP 7
N—THERELET,

group-name (21X, 7 V— 7 D4 ETE R
E ]\/\i—g—O
KONTNOEF2 YT 4 ETVE
HRELET,

vl bEEEORK XY
T4 ETILTT,

#Hry ro—vEEIToraLoEE |



B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

sv2c i, 2FRHICEZEEDEWE
X2 F 4 BFNTT, EHED 2
fEONE CIERP L OB A (RS T
\i ‘g_o

VB b EERBEAITIE, ROTIEL
NN DNIOERRTLHMLERH Y F
7,

auth : Message Digest 5 (MD5) 3
X T Ny o Ty X
2 (SHA) (2L D30 > MadiiE% ]
REIZLET

noauth : noAuthNoPrivEFx =V 7 ¢
LUV a[RRIC LET, F—U— R
BEIRE Lo T2GE. 2T

7 A hTT,

priv: 7 — & K558t (DES) 1T X
L7y NgEEL (XA 80—
HWVY) ZAREIZLE T,

(f£#) read readview & & 12, ——
Vv FONBEFRRTEDLE2—4 %
FTXTF (64 XLFLN) #ASILE
K

(EE) writewriteview & & B2, T —
ZHEANIL, ==V NONEEFR
TEDHE2—HERTLFH| (64 CF
PIN) 2 AN LET,

(f£E) notify notifyview & & (2, il
M, EFH, FRE Ny TERETS
Ea—%&2RT LTS (64 LTFLIN)
EANTTLET,

(f£&) accessaccesslist & & Hic, 7
7B AU A RLDOLTH] (64 3LFLIN)
AN LET,

R w75 | sSnmp-server user username group-name
{remote host [ udp-port port]} {vl
[access access-list] | v2c [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}

B E5ky rO—/EETOFILOEE

SNMP 7 )L— 2% L TRl — ¥ %58
mLE,

username lL. =— = v MIHERET S
RA D EDa—H4 T,
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SNMP V' )L— T E L V1 —FDEE .

ARV RFERFTIVaY B8

auth-password] } [priv {des | 3des | aes|group-name /%, = —H AT SN
{128 | 192 | 256} } priv-password] TWB 7 —FDAETTT,

B remote # AJ LT, 2—WRFTET D

VE—KSNMP =7 47T 4 BLUE
DZT AT ADEANLEZITIP T
KLl &bz, {EETUDP A— hE
FEHELET, 774/ MEL162 T
7

SNMP N— g &= (vl, v2c, F7=
iZv3) AN LET, vBEATIT B
HlE. WOF TS arEBEmLET,

e encrypted |£, /NAU— &5k
A TERTDLEIITHEELET,
ZOF—U—RiFE, v3F—U—F
DIEE SN TNDGEIZOHEH T
TET,

sauth TiE, REEL LV ERELE
9, HMAC-MD5-96 (md5) F7-i%
HMAC-SHA-96 (sha) F&FEL /L
EHRECEET, i,
auth-password C/X A 7 — KDL
FIEEETHMERH Y £T (K
64 3LF)

Device (config)# snmp-server user Pat
public v2c

V3EANTHE, ROF—T— RE&fl
HALT (64 3CFBN) | 77 A4 ~<X—F
(priv) WEBET7 LT Y XA LUV A
7 — K374 priv-password % % &4 %
ZEHTEET,

spriviyz, 2—HF X=XV T ¢
7V (USM) ZHEELET,

+des56 £ RDES 73 Y X A%
FEHT A LAEICHEELET,

*3des168 £ |} DES 7 /L3 U XA
ERAT DG GICHEELE T,

caesDES 7V U X A& T 58
BIHRELET, 128 By MFE
fb. 192 €'y MGk, £721% 256
By MESLOWTNEZEIRT 5
PMERDY £79,

#Hry ro—vEEIToraLoEE |



B svwreuor &— Fopar

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

({£&) accessaccesslist & & iz, 7
7B AY A NGOILTF (64 LF-LIN)
AN LFET,

AT v 76 |end
1 -

Device (config) # end

¥#E EXEC £ — FIZED £,

R Fw 77 | show running-config
i -

Device# show running-config

AN B LET,

R T = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZRAF L E T,

SNMP UDP 7R— k (DA

SNMP 7z A IR —h 161 BEIR1R2 ZHEHLE T, FA— N 1611ET /34 ADFR—V > 7|Z
fEHESN, A—HFl2ixF=—Y = "L — "= ~OEHMOEREIHEHINE T, LE o
<V RFOWTUMINEE SN TORWEA, SNMPUDPAR— MIFHCZFFIca0 94, Z0
REHC LY, MEREAIZOBR— IR 2D, EX=2 )T o R EL, T8 AT ANE

WICAR—F&2 U v R L7720 9,

SNMP UDP /R— h ZBA< (21X, = —H% — EXEC £ — RTKRODOFIEEZ FETL £,

FIE

AR NFERERTIVa Y

S]]

AT v 71 |enable
B -

Device> enable

it EXEC E— FE Az LET,
NAT—REZANLET @EREn8

) o

R w 72 | configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

B E5ky rO—/EETOFILOEE
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SNMP ;& %1

snwpsasn i

AU RFERETOVa Y

B8

ATvT3

snmp-server {host | user | community |
manager }

1

Device (config)# snmp-server host

SNMP UDP 7~"— b 161 33 X OV 162 % B
XF9, 7 =3 (host, user.
community, manager) DV\T AN E K
ETAHE, MAHFOR— B EF T,
A= FEALDITE, FELZTNTO
F7aronEXEANLLET,
F—U—FRB1OTHREINTND
L AR—RMEBWEEFIZhRY 9,
X — U — R &4 E 72 nosnmp-server
a~v K& A5 &, SNMPUDP AR—
F2iFT7<, SNMP7' a2t Axd v v
M ENET,

ATvT4

end

1 -

Device (config) # end

HibE EXEC E— FIZREY £,

R 75 |show udp SNMP UDP R— b & F /R L E9, M
51 Ay ROWTRADBRES TS

Device# show udp

e, RA—hl6lB L1621, VE—
74—V RO TFIZMHE 1isten ZFR L
£7,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR EZ AT L ET,

SNMPZ T 5 & FFEDA X2 bR BAELZEEIZ, T3 AN SNMP ~ % — 3 v |2
MEFETEET, SNMPI@ANL., b7 v 7HAIIHERERE LTEETEET, a~vr i
LT, Ty TERBERERINT A4 v arBavy FIZRWREY . $F—7— K traps
Wb T w7 TR, FEE0m S EELET, snmp-sarverhost 2~ REEHALT, F T v
TEITEHRE LTSNMP E@HZIEETHNEINERELET,

GE)

SNMPv1 1% informs Z %R — kL T ER A,

Ty FIHMEEMHICRITET, ZEMIFNT v 72ZE L TOHHERSELZEELRVOT, b
T FWZEENTZDE I DREEMNT OB RN S T, [HFRIEROES . 52/5 L7- SNMP
<X =YX I SNMP &7 hal 5T —% 2=y (PDU) TAyvE—UaHERLET, &

#Hry ro—vEEIToraLoEE |



HEry hT—VEETOraLOEE |

B =—o:oravssrssvnr—vavome

I

NS N

e

~

BRNIEEEZE Laho TG 81E, BOEREREZBE TS T, FAETE 0T, fFi
DTN ST v 7 X0 ER Uil < TR @ < e b £

HHROFFN T v T LOEEEREVOE, T ABLINRy hT—=7 DV V=A% %< {H
BT BEVIRHEICHEBENDY £9, HEERRHIEREIND N T v E R | HFHRER
WIS EEZZIETHET, FHITERNAA LT 7 MIRDHET, AFVNIRESINET, b
Ty FOREEBIXIEIRY TER, HRITEENC D7 > THEEOE Y BERITHTTRE T, ik
BEOEEMPEZDENT 74 7 BEIIL, Xy N =27 OF— "=~y RREL 2D RRKIC
b0 ET, LEENnoT, 7y ICTH0ERITT 200%, BEMEZEL Y VY —Z2 %5
MEWVIERIZ2 D £, SNMP~Y X — V¥ TTRTCOMHEZET D2 ENEELRGAIT,
BWMEREFAL TSN, Xy NI FHET A ADAEY EO T 7 ¢ v 7 HRE
W DA T, BREPOEMBARELRGAEIL. NIy 7E2HEHLTIEIN,

~ N ~ E I-.ﬂ
AV FBKIVOO5—2 3 VDRTE
SNMP=—2 x> hOVATAEABI N r—2 a0 ZH/ELT, a0 7 4 F2lb— gy
T ANDLEINHLDORRIZT 7 BATE DL HI2T5I1I2E,. ROFIEEZFEITLET,

=3
ARV FFEREETIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
il - A= REANLET (BRI
Device> enable %8 .

R 72 |configureterminal Ta— ) ar 7 4 ¥al—g
#l - ET— FEBRBLET,

Device# configure terminal

25w 73| snmp-server contact text VAT LRI LTI AR E LET,
i

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

VAT LD ERT LT EHRE L E
1 - EE

Z T 7 4 | snmp-server location text

Device (config) # snmp-server location
Building 3/Room 222

A5 v 75 |end HebE EXEC B— RICEY 7,
1

Device (config) # end

B E5ky rO—/EETOFILOEE
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SNMP %38 L TieAT 5 TP —o#iE [}

ARV RFERIETY Va3 B#)
R 76 | show running-config ADEHER L ET,
1
Device# show running-config
R T w 77| copy running-config startup-config EE) av 74 X2l —var 77
A TR EERFLET,

1 -

Device# copy running-config
startup-config

SNMP %@ L TERI % TFIP 9 —/\DO R

SNMPZA L7zay 7 4 Xal— gy 77 A VDFEMFE v — NIZEHT A TFTP — 3%,

TR URARNTHREINT—IC

FIE

CREST DI2IE, ROFNEEZFEITLET,

ARV RFERRFTIVaY

=)

ATy 1

enable
I

Device> enable

¥itE EXEC E— FE A LET,

e NMAU—KREANLET (EREHh
=58

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT3

snmp-server tftp-server-list
access-list-number
1

Device (config) # snmp-server
tftp-server-list 44

SNMPZAM L7z 7 4 FXalb— gy
T ANDa—IZFEHT D TFTP ¥ —
N, TI7'A VR NOY—NIZRE
LT,

access-list-number |Z1%. 1 ~99 B LW
1300 ~ 1999 OFEHAEP 7 7/ A U R |
FErEANITLET,

ATv74

access-list access-list-number {deny |
permit} source [source-wildcard]

1

BT 7 A A MEERL, av>
N % BRI AT LT

#Hry ro—vEEIToraLoEE |
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Sty bU—VEEIOFILORE |

ARV RFERETIVa Y

B8

Device (config) # access-list 44 permit
10.1.1.2

accesslist-number (21X, 25~ 73 T
ELETI7®A VA NEEEZANLE
—g—o

deny ¥—7U — Ni&, &P —H LS
BT VA RS LET, permitffr%

T— Rix, &UER—BLIZBEICT 7'
AZFFLET,

sourcelZiL, TNA ATV BATE S
TFTP V— "D IP 7 KL A AN LE
KR

(ff:#) source-wildcard (21, source (Z
WHIXNDIANVKI—FREY bE Ry
MIZ 10 #ERFTLTADLET, BHEHT
HE Y MIEIZIE L ZRELET,

TI7EA VA NDOREITIE, #AT
ST ARFEBRDOIEL 2T — h A RNEIZ
FELET,

ATy TH

end

1

Device (config) # end

HkE EXEC £— RIZR Y $17,

ATvT6

show running-config

1

Device# show running-config

AN MR LET,

ATy 1

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ary 77
ANVICETEERITLET,

o~

SNMPT—> Y

> hrDT4E—TILE

nosnmp-server 70— 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND

SNMP =— Y = hDFTRTONR—=TV gy (RN—Ta ],

T4 =T NIZLT, SNMP7 et 2%y y U LET, Fu—)ar7 4 Xal—

N—=Tg2C, N"—T 33 &

v a v E— R T, snmp-server host, snmp-server user, snmp-server community, snmp-server

B E5ky rO—/EETOFILOEE
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NP —S x> k74 £—T e [

manager DWW IO a2~ RE AL T, SNMP=—2 =2 FOTRTON—Y 3 V& FE
A X =T M LET, $FIZSNMP %A 32— 7 NI T BT E & NT= Cisco I0S =~ 2 it

HY FEE A,

SNMP =—V = v b 2T 4 B —7 U512, ROFIELFEITLET,

48 HHIIZ

SNMP=— = a7 4 B—TMZT DHNCA R—T VT DRMERHY £, 7310 A |k
TADUTHRAIO snmp-server 72— 3L 227 4 Falb—aly a<wy K2k - T SNMP
T—Vxy MR R—=T IR T,

FIE

ARV KRFERRETY V3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
NAT—REZANLET EREN8

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBELET,

ATvT3

no snmp-server

1

Device (config) # no snmp-server

SNMP=— = > NEMERT 4 E—T L
I LET,

ATvT4

end

1

Device (config) # end

HebE EXEC B— NICEY 7,

ATvTh

show running-config

1

Device# show running-config

AN MR LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

B =27 4Fal—ar 77
ANVICREZRTLET,

#Hry ro—vEEIToraLoEE |
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SNMP o451

HEry hT—VEETOraLOEE |

WIZ, SNMP DR~V g A 32— WZT 50 E2RLET, ZORETIE, (EEDSNMP
v Fx =Y ¥NaAIa=T 4 ALY T public ZHH LT, AR AR TT R TOLT
CxJ NIT IV BATEEYT, ZOBRETIE, TXARATI T v T E2EELEE A,

Device (config) # snmp-server community public

WIZ, EEDSNMP v X —Y ¥ NaIa=7 4 A KU 7 public M LT, FEAmD HH
MR T RCOFT V=7 NMZT 7 EATLHH2RLET, 73 AT X512, SNMPv1 Z{#
FALTAR b 192.180.1.111 38 X 18 192.180.1.33 12, SNMPv2C Zf#H L T A F 192.180.1.27
VTP b7 v 72 XMELET, 23a=7 44 AMU 2 Zpblicik, N7 v 7L EBITEES
nEd,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config) # snmp-server host 192.180.1.27 version 2c public
Device (config) #

Device (config) #

KIZ, comaccess A 2 =7 4 ANV T EERTET7EA YR RNADA LN, TXTOD
FT7V =l hOBAHOENT 78 22T 562" LET, TOMDSNMP v 1r— ¥
X, EOF TVl MIbT 7 EATEERH A, SNMP GRAERES K7 > 71X, SNMPv2C 23 =
Ra=74 ALY 7 public ZfEH L TAA I cisco.comlZiE§ LET,

Device (config) # snmp-server community comaccess ro 4

Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

snmp-server host 192.180.1.111 version 1 public
snmp-server host 192.180.1.33 public

WIZ, =T 4T 4 MIB h7 v 7&K A | cisco.comiZiEET 202~ LET, 232=T 4
ANV TIEFHIBSNET, 117TH T, T4 AT T TIZA X =T TR > T0WD 7 v 7L
ST, 2T AT AMB 7y T HFETELEOERDET, 2TRIEZALD T v TD
e AFRE L. AR A b disco.comiZxf 95 LARITD snmp-server ZR A k2~ 2 K& L E9,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

WIZ, 23a=FT 4 A M) ZpublickfHL T, XCTH KT v 7 %7K A myhost.cisco.com
WCEET DR IICT A REA =T T DB &R LET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 2—PLUE—hrHRAMEEEMT T, 2—N 70— ar 7 4 Fal— gy
F— FORIZ auth (authNoPriv) FREF L~ CHERAEET L0 2R LET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (configqg)
Device (configq)
Device (config)
Device (configqg)

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

snmp-server inform retries 0

#
#
#
#

B E5ky rO—/EETOFILOEE
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snwp 27— 20E=41 5 |

WIZ, SNMP=—2 = MIAR—Y V7 ENTESNMP v % —V ¥y D b 2FnT 50427

L/\i‘a_(]

Device# show snmp stats host

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

SNMP X T7—AR2ZXANE=XZ) Y

RERTIa=7 4 AN Y7 2y b 2T — EEREKOHR E. SNMP O AW /et
Tl ERRT HITIEL, showsnmp FFHEEXEC 2~ > REEHLET, /o, ROKICY A LS
N7=Z DM OKHE EXEC 2~ RaEfHA LT, SNMPiE#EZERTHZEHTEET,

% 3:SNMP &&= RRd =66 DaA<T U F

av vk B#)
show snmp SNMP #iatEd# a2 Fr LET,

TR AR EENTWD r—h /L SNMP —
VOUVBLOTRTOYE—F =PI
THEREERRLET,

show snmp group F v hU—7 ED4 SNMP 7 L—7 2B 5
HHmaEFRLET,

show snmp pending REAH D SNMP ZROIEHRAZF R L £,

show snmp sessions BEDSNMP Y v ¥ a v OEREFRLUET,

show snmp user SNMP == —+# 5 —7 /)L D4 SNMP . —H 4|2

B oiEmaRrLET,

GE) Z o=z~ R, auth|noauth |priv
F— N SNMPV3 R EFH A R
LENMERT DM ERHY £, =
OIEHIL, show running-config ™
HTIFFERENEE A,

By FO—0EET0O MIILOBEEDERE
ROKIZ, ZOFT 22— /L THHTLHEDO Y ) — 2B LOHEERE R L ET,

IHH ORI, FICHR SN TORWRY | BASALY U —=RLUEOT~THOY J—XT
EHATE £,

#Hry ro—vEEIToraLoEE |
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B s5+vro—veEsoraoenEE

)1)—= HERE FERETEER

Cisco IOS XE Gibraltar 16.11.1 | SNMP SNMP (3. v % —Ty & o—
T MEDOBED A v E—
U 7x—~y MNeRiET 5T
TV r—vari ¥ o b
2L CY, SNMP v AT AL,
SNMP ¥ *— %, SNMP T—
Vb, BROEBEH
~N—2Z (MIB) THipkSh F
7

Cisco I0S XE Amsterdam 17.1.1 | SNMP UDP A~— bk OB SNMP UDP 7R — ~iE, #EE7p
v ROWTHNPPETE S
NTWBGEIZORBEENIE
T, ZORFHILY, MER
LAz OB AR— FHBEL 72

O, X2V T o nmEL,
TN AT NGB — b &
Uy A L7720 F9,

NMS AR —V > 7 DiEHf SNMP = — = o hMZAR—V
VT ENTZ SNMP v 12—V v
Dl Z R R TE £9, show
snmp server stats hosts =~ > N
IZ. NMS D IP 7 KL A,

NMS B T—T = h&EHR—Y
YL, BEOWR—Y
VITDEADAR T TR
THOIHEHLET,

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILNY 7 b =T A A= DHHR—
MEHRZ R TEZ £, Cisco Feature Navigator |27 7 & A3 5HIZIL, https://cfang.cisco.com/ (2
HEHET,

B E5ky rO—/EETOFILOEE
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