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ZOREEREHT 5 & key 7 —/V RE 72T non-key 7 4 —/L K& LT Virtual Routing and
Forwarding (VRF) ID #[lET 5 7 e —La— R KRHHAN7an—FE=F—%iHT25 2 &
T, N—2 THEFE/ 7 Mipb VREID 2UETE £4

VRF A 71D IP 5234 NetFlow DX 5E .



B vRr A0 1P B3 NetFlow DR E A 5%

®1:A5—)\LES
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T3y bI4—L4L SDM 7> 7L — bk =X IPvd 70— =X IPv6 70—
9300 T 16 K 8K

9400 Distribution 32K 16 K

9500 T A 32K 16 K

9600 a7y 32K 32K

VRF A A D IP 2 NetFlow D& TE 5 &

Z ZTiX. VRF AJi®D 1P % NetFlow %

JO0— La— FOER

=u e

AxX

TH-ODOHRETFIEICHONTIHRALET,

TJn—Lla— REERTHI00%, ROEEE2FEITLET,

AT w71

FIE

ARV RFEEFT7TIVa Y

E:)

&

enable
51

Device> enable

¥#E EXEC £— 2B LET,
e NAT—REANLET (TR

B8)

%Lfiéﬁrj

ATvT2

configure terminal

1 -

Device (config)# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT3

flow record flow_record name

&1

Device (config) # flow record
flow-record-1

Ja—lLa—RFNary7 Fal—3
vE—RERGLET,

ATvT4

description description

1 -

Device (config-flow-record) #
description flow-record-1

LET,

(EE) 7ur— L a— RO Z{Ek

ATy Th

match ipv4 version

51
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70— La— FOER .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record)# match
ipv4 version

RFw 76 |matchipv4 {source|destination} address| 4(E5C L 555D IPv4 T KL A & D—FK
ZHEELET,
AT w1 |matchipv4 protocol IPvd 7o koLt o—HEEELE
i) kK
Device (config-flow-record)# match
ipv4 protocol
A5 78 |match transport {source-port | AR T A — N E SRR — h a2
destination-port} n—la—RDkey 7 4—/L K& LT
mELET,
RTw 79 |matchipv4tos IPv4 ToS % 7 11— L 21— KD key
- 74— FELTRELET,
Device (config-flow-record)# match
ipv4 tos
RTw 710 |matchipvattl IPv4 TTL % 7 11— L 21— R D key
- 74— FELTRELET,
Device (config-flow-record)# match
ipv4d ttl
AT w711 |match flow direction Ta—%RT A7 40— RED—E
15'] : %*E‘fﬁ_’ Li‘a‘o
Device (config-flow-record)# match
flow direction
AT w 712 |collect counter packetslong 7 u— TR IND /3 v Mg &I
5l - F—T =L FELTREL, 70—
N AZEL )R N ¥
Device (config-flow-record)# collect A = p+/ /7/ I\;&%W%Liﬁ‘o
flow direction
RTw 713 |collect counter byteslong 70— TR INDNA MIEIEF—
Bl T4—ARELTRIEL, 7000
ANEL S %
Device (config-flow-record)# collect []p+/\/{ }\iﬁ%ﬁﬂﬂﬁ%l/ifﬁfo
counter bytes long
RATvF14 |end FiME EXEC E— RIZIR D 7,
i -

Device (config-flow-record) # end

VRF A 71D IP 5234 NetFlow DX 5E .



B oo zoxk—sonm

VRF A 710D IP 3258 NetFlow D% |

ARV FFEREETIVa Yy

S

ATy T15

show flow record

1 -

Device # show flow record

FTRTHO7ua— L a— R AR
EFRARLET,

20— I AKR—F DIERL

Tn— T AR—HEERTDHE, 7Tu—DT I AR—F XTI A—=HEEHETEET,

FIE

ARV KRFERERETYVa Y

=)

ATy 71

enable
51 -

Device> enable

it EXEC E— FE Az LE T,
e NAU—REZASNLET EREN

=55

o

ATvT2

configureterminal

1 -

Device (config) # configure terminal

Ja—_ ) a7 4 Xal—T g
E— NLBABLES,

ATvT3

flow exporter flow_exporter_name

1 -

Device (config) # flow exporter
flow-exporter-1

TJa— T AR—H aLT 4 ¥ a2 l—
vay ET—RFERBLET,

ATvT4

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

(EE) 7a— 7 AR—2OF %
TERR L9,

ATy TH

destination { hostname | ipvd-address
| ipv6-address }
1 -

Device (config-flow-exporter)#
destination 10.10.1.1

T AR—HTCT— X eiEET D50k
AT LDKRA N, IPvd £7213 IPv6 7
R AZRBELET,

ATvT6

sour ce interface-type interface-name

1

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—HT, =7 AR—KENiz
T—=HR T T LEDFEEFETIPT RLALE L
TIPT7 RLVAREFEHTA e —ILA

H—T A AEELET,

ATy T

end

1
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ARV RFERFTIVaY =)

Device (config-flow-record) # end

R w 7 8 | show flow exporter FTRTCOT7ua— 7 AR—FIZETH
15“ : ‘I‘jﬁzi&%%ﬂ——\‘ Li—a_o

Device # show flow exporter

JO0— T2 —D{ER

TJu— EF=X—%ERLT, 7a— La— RZBEEMTZ EnTEET,

FIE
ARV KRFERRETI a3 Y B#J

AT w1 |enable it EXEC E— RZ AL ET
{5l e NAT—REANLET (ERkSh
Device> enable fi%%é? o

R 72 |configureterminal rua—nN)ary7 4 Xalb— gy
ﬁu: qE_‘]s%EEﬁﬁéngiiro
Device (config) # configure terminal

25w 7 3 | flow monitor monitor-name Ja— F= X —%{EK L., 7r— F=
#l - F—ar74Xal—var E— %

Ly

Device (config)# flow monitor PsE L %9
flow-monitor-1

R 7 4 |description description (15 7a— =¥ —0HAE1ER
fi LET,
Device (config-flow-monitor)#
description flow-monitor-1

R w 75 |record record-name HENCERR SN - L 2 — FOL4RTZIEE
15“ : L/ij‘o
Device (config-flow-monitor)# record
flow-record-1

AT 76 |exporter exporter-name FANMERL SN AR—F DL HIT%
15“ : :]:E‘ﬁiﬂbi?‘*o
Device (config-flow-monitor)# exporter|

flow-exporter-1

VRF A 71D IP 5234 NetFlow DX 5E .



. A28 —TI4AA~NDT7O—EZ2—DHEA

VRF A 710D IP 3258 NetFlow D% |

ARV RFERETIVa Y

B8

ATy IT17

cachetypenormal {timeout | active|
inactive} | type normal

ER) 7a—Fxvia RTA—H
ERETDHLOIHEELET,

ATvT8

end

1

Device (config-flow-record) # end

HrbE EXEC E— RNIZEREY £9°,

ATvT9

show flow monitor

1

Device # show flow monitor

FTRTCH7n— =4 —|ZlT 5 HHR
ERFILET,

AR—TITAARA~NO7O0—F=2—NERA

FIE

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

¥HE EXEC E— FEARINC L £,

e NAU—REASHLET FRSN
=55

o

ATy T2

configureterminal

1 -

Device (config) # configure terminal

Ja—)L a7 4 Fal—g v
ET— RZHBLET,

ATvT3

inter face interface-type interface-name

AVH =T 2 A RAEEEL, £ ¥ —
Tx2AARA AL T 4 FXal— g F—
R&EBHSE L £9,

ATv74

no switchport

1

Device (config-if)# description no
switchport

WER— MZRY . LA ¥3E— R%&H
L ET,

ATy TH

vrf forwarding vrf-name

VRE 2 LA ¥ 3 A% —7 =4 Akt
T £,

ATvT6

{ip | ipv6} flow-monitor monitor-name
input

ANJITry NHDOA o H—T A AT
07— =4 —% BT ET,

ATy T17

end

1 -
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ARV RFERFTIVaY =)

Device (config-flow-record) # end

2T 7 8 |show flow interface BEESNTIA v ¥ —T = A AP NetFlow
i - DAT—H A (AL &R
L/i‘a‘o

Device# show flow interface

VRF A 71 IP 5858 NetFlow 0% 7E 51

show flow interface =~ > RiZ. FEINT-A v ¥ —7 = A AD NetFlow IZBT 15 H 2 R
LET, :

Interface TenGigabitEthernetl/0/36
FNF: monitor: védvrfingress
direction: Input

traffic(ip): on

FNF: monitor: veéevrfingress
direction: Input

traffic(ipv6): on

show flow monitor flow-monitor-namecache =< > Kif, 7o —F=Z—Dx%x v v 2 DODNEF%

TR LET,
Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 100
Flows added: 100
Flows aged: 0

IPV4 SOURCE ADDRESS: 108.3.20.100

IPV4 DESTINATION ADDRESS: 108.2.20.100

TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0

FLOW DIRECTION: Input

IP VERSION: 4

IP TOS: 0x20

IP PROTOCOL: 255

IP TTL: 64

counter bytes long: 2956000

counter packets long: 2000

show flow exporter =~ > RiZ, ¥ _RTCHO 70—/ AR—F(ICETHHEREFRLET,

Flow Exporter v4vrfingress:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:

VRF A 71D IP 5234 NetFlow DX 5E .
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Destination type:

Destination IP address:

Source IP address:
Source Interface:
Transport Protocol:
Destination Port:
Source Port:

DSCP:

TTL:

Output Features:

Flow Exporter vévrfingress:

Description:

Export protocol:

Transport Configuration:
Destination type:

Destination IP address:

Source IP address:
Source Interface:
Transport Protocol:
Destination Port:
Source Port:

DSCP:

TTL:

Output Features:

VRF AN D IP 583 NetFlow DEE |

IP

15.15.15.16

15.15.15.15
TenGigabitEthernetl/0/1
UDP

9995

52319

0x0

255

Used

User defined
NetFlow Version 9

IP

15.15.15.16

15.15.15.15
TenGigabitEthernetl/0/1
UDP

9995

50881

0x0

255

Used

show platform software fed switch active fnf monitors-dump =~ > K%, NetFlow =% —4 -

TEFRRNLET,

FNF Monitors

Monitor (0x7f4afc031748):
profile id(c46ld4dfe)

ref ct (1)

wdavc_monitor (0)

wdavc_monitor create requested(False)

wdavc remote monitoring remote caching(0)
is etta over fnf No ettaOrBaseProfile (00000000)

flags (0x0000) is wireless (No)
etta refcnt (0)

field(113) size(1l6) param(0) flags(l) offset(0)
field(114) size(l16) param(0) flags(l) offset(1l6)
field (118) size(2) param(0) flags(l) offset(32)
field (119) size(2) param(0) flags(l) offset (34)
field (156) size(l) param(0) flags(l) offset (36)
field (181) size(8) param(0) flags(0) offset (37)
field(42) size(l) param(0) flags(l) offset (45)
field(46) size(l) param(0) flags(l) offset(46)
field (43) size(l) param(0) flags(l) offset (47)
field(47) size(l) param(0) flags(l) offset (48)
Monitor (0x7£f4afc029338):
profile id(74c02ab0) ref ct(l) wdavc monitor (0)

wdavc_monitor create requested(False)

wdavc remote monitoring remote caching(0)
is _etta over fnf No ettaOrBaseProfile (00000000)

field (93)
field (94)

size (4)
size (4)

param(0)
param(0)

. VRF A 710 IP 5334 NetFlow D% E

flags (0x0000) is wireless (No)
etta refcnt (0)
offset (0)

offset (4)

flags (1)
flags (1)
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field (118) size(2) param(0) flags(l) offset(8)
field (119) size(2) param(0) flags(l) offset(10)
field (156) size(l) param(0) flags(l) offset(1l2)
field (177) size(8) param(0) flags(0) offset(13)
field (181) size(8) param(0) flags(0) offset(21)
field (42) size(l) param(0) flags(l) offset(29)
field (43) size(l) param(0) flags(l) offset (30)
field (46) size(l) param(0) flags(l) offset(31)
field(47) size(l) param(0) flags(l) offset(32)

VRF /-kj] D IP ntbxnﬁk NetFlow 0)*% J*__,jl_‘

ROFIZ, ZOFEY2—/LTHHTLHEDY U —2ABIUOMERFHRZ R LET,

TN DOEREIL, FFICHRR SN TWARWVIRY | BAShY V=R LUEOTXTDY U =T
fEATE £,

J1)—2 Hae HRETRER

Cisco IOS XE Gibraltar 16.11.1 |VRF A /)™ IP #2:% NetFlow :@%%%@mﬁég\my
7 4 —/)V RE 7213 non-key
74—/ K& LT Virtual
Routing and Forwarding (VRF)
IDZETLHT7r—La—R
BNHhAHANN 7o —F=F—%
WHITZ LT, V—HTH
{5737 > N5 VRFID Z U4
TEET,

CiscoFeature Navigator i35 &, 77 v b 74 —ABIRNY 7 b =T A A=V DV R—
MME# A3 T& £ 7, Cisco Feature Navigator {27 7 = 24 521X, https:/cfong.cisco.com/ |Z
HHET,
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