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ip address ip-address
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Device (config-mon-erspan-src-dst) # ip
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ip dscp dscp-value
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Device (config-mon-erspan-src-dst) # ip
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ATy 713

mtu  mtu-size

1 -
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origin ip-address ip-address
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Device (config-mon-erspan-src-dst) #
origin ip address 10.10.0.1
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vrf wvrf-id
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Device (config-mon-erspan-src-dst) #
vrf 1
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exit
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Device (config-mon-erspan-src-dst) #
exit
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ERSPAN %Gt vy ary a7 4
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ATV 1

no shutdown
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Device (config-mon-erspan-src)# no
shutdown
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end

&1

Device (config-mon-erspan-src) # end
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enable
1

Device> enable

¥ikE EXEC E— F&ANZ L £,
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configure terminal
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Device# configure terminal
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A7 73 |monitor session session-number type |ty arIDEky v LA TR
er span-destination JiLCERSPAN%ESct v o a v 2 iEH
4 - L. ERSPAN OF =% —5ifct v 3
Device (config) # monitor session 1 type AT A 3‘\21 b—va s ®— ]\%F}ﬁ
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EFE¥A, By va U EHIRTS
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AL, HriLnvteyvarIDERIR
HlLnwky g 27Ty
va rEEERLET,
RFw 74 |description string ({LE) ERSPAN 564t v > a v O
15'] : E)ﬂ%]\jj Lij‘o
Device (config-mon-erspan-dst) # - string FIETIT R R 240 3LFEE TA
description sourcel j]T?éfji?‘ﬁ§ %?ﬁkj{ﬁ3X?;Kf<»—
AEEWDH T LIETEELA,
RTw 75 |dedtination interface interface-type ERSPAN %625t v & a v & 542 %E T
interface-number A— MIBEEfT T, E=F—F 57
i - T4y DFEEERLET,
Device (config-mon-erspan-dst) #
destination interface
GigabitEthernetl1/0/1
ATw 76 |source ERSPAN %%t v ¥ a v DE(Em=a v
B - TA4F¥al—varE—REHBLE

Device (config-mon-erspan-dst) # source
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AFvJ1 |espan-id erspan-flow-id ERSPAN 7 7 ¢ v 7 i+ 57
i - W, FETBLOMEEE v v a T

HAEns D ERELET, T,

Device (config-mon-erspan-dst-src) #

erspan-id 100 ERSPAN IAETtE v a VORERETDH
AT HHERH Y £,
AFw 78 |ip address ip-address [force] ERSPAN k7 7 1 v 7 0%t & LTl
i - HEXNAIPT RLAZRELET,

Device (config-mon-erspan-dst-src) # ip CcZDIPT RLVAZ, v—h A1

address 10.1.0.2 B—T oA ZAFEFI1TN—T N
AE—T A ADT RLVATH
. AL v FDOT FLAL—
BT oM ERHY £7,

*ip address ip-address force =~
Ri%, 9XT® ERSPAN %t »
a D EIPT RLAZEFE L

7

AFw 79 |vrfwvrf-id EE) Jua—Rnir—F 4 75—
Bl TR ORD Y BT B VR4 & R E
Device (config-mon-erspan-dst-src) # Li‘@—o
vrf 1

RT w710 |no shutdown A B —T 2 A ATHRESNT-E Y
i - TarEAR—TNVITLET,
Device (config-mon-erspan-dst-src) # no
shutdown

ATy 71 |end ERSPAN 56%ct v v a v ikfEma
B - T4 F¥alb—varyrE —REe&TL,

HikE EXEC £— RIZREY £,

Device (config-mon-erspan-dst-src) #
end

ERSPAN :X1Ect v a3 v DEXTE (IPv6)
ERSPAN £ty v a id, E=F—95y v a vRENRTA—FBIOR— FERIT
VLAN #F# L£J, IPv6 ERSPAN EGtt v v a VA TEET DL, ROTFIEEZETLE
—éqo
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&1 N2 —REASLET (FRkEhiz
Device> enable i},E'J—/EI\) o
RFw 72 |configureterminal rTa— ) ar7 4 Xal—ay
- E— FERHBLET,
Device# configure terminal
A w73 |monitor session session-number type tyvariDekyiay 24T %
érspan-source i L CERSPAN AfZ ottt v v a v &
- TE#E L. ERSPAN OF =% —%(35¢
Device (config) # monitor session 1 type “YZ yvay as7 A ﬂ?j‘ b—var
erspan-source E— FERBLET,
« span-session-number OFEFHIL 1 ~
66 CTY, MLty a rFridl
el & 8 A,
s EEX Yy a rERITsEETE Y
varOkyaryIDIERLS
o — L7 D AN— ANITH BT
W, Ky varIDIIm GOy
varHAAIIRLTTe— 0
IZ—E T,
e v aID (gpan-session-number
SIEIZ L > TRE) BLOEY
va ¥ A7 (erspan-source ¥ —
J— RIZL - THRE) 1. ANk
BEFETEERA, Byvals
BT 5I12iZ, 2oz~ Rono
REMFHL, iLinvkey i ay
DEEITHLWVE Yy a2
Ty varEHaERLET,
AT w74 |desription string ({£E) ERSPAN #E v a v d
Bl - BIIEAT LET,
Device (config-mon-erspan-src) # o string 5180 13K 240 30T % fF
description sourcel T% iﬁ—o 7,,:7,,:]\/\ %%j{$i 7=
IZAR—R I TEEHA,
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[no] header-type 3
11 -

Device (config-mon-erspan-src) #
header-type 3

(EE) AA v F % XA 7 11ERSPAN
N H—IIRELET, TNV A
A 713 % A 7 I ERSPAN ~ v % —T

—;AO

ATvT6

source {interface interface-type
interface-number | vlan vian-id} [, | - | both
| rx | tx]

51

Device (config-mon-erspan-src)# source
interface fortygigabitethernet 1/0/3

FEETLA L E—T oA ZAFTIT
VLAN, BIOE=H—TFT5 77 1 v
I DOF B EFRELET,

ATy T17

filter {ip access-group
{standard-access-list | expanded-access-list
| acl-name } | ipv6 access-group acl-name
| mac access-group acl-name | sgt sgt-1D
[ [-]lvianvian-ID [, | -]}

51

Switch(config-mon-erspan-src) # filter
ipv6 access-group exampleacl

(&) ERSPAN iX{Eed 77
A= Tho%5E. EEILVLAN 7 4
NEY T EFRELET, filter st
sgt-ID =2~ > RNi%, ERSPAN={Ect »
va v TSGT 7 ANE Y VT HREL
EJ N

GE)  EILVLAN &7 4 ¥
VLANZECEy g ics

WL EEFTEEEA,

ATvT8

destination
1 -

Device (config-mon-erspan-src) #
destination

ERSPAN &t v g v Do
T4 X2l —Ta v — RFRERBLE
KR

ATvT9

erspan-id erspan-flow-id

1 :

Device (config-mon-erspan-src-dst) #
erspan-id 100

ERSPAN 77 ¢ v 7 Zanl ¥ %7z
W, FEILB LU Yy v a T
HEns D 2% E LET, T,
ERSPAN %isEt v g VORETH A
NTDHERH Y £,

ATy 710

ipv6 address ipv6-address

1 :

Device (config-mon-erspan-src-dst) #
ipv6e address 2001:DB8::1

ERSPAN FT 7 ¢ v 7 D%t e LTl
HAENDIPV6T FLAZHRELET,

ATvyINn

ipv6 dscp  dscp-value
i

Device (config-mon-erspan-src-dst) #
ipv6 dscp 2

EE) Mo —v a3
(CEM) F ¥ RN H DTy Mk
L T IPv6 DiffServ == — RaRA > b
(DSCP) D% A Fr—TNMIZLE
R
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ipv6 ttl  ttl-value

51

Device (config-mon-erspan-src-dst) #
ipve ttl 4

(f£E&) ERSPAN b7 7 4 v 7 ND R
r> b IPv6 TTLHZRE L E 7,

ATvT13

mtu  mtu-size

1 -

Device (config-mon-erspan-src-dst) #
mtu 512

MTU DY)V $TH A XEmE L £T,
BREINTEMTU A4 XL HREW
ERSPAN /X7 MITXT, &EIN
7oA X BCTonEd, MTUY
A ZOFEPAIX, 176 ~ 9000 /XA T
T, T 7 AV MEIX 9000 31 KT,

ATV 714

origin ipv6-address ipv6-address

1 -

Device (config-mon-erspan-src-dst) #
origin ipvé address 2001:DB8:1::1

ERSPAN 77 1 v 7 ODFEm& LT
HERHENDIPv6 7 RLAZHRELE
7,

ATy 715

vrf vrf-id

1 -

Device (config-mon-erspan-src-dst) #
vrf 1

3 Ja—R"nr—F 4 75—
TNV T 5 VRFA Z 3 E
Li‘a‘o

ATy 716

exit
1

Device (config-mon-erspan-src-dst) #
exit

ERSPAN %50t v g vsidea
T4 ¥l — g ET—REKT L,
ERSPAN #fExt vy var ar 7y
X2l —vgrE—FRIIREY £T,

ATy I

no shutdown

&1

Device (config-mon-erspan-src) # no
shutdown

A H =T 2 A ATHRESNT-t
YarvEA X —T I LET,

ATy 718

end

51

Device (config-mon-erspan-src) # end

ERSPAN %k v ay a7 4
Xl —grF— RFEKT L., B
EXEC £— FIZRY £,

ERSPAN 5E5ct v 23 VDEX

E (IPv6)

ERSPAN%E v v a i, By v a B ENRTA—FLE=F MR T T 4 v 7 BZET

LIR— MEE
‘j"o

FELET, IPV6GERSPANZii v v a V& F

FTDITIE, KOFIAZEITLE
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AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET FEREnhiz

5a)

o

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

monitor session session-number type
er span-destination

&1

Device (config) # monitor session 3 type
erspan-destination

tyvrvariDikyvar XA T e
L CTERSPAN%Ect v v a v & EFR
L. ERSPAN DE =% —%itkt v i 3
vary 74 Fal—vgrE— REH
BLET,

« session-number 5 EDOFIFHIX 1 ~

66T, Evia L FEFIFI—ET
HOHVENDY | EEEEHTE
FH A,

s EETXEy v arEIIswkty
vardOkyiarIDIEELS
o— L7 ID AR— AT H BT
W, Koy arIDIIm GO Y
varAA TR L T e—rr
IZ—E T,

et v g ID (session-number 7|
BT L > TE) BLOEY V=
v A7 (erspan-destination (2

Ko TRIE) 13, ANRITEET
XFEHA, By varEHlRTS
ik, Zoa<r Ronoz
ML, Frinwky g /IDERIT
FlLnkyvardgArF Ty

Ta rEFERLET,

ATvT4

description string

51

Device (config-mon-erspan-dst) #
description source 1

(fEE) ERSPAN %ttt v v a Dt
HEANLET,
o string B80T 135K 240 SCFE TA

JTEETH, FFRLFERANN—
AEEDDH I LIXTEEREA,
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erspAN ozl I}

ARV FFEREETIVa Yy

E:)

ATy TH

destination interface interface-type
interface-number

1 :

Device (config-mon-erspan-dst) #
destination interface
fortygigabitethernet 1/0/3

ERSPAN 5%t v o g v BB A2 EE T
A— NMCBEf T, E=X—T 5 T
T4 v DFRERIRLET,

ATvT6

source

1 -

Device (config-mon-erspan-dst) # source

ERSPAN 565t v o a DR fEIL=
T4X 2l —TarE—RFEREBLE
—640

ATy T17

erspan-id erspan-flow-id

&1

Device (config-mon-erspan-dst-src) #
erspan-id 100

ERSPAN 77 ¢ v 7 Z@nl ¥ %7z
O, FEILB LUt Yy v a T
MEN2IDERELET, Zhid,
ERSPAN %[t v a VORETH
ANTHRERHY 7,

ATvT8

ipv6 addressipv6-address

51

Device (config-mon-erspan-dst-src) # ip
address 2001:DB8::1

ERSPAN K77 4 v 7 ®%Ede e LTHE
HAENDIPv6T FLAZHELET,

ZDIPv6 7 RLARIX, v—lvA v
B =T ZAEFEFNV—T NI
B —T 2 A ZADT RLATHY | 505k
AL FOT RLAEL—FTHHLERN
HoET,

&I

exit
51

Switch (config-mon-erspan-dst-src) #exit

ERSPAN %t v v a Vikg= v
T4 Fal—arE—FEETL,
ERSPAN%iftct vy ar a7 4 ¥
L—yaryE—RNIZREYET,

ATv710

no shutdown

1 -

Device (config-mon-erspan-dst) # no
shutdown

AV H =T 2 ATHREINZE Y
valrEkARx—T I LET,

ATvIN

end

1 -

Device (config-mon-erspan-dst) # end

ERSPAN %i4ct v a v EEL=a
T4¥ a2l —TarE—REHLTL.
e EXEC £— FIZED ¥4,

ERSPAN )% 7E {51

&Pt 7 3 12 ERSPAN O EF 2= LE T,
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5l : ERSPAN X Exct v 3 v DERTE

WIZ. ERSPAN &2 it v a v ARTETHHE TR LET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/1 rx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/4 - 8 tx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/3
Device (config-mon-erspan-src) # destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

Device (config-mon-erspan-src) # end

5] : ERSPAN 8t v L 3 v DETFE
WIZ. ERSPAN 5ise® v g v 2R ETHHIZ - L ET,

Device (config) # monitor session 2 type erspan-destination

Device (config-mon-erspan-dst) # destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src) # erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

W OHIE, ERSPAN 5656t v v a o DE(EIC VREF 2R ET D HiEE R L TCWET,

Device (config)# monitor session 2 type erspan-destination

Device (config-mon-erspan-dst)# destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src) # erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

Device (config-mon-erspan-dst-src) # vrf 1

ERSPAN D FEEE

ERSPAN iR EZHERT HIZIE, koa<w» FEEHALE,
&Iz, show monitor session =~ > RO Az~ L E£9,

Device# show monitor session 53
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Session 53

Type : ERSPAN Source Session
Status : Admin Enabled

Source Ports H

MTU : Fol/0/2

iz, show platform software monitor session =~ > KOH AR L £,

Device# show platform software monitor session 53

Span Session 53 (FED Session 0):

Type: ERSPAN Source

Prev type: Unknown

Ingress Src Ports:

Egress Src Ports:

Ingress Local Src Ports: (null)

Egress Local Src Ports: (null)
Destination Ports:

Ingress Src Vlans:

Egress Src Vlans:

Ingress Up Src Vlans: (null)

Egress Up Src Vlans: (null)

Src Trunk filter Vlans:

RSPAN dst vlan: 0

RSPAN src vlan: 0

RSPAN src vlan sav: O

Dest port encap = 0x0000

Dest port ingress encap = 0x0000

Dest port ingress vlan = 0xO0

SrcSess: 1 DstSess: 0 DstPortCfgd: 0 RspnDstCfg: 0 RspnSrcvVld: 0
DstCliCfg: O DstPrtInit: 0 PsLclCfgd: O
Flags: 0x00000000

Remote dest port: 0 Dest port group: 0
FSPAN disabled

FSPAN not notified

ERSPAN Id : O

ERSPAN Org Ip: 0.0.0.0
ERSPAN Dst Ip: 0.0.0.0
ERSPAN Ip Ttl: 255

ERSPAN DSCP : 0

ERSPAN MTU : 1500 >>>>
ERSPAN VRFID : 0

ERSPAN State : Disabled
ERSPAN Tun id: 61
ERSPAN header-type: 2
ERSPAN SGT

KIZ, show monitor session erspan-sourcedetail @~ > KO I EZ R L ET,

Device# show monitor session erspan-source detail

Type : ERSPAN Source Session
Status : Admin Enabled
Description -
Source Ports H

RX Only : None

TX Only : None

Both : None
Source Subinterfaces

RX Only : None

TX Only : None

Both : None
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Source VLANs H
RX Only : None

TX Only : None

Both : None
Source Drop-cause : None
Source EFPs H

RX Only : None

TX Only : None

Both : None
Source RSPAN VLAN : None
Destination Ports : None
Filter VLANs : None
Filter SGT : None
Dest RSPAN VLAN : None
IP Access—-group : None
MAC Access-group : None
IPv6 Access—group : None
Filter access-group :None
smac for wan interface : None
dmac for wan interface : None
Destination IP Address : 192.0.2.1
Destination IPv6 Address : None
Destination IP VRF : None
MTU : 1500
Destination ERSPAN ID : 251
Origin IP Address : 10.10.10.216
Origin IPv6 Address : None
IP QOS PREC : 0
IPv6 Flow Label : None
IP TTL : 255
ERSPAN header-type : 3

R ? show capability feature monitor erspan-source =~ > RO ix, RE ST
ERSPAN #Ett v & a VIZHET 2 FHREF R L TWET,

Device# show capability feature monitor erspan-source

ERSPAN Source Session:ERSPAN Source Session Supported: TRUE
No of Rx ERSPAN source session: 8

No of Tx ERSPAN source session: 8

ERSPAN Header Type supported: II and III

ACL filter Supported: TRUE

SGT filter Supported: TRUE

Fragmentation Supported: TRUE

Truncation Supported: FALSE

Sequence number Supported: FALSE

QO0S Supported: TRUE

& ™ show capability feature monitor erspan-destination=~ > KDOHjix, #E SN
TRTCD T v — N BIABRT T — FERR L TWET,

Device# show capability feature monitor erspan-destination
ERSPAN Destination Session:ERSPAN Destination Session Supported: TRUE

Maximum No of ERSPAN destination session: 8
ERSPAN Header Type supported: II and III
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IJ I)—X

HEEEHR

Cisco IOS XE Gibraltar 16.11.1

ERSPAN

Cisco ERSPAN e A4 i - %
&, R— b FE7ZIZVLAN O b
FTIA I EE=S— L,
=H—EN T T4
MR — MIEFETEET,

ERSPAN I, XA vF Fm—
T TR AR E— fE=H
V> 7 (RMON) 7m—77¢
EOFRy NT—7 TFF7A4H
WChT7 74 v 7 BRELE

R

Z OFEBED Y AR — ML, Cisco
Catalyst 9500 > — X A A v
F D C9500-12Q. C9500-16X,
C9500-24Q. C9500-40X &7 /v
TOHEANIILE LT,

Cisco IOS XE Amsterdam 17.1.1

ERSPAN IPv6

ERSPANIZ IPv6 78— k38
ASNFELE, ZHITEY,
IPv6 ERSPAN 2415 735 & U%i
Set v g CORENREIC
e ET,

Cisco 10S XE Bengaluru 17.5.1

ERSPAN over MPLS VPN

MPLS VPN 7R — k23
ERSPAN [ZEASVE LTz,
ERSPAN k7 7 ¢ v 7 [XMPLS
VPN #H CHAE T X £77,
ERSPAN O %R — ~ i,
L3VPNIPV4MPLS IZ[RE &
TWET,

CiscoFeature Navigator i35 &, 77 v b 74 —ABIRNY 7 b U =T A A=V DV R—
MMEH A MR¥E T& £9°, Cisco Feature Navigator |27 7 =2 A3 521X, https:/cfhng.cisco.com/ |Z

HEHET,
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