I RERA

IVKRRA 7RIy 3 ayba—
ILDEETE

ZOEFEY 2—)L T, TrustSec kv bV —27 TORGEB LOFFAIDTZHDOT KARA 2 b7 K
Svvararia—i (EAC) OF7 7 AFRIZONTHHALET,
¢V RRA UM T RIvvaryaryibie—ofE (123—)
« ] : Example: 802.1X GRAEDFHE (2 ~—)
o il : MAC LA N ADHZE (2 =—)
o 5] : Web FBAE7 2 XV OERE (2 X—)
* {3 : Flexible Authentication (FlexAuth; 7 L' ¥ L 7 VEEGE) v — 7V ARB L ONT7 = — /LA —
N—ary74FXal—var (3X=)
«802.1XHFA kN T—F (32—=Y)
SRGERIA—T 0 T B A (4 3—)
« ] : DHCP A X —E > 7B LU'SGT ODF Y HJT (4 ~<—)
eIV RRALV T RIviay ary ha—LOWERBE 42—)

D7 FRFIyYarariio—)ILOBE

TrustSec % b U —27 TiX, X7y MIX Y T =0 ~DANTIER<BHTTI4NEZ) T
SN FET, TrustSec =2 Rl A v FERFETIX, TrustSec KAA Y (= RARA L FDIPT KL
2) 2T 7B AT HHRARMIDHCP AX—E U 7BLIRIPTF AL A R T vXx o FI2k-TT
TEATNAATEX2 YT 4 ZA—7 %7 (SGT) IZBEMITFbNET, 77 EAT A
AT, HEGEEICE B SN D EETTIP & SGT DA U F o v 7T —T )V 24 % TrustSec
N R TSI OT A A2, SXPRRETEDOT Y vm— a3y (N U K) Z%FEL
9, Xy MI, BX2 VT 47— ACLS (SGACL) Z@#MH< 5 Z &1k Y. TrustSec
N R 2T RIGET A AL > THATTZ A Z ) v T ENET,

TR LA OO RARA LV N T RIvygy aryha—ib (EAC) 77 BRI
12X, ROBORH Y £,

* 802.1X AN— F X— 2 DFH

* MAC #FE/3A /52 (MAB)

IVRRAv bk 7RIy vavavia—LoEE I}



IVRRA VR 7RIy avay bO—Lo®RE |
B 5 exeample:sozix RiromE

» Web F8GE (WebAuth)

T _RTOR— b_"—ZFEEL, authentication 2~ R CA R—T I TEET, £T 72T
A — ML TEBNCERET H2MERH Y £5, BHROEIEE— RBRESN, 77747
FANEWT D & R — 7 AB LT = — A — _— I L BEE I, 7= —
WA —N—BIRT 4+ — NNy T = UV AERETHIENTEET, 801X KAk E—
RiZ, 802 1X R—hF T LICH TE D RARA > hDFR A AR ELET,

5] : Example: 802.1X FEEL DX 7E

wIZ, ¥y A —H v bR — N TOEERNZ 802.1x DREF 2~ LE T,

Device> enable

Device# configure terminal

Device (config) # dotlx system-auth-control

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto
Device (config-if)# dotlx pae authenticator

{5 : MAC EZEE/ N1 /N R DEKTE

MAC FBFE A 73X A (MAB) (% 802.1X % TIEZRWAR A N ET21X 7 T4 7 3 802.1X % A
X—=T M LTeRy T —=2ZIZBMTELLIICLET, MAB A X —7 /LT DHIIC,
802 IX FBFLEZE A R —T WM T HXEEIH D TH A,

WOFHITIE, AR MAB R EDOHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if) # mab

MAB SBIEDBREDTEMIONTIE, T/ AT AL ADALy T4 Falb—var f
A FEZRL TSN,

5 : Web 25 7 O XL DEETE

Web #BFE7' 1 ¥ 2 (WebAuth) (X, = —HF =2 Web 77 U HFEZFEHL T, 727 R T/A X
@ Cisco I0S Web P — X—#%H T Cisco Secure ACS [ /A o J LT U ¥ VEEETEDL L
T HHDOTT, WebAuth [TMSL L TA x—T I TEET, T, 802.1X £721%X MAB
DEEBFILETIEH Y EHA,

WOFITIX, FHTEY b A —P v b R—  TOERZ WebAuth 3R EDFIZR L
7,
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: Flexible Authentication (FlexAuth; 7 L& JILEREE) —4H Vv RABLUV Tz — A —nR"—av T4 FalL— 3> .

Device (config)# ip http server

Device (config)# ip access-list extended POLICY

Device (config-ext-nacl) # permit udp any any eq bootps
Device (config-ext-nacl)# permit udp any any eq domain
Device (config) # ip admission name HTTP proxy http

Device (config) # fallback profile FALLBACK PROFILE

Device (config-fallback-profile)# ip access-group POLICY in
Device (config-fallback-profile)# ip admission HTTP

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if)# authentication fallback FALLBACK PROFILE6500 (config-if)#ip access-group
POLICY in

f5] : FlexibleAuthentication (FlexAuth;”7 L &< JJLE2EIF)

4

~

4

3

802.1X 7R X

= ORABEV T —ILA—/N—a T4 X2 L—

Flexible Authentication (FlexAuth; 7 L ¥ > 7 /LE8GE) v —747 A (FAS) ZfEHT 25 &, 802.1X,
MAB, 5 & WebAuth FBFEFRAICT 7 B AR — hERETE, 1 2L EOBRES A
TERWGRICT A= NNy I o= U AERRETCEET, 774V DT = — VI —/3—
V=V AIRD LB TT,

* 802. IX:ﬁ“#‘Ff\““;(g)muu
* MAC FJRIE S A 73
* Web #JAE

VA ¥ 2GR LA ¥ 3 OFGERNSHEIZEITSINE T, 2F D, 802.1X & MAB I WebAuth
DENCRAETHLENRH Y £,

WOHITIE, MAB. dotlX £ XX WebAuth DNE TR — 7 A EBELE T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 2/1

Device (config-if)# authentication order mab dotlx webauth
Device (config-if)# ~Z

FAS OFEAMIZ DUV, [Flexible Authentication Order, Priority, and Failed Authentication)] % %
L TLSIEE,

N— ML TAFBEOPEE— FERETEET,
« Single Host : 1 5> MAC 7 KL A& FfOA L H—T 2 A RXR—ZADE v g
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https://www.ciscosystems.com.pe/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-service/application_note_c27-573287.html
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e MultiHost : " — K Z & IZHEEBOMACT RL AZESA v A —T 2 A AX—2ADE v 3
v

* Multi Domain : MAC+ K XA > (VLAN) v a v

e Multi Auth : I"— k Z & IZEEH DO MAC 7 RL 2 Z2ED>MAC X—ADE v g

FRELRIA—T Y 7O R

FRRERTA— 72 T 7 & ARREIL. R— FOFEREOFEITRINC, 7 TAT 2 M ETNNA ANRFR Y b
T—0 T2 BRAERGETEAHLICTH5LDTT, ZOTaEARNFEIL, PXENFA LT Y
T ARNCT AL ANKy NT—Z 127 7R L, YU B MRS ENAARENOH 5T —
NA[REA A—T & X D a— R THAXERHDPXEDT — D) U A THUETT,

5l : DHCP RAX—E VI E LU SGTNDE|Y HT

FRRET B AR, TN AFRRENBAELET (R xE. XM v 7 VLANEID 4T
ACLZ 07777 E) , TrustSec % v bV —27 DGE, ¥x=2 VT 4 Z—F %7 (SGT)
IZ CiscoACS Da—H— a7 4 Fal—v g EICB8YTonET, SGTIXZEDT
RARA Y FMBDHCP AX—E U ITEBIRIPTNNA A N T X T AV TTARNT I T v %
FERALTCEEENTZ N T 7 4 v 7L FENET,

WOFITIX, 77 EBATRAL ATDHCP AX—E VT BIVIPT A AT vF T
EHINTLET,
Device> enable
Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # ip dhcp snooping
Device (config) # ip dhcp snooping vlan 10
Device (config)# no ip dhcp snooping information option
( )

Device (config) # ip device tracking

IVFRRAFT7 RISy a3 ay bAO—)LOKEEER

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2ABIUOMERHRZ R LET,

IO OBREIX, FRCHR SN TWARWEED , BAINZY UV —XUBEOTXTHOY J—RT
fECcE £,
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Cisco I0S XE Gibraltar T RARA 2 M7 K2 v |Cisco TrustSec % v h U —727 Tk, /3
16.11.1 varario—iu o MER Y NU =2 ~DAS TR
SHATTZA4nZ2Y v T7ENET,
Cisco TrustSec =2 KA v FaRdET
X, Cisco TrustSec KA A (= K&
AV FDOIPT RLR) 77 ®AT D
ARA NMEIDHCP AX—E 7B IXOIP
THRAANT XU TICEoTT 7k
AT A AT SGT IZBhERHT v
R

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
NMEH A #5E C& £7°, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 7226 7
7EALET,

IVRRAv bk 7RIy vavavia—LoEE I}


http://www.cisco.com/go/cfn

IVERAYF 7RIy ayay ra—LoEE |
B = ko r7rsvvay avrn—LoReEE

B o FrRAUr 7RIV 3L AV FE—LOERE



	エンドポイント アドミッション コントロールの設定
	エンドポイント アドミッション コントロールの概要
	例：Example: 802.1X 認証の設定
	例：MAC 認証バイパスの設定
	例：Web 認証プロキシの設定
	例：Flexible Authentication（FlexAuth; フレキシブル認証）シーケンスおよびフェールオーバー コンフィギュレーション
	802.1X ホスト モード
	認証前オープン アクセス
	例：DHCP スヌーピングおよび SGT の割り当て
	エンドポイント アドミッション コントロールの機能履歴


