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Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 1/0/1
Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# exit

Device (config) # cts role-based sgt-caching

There is at least one interface that has ingress sgt caching configured. Please

remove all interface ingress sgt caching configuration(s) before attempting global
enable.
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Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-caching

Device (config)# interface gigabitEthernet 1/0/1
Device (config-if) # cts role-based sgt-cache ingress

Note that ingress sgt caching is already active on this interface due to global
sgt-caching enable.
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Device (config)# cts role-based
sgt-caching
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Device (config)# end
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Device> enable
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Device# configure terminal
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interface type slot/port
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Device (config)# interface
gigabitethernet 1/0/1
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ctsrole-based sgt-cache [ingress| egress]
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Device (config-if)# cts role-based
sgt-cache ingress
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Device (config-if)# end
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Device> enable

show cts
Cisco TrustSec #5fi & 7 a2 — )L SGT ¥ ¥ v V'V T DA T —Z A FKRLET,
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Device# show cts

Global Dotlx feature: Disabled

CTS device identity: ™"

CTS caching support: disabled

CTS sgt-caching global: Enabled

Number of CTS interfaces in DOT1X mode: O, MANUAL mode: 0
Number of CTS interfaces in LAYER3 TrustSec mode: 0

Number of CTS interfaces in corresponding IFC state

INIT state: O
AUTHENTICATING state: 0
AUTHORIZING state: 0
SAP NEGOTIATING state: 0
OPEN state: O
HELD state: O
DISCONNECTING state: 0
INVALID state: 0

CTS events statistics:
authentication success:
authentication reject
authentication failure:
authentication logoff
authentication no resp:
authorization success
authorization failure
sap success
sap failure
port auth failure

O OO OO0 oo oo
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Device# show cts interface GigabitEthernet 1/0/1

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

L2-SGT Statistics
Pkts In : 16298041
Pkts (policy SGT assigned) H
Pkts Out : 5
Pkts Drop (malformed packet): 0
Pkts Drop (invalid SGT) 0

2T w74 show ctsinterface brief
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1 -

Device# show cts interface brief

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

Interface GigabitEthernetl/0/2
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 0

Peer SGT assignment: Untrusted
Interface GigabitEthernetl1/0/3

CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
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CTS is disabled

Interface Backplane-GigabitEthernetl1l/0/4
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface RG-AR-IF-INPUTI1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is disabled

show ctsrole-based sgt-map all ipv4
F_TOD SGT-IPv4 A o RaRRFLET,
1 -

Device# show cts role-based sgt-map all ipv4

Active IPv4-SGT Bindings Information

IP Address SGT Source
192.0.2.1 50 CACHED
192.0.2.2 50 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED
192.0.2.5 3900 INTERNAL
192.0.2.6 3900 INTERNAL
192.0.2.7 3900 INTERNAL

IP-SGT Active Bindings Summary

Total number of CACHED bindings = 20
Total number of INTERNAL bindings = 3
Total number of active bindings = 23

show ctsrole-based sgt-map vrf vrf-name all ipv4
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Device# show cts role-based sgt-map vrf vrfl all ipv4

%$IPv6 protocol is not enabled in VRF vrfl
Active IPv4-SGT Bindings Information

IP Address SGT Source

192.0.2.1 50 CACHED
192.0.2.2 2007 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED
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Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-caching
Device (config) # end

Bl: A3 —T A RDSGTXF ¥ vV TDEE
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Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 1/0/1
Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# end
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Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching

Device (config) # interface gigabitEthernet 1/0/1

Device (config-if) # no cts role-based sgt-cache ingress
Device (config-if)# end

Device# show cts interface GigabitEthernet 1/0/1

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Disabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

L2-SGT Statistics
Pkts In : 200890684
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Pkts (policy SGT assigned) : 0
Pkts Out : 14
Pkts Drop (malformed packet): O
Pkts Drop (invalid SGT) : 0
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