X7+«

* aaa accounting (5 ~X—737)

+ aaa accounting dotlx (9 ~<X—7)

* aaa accounting identity (11 ~—7%)

» aaa authentication dotlx (13 ~X—73°)

* aaa authorization (14 ~X—73)

* aaa new-model (19 ~X—737)

* access-session mac-move deny (21 ~X—1)

s action (23 X—7)

» authentication host-mode (24 ~X—7)

« authentication logging verbose (26 ~<—71”)

« authentication mac-move permit (27 ~X—73)

« authentication priority (29 ~<—3”)

« authentication timer reauthenticate (32 ~X—73")

» authentication violation (34 ~X—7)

» cisp enable (36 ~X—7)

» clear errdisable interface vlan (38 ~<—71”)

* clear mac address-table (40 ~<—13)

« confidentiality-offset (42 ~—<)

+ debug aaa dead-criteria transaction (43 ~X—13)

» delay-protection (45 ~—73)

edeny MACT7Z7®A VAR a7 4Xalb—var) (46 3—)
« device-role (IPv6 AX—E> 7)) (50 ~<—)

e device-role (IPVOND A > A7 g ) (51 =)
» device-tracking policy (52 ~—%)

e dotlx critical (Zm— VL a7 4 Fa2lb—ar) (543—2)
» dotlx logging verbose (55 ~X—3")

* dotlx max-start (56 ~X—3")

* dotlx pae (57 ~<X—7)

» dotlx supplicant controlled transient (58 ~<—73”)

t¥alT4a .
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« dotlx supplicant force-multicast (59 ~<—137)

» dotlx test eapol-capable (60 ~<—71)

* dotlx test timeout (61 ~X—1)

s dotlx timeout (62 ~X—73)

edscp (65 =—)

o dtls (66 ~<X—)

* enable password (68 ~—17)

* enable secret (71 ~X—)

* epm access-control open (75 ~X—13)

» include-icv-indicator (76 ~<—)

s ip access-list (77 ~X—7)

» ip access-list role-based (80 ~X—37)

* ip admission (81 ~X—717)

* ip admission name (82 ~X—1)

« ip dhcp snooping database (85 ~X—)

« ip dhcp snooping information option format remote-id (87 ~X—737)
» ip dhep snooping verify no-relay-agent-address (88 ~X—37)
« ip http access-class (89 ~—1)

« ip radius source-interface (91 ~X—3)

« ip source binding (93 ~<X—73”)

« ip ssh source-interface (95 ~<X—73)

« ip verify source (96 ~X—73)

* ipv6 access-list (98 ~X—73)

» ipv6 snooping policy (101 ~2—37)

* key chain macsec (103 ~—73)

» key config-key password-encrypt (104 ~<—1)

* key-server (107 ~3—3)

* limit address-count (109 ~X—1)

+ mab logging verbose (110 ~X—7)

» mab request format attribute 32 (111 ~X—73")

* macsec-cipher-suite (113 ~X—1)

* macsec network-link (115 ~X—2)

ematch (77 A~y 7 ar74¥alb—rar) (1163—Y)
+ mka pre-shared-key (118 ~X—1)

+ mka suppress syslogs sak-rekey (119 ~X—3")

» password encryption aes (120 ~X—73)

spermit  MACT7Z7EBA VAR a7 4Xal—ar) (1233—)
s protocol (IPv6 AX—t > 7)) (128 _X—)

* radius server (130 ~X—73)

» radius-server dscp (132 ~X—73)

» radius-server dead-criteria (133 ~X—3°)

B tx2U7«
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« radius-server deadtime (135 ~<—737)

» radius-server directed-request (137 ~X—17)

» radius-server domain-stripping (140 ~X—13)

s sak-rekey (144 ~<X—7)

s security level (IPv6 A X—E>7) (146 ~X—3)
» security passthru (147 ~—1)

» send-secure-announcements (148 ~X—3)

« server-private (RADIUS) (150 ~X—7)

* server-private (TACACS+) (153 ~<X—7)

» show aaa clients (155 ~X—7)

» show aaa command handler (156 ~X—7)

» show aaa dead-criteria (157 ~X—7)

+ show aaalocal (159 ~<—2)

* show aaa servers (161 ~X—1)

» show aaa sessions (162 ~X—1)

» show authentication brief (163 ~X—73")

« show authentication history (166 ~—13)

* show authentication sessions (167 ~X—3°)

» show cisp (170 ~X—)

* show dotlx (172 ~X—7)

» show eap pac peer (174 ~<X—7)

» show ip access-lists (175 ~X—73)

» show ip dhcp snooping statistics (178 ~X—12)
« show radius server-group (181 ~X—3)

» show storm-control (183 ~X—17)

* show tech-support acl (185 ~<X—73)

« show tech-support identity (190 ~X—13)

« show vlan access-map (199 ~<—)

* show vlan filter (200 ~X—73)

* show vlan group (201 ~X—7)

» ssci-based-on-sci (202 ~X—)

* storm-control (204 ~X—73)

« switchport port-security aging (208 ~X—1)

» switchport port-security mac-address (210 ~3—73)
» switchport port-security maximum (213 ~X—12)
« switchport port-security violation (215 ~X—3)
» tacacs server (217 ~—737)

otls (219 X—Y)

s tracking (IPv6 A X—E > 7) (221 _—7)
* trusted-port (223 ~<X—37)

» use-updated-eth-header (224 ~X—7)
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s username (226 ~X—73)

s vlan access-map (232 ~—73)

« vlan dot1Q tag native (234 ~X—1)
s vlan filter (235 ~X—7)

s vlan group (236 X—7)
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aaa accounting .

aaa accounting

RADIUS £721X TACACS+ ZfEHT 2561C, et Xx=2 U7 0 HIT, ERShoh—t
ADRGE, FA, BEXOTH T 427 (AAA) THOVT 4 T A FT—TNMZTDHI
X, Ze— a7 4 ¥aL—3 32— RCaaaaccounting 2~ > K& LET, AAA
THIT 4T T 4 B—T T DI, Zoavry RonBRXEfHALET,

aaaaccounting {auth-proxy | system | network | exec | connections | commands level }

{default | list-name} {start-stop | stop-only | none} [broadcast] group group-name
no aaa accounting {auth-proxy | system | network | exec | connections | commands
level} {default | list-name} {start-stop | stop-only | none} [broadcast] group group-name

B DEREA

auth-proxy FTARTCOBIEF AT B X a2—HF A X MBETLEREHILET,

system Vua— R EOa—FZBEEMT N THRNT AT AL~ LDTXTOA
RUNDT AT T 4 v T EFTLET,

network Fy hT—J7 T 2H DDV —ERERIZT AV T 4 T ERFEITL
£

exec EXEC v =)k w i a DT AT 47 2FTLET, ZOF—TU—F
%, autocommand =z~ RIZ k> TERINDFEHRREO2—F T a7 >
AMMEREIRTZ ENTEET,

connection  xy NT—2 T U B R F— bR SNETRTOT Y b N
BT D iE AR L E T,

commands BELEEHEL L TTRTOa~v Ly ROT YT 4 v T2 ETLET,

level B REHEL~L = R U120 ~ 15 DRHTT,

default ZOFEDHEICY A NENDT AT T AT HRE, T T 4T
P—bEAOT 7 ANV RV ARELTHEALET,

list-name KICHHENTVW DT I T4 7RO B, el tb 1028k
A N DOLRTEAHT DI DI 5 T8 TY

start-stop 7'u - 2 DOBHIGKRFIZ "start" accounting EN A IE(E L, 7B XD TR
"stop" accounting S HN & EFE LET, "start" T H T T 4 T L a— RiFNy
777 RTHEEINET, EkIhla—F 7 m& X%, "start" accounting
WHINT B T 4 T —NTZEENTZDE D NICBFRR S Bts S E
—a—o

stop-only FoRIN o2 —W T o RO TR, "stop" T H T T 4 VBN EEE
LET,

none ZOEBEIFA L E =T 2 A RATTHO T 4 U T —ERET 1 E—7

M LET,
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aAav> R FI4ILk

aAvYU R E—F

FauFq |

broadcast (EE) HEDO AAA Y —R_"~DT T 4T L a— ROEEEA 1 —
TMILET, EITN—TDOENOI— N L, ThU T4 7L a—
RE2RIFHZEE LET, BROOP—"BMEATE WSS, T LV—7H
TERBRINIEAY I T v T —NeFHL 72—V — =L LE
R

group TAAAT BT 4 7 DFA] I EnTnadF—U— KD 128 Ea
groupname EARLET,

AAAT AT 4 73T 4 =TT,

sua—s)rary7 4 F¥ab— 3 (config)

avy FERE

FRLEDHA KS1 Y

)1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 ooy RREAINEL
77

THT T 4T BN L, BIEEIZA v Z—T = A AR EDT H T 4 v 7 )
NEERT DA E HEY A N &2/EKT 5121, aaaaccounting 2~ > REHEH L ET,

R1VAATHI T4 U TAR

*—T7—F &

group radius aaagroup server radius =~ R CEHEEIND
TP RADIUS H—/3D U A |k & ZBAEICfE
ALET,

group tacacst aaa group server tacacst =~ R TEH SN
53 _XTD TACACS+ — 3D U A &5
WA LETS

group group-name group-name tr— )L —FTER LT L O IT,
TR T 47 DI D RADIUS H—/3F
721X TACACS+ H— %7 v M L
jz —g—o

TAAAT BT 470k OF T, groupradius 72035 X O group tacacs+ 2013,
PIRNZER L7z —# D RADIUS $— N F 72X TACACS+H— 22 L 7, KRR M — 1%
RET DI, radiusserver 18k Ntacacsserver =~ > FEMHH L £, HEDF— 71—
7 &AERCT S 121X, aaagroup server radius ¥ L U aaagroup server tacacst =~ > KM L
£,

CiscolIOSXE V7 h T =T IZRD 2 >DOT o vF 4 v VR EYR—FLET,
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aaa accounting .

*RADIUS : Xy NU—0 T 7 BAY—NZ TV T 47 L a— ROFEATRADIUS
X2 VT4 =N LTI T BT 2 RELET, KT AV T 4T
a— N7 AT T 47O Attribute-Value (AV) T 08 EEi, La—RNEtxaV
T A= S ET,

e TACACS+ : X NU—I TR AY =L, THhHUoT 407 L a— FOEA TTACACS+
X2V T4 Y= NNCH L Ca—FT I T T4 2 WELET, KT IV T4 T
a— NZIET BT T 4 7 O Attribute-Value (AV) XTHREEN, La—RNigkx=l
T A= S E T,

THO T4y OHFRIANMI, THU T 4 v T OFITHIEEZERLET, ARTETH
T 4T HER) A MY, BFEDRIBETITA LV H—T = A AT, BEOFEDOT I v
VT4 T RIMFEHTAREDOEX 2 VT e A ERETEET, lig-named &
method Z# AFTLTCU A F&ERR L £, listnamelZlZZ DU A Fo4RTE L THEHT 51
BEO3FH (radius X° tacacs+ 72 EDF XA #Br<) ZfE L. method IZITFEE SN —7
VATRITTHHFAERELET,

BEDT o T 4 > 7 OFFED aaaaccounting =~ > K%, ZARiftE ) 2 M &fEE LA
WTCHRIT LA, ARiftE 0 2 P OAHRMICER SN TV D LD ERWT, X THA
VH—=T 2 A AETFERR (ZOT AT T 4 T OREENEA S ND) 2T 7 40 b KA
UAMPHBIMICEHE SNET (EXFADOFXY 2 NI, T 740 bOFRY A MIELL
F9) . 774NV MOFR) A IRERSINTORWES, THU T 0 735 78 E®
Puo

GE)

VAT AT AT 4 T TIRARMET AT 407 ) A MIMERENT, VAT AT H
T AT DEODT T D) AN EERTEET,

BANDT T 4 T DA, sop-only ¥—U— K& EEL T, Eka&nlza—¥ 7otk
ADE T Zstop L A— KT BT T 4V THHMERELET, SR T IO T 4 0 7D
A, dart-stop F—7U— RZ4RET S Z & T, RADIUS 7213 TACACS+ NER S hiz 7t
ADPIERHZ start 7 WU T 4 U VWA EFE L, TRE AR TR stop T AT T 4
T ERETDHEOICTEET, T YT 4> ZIERADIUS £ 721X TACACS+H— 272
TRFEENET, noneF—V— Rt F8ELZEBRELIZA VX —T 2 A ADT I T 4V~
TH—bRET =T M LET,

AAAT IO T A TRT I T 471 2SNDE, Xy NT—I T 7 BAY—N[F, 2—%FN
FELeEX2 )7 0 TS U T, BHcBIfRT2 RADIUS T W V7 1 v 7 @M E 721X
TACACS+AV X7 2E=X4 LFT, Xy NI—I T 78RS —NiZZh oD@ ET o v
T4 L a—RELTLULAR—ML, THOU VT 47 ba—REFo%gEX T 0 —
DT AT T 47l IRFEINET,

GE)

ZDa~r Fid, TACACS E72i3¥LiE TACACS [ZIIEH TE £H A,

t*2U74 |}
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WROBITIX, T74NV MDA~y RT AT 4T HRY A MEEZRELTOET,
ZOBDT AT 4 T —E AL TACACS+ EX = U 7 ¢ — 3 Lo THflEX
AL, stop-only HlR CHHHEL ~L 15 2~ FITRESNTWET,

Device> enable

Device# configure terminal

Device (config) # aaa accounting commands 15 default stop-only group TACACS+
Device (config) # exit

WROBITIZ, THT T 42 7 —EARTACACS+E F = U T 4 — Tk s h,
stop-only HI[R3 3 57 7 4 /L b @D auth-proxy 7 7 7 4 7 U A N DOEFHAE R
L %7, aaaaccounting 2~ NIty X T O LT 4 TR T 7T 472
£7

Device> enable

Device# configure terminal

Device (config) # aaa new model

Device (config)# aaa authentication login default group TACACS+

Device (config) # aaa authorization auth-proxy default group TACACS+

Device (config)# aaa accounting auth-proxy default start-stop group TACACS+
Device (config) # exit
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aaa accounting dot1x .

aaa accounting dot1x

FRE, BRE, BLROT AT 4T (AAA) TAU T 4 7%k AFR—7 /I LT, IEEE
821Xty a v DRFEDT h T T 4 7 % BB ETITA ¥ —T = A AHALT
EFT DR Y A b EAVERT B I2i% aaaaccounting dotlx 7' o —/ 3L a7 4 X2 L— g v
g~ REMHALEYT, [EBEESQRIX T AT T 4 v 78T 48—t 5100%, Zoaw
Y RO noBEXEHEHL ET,

aaa accounting dotlx {name | default } start-stop {broadcast group {nhame | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting dotlx {name | default }

B DEREA

AU KR TFI4ILE

name P— R T —T74%, Ziit. broadcast group 3 LK Ogroup F—TU — KDHZIZ AT
TOHGEIENT 247 a o TY,

default  FT7 4L N R NZHDLT AT T4 v T HRE, T T 47— 2
WHELET,

start-stop 7’1 & X DBIAEIFIC start accounting A1 A BE L. 7 & 2D T HFIC stop
accounting A Z EE LE T, stat 7 WU T 4L a—RENRNy 7 7T R
TRFEESNET, TH T T 427 H—,30 start accounting 1 H1 % 52 11 HL > 7=/
EOMITIFRERZRL, BRI a2 — T e ARt s ET,

broadcast #HH D AAA D —RNICEEENDZT I T4 b a—Ref F2—7 LT,
THIT 4T L a— Reg T NV—TDEIOV— IR E LET, RO —
NAPERTERNWNGEE, AL v T3 7T v 7= X N2 L TRY)
D — iR LET,

group T T 4 T —EREAT =T N—T2RELET, At —
INTN—TZIFTRD LB T,

e name : Y — 7 L—TF D4R,
eradius : T _XTD RADIUS RA DU A b,

e tacacst : XTD TACACS+ R A DU A |,

broadcast group 3 L Ot group ¥ — 7 — RO%IZANT 5854, group F—V— K
AT ar T, A7 varogopF—TI—REVEZ DIEEATITEET,

radius ({EE) RADIUS TH Y T 4 v VA F—T M LET,

tacacs+ EE) TACACS+ T H U VT 4 T A =T LET,

AAA T T 4 T T 4 —T N TT,
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aAvU R E—F

FauFq |

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

)1)—2x EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

FEREDHA K42

ZDa~< RiX, RADIUS —_R~DT 7 & AN NEETY,

A B —T x A AT IEEE 802.1X RADIUS 7T H U T 4 v 7 ZRET HHEIC, dotlx
reauthentication f > X — 7z A A AL 7 4 Xal—ar avry REANTAI L EHLEL
\iﬁqo

WwOBTiX, IEEE802.IX T H T T 4 P haHETHHEEZTRLET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa accounting dotlx default start-stop group radius
Device (config) # exit
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aaa accounting identity

IEEE 802.1X, MAC fBFE/ A /32 (MAB) . BL U Web iBfEt v a VORGE. #rl. B&
KT HOT 47 (AAA) TAT T4 TEAX—TNMCTHIZE, Fe—var7gy
¥ L— 3 E— KT, aaaaccountingidentity =~ > Kz L ¥9, IEEE802.1X 7 7
VTAVTET 4 =T MIT B, Zoavr Ron X EFEHLET,

aaa accounting identity {name | default } start-stop {broadcast group {name | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting identity {name | default }

B DEREA

AR TFIHILE

AUk E—F

name P— X T N—T7%, ZhiX, broadcast group I3 X W group F—7 — RDO%RIZAT
TOGBIMHT 247> a T,

default  F7 4L N R NIHDLT AT T4 T HRE, T T 47— 2
IfERLET,

start-stop  7'= -2 X DBALAREIC start accounting AN A 4(E L, 71 2D TR stop
accounting A Z EE LET, stat 7T 4L a—RERv s /IR
TEEENET, THU VT 4 IV —Nstart TH DU T 4 v T @AEZT
Blo7einE 9 2cidBifele <, Bk —F 7 ne A3t E T,

broadcast #HH D AAA Y —RNICEEENDIT IV T4 b a—Ref 2—7 LT,
THIUT 4T a— ReE{ZETN—TDRNOV—NCEELET, KOV —
NPFHTERWGE, AL v T3y 7T v =D ) X N2 L TR
DO —E@ LET,

group THO T 4 T Y —E R AT BV =T N—T2RELET, A&7V —
NI N—TZITIRD EBY T,

e name : Y— 7L —TF DA,
eradius : XTCPHD RADIUS A DU A K,
e tacacst : X CD TACACS+ FA DY A b,

broadcast group 35 X Ot group ¥ — U — ROHZIZATT55H . group F—T — R
ATy ar Ty, A7varOgopF—U—REIVELDEEANTEET,

radius ({EE) RADIUS #FFilEx A 2 —7 /WZ LET,

tacacs+ ({EE) TACACS+ T H U VT 4 T A F—T M LET,

AAA T T T 4 73T 4 B—T7 0T,

Jua—s ) ary7 X2 b— 3 (config)
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avy FNERE

FEREDAA R

5

== EERE

Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

42 AAAT AT AT TATUT AT AZAF—=T/NITDIE, Y = F—FaA F—

TMZTDHHERHY T, KAY v— = RF2HENNTT DI, B EXEC E— KT
authentication display new-style =~ > K& A ) L £,

OB TiX, IEBEE8RAX T H I T 4 T AT T 4T 4 HRETDHHERETL
iTO

Device# authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPvé6-capable. It
will only become IPvé6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

Device# configure terminal
Device (config) # aaa accounting identity default start-stop group radius
Device (config) # exit
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aaa authentication dot1x .

aaa authentication dot1x

IEEE 802.1X FBAEICYEHL T D4R — N CEM T AF85E. 7 rl. BXOT U707 (AAA)
FHFREBET AL, Fe—=L a7 g 3?1 L —3 3 v %&— KT aaa authentication dot1x
a<r REHFERALET, BEEZ T I, Zoa<wr FonoBRXEHHALET,

aaa authentication dotlx {default} methodl
no aaa authentication dot1x {default} methodl

BX DA

aAavU R TFI4ILE

AR E—F

default o —¥Rn s (o F25LEDOT 740 hOJFE, ZO5EICKENTY A kIR
AEGADMER S ET,

methodl - — SERGEZFEE L 3, S8FEHICT TP RADIUS —D—E &2 FH T 512
I%. group radius ¥ —7Y— K&z A LET,

() a~vrRIADONNVT AR 73O F—U — R RRSNET
23, PAR— F & D DIT default 35 1 N group radius ¥ —7— ROAT
‘j‘o

PRETFT SN EE A,

sua—s L ary7 4 F¥ab— 3 (config)

avy FERE

)1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RPREAINEL
77

FRLEDODHA KSA Y

method 312121, BGET /LT Y ZANRT TA T 2 RINDDO/NRRA T — REMRT 572 DIk E
DINEFCRA D AT L £ 9, IEEE 802.1X [ZHELL CWAME— ik, 77947 b
T — 4 5 RADIUS #BEY— 2%t L CThERE S 415 group radius . T9,

group radius # &€ L7-%4A . radiusserver host 7 v — )L 27 4 Fab— gy a<wy
Rz AJ)LTRADIUS =& ETLLENH Y 7,

RE SRR O —E A Rk 511X, showrunning-config ###E EXEC 2~ > R&fiH L
ij‘o

WOFITIXAAA % A F—7 /W2 L CIEEE 802 X HEHLOGERE Y A k& 1ERL T 2 Jiik %
Tbiﬁozﬁmui HHNZ RADIUS — N DREERAET, ZOEETT
—RIRE SN, 22— IRy N =T ~OT 7B ARFA SNERA,

Device> enable
Device# configure terminal
Device (config) # aaa new-model

Device (config) # aaa authentication dotlx default group radius
Device (config) # exit
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aaa authorization

Fy hT =7 ~D2—Y T 72 AEHIBT /7 A—HEHRETHITE, Fe—r a7y
¥ a2l —3 3 F— RFTaaaauthorization =2~ > RZEHLET, T A—FZ2HIET 5T
1. Zoa~vwr FoOnoERAEHALET,

aaaauthorization { auth-proxy | cache | commandslevel | config-commands | configuration
| console | credential-download | exec | multicast | network | reverse-access |template}
{default | list name} [methodl [ method2 ...]]

no aaa authorization { auth-proxy | cache | commandslevel | config-commands |
configuration | console | credential-download | exec | multicast | network | reverse-access
|template} {default | list name} [methodl [ method2 ...]]

BX DR

nl
&

auth-proxy WA T % P — BRI A ETLET,

cache AR, FFAL. TAHTLUT 4T (AAA) P ERE L E
—;—O

commands HE LI L~ L CF R T a~ s ROFFA 25T LE
ED

level AN MBEREEDa~ Y L~ B2 fiiX o0~ 15
/(:‘ﬁ—o

config-commands 2L T 4 F¥al—tay B— RCANSRFa~y K%

AR o E D M EIRET DRF AT 2 FTLET,

configuration AAA =D REE LV r—FLET,

console AAA T — "D ) — ViR A X —T WIZ LET,

credential-download Local/RADIUS/LDAP 75 EAP 7/ L7 v o ¥ L& A7
n—RFLET,

exee AAA =D ) — VA A X =T M LET,

multicast AAA =SB 2L FF 4y 2 PREEL LT o— FLE
bé‘o

network YUTNTFAY A H—%Fy k7 kai (SLIP) . PPP

(KA Y =K b7 bhan) | PPPFRy hT—7
o hue—/L a7 A (NCP) . AppleTalk Remote Access
(ARA) 72 &, T_TOFy bU—7 Y — A ERIC

DWTHAZFEITLET,
reverse-access U N—2 Telnet 7 & Df T 7 & AEREOFF Al & FEAT L &
T
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aAvY R FI4ILE

AR E—F

aaa authorization .

template AAA H—RDTFT T L— bR A 2 —T VI LET,

default ZOF—TU— R FHFTHFRDY A SEBFHFADT 7 41
FHRY A RELTHEALET,

list_name Al 2 N o4 RIOFREICHER T 5 T8 TT,

method1 [method?2...] (E=E) FIHRT 5 1O F BB 0T a2 E
LET, FRITIT. WOEITRTHF—U—FO LN THIE
ETEET,

TRTOT 7 a NKTBAHF BT 4 E—T M0 EF (5FRF—Y— Fnone & [F4%)

Jua—)ar7 4 ¥alb—3 3 (config)

avy FNERE

FEREDHA K4V

\}

Jyy—= EENE
Cisco I0S XE Gibraltar 16.11.1 Ihavwy FRAEAINEL
7=,

aaaauthorization =~ > R&EFEH LT, fFrzA x—7 ML, 4aiffZ0FA Y X b &2k
LET, 2DV A MIUTZ—F RN EOMEICT 7 AT 5 & I TE 57 AN EHE
EET, FAHFRY XA MIE-T, FHOFITHIEE NGO HTXOETIEFNERINE
T, FRU A ME, —@EFCHEATLZHERD LHFF] A (RADIUS, TACACS+ 72 &) %
RTAFTE Y A NCT, FRY R NEFEHTLE, FFANICERT X274 71 hau
Z1IOULEETE 5720, BAIOFABKK LG EDONNy I T v TV AT MEHRTEE
7, CiscolOSXE Y 7 b7 =7 Tlk, FFEDOR Yy hT—7 Hh—ERZONWT2—HFEFFA[T 5
TEOIERMDOFRN™MER SN E T, TOHRBISE LRWES, HRU A FOkRO T R)ER
EnEd, Zo7atRiE, VA MNOFFRIGRICL2@BEDPRIT L0, ERIN %
FTRTHLILKEDDLIETHIYERINET,

GE)

CiscolOSXE Y 7 b7 = 7 Cld, BIDOFHTENS DIEENR 2 NGHEITOHR, U A NOROF I
ANFRITEINET, 2OV A I NVDEEORE N THEANRBR LGS (OFED, EXF2 VT4
P—NElFe— DN a4 T —F RX=AN L 2 — PP —EXOEGEENRIRINDGE) |
FFal 7 A IEIE L, ZomoFF] FRITFEITS R EE A,

5 E O Al OFEFE D aaaauthorization =< > K&, LEifTE FRY A FEHRELRWVTRITL
7oA. ARiftE TR 2 P RAHRMICERE SN TV D LDERWT, TXTHOA v H—T =
A AFETIEEER (ZOF A ORENEASND) (ZF 740 hoFRY A RASHBNIE A S
NET (ERHEAOFRY A ML, T 74V EOFRY 2 MBI LET) . 774V DF
XY A FDERSNTWRWIGSE, FIEETSNEE A, RADIUS — 0250 1P 7 —/L
DX a— REFATHREORET L. 7740 hOF AT A NEMEH L TETT
LDUENDHY ET,

t*2U74 |}
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. aaa authorization

aaaauthorization =~ > K& H L C, list-names|#s L X method 51252 fiE2 A7 LT A k
ZER L ET, ligt-namelZiZZ DU A Fo4RTE L THERAT2EEOSTS (TXTo L4
Z<) ZIEEL. method IZIXEDIERF CHRITENLIHF A FRXDY 2 b E2FEEL £,

GE)  WRoRIZ, URTERFE A D RADIUS ¥ — 3£ 7213 TACACS+ h— Dt v F 22T 5
groupgroup-name 52, group Idap 5=\, group radius 5=, ¥ X U group tacacs+ 5 E R L
F9, BAMF—ERETHI2IE. radiusserver 35 X O tacacsserver =~ > R&2fEH L
T FFEDOY— T N—T ZAERT 5 I121E, aaagroup server radius, aaagroup server ldap,
aaa group server tacacs+ =~ > F&fif L £,

ZDF T, method F¥—V— RIZOWTEHHA L ET,

R 2:AAAFFRI AR

F—J—F £ EA

cache group-name Xy v vah—NR"IN—TEFAIHHALE
j—o

group group-name THT T 47T, Server group group-name

o< RTEHZR IS RADIUS F721%
TACACS+ Y — DV 7y i L £,

group ldap FFAMNZ 9T Lightweight Directory Access
Protocol (LDAP) #— DU X M&fEH L E
j—o

group radius aaagroup server radius 2> R CEHZIND
F_T?D RADIUS #—D U X | ZFREEICff
MLET,

grouptacacs+ aaa group server tacacst =1 R TEFEI I
B3 _T D TACACS+ H— D VY A | %383
WEHLET,

if-authenticated TSN A. 22—V ER LosaElc 7
JEREATEET,
Gx) if-authenticated 5 =13 #&umd F T

T, Lo T, FELTYRb
SNTWDEE, £D®%IZU A RS

NI EOBR LTSN E AL
local AN B — LT S A LT
none AERIAMTONIRNZ L AR LET,

B tx2U7«
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aaa authorization .

CiscoIOSXE Y 7 b = 7L, #FIZ oW TIRD FXE VR —FLFET,

« Cache Server Groups : 7 /3 A{XF v v ¥ 2 — TV —TZPRT, FFEDOHERE = —
PFIFFATLET,

« If-Authenticated : = —VNFFEICKI LT2HE, =2 —FIZER LIZHEEICT 7 BATE &
ﬁqo

*Local : 7 /34 AL, username 2~ ROEFRIHE-> Tu—H LT — X X=X ZWED
B, FFEOMHERZ 22— LET, B— I NT —F_XR—=Z2TIIHIETE 501E, —&
DIERETZ T T,

*None : }v hU—7 T 7w AP — T, FRAMEREZTRLEH A, B, ZoRERER
ZA v X —T 2 ATETINER A,

*RADIUS : X hU—2 7 2729 — NZRADIUS X = U T 4 H— TN —T 500
AEHRZ R L E T, RADIUSFEAI TIL, BMHEZ Rl 1T 5 2 & T —FIC[EA OMHERA
FEFLET, BHITEY 22— L & HICRADIUS — R EDOTF — 2 X— 2 TR fF SN E
7T

* TACACS+: v hU—2 T 7B AH%— %, TACACS+tEFx= U7 47 —F L LBAIER
AL £ 9, TACACS+FFrE, JBMEME (AV) X7 ZHEAMIT 5 Z & Ca—PITHED
MERZEFR LT, BT 3@ 2 — & & HIZ TACACS+ X =2 U T 4 —0D
T HR—= A RTFEINET,

FRYU Z ME, BRIV TOWABHFROXA AL TR 9, AAA L5 EEOZFF H
Y AR—FLTWET,

e Commands : = —HYNEITTHEXECE— Ra~wr Rl ENET, a~2 RORAIL,
B EOEHEL ~OVICBEAM T b, ZFuo— L ar 7 4 Xal— gy avy KL
DT XTOEXEC E— Ravy NZHoW\WT, BrazilfrLET,

«EXEC : =—H# EXEC ¥ —IF Lt v i a  CEEM T N BrEcEAE S E T,

s Network : *v MU — 78I INET, *v MU —78FIZIL, PPP, SLIP, F72i%
ARA B &g £ E 7,

* Reverse Access : U 73— Telnet ¥ v > a S E1,

« Configuration : AAA —"MH X T v m— FINEREICHET SN ET,
L& ARV R MNEERT DL, FBE LT X A Ik L THREDFHF R HR Y X N ESR
SNFET,

ERINDE, FRY A P ERFEDOHEBETIIA v F—T oA ATHEA L TG, EFRFEHS
KONTNNEETTLLERHY 7,

authorization 2> RIZX V| FFr[ 7t xXD—E8E LT, —HOAVODXT 25 0ER AT >
k723 RADIUS F721% TACACS+ 7 —EZEESINET, 7 —F L, ROWTADT 7
varEFTTEET,

cBRELZDEEZITANET,

X7+« .



. aaa authorization

\}

t¥auFq |

cBOREARLET,
cEORBLUOFFAI 2 iR LET,

SV, PAR— K &35 TACACS+ D AV X7 DU R MZOWTIL, TACACS+ BMHEMET OF
Va—NVEZRLTIEEN,

GE)

disable, enable, exit. help. logout ™ 5 >D =z~ RiTEHEL~L 0 & BT STV E
T, FFHEL LD AAARRREZ 0 LD REWEICRE LIZHE. oD S0 a~» Fidks
HlL~la<wr Ry MZEERLERTA,

WIZ, PPP Z{EMT 252U 7L EHRIZ RADIUS OFF ] &3 25 K 5 IHET 5
mygroup &) Xy hU—Z7HFRHFX Y X M EEFRT HH1%E 7~ LET, RADIUS ¥ —
NBIGELRNGE, m—h Ry b =7 OF A BRETSNET,

Device> enable

Device# configure terminal

Device (config) # aaa authorization network mygroup group radius local
Device (config) # exit

B tx2U7«
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aaa new-model .

aaa new-model

SEE. BRE, BEXOT AU T 47 (AAA) T 7 B AT T VERNCT AL, T r—
a7 4 X alb—y g F— KT aaanew-model =< FEEHALET, AA AT 7R
HIEEF LA T AI21E. Z0a~v2y RonoBERNE2FEH LT,

aaa new-model
no aaa new-model

XD ZOawy RIZEBIEELITF—T— REb Y FHA,

ATV RTFI4IR AAADERNTR S TV EREA,

av R E—F Jua—s b ar7 4 X¥alb—3 3 (config)
av Y FERE Jy—=x EERAR

CiscoIOS XE Gibraltar 16.11.1 | D=~ R EAINFE LT,

FEREDAA KSq4y OIS RICEY AAA T 7 B Al 2T D3 AZR 0 £,

ARSREHR (VTY) (B LT loginlocal =2~ > RAHE SN TWAEE. aaanew-mode
avy REHIBRT DL, AMyFE2YV e — KL TT 74V bREE L login =2~ K%
BT 20ERHY ET, AL vFE2Ya—RKLEWEA, AA vFiL, VIY TET 7 4V
C loginlocal @~ RIZRESNET,

GE)  asanew-modd =< RZHIERT D Z LTSRS EE A,

B WIT. AAA BRI B 057 LET,

Device> enable

Device# configure terminal
Device (config) # aaa new-model
Device (config) # exit

WIZ. VIY BEEF S T aaanew-model =~ > FRHIBREN-H A2 R LET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # line vty 0 15

Device (config-line)# login local

Device (config-line) # exit

Device (config) # no aaa new-model

Device (config) # exit

Device# show running-config | b line vty

line vty 0 4

I X7+« .



. aaa new-model

t¥auFq |

login local !<=== Login local instead of "login"

line vty 5 15

login local
|

BEa<w> R Command

Description

aaa accounting

MEFITEX 2 U T4 BOT-DIZ, BEREh-—Ev R
DAAAT IO T 4 v T 32— I LET,

aaa authentication arap

TACACS+ Z i3 % ARAP ® AAA FIFF XA BN L E
‘a‘o

aaaauthentication enabledefault

D—PREME <~ RL-ULICT 7B A TE D0 E ) ha ik
ET D AAAFRIEZ BN LET,

aaa authentication login

A VEFD AAAFRGEERE L E T,

aaa authentication ppp

PPPEZEITL WAL U TNAA L HZ—T oA A ETHEHRATS
1 >F 7213 ED AAA R EREE L9,

aaa authorization

R N D) DT 7 AT 58T A5 %
ELET,

B tx2U7«
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access-session mac-move deny .

access-session mac-move deny

B DEREA

AR TIFIbE

ATV R E—F

TNA A LETOMAC B# 2T « B—7 /W29 % I21d, access-session mac-move denyﬁm%
SN a7 4 FXalb—rvaryavy REEHLET, 7740 MRECETIZIE, Zoav
Y RO noEREHEHALET,

access-session mac-move deny
No access-session mac-move deny

Zoa<wy RiZiE, BIEBELITIF—U—RIHD FE AL
MAC ##Eii A x—7 1V T7,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy RERE

EREDAARZA

J1)y—2= EENE
Cisco IOS XE Gibraltar 16.11.1 Zoawry RPREAINEL
720

Zoavwr ROonBREMHT S L, BEEEAFR A N ET 34 2 EOFEREXIGA— b (MAC
FRAE/NA XA (MAB) | 802.1X, itiwwﬁm)Wfﬁﬁﬁé_kbféiﬁotkzﬁ\
FRESINTZBA R EFR— FORIZT A ABH YD . TOFEA MBHIOR— MIBE) LT5HE
ALt v v a IR O R — R BHIBR S 1, Txhiﬁbw Iifﬁmﬁéniﬁ

MAC BEINT 4 E—7 L C, WIAESNT-HRA MRBOFE— MIBE L7584, F0OFRA M
ﬁnuuﬂzéﬂﬁ— i}ii‘—?—i)\%‘ﬁibiﬁ"o

WDOFHITIE, T3 AL TMAC B E A 2—T /W9 5 FEEZRLET,

Device> enable

Device# configure terminal

Device (config)# no access-session mac-move deny
Device (config) # exit

BEa~vy

K

avw Uk HoL:L

authentication event B EDRBIHARX FDOT 7 a B ELE
ﬁ—o

authentication fallback IEEES802.1XiRGFE= Y HR— M L7227 I 4T

FHDZ =3y 7 J5E LT Web 3RGEE
FHTEHIR—bEHRELET,

authentication host-mode R— FN TR~ R — Vv ET— RERELET,

t*2U74 |}



. access-session mac-move deny

t¥auFq |

avy kR

B

authentication open

A= A= T BREA X—TIVET-
FFE o=z LET,

authentication order

7]—\0‘_‘ }"C'fﬁﬁﬁj—é iy uﬁﬁﬁ@lllﬁr%gﬁ l/i
‘j‘o

authentication periodic

N— ]\Tﬁmunﬁé‘f/rz\ 7/I/i71’:li'§:/]' +—
T LET,

authentication port-control

v— }‘@nmuEXT*‘ %@iébﬁﬁﬂﬁl]éf/fﬁ 7
\—L/jz—a—o

authentication priority

K= TTAF VT 4 U A MRS Az B
mLxE9d,

authentication timer

802 IX XA — R DX A LT 7 h/XT A—HF
EHFRE/NT A — X & F ﬁiﬂbij—

authentication violation

HLWT S ANR— MR 50, R—
MZTTIZRKRE DT /S AP L TN D
XD, FTLOWT S ZANRR— MO L7z
AOICRAET HEKE— FERELET,

show authentication

7/\/1’7\67).%&“\77\ /'\’/I)/\:/I\GCBQ‘@‘%)
iz R LET,

B tx2U7«
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action .

action
VLANT7 7 v A~y 72 NI DT 7 ara2RETHICNE, T/ ASy S a7 4%a
L—Yay E—KRTaction a~> FEEALET, 774V FREICETICE, Zoavwy
RO noEXEFEHLET,
actiondrop | forward
no action

X DA drop BEINLERFI—ETIHAIC, XNy e Ray X LET,
forward FBESNTRFIC—ET HLEI1C, N7y Rk LET,

aAvY R FI4ILE

O R E—F

FTIFINENDOT 7 vaid, Ny BOEEIETT,

TR A~wy T a7 4 X2 lb—3 3 (config-access-map)

avy FERE

FEREDHA K54

3l

)1)—=x EEAR
Cisco I0S XE Gibraltar 16.11.1 Zoawry RPREAINE L,

vlanaccessmap /7 r— L a7 4 Xab—v gy avr REFEHLT, 778A~y 7 2
V74 F¥al—i gy E—REHBLET,

Ty aryidiop DFAIE. —BEER&EToT 78 Aar fu—L U A b (ACL) 4 DOR%ERR
E. TR~y T EEFR LRI, TO~y 7% VLAN ICHEHATL2MLER’H Y £, ©F
LW E, TXCTOXRTYy bRy 7ENnNs2 E083H0 9,

TIRARy S a7 4 Falb— 3 F— FTlL, matchaccessmap 227 4 F= L — 3
vavy FEEMRLT, VLAN vy 7O—8&MFx2E&HR L £ T, action 2~ FEEHT5
EL T MRFEIC B LTI e EFTT DT 7 a VERETEET,

drop N7 A =B I W forward N7 A —H (X, ZOavr RO no B TIHEHINEEA,
R A ERT 5 I21E, show vlan access-map #§# EXEC =~ R& AL £,

WOBHITIE, VLAN 727 & A~ » 7 vmap4 #+5E L VLAN 5 & VLAN 6 (23425 )5
BERLET, ZOT7BAS X, Ny RBRTI72AV R M aR IZEZRINT-
KB T DA, VLAN RZEDIP 27y h&ERET D L OB EL £,

Device> enable

Device# configure terminal

Device (config) # vlan access-map vmap4

Device (config-access-map) # match ip address al2
Device (config-access-map) # action forward
Device (config-access-map) # exit

Device (config) # vlan filter vmap4 vlan-list 5-6
Device (config) # exit

X7+« .




. authentication host-mode

t¥auFq |

authentication host-mode

R— P CRIE~ X —V Y T— RERET DI, A F— 7:4x:/74%Jwaa/
& — KT authentication host-mode =~ > KZHH L 9, 77 4/V MR EICETITIE, 2D
a< FOnoEXEHEHLET,

authentication host-mode {multi-auth | multi-domain | multi-host | single-host}
no authentication host-mode

B DEREA

AU R TIHIE

AUk E—F

multi-auth RN— h DO~ /VFFREEE— K (multi-auth ©— F) %A
F—T M LET,

multi-domain R—=FDOILF RAAL L EF—REARX—TMIZLE
j‘o

multi-host A= RO ILFHRANE— R FZ—7 VI LET,

single-host R—=FDYVTNVKRAME— R 32— VI LE
R

VUTNVIRA M E— RBA R =TI ENTWET,

AHE =T A A a7 4 Falb— 3 (config-if)

avy FERE

FREDHA FS14 Y

)1)—Xx ETERAR
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

BRI TWATF —H RA RO ITOESIT. YV AR A NE— RERETAHALEND
Uif Y TNERA RR— N TORBIEDT-DIZEFT NA AR LN TSN, R—
F CTHEF VLAN BDRESNTWRNE | FFRF AL 20T AN KB L ET,

T—HRARNIP 7 4 R THR— MIER SN T HEIE, vV F FAL U E— FaR
ETHMLENRDHY 7, %rn*?/wx’ifmﬁf‘éz%b%éia/\i VIVF NAAL E— RN%&
RETHLERDHY ET,

INTDERBIZT NN, AEHEL, TNETNEREL TR T 72082V 7 4 #fERT
EDHEIICT DI, vATFREEE— FICHRET H20E N H Y £9, HA VLAN B E S 4L
TWAEEIE, ZOF—RFCRGETZ 2B T 3 AL 1 271 TY,

2 IVFHEARNE—RTH, NTHLOEH R A NOTFHDR— N7 7 ARSI E T 723,
VIV FHRA NE— R TIE, RAIOL—FNEIESINTZ% TT A A% L CERIBROR— N7
TR ANEZ bNET,

WOFITIL, R— DO LVFRIEE— RE2A 2= NCT D HEEZRLET,

B tx2U7«
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authentication host-mode .

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-auth
Device (config-if)# end

ROFITIE, R—=FDTLVF FAAL = R X—TNMIT D hEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if) # authentication host-mode multi-domain
Device (config-if)# end

ROPITIZ, R—=FDINVFRANE— oA RX—TNWTT L HiEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-host
Device (config-if)# end

OB TIE, R—F DLV TIVHRA NE— N2 X—TNMITHHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode single-host
Device (config-if)# end

E A FEZRT 5 1T1E. show authentication sessionsinterface interface details &% EXEC
o< FEANLET,

I X7+« .
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. authentication logging verbose

authentication logging verbose

RAES AT LA v E—UNOEMERE 7 A V2 U 7T DI2IF, AL v FAZ v 7 FT2iTA
& R7 v AA v F L Tauthentication logging verbose =~ > K&/ — )L a7 4 ¥ =
L—varE—RNTCHEHALET,

authentication logging verbose
no authentication logging verbose

O Zoavy RIZFRIERELITF—V— REH D T8 A,

ATRUERTFIFIILL VAT LA vE—VOFEMn JIIAMR o T ERE A,

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
avy FERE J1)—x EEAR
Cisco 10S XE Gibraltar 16.11.1 ZOavwy RREAINE L

77

BRALDAA ESA Y “Oavy RICED | BIEY AT LA v—Uhh, FHEND AR L OFEMITRNS 7 4 1
YL TSHET, KA vV T 4 AE Y LT SREE AL,

verbose SREF AT LA v —FB T 4 VA Y T AR, IROFIEITHENE T,

Device> enable

Device# configure terminal

Device (config) # authentication logging verbose
Device (config) # exit

R A ERT HI2IE, show running-config #i# EXEC =~ > K& AL £,

BEa<vY R av R ERBA
authentication logging verbose SHEES AT A A v E—U b EEERE 7 4

AR T LET,

dot1x logging verbose 821X T AT LA v—U bt ERE 7 4
VA T UET,

mab logging verbose MACZEZE A 782 (MAB) VAT AR wvE—
UL iEMERE T 4oV 2 Y T LET,

B tx2U7«
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authentication mac-move permit .

authentication mac-move permit

B DEREA

AR TIFIbE

ATV R E—F

FNRA A LETOMACBEIZA RX—T7 T AI2E, Ju—_Lrary7 4 Xalb—v g F—
K -C authentication mac-move permit 2~ > R&ZHHA L ET, MACBEIZT + E—7 LT
L2, Zoavr FonoBREHEHLET,

authentication mac-move permit
no authentication mac-move permit

Zoa=wy RIS ELIIF—U—FIEH Y T8 A,
MAC BENI N2> TV ET,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy RERE

EREDAARZA

J1)y—2= EENE
Cisco IOS XE Gibraltar 16.11.1 Zoawry RPREAINEL
720

Zoa<wy REfAT B L, FRREEARA & T A A EOEGER A — b (MAC FORE A
/XA (MAB) | 802.1X, F721%L Web-auth) I TRBEITAHZ N TEET, & xIE, WFEX
NTEARA R ER—=FDOMBICT A ANRNHY . ZORA SBBIOR— R i%%butﬁu\ s
Yoy VFRPIOR— EMASEIRE, AR MIFLWAR— b ETHEREESNE T,

MAC BEINRT 4 E—7 LT, RIAFSNT-AZ FBBOR— MIBE) LT-5HE. £0OHR A M
ﬁuuuﬁén‘a— E}ii§ 75 %Eﬁibij_o

IKOBITIE, T3 2 ETMACBE#Z A X —T7 /W 5 hEERLET,

Device> enable

Device# configure terminal

Device (config) # authentication mac-move permit
Device (config) # exit

BEaTUR

avwvk EnBA

access-session mac-move deny TNAATMACB#N 2T 4 —7 ML FE
—a—o

authentication event BEOWMA R " OT 7 a 2R ELE
7

authentication fallback IEEE802. IX#FEZ R —F L2V T4 T v
l\ﬁﬁ@7ﬂ“—‘ﬂ//\/7ﬁﬁk L T Web RiE%x
FEHTAEL IR EHRELET,

t*2U74 |}



. authentication mac-move permit

t¥auFq |

avy kR SRER
authentication host-mode R— F TR~ R — Vv ET— RERELET,

authentication open

RN—=NTAH—F T REA X—TIVET]-
XF 48— M LET,

authentication order

Zﬁ?‘_‘ ]\ T{iﬁﬁﬁ—émh quiJCUDJIIEF‘ %X L/i
R

authentication periodic

R— }‘@ﬁnu ulT:%f/])Z 7/1/3571:_ j:T/f“E‘—'
T LET,

authentication port-control

ZKO_ ]\O)mu HEXT~ l\@iiﬁﬁﬁﬂﬁﬂ%/f?\
LIZLET,

authentication priority

R—=F T TAF VT 4 U A MRS AL B

authentication timer

802 IX Mo — hDH A LT T hIRT A—H
CHERRGENRN T A—H ERTELET,

authentication violation

H LT S ARR— M T D0, R—
MC?TK%kﬁ@?N4Xﬁ%ﬁLTD6
EXIT, LT S ZANRR— MR LTz
SO ETHENE—FERELET,

show authentication

TNA ADRBAET R — T ¥ A X MBI B
HHREERLET,

B tx2U7«



| %2054

authentication priority .

authentication priority

70:7/1)2]_U5:/fu;<}‘\—munEj]ﬁ_té’ij—g«é x, A F— 731/1)2:[/7/1)3%:’—1/*‘\:/5/
“&— N authentication priority =2~ > FZfEH L £ 7, 774/ MIREDIZIE, nofBEXD=
~ U REMEHLUET,

authentication priority [dotlx | mab] {webauth}
no authentication priority [dotlx | mab] {webauth}

BXDEREA

dot1x (EE) WIS AONEFIC 802.1X 2380 L £
TO
mab (T55) A H R ONEFIC MAC FREE/ A /3 A

(MAB) #BInLE,

webauth By niEjiJEODJIIE}_P Web B nE%ijm L/ i #

aAavU R FI4ILE

aAvU R E—F

TNV EIDTTAF YT ¢ 1E, 802.1X FREE. MAC FREE/NA /XA Web FRAEDINE T,

AV H =Tz A7 4Xal— 3 (config-if)

avy FERE

J1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

HEREDAA K1Y

NEFFAS T TlE, T3 AR — MTHER S NI LT AN, ZEFEREL & 9 &5 & & 12idT
T HARDNAFZRELET,

— NI T =Ny 7 FREBEHEEERTT 5 & 1%, Web i%GE (webauth) ZHHZIZERTE LT
<TE&EW,

BARZFEELFRIC T TAFT VT 4 2BV LB THZLICEY, T4V T o 0EWERE, 7
74?)74 ®1&b\ETTEP@HLD£Eji‘AE J AFEEBHZ Eiﬂ’(%i@“

G¥)

I IAT 2 PIRTTICERES N TV DL EIL, T4 AV T 4 OEnHTROEN D AL BFEAT
LE, HRRESNDZ ENHY T,

WAEHFKDOT 74V b DT FZAF VT 41F, FITU X MNONEFIZEBIT 5 ZDOALE & R U T,
802.1X nL‘nLE MAC?E vy uE/\/l) INA (MAB) Web i Ay niE@”EVC@— @Tjj‘/l/ I\O)”/E\}_h%wﬁ
T 5121, F—7— K dotlx, mab, ¥ LU webauth ZfH L £,

WOFITIE, 802.1X ZHAIDFRAF T, Web ilil % 2 HHO DRI HFTNE LTRET D
FiEERLET,
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Device (config-if) # authentication priority dotlx webauth

WROHITIE., MAB % & # DAL . Web
JiEERLUET,

Device> enable
Device# configure terminal

Pk 2 FODOFERES L L TR

XET D

Device (config) # interface gigabitethernet 0/1/2
Device (config-if)# authentication priority mab webauth

Device (config-if)# end

BEEavTR avw Uk

Bl

authentication control-direction

N— b T— R 2B —J5m £ 23T A
Lij—o

TERE
ZEX E

authentication event fail

EE X — Uy NREAFT T — A I NN
a—H I LF Uy LOFER E LT 5
FEEREELET,

authentication event no-response action

FRRE~ R — U ¢ DRERET T — ZISE DR R
A M ORERE LTS D A E LETS

authentication event server alive action
reinitialize

VURNZEIEAGE TH o 72iBiE. #Frl. T AU
YT AT NPT REIC e o Te L EF T
RREY R —Y ¥y v a CEBRYEHELE T,

authentication event server dead action authorize

BIE. R, TH T 4 T3 E
T Z7po- b & k—mu\nftvz /’V'E“/IVE!
:/%fntl:_[l/i‘j—o

authentication fallback

Web n:u\niE@77‘T‘“—/I/ /\/7ﬁf%4x 7f1/

W LET,

authentication host-mode

KA NOHIEIR— b ~DT 7 A% LE
Er

authentication open

R N CH—F LT IR %A F—T ML

£

authentication order

B =y DR — N DI TAT U D
nAL‘\pJ‘_E%uﬁ&ZD ”,E\r%j: ﬁbi'@‘o

authentication periodic

AN— M OHBEEEEZ A X—T VI LET,

authentication port-control

HEAR— FOFFAI AT — FERELET,

authentication timer inactivity

BERE L 72 WRRE~ R — Y v B v v a v &34
KTTHETORMZHRELET,
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authentication priority .

avy kR

B

authentication timer reauthenticate

?ﬁ?\gﬁ“\?* /’\7 NEFAIAR— b D HR AL A A A

HbEEHEEL £

authentication timer restart

%A}:L?\EEVZ\\‘—?/“\’ 75)‘14%%:3[730‘— K @mu pLT:%fuftyf‘

HEbEZfEE L £,

authentication violation

R— b ETEFR2 )T @B LELCTZHAI
o777 varzimELET,

mab

**}\@MACWL,.:E/\/I’/\X%/I)Z 7/I/ﬂ L
i?‘o

show authentication registrations

§E§E’\7*_V'\7 ﬂlﬂﬁéh’(b\é [TV nfkjit
B4 2FhaRnrLET,

show authentication sessions

BEOHIF~ R —V vy a AT L1E
WEFRRLET,

show authentication sessionsinterface

BEDA 2 —T oA ZADRFE~F— ¥ 1T
BdoiFmazRLET,

t*2U74 |}
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. authentication timer reauthenticate

authentication timer reauthenticate

%ﬁi‘?*%“/“ﬂ’ﬁ)mwﬁ{ﬁ?fﬂ“‘ ]‘O)ﬁwunﬂ:%'ﬁt’?ﬁ‘#éﬁ%ﬁﬁﬁﬁgﬁ%? ﬁiﬂ—g—é j: /I)/& 7

AR ary74FXalb—varyET—FKEEF7 7 L—bhar 74 F21b—varE—RT
authentlcatlontlmerreauthentlcate:l“\?/ RaE#HLET, HlitfEE T 740 Mz t&w b
512, Zoa<wr RonoBREHHLET,

authentication timer reauthenticate { seconds | server }

no authentication timer reauthenticate

BX DA

AU R TIHIE

ATV R E—F

seconds  FFERGERAATORIME (B) ZixE L E9, &L~ 1073741823 T, & 7 4/L ML
3600 FYC9,

server ﬁuuu uft??%fuun ntFﬂ\ %J:U‘Yj] '7:/5:4 :/7 (AAA) ‘H_‘—/\“—@'YZ“/‘\/EI Vg
XA L7 7 ME (RADIUS B 27) TEHRTDHZEEABELET,

H B ARSRERIMR I 3600 IR E SN ET,

AB—T A A AT 4F 2l — 3 (config-if)

avY RERE

EREDAARZA4

3l

J1y—2 EEARAR
Cisco IOS XE Everest 16.5.1a — o~ FpBEMEnE L,

CiscolOS XE Bengaluru 17.5.1 #-7R— k&5 ¥ A L7 7 MEPHD 65535 #0026 1073741823 7
WEIIMLUE L=,

HRR— b O BEERENE 2R E T A I12i%. authenticationtimer reauthenticate =~ > K%
fEF L E 9, authenticationtimerinactivity =~ > R&2HH L CIHT 7 7 4 THlEEZRET 5%
B, IR ZIET 77 4 TR E D bR D X ICRE L E T,

Cisco I0S XE Bengaluru 17.5.1 KV RO Y U —ATlE, AR —FEND¥ A L7 0 MEFHIZ 1 —
65535 #C¥, Cisco I0S XE Bengaluru 17.5.1 226D X U J L— RHEE 72130 U — R
ISSD DR Z FIRET 572012, HEX A LT U M PR —F SN TWAHIEICERE Li?‘

Wiz, A— N OFRIEFEEE 1800 IR ET A0 EZRLET,

Device >enable

Device #configure terminal

Device (config) #interface gigabitethernet2/0/1

Device (config-if) #authentication timer reauthenticate 1800
Device (config-if) #end

B tx2U7«



| €%2u74
authentication timer reauthenticate .

BEavrk avUk BL)]
authenticationperiodic HE A AN LET,

authenticationtimerinactivity |83t~ % — Vv BT 75 4 T ¥ v 3 LR TT 5 E TOM
W E LT,

authenticationtimerrestart | Z8GE~ % — ¥ ¥ DMEFF AN — N OFGEA A D MR A 5 E L £
ﬁ‘o

I X7+« .



. authentication violation
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authentication violation

FLWT AN ANRKR— MR SNz L X ERIEHKEOT S, ARF— Mo s Twn
DARRETH LT A AR — MR SN & X ICRATENRE— REHRTET HITE, A
VHE—T 2 A AT 4K a2 b— g F— K Tauthenticationviolation =~ > F&#H L %
KR

authentication violation { protect | replace|restrict | shutdown }
no authentication violation{ protect | replace|restrict | shutdown }

BX DA

AR TFIHILE

aAvU R E—F

protect FTHILRWEEMACT KL A% Koy 7 LE7, syslog
—XAEREINETA,
replace BEOE Yy a rZHIBRL, #TLWEAA ML DR8GE% B
WHBLET,
restrict BT — DR Syslog =7 — &R L ET,
shutdown TT5—|ZLoT, TPHILARWMAC 7 RLUARFAET S

RN— FERIIIER— F BT 1 E—T TR0 £,

Authentication violation shutdown &— K234 X —7 /LI ENTWET,

AVH—T x4 R AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K42

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RBREAINEL
776

R—=FETEXR2 T A ERNBE L EXICFETTET 7 a VEBETHITIE
authentication violation =< > RZfEHA L E£9,

IROFITIX, LTS, AR — M 25810, errdisable (2720 v v b
Z0 o d % K DI IEEE 802X ®ISAHR— M EARET D5 HiEE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation shutdown
Device (config-if)# end

OB TIEL, BrLWOT N ARR— MR T HEEIC. VAT AT —Avb—
ZEKLT, A— FEHIRE— NIZEFET D L D280 IX KSR — M ERET D HiE
ZRLET,

Device> enable
Device# configure terminal
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authentication violation .

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation restrict
Device (config-if)# end

WOBITIE, LT AN ANRR— M 5 L X2, 20T A A& EHT 5 K
1T 802X XHGAR— P ERET D HEE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation protect
Device (config-if)# end

WOBITIE, FLWT A ZANAR— M T 5 & X2, BIfEOE Yy v a U &EHIBRL.
HLWT A, 2L DAFZBRIAT 5 X 512802 1X MR — M A RET L HEEZRL
i‘j‘o

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation replace
Device (config-if)# end

REL MR T HI21. show authentication =~ > RE AH LET,
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. cisp enable

cisp enable

BX DA

AR TFIHILE

AU kRE—F

t¥auFq |

7 734 A T Client Information Signalling Protocol (CISP) % A x—7 /ML T, 7V Bk
TNAADHE =T 4 r—2 L LTHREL, A=k T4 7= T A ZAOF TV b &
L CHERET D XL 91T BITid. cisp enable 7 n— 3L 2o 7 4 X ab— gy a<wy Reff
ﬁH l—/ij‘o

cisp enable
no cisp enable

Zoa<wy RIZIBIEELIIF—U—NIb A,
T 7 4V N OEBERLEIZDH U AL

Jua—srary7 4 Xab— 3 (config)

avy FERE

FEREDHA KAV

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RPREAINEL
776

F—= T4 =R VTV D NT AL ADOBDOY 7L T T, WFDOT AL AT
VTP %A F—7 T D HAEE, VIP RAAL LANRFE—THY, VIP E— RRH—_Th%
VERH Y F97,

VIPE— REERTETHHEICMDS T = v 7/ P LDOAR—FKT T =l bR 0K 92T 57=0IC

&@ﬁ%%mbf<témo

e VLAN BEAR D2 BEDOF AL RTRESNTWARNZ L, FIL KA A T VTP $— 30
DEMFET DA ENZOREOFKEIZREZENH £9,

eI DT NA AT, BEDY BV g U BEENEL-TNEZ &,

OB TiL, CISP A X —T7 N T B EE R LET,

Device> enable

Device# configure terminal
Device (config) # cisp enable
Device (config) # exit

BEav >R

avy kR EEA

dotix credentials”' v 7 7 A /L TaTZ A NEYT Y I N T, RTERE
L/i‘a‘o

dot1x supplicant force-multicast 802IX VT U By BT X X R4
FERET D LD ICmAI L ET,
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cisp enable .

avy kR

B

dot1x supplicant controlled transient

821X Y7 U b ML AHIET 7 A %%
Hﬂiﬂbiﬁ—c

show cisp

BESNIA 2 —T x4 ADCISP IR A&
~LET,
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. clear errdisable interface vlan

clear errdisable interface vlan

error-disabled JRHEIZ 72 > TV /= VLAN Z O 1*— 7 /W2 T 5121, ¥4 EXEC £ — R Tclear
errdisableinterface =~ > F&EH L F 1,

clear errdisable interface interface-id vlan [vlan-list]

*ﬁi@%ﬂﬂﬁ interface-id A BR—=T AR %?EEL&TO

vian list L) HOA F—7 M2 T 5 VLAN DU A
FEFEELET, VLAN U X RZFRE LW
BAIE. T3TO VLAN RFRA 2—7 1T

B0 FET,
ATVRTFIFIR T 7ANFOEEREITH Y EEA,
avY K E—F ke EXEC (#)
avy FERE Jjy—= EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoawry RPREAINE L,

FEREEDHA K54 > shutdown I noshutdown DA X —T = X a7 4 Fal—aryavy FefEfL
TAR— FEHRAS =TT 5, cear erdisable f V' #—T = A Za< L R&EfERA LT
VLAN O error-disabled 227 U 7 CT& £,

#l WOBITIHE. XHEy b £ —FF v b F— b 40/2 T errdisable 1272 > T 53T
VLAN ZH A 32— VT 5 HEE R LET,

Device# clear errdisable interface gigabitethernet4/0/2 vlan

EEa< R avo kR BTLL]
errdisable detect cause FrEDJRR, £33 X CoFRICK LT
errdisable fi [ & A R —7 LI LET,
errdisable recovery FIEA D= X LB EBRELET,
show errdisable detect errdisable R AT — X A& HRK/RLET,
show errdisable recovery errdisable [F11 7 A ~ —DIFHAEZF R L £ T,
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clear errdisable interface vlan .

avy kR

B

show interfaces status err-disabled

errdisable 27— NIz > TWABA ¥ —T =
AADIYANDA L H—T =2 A A AT —H R

EFRRLET,

X7+« .



. clear mac address-table

clear mac address-table

BEDHATIvIT RVA, BFEDA LV H—T 24 A LOTRTODXAFI v I T RLA,
AL I ANEDTRTCDEAF I v 7T RVA, £72038ED VLAN EOT_RTHOL A
FTIv I T RVREMACT RLAT—T7 /U BHIERT 5121%, clear macaddresstable =~ >
REMEMEEXECE— RTHEALET, Z0a<> RIZEEMACT KL A@mMTa— L v

VAL IUTLET,

FauFq |

clear macaddresstable {dynamic [address mac-addr | interface interface-id | vlan vian-id]

| moveupdate | notification}

BXDEREA

AU R TIFIE

AR E—F

dynamic

FTRTOFAFTI v MACT RLRAEHIFEL
ij‘o

address mac-addr

(8 fRESNIZAF Iy MACT K1
AEHIBRLE T,

interface interface-id

EE) BEINTWEAR— N E2i3A— b
FX¥ XNV EOTRTCOEAFT IV IMACT F
VAEHIBRLET,

vlan vian-id

(=) ¥EESNT- VLAN OT_RTOHE A F
S IMACT FLARZHIBRLEY, FHETE
DHEPHIL 1 ~ 4094 T,

move update

MAC 7 KL A7 —7 L™ move-update 77 7 >
2uE7 VT LET,

notification

BT —T V@M E s VT L, AU A E
Uty hLET,

T 7 4V N OBEMERMEIZH W FH AL

H¥ikE EXEC (#)

avy FERE

FRLEDHA KS1 Y

)1)—Xx ETEAR
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

HEWAYIBRENT-Z & 2R T 5I121%. show macaddresstable =~ > RE AL LET,

WOFITIE, FATFTI VI TRLVAT—TANLEED MACT RLRAEZHIBRT 55

LEERLET,
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Device> enable

clear mac address-table .

Device# clear mac address-table dynamic address 0008.0070.0007

BEEavTY K

avy kR

B

mac address-table notification

MAC 7 R L ABFERER A r— T MIZ L E
_a‘o

mac addr ess-table move update {receive |
transmit}

FNRAADMACT RLATF—T VEEF %
HELET,

show mac address-table

MACT RVAT—TNVDAXT 4 v 7 T b
VBIOFATIvI= RNV ERRLET,

show mac address-table move update

FL AT HMACT L AT —7 L)
FHERAE R TR LET,

show mac address-table notification

interface ¥ — 7 — RGBS ND &, TXT
DAV H—T oA AT E SN A o —
T A AT HMACT KL AR TE &
R~LULET,

snmp trap mac-notification change

WrEDA X —T A4 ADSNMPMAC T KL
AEH ST v A X—T VI LET,
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. confidentiality-offset

confidentiality-offset

MACsec Key Agreement (MKA) 7= k2L & 02 LT MACsec BIEOIEENEA 7 > M4
BETHITIE, MKARY v— a3 7 4 F = b—3 3 F— T confidentiality-offset =< >
REfRLES, BEEA 7y FMEEDCT LI, Z0avr FonoBREEH L £,

confidentiality-offset
no confidentiality-offset

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV R FI4 L BTy PRI TOET,

AT R E—F MKARY v — 2327 4 ¥ =L —3 3 (config-mka-policy)
avy FERE J1y—2 EEAE

Cisco IOS XE Gibraltar 16.11.1 | = o< RREAINE LT,

i Wi, BBMEA Ty P AT BHET LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# confidentiality-offset

MEa<v R Command Description
mka policy MKA RV o —%2RELET,
delay-protection MKPDU D45 THIEMR#E AT 5 K 5 ICMKA 2R E L £,
include-icv-indicator MKPDU (2 ICV A > P —Z g E T,
key-server MKA ¥ —H—"F 7 a v 2RELET,
macsec-cipher-suite SAK Z BG4 57005 AL — 2R ELET,
sak-rekey SAK ¥ —fFAEkMREZHELET,
send-secure-announcements| MKPDU D %{E T X 2777 F 7 A& ET 5 L 912 MKA
ERELET,
ssci-based-on-sci SCIIZHESWT SSCI #atH L £77,
use-updated-eth-header | [CV FHEICITEH SNToA —V R b F—ZHEHLET,
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debug aaa dead-criteria transaction .

debug aaa dead-criteria transaction

BX DA

AU R TIHIE

AUk E—F

FORE, FFR, BT AU T 47 (AAA) @ dead-criteria 7 W7 va UEEERRT HIC
I%. debugaaadead-criteriatransaction =~ > K& f5kE EXEC £ — N CfiHl L £ 77, dead-criteria
DTNy T HEBEHCT HI2IE, Zoavry Fono BREEH L x4,

debug aaa dead-criteria transaction
no debug aaa dead-criteria transaction

ZOawy NIZEBIEERLEFEF— TV —FEH D £H A,
OV FRREINTWARWEAS, TRy 34 1c 0 £8A,

HikE EXEC (#)

avy FERE

FREDHA KS14 Y

3l

1)1)—2R EEAE

CiscoIOS XE Gibraltar 16.11.1 | =< R23EA SN FE LT,

dead-criteria F 7 U7 L a VOMEIZ, AAAN T U v a o T EICBARAEAENHY £, F
IRENDAREMOH HMEO—EIE, HESNDIRUED NFoHF 7 gy, BEEORIT. B
S Wdead HBRIME T, ZNHDMEIZHOW TR, ROEXTHEHALET,

Wiz, ¥ EDY— 7 )—TF D dead-criteria b T V7 2 g L OFEROFIEZR L ET,

Device> enable
Device# debug aaa dead-criteria transaction

AAA Transaction debugs debugging is on

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Retransmit Tries: 10, Current Tries: 3,
Current Max Tries: 10

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Dead Detect Interval: 10s, Elapsed Time:
317s, Current Max Interval: 10s

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Estimated Outstanding Transaction: 6, Current Max
Transaction: 6

ROFT, ZOHNIFRENDHERT 4 — /N Faatll L £,

% 3:debug aaa dead-criteria transaction 7 4« —)L K D8R

J4—J)LK Description

AAA/SG/TRANSAC AAA B — TNV —TF N TP T g,

Computed Retransmit Tries P Ndead & LTCv—27 SNDHETO, BHEFFHIN T
% FEfE R

Current Tries Bt O A RN 7228 LARE 0D i fo S R B 4

Current Max Tries MBI LTe R T W7 > a PR O R RERITEIL,

X7+« .



. debug aaa dead-criteria transaction

t¥auFq |

J4—ILFK

Description

Computed Dead Detect Interval

P—r3dead & LT~ —7 SNDHNIRIET 2 A[EEMER H 5
T 7T 4 THIH REDOEFRNT Y7 arhbof
¥) o ET 7T TWIMIL, live E RSN DA =TT
Prva rPEEESNT L X ICHBENET, dead K HIHIIE
WL, T AP — % dead & LT~—72 T BHHIIZ, h—N
DD DIGE % T3 AP 2 <9,

PEIER  (Elapsed Time)

% DA N7 LRt L 72 R

Current Max Interval

BB LI N T oo v a VPBOIET 77 4 7O

54
K AE,

Estimated Outstanding Transaction

P—IZBHE T 5 TND N T U v a OHEER

Current Max Transaction

BRICERSD LE N T o7 a v UBORR N F 7o a
Ve

o

BEa<w> R avU R Bz

radius-server dead-criteria |RADIUS #— %5 v RIREELHEET A -0 DR EDO W nE
X E, FEE L ESCHEALET,

show aaa dead-criteria AAA H— 30D dead-criteria i HHF R A FR L ET,
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delay-protection .

delay-protection

MACsec Key Agreement Protocol Data Unit (MKPDU) D53 I Z R IELR# %3 5 X 912 MKA
EHRETHITIE, MKARY >— a7 4 X2 b —3 g F— N T delay-protection =~ > K
ZRERHLUET, BIEREEZINCT DT, Z0oa~vr FOono X EEHLET,

delay-protection
no delay-protection

X DERHA Zoavy FIFGIEELITF—U—FNEIH Y £HEA,

ATY R FI4) ~  MKPDU DX TR 2 BIEAR#E TN /2> TOET,

AT R E—F MKARY v — 237 4 X2 L —3 3 (config-mka-policy)
avy FERE J1y—2 EEAE

Cisco IOS XE Gibraltar 16.11.1 | = o< RREAINE LT,

i Wiz, MKPDU 0353 CRIEEHA T 5 L 510 MKA 28 ET 561475 LE9,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # delay-protection

MEa<v R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A7 v D AEFRE LT MACsee ZBh{ESE £,
include-icv-indicator MKPDU (2 ICV A > P —Z & E T,
key-server MKA F—H%— AT v a R ELET,
macsec-cipher-suite SAK Z BG4 572005 AL — F 2R ELET,
sak-rekey SAK ¥ —fAERMREZHELET,
send-secure-announcements| MKPDU D %{E T X 2777 F 7 A &2 ET 5 L 912 MKA

ERELET,

ssci-hased-on-sci SCIIZHESWT SSCI # 3t L £77,
use-updated-eth-header | [CV FHEICITEH SNToA —V R v b F—ZHEHLET,
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B ey mac7o ez UR YT FaL—vaY)

deny MAC7V R YR AV IT4xXal—3Y)

RN —E LG AICIEIP b T 7 4 v I BRI NN E D ICT5ICE, MACT 7 BRA U A
MEEa 7 4 X2l —varyE—RTdeny a~r FEMHLET, 4RiMFE MAC T 7 &
2 YR RDOBIEGSEEEERT A2, —oa~<vr FonoBERXE2EHA LTI,

deny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isapmask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
xns-idp] [cos cos]

nodeny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
Xns-idp] [cos cos]

B DEREA

- TR TORETELIIAEMACT K LA
|Z:|: Lij—o
host src-MAC-addr | src-MAC-addr mask HFARMACT FLREEEDH T Xy b =

AT EERLET, Ty FOEETLT L
ANERINTZT RLRA—HT D54, £
DT RUANLDIEIP b T 7 4 v 7 IFES S
nET,

host dst-MAC-addr | dst-MAC-addr mask SEEMACT LA LERDOY 7y b w2
JEERLET, Ty FOSEET VAR
ERINTZT RLAC—HKTD2HE. 20T
RUZA~DIETIP M T 7 4 v 7 3EG SN E
EE

type mask (EE) 737 v b @ EtherType %5 & . Ethernet
M E7-I1XSNAP 1 7 b AR E L T, 7
N A=R =G % 1= A=

type 121, 0~ 65535 D 16 #ES A IEETE £
R

mask X, —E %7 A b9 5HIIZ EtherType (2
WA IS5 don’tcare B RO~ AT T,

aarp L&) 7—2 V27 T RLRE Ry hU—
7 7 RV RIZ< v B 7§ 5 EtherType
AppleTalk Address Resolution Protocol & f&7E L
£
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deny (MACFZ €2 YRk avT4%aL—va) [

amber ({£7) EtherType DEC-Amber % & L £9°,

appletalk (ff&) EtherType AppleTalk/EtherTalk % 5 &
l./ \i —g’—o

dec-spanning (ff-E) EtherType Digital Equipment Corporation

(DEC) ANR=v 7Y U —%HEELET,

decnet-iv ({E&) EtherType DECnet Phase IV 7’1 | =
NERRELET,

diagnostic (f£7&) EtherType DEC-Diagnostic Z 57 L &
7

dsm ({E&) EtherType DEC-DSM ##5E L £7,

etype-6000 () EtherType 0x6000 & L £,

etype-8042 (L&) EtherType 0x8042 Z#45E L £,

lat (f£:7) EtherType DEC-LAT Z45& L £,

lavc-sca (f£7) EtherType DEC-LAVC-SCA % f57& L

£

Isap Isap-number mask

EE) 4 v O LSAP &R (0 ~ 65535)
L822I EERH LT, Ny b
o haLERELET,

mask [Z, —% %7 X N9 HHIIZ LSAP FHFIZ
WA XA don’tcare B b~ R Y TY,

mop-console (L&) EtherType DEC-MOP Remote Console
FHRELET,

mop-dump ({E&) EtherType DEC-MOP Dump %= #57E L
i ﬁ—o

msdos (&) EtherType DEC-MSDOS # &7 L %
T

mumps (f£:7) EtherType DEC-MUMPS % f§7E L %
—a—o

netbios ({£%) EtherType DEC-Network Basic
Input/Output System (NetBIOS) #f5E L £7°,

vines-echo ({£:&) Banyan Systems |Z 2 % EtherType

Virtual Integrated Network Service (VINES) Echo
ZHELET,
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B ey mac7oEz UR YT R L—vaY)

vines-ip (f£&) EtherType VINESIP i€ L £,

xns-idp (LR 10658, 16 M5, F 7213 8 DT
. Ethertype T& 5 EtherType Xerox Network
Systems (XNS) 7’1 b=/ 24—k (0~
65535) ZHREL X,

Cos cos TR 7744V T4 ZHET DD, 0~
TETOH—ER T T A (CoS) EEFEELF
I, CoS AL T4 NHZ Y U T1E, N—F
‘717?‘7‘;‘ FEATARE T, cosA 7T a s
HIESINTNDNE D D EfERT 5845 A
t UNRERINET,

AR TFI4ILbE

AU R E—F

Zoawy N, TN NEBY EA, 2TE L, AHiffE MACACL DT 74V 8 7
7 g IES T,

MACT7 7R AMEEaZ 7 4 ¥2 b —3 3 (config-ext-macl)

avy FERE

FEREDHA K4V

Jyy—= EERNE
Cisco I0S XE Gibraltar 16.11.1 Ihawy RRAEAINEL
7=,

MACT Z7tAU R NMNEEEa L7 s X2 1—3 3y T— REBMETAI121E. mac accesslist
extended 7o — NV a7 4 X al—Y gy avr FeEHLET,

host ¥ —U— RZEH LGS, 7T RLVASAZIFIANTEEREA, hot ¥—TU— RZfEH L
RWGEIE, T RVASY RS %7\73?6%%75‘3% nET,

Tr7BAaritu—s b (ACE) W7 7EAar br—1 U X MNUBIMENZHE

U A N OFFHITIIEER D deny-any-any S5 DFELET, DE D, —ERRWIGAEIC i/\/f/
MIEGSINET, 72720, &HIO ACE ZBISNAHHIC, U A MITRXTONRT v NEFF
ALET,

th774/7%74w&)/7¢5 X, FHENTWDIPX I kD % A 712s T
T, typemask £72i% Isap Isap mask ¥ — U — Rl L £9, Novell HiG& & Cisco 10S XE ik
TOIPX B 7L Z A FIZRIET D7 4 NV E 5 ERICEEZRLET,

R4:IPXT 1 LB EHEE

IPX A Tt s 17 PREGIEE-: -
Cisco 10S XE & Novel &

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
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deny (MAC7H R YRV IT4Fal—3aY)

IPXh TeiLiea 147 PEPIZE-$:
Cisco 10S XE £ Novel &

sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIE, T XTOEETI S MAC 7 KL 2 00c0.00a0.03fa ~? NETBIOS k &
T4 7 HEGTHLEMTE MACHTRIET 782 U R A2 ERTHHEEZRLET,
TOVARNMI—HTHIN T 74 v 7 ITHEEINET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer

Device (config-ext-macl) # deny any host 00c0.00a0.03fa netbios.
Device (config-ext-macl) # end

WROFITIE, AEITE MACHEET 72X U X o bIEGRIFEZHIRT 5 5iEkE R L
i‘j—o

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_ layer

Device (config-ext-macl) # no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.
Device (config-ext-macl) # end

WIZ. EtherType 0x4321 DF_TO/7 v b &S T 127 LET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer
Device (config-ext-macl)# deny any any 0x4321 0
Device (config-ext-macl) # end

RE A MEFRT H1T1E. show access-lists 4 EXEC 2~ FEAN L ET,

EEav> R

TR 3

OT A VA NEERLET,

mac access-list extended FEIP RS 74 v 7 HIZMACT RL A ~X—2

per mit MACT7 7 AV ARy 7 4Xal— g
MHFFRILET,
FER—ELT=GEIZIEIP N T 7 4 v 7 035
EINDHOEHFALET,

show access-lists TNA RRESINT=ZT 7 AHIEY A k%
FRLET,
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device-role (IPv6 A X—E > 4)

A= MIHHRR SN TWD TN, A0 — L EZFFET HITIE, IPV6 AX—VE 7 a7 1¥a
L—y a3y E£— RTdevicerolea~y REFEHALET, ZOREZHIRTHICIE, Zoa~
YROnoBERAEHEHLET,

devicerole {node | switch}
no devicerole {node | switch}

X DERHA node Bk ESNI-T A A0 —)L%E ) — FICHRELET,

ATURFIANL T ADRIUE = FTT,

ATV R E—FR IPv6 AX—E 7 a7 X a2l —3 3 (config-ipv6-snooping)
2% FEE =2 EERE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RREAINEL
7o

FEREDHA KS4q > devicerdea~ > Nid, N— MIEHINTVDET A AOR— L2 ELET, 774/
T, T 2D E—/LE ) — N T,

switch¥—U—RiZ, VE—FT A ANRZAAL v FTHY, =TIV AL v TFRLF AL v
FE-FTEELTWDZE&RLET, R—FTEHELEAS T 47 = MU,

trunk port 7V 7 7 LA LAV TY—7 EET, A— D trusted N— MMIEREI N TWND
A, My T 47 =2 b Uidtrunk trusted port 7Y 77 LA LL T — 7 SRLET,

WIZ, IPv6 AX—E > 7 R v —4% policyl ETEF L, T /34 A% IPv6 AX—E
Jar74F¥al—rvaryE—RIL, T4 A%/ —RE L THETDHHERLE
7

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipvé6-snooping) # device-role node
Device (config-ipv6-snooping) # end
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device-role (IPGND 4 2<% 3>) [

device-role (IPv6 ND A VAR 3Y)
ICHEE SN TVWAT AL A0 — L EFEET AT, A N—HER (ND) A > A
/a/TJ v—ary74¥al—v 3 ET— KCTdevicerolea~> REMHALET,
device-role {host | switch}
BX DA host B SNI=T A ZADm— &R A MMIRELET,
switch B SN TF A 20— L E AL v FITRELET,

AR TIAIbE

ATV R E—F

FRA 2D —)LER A R TT,

NDA VAR vayRY— a7 4F¥ab—3 a3 (config-nd-inspection)

avy RERE

EREDAARZA

J1)y—2 EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RPREAINEL
720

devicerolez~ > Rif, N— MIEHEINTWELETFT A, 20— L &2 FELET, T 741k
T, T A0 — VIR A N THDHTD, TRXTOEFNV—F T RRZA XA N H
AV N AvE—F T ey ENET,

switth*—U— KX, VE— R TS ARAAL v FTHY, B —HIV AL T NINLT AL v
FE—RFCTENMELTWAZEEZRLET, R—hTEEH LS T 47 = b IT

trunk_port7 V77 LA L LTy —7 SET, A— F trusted N — R LEQES%L“CD\%)
e, T 47 = kU dtrunk trusted port 7Y 7 7 LA LAV T — 7 SIVET,

KIZ. Neighbor Discovery Protocol (NDP) 7R U > —4 % policyl & EF L., T /31 A%
NDA VAR varyR)v—ar74Fal—varE—RIZLT, T34 A%&7K
ARELTHRETDHIZRLET,

Device> enable

Device# configure terminal

Device (config)# ipvé nd inspection policy policyl
Device (config-nd-inspection) # device-role host
Device (config-nd-inspection) # end
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. device-tracking policy

device-tracking policy

AL TFHET X o2 VT (B (SISF) R—ZADIPFNA A NFoFL 7 RY S —%HE
THIIE, Fr—rUL ar 7 4 Xalb— gy F— KTdevicetracking 2~ > RZf L £
T, TRAA R T oF L7 R —%EIRT 2120, 20a<y FOnBREFHA LTI,

device-tracking policy policy-name
no device-tracking policy policy-name

BX DA policy-name F N4 2 KT w X T RY —Da—PIEFEL, R —LITITREI 7L
5% (Engineering 72 &) F7-138&%k (072 L) ZfEHTE £,

ARV EFIANR TR P TRV R o ERESRTOE A,

ATV R E—F Ja—s L ary7 4 X¥al— a3 (config)
vy RERE )1)—2x EERNRE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RPREAINEL

776

FEEHEDAA RKSA4Y TMMA T yF 7 RY —%ET 5121, SISF ~X— 2D device-tracking policy =~
R&fEH LEF, devicetrackingpolicy 2~ RI¥A X—T VDA, a7 4 Fal—3
VE—RNTNRA AT vF S ar7 4 Xal—varyE®—NIEREESNET, Z0OFE—
RTi, BHENKRDO 7 7 —A KRy 7 ¥F¥a T4 avr RERETEET,
« ({EE) devicerole{node] | switch} : A" — MIEEE SN TeT A AD&REIZFRE L7,
7 7 #/V b node T,

+ ({EE) limitaddress-countvalue : ¥ —7~ > N T EIZFFRTEND T FLUAEAERIRL 37,
e ({EE) no: a~y REEHZT L0, E2EFZ0OT 74V MIEELET,

« (f£&) destination-glean{recovery|log-only}[dhcp]} : T—% T 7 4 v 7 DEETLT R
VAT )= TR AT 7 T—TNVDEEEZ A X —T VI LET,

« (f£E&) data-glean{recovery|log-only}[dhcp |ndp]} : E(E07 RL AT —% 7 KL
ADT ) == TEBHA LA, T 4 7 T—TNVDREE A F—T M LET,

o () security-level {glean|guard|inspect} : ZOEREIC L > THEH SN2 X =2V T 4 D
LV ERELE T, 7 7 4/V b guard TF,

gean: A vy E—U 6T RLAZIEL, MHIHERETICNAS T 4 7 T =TI
ANLET,

guard : 7 RLZAZNEL, AvE—V%BAELET, HIZ, RA B IV DHCP #—
NAyE—=VEHESELET, INUBT 74V OF T a2 TT,
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device-tracking policy .

inspect : 7 FLAZINEL, A vbE—V0 B L EIEZBIEL T, 7 FL ADFA
MR L E1,

« ({EE) tracking {disable|enable} : F T v ¥/ A7 a EEELET,

o (fEE) trusted-port : [ CELAR—bEARELET, UKD, 4 T4 —F > |
T 20— KRBT 4 B—T7 M0 7, BT LA — MRl L TFEE I A
YT E MO EDR— N ERB L TEEINTEAL T 0 7R bIEEISRE
T, T—TNVHICT S FY Z{ERCL TV D & ZTEEDBELTSGA, BEHTEHAR— b
DERSET,

WIZ, THAARANT X7 R v—aRET L0 %R LET,

Device> enable

Device# configure terminal

Device (config) # device-tracking policy policyl
Device (config-device-tracking) # trusted-port
Device (config-device-tracking) # end
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B otixcitical (Fo—iLavToFaL—a)

dotlx critical (Y OB—/\)L a4 F¥xal—3)

IEEE 802.1X 7 U T 4 HWIFRFENNT A —Z ZRETHIZIE, Fa— a7 4 Falb—Tg
v F— RTdotlx critical =~ > RZEH L E£1,

dot1x critical eapol

X DERHA eapol  F A ZANT VT 4 INVIR— hEIEFICRIAET S L, AA v FNEAPOLKIh A v & —
CERETHIIICHEELET,

ATV R FI4 0+ €apol [ T7 4 =TT

ATy R E—FR Ju—s) ary7 4 Falb— g (config)
vy RERE J1)—=x EEANE
Cisco 108 XE Gibraltar 16.11.1 ZOavry RBEASNEL

77

chr_\ ?/\4’2#7 Ui:/fjj/l//_ﬁ ]‘ ;EIEI% \—mquTé& T/\/rXﬁ‘ EAPOLﬁkIjJ
Ay —VEFET LI ET DR LET,

Device> enable

Device# configure terminal

Device (config)# dotlx critical eapol
Device (config) # exit
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dot1x logging verbose .

dot1x logging verbose

802.IX VAT LA b=V MO MERE 7 4 N Z Y T T DI, TN ARZ 7 ET2lE
AH v RTa T34 A ETdotlx logging verbose 2~ K&/ ma— L a7 4 Fab—
varyE®E—RFRTCHEHLET,

dotlx logging verbose
no dotlx logging verbose

O Zoavy RIZIFBIERERITF—V— REH D T8 A,

ATV RTIFIR VAT LA AvE—VOFME ZIIAMIIR o T ERE A

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
avy FERE J1)—x EEAR
Cisco 10S XE Gibraltar 16.11.1 ZOavwy RREAINE L

776

ERLEDOHA RSqY ZOavr KRR, 802X VAT AR v —U b, THlESD B EOFEMIEHR? 7 «
NEY o TENET, KA v E—DIZT7 4 VE Y T ENERA,

WIZ. verbose 802.1X S AT A A =2 T 4 NE Y T T AFERLUET,

Device> enable

Device# configure terminal

Device (config)# dotlx logging verbose
Device (config) # exit

BEav2F av YR BL)]
authentication logging verbose SIS AT KA v —UN D HMEREY 7 4

R T LET,

dot1x logging verbose 821X T AT LA v —UnbitEmRE 7 4
NEY T LET,

mab logging ver bose MACFBRENA /XA (MAB) VAT LA »E—
U DEEMEHRE T NV Z ) T LET,
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. dot1x max-start

dot1x max-start

B9 — DN T 802X NS NN LW SN D ETITY TV "7 T AT MTik
295 (LENZIESN72V L AEE) Extensible Authentication Protocol over LAN (EAPOL) Bf
WH7V—AORKEERETDHITINE, AV F—Tx2A X7 (Fal—aryE—RT
dotlx max-start @~ > RZH L ET, HKREEOFRELHIFRT 221X, Z0a~2 Rdno
Rz LET,

dotlx max-start number
no dot1x max-start

X DA number  jL— % 78 EAPOL H#A 7 L — A AR ET DI REEAFRELET, 1~ 10 DEZHE
ECTExET, T 74 ME3TT,

ATV R FIHILE T 7 AN NORKEOREILS TT,

AT R E—F Ao B =T 2 A A AT 4FXalb— 3 (config-if)
avy FERE )1)—=x EEAR
Cisco 10S XE Gibraltar 16.11.1 ooy KREAINEL

77

FEREDHA KSq4y ZOa<Y FZ2 AT LHAENS, A4 v F AR — kT switchport modeaccess =~ > F& A9 %
VERHY £,

&IZ, EAPOL BHARBR O REN 5 IR ESNTWARIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigibitethernet 1/0/3
Device (config-if)# dotlx max-start 5

Device (config-if)# end
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dot1x pae

dot1x pae .

Port Access Entity (PAE) # A 7A2RET HIZIX, A F—T A A a7 1 Fal—ar
EF— RFTdotlxpae =~ FEEMLET, REISNTZPAE XA 74T 4 £ —7/MTTHIT
X, 2 FOonoBEXE AT LET,

dotlx pae {supplicant | authenticator }
no dotlx pae {supplicant | authenticator}

BX DA

AU R TIAIE

ATV R E—FR

supplicant AN B—=T A RIH TV I FE LTEFHREL., A—Y T 0 7y —Z it
DA v =SB LER A

authenticator o o % —7 = A A 34—k LT 4 r—F & LTHETEHEL, 7 U B> Mand
DA vE—VIEELER A,

PAE # A IIREINTWVER A,

AHE—T A A A7 4 Fa2lb— 3 (config-if)

av Y RERE

EREDAARZA

Jy—= EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RPREAINEL
776

IEEE 802.1X f8fE%# A~ — F ETT 4 E—7 T 584 1%, nodotlxpae f > ¥ —7 = A A 2
Y74 F¥alb—vary avr FEERHLET,

dotlxport-control f > 4 —7 = Af A a7 4 Fal—raravy ReEANTHRELTHR—
I ECIEEE 802.1X #iEA X E L= HE. 73 ATHBAYIZA — M % [EEE 802.1X A —t&
T4 —RE L THRELET, A—kT 47 —%DPAE#{EIX, nodotlxpaef > ¥ —7 =
AAAY T4 Falb—vayavr ReANLEBRTT 4 2—7 02720 £7,

W, A BZ—=T A ART TV FE LTEMETDLIICREEN TV DHIZR
LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) # dotlx pae supplicant

Device (config-if)# end
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. dot1x supplicant controlled transient

dot1x supplicant controlled transient

B DEREA

aAavY R FI4ILk

avY kR E—FK

FREHIZ 802X YU B RAR— b ~DT 7 R ZHIHT 521X, 7mwnw:/74%1
L—3 3 %— R T dotlx supplicant controlled transient =~ > K& L £ 7, FBIEFIC
FU B FOR—FE2BELIZIE, Z0a~vr FOnoBRE2HEH L ET,

dot1x supplicant controlled transient
no dot1x supplicant controlled transient

ZOawy FZIsIEERITSF—U—RIIDH D FHA,
FAFPIZ 802 IX U By FDIR— " ~DT 7B ANHFRIENFE T,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

FEREDAHA RS2

J1)—X EENE
Cisco 10S XE Gibraltar 16.11.1 Zoa<wy RPBREAINEL
77

77 4V R TIL, meﬁ—Fﬁ4? T ENTA =T A r—F ALy FIZH T U
Y RDTAA REHGT DG, AT 45— FDOR— NIV TV I b AL  FOFEGE
T HRNCANN= 7Y 711' I\:/I/ (STP) 7V vy 7u bhairsy—4%=a=vk (BPDU)
ZfE LTcsrd . errdisable (REEIZ /2 D A[REMEDN H U 77, REEHIZY T B FOFR— b5
EEEND NT 7 4 v 7 &HIEITE £9, dotlx supplicant controlled transient =~ > K% A J)
T5HE, AR SE T T ARNCA— T 4 T —F R — Ry vy N THTENRRNLED
W2, BRERIC— R T U I ROR— IR T ay 7 SET, Rk L, 7Y
71> b OFR— FA3PHE £, nodotlx supplicant controlled transient =~ K& A 19 % &
PGEHIM IS 7Y B AR — RAE £, ZHIET 7 40 OEETT,

BPDU % — K723 spanning-treebpduguard enable f > % —7 = Af A a7 4 Falb—T a3 2
vV RZEV A=t T4 —F AL v F A= TAX—=T Mo TWDEE, 7V
> hF /34 AT dotlx supplicant controlled transient =~ > R&f4 25 Z & 2 HE L £,

WIZ, FRIEEDORNCT NA ZD8RAXY TV A2 FDR— b+ ~DT 7 & X &l 2 5
PrLET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant controlled transient
Device (config) # exit
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dot1x supplicant force-multicast .

dot1x supplicant force-multicast

BX DA

AR R TFI4ILbE

avU R E—F

V7Y B NAAL v FTwILTFF v A FFEILIT =%+ A ;D Extensible Authentication Protocol
overLAN (EAPOL) /37 v &S5 LT2HEIZ, WIZw /LT F v A NEAPOL N v NDH%
PEETHETHEIT AT, Fe— a7 X2 L— g F— FTdotdx supplicant
forcemulticast =~ > REFHLET, 774/ FHEICRETIZIE, Z0a~vr FonofEA%
EALETS,

dot1x supplicant force-multicast
no dotlx supplicant force-multicast

Zoawy R, 5l FEAIZF—UY—FIiEZH Y A,

BFU By FTFRL AL, 2=F v A REAPOL Y7 v &2 (ET A L. ==% v X N EAPOL
Ny MEERELET, FEIC, VT %+ X N EAPOL N7 v M &35 % &, EAPOL /¥
ry NEEELET,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA RKS4 Y

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 Zawy RPREAINEL
776

Network Edge Access Topology (NEAT) 7239 _XTDAR A hE— N THRET 5 XL 5123 212,
PTIVB T RALALTZDavy Ref x—7 M LET,

WOBITIE, YT VA "NTANAL ARA =T 4 r—Z TN AN TFFx A b
EAPOL "7y h&XMET 2 L OICRET 2 HiEE R LET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant force-multicast
Device (config) # end

BEav> K

avU kR EBA

cisp enable TNA A RTCISPZA R—7 M LT, 7
VO NAAL v TFOF—k T4 r—F&EL
THRET H L 2lcLET,

dot1x credentials A= MIZ8RLIXY TV I DI LT Y
NERELET,
dot1x pae supplicant A B —=T 2 A AW T Y D ELTET

BEEET D L O ITREL 7,

X7+« .
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t¥auFq |

dot1x test eapol-capable

FT_RTDOAA vFHR— F EDIEEESRIX DT V7T 4 BT 4 &E=F VU 7 LT, IEEE802.1X
Y R— P T DHR— MR L TWDET A ADEFEREFRT DHITIL, FHEEXEC £— T
dotlx test eapol-capable =~ R&fiH L7,

dotlx test eapol-capable [interface interface-id]

BXDEREA

ARV R TIFIbE

aAvYU R E—F

interface interface-id L&) 7=V —%BOR—FTF,

T 7NV EEEILH Y EHA,

¥rME EXEC (#)

avy FERE

HEREDAA K1Y

)1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RREAINEL
77

AL v F EOTRTOR— FEIIHFEDOR— MIEHIT S5 51 2D [EEE 802.1X #He % 7
AT ARIZE, Zoa<wr ReFERALET,

Zoa<wy R, non BRI H Y AL

WOHI T, AA »F ETIEEE 802.1X D¥E[HTF =~ v 7 A F—T N2 LT, FA—h
IS LT =Y =TT B AR LET, £, B MO L T0 BT /3 2
FHERT D007 ) —DFEITHER— F 25325 L7z IEEE 802.1X %It T
HHZEERLET,

Device> enable
Device# dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

avy kR £ EA

dot1x test timeout timeout IEEE 802.1X #&fi§ 7 — U —{Zx}9 % EAPOL i
BERHET D720 END 2 A4 L7 7 b
ERELET,
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dot1x test timeout .

dot1x test timeout

IEEE 802.1X Y RiEA RS L TWAR— 225D EAPOL JEZEDFEICHER SN Z A LT
7 RMERET DI, 7D~Aw:/74%1v%ya/%%+fdmntatmmmzv
Y REMHFEHLET,

dotlx test timeout timeout

BXDEREA

AU R TIHIE

AU RFE—F

timeout EAPOL LA # b3 205 () . HBETE
HEPHIL 1 ~ 65535 T,

T 7 4V REEIL 10 T,

Jua—n)Lar7 4 ¥ 2 b— 3 (config)

avy FERE

FREDHA KS14 Y

)1)—Xx EEAR
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

EAPOL JSE A ST DO SN XA L7 U MR ET 212E. Zoa~xy FafE
L/i—a—o

ZOawy RIZE no ERiTH Y £ A,

ROBITIE, EAPOL & % 27 BORIFHET 2 & 9 ICAA v FaET 2 HEE R L E
@—o

Device> enable
Device# dotlx test timeout 27

HALT T NREDAT —H X %&fEZRT HI21L, show running-config =~ K& A7)
I_/i‘j_‘O

avw >R Bz

dot1x test eapol-capable[ interfaceinterface-id] | ~~-Co» . F 7= |ZI5E X 1L7= IEEE 802.1X Xt
AR — MMZHEGET 57 /34 A T IEEE 802.1X
DIEERIE S TWDEINEMRLET,

X7+« .



. dot1x timeout

dot1x timeout

t¥auFq |

HRITAA LT FOEERET BT, Fe— L a7 Xal— gy B—RNELIT
A B —T 2 A AT 4 Fal— 3 F— NTdotlxtimeout =2~ > REFEHLET, &
BAITHA LT U bET 740 MEICETIZIE, Zoa<> RonoBRXEHHLET,

dotlx timeout {auth-period seconds | held-period seconds | quiet-period seconds |
ratelimit-period seconds | server-timeout seconds | start-period seconds | supp-timeout seconds

| tx-period seconds}

XD auth-period seconds

ﬁfvﬁybfﬁmx?ﬁkﬁ%ﬁéhéﬂﬁ(Oi@
YU I PREATICRIM LG EICHE I LT vy b
%%Ef%ifﬁ%%?éﬁﬁ)%&ﬁbifo

BRI EPFIL 1 ~ 65535 T9, T 74V ML 30 TY,

held-period seconds

%fuwybfﬁmx% %ﬁ%ﬁéhé@ﬁ(Oiw
YTV B FIEITICRI LGB HEZ LT vy b
ZiEETHETI ﬁ%ﬁéﬁﬁ)% RELET,

BHR®FIL 1 ~ 65535 T, T 74V ME 60 TI,

quiet-period seconds

R l‘ﬁi&@x?ﬁ %E&Lﬁ_&)k 7747 ]\O)ﬁuun
RADETIZA— T 4 r—% (=) DR RE
(HELD k%) ZfeiT 2 AR ELET,

BN ®FAIL 1 ~ 65535 T9, T 74/ ML 60 TY,

ratelimit-period seconds

BIEORIER 7 FA4 T FPC (7L 21E. T34 AALE

B DI S7273% EAP-START /X7 v M & E(ET 5

PC) 75 IE(E &N 5 EAP-START 247 v &8 L £,
« F—+ :/3:/1' b‘_‘& T — ]\%UKEH#FEﬁEP utun EJZIJJ

L7227 547 v k235O EAPOL-Start 2347~ |k Z AR
Liﬁ‘o

« BRh72#PHIE 1 ~ 65535 T, T 74/ FTiH, L—
FEIFRIZT f BE—T e > TWET,

server-timeout seconds

T L TEEEIND 220 EAPOL-Start 7 L— AR O E
(BWHALD) ZRELET,

« B2 #HIL 1 ~ 65535 T, 7 7 4/ ME30 T,

P — PRFEERFAIZ 8021X N7 v hADISE A EEL
WA, N7y MIFERESIRET,

B tx2U7«
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dot1x timeout .

start-period seconds B L CiE{E &5 2 5D EAPOL-Start 7 L — AR OEE
(BELLLD) #RELET,

BHRREHIL 1 ~ 65535 T, T 7 4V I 30 T,

supp-timeout seconds EAP ZR ID LIS O T D EAP A v E—I(22O0 T,
=T A —FDPERA M~OFEERMERTE L E
TO

B 7R#PHIL 1 ~ 65535 TF, T 7 #/L ME 30 TY,

tx-period seconds 7 T4 7T MTEAPERID X7 v M 2 EHEET HREE
USBEPZEINZNVBDOEELT) PR THRELE
?—O

« B2 %L 1 ~ 65535 T, 7 7 4/ ME30 T,

¢ 802.1X 7w R T Y F v MIEE SN, %@#ﬁ
Uhy MRERITHRZRIOSE Lo 2856, £0
Ry MIFEREINET,

AU R FI4ILE

O R E—F

TEWI 72 FRRREE & I 72 L — MR T E T,
Jua— )b ar7 4 X2 lb—3 3 (config)

A B —TxzA A AT 4F2b— 3 (config-if)

avy FNERE

)1)—2x EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RREAINEL
7=,

FEREDAA RZM4 Y

ZOawr ROT 74 MEE, V7 OEFEENRT LESGE, FEDZ 747 hEB X
UGERE — " OEMEICRIEDN & 55670 £ BE RIS T 2 EZIT IO LERH H & (T
[RoTEELTLEE,

dotlx reauthentication f > ¥ —7 = A A a7 4 Xalb— a3 avy REHH L TEHN
TRFRGEE A R — T W LT 72T DA, dotlx timeout reauth-period f > % —7 = A A 2
T4 F¥alb—raryavy NI, 710 ZAOBMRICEELET,

R O], 73 2T LD &5 RRREER b2 T 9, Bab LEtA, 774V &
DHNSWEREANT D Z LICE» T, 2= ~OINERR 2 fifE T& 7,

ratelimit-period 230 (77 4/ 1) ICREINTZHGE. 735 AFFEFECHKII LTz 74 7
K5 @D EAPOL /N7 v & MEALL . Z41 6 % RADIUS H— N\ ZHRE L E T,

WIT, SESFERIXFEEBLIREZA LT Y MNFRBPRESINTWAHIZRLE
hd‘o

t*2U74 |}



. dot1x timeout

Device> enable

Device (config) # configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) #
Device (config-if) #

(

(

(

Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if

B tx2U7«

)
)
)
)
)
)
)
)

#
#
#
#
#
#
#

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
end

port-control auto

timeout
timeout
timeout
timeout
timeout
timeout
timeout

auth-period 2000
held-period 2400
quiet-period 600
start-period 90
supp-timeout 300
tx-period 60
server-timeout 60

t¥auFq |
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dscp

dscp .

RADIUS X7 v FOFBERB X O T AU T ¢ VI DEDIZDSCP~—F% v h i ﬁi@rii
dscp =~ R&E{FEH Li‘?’ RADIUS X7 v NOFRFEB I OT Ao T 4 7 DTz DSCP
~—X S EBEHNTHIZIE, Zoavr RO noBERA R LET,

dscp { acct dscp_acct value | auth dscp auth value }

nodscp { acct dscp acct value | auth dscp_auth value }

BX DA

AU R TIAIE

ATV R E—FR

acct dscp_acct value 7w > 7D RADIUSDSCP ~—F L V& ELE T, A%
RFFIE 1~ 63 TY, T 74V MEIZO0TT

auth dscp_auth value Z2ZFD RADIUSDSCP ~—F U ZEAHRELET., B EHEIZ 1 ~
63 TF, T 74/ MEIZO TT

RADIUS /3% v h® DSCP ~—F L 71ET 7 /v b CEEYIZ /2> TWET,

RADIUS #h—/ 38— 37 ¢ ¥ = L—3 3  (config-radius-server) RADIUS H—/3— 7 L—7
a7 4 ¥ 2 b—3 3 (config-sg-radius)

avY RERE

J1y—2 EEAR
CiscoIOS XE Bengaluru17.5.1 “opa<w> RpEAINE LT,

1

KIZ, RADIUS #—/3—® RADIUS /37 v F OFBFRERS LT U 7 > FHIZ DSCP ~ —
Fr T EBET P ERLET,

Device (config) #radius server abc

Device (config-radius-server) #address ipv4 10.1.1.1 auth-port 1645 acct-port 1646
Device (config-radius-server) #dscp auth 10 acct 20

Device (config-radius-server) #key ciscol23

Device (config-radius-server) #end

W&IZ. RADIUS $— X— 7 )L —7 RADIUS /X4 v NOZBIEEB LT H w7 FAIC
DSCP ~—F V2R ET DB 2R LET,

Device (config) #aaa group server radius xyz

Device (config-sg-radius) #server name abc

Device (config-sg-radius) #ip radius source-interface Vl1anl$8
Device (config-sg-radius) #dscp auth 30 acct 10

Device (config-sg-radius) #end

t*2U74 |}
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dtls

t¥auFq |

Datagram Transport Layer Security (DTLS) D737 A —# 3% E T H12iL, RADIUS #—/N 22
T4 F¥2lb—vary E—FTCdilsa~vr FefifLET, 7740 PRECERTITIE, 20D
av 2 RO no B EZHEHLE7,

dtls [ connectiontimeout connection-timeout-value | idletimeout idle-timeout-value |[ip |ipv6 ]
radius source-interface interface-name | vrf forwarding forwarding-table-name |
match-server-identity email-address email-address | hosthame hostname | ip-address ip-address
| port port-number |retries number-of-connection-retries | trustpoint client trustpoint name |
server trustpoint name |

B DEREA

aAavU R TFI4ILE

ATV R E—F

no dtls

connectiontimeout connection-timeout-value (T3 DTILS ¥ X A L7 7 MEZRELF
¥

idletimeout idle-timeout-value ({EE) DTLS 74 RAZA LT U MEZRTE
LET,

[ip | ipv6] {radius source-interface UEE) IP F7-13 IPv6 EETL/NT A — & 2%

interface-name | vrf forwarding FLET,

forwarding-table-name}

match-ser ver-identity { email-address RadSec R EMGE/ T A —Z R ELET,

email-address| hostname host-name | ip-address

ip-address}

port port-number (fEE) DILS A— FEFERELET,

retries number-of-connection-retries (FE) DILSEHimEaRiToREEZHELE T,

trustpoint {client trustpoint name| server L3 7947 F &Y — N|ZDTLS kT &

trustpoint name} FRA Y FERELET,

DILS i Z A LT 7 FDOF 7 4V MEIXZ 5 BT,
DTLS 74 RNVEA LT T SOT 7 4/ ML 60 2 T9,
¢« 77 #/L h® DTLS &R— F &1L 2083 T3,

* DTLS 85 il T DT 7 4 v MEIL S T,

RADIUS #—/N 27 ¢ ¥ o L—3 3 (config-radius-server)

avy RERE

DR LENE

Cisco IOS XE Gibraltar 16.11.1 | o< RAAEAINE LT,

B tx2U7«
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dais i

)= EEAR

Cisco 10S XE Gibraltar 16.10.1 | match-server-identity s — 7 — RSB A S £ LT,

Cisco IOS XE Amsterdam 17.1.1 | ipv6& — 7 — RN A S E L7z,

FEREDHA KSq4 Y Rak. 7l BRXOT BT T 47 (AAA) =7V —7TiE, §XTTHREY—Z A
7% L, Transport Layer Security (TLS) D& 72> DTLS OAIZT 25 Z L &2#HERE L £97,

Bl Wiz, DTLS B4 A 57 %7 MlEA 10 i e 2045 LET,

Device> enable

Device# configure terminal

Device (config) # radius server Rl

Device (config-radius-server) # dtls connectiontimeout 10

Device (config-radius-server)# end

BEa< R Command Description

show aaa servers DTLS — NICBHET A FHRE R R L E T,

clear aaa countersserversradius| RADIUS DTLS [E4& O#EHE®RA 7 V7 LET,

debug radiusdtls RADIUSDTLS A DT v 7 HH LET,

I X7+« .
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. enable password

enable password

SESERMEBRLARAA~DT 7B ZAEHET D0 =D AR T — RERET HITIE, 7 a—
a7 4 Xalb— g E— FTenablepassword =2~ > R&HALET, m—h1,32
U — ROHIET 72 ZAZHIRT 5I1CE, Z0avr ROonoBREEHLET,

enable password [level level] [0] unencrypted-password | [ encryption-type] encrypted-password
no enable password [level level]

BX DA level level (EE) RAU—FREASND L-ULER
ELET, 0~15DOEFEZMEH L THK 16
ORIV EFFETEET, UL RE
WO —H EXECE— R—HVHER T, leve
Navy REFIFa~ry FOnoBERTHEES
NTWRWEE, HERL~/UIET 7 4L D
15127e0 £,

0 UEE) BELSRTWARNZ U TF XA b
INRAT—REREELET, RAU—RTkF®a
T Ny o TASY XA (SHA) 256 v —7
Ly MBS TT A AR ENET,

unencrypted-password A =T NE— REFGT A0/ AT —
REEELET,
encryption-type (EE) AU — RORF LI T 5 > %

S EH O T LT Y XA, encryption-type Z 5 E
THEE. AT HROBIEIFREB{LE -
NRAT— K (T TIZTRZAaF AL 2L - T
AL S NIRRT —R) THHLERH Y
F9, HEFRTRONRRAT — R 2 & 2RT
ZATTERIBBETEET,

encrypted-password BIDF R AZZENDS a2 B — L2/ 2
U— R,

ATV RFEIFL R AT RBERSNTOEEA,

9TV R E—F sua—s L ary7 4 Fab— 3 (config)
2wy REE y1y—2 RENE
Cisco 10S XE Gibraltar 16.11.1 Zoavwy RPREAINE LT,

B tx2U7«
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enable password .

FEHEEDHA K54 > enablepassword =~ | & enablesecret =~ > FOWTNHRHRE STV RWGE, Y —

3l

VDA AT — RRREINLTWDIUL, 22— LDEFENRAT — KRBT RTOVTY (Teklnet
BIXOEF=a2T7>=/Lb (SSH) ) Ty a DA x—TNRAT—RELUTHEELET,

FEEDMHER L~V D NRAT — REERT D5E1E, level 47> 3 % H57E L T enablepassword
av FEERLETS, LIV EARRTU—RERELTEDL, ZOLUWIT 7B AT H0ED
HAHL—PLNRAT— REIAALET, KLUV TT IV EATEX S avy REEET ST,
privilegelevel 2> 7 4 ol —v gy avr ReALET,

W, a2 A 7t YR aT A, R L > T TIEER L EN TWAIRRA T — REa ' —
LCZoa~y RIZE T 2858 IC0RATI L ET,

B2 A THEIBEELTIZ VT T XA MRAT — READ LEEEAIL. HOHEEXECE— F
FRMETAHZ LITTE IR A, RN B ENTZ AT — REENTHA. BET L Z &k
TEEH A,

service passwor d-encryption =~ > R E XL TV 54, morenvram:startup-config =~
v R&FEITT5H L&, enablepassword =~ > R CTIERT 5732 U — KK S{b s 7o B TF&
IRESNET,

service password-encryption =~ > R&ZEH LT, /AU — RO 5t 2 A% F =138+
BT LNTEET,

ARX—T NIRRT — ROERITKRO LB TT,
B, KT, DLFERAEDET 1~ 25 LFORBEFEEZOLLERH Y 77,

RHHICAN—AZIRETE £, BHINAETS, 2L, PHBIORRDOAR—21T
Ao SV E T,

e NATU— REERRT 5 & X2, Crtl+V F— DA DLEEZM U THBRET () AN
THE, NAT—RICEMGEGEDHZENTEET, e 2I1E, abc?2123 LV H 2T —
REVERT BI2iE, ROFIEEZFITLET,

1. abcx  AJILFET,
2. Crtl-v ## L £,
3. 2123 A LET,

G¥)

VAT LG enablepassword 2 v o KA AT 5 XD IZRD biv2GE . BRFFORNC Cul+V
EANTHHETRLS, NAT—=RO7 a7 MIEDOE F abe?123 E AN TE £,

WIZ, FRHEL L2 D/NA T — R pswd2 ZENZT DB 2R LET,

Device> enable

t*2U74 |}



. enable password

Device# configure terminal

t¥auFq |

Device (config) # enable password level 2 pswd2

RIZ, WHb2 A T TH2ERA LT, T RADary7 4 Falb—vay 774000
B — L7EHER L ~L 2 OB/ S 2 T — K $1$i5Rkls3LoyxzS8t9 Z ik &3 2 il 47~ L

=7,

Device> enable
Device# configure terminal

Device (config) # enable password level 2 5 $1$i5Rkls3LoyxzS8t9

BEa<T R Command

Description

enable secret

enablepassword =~ > KLV Hifb L=k
2T 4 LA VERELET,

service passwor d-encryption

NAY— Rl st LET,

mor e nvram: startup-config

NVRAM IZfRE SN TWD, £700X
CONFIG_FILE BEaZ5 40T K » THE STV
HDAR—KT T a7 4F¥al—gv
TrANVERRLET,

privilege level

a—HOMERL~LERELET,

B tx2U7«
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enable secret

enable secret .

enablepassword =~ > RE D (b L7cEF 2 V7 4 LA YEEET HI2E, Zr— UL 2
Y74 F¥al—v a3y E—KRCTenablesecret a~ > REFEHALET, f x—T L —7 Ly
NMEREZR F 71T 5101k, oA~y FoO no B A LET,

enable secret [level level] [0] unencrypted-password | encryption-type encrypted-password
no enable secret [level level] [encryption-type encrypted-password]

XN level level

(ER) ~AU—RR#EHEND LV A
ELET, 1 ~15OFEMHL THRK 15
DR~V EFETEET, UL RE
WD —Y EXEC &— NERTY, level 232
< REiFa~r FonERTHEESNT
WRWGA, HERL VT 7 4V hD 1512
0 FET,

(EE) B fbEnTunwiens U 75 F 2 b
NMAT— RERELET, SAT—FRidiEx=
TNy 2 7Ty X (SHA) 256 > —7
Uy MIEB SN TT A AR FEENET,

unencrypted-password

Z—YFRA R —TNE— REREAET 57200
NRAT—RERELET, ZONRAT— NI,
enablepassword =< > R CIER L7z S A T —
REITRRDBDIZT HHERDH Y £77,

encryption-type

INAT— ROy v 2 FHT 5 23l
DT NTY X A,

5. AvbE—U XAV AN TAITY R
A5 (MD5) THsE bz —7 Ly
NEfRELET,

08 NRAT — R _— 2% —JRAERIE 2
(PBKDF2) @ SHA-256 Ty =2 i
T-v—7 Ly hERELET,

e 9 AT VTS R ThyvadZnNieyr—7
Ly hERELET,

encrypted-password

BT R, ARENL A =Ly v a
AT — R,

AT YR TFIAINLR NRAT— RIIEZRINLTWERT A,

t*2U74 |}



. enable secret

aAvU R E—F

FauFq |

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

FEREDAA RZA4 Y

Jjy—= EEAR
Cisco IOS XE Gibraltar 16.11.1 Zoavwr  RREAINE LS,

enablepassword =~ > K & enablesecret =~ > ROWT N HRESI N TV RWES, 2> Y —
VDA SAT — RRRE SN TOIUL, 22— LDEFERAT — RBATRTOVTY (Telnet
BLOExFaT7s =/l (SSH) ) By a v DA Rx—T A2 —RELTHELET,

enablesecret =~ > KX, enablepassword /SA U — R XD b L7ztx 2 U T 4 LA Y245
ET DO LET, enablesecret =~ R TIE, AAAYRE S LRER A L T2
J—RERGFTHILETEX 2V T4 &M ESEET, ZOBENOEF2 )T sk A Y
E. NRAT—= Ry FU—27 THEE SN DERES TFTP ¥ — NCRF SN D BREEIC VT
MHET,

R BERLZ A 1T TARALADaAr T 4 Fal— gy TrAAnbat’ — LERE{bR
AT—REZOavy NIV T 580N LET,

Y

e 2 A THBELTCIZ VT THRAMAT— RE2AN LSS, BFOEHEXECE— R
ZRAMET A Z LT TEEHA, RN BILENT-Z XA Y — REEh=54. BET S Z &%
TEEH A,

enable password =~ > K& enablesecret =~ > RIZ[A U/XA T — REEH LIZGA, #HiEx
NBRWHETHL L2 EETLIT T — A v —URERRINETR, AT — NIZIT AN
bNET, 2L, RUARRAT—REHEHTH L, enablesecret =~ > N2 k- TiEflka b
BNMOEX= YT 4 B ERbhET,

GE)

enablesecret =~ > RZEH L T/ NAY— RZ®RE L7, enablepassword =2~ > K% fifi ff]
L CR%E L7z XA U — KX, enablesecret NN/ > TWAIGAIZOAREREL 3, 7.
WINDHFETHE AL LI ARAT— Y, BERESAIERE TS EEA,

service passwor d-encryption =~ > RV E I TV A5 5A . morenvram:startup-config =~
Y REFEITTHE, BT AT — RS b S EXcR RSN ET,

service password-encryption =~ > RZHEH LT, /SAT— KO BA(LE B £ -3 ehic 4
HTZEMTEET,
AF—T NIRRT — ROEFRITRO LBV T,

HT KT, DNLTEMRBEDE 1~ 25 LTOEKTEEDDLLERH Y £7,

CRHHICAN—ZAZIEE TS EIA, BHINET, 272 L, PRBIORRO A=
Aok SV E T

. X2 T+«
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3l

enable secret .

e NRAT— REMERRT A & X2, CrtV F—DHLELEE L THhB%ME ) 2 AN
T5HE, RNAT—RICREMGEZEHLENTEET, 2L 201F, abe?123 LV H 2T —
RZAERRKT D121, RO FIRZFEITLET,

1. abcZ A LET,
2. Crtlv 2 LET,
3. 7123 ANLET,

\}

GE) AT A5 enablepassword 2 > K& AT % K 512k bni-E6, BEF ORI Cul+V
AT HMETRL, NATU— RO T a7 MIZFDOE F abe?2123: A T&E £,

wIZ, enablesecret =~ REFH L TR — REHRETA2HE2RLET,

Device> enable
Device# configure terminal
Device (config) # enable secret password

enablesecret =~ REFEHL TR —RFEHEELEE, 22— R T—F
EANNLTT 7 2ATHMLENDHY £7, enablepassword =~ RZFEH L TEHES
TS AT — RIFHERE L 722 < 22 0 £ 7,

Password: password

WIZ, Wb Z A T4 FEH LT, SAAZADary 7 4Falb—ay 774005
2B — L7MERR LU0 2 OB B{b/ A U — K $1$FaD0$XytiSRkls3LoyxzS8 % AN 3
LB ERLET,

Device> enable
Device# configure terminal
Device (config) # enable password level 2 4 $1$FaD0$Xyti5Rkls3LoyxzS8

WIZ, =—2 enable secret 4 encrypted-password 21~ > K& A L7 & S IZEREN
HEEEX o —TOHEZ R LET,

Device> enable
Device# configure terminal
Device (config) # enable secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2id4ntXrpb4RFmfqY

WARNING: Command has been added to the configuration but Type 4 passwords have been
deprecated.

Migrate to a supported password type

Device (config) # end
Device# show running-config | inc secret

t*2U74 |}
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. enable secret

enable secret 4 tnhtc92DXBhelxjYk8LWJIrPV36S2i4ntXrpb4RFmfqgyY

EEa<w ok av Uk B

enable password SFEIERMERL NN ADT 7 T A Z il
Ha—HN RATU— REFZELET,

mor e nvram:startup-config NVRAM (ZfRE STV D, F2iE
CONFIG_FILE BB K » THRES LTV
AAR—KT v T a7 4xXal—rgv
T ANERRLET,

service passwor d-encryption INAT— REKEFL LET,

B tx2U5«
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epm access-control open .

epm access-control open

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

Tr7EAa hr—/L Y AL (ACL) BEEINTWRWAR—MNIA—F T4 VI T4 7%
RIET IR, Za— L a7 4 X2 L—3 g 2 F— KT epm access-control open =~ >
REFEHLEST, A= T4 VI T4 75T 4 B—TMITDHIE, Zoavr Ronof
KzEHHLET,

epm access-control open
Nno epm access-control open

Zoa<y R, 5lEFEAIZTF—UY—FIEZHY FEA,
FTIFNVIDT 4 VI T 4 T RNEAINET,

sua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

J1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

FRLEDODHA KS1 Y

ALT 4 w7 ACLWRESINIT 7B AR— MT, @BARY —DRVWARA N &FFa 54—
TUTAVIT AT ERETDIE, ZOavy FEEALET, Zoavy FERE LR
Be. A= MIREINTZACLORY >—% b T 74 v 7 ICHHALET, R—NMIAZT 1 v
7 ACL B’BRE SN TWRWEE, T 74NV MBL A —T v OMGOT 4 VI T 4 TR —
MA~DOT 78 A EHFRLET,

RE & HERRT HITIE, show running-config =~ > RZ AL E1,

ROBITIE, A—T T4 VI T4 TaRET 2 EERLET,

Device> enable

Device# configure terminal

Device (config) # epm access-control open
Device (config) # exit

avy kR Hl:L|
show running-config HEFRITINTWAary7 4 Fal—a v
T ANVDONEEZRRLET
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. include-icv-indicator

include-icv-indicator

MKPDU (2B AT = v 7 (ICV) A O —XE2EDDHI21E, MKARY v— a7 X a
L —3 3 F— FCincudeicv-indicator 2~ RAEHA LE9, ICV A > o7 —X 5B
512, Zoa<wr RonoBREHHLEI,

include-icv-indicator
no include-icv-indicator

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV RTFI4NE ICVA DT —=EREENLTVET,

AT R E—F MKARY v — 2327 4 ¥ =L —3 3 (config-mka-policy)
avy FERE J1y—2 EEAE

Cisco IOS XE Gibraltar 16.11.1 | = o< RREAINE LT,

i Wiz, MKPDUIZICV A >V hr—2 %&b 0E R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# include-icv-indicator

MEa<v R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset BmiEt 7 v FERE LT MACsee ZEIMESE £,
delay-protection MKPDU D345 TEIERGEZ M 2 X 9 ITMKA Z&E L £,
key-server MKA F—H— 47 a3 U ERELET,
macsec-cipher-suite SAK BT A DDKEFAAL— R/ ELET,
sak-rekey SAK F— A kA 2 5 L &9,
send-secure-announcements| MKPDU D %{E T X 2777 F 7 A& ET 5 L 912 MKA
ERELET,
ssci-based-on-sci SCLIZHESWNT SSCT &#FH L E 7,
use-updated-eth-header | ICV FHEIITEH SToA — Py by F—EEHLET,

B tx2U7«
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ip access-list .

Ip access-list

IP7 7RV A NERIEZIAT V2 "IN —TF T 7 ®A aryba— YA (ACL) 240
FIBHIC Lo TERTIHRE. £00F. PAAR—=T RLR5E5EE2 b 037 v DT (v
BTN HSEAIE. Fa— L a7 X2 L—y g F— FTip accesslist =

<~V REHEALET, IPT27R8AVRANERIEIAT V=22 7 —7 ACL ZHIRT 254

F20E, IPALR—=T RLR5EEE Oy hDOT 4V E Y v TR T DA, 20
g~ ROnoEREMHHLET,

ip access-list extended | resequence| standar daccess-list-numberaccess-list-name | helper egress check
| log-updatethreshold threshold-number | logging hash-generation | interval time| per sistent | role-based
access-list-name

noip access-list extended |resequence |standard access-list-number access-list-name | helper
egress check |log-updatethreshold |logging hash-generation |interval | persistent | role-based
access-list-name

BT DA standard R, 7 /B AV A RMERELE T,
resequence WRELEIPTZ7ERAY R NEEELET,
extended WEIP 7 78RV A ME2HEELET, #7227 7 L—F ACL

O)%/El\ Fj: ‘/Z\Z/E\“/C:‘TO

access-list-name IP727R®AVRANERIFIAT V=27 hZv—7 ACL D4HI, ZD
ARNIIAN—RELTBIAGEEDH T LIXTE T, BT
NETI7EBAVARNEHODLLI 272N E ), B"LFTHO DY
ERH FT,

access-list-number TIEA YA NDOEE,

HEHEIP 7 /B A U A NOFPHIL 1 — 99 £721F 1300 — 1999 T
hj‘o

HEEIP 778 AU A hOFHAIL 100 — 199 F 7213 2000 — 2699
/G“j‘o

helper egress check [P ~ L R—HERER A L Csade ) — A7 FL AR L—&nd b7
T4 TIEONWT, A B2 —T =2 RTHWAENDIRIET 7R
A MOFRETIIER OB EELZ AN L ET,

log-update TIRAYRA a7 OFEH L ET,

threshold TI7EAVARIBTZDLEWVEEZRE LET, fHETE HHMHIL0
threshold-number ~ 2147483647 T,

logging TIRAYANORX T HHIHEIL E9,

hash-gener ation syslog N ¥ 23— ROAEREZ A LET,

X7+«




. ip access-list

AR TFIAILE

AU FE—F

FauFq |

interval time A A MO LR SR S U R CRE LT, R
X ZHPAIL 0 ~ 2147483647 T,

persistent Tr8A aritu—nL Y (ACE) OV —F7 U AEFFIL, U

n— R bR SNET,

(6=3) ZHIT 7 ANV N THEHTHY, BT 5Z LIFTEE
B A,

role-based =) _—=2Z2DIPT 7 AV A FERELET,

PT77ERAVANEFRIZA TV 27 A —7 ACL REFRIN TRV, 5 ACL 1T
IP~NR=IZEoTY L —ENE N T 74 v 7 5BEBIOT7 42U 7 LERA,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy FERE

EREDAARZM4

3l

=2 EEAR
Cisco IOS XE Gibraltar 16.11.1 = a~> RAEAILE LT,

AR E ETFFEFMNEIP T 7 EAVANELEFIA T V27 N AV—T7 ACL ZRET DI
i, Zoavr REEALET, av i RickoTC T4 RET 78RV A a7 40X
L—yaryE—REBLET, 22T, denya~r RBXWpermit =2~ R&2H LT,
HET 7B AR ETITFF T 7 B A& A ER LR TIUTR2 0 8 A,

ip access-list =~ > N C standard, extended DWW DF—TU— RERETHZ LT, 77
YAV ARN ar74F¥alb—rvar T—RFefaLc L SICRRIND T m 7 FBRRES
NET, A7V =7 M A—T7 ACL ZE£T %G 1E. extended ¥ — U — R&fli 4 5% H
W ET,

FTV=2I NIN—=T LT 7 ERY AN FFIAT V=7 b7 —7 ACL ZEBNI AR
TEET, 2FV, FEFELRNWA T V=7 NI A—THEHATEET,

ipaccessgroup =~ R&fHLT, 77ERAV A NEA X —T A4 RZHALET,

ip access-list helper egresscheck =@~ > RiZ, IP~/—7 R L A58 % © 2/ v NOFFAE
TITHESHREDRIE ACL~ vy F U 7 E AN LET, 2O~y R TRIGILIE ACL 2 M7
5 &, HEEILE IS D User Datagram Protocol (UDP) R— MZHEESWNT, IP ~bs3—1)
L= T 7 4 v 7 A E7201345E TX £9°, ip accesslist helper egresscheck =~ > RNiZ7
74V FTIRER T, 381E ACLIE, IP~ A= ICk->TY L—ENZ b T 7 4 v 7 2 BE
BTz 7 LEREA,

IZ., Internetfilter &\ ) A HTOIEUET 7 AV A & EFKT D HEOHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list standard Internetfilter
Device (config-std-nacl)# permit 192.168.255.0 0.0.0.255

. X2 T+«
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ip access-list .

Device (config-std-nacl) # permit 10.88.0.0 0.0.255.255
Device (config-std-nacl)# permit 10.0.0.0 0.255.255.255

WIZ, 7'v k3L AR — F2S my service object group THEINTZAR— & —HT 55
12, my network object group WD L—WFNED /7y N T4 7= r N7
N—"7 ACL Z BT D12~ L E7,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended my ogacl_policy

Device (config-ext-nacl)# permit tcp object-group my network object group portgroup
my service_object_group any

Device (config-ext-nacl) # deny tcp any any

WIZ, ~IX—=T RLAD5YEE SO/ 7 » NTHIEACL 7 4 V2 Y TGN
LHlERLET,
Device> enable

Device# configure terminal
Device (config)# ip access-list helper egress check

BEa<v R Command Description

deny Py NERETAARME P T /A Y A N EEAT V=2 |
V=7 ACL D&M EBIE L £,

ip access-group ACLENEIA TV 27 NI NV—TACLEA V5 —T = A AE T iTY—
EARY =~y FICHEALET,

object-group network | 47 = 7 N A—FACL TR Ry NT—2 F 7020 v 7
N—TEERELET,

object-group service |47z s b N—7 ACL CHAT LY —ERA ATV |k F—
TEERLET,

permit Ny MEFFIT BARMNE IP T 72 AU A MEREAT V=S R
T N—7 ACL D& BE L £ T,

show ip access-ist IP77R%AVRANERIFZAT V22 7 —7 ACL DNEEFERL
iﬁ—o

show obj ect-group RESNTWDOAT V27 T N—TICHT HIFEMER T LET,

I X7+« .



. ip access-list role-based

t¥auFq |

Ip access-list role-based

0= _R—=2 (Ex2UT 4 N—F) 77k xarba—1 U 2+ (RBACL) Z1ERL T,
0=/ RXR—=ZAACL2>7 4 Fal—rarE— RT3, ZJe—Lar7 X
L—y 32— KTip accesslist role-based =~ > F&MHL £, RELHIRT DI,

ZoawrRono BREHEHLET,

ip accesslist role-based accesslist-name
no ip accesslist role-based accesslist-name

BXDERA

accesslist-name X U5 4 S —FTF X ar bha—iA U X (SGACL) DO4Hi,

aAvU R FI4ILE

O R E—F

17—/ _R—ZD ACLIFRESNTWEF A

Jua—s )b ar7 4 X2 lb—3 3 (config)

avy FERE

J1y—= EEAR

Cisco IOS XE Gibraltar 16.11.1 = o< RREAINE L1,

FREDHA FS14 Y

SGACL 1 > 7 O41E, permitiplog 2~ RERETHMLENHY £, /-, 2=
<V RlE, X147 v 7 SGACLDO v X o 7 % HhZT 57=9HIZ, Cisco ldentity Services Engine
(ISE) THLRETHMLENRDH Y 7,

WIZ, IPVA+T 7 4 v 7 ICEATESSGACL ZEEL, B—L_XR—RA T 7 E2A2 U 2R
ka4 Xal— gy B— NEBEGETAHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list role-based rbacll
Device (config-rb-acl)# permit ip log

Device (config-rb-acl)# end

BEEavTY R

AL 356

permit ip log BHEINEZ NI ETAaX L T EHR LET,

show ip access-list | BI{EDT X THOIPT 7 AV XA hONFEEFRLET,

B tx2U7«
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Ip admission

ip admission .

Web FBAEAAZCT DT, A v ¥ —T =2 A a7 4 Fal—varyT—RERIET7 4 —
Ny 7 TaTryA)aryT7 4 ¥alb— 3 F— KCipadmisson 2~ > R&ZEHA L £,
Web il 7 4 — 7 MIT HI21E, ZDa~y Rono BREHEH L £,

ip admission rule
noip admission rule

BX DA

AR TFIAILE

aAvU kR E—F

rule IP7 RI v arl—LO4&4EH

Web #BFEILT 4 E—7 /LT,

AB—TxzA A AT 4F2b— 3 (config-if)

Tr—NN_w 7 7a7dZyA) a7 4Falb— a3 (config-fallback-profile)

av Y RERE

EREDAARZA4

J1)y—2= EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RPREAINEL
720

ipadmission =~ RiZAA v FR— MZ web Bab/L—/LZTEH L E9,

WOBITIE, AA v TFHR— M Web FZBiELV— NV Z2#EAT 3 HiEEZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip admission rulel

Device (config-if)# end

WOHITIL, IEEES2AXKED AL v FHR— N THEHAT L7+ — "y 7T a7 7 A
JUZ Web §RREV— VAT 5 HikE R LET,

Device> enable

Device# configure terminal

Device (config)# fallback profile profilel

Device (config-fallback-profile)# ip admission rulel
Device (config-fallback-profile) # end

t*2U74 |}



. ip admission name

FauFq |

Ip admission name

Web 5BAE%E A F— 7 /WIZT HITIE, 7‘1%/\/1/:1/745?11/“*f/5/%%}\“(|p admission
name 2~ REMEH LET, Webilitx7 4 E—7/LICT 5ICiE, 2D~ RO no B
AL ET,

ip admission name name {consent | proxy http} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy type tag service-policy-name]

noip admission name name {consent | proxyhttp} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy typetag service-policy-name]

B DEREA name Fv hT—2 T R vy a Al —104

Al

consent FRREY 1 % U TR Web ~X— % admission-name
S CHRESNZIPT K vy a v —nZ
K S E T,

proxy http Web FBFED B A X A_R—V B E L ET,

absolute-timer %y (EE) SMNBY— "B H A LT T T DHETO
PRk (4

inactivity-time 4y (EE) SNB7 7 A NV — "DPEERETH D
ERREND FETORIBIEE (4)

list L) ESNIZAL—ALET 7R 3k
o—/L U AL (ACL) (ZBF#fHTFE 9,

acl PEAE PR Y A REFREDT R v g Uil

AU R TIAIE

= VIZEA L ET, EOHEBIX 1~199, F
72 VX HEAESR P T 1300 2> 5 2699 T,

acl-name LI EXOT 78R R NEREEDT I v
a UL —VICE L ET,
service-policy typetag EE) avyhbo— 7L —r P —ERRY
—HHRETEET,
service-policy-name policy-map type control tagpolicyname ==~ >~

R, ¥—=U—F, BRUOSIHEELH L TRES
nNi-ar he—nLFL—rZ 70— AR
V—, ZORY v, T EZE L
EEDRANTOREZEHT H7-DITfEH X
nET,

Web J8GEIET 4 E—T LT,

B tx2U7«
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aAvU R E—F

ip admission name .

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

)1)—2x EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

FEREDHA K42

1

ipadmissionname =~ > RIZ LV | AA v F LT Web BGEN 7 17— LA R—T /U7 D
£

AA v F ETWebidalbZ A F—7/WZ L TH 5. ipaccess-groupin 3 L U ip admission web-rule
AV B —Tx2f A AT 4 Xal—varyavry FefEALT, HEDA X —T A A L
T Web #@dlba A X —7 MZLET,

chz\ X/l) ‘Y?: 7j_\9"— f\’CWeb mqu@ﬁ% ﬁiﬂj—éfgj%ﬂ—‘bi—g—

Device> enable

Device# configure terminal

Device (config) ip admission name http-rule proxy http
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip access-group 101 in

Device (config-if)# ip admission rule

Device (config-if)# end

WROFITIE, A A y%f’—l\f“0)7ﬁ—1w\\y7%7‘7:fﬁ<‘:L’C\ WebFGEE & %
\Z IEEE 802. IX FALZ X ET D HiEERLET,

Device> enable

Device# configure terminal

Device (config)# ip admission name rule2 proxy http
Device (config) # fallback profile profilel

Device (config) # ip access group 101 in

Device (config)# ip admission name rule2

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# dotlx port-control auto

Device (config-if)# dotlx fallback profilel

Device (config-if)# end

BEa<y

K

avU R EBA

dot1x fallback [EEE 802.1X #RFE A AR — L
NI TAT Y NADT x—
Xy 7 50 E LT Web G8GE
ERAT DL N— NEBRE
LET,

fallback profile Web BRED 7 4 — N3y 7
n7 7 ANEERLET,

t*2U74 |}
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t¥auFq |

avUFk HER
Ip admission AR— 1T Web #iEA A K —7

JUZ LET,

show authentication sessionsinterface interface detail

Web FiftE v a v DAT—
A AT HEREFRRLE
7,

show ip admission

NACDOF v v oIz
r U E7IENACHREIZDOWT
DIEREFR I LET,

B tx2U7«
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ip dhcp snooping database .

Ip dhcp snooping database

Dynamic Host Configuration Protocol (DHCP) DA X —t' 2 /' F —H R— A ZFETHIE, 7
0— L 37 4 ¥ a2 b—y 3 E— K Tipdhcp snoopingdatabase =~ > K& H L £,
DHCP AX—E' v I H =T 4 =7 WITHI2iF, Zoa~xr RonoB i LES,

ip dhcp snooping database { crashinfo: url | flash: url | ftp:url | http:url | https: url

| rep:url | scp:url | tftp:url | timeout seconds | usbflashO: url | write-delay
seconds }
no ip dhcp snooping database [ timeout | write-delay ]
abor
B DEREA crashinfourl crashinfo Z [l LT, =

V2R Bl nT —4
N—Z2DOURLZHEELET,

flash:url flash /LT, = FU %
AT Do DT — X R— 2R
? URL Zf57E L £,

ftp:url FTP #fEHL T, = NV %
KT D120 DT —Z _— A
?D URL ZHEE L E7,

http:url HTTPZfEH LT, = hU %
AT D72 DF —F ~_— 2
@D URL #HELET,

https:url % 27 HTTP (HTTPS) #%fii
MLT, = MY ZHT 5
TeDDT —HX—ADURL %
fRELET,

rep:url JE&— hat— (RCP) %f#
HALT, = b ZKMNT 2
72O DT —H _X—ADURL %
RELET,

scp:url X7 ar’— (SCP) ZfEMH
LT, =2 MU 2T 572
HOF —H_— 2D URL %5
ELET,

tftp:url TFTP#fEH LT, = FU %
BT 272 00DF — 2 _N—2
®D URL Z#fiE LE T,

t*2U74 |}



. ip dhcp snooping database

t¥auFq |

timeout seconds Xy A HALT TRV
2—N)VERBELET, BR
51X 0 ~ 86,400 ¥ T,

usbflashO:url USB flash #ffH LT, = k
VBT BT —H
N—Z2DOURLEZHEELET,

write-delay seconds 2—7 /)L DHCP AX—t" 7
TR 2T — BN
INTHEH, DHCP AX—F
vy Y EAEY— A

EXIALT B ETORMZE
ELET, AMAEI 1S ~
86,400 7 T,

ATV R FI4)k DHCP AX—VE U7 F—H_X—2 IR EINTOERA,

9T R E—F sua—s ) ary7 4 Xalb— 3 (config)

avy FERE 1)1)—=x EEAR

Cisco 10S XE Gibraltar 16.11.1 Zoa<wy RREAINEL

77

FEREDAHA RS2

Zoa<wy REANT BRI, A v Z—T7 24 ALETDHCP AX—E 2 T %A X —TNIZT 5
WEENH Y F£9, DHCP AX—E > 7% A 3x—7/LIZF 521X, ip dhep snooping =~ > R%&
FRLET,

WIZ, TETP #fEH L TF—# _X— 2D URL 2 ETHH %2~ LET,

Device> enable

Device# configure terminal

Device (config)# ip dhcp snooping database tftp://10.90.90.90/snooping-rp2
Device (config) # exit

KIZ, DHCP AX—¥ 7 x> h U B — N ICE XA E TORMZHET 541
wRLET,

evice> enable

Device# configure terminal

Device (config)# ip dhcp snooping database write-delay 15
Device (config) # exit

B tx2U7«
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ip dhcp snooping information option format remote-id .

ip dhcp snooping information option format remote-id

F7varVE-FIDY T T ar ZRETDITNE. T ADTa—rL a7 ¢
¥ = L—1 3 > F— K Tip dhcp snooping information option format remote-id =2~ > K % {# /]
LET, 774V OVE—RNIDHTA T 3 U ERETHICE, Z0a~r KonofBlz
HHLET,

ip dhcp snooping infor mation option format remote-id {hosthame | string string}
no ip dhcp snooping infor mation option format remote-id {hosthame | string string}

EXDiRHA hostname FRAZADKRAMZEYE—FID & LTHEELET,

string string 1 ~ 63 ™ ASCII X5 (A~X—27 L) AL, VE—MID ZEELE
K

AT RFIAILR FNRAZADMAC T R A%, VE— KID T9,

9T R E—F Ju—sN)L a2y 7 4 X alb—3 3 (config)
A%y FEE 1y—2 RERNE
Cisco 10S XE Gibraltar 16.11.1 Zoavwry RPREAINEL

770

FEEEDHA KS4 > DHCPAX—E U IBEZAIT 5T, ipdhepsnooping 7 B — 3L a7 4 Fa b— g
vawy REFEHLTDHCP A X — 0 7 & 7 a— )Ll 32— T HMERH Y 9,

T a v QEEENRA R —TNVDEE, TNV DYV E—NIDYV T F T a3 I TF A A
DODMACT RLATY, Zoavwy REFEHATLIE, T/ ADKA N ET-1X63 D ASCIT
LFH| (A=) OWTInEVE—RID &L LTHRETEFET,

Y

(¥ FAMPSXTFEBEZLEA. VE—FIDRETIL 63 LTFURTEAKINET,

KOFITIE, A7 arQIVE—FIDYTA T a v 2RETLIHEZTRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp snooping information option format remote-id hostname
Device (config) # exit

I X7+« .



t¥auFq |

. ip dhep snooping verify no-relay-agent-address

ip dhcp snooping verify no-relay-agent-address

B DEREA

aAvY R FI4ILE

AR E—F

DHCP 7 FAT7 v hAvE—VDY L—2—V 2 b7 RL A (giaddr) MEETE 20—
NEDIZTATY I N—RUx27 7 RLRIZ—HKTHZ L &MERL T, DHCP AX—E' 7
MEE T 4 E—7 T DI, Y e— L a7 4 X2 L—3 3 v F— R Tipdhepsnooping
verify no-relay-agent-address =~ > R&fiH L £7, MiEx A4 3—7 /T 512X, Zoa~
Y RO noBEXAEEHLET,

ip dhcp snooping verify no-relay-agent-address
no ip dhcp snooping verify no-relay-agent-address

ZoOa=y FIZEBIEELEEF—TY—FEH Y EH A,

DHCP A X —E v ZHERETIE, B TEXARWVWA— KN EODHCP 7 74TV b A v =YD Y
L—T—V =z FMIPT KL A (giaddr) 74—/ KPR 0 THDHI EEMERLET,

Jua—s )L ary7 4 Xalb— 3 (config)

avy FERE

FEREDAHA RS2

)1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 ooy RREAINEL
77

F 7 4L hTid, DHCP A X — b Z i TIx, [ TE 2R — K EODHCPZ T4 7 K
Avt—VDYL—2—T =2 FDIPT FL A (giaddr) 74—/ K0 THDHZ & a2MERL
9, giaddr 7 4 — L FAN 0 TRWES, AvE—YEkay7&nEzd, Bifz27 1 &—7
23 % I2iE, ip dhep snooping verify no-relay-agent-address =~ > RZ&fH L £, MiEx
BEA 32 —7 W9 521X, noip dhep snooping verify no-relay-agent-address =~ > R % i
LET,

WIZ, DHCPZ 74 7 > b A vt —V O giaddr ik & A X — 7 W T 562~ LET,

Device> enable

Device# configure terminal

Device (config) # no ip dhcp snooping verify no-relay-agent-address
Device (config) # exit

t¥alT4a
88
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ip http access-class .

Ip http access-class

HTTP Y —"~D7 7 2 A ZMIRT 272 OIMEMT 27 78 A Y A MERET DL, T u—
SNV a7 4 F¥ 2 b— 3y T— KT iphttp access-class =2~ > K& L E9, LARTICE
ELTZT 78R A NOREMITEHIBRT 2I12E, Z0avr ROonoBREEH L ET,

ip http access-class { accesslist-number | ipv4 { accesslist-number | accesslist-name }
| ipv6 accesslist-name }

no ip http access-class { accesslist-number | ipv4 { accesslist-number | accesslist-name
} | ipv6 accesslist-name }

B DEREA

AR R FIAILE

AU R E—F

e

accesslist-number | Y m— )L 3> 7 4 X2 b —3ar avy N accesslist A L TRE
ENbH, 0~99 DIEHETP 77 AU 2 N7,

ipv4 Y X 27 HITP Y —_~DT7 7 B A %ZHIBT 2L HICIPvEaT 72X U R
MEfRELET,

access-list-name  |ip accesslist =~ > K CTRRE SN TIEHE IPv4 77 & A Y A h DA,

ipv6 ¥ 27 HITP — "~DT 7 & 2 ZH[B+25 L 52 IPv6 7 7 & 2 U %
NEtEELET,

T A UA ML, HITP U —RIZi3@#HA SN ET A,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDAA RSM4 Y

3l

)1)—2R EEAR

CiscoIOS XE Gibraltar 16.11.1 | =D~ FBEAINE LT,

ZOaw Y RRREENTWDE E, FBEENEZT 78 A U 2 MIHTTP Y —ZEH Y B THN
F9, HTTP U — N3, B2 Z 0 ANDHINCT 78 A ) A b afER LEd, HRICklT 5
L. HTTP Y — N3 B R 2R L8 A,

WIS, T78A VA RE20ICEHR LT, HTITP —ZHID B THHERLET,

Device> enable

Device (config)# ip access-list standard 20

Device (config-std-nacl) # permit 209.165.202.130 0.0.0.255
Device (config-std-nacl)# permit 209.165.201.1 0.0.255.255
Device (config-std-nacl)# permit 209.165.200.225 0.255.255.255
Device (config-std-nacl) # exit

Device (config)# ip http access-class 20

Device (config-std-nacl) # exit

WRIZ, IPv4 DRREFHAT 72 A U A M&EEFR LT, HTTP — ZE| Y BT H 4| %2R
LET,

t*2U74 |}
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. ip http access-class

Device> enable

Device (config)# ip access-list standard Internet filter
Device (config-std-nacl) # permit 1.2.3.4

Device (config-std-nacl) # exit

Device (config)# ip http access-class ipv4 Internet filter
Device (config) # exit

BEa<w> KR av U R i AR

ipaccesslist (IDZ7 7 A YAMIEIVLET, 77HAVA DAy 7 4 Xal—a
T—FZBBLET,

ip http server |HTTP 1.1 #—/% (CiscoWeb 77 % oo—W f L X —T = A% ET) & A
F—T NI LET,

B tx2U7«
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ip radius source-interface .

ip radius source-interface

T RTOREIE RADIUS N7 v Mt L THRESNTEA v F—T A ADIP T KL AT
5L DIZRADIUS AR ET DX, Z/r— YL a7 4F¥al— a3 E— FTipradius
source-interface =~ > RZHEH L9, X TOH(E RADIUS /X7 > MIk L THRE Sz
AE—=T 2 A AZADIP T FLVAZMEH LAWK 9IZ RADIUS X ET HIiE, Zoavr K
D no FEAEFEHL ET,

ip radius source-interface interface-name [vrf vrf-name ]
no ip radius source-interface

BX DA

ARV R TIFIE

AR E—F

interface-name | RADIUS 3 X COREE/ 7 v MERT 541 v 4 —7 = A ADLRTTT,

vrf vrf-name (%) Virtual Route Forwarding (VRF) HALOFE T,

T 7 4 v N OBEMEREIZSH W FH AL

Ju—n)L a7 4 ¥ 2 b—3 3 (config)

avy FERE

FRLEDHA KS1 Y

Jy—2 EENE

CiscoIOS XE Gibraltar 16.11.1 | ==~ RpREAINF LT,

Zoawy RiE, TXTORIE RADIUS /N7 v hOEEILT RLRAE L THERT LA % —
T2AADIPT RLVAZRETDHIHAICHEHALET, A X —T A ART v 7IRETHD
B, ZoIP 7 FLAMEFA SN £, RADIUS B —Tix, IPT7 RLAD Y & b Z{fH7
HROVIC, TRTCDOFRY bT—T TIRVAIZTAT 2 MK LTI ODIP T KLAT Y b
VEMATEET, AV X —Tx2A ANT v TIRETHDLNE T L IRRETH 2 0T BfRR< |
BTSN TWAEAL A —T =2 ZADIP T RLABMEHENE T,

FRZ, V=2 IZEBDA =T =4 ANRHY | FFEDN—F DD DT X TORADIUS T v
MZFE—=D P 7 FLAREEND L O I2T 285G 1%, ipradiussource-interface =~ > R73%
SHET,

FBESNTA L E—T oA RZHDBRIP T RLARHY , 7 v FRETRWE . REITED
IR EH A, FBESHIEA LV F—T A ZTARRIP 7 RLARRNBERX 7 L RRET
»5%E . RADIUS IZ X > TAAA = ~O 72— MIXIST 2 m— AV IP S @EIRS L
F4, THEBMT AT, A F—T A ATENRIP T FLAZBINT A0, FDA
H—T A A%&T v IREIZLET,

_@ZV/F%VRFﬁuf RETHITIE, vrifurf-name ¥ —U — REBIAFEHLET, =
W&, 2—Fon— MIBIOZ—FD)— bk L OFHABURB 2 NERON—T 4 7T —T
IVEFIFEEET — TNV A TEX F 4,
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. ip radius source-interface

Bl WIZ, T_XTDFIE RADIUS X7 » M LTA v H—T =24 A2 DIPT KL A%
42 X 912 RADIUS #RETAH %~ LE T,

ip radius source-interface s2

RIZ. VRF DEZRIIK L TA X —7 = A % Ethernet0 D IP 7 FL A& AT 25 X9
\Z RADIUS # & ET HH 2R LET,

ip radius source-interface EthernetO vrf vrfl
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ip source binding .

Ip source binding

ABT AT IP ) —ANL T 47 2 MY ZBINT 521X, ip sourcebinding =~ K
PEALET, ZEZT A v I IPY—ANRNL T 407 2 N RHIBRT 53, coavy
RO no X AEHEHLET,

ip sourcebinding mac-address vlan vian-id ip-address interface interface-id
noip source binding mac-address vlan vlan-id ip-address interface interface-id

BX DA

AR R FIAILE

ATV R E—F

mac-address NRA VT 4V ITRHEBEMACT R
L ATY,

vlan vlan-id LA ¥ 2VLANID #¥ 8T L %
T, ARNRMEIL 1~4094 T
7,

ip-address NAVT AV TRRIPT KL
ATY,

interface interface-id WA B —T =2 A4 ADID T
7,

IPEETNNAS T4V TIEIREINTOVET A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy FERE

FEREDAA RZM4 Y

Jiy—=x EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

ZoavwrRE RET 4T IPY—ANRNAL T 4T = NPT ERBINT S
TEET,

nofEid, IS HIP Y —ZA L U F 472 b U ZHIBRLET, BIBRAERFRICIITSN
B0, TRTOMENT A= PEMHIC—HLRTNERY A, EAXAXT 47 1P
NRA T 47 2 FUIEMAC 7 FL AL VLAN B SR F—THHZ LICEELTLES
VW, 2= RIZEEFEDO MAC 7 KL AL VLAN H5RNEEN556. oA T 407 =
Y MUMMERENARDOVICBEFEONRA T 4 T 2 RUDBH LW T A—Z THHINE
RS

ROFITIE, AET 47 IPV—ARNLUT 407 = M) &IN5 5E%ERL
=7,

Device> enable
Device# configure terminal
Device (config) ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
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. ip source binding

gigabitethernetl/0/1
Device (config) # exit
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ip ssh source-interface .

ip ssh source-interface

A B =T 2 A ADIPT RLAZEX2T =/l (SSH) 7 IA4 T2 FTFAAL ZAOEETT F
VAL LTHRETDIZE, Za—L a7 ¥ ab—y g F— K Tipsshsourceinterface
avy REFALET, BEXT7 FLALELTHRELEZIP 7 RLAZHIBRT 212X, o=
~ U RO noBEXEHEHLET,

ip ssh source-interface interface
no ip ssh source-interface interface

BX DA

interface | 7 KL 2% SSHZ 94 7> hDOREETLT FLAL LTHHATHA v Z—T =4 A,

AR TFIHILE

AR E—F

RN DITNA VX —T 2 ADT RUANEELT LA LTHEHAESNET Rbiow
A B =T xA ALSSH N7 v FREEINLIHINA v X —T = ATT) ,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K4V

3l

1)) —= EERNRE
CiscoIOS XE Gibraltar 16.10.1 | = o=~ R A INE L7,
Cisco IOS XE Gibraltar 16.11.1

oA RERETAILICEY, SSHZ 94T FOEETLT FLRE LTHEETA v
B =Tz ADIP T RVAZMEHT D L HICHH c& £,

OB TIL, GigabitEthernet f > % —7 = A A 1/0/1 IZHID ¥ THNIZIP T RL AR
SSHZ 747 v FOREILT FLAL LT EhET,

Device> enable

Device# configure terminal

Device (config) # ip ssh source-interface GigabitEthernet 1/0/1
Device (config) # exit
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t¥auFq |

ip verify source

A B =T 2 A A LD Y —=A T—=RFeAMNTHI0E, AV =T =2 A AT 4F =
L—y a3 E—RTipverifysource 2~ > REEHALES, IP VY —R H— FEEHTTDHIT
X, Zoa~vr RonoBREHEHLET,

ip verify source [mac-check][tracking]
no ip verify source

mac-check (&) MACT7 RLARIEIC LB IP V—%
H— Ko A F—T M LET,

tracking (FE) R— R THIPT N2 25845
7-DICIPHR— X2 T 424 RF—T NI
LET,

AU R TIHIE

ATV R E—F

P EIETLA — RIZF 4 E—7 LT,

AB—T A A AT 4F 2l — 3 (config-if)

avY RERE

EREDAARZA4

3l

J1)y—2= EENE
Cisco IOS XE Gibraltar 16.11.1 Zoavwry RPREAINEL
720

EETIPT RLRA T4 B ) X BIP Y —A H— RaA F—7/MTT 5, ip verify
source f v F—Tx2A AR AT 4 Fal—ary avy REFHALET,

BETIPT RLA T4 LH ) U ITBEOMACT RVARGECE D IP Y —A H— R& A F—
T T BT, ipverifysourcemac-check f ' X —7 = A A a7 4 Xal—v gy avy
REFERHLET,

WO TIE, FETIPT RLA 74 NVZ Y TICEDBIP Y —RA =R Z—
T A ALTA R—T W TBHEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip verify source

Device (config-if)# end

WROFITIE, MACT RVADKGEIZ LD IP Y —A H— REA 32—TNWZT 5 5Ex
RLUET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip wverify source mac-check
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ip verify source .

Device (config-if)# end

R H RS HI2IE, showip verify source 2~ R&E AN LET,

| t*2U74 |}



. ipv6 access-list

t¥auFq |

Ipv6 access-list

IPV6 7 7 BA VA REEELTT NS AZIPVT 7 EBA YA a7 X2l — g T—
RIZERET DI, Ze—rL ar 7 4 Fab—v gy T— RTipvbaccesslist 2~ K&
FERALES, 778A VA MEZHIRT2I2E, Z0a<vr FonoBREHHLET,

ipv6 access-list access-list-name | match-local-traffic | log-updatethreshold threshold-in-msgs
| role-based list-name

noipv6 access-list access-list-name | client permit-control-packets| log-update threshold |
role-based list-name

B DB

i
&

avY KT+

aAvU R E—F

ipv6 access-ist-name A & IPv6 ACL (iR 64 305°) ZAER L. IPv6 ACL =12/
T4 X2l —ar®—FERBLET,

access-list-name : IPv6 7 7 & A U A h DA |, ARNIEL, Ai—
A, BRI AL ENTET, £, HFTHDDH T LITT

TEHA,
match-local-traffic H—ANVTERENTZ N T 74 v 71T 2 RE2ARIC L%
-éAO
log-update threshold WD > S O—FRIZ, syslog A v B—UEBERT 5k
threshold-in-msgs BRELET,

threshold-in-msgs : Ak XL 5 37 v Mk,

role-based list-name 7 —/L~_—Z D [Pv6 ACL Z{FR L £,

IPv6 77t A JAMIEBENTWERA,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

FEREDHA FS1 Y

)1)—=R EEAE

Cisco IOS XE Gibraltar 16.11.1 | = pa~<> RREAINE LT,

IPv6 ACLE, Zou—/ 3L 37 4 ¥ a2l — g £— RTipvbaccesslist =~ K& 9
HIETERSIN, TOHFREHEGORMEIZIPV6 T 7 A VAN a7 4 Falb—v gy

EF—RFRTdeny a2~ FBXUpemit 2~ FEfiHT 52 & TRESNET, ipvbaccesslist
OV RERETDHE, TRALRAXIPVOT 7 EBA VA ary 7 4 Xalb—i gy F—RIR
DNET, IPV6TI7ERAIVAN a7 4Xalb—gy T—RFhb, BEESD IPV6 ACL IZ
AT L ERORMFERETEET,
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3l

\}

ipv6 access-list .

G¥)

IPVv6 ACLIZ—BERABNI L > TERINE T (Pv6 ITFEEF T SN/ZACL #¥ R —F LEH
A) o IPv4 ACL & IPv6 ACL IZ[F U4 RiIZF T 8 A,

IPv6 X, Z7a— L a7 4 X2l —2al B— K06 IPv6 778X VAN a7 %2
L— gy E— RIZAH IS permitany any A7 — k 2> B LU deny any any A7 — b
AbhTTa ha) 247 L TCHBRICRESNET,

IPv6 ACLIZIZZEN LA, RIS —E L7k & LT, K2R permiticmp any any nd-na 27—
A2k, permiticmpanyanynd-ns 27— h A~ BILWMdenyipv6anyany A7 — K A
F3BH 0 £T (IO 2 DD —F 1L, ICMPv6 A N—ERZZHF A LET) , 1 DD IPv6
ACL 21X, BEBRD denyipv6anyany A7 — b A v & FIZT L7222 Eb 1 DDOx
YRUDBEFEENTODLIRENRS Y E7, IPv6 R A N—RE T ATIE, IPv6 1y NU—7
Y —E 2R EFNHT D0, TT7HINVET, £ F—T A A LETDIPVE XA N—{RF T
N DEZAZ D IPV6 ACL I X o THEBRIIZFF A S E T, IPvd DIGE | IPve A N—ER T 1
T RHYT BT FLUAfER7 e 2 (ARP) TiL, @ROT—42 Vo rE7re ks anzf]
32720, 774V T, A0 F—Tx2AALETOARP N7 v FOEZ(EH 1Pv4 ACL 12
Ko THREBRICEF T S VE T,

IPv6 ACL % IPv6 A % —7 = A AIZiEH T 5 121%, access-list-name 5134 f57E L C ipv6
trafficfilter f v % —7 A XA a7 4 Fal— gy avy FEEHALET, IPV6ACL 27
A AL DFEER LG IPve (AR AR BRI #5121, accesslist-name 51 ¥ A 57 L
T, ipv6accessclass 71 v a7 4 Falb—vary avr ReFEHLET,

ipvetraffic-filter =~ RCA v ¥ —7 = A AIZ#H 45 IPv6 ACL 1L, 7 /31 AT K- TH
BINEITFT7 4y 7 TERL, BESNTL N T T4 v 727 A VZUBLET,

WIT, listl EWVOAFTO IPV6 ACL ZiREL, T/ A& IPv6 7 7 EAX YA | 2
TA4FX2l—vary E—RITHHERLET,

Device> enable

Device# configure terminal

Device (config) # ipv6é access-list listl
Device (config-ipv6-acl)# end

WIZ, lis2 LW I ARTD IPVOACL R EL, TDOACLEA —H Ry A ¥ —T =
AA0 LORENT 74 v 7 ITHEMT 6 2R LET, KT, IO ACL = R
I, * ¥ K7 —7 FEC0:0:0:2::/64 (E{ETLIPV6 T RLADKYID 64> b & LTHA
ka—An 7 V7 4w 7 A FEC0:0:0:22 Z£F>/3% v ) 7 GigabitEthernet f > % —
Tx2A X2 THTS 2L ZHERLET, 2FBOACL = UL, ZOMo
TRTCOITFT T4 IBA =Ry b A F—T 2 A ZA0NLHTITL Z EEFFAIL
T3, 2/DOT U R UL, 45 IPv6 ACL DK IZHEERAI 7 deny all 50038 5 729,
MEEE 720 FT,

Device> enable

Device# configure terminal

Device (config) # ipvé access-list list2 deny FEC0:0:0:2::/64 any

Device (config) # ipv6é access-list list2 permit any any
Device (config) # interface gigabitethernet 0/1/2
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. ipv6 access-list

Device (config-if)# ipv6é traffic-filter 1list2 out
Device (config-if)# end

B tx2U7«
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ipv6 snooping policy .

Ipv6 snooping policy

IPv6 AX—E L7 R —FREL, IPV6AX—E LV a7 4 Xal—arE— N5
BT 52k, Zu—sL a7 ¥ a2 b— 3 2 E— KT ipv6 snooping policy =2~ > K& fii
FALET, IPv6 AX—E 7 KU —ZHIRTHI2E,. Z0avr RonoBXE#EALE
R

ipv6 snooping policy snooping-policy
no ipv6 snooping policy snooping-policy

BX DA

AU R TFI4ILE

AR E—F

snooping-policy 22X —t'v /" RY P —Da—HEFES, RU T —L TR 72058
(Engineering 72 &) FE7213%H (0728) #EHTEET,

IPv6 AX—E 7 RY T —IREENTWOER A,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K54

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RBEAINEL
776

IPv6 A X —E v 7 R —%ERT 5121, ipv6snoopingpolicy =~ > K&fH L £9, ipv6
snooping policy @~ > RWA Rx—T7 VDA, a7 4 X2 b— 3 F— KN IPv6 A X—
By arz 4 Fal—varyE—RCERESRET, ZOF— RTHE, BEHEDKOD IPVv6
Tr7—ANRy X2l T4 avr RERETEET,

s devicerole 2~ Rid, R— MIEHINTWELT AL ADOR—/LERELET,

« limit address-count maximum =< > Ki%, A"— F A TE 5 IPv6 7 KL 2D ZEHIR
LET,

s protocol =<~ > R{%, 7 KL A% Dynamic Host Configuration Protocol (DHCP) ¥ 7zi%
Neighbor Discovery Protocol (NDP) TIUET HMERH L Z L ARELE T,

e security-level =<2 Rk, @HINL2EX 2V T OV VEEELET,

etracking 2~ > Fix, R—rOFT 73NV DT X T R —% EEXLET,

s truged-port =< Rk, R— F2EHTEHLR— L LTRELET, 2FED, AvE—
VEZAG LI & FITHGENRREMICETIN DD, Fo7o ETSNERA,

WIZ, IPv6 AX—E 7 R o—2RET HH 2 R~RLET,

Device> enable
Device# configure terminal
Device (config) # ipv6é snooping policy policyl

X7+« .
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. ipv6 snooping policy

Device (config-ipv6-snooping) # end
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key chain macsec .

key chain macsec

A X — (PSK) Z2HIEGT D720 T A A X —T = A AD MACsec F—T =— 2 D
ARiERETHITIE, Fa— L a7 4 X2 L—3 3 F— KT key chain macsec =~ >
REHHLEYT, CDPEZT 4 E—7 T 512k, Z0oa<wr RonoBRXEHHLEI,

key chain namemacsec
no key chain name[macsec ]

BX DA

AR TFIAILE

aAvU kR E—F

name x—%HG4 5720l 25— F = — 2 DL,

key chain macsec [T/ > TWET,

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy FERE

Jiy—=x EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwy RRHEAINEL
7=,

Wiz, 128 By FOFEFHA X — (PSK) ZHET 572912 MACsec ¥ — F=— 2%
BRETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 1000

Device (config-keychain-macsec) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-macsec-key) # key-string fb63e0269e2768c49bab8eef%9a5c2258f
Device (config-keychain-macsec-key) # end

Device#

Iz, 256 €y hOFFHEA F— (PSK) ZHfG T 572DIZ MACsec ¥ — F=— %
RETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 2000

Device (config-keychain-macsec) # cryptographic-algorithm aes-256-cmac

Device (config-keychain-macsec-key) # key-string c865632acb269022447c417504alb
£5db1c296449b52627ba01£2ba2574c2878

Device (config-keychain-macsec-key) # end

Device#
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. key config-key password-encrypt

key config-key password-encrypt

2AT 6 DR HX—%77 A4 ~— K NVRAM [ZfR(FTDHICIE, Zu— b a7 4 Falb—
3 v & — KT key config-key password-encrypt =2~ > K& L£d, W5tz T +&—7
ST HICE, Zoa<wr FonoBERXAHEH L £,

key config-key passwor d-encrypt [text]
no key config-key passwor d-encrypt [text]

X DA tet (%) Password F7/-13 master ¥—,

GE)  FAEAXF—RNEZICbHAESNANWE I ITT L0, text BIEUIEHE
EINEAw =1/t /5’ 7774 7%F— R&EM (keyconfig-key password-encrypt
g~ RE AN L7HBIC Enter $—%2MH) 952 L 2HEL 9,

AR R FIFNE FAT6NATU—RIESX—137 T A ~N— b NVRAM [ZfRfF SN EH A

ATV R E—F Ja—s)v a7 4 ¥ alb— a3 (config)
avy FER )1)—Xx EENE
Cisco IOS XE Gibraltar 16.11.1 Iawy RREAINE L,

EELEDOHA KS4y CLIZHEALT, YL—rTF A MONRT— RE XA 76 A TNVRAM ICZRITRAFTE
T3, XA T6MNRAYU— NI EL SN TWET, B SN7=/RA U — FAKEZ, MERL
TEOBAGL7e0 252 LITFRETT A, ZNE2ESLL TEEONRAY— RERET L Z & 1X
K9, key config-key password-encrypt ==~ >~ K% password encryptionaes =~ K& &
T2 &, mAT—RERELTA FX—T I TEET (F—DOREBLICIT B —Hf
FTH D EERFEEE (AES) MAMEH EHET) . keyconfig-key password-encrypt =~ > K
EHEALCRESNIZANAT—F (F—) X, 71 ANOZDOMT R TOX—%2 5T 5
TAF—REEXF—L L CHEHINET,

password encryption aes =~ > F& g% D BE, [AIRFIC key config-key password-encrypt =2~

v R&FRE L7\ & show running-config =~ > KX° copy running-config startup-config =t~

¥ Rl EDRRGE SN TO LB AR EFEMEERL (NVGEN) 7 AHPIZRO X H e A v —
Vs ENET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
INAT—FDER

keyconfig key passwor d- encrypt:m?‘/ REFEHLTRRAT =R (v AF—F—) BEREIN
7256, SRIEREE I LEINZSGAITIE. VARLIARNIDNL, XA T 6RERlHAINT
I/\E>777)/7“—*‘/5 ./’E‘/:."‘/I//\\ ERAIOXF— L EBHFHZOXF—NEINET,

INR T — FDHIBR
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key config-key password-encrypt .

key config-key password-encrypt =~ > R&ZMH L TREINIZYAF —F =NV AT A5
HIBRSID &, AT 6D/NAY — RTRTHMEHARANZ2 5 &) NEOEEN ) SivE
T (FRfIC, EEHO T v o7 b ERRINET) . BEXF 2 VT 41K E LT, bz
NRAT— R, CiscolOS Y7 hv =TIl ko THEbLEND Z Lidal a4, =720,
TTICHALIEL I, RRATU—FEHESTHZ LT TEET,

key config-key password-encrypt =~ > RZfEH L TRIE SN/ SA T — N, —EZkRkbh b
LHETEEEA, £OTD, NAT— FEZERGTRAFL TB 2 2R L £,

INR D — FIESE DR EAERR

nopassword encryptionaes =~ > R& Ml L T/SA U — RiF AL OREZ ML T BEFED
BAT 6 /XAT— RITXTEHEINTIZFRINVE T, key config-key password-encrypt =~
VREMHLTRE LILANRAY =K (XX —F%—) BZbhX, 77V r—va o TREIDG
CTCHAT 6 /AU — R&EstTEET,

INRT— FDORTE

(key config-key password-encrypt =~ > Rl L TRE I N2) /AT — RiFFEEICS T
Bl TERWIZD, TAAL AMBARAT— RERGT 2 HEZH Y FEA, BHFEOEHRRAT —
varTiE, ZOREFICEF =SSN L OMbEND 2L THD T, NAT—FORNEE
(s ZEemTExET, ZOHE, NAT— NIEHAT — a VINEICZ IR T D40
EWRHY F£9, TFTP 2 L TIREFESNEREIL, AL R7arTlEhnizd, 75 A
IZiEn— R T £ A, HEET A Ao — RT50H1#%I12i%.  (key config-key
password-encrypt 2~ > RZH L C) AU —RNZFEHCBENT2HERHY T3, Zo8
AU — RNE, REFSNERECTFHTEMTEET, 7L, ZRICE> TRENDOTXTO
RAT—= REHOPERALTEDL LI ITRDTID, FENCL D XA T— ROBIMI THhRNZ
EERHEREL 7,

PFRNARD— FEEEFTBANIT— FORE

ANERTT > 8T 2 RR=Z R LIS U, ZRR~ A Z —F —|ZHE LRNGER~ A
Z—=X—=NFELRWGEETH, XBELIIREFSNET, LELIOBAICETI— Ay
T—UNEIRINET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAR =X —HHHRICRETSHE, L= THF A FOF—ITT R S{LEN, A4 76D
F—ZRVET, TTICZAT 6 THHIF—IIE LI T, BIEORENER S NE T,

BEfF D~ A —X—N Kb GA. I3 ORNERRHDOEA L. nokey config-key
password-encrypt =~ > RZHH L TFD~ A X —F—ZHIfrCTE £4, v AZ—F—%HIkk
LTH, BEFOR L/ SAY — R, B b ENTREBOF ET 31 AFENITHRFFSNE
T TNHONRAT— RFIEFETEEEA,

WIZ., AT 6 DI EF—% NVRAM ITIRTET 502 R LET,

Device> enable
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. key config-key password-encrypt

Device# configure terminal
Device (config)# key config-key password-encrypt

BEav R avw >R £BA
password encryption aes AT 6 DAL ERIIEE X —% A X —T L
ZLET,
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key-server .

key-server
MKA ¥ —H—N"F 7T a3 U ERETHIIE, MKARY v— a7 4 Falb—rary E—F
Tkey-server 2~ RaEfHALET, MKA F—HV— 473 o Z28HT 5121, a~vr
RO no A& L £,
key-server priority value
no key-server priority

BX DA priority value MKA ¥ —H%— D7 F A F VT 4 flEEFEE L

£
ARV R T4 L MKA S == NEEc e > T

ATV R E—F

MKA R v — a7 4 ¥ =2 L—3 3 (config-mka-policy)

av Yy FEE 1) =2 EERNE

Cisco IOS XE Gibraltar 16.11.1 | = pa< RREA XN E LT,
& KIZ, MKA % —4—AZ@RET 5075 LT,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # key-server priority 33
BEa<v 2K Command Description

mka policy MKA RYU v—%iE LET,

confidentiality-offset M 7% > M & E LT MACsee ZBfESHF 7,

delay-protection MKPDU D i%5{5 CIEALR#E LT 5 L ) ICMKAZRE L 7,

include-icv-indicator MKPDU IZICV A v P — R 2 &0 FE T,

macsec-cipher-suite SAK #lUfG T 5720 DI EAL — b ERELET,

sak-rekey SAK F—FAKERERELET,

send-secure-announcements| MKPDU D& E TEX 2T R T F 7 A5 %EET 5 L 512 MKA

ERELET,

ssci-based-on-sci SCIIZESWT SSCI #EME L £,

t¥au7+ I
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. key-server

Command Description

use-updated-eth-header ICV B RICITEH S NToA —F Ry by X —ZEHLET,

B tx2U7«
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limit address-count .

limit address-count

R—= R THEHTEHIPv6 7 R L ADEAHIRT 5121%, Neighbor Discovery Protocol (NDP) A
VAR gy R = ar 7 4 FXalb—ary B— RELIEIPVE AX—E T a7 g
¥al—3 3 F— FTlimitaddresscount =~ > R&EHHALET, T 74/ MIRDITIE,
nofEXoa~<r REEHALET,

limit address-count maximum
no limit address-count

‘X0

'_E_Iu“:I

B

AR TFI4ILbE

aAvU R E—F

maximum  R— K CHA SN TWAST L 20%, &I 1 ~ 10000 T3,

T 7 /b MR EIT IR T,

IPv6 AX—VE 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

ND A VAT gy R — a7 X alb—3 a3 (config-nd-inspection)

av Y RERE

EREDAARZA

Jy—= EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoawry RPREAINEL
72

limit address-count =~ > Fi&, KU =P EHA SN TWDHR— M THEATE 5 IPv6 7 F LA
OEAEHIBLES, A— K EDIPV6 7 RLZADEHIRET L, A F 4T F—T 0
A ZAOHIFRIZENL D £, &L 1 ~ 10000 T,

RIZ, NDP R U > —4 % policyl LEE L, A— M THEMATE S IPv6 7 FL 2D %
25 IZHIRRT 2l 2R LET

Device> enable

Device# configure terminal

Device (config) # ipvé nd inspection policy policyl
Device (config-nd-inspection) # limit address-count 25
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E 7R Y v —4 % policyl LEFRL, N"— M THEMATZ 5 IPv6 7
R L ADEZ 25 ICHIRT o612~ L £,

Device> enable

Device# configure terminal

Device (config) # ipv6é snooping policy policyl

Device (config-ipv6-snooping) # limit address-count 25
Device (config-ipv6-snooping) # end

t*2U74 |}



. mab logging verbose

t¥ayTq |

mab logging verbose

BX DA

AR TFIHILE

AU kRE—F

MAC 3B3ESA 732 (MAB) DU AT LA vE—InbiiEdE 7 4 V2 Y o 73 5101,
Ja—sNL ar7 4 X2 lb—3 3 F— K Tmab logging verbose =~ RZEH L £,
MAB Y AT LA vE—Y0OurX 72T 42 —7MITDI2E, ZDa~r ROno R EH
ﬁHl—/ij‘O

mab logging verbose
no mab logging verbose

ZOoawy RIZIEBIEELITF—U—RIZH Y A,
VAT LA =V OFMa SIIANT o TV ER A,

Jua—srary7 4 Xab— 3 (config)

avy FERE

FEREDHA KAV

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RPREAINEL
776

ZDawr RITEY, MACEEFSA /8% (MAB) AT LA vtE—I00, TRISNARRT
R EDFEMERN 7 4N ) T INET, KA -3 T4V T SNERA,

vertbose MAB VAT A A vt —T% T 4V Z ) 75120, IROFIEICHEVE T,

Device> enable

Device# configure terminal

Device (config) # mab logging verbose
Device (config) # exit

R A ERT 521X, show running-config =~ > R& AL £,

BEa<w> R

avvk HL:L
authentication logging ver bose FAEY AT DA = DEEIERE 7

AR T LET,

dot1x logging verbose 821X T AT LA v —U bt EmRE 7 4
NEY T LET,

mab logging ver bose MACFBRENA /XA (MAB) VAT LA v E—

UinbEMERE 7 a2 ) 7 LET,

B tx2U7«
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mab request format attribute 32 .

mab request format attribute 32

TS A ETVLANID N—ADMACRAEZ A X — T /MZT 5%, Fr— v a7 1¥a
L— =2 %F— K Tmab request format attribute 32 vlan access-vlan =~ > RZ&{HH L &
T, TN IRECETICE. Zoavr FonoBERAH A LET,

mab request format attribute 32 vlan access-vlan
no mab request format attribute 32 vlan access-vian

XD Zoawy RIZiE, SIEERIIF—T— NI A,

ATV R FI4J) ~  VLAN-ID X—2 D MAC BikiXT 4 E—7 L TT,

aAavYRE—FK Ja—s\)ar7 4 ¥ al— 3 (config)
av Y REE == EERR
Cisco I0S XE Gibraltar 16.11.1 Zoawr RREAINEL

77

ERLDHA KS4> RADIUSH— SHRA EMACT KL A& VLAN IZEESWTH LN —FEFRAETE 5 L )
FTAHI2F, 2o~y RZ2EHALUET, Microsoft IASRADIUS — RZ{FHH L=y U — 7
TZOMEZMMLET, CiscoACSIZZDa~y FAMELH L ES,

WIZ. T34 AT VLANID X— 2D MAC RiEtx A X2 — 7 WM+ 502~ LET,

Device> enable

Device# configure terminal

Device (config) # mab request format attribute 32 vlan access-vlan
Device (config) # exit

BEEavT K avU R HoL:L
authentication event B EDHBIHARX L FDOT 7 a B ELE
j—o
authentication fallback IEEES802.1XFRGFE= Y HR— M L7gWr I 4T

%fﬁ0)37j’_—/b/\//57ji4t&fL/7:\Vebuunﬁ%f
FHTLE IR —bEHRELET,

authentication host-mode A— N T~ —r T— RERTELET,

authentication open RN—=b"TH—=TF T I AL X—TNVET
X7 =7 LET,

authentication order A= N THEHT LIRS RDNEFEEE L E
‘a‘o

I X7+« .
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t¥auFq |

avy kR

B

authentication periodic

A— M CHEEE A 2—TNVERITT &
Tz LET,

authentication port-control

T }\@ntuuiEXT_ f\@?@]ﬁﬁ”ﬁﬂ’éff? 7
L szTo

authentication priority

7]‘3_]\705/1’2‘9 5:/1) Ux l\ \—muniﬁﬁ%

authentication timer

802.IX X — hDH A LT T hIRT A—H
AR T A—Z R ELET,

authentication violation

HLWT S, AR — MR T 50, R—

%K#ﬁﬂ%kﬁ@?ﬂ%xﬁﬁﬁbfmé

gg:\%bw?ﬂ4xﬁf MZHEE LT
IZHAET DB E— RERTELET,

mab Zﬁ?’_‘ ]\ ] MAC—based At uﬂz%/]) Z‘ 7‘71/&1 L i
_é‘o
mab eap Extensible Authentication Protocol (EAP) % f{#

AT "—FraRELET,

show authentication

7/\/1’7\67).%&“\77\ /'\’/I)/\:/I\K;ng‘%)
iz R LET,

B tx2U7«
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macsec-cipher-suite .

macsec-cipher-suite

Security Association Key (SAK) #5927 DR 5 A A — M ERET HI2IE, MKA KR Y
V—ar 7 4 ¥ a2 b— 3y F— KT macsec-cipher-suite =~ > K& L 9, SAK DK
T AA— FEEHIT DT, Zoazr FOono BREEH L ET,

macsec-cipher-suite gcm-aes-128 | gcm-aes-256 | gcm-aes-xpn-128 | gecm-aes-xpn-256
No macsec-cipher-suite gcm-aes-128 | gcm-aes-256 | gcm-aes-xpn-128 | gecm-aes-xpn-256

BX DA

AU R TIFIE

ATV R E—FR

gem-aes-128 128 B RHFEIZ LV SAK 2 HUET 270D F AL — FERELE T,

gcm-aes256 256 By REEIZ LYW SAK ZHUST A0 DR S A AL — FERELET,

gcm-aesxpn-128 Extended Packet Numbering (XPN) A 128 £~ MF 512 K VW SAK & Hf54
HI2ODOREEAL— MR ELET,

goMm-aesxpn-256 XPN FH D 256 B MEHIZ L Y SAK ZTET A7~ DDA A4 — N 23R E
LET,

GCM-AES-128 B Z{IZ /N 72> TWET,

MKA RV v— 27 4 X2 L—3 3 (config-mka-policy)

av Y RERE

J1y—2 ZERAR

Cisco IOS XE Gibraltar 16.11.1 | = oz~ RREAINLE L=,

FRLEDHA KS1 Y

3l

F A A GCM-AES-128 3 L IXGCM-AES-256 Dl J7 DIEE AR — F L TV AA1T.
I—PEFOMKARY U —ZERZLTHEAL, BHIZESWT, MIFOREEEZEOD LD, £
7213256 By FOADE 52 ED D LamBEID LET,

WIZ, 256 By M EAL T SAK % iS5 9 5 729D MACsec Bf 5 A A — b 5% €T 5 B
wRLET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-256

EEa<v> R

Command Description

mka policy MKA RV o —%FELET,

confidentiality-offset WEMEA 71y M &R E L C MACsee ZEIESHE 7,
delay-protection MKPDU D 3%(5 CRRIER#EZ T2 L O ICMKAZ R E L £7,

t*2U74 |}



. macsec-cipher-suite

t¥ausq |

Command

Description

include-icv-indicator

MKPDU IZICV A > P — R 2 &0 FE T,

key-server

MKA ¥ —H—"F 75 v 2RELET,

sak-rekey

SAK F—HA MR AR E L £,

send-secur e-announcements

MKPDU OEETEXa T RT F UL A&2EET D L HIZ MKA
ERTELET,

ssci-based-on-sci

SCIICESWT SSCI #EME L £,

use-updated-eth-header

ICV FHEICITE# S hie A —F Ry by X =2 LET,

B tx2U7«
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macsec network-link .

macsec network-link

TSV A H—T x4 AP MACsec Key Agreement (MKA) 7'& k2 )LVEREE AT
A, AV HF—T 2 A AT (F 2l —3 3 F— KT macsec network-link =< > K%
FEFHLET, CDP 2T 4 —7/MZT5I2F, Zoavr FonBXaEHLET,

macsec networ k-link

no macsec networ k-link

B DEREA

AR TFI4ILbE

aAvU R E—F

macsec network-link EAP-TLSFBFE7 1 b 2L 2@l L CTF /A A A X —7 = A ADMKA
MACsec X EZAIMZLET,

macsec network-link (ZHENIZ 72 > TV ET,

AB—Tx2A A AT 4 F 2l — 3 (config-if)

avy FERE

)1)—2x EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

WIZ, EAP-TLS f8fE~7' 1 ha v &fEH LT, 1 v ¥ —7 = A AT MACsec MKA %%
ETHHERLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/20
Device (config-if) # macsec network-link

Device (config-if)# end

Device#

t*2U74 |}
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. match (79X Ty FarvIqa¥xalL—vay)

match (7o +tX 2w JavJ4FalL—3Y)

VLAN v 7 Z 1 DFERI3EEDOT 7 A VA ey hERBET DL IICHRET HIZ
77?17yﬁ3774¥1V%V5V%%memmﬂva%ﬁmbiTo*ﬁﬂ7f%
2 EHIETAICIE, Zoavry FonERXREFEHLET,

match ip address namenumber [namenumber] [namenumber]. .. |ipv6 address namenumber
[namenumber] [namenumber]. .. | mac address name [name] [name]. . .

no match ip address namenumber [namenumber] [namenumber]. . . |ipv6 address namenumber
[namenumber] [namenumber]. .. | mac address name [name] [name]. . .

B DEREA

AR R FIHILE

ATk E—F

ip address X7y hEZIPT7 RLA TR VR NEBET LT 7R vy T %

RELET,

ipv6 address 47y FEZIPv6 7 KL A TV ER URRNERETALHICT V7 ERA vy S
ERELET,

mac address X4/ v NEMACT RLA TZ7ERA UVRRNEBETAHLEIICT /7 ERA vy S
ERELET,

name Ny NEBRETAHT 78R U A NDOLETTT,

number Ry NERETAT7EAY A NOERTT, ZOF 7 a i, MACT

7 A YA ML TEES T,

TN NDOT I arTiE, — BT A—Z X VLAN v v SIS EE A,

TR A~wy T a7 4 ¥ a2 l—3 3 (config-access-map)

avy FERE

FEREDHA K542

=2 EENE
Cisco IOS XE Gibraltar 16.11.1 ZThavwr RREAINELE,

vlanaccessmap 7 H—/ L a7 4 Xal—v gy avw sy FEFEALT, 778 A~y 7 =
V74X alb—var B— RERBLET,

1507 72 A VA MDAHATELIIEZZANTLLERDH Y £, TOMITER T,
Ty MEIDFERBEEOT 78 A Y A MIH L TRAETEES, W0l X b *ﬁ
ToL IO EHELTHTV Y PERET,

TR A~Sy a7 4X¥al—y gy EF— Tl match =~ &M LT, VLAN
WHINAVLAN~Y vy 70— H& M 2EFXTEET, adiona~r NEHHATLHE, 7y b
DEMIZ B LT e XICFETTHT 7 a v B/ ETEET,

Ny ME. RCL7ae haylb 24 7F7O7 782 VAR LTETRESNET, IP X7y
MI.IP727®RA Y RMIXLUTHREIN., IPV6 /X7y MIIPV6 T 7 A U X ML TH
A&, FOMONRry MITXTMACT Z7E®AX URARMIGLTRESHET,

B tx2U7«
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1

match (77X <3y FarvJqsF¥aL—3Y) .

L~y 7= hJIZ, IPT RLA, IPv6 7 FLABLIOMAC 7 RLRAZFETE £,

WOHITIL, VLAN T 7 A < v 7 vmapd % iEF L C VLANS & VLAN 6 (Zi
FiEERLET, TOT 78Ry AT, X7y RTZEA YA balR IZE
nNieE&ic—8%4s&, 4% — 7I4ximﬂﬁyh%%my7bi#o

Device> enable

Device (config)# vlan access-map vmap4

Device (config-access-map) # match ip address al2
Device (config-access-map) # action drop

Device (config-access-map) # exit
(
(

T
HE

Device (config)# wvlan filter vmap4 vlan-list 5-6
Device (config) # exit

R HTeRT D I21%, show vlan accessmap =~ > R&E AN LET,

t*2U74 |}



. mka pre-shared-key
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mka pre-shared-key

FEidA X — (PSK) AL TT /A AA X —7 =14 ADMACsecKey Agreement (MKA)
MACsec ZiXET HIZIE, /7 r—L a7 4 ¥ a2 b—3 3 F— KT mkapreshared-key
key-chainkey-chainname =~ > K&l LEJ, CDP%2T 4 E—7 T 5I2iF, ZDavy
RO no A& L £,

mka pre-shared-key key-chain key-chain-name
no mka pre-shared-key key-chain key-chain-name

B DEREA

AR TFI4ILbE

aAvU R E—F

mka pre-shared-key key-chain pSK Zffifj] L TF /34 A A v Z—7 = A ZAD MACsec MKA
WEEZANLET,

mka pre-shared-key 137 4 £—7 /L TT,

AB—Tx2ARA AT 4F2lb— 3 (config-if)

avy FERE

)1)—2x EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

W2, PSKEFAHLT, £ % —T7 A4 ZADMKAMACsec ¥ X ET HE 2R~ LET,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/20
Device (config-if) # mka pre-shared-key key-chain kcl
Device (config-if)# end

Device#

B tx2U7«
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mka suppress syslogs sak-rekey .

mka suppress syslogs sak-rekey

AU R FI4ILE

O R E—F

7 728UV T MACsecKey Agreement (MKA) %27 7Y v T—3 32 F— (SAK) D
X —FAERA vE—VEMHIT AL, Zr— b ar T 4 Falb— g F— KT mka
suppresssyslogs sak-rekey =~ > R4 L E4, MKA SAK F—fHARKRA v E—20r ¥
7 a2 T HITIE, ZDavr RO noBREZMHEH L £,

mka suppres syslogs sak-rekey
no mka suppres sysogs sak-rekey

Zoavwy RSB ELEFF—U—FEH D £ A,
F_TD MKA SAK syslog A v EZ—URa s ) — IR RENET,

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FREDHA FSA Y

)1)—=x EHEAR
Cisco I0S XE Gibraltar 16.9.1 Zoawry RPREAINE L,

MKA SAK syslog {9~ TOx—FHAMKMRE CHFRICER SN D oD, DA 2 —7 =
A A TMKADRE SN TWDIGEITER I D syslog DEDIEFIZEL 720 £9, MKASAK
syslog Z 4 5121k, Zoa~vr REHLET,

15l
&IZ, MKA SAK syslog B X > 7 &l 4 262~ L £,

Device> enable

Device# configure terminal
Device (config) # mka suppress syslogs sak-rekey

t*2U74 |}



. password encryption aes
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password encryption aes

B DEREA

aAavY R FI4ILk

avY kR E—FK

AA T 6D AL FRIA T —% A F—T T DL, Fa—bar 7 4 Fal—vay
£ — NCpasswordencryptionaes 2~ > R&fEH L £, "AT— RO ELET 1 E—7 L
W25, Zoavr RonoBXEHHALET,

password encryption aes
no password encryption aes

COa=y FIZEBIEELEEF— TV —FEH D A,
FHai A —IR S LI TV ERA,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

FEREDHA FS1 Y

=2 LENE
Cisco IOS XE Gibraltar 16.11.1 Thavwr RREAINE LA,

CLIZMEHLT, 7L —rT %A MD/NRRAT—REX A7 6 TNVRAM IZZRICRFETE
FI, XA T6DNRAT— NI EB{LIhTWET, Bk AU —FAEKEZ, fHEL
OB L0952 LT AEETTA, %h%‘:fﬁh—ﬂ: LCEBRDNRRAY — RE2RET D2 LT
IK#EC94, key config-key password-encrypt =~ > RN % password encryptionaes =~ > R & &

WZHERT 5L, NAT—RERELTA X—T M TEET (F— ORI T B % — K
5 Th D mER SRR (AES) MEH S#LET) . keyconfig-key password-encrypt 2~ >
EEALTCHRESNTZARAAT—FK (F—) L, »—FHNOZDOMT R COF—%obT 5~
AR —HE T —L LTHEASRET,

password encryption aes =~ > F& k&9 D%, [AIRFIC key config-key password-encrypt =~
v REZRTE L7z & show running-config =~ > K<° copy running-config startup-config =~
¥ R ENFEAT SN D EERFCAHEIEM AR (NVGEN) 7r i AR O L ) A vtE—Y
N EnET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
INRT—FDER

key config-key password-encrypt =~ > R&ZfEH L TRV — K (v AF4—F—) BDELIN
BE. ERIEEE S LESNZSEAICIE. VARV A RIS, A4 76 aMER SN T
WAT IV r— g BV a— s, BEATOXF— L EFHDOF—NESNET,

INR ) — R DHIBR

key config-key password-encrypt =~ > RZfEH L TRESNTEVAZ —F =N AT L0 5
HIBRS LD &, AT 6DNAY = RERTHMERARANZR D LW NEDOESERH S E
T (FRHC, RO e 7 b RRINET) X2 VT 55K E LT, Bk Eni

B tx2U7«
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3l

password encryption aes .

RZAT — RiZ, CiscolOS V7 h U = TIZ ko THEBILENAD Z &30 E9, =771,
FTTICHALIZLYIC, NAU—REFRS LT iz TeET,

key config-key password-encrypt =~ > RZEH L TRESNToSA T — R, —EkRkbh b
LHETEE A, £OTD, NAT— FEZERGRAFL TB 2L 2R LET,

INR D — FIESE DR EAERR

nopassword encryptionaes =~ > R& il L T/SA U — RiF AL OREZ MR L T BEFED
BAT 6 /XAT— RITXTEHEINTIZFKRIAVE T, key config-key password-encrypt =~
VREMHLTRE LILASRAT =K (A X —F%—) BbhX, 77V r—va o TREIDG
CTCHAT 6 /"R — R&EstTEEd,

INRT— FDORTE

(key config-key password-encrypt =~ > RZfEH L TaiESiiz) SR T — Ry T
Bl TERWED, —FNHANRAT— RERSET 2 HEETH Y A, BEFOEHRAT —
Ta T, FORTICF =S D KoMk s 2 & THID T, NATY— FORNE%L
s ZEnTEET, 20D, RAU— NZEH Y AT ANTIZZ2ITRTET DN
SV FEF, TFTP 2 H L CTRFSNIZEEIL, AX Y RT e Tldenizd, —F{Zidn—
RTCEEHA, REZ/L—FITr— T 5A1#I21X.  (key config-key password-encrypt =<
YREMFHLT) NRTU—=RNEFETEMNTLILERDY £T, ZORRT—RE, RIFESH
TREICTEHTEMTEETN, ZRICL s TRENOT X TONRAT— REHELBE LT
DL DID, FENCL D XAT— ROBMI ThRnZ 207 L7,
HRNRT— FERREFHENRT— FOEE

ADNFET Ty BT RR—=Z F LIS L, ZRRTAZ —F—(ICHE LR2WGEER~Y A
A —X—PFELRWEETH, ZEELIIRFINET, HELZoHAIIEROT 77— |
Avv—UnFREINET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAL —F—HHBUCKET D E, =T A ROF—ZTRXTHFLSh, #1760
XF—ZEMENFET, TTICHA T 6 THLI IR LI, BIEORENHERF S
T

BEfE D~ A X —F =N Kb Ga, 32 ONENRHOYATX, nokey config-key
password-encrypt 2~ Rz L CTEO~vAZ —F—ZHIRCTE 7, BEFOR /A
U — R, BB bESNIREO T EAL—FHENRFESNET, 602 — NiFES
fbEnEdA,

WRIZ, #2476 O EALFRIFEFEX—%2 A X—TNMIZTDHERLET,

Device> enable
Device# configure terminal
Device (config)# password encryption aes

t*2U74 |}
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. password encryption aes

BEavF av YR s BA
key config-key passwor d-encrypt H AT 6 DK EF—% 7T A X— s NVRAM
WIRIFELETS

B tx2U7«
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

permit MAC7 VX )X arvJ74FXalL—3Y)

LR LG EICIEIP N T 7 4 v 7 OEREEHFA[THI21E. MACT 7R A K 3
T4 F¥al—aryE—FRTpamita~ FEEALET, IEEMACT 712X U X Ik
R EGIRT AL, 2oa<ry RonEREAHEHLET,

{permit {any | hostsrc-MAC-addr | src-MAC-addr mask} {any | hostdst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isaplsap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
Xns-idp] [coscos]

nopermit {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
xns-idp] [coscos]

B DEREA

- TR TORETELIIAEMACT K LA
|Z:|: ]\/ i j—o
host src-MAC-addr |src-MAC-addr mask AANMACT RLALEEDOY T Xy k ~

AT EBELET, Ty FOEERLT L
ANERINTZT RLA—HT D54, £
DT RUANLDIEIP T 7 4 v 7 ITES S
nET,

host dst-MAC-addr | dst-MAC-addr mask S MAC 7 RL AR EEEBEDOY TRy b <&
JERBELET, Ty FOSET FLARN
ERSINET FLAC—ET D5, TOT
RLUZADIEIP T 7 4 v 7 ITEG SV E
RS

type mask (EE) 737 v b @ EtherType %5 & . Ethernet
M E7/-IXSNAP I 7L ERE L T, 7
roe kBRI ET,

«type (Z1E. 0~ 65535 D 16 EH A HHET
%ij‘o

smaskix, —E% 7 A N9 5 HEi1IZ EtherType
[ 23 &35 don’tecare B RO A Y T
ﬁ_o
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B oemit mac7 oz U LT FIL—aY)

t¥auFq |

aarp EE) 7=V 7 T RLAEXRy hU—
7 7 RULR|Z~ v B 7T 2% EtherType
AppleTalk Address Resolution Protocol % 5 7E L
EJSae

amber ({E%&) EtherType DEC-Amber % {57& L £ 7,

appletalk (f£&) EtherType AppleTalk/EtherTalk % & 7E

LET,

dec-spanning

(ff:E) EtherType Digital Equipment Corporation
(DEC) ANR=0 7Y ) —%iELET,

decnet-iv ({£:%) EtherType DECnet Phase IV 7' |k =
NEFEE L ET,

diagnostic (&) EtherType DEC-Diagnostic # {5/& L &
o

dsm (%) EtherType DEC-DSM Zf5/E L £ 77,

etype-6000 (f£&) EtherType 0x6000 %€ L £,

etype-8042 (f£7) EtherType 0x8042 & L £,

lat (f£%) EtherType DEC-LAT Z45& L £,

lavc-sca (fE&) EtherType DEC-LAVC-SCA % f57E L

£,

Isap Isap-number mask

(FE) 7 v FD LSAP &S (0~ 65535)
L822I EHERA LT, Xy b
o haLEEELET,

mask (X, —% %7 A h T 5 HIIZ LSAP & 52
WA XN A don’tcare B hD< A7 TT,

mop-console (L&) EtherType DEC-MOP Remote Console
EHRELET,

mop-dump (f£7) EtherType DEC-MOP Dump % 57 L
£7

msdos (f£7) EtherType DEC-MSDOS # 5/ L %
ﬁ‘o

mumps (L&) EtherType DEC-MUMPS % {7 L &

R

B tx2U7«
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AR TFI4ILE

aAvU R E—F

permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

netbios (ff%) EtherType DEC-Network Basic
Input/Output System (NetBIOS) #f5&E L 7,

vines-echo (%) Banyan Systems |Z & % EtherType
Virtual Integrated Network Service (VINES) Echo
ZRELET,

vines-ip (f£&) EtherType VINESIP Z#f8 & L £,

xns-idp ({E&) EtherType Xerox Network Systems

(XNS) 7m hajj 24— hEHEELET,

COS COS UEE) TI9AF VT4 ZRETHZD, 0~
7 £ TOEE D Class of Service (CoS) fE% 47
FELET, CoSIZHSL 7402 7,
N R =7 TR FATARETY, cos 47
VarNRESNTWDEMNE I NEiERT D
X Y —UREREINET,

Zoa<wy RE, T7HNAVMNEIHY ERA, 7272 L. ARiftE MACACLOT 74/ N 7
g AIHERETY,

MACT7 A YANary74Xal— gy

avy FERE

FEREDHA KS4 Y

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RBEAINEL
776

appletalk i, =2~ KT A O~V T AN U7 FRRSNETHN, —HEM & LT
A—hFENTWHERA,

mac access-list extended 72— )L a7 4 X2 b—T gy avr REHH LT, MAC T 2
TR VANIy T4 Fal—ary B— ReBBLET,

host ¥— 17— K& L7234, 7 RLASAZIZANTE EHA, any ¥—7— RE70E
host ¥— UV — FZFEHLRWESIL. 7T RLAS A7 2 ANTHILENHY 3,

77 Aarba—L b (ACE) W7 7Ry hu—/L I A MOBIENZHA,
U A N OFFHITIIEER D deny-any-any S DFELE T, DFE D, BB RWIGEITIEN T v
MIEGEEINET, Z7E L. PO ACE N BIENDEIZ, VA MITRTONNT v MEFF
"LET,

IPX N7 749 0% 7 4FZ V735203, FEHIIWTWEIPX 1 7LD Z A 712G T
T, typemask 7213 Isap Isap mask ¥— 7 — RZfH L £9, Novell HiE & Cisco 10S XE HiE
TOIPX B 7B bZ A FITHIET D7 4 VE2 &M%, WORIC—EFRRLET,
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B oemit mac7 oz U LT FIL—aY)

RE5:IPX T 4 LA HHEE

IPX A TFEies 47 PP E-%
Cisco 10S & Novell £

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIEZ, HHWPAFEETLIH MACT R L Z 00c0.00a0.03fa ~D NetBIOS N T 7 1 v
7 AT HLEIMTE MACHEIET 782 U A NAERTHHEEZRLET, 20V
AMI—ETDH T 74 v 7T ESNET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any host 00c0.00a0.03fa netbios
Device (config-ext-macl) # end

WROBITIZ, AR E MACHEEY 782 U A S OEFARIEZHIRT 2 HiEZ R L
£,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # no permit any 00c0.00a0.03fa 0000.0000.0000 netbios
Device (config-ext-macl) # end

WOHITIE, EtherType 0x4321 DT XTO/Rr v MEFFAILET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any any 0x4321 0
Device (config-ext-macl) # end

HTEAMERT HI21T. show accesslists 2~ FEAS L ET,

BEEav> R avw >R Bz

deny MACT7Z7EAYRARar7 4 X¥al— gy
PHEAELET, SN —BLT-5BAIZIEIP B
T4y IR EINDHDEEG LET,

mac accesslist extended FEIP FFT7 4 v Z7HIZMACT RL A _R—2
DT 7 A YA NEERLET,
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

avy kR SRER
show access-lists FNRL ZNZHESINT-T 78 2HI|Y 2 F %
FRLET,

t¥alT4a
| L7
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. protocol (IPv6 XX —E > 4")

protocol (IPv6 R X—E > %)

S

7 R L A% Dynamic Host Configuration Protocol (DHCP) % 7213 Neighbor Discovery Protocol
(NDP) THWUET OMENH L Z L EZET D, 7a barzIPv6 7L 7 4 v 7 AU X b
RS S EDI2IE, IPv6 AX—E 7 a7 X alb— 3 F— RTprotocol =2~ R%&
i LEd, DHCP £72IENDP 2L 57 L ANEET 4 =TT DHITE, ZDa~<y
RO no FEXEMH L £,

protocol {dhcp | ndp}
no protocol {dhcp | ndp}

EX DA dhep 7 RFL 2R XA FIv I FRARIL 7 4 Fal—Yar7ua hai (DHCP) 347 v
FCNETHMLENDD Z L AEELET,

ndp 7 RL2AZRANRN—ER 71 Fab (NDP) 47y hCTINETHZNERH D Z L 2
FELET,

ATV ERFI4IA L AX—EL T LU AN T DHCP 3 K UYNDP Offi 5 &2 L CakAT L £ 7

ATV R E—F IPv6 AX—E 7 a7 4 X2 b—3 g F— K (config-ipv6-snooping)
2% REE yy—2 EENE
Cisco IOS XE Gibraltar 16.11.1 ZOawy RREAINE L
7

FEREDHA KS4> 7 FUANDHCP £72IENDP IZBEAH T b7 LT 4 v 7 X U A B E—BLRWGEIR,
Sy b3 Ry TE, N T4 7 7=V 2 MDY AV IFEDOT 1 b=
JUZK L TIFRAT SN E T A,
enoprotocol {dhcp | ndp} =~ F&fEMTL L, v b a/WIAX—E 7 Eiids
V—= 7R ENEE A,

 noprotocol dhep =2~ > R&EMiHT 25 &, DHCPIXKARE LTS T 4 T T—T D
ARV TEET,

o T —HINEIZ DHCP B L OYNDP TU AU TEXEFA, e — NIZDHCPIZ L > TD
FUANY CEET,

WIZ, IPv6 ARX—E 7R Y v —4 % policyl £EFL., 7 KL ADUEIZ DHCP %
AT LR ERETHHZRLET,

Device> enable
Device# configure terminal
Device (config) # ipvé snooping policy policyl
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protocol (IPv6 R X—E > %) .

Device (config-ipv6-snooping) # protocol dhcp
Device (config-ipv6-snooping) # end

X7+«
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. radius server

radius server

RADIUS 74 7 7 4 7 & RADIUS §8iE% & T» RADIUS $— 30D /3T A — X R ET HIZ
. Fe— a7 X2l —3 g F— FCradiusserver 2~ REFHLEST, 57+
IV RBREICETICE., 2oy RonBEREHEALET,

radiusserver name

address {ipv4|ipv6} ip{address| hostname} auth-port udp-port acct-port udp-port
key string

automatetester name | retransmit value | timeout seconds

noradiusserver name

B DR

ul
&=

address{ipv4 |ipv6} RADIUS — "D IP 7 RL A Z$EEL 7,
ip{address | hostname}

auth-port udp-port (fI7F) RADIUS R — D UDP AA— F&$EE L ET, f5ETX
AHEIPAIL 0 ~ 65536 T9,

acct-port udp-port (&) RADIUS 7 H 7 v T 4 Y — "D UDP RA— FEIEELE
9, HETE 28MAIL 0~ 65536 T,

key string (EE) T /31 A L RADIUS & —F > 3T d RADIUS i#/E D
RAEF—B IO S —%2fEE L7,

G¥)  F—I%. RADIUSH— THEHT LB SbxX—Ic—%T 57
FAR AN T TRIFNERD EHA, T ZDavy
ROEMEE & L Tkey ZixE LT &V, JLHHO AN—

AFEMA I NFETD, F—OHHB L ORED A— 3l
AENET, key ICAXN—ARNEENHHEIT, SIHFR
key D—EBTRWRY | key Z5 G CHERNTLE S0,

automatetester name (&) RADIUS H— " ZF—& ZDOHEY— T X " & A F—T )L
L, HEN 2 —FHEZH/ELET,

retransmit value (=) = DUSE LRV, £RISE 28BN/, RADIUS
KkEVEY b HEEARELET, IHETEHHMAIX 1~ 100 T
I, ZOREIL. radius-server retransmit 7 2 —/3N)L 2T 4 F o2 L—
var avwr Nk a2REL FEXLET,

timeout seconds (fEE) deviceNEER 2 F4E T HHIIC RADIUS B — 300 b DI %
ﬁ%#éﬁﬁﬁ@%#ﬁbi# FEETE HHIPHIZ 1 ~ 1000 T,
DOFEIT radius-server timeout =< K& F#EX LUF4,

ATV R FI4IR *RADIUS 71 U 7 o &7 H—230D UDP AR— T 1646 T,
« RADIUS #EEH— /30 UDP A — R 1645 T3,

s BEY2W— R TR MNIT 4 =TT,

B tx2U7«
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ATV R E—F

radius server .

c BA LT T RIE604y (1) T,

c HEIT A "3 A 2—TILDEE, UDPR— DT H 7T 4 7B LIOGERICT 2 b
FITEINFET,

FREEF—B LUK 5% — (string) TR EINTWERA,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

11— EERRE

Cisco I0S XE Gibraltar 16.11.1 Zhavy RREAINE LA,

EREDAARZA

*RADIUS 7 h ¥ 7 4 v 7 % — 33 L O'RADIUS #BFEY—/3D UDP AR — F &7 7 % /b b
ADIEICRET D Z L2 #ER L £,

sRADIUS H— "N a7 s Fal—aE— RTkeysringa~r FaEHT 5 &, 385
BIOKESX—2RECTEET, XTZ20a~vr ROKKIEHE L Tkey Zi%ELTL
Sy,

* RADIUS H—NAT—H ZAOHEY—NT A Mo A X—T7 ML, RSN 22— 4%
FEET 5 I121%, automate-tester name F— U — RAEH L £,

WOFITIE, HIEV— O UDP R— % 1645, 7T H 7T 4 27 H—30 UDP R—
h%& 1646 [IZFRE L, XFEINERETHH 2~ LTI,

Device> enable

Device# configure terminal

Device (config) # radius server ISE

Device (config-radius-server) # address ipv4 10.1.1 auth-port 1645 acct-port 1646
Device (config-radius-server)# key ciscol23

Device (config-radius-server)# end
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. radius-server dscp

radius-server dscp

RADIUS 'H‘?‘/\‘*‘O)nm an:kJiU?jj ]7/74/]' T DIDIZDSCP v —F% 7 ot ﬁ?é
radiusserver =~ > R&fEH L £9, RADIUS U — _—DERBIOT AT 47 0)71&5
IZDSCP ~—F > V' HBHTHI21E, Zoa~vr Ron B EeEHLET,

radius-server dscp { acct dscp_acct value | auth dscp auth_value }

lH

X DR acct dscp_acct_value 7> ¢ >~ RADIUS DSCP ~—% o 7 fi %
7eFIPHIX 1 ~ 63 T, T 7 AL MEIX0 TT

ELET, B2

auth dscp_auth value 2¥FFE? RADIUS DSCP ~—% > Z a3 & LE3, HLh72&MET 1 ~
63 TF, T 74/ MEIZO0 TT

AT K FI4)L+ RADIUS N7 w R DSCP ~—F 71T 7 4 /b h THEHIZ /2> TWET,

aAavYRE—FK Ja—s\)ary7 4 ¥ al— a3 (config)
avr FERE )1)—x EERE

CiscoIOS XE Bengaluru 17.5.1 =pa<wy RS EAXLE LT,

1

KIZ, RADIUS /N7y FOFBRER LT 7> FHIZ DSCP ~—F > 7 2% ET 54
R LET,

Device# configure terminal
Device (config) # radius-server dscp auth 10 acct 20
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radius-server dead-criteria .

radius-server dead-criteria

RADIUS #— "% dead & L C~—7 T H7-OIHEHT 2 EEO TN EZITH T 2RI
TV D EEITHEFIFNCERE T HI121%. radius-server dead-criteria =~ K& 7 m— 3L 2
T4 X 2lb—Ya B R CEHLET, RESN T EELZ T 5L, Z0avy
RO no R AEMEHLET,

radius-server dead-criteria [time seconds] [tries number-of-tries]
no radius-server dead-criteria [time seconds|tries number-of-tries]

BX DA

time seconds| ({E&) 7 /34 A2 RADIUS Y — WSR3 v b 5t I3%5 LTh
O, = dead & LT¥—7 SNBDETIIRBTAMLED H DI/ (7
HAL) . T AOREMRIZ AT v MEZEETICH A LT U Mo o5
I, ZORFHOLMEITmZSh b0l LTAE S ET, 2O ~
120 PICRRETE £,

» seconds 5 | &2 5% L2 WA, 2RIy —D T o varb—
MZIET T 10 ~ 60 Bz £1°,

GE) BRI O L RITRIBO MO T 2z L Tngng . S —o3%
Ty MIREELFEEINE R A,

tries (fE£7) RADIUS #—/3A8dead & LT~ —727 &N 5 £ TICF A ATRAET S
number-of-tries| g8 &, 2 it 7 4 57 7 MEK, F— SRFRIEE T H T LT 4 v S O &
FATTHEE. WMGOREHDO N v A ZOREICEENE T, ELIERS
TRV T y NI, A LT T Mo TWnWAbD0ELTAHY Y FaEnE
T, MPIDEEEHEEEZELT X TORER IV NENET, XA 2T T
MEEIE 1 ~ 100 ICRETE £7°,

« number-of-tries 5|5 & 5% & L2 W GG, HHE Y A A% 7 ML — 0

N oW g b— bk ERESINTODFEERBEICIESVNTI0~ 100

LR ET,

GE)  BHOEKM L BITREE O RO 2l L T s | =3
Ty MR EIEESNEE A,

AU R TIHIbE

ATV R E—F

RADIUS — 35 » NIRFEEL L C~—7 SNDFETILRAETIEGEX A 27 U bOEE
B]ix, Y= TP 7 ar L= P ERESNTWDHEEERIEIIGCTRLRY $97,

Jua—n)Lar7 4 ¥ 2 b—3 3 (config)

av Y RERE

=2 LEAE

Cisco IOS XE Gibraltar 16.11.1 | = =< > RREA X E L,
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. radius-server dead-criteria

EREDAARZA

\)

GE)  WFEORM LFITER DO RO ST 25T L Thgn g | =37y NIREEEfRE SN EYE
Ao

TDavwr FOnoERTIE, ROLIHIITRY F9,

» number-of-tries 5| %% ¢, number-of-tries 5% & no radius-server dead-criteria =2~ > NIZFRE
SINTWRWEAIE, R EFEITEEOB TR ZENHDT 74/ MUy hENET,

 HNTRE SN TWEZ M LT seconds 51BN EE SNT-5E . BRIZT 740 o
& (10 ~60) IV ty FENLET,

« ANCRE SN TV EA M L T number-of-tries 513N 6 € S iz a . BEIZT 7 #
v b OfEFFE (10 ~100) 2V &y hIET,

1A &_Wsﬂ#% LT A4 EDOFITRICT A AN dead & AR ENDH LT NRA 2%
RETHHE R LET,

Device> enable
Device# configure terminal
Device (config) # radius-server dead-criteria time 5 tries 4

&IZ. radius-server dead-criteria =@~ o FICERE STV =R & RATRIB D L%
T BH 2R LET,

Device (config) # no radius-server dead-criteria

WKIZ, radius-server dead-criteria =~ o RIZERTE ST W2 REM O JEHEZ EhIZ 9 5
iz~ LET,

Device (config) # no radius-server dead-criteria time 5

&IZ. radius-server dead-criteria =@~ o FIZERE ST =3 TR 0D HL e A 2250 |2
THFERLET,

Device (config) # no radius-server dead-criteria tries 4

BEa<v R Command Description

debug aaadead-criteriatransactions| v NGO AAA T o7 L a v OEEFR R LET,

show aaa dead-criteria AAA H— DT v REMICET D EREFRRLET,

show aaa server-private T _RTCHDT T A ~_X— h RADIUS — "D AT — % A% F
ﬁ\‘ Li‘g‘o

show aaa servers AAAY— L DRI TEZE SN FOFIZET 5
HHhzrFRrLET,
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radius-server deadtime .

radius-server deadtime

—HBD Y — DM AREER Y E O RADIUS INERFR 2 0% L, AR U — 3% BIEREHZ A
%yf?éﬁm\m@m%wa%mmmzvyP%ﬁn%ﬂw2V74¥1V%V5V%%
KT L ET, deadtime % 0 IZRET AL, Zoa~<r FonoBAEHHLET,

radius-server deadtime minutes
no radius-server deadtime

B DEREA

minutes | 5 7 g BRI RADIUS 3— 3% 2% o 7 5 HIM (HAL, K 1440
4y (4 BERED) ) .

AR TFIHILE

AUk E—F

Ty R A LTOICRESNET,

Jua—srar7 4 Xalb— 3 (config)

avy FERE

)=z EEAR

CiscoIOS XE Gibraltar 16.11.1 | = o~ F2REAINE LT,

FEREDHA K4V

\}

ooy R, Qmmm/7k¢:7ﬂmﬁgk TR L 72V RADIUS H—/ 3% dead & L
Tv—27T&E5HL9ICLET, ZhiC .\ RESNTVDROY— "ERITT DRNCERD
ﬁ%ﬁ&%AT?%’&é:&ﬁ%téniTommkbfv—aéhtRmmEﬁ—ﬂm
BESNTHE (OHAD) | FofoBER ARy FENET, 7L, deadd L Tv—2 X
NTOZRN— "B WA R E £,

3l

G¥)

dead & L C~—72 S{L72 RADIUS — _"\NFEE R ZZET 256, £ OFHEERKIZRADIUS
P —RTHIENFERFA, FA L7 FERIZRADIUS 3 —Z ﬁéhémétm RADIUS
PN IHA VT NEROLIRERATLET,

WROW ST DA AT LT84 12 RADIUS — 33 dead & L T~—27 S,

1. Y= NRAFHEETEINE IMNERETDHODIER SN NEO X A 27 v - HIEN
W, RIWEED N7 W7 v a AT 58807206 % RADIUS — "B 15 Lgho
77

2. F/NRMEZRFEEREEIC 1 (FIEEGED) 2R LRSS, Ny RRTRTO b
ZF YT v a T L CRADIUS P — OB E SN2, BER XA LT 7 MBINIC
P NS HNIRINE T ZIE Lo Tz,

WIT ., FREFFER A~DISEITHRM L= RADIUS —DF v R A L& 55 ET D
B &= LET,
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. radius-server deadtime

Device> enable

Device# configure terminal

Device (config)# aaa new-model

Device (config)# radius-server deadtime 5

BEa<w R Command Description

deadtime (server-group RADIUS —1 Z)L—FDa T F A MNTT v RZA

configuration) LAERELET,

radius-server host RADIUS — " KRR R &FEELET,

radius-server retransmit Cisco [0S ¥ 7 K 7 = 7/ RADIUS h— N KA hD Y A
MR DR OR KL TEE L ET,

radius-server timeout T NRA NRIRET HETT A ARFHET 5 MR %
BELET,

B tx2U7«
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radius-server directed-request .

radius-server directed-request

PR RATADFR Yy FT =7 T 7 AP —N (NAS) 1Tr 7 A L THRFEH O RADIUS #—
NWERINTE 5 X H127 511, radius-server directed-request 2~ K& 7 — 3 Lar 7 4
Fal—rvaryrT—FCHEALET, FEERBELENCTHI2T. Z0avr FDnox
HHLET,

radius-server directed-request [restricted]
no radius-server directed-request [restricted]

BX DA

resricted | (fE8) fRE LY — M TERWES, 2—FREh &Y F—NTRE
SRRV E ST LET,

AU R TFI4ILE

AR E—F

I—PIF A aDNASICa 7 A o TERNWED, BAFHO RADIUS — Z 2RI L £1,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K4V

N

== EEAR

CiscoIOS XE Gibraltar 16.11.1 Z oo~ RBEAINE L7,

radius-server directed-request =~ > Fix. (@) @5 L VFTO—FLOESOH%E T@) 7
FOBRIHE LTZARAMIEELET, 2FV, ZOa~vr FeAITLE REFHD
F=RONWTIUTHHEREZEFETE, 2—VFHDOLDBRE LI —NTEEINET,

G¥)

server-private (RADIUS) =< K& E L TF 74 ~X— k RADIUS Y — 3% 7 L—7 % —
& LTEA L2541, radiusserver directed-request =~ > REFRET 5 Z LIXTE EH A,

KIZ, RADIUS — N2 A v =V R ET L —HDOA N FERLET,
» radius-server directed-request =~ > RZ5E L7 HEIE, RO X DI 77,

ERWFEEOF —NZHESNET, FATIP T FLRZFOT— SN EHH LY
By BRIZFECIP 7 RV A EFFORM OV — NZOHFESNET,

R EZZE LR WS, BERIIEMDO TR 2 MIURENTNDETRTOY— %
FanEd,

c DS TINEZXZAE Liahro iyt ERIFTTAD A ORBKICENET D £ T,
2FADSHAY A MIREN TV TA_NTOY—NZEESNET,
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. radius-server directed-request

3l

\}

G¥)

FBELEOY—N"EERTBI2F, HESNTZERIZIBESNZIP 7 KL AEZR OV —DF
KU A MNNORHOY—NRTN—T 2R L ET, FEHTERVWEGEE, 77—\ LT — LD
CIPT7 RLAZEORIIOY— NIV —TNEEINET,

« radius-server directed-request restricted =2~ > K& AU A NAOTXTOH—7 )L —
TR L CRIE LTIZGE, FEEOY— "\ DInEEZETHET, £3HFRV A o
HKBICEETHET, ROT 7 a rNFETINET,

cHELDOY—NOIP T KL AERORADOV— "ZHH L CERPEE SINET,

cBULIPT RLAZEFFOV—A"RNP =T —THNIZHEONLRWEEIL, FELD
HF—ROIP T FLRAEZEST O — L — LNORHIIOF — _"B3ERSNET,

radius-server directed-request =~ > K% noradius-server directed-request =~ > FZf#H L T
BN LT E . A n (T@) SLsDRiE % ADMST) 237 7 44 k@ RADIUS H—3
WCHESNET, v—21F, VR MADEHOY— "D LIRIC— DY 2 FERELET,
LFHNEREFE L, b=\ ORYOISEEZ T ANET,

a—Hhra—FZO—EE L CHkBI S 7z RADIUS Y—/ NZHIBR9 5 121, radius-server
directed-request restricted =~ > R&fiH L £,

2 —HHRIZH—NIP T RUANR D L5, HELEOT— NIXZDERE 7V — 7 1ZiRET
HENCHFEDOY— NZHRiE L E T, 728 20E, user@10.0.0.1 72 £ D o — P ER N FHE LD —
NIZEEEN, ZO2—FERITIEEISNTWS IPT RLARYF—R"DIP T FL ZADEE,
HEIOY — [T — P EREFFEO — NI L E T,

BB DY — NP — T )—T LR A N — RO FIZEE SN TNV DGEITERE LIz —
NG E RO —VPERPFELOY —NICEEFEEIND &, FEEOY — T —VEREZ Y —
NI N—TIHEET HANIARA M — 2z LE T, 72 & 2, user@10.0.0.1 &9 2 —HF
BURNFFE L OH — N ZTHE(E &4, 10.0.0.1 AR A M F—_"DT RLATH LA, FHEko
PN — PR Z Y — TN — T LT DRI, A M=k LE T,

G¥)

no radius-server directed-request restricted =~ > K& AJ) 75 & restricted 7 7 7 O 03| bR
S, directed-request 7 7 VI3 RFF S IVE T, PHHESREERE 2 HELHIZ 95 21E, noradius-server
directed-request =~ > R ANTHMERH D £,

WIZ, HHEREEERET D02 L ET,

Device> enable

Device# configure terminal

Device (config) # radius server rad-1

Device (config-radius-server)# address ipv4 10.1.1.2

Device (config-radius-server) # key dummyl23

Device (config-radius-server) # exit
(

Device (config) # radius-server directed-request

B tx2U7«
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radius-server directed-request .

EEav> R

Command

Description

aaa group server

EFEOYV—NHKAFNEBHEDO Y A s EBHEO SR 7 —T74k
LE9,

aaa new-model

AAAT 7 A arrue—)L 5 LEAX—T I LET,

server-private (RADIUS)

TN—" P —RZxtT 575 A X— k RADIUS V— D IP T
KL 2AEFRELET,

t*2U74 |}
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. radius-server domain-stripping

radius-server domain-stripping

\)

2 —H4 % U E— F RADIUS —NICHRET DRI —F 4D 7 4 v 7V AZ AN v B
TID, FREY T4 v I AT VLT 4 v I ADEKFEA RN v ST XKy b
T —7 T 7 AP —s3 (NAS) ZF&ET HI2IL, radius-server domain-stripping =~ > K& 2
0= L a7 4 Xalb—v g E—RCHEALEST, AN vV ITREEZTNCT DI
X, Zoa<wr FonBEREHEALET,

GE)

T 74N FO VIt ADRRESID ETIZT 7 4 /L O VREA 3 FEIC NULLAEIZ 72 % & 912,
ipvrfdefault =2~ K& 7 e— 3L a7 4 Fa b—3 3 2 F— RTHRE L TH DS radius-server
domain-stripping 2~ > REZRET HLENRH Y 7,

radius-server domain-stripping [ [right-to-left] [ prefix-delimiter character [ character2
character7]] [delimiter character [character2 . . . character7]] |strip-suffix

suffix] [wvrf vrf-name ]

no radius-server domain-stripping [ [right-to-left] [prefix-delimiter character [ character2
character7]] [delimiter character [character2 . . . character7]] |strip-suffix

suffix] [vrf wvrf-name ]

B DEREA

right-to-left (EE) meRa—YRELANDEICHRITT 5 & &I S k)
DFUVIZTNASHA N v IR EXZBMAT AL IICHEELE
T 7 74/ FTiX, NASIE, 22 —FLE2ENLHEIHTT 5
LR YOT Y IXZTAN) v TEEEZEA L E

j‘o
prefix-delimiter LR V74 w7 ADARNY vy B THFANIL, LT 4w
character ZAFY IR L LTRBIND | O - 1ITEEOTEEIEE L ET,

[cheracter2..charadter?] | cparacter 51 5OATRIL @, /. S, %, \, # & - TF, A4—2%
FeieZ LR EBOXFEANTEES, V74w ATYIFE
LTI XFTETEERTEET, TN LTORKETT,
character 5|15 D e DLFFE T2 IFME— DT L LT\ 2 AT 2545
TN EANTHARERDY ET, 774V T, L7497 R
TV IXITERSINTWVERA,

delimiter character LE) V74 v 7 AF Y IX L LTRBIND | OFITEEDO L
[character2...character?] | 57457 %4, character 31 OEDAMEIE @. /. S, %, \, # & -
TT, ANXN—RZELZ EREROXFEANTEES, 71 v
JATVIZELTHRRTLTFEERTEET, ZNUBEDRLFO
B ARE T, character 5B OBRE DO LT ELIIME—DOLTFE LT\ &
ANTH5E6F. W ATTEHIXLERLYVET, T 74V 0H7 1 v
7 27 22T @ LFETT,

strip-suffix  suffix (EE) 2—VANLHIBRT 2 74 v 7 AZEELET,

B tx2U7«
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aAav> R TFI4ILE

AU kFE—F

radius-server domain-stripping .

vrf vrf-name EE) RAAL AR vV ITHREEZN—T YV T T AR~k R
FU—2 (VPN) V—T7 4 7B L OHEE (VRF) A A X 2 ATHi)
FREL E9, wrf-name 514X, VRF O4RTZHEE L £7,

A2 MY v B ELSTT, el — 408 RADIUS — NIZEE SN FE T,

sua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

FEREDAA RS2

Jy—2 EENE

Cisco IOS XE Gibraltar 16.11.1 =~ o~y RAEASHE LT,

Rmmm%—ﬂzn~f%%%%¢éﬁm\n~$zm%Ff4V%2%UyHV7¢é;5

ZNAS &% 9 5 21%, radius-server domain-stripping =~ > R&#HA L £9, efla—9
% 73 userl @cisco.com @iE'/\ radius-server domain-stripping =2~ > R& BT 5 &, 22—
B4 D Tuserl] 23 RADIUS H— N Z#RE S E T,

right-to-left ¥ — 7 — RZEH LT, ENDATIHRL, ANSE~Z—FLOT Y I ¥ & fiFhT
FTHEOICHELET, 2RV, TV IZD2ODA U RY U AEELLFHIT, Wi
DTV IFTHLa—PHEA N v I TEET, 2Lz =2—F4ANR
user@cisco.com@cisco.net DA, BT 4 v 7 AFKRD2ODFETA M) v I TEET,
T 7 x v b (ErbA) Tk, 2—%40 Tuser] 73 RADIUS #— NZHGESLET,
right-to-left ¥ — 7 — RERETH L. =2 —H 4D luser@cisco.com| 73 RADIUS H— \|ZHiEk
SNET,

TVLIT 4T ADA N BT EABICL, VT4 v 7 AT IZLELTR#END 1D
FIIERO X T E2IEET HITIE, prefix-deimiter F—U — R&FHA L £, ROICRE L
T SNDLFENT VT 4w 7 AT VI LTEREN, Z0OFT U 2 XOFIOLFITT T
AR wESTENET,

VT4 7 AFYIXZE L TCHBEND 1O ITEEOXFELIEET 5121, deimiter F—
T—R&EFEHLET, BRUICHRE LTSN XFERY 7 4 v 7 ATV I X L LTERS
N, 20TV IXZOHOLFIITRTA N v TSN ET,

=PI NOA N v BT T EREOY T 4 7 AEIRET DI, strip-suffix suffix Zfif
ALET, /=& 21E, radius-server domain-stripping strip-suffix cisco.net =< > R&RET 5
& . username user@cisco.net 28 A b U v B2 7 ZFE T A, username user@cisco.com [EA U
vr 7 ENEH A, radiusserver domain-stripping 2~ > KOEBD A A X A EFITT D
ZEIZEkoT AN B THITEBDOY 7 4 v 7 AERETEET, 774NV FOF T 4
I ATV IHF @ LFTT,

t*2U74 |}
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. radius-server domain-stripping

3l

\}

(GE)  radius-server domain-stripping strip-suffix suffix =~ > R&F{T5 5L, TXTO KA A 2 »
BT 4y 7 A% AN BT HRBNBENIRY ET, TV a—Fanheh T 4 v 7 A
BHIBRENLDE, P74 v 72TV IZEYT 4y 7 AWML BB LIZHEDH T,
delimiter ¥—U— REZHEH L THIOY 7 4 v 7 ATV IFELIT—HEOY 7 4 v 7 AT U I X
ERELRVGEIE. 774NV OV T4 v 7 ATV IZTHD @ PMEMSIET,

FBELIEVRFOAIZRAAL A N) v B IEREXEHT DI, vrifwrf-name 47" a %
ERALET,

WIZ, SFESERFIATDRAL VAR v BV FREMOBESELZ R LET,

« radius-server domain-stripping[right-to-left] [prefix-delimiter character [character2...character7]]
[delimiter character [character2...character7]] 2~ RIZERETE DA L AX AT 1 DD
%“’C\\ﬁ—o

o vrf vrf-name (2 — & OfE % F L 7= radius-server domain-stripping[right-to-left]
[prefix-delimiter character [character2...character7]] [delimiter character [character2...character7]]

[vrfvrf-name] 2~ > RiZ, HEDOA L AZ L AEZRETEET,

« radius-server domain-stripping strip-suffix suffix[vrf per-vrf] = <> ROA A X o A %15
RETHZET, Fa—ULEIIVRFZ E DO —bty hO—E LTHEDOY 7 1 >
JAEARN) o TTHENTEET,

HMOTV IFZELIT—HEOT ) IFERELESEEZRE, ALEONN—T a0
radius-server domain-stripping =2~ > RZFIT7T 5L, £DL—/Ey MIT 74/ FD
FUIALFO@EHERTEH 7 4 v 7 ZZX M) v U ZREHBICAN R £,

T UV T ATEDARN) w BT N— NV ERETDHE, TON—)LEy FORHAY 7 4 v
JAARN) v TR0 FT, RESINTZ1OERITEEOY 7 v 7 A —H
THEV T4 I ADHRNI—FLHNLA N v BT SET,

WOFITIL, VW—ZD2—VFHZEENOENENTTHEIICREL, @, \. BLUS

BN T4 ATV IZXFELTRELET, BB —F4LN

cisco/user@cisco.com$cisco.net D E ., L —WL 0B IENENTT 5 & X1 § SCFR

NAS IZ X > TR SN D&M OEL 2TV I X Th LI, 2—F4D
[cisco/user@cisco.com| 7% RADIUS ¥ — NZHik S E T,

radius-server domain-stripping right-to-left delimiter @\$

WOFNE, —HF W, abe &L BALIZ VRF A AKX o AT 52— DRI
LT, 2=V 0 RAL VAEZHIRT HOREELRLET, 774 DOV T 1
JATIVIXTHD @It 7 v 7 ZOHIBRICER S ET,
radius-server domain-stripping vrf abc

WOBNX, /2T VT7 47 ATYVIXELTHALT, V74 w7 ZADHIRES
MZLET, 774NV MDY T 4 v 7 ATV IXLFO @B — BT 47 R

B tx2U7«
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radius-server domain-stripping .

OHIBRICERA S ET, TBRR—F 4D cisco/user@cisco.com DI, L —HFH4 D
luser] 7% RADIUS H— NZHEk &N E T,

radius-server domain-stripping prefix-delimiter /

wOBNT, TVT7 4y 7 ZAOHIREAI L, | OXFET VT 4 v I ATV IFL
LTREL. #2747 ZAOFTVIZELLTHRELET, BRR—TAN
cisco/user@cisco.com#cisco.net DA, L —H 4D luser@cisco.com] 7% RADIUS #—
ANICHERR SN E T,

radius-server domain-stripping prefix-delimiter / delimiter #

KOFNL, TV7 4 v 7 ZADHIBRERDICL, | OXTFET VLT 4 v 7 ATV IRE
LTHREL, $. @. BEOH#ET 74 v 7 ADT VI XL LTHEL, cisco.com D
V7407 2ADYT 4 v 7 AT LOHIRERELET, BRRL—THNR
cisco/user@cisco.com DA, 2—H 4D Tuser] 7% RADIUS H— N |ZHEkSvE T,
T va—HE M ciscoluser@cisco.com#cisco.net TH AL L —H 4 D Tuser@cisco.com |
DHRR S IVET,

radius-server domain-stripping prefix-delimiter / delimiter S$Q#

radius-server domain-stripping strip-suffix cisco.com

WOBITIE, V—F D= EENLLEFEHTT 2 L 9 I E L, cisco.com D
T4 I ATCa—FHOY T v 7 ZHIREZAEDNCLET, BRI —FHN
cisco/user@cisco.net@cisco.com DG, L—HF L D Tcisco/user@cisco.net] 7% RADIUS
P— BRI ET, TV —FL4 D cisco/user@cisco.com@cisco.net THALIE, =
D7 Na—PFL BRI NET,

radius-server domain-stripping right-to-left
radius-server domain-stripping strip-suffix cisco.com

WoOFNE, @%Z7 VI & LTHA LT ciscocom DY 7 v 7 A%HIFRT 2 —#HD
7 a—r Ve HlERV—L & myvef & D AT VRFE LB 5 o — ATk 5 R
7ol —HOHIRL— LV ERTE LET,

radius-server domain-stripping strip-suffix cisco.com

|

radius-server domain-stripping prefix-delimiter # vrf myvrf
radius-server domain-stripping strip-suffix cisco.net vrf myvrf

BEa<w> K avw> R SRER
aaa new-model AAAT VR a2y he—L EF b F—T NI LET,
ipvrf VRFA VAZ L AREFZL, VREa V7 4 Fal— g E—
FEBH L £,
tacacs-server ZL—YH & TACACS+ Y —/NHRE T DRI 2 — T A6 7 L
domain-stripping TA VI AEERF Y 74 v I ABZARN) o7 THL9IC
IN—FEBRELET,

I X7+« .
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. sak-rekey

sak-rekey
ERSINTZMKARY =X T4 7Y —v gy F— (SAK) OF—FHAEKME
EHRETDHITIE, MKARY & — ar 7 4 F¥al—3 g F— FTsak-rekey 7~ Raffif]
LE7, SAK F—HAERS A ~v—ZEHZTHITE, Zoavr FonBREEHLET,
sak-rekey interval time-interval | on-live-peer-loss
no sak-rekey interval | on-live-peer-loss

BX DA interval SAK - — FA pl M bR & RV HLAL TRE L £ 77

time-interval N
#iPAIL 30 ~ 65535 T, 7 7 4 /L ME 0T,

on-live-peer-loss S5 47 AN~ TNEOE TR,

ATV RFI4I R SAK F—HAERY A v —TED o> TWET, T 74/ MEO0TT,

AT R E—F MKA RV v— 27 4 ¥a L—3 3 (config-mka-policy)
av Yy FERE )1)—2R EEAR

CiscoIOS XE Gibraltar 16.11.1 | = D=~ R2MEASHLE L=,

#l Wiz, SAK ¥ —F/EmMEERET 2045 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # sak-rekey interval 300

BEa<> KR Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A7 v b AERRE LT MACsee ZE{ESE £,
delay-protection MKPDU D 3i:{5 CHRIER#EZ T2 L 9 ICMKA Z5%E L £,
include-icv-indicator MKPDU (2 ICV A > P —HZ g E T,
key-server MKA F—H— 47 a v ERELET,
macsec-cipher-suite SAK Z I3 212D DM A A — P ARE L £,
send-secure-announcements| MKPDU D EE TE X 27 R 7 T 7 22 %ET 5 X 912 MKA

ZaxE LET,

. X2 T+«
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sak-rekey .

Command

Description

ssci-based-on-sci

SCIIZESWT SSCI #EME L £,

use-updated-eth-header

ICV HEIZIIFEFH SNIA =T Ry b~y X —%EHLE7,

X7+« .
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. security level (IPv6 R X—E > %)

security level (IPv6 A X—FE > %)

WHENAEX2UTF DO L ERET AT, IPv6 AX—E 7 RV — a7 4 Fa
L—y 3y ®— NTseaurity-level 2~ R&EHLET,

security level {glean | guard | inspect}

EX DA glean T RVAZA =B L, RGEEZITOTIZEN G E N
AT 4T TF=T A A =L LET,

guard INE L MEOT T #FEITLET, &5, FETELR—FT
ZEEINTWARWES, £2E3MoR) —I2k>THATEH
TWRWEAS. RAA Yy E—YBEXNDHCP — 1A v t&—

TGS NET,
inspect A=V O—EMHEENELREELET, B2, 7 KL AR

AHEDmRHlSNET, B A v =ik ey TERET,

ARV EFI4NL T IANMIOEF2UT 4 LU guard TY,

AavV R E—FR IPv6 AX—E 7 a7 ¥ alb—3 3> (config-ipv6-snooping)
A%y FEE -2 RERE
Cisco 10S XE Gibraltar 16.11.1 Zoavwry RREAINREL
720

WIZ, IPVv6 AX—E U7 R —L % policyl £EFKL, X =Y T 1 L~UL% inspect
L LTRIET DH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl

Device (config-ipv6-snooping) # security-level inspect
Device (config-ipv6-snooping) # end

. X2 T+«
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security passthru .

security passthru

IPSec D/XAAJL—%IEEF HIZ1E, security passthru =2~ > F&2FEHLET, T4 &—7
T HiE, Zoavry ROon BXEFHALET,

security passthru ip-address
no security passthru

BX DS ip-address VPN | > L&t L 72 % IPSec 7 — R 7 = A DIP 7 KL R,
ARURFIHLE RL

ARURE—F wlan

2%y RBE 1) —2 EEAR

Cisco IOS XE Gibraltar 16.11.1 = oo~y RREAINE L1,

Iz, IPSec D/XA AN —%EETHHEZRLET,

Device> enable
Device# configure terminal
Device (config) # security passthrough 10.1.1.1

t*2U74 |}
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. send-secure-announcements

send-secure-announcements

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

MKA 7% MACsec Key Agreement Protocol Data Unit (MKPDU) Tt = 7 /2@ A 4ETE 5
L9129 5121, MKARY > — 27 ¢ ¥ a L—3 3 F— R T send-secure-announcements
av REMEHALET, 20X 7 REMOFELENCT LT, Z0avr FOnofE
AEfHLET,

send-secur e-announcements
no send-secure-announcements

ZOawy RIZEBIEELITF—U—RiZb ) £ A,
MKPDU TOY X 2T 3T F v v A XEN /2> TWET,

MKA RY T — a7 ¢4 ¥ =2 lb—3 3 (config-mka-policy)

avy FERE

=2 EENE

CiscoIOS XE Gibraltar 16.11.1 | ==~ RpEAINFE LT,

FEREDAHA RS2

il

X TRT TR, LR 2T TRWT T U A TR STV 72 MACsec I 5 A
A — MEREZFRIEL £,

RIZ, BFX 2T 7T AOKEERANT D0 ERLET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# send-secure-announcements

BEav Y R

Command Description

mka policy MKA RY v—%FELET,

confidentiality-offset |4~ & v R &5 E L T MACsec ZEfES®£7,

delay-protection MKPDU D 41(5 TIRIERE AT 5 L 9 ICMKA 7% 7E L £ 7,

include-icv-indicator |MKPDU IZ ICV A > U7 — X 5 EDFET,

key-server MKA F—H— %7 a3 U ERELET,

macsec-cipher-suite | SAK ZHG 4 5720 DA A — 2R EL £ T,

sak-rekey SAK F—HARMBERE L ET,
ssci-based-on-sci SCIIZE3WWT SSCI # 3 L x4,

B tx2U7«
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send-secure-announcements .

Command

Description

use-updated-eth-header

ICV HEICIEEF SINIA =T Ry b~y X —%2FHLET,

t*2U74 |}
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t¥auFq |

server-private (RADIUS)

TN—THP—RZx LT, 774 X—=FRADIUS YV — "DIPT KL A&FRTET HI1Z1E. RADIUS
PRI N—T a7 4 Xal— g ET— RTsarver-private 2~ > REEH L E9, B
fFFF o7 T7 A4 _X— P —REREE, Fr], BIXOT U T 227 (AAA) TA—TH—

A B HIERT 21213,

Zoavry Rono X EERLET,

server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]
[timeout seconds] [retransmit retries] [key string]

no server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]
[timeout seconds] [retransmit retries] [key string]

XD ip-address

75 A ~— k RADIUS #—/\AE A RDIP 7 KL A,

auth-port
port-number

(FE) SirERiC x4 22—V 5—% 775 7 b= (UDP) %6
FeR— b, T 7 /L MEIX 1645 T,

acct-port port-number

L) THo T 4 7HRIZkT A UDP sideR— b, 741k
B 1646 T,

non-standard

(f£&) RADIUS $—/3 T & —Jl [ ® RADIUS J& M % .,

timeout seconds

(FAT v a ) T34 A3 RADIUS Y — "OIREZFHE L, FRET
5 E CoORMFERR (AL . Z O EIE radius-server timeout =+ >
FOTZvu—rUflize EES LET, 24 L7 7 MEBEES A TH2RW
BaE, Zu—sIUERER S ETS

retransmit retries

() =D L, FITRE N EWEAIZ RADIUS %R
B — NI ERET AEHE, Z Ok EILradius-server retransmit 2~ >
KOr7a—LVERELY EEXLET,

key string

(fE#E) 7734 A & RADIUS #—/ T3 % RADIUS 7 —E > [H]
THH SN AFEFER L OB —, Z O —|Lradiusserver key =~ >
ROr7a—LERELE FEELET, F—UFHNEHRELRWEGE, 7
27— UERMEH S E T,

gring 121%, 0 (KEfbEn T anFd—2 Z L 2T . 6
(Advanced Encryption Scheme (AES) K5t —23 i< 2 & #46E) 7
GEABOX—3 i Z L 218E) I bEhTunen (2 U7

TXAR) V=X —2fETHTEREETEET,

AT R FI4JL~  server-private /3T A —

IPESNTORWERIT, Ze— b ar7 o Fab—ia Ul

AXhEd, Ze— I ar 74 Xal—alRNEESN TN, 74/ MER

RS ET,

AT R E—F RADIUS =7 NV—7 a7 4 ¥ a2 L—3 3 (config-sg-radius)

B tx2U7«
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server-private (RADIUS) .

avy RERE

)= EEARAR

Cisco IOS XE Gibraltar 16.11.1 | = pa~<> RREA XN E LT,

FEREDHA KS4> server-private 2~ FEEH LT, FFEDT T A N— M —NLERFEHDO Y — T )L—T

% BT £ 97, Virtual Route Forwarding (VRF) A VA X VA TT T A _X— K7 FLANRN
BHETLHAREZECIE, 7794 X— =N (T4 X—= 7 RLRAZFOF—N) %
PRI N—TNTEHZEL., MO N—T IR ENZ2NEHICLET, Z0%HAEL, Zu—
SNV T = (T 73 D Tradius] =7 NV—TF72 L) NOPF—F, IPT FL A EHR—
NEFEHESTSHRTEET, 20X, —A"TN—TRHNOH— DY X MNZiF, Fr—
NN AT 4 X2 L= a VBT ARA NORRIERE T T A X— K = R"OEHFENEGE
nET,

GE)

- radius-server directed-request =~ > R2VEE STV 5 5A . server-private (RADIUS)
av Y RERELTT 74 X— FRADIUS — % JL—TFHh— & UTHEHT 5 Z &%
TEFEHA,

o 77 A4 ~X— | RADIUS H— 30D AAA H— HGEHEHR L 22— ROMERE X HE R —
FEnTnEtA, 774 X—=FRADIUSH—RNFEHEINTWDIEHE, =7 —X vE—
VERNL—ANRNY IRBEELETH, INHDOTT— A =R N L—ANy ZXAAA
RADIUSHEREICIZE L EHA, TNHDOTT—RA vE—TV L FL—ANNy 7 ZEHEET 5
121X, 77 A _X— F RADIUS — D 0 (287 Y v 7 RADIUS — &% E L £,

XA 7 6 AES B 5L ¥ —Z 5% E T HI121E, password encryption aes 2~ > K& L £7,

B RIZ, sg_water RADIUS 7 /L —7H—NZEEL TS T A X— M —"ZHEfHT 5
Blzm L ET,
Device> enable
Device# configure terminal
Device (config) # aaa new-model
Device (config) # aaa group server radius sg water
Device (config-sg-radius) # server-private 10.1.1.1 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # server-private 10.2.2.2 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # end

MEav2 R avU kR Bl
aaa group server FHEDOY—/N KA bzl ) 2~ ERIEO G 7 —7

fLLET,

aaa new-model AAA T 7R ay ha— E®FVEAL F—T M LET,
password encryption aes ZAT 6 DR FALFRIIA X —% A X —T M LET,

t*2U74 |}
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. server-private (RADIUS)

avy kR SRER
radius-server host RADIUS — X AR A FEIEE L £,

radius-server directed-request | = —473 NAS (212 7' 1 > L CEREAEH O RADIUS H— /3% 585
TEHLHIZLET,

B tx2U7«
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server-private (TACACS+) .

server-private (TACACS+)

I N—TH =Rt LT T T A _X— k TACACS+ H— "D IPv4 7 FL A E721LIPv6 7 R L A
ZERET HITIEL, server-private 2~ K& —RT L —F a7 4 Fab— g F—RT
FEHLET, Bl o7 74— b —REZ30E, 7T, BLOT AT 007
(AAA) 7N —TH— B HIBRT DIZiE, Zoa~vr Rono BN EFEHLET,

server-private  ipvd-address | ipv6-address | fgdn [ nat ] [ single-connection ][ port  port-number
][ timeout seconds] key[O |7] string
no server-private

B DEREA

AR R TFIAILE

O R E—F

ip4- address 75 A ~X— | TACACS+ #—/ 3R A D IPvd 7 KL 2T,
ip6- address 77 A = b TACACS+ H#— 3K A bDIPv6 7 K L AT,
fgqdn RAA v F—25H—s% (DNS) nHDT KL ARRDIZHD T T A ~N— |k

TACACS+ $— /3R 2 F OSERER K A A 4 (fqdn)

nat EE) VE—FT XA ADKR—FDFRy hU—27 T KL AZH (NAT)
T RLAZEELET, ZOT7 FLARITITACACS+H I —NTEEEINE T,

single-connection  ({1:%) /L—# & TACACS+ H— RO —D TCP #:#5 A HEHF L £ 7,

timeoutseconds  ({LE) H—/NGEDOX A LT U MEZEELET, ZOMERETS &,

ZOP—NIZERY | tacacs-server timeout =~ R CRE I/ o — 3L
A LT DU MES EEZEINET,

portport-number  ({£E) H— "OR—FESEIEELET, TOREICL-T, T7 41
ROR— k49 (X EFEXINET,

key [017]8ring  (fEE) BAELMFSF—AHELET, ZDOF—IL TACACS+ 7 —EL T
FHINGX =& —HTHIMERDVET, ZOF—2FHETHE, 20O
H—NIZxf LT B —/Vl tacacs-serverkey v 2 R CRE ST F— DA
N EEEINET,
BFa AN L0, £330 2 AN L2561 A&

L= TR ARNEARENET, TEANT DL AT SHISTFINERE
FlENTT XA R ERRSNET,

server-private /N7 A —Z PHE SN TV RWGEIE, Ze— U ary 7 4 Fa b—3 g UMl
MENnEd, Zo— a7 X¥ab—ya U BMRESHTORWVESIE. 77 4/ MER
EHIET,

TACACS+ =T )—7F a7 4 =2 L —3 3 (config-sg-tacacs+)
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. server-private (TACACS+)

t¥auFq |

avy FNERE

EREDAARZA4

)= EEAR

Cisco IOS XE Gibraltar 16.11.1 Z@pa<y RARAEAINLE LT,

server-private 2~ > REH LT, FFEDT T A X— h = "L ERFHLOT— T L—F
% BT £ 97, Virtual Route Forwarding (VRF) I CF’ 74 X— 7 KLU ANEET 5 HE
HEBEITE, 774 RX= R =N (T4 X—= T RLRAEFFOT—N) =T —7F
NTEFRL, O NL—TIITRENR2NVE I LET, ZOHAEL, Zuo—vT—n (7
74V F®D [TACACS+] ¥— T )—7) WOV —NFZ, IPT RLAER— " EZEZHEHL
TERTEET, Z0XH, Y—AR"ITN—THNHOY— DU R NIF, Za—var7y
Fal—valilBi}oFRA NOBRBEHRE T T4 X— N P—R"OEENEENET,

WIZ, tacacs] TACACS+ Z N—THh—NEER L TT T A X— M —N"ZEHHEfHT D
FlZR L £,

Device> enable

Device# configure terminal

Device (config) # aaa group server tacacs+ tacacsl

Device (config-sg-tacacs+)# server-private 10.1.1.1 port 19 key cisco
Device (config-sg-tacacs+) # exit

Device (config) #ip vrf cisco

Device (config-vrf)# rd 100:1

Device (config-vrf) # exit

Device (config)# interface LoopbackO

Device (config-if) #ip address 10.0.0.2 255.0.0.0
Device (config-if) #ip vrf forwarding cisco

avw >R SiBA

aaa group server ROV —/NHKA NEBEO Y A K ERIEO TR v—7
ELET,

aaa hew-mode AAMA T V7R arybe— EFNAEAL XT—T NV LET,

ip tacacs source-interface FTRTOHIE TACACS+ %7 v M LT, BEIN-A v
=T 2 A AZADIP T RLAZMHHL X7,

ip vrf forwarding (server-group) | AAA TACACS+ #— /327 L — 7D VRE DEM &% L £,

B tx2U7«
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show aaa clients .

show aaa clients

PRE, R, BEXOT AT 4T (AAA) 7 T AT 2 FOREEREF T DI, show
asaclients i~ &R L £,

show aaa clients [detailed]

X DA detailed  ({L5) MR AAA Y T4 T > FOWEIERE R LET,

AT R E—F =—¥ EXEC (>)
¥ikE EXEC (#)

A%y FEE 1y—2 RERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawry RPREAINEL
720

&IZ. showaaaclients 2~ RO AR LET,

Device> enable
Device# show aaa clients

Dropped request packets: 0

I X7+« .
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. show aaa command handler

show aaa command handler

FRE. FFA. BIX T T UT 47 (AAA) I~ AV BT OGEHER TR 51213,
show aaa command handler =~ > RZEH L £1,

show aaa command handler

XD Ioawy RZEBIEELEF—TY—REH D THA,

aAvY R E—F = —% EXEC (>)
HrME EXEC (#)

avwy FERE )1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

KIZ. show aaa command handler =~ > ROHFIHlZ R L £9,

Device# show aaa command handler

AAA Command Handler Statistics:
account-logon: 0, account-logoff: O
account-query: 0, pod: 0
service-logon: 0, service-logoff: 0
user-profile-push: 0, session-state-log: 0
reauthenticate: 0, bounce-host-port: 0
disable-host-port: 0, update-rbacl: 0
update-sgt: 0, update-cts-policies: 0
invalid commands: O
async message not sent: 0
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show aaa dead-criteria .

show aaa dead-criteria

PRFE. R, BXOT AT T 47 (AAA) O dead-criteria i B 2 Fon 3 5 121d. show
aaa dead-criteria 2~ > K& fi#E EXEC £— R CHEA L £,

show aaa dead-criteria security-protocol ip-address [auth-port port-number] [acct-port
port-number ][ser ver-group-name]

B DEREA

AR R TFI4ILE

AR E—F

security-protocol | 45E L7 AAA Y — "Dt X2 U T 4 7 u hajl, BE, VR— ST
W57 e k2uid RADIUS D& T,

ip-address IBELE AAA Y —DIP T KL A,

auth-port ({£#&) 87 L7z RADIUS ¥ — SOFEFER— h,

port-number (&) WBIEAR— hOFE R, T 74/ F L 1645 T (RADIUS H—/ 3D
58 o

acct-port (£E) € L7 RADIUS ¥ — DT B 7 T 4 7 R— |k,

port-number B ThHOrT 47 R—= b DFE S, T 74/ T 1646 T

(RADIUS % —DIFE)

server-group-name | (L&) f8E L7V —SBEEMN TN TWA S —RTL—T F7 3
JL MiZ radius T4 (RADIUS #— D34

HIfE, auth-port % — 17— R port-number 5%t & acct-port % — 7 — K port-number 5 %%,
T 7 4V N TEIEL 1645 L1646 12720 £3, server-group-name 558D 7 7 + /L kI radius
‘/C“‘ﬂ—o

HikE EXEC (#)

avy FERE

HEREDAA K1Y

3l

Jy—2 EENE

CiscoIOS XE Gibraltar 16.11.1 | =< R2EA SN FE LT,

RUCIP 7 R RAZFEOHEED RADIUS H— "% 7 A RZRETE £7, auth-port ¥—7U—
K& acct-port ¥ — U — NI —N"EXFIF 570 SNET, BELZ— "7 L—7
VBT HALTV D — 30 dead fR I [EIMRIL, server-group-name ¥ — 7 — K& ff ] L THt
3 TE £ 7 (RADIUS $— 30 dead IREERE T HFE & FFE OEIL, VP —"DBET 5 — 7
N—TWHEASNTHRESNET, BHOV— "I N—T R LY —R"EFHD LN TEE
+) .

WIZ, IP 7 R L% 172.19.192.80 @ RADIUS H— 3Z5xf L T dead-criteria 1 H {5 2 % 55
RLUEGBEOFEZRLET,
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. show aaa dead-criteria

t¥auFq |

Device# show aaa dead-criteria radius 172.19.192.80 radius

RADIUS Server Dead Critieria:

Server Details:
Address : 172.19.192.80
Auth Port : 1645
Acct Port : 1646

Server Group : radius

Dead Criteria Details:
Configured Retransmits : 62
Configured Timeout : 27

Estimated Outstanding Transactions: 5

Dead Detect Time : 25s

Computed Retransmit Tries: 22
Statistics Gathered Since Last Successful Transaction

Max Computed Outstanding Transactions: 5
Max Computed Dead Detect Time: 25s

Max Computed Retransmits : 22

Max Computed Dead Detect Time 3F /R SvET (BHNL) . BoRrEhdtho 7 4 —

v RIFRAR RS TH b0 £95,

2

av

<R

avyU kR

FtEA

debug aaa dead-criteria
transactions

T REHEO AAA VT o7 v a v DfEEFRRLET,

radius-server dead-criteria

RADIUS — % T v MIRIELFEET DO DKED VN
NFE-iImhFz, HEL-ERTEALET,

show aaa server-private

FT_RTCHT T A4 ~X— FRADIUS ' — XD AT — X A& FKoR
Lij‘o

show aaa servers

AAA P — N E DRI TEZEINT= T vy FOEICET 2
BFWeRRrLET,
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show aaa local .

show aaa local

SEE, A BIXOT AU T 47 (AAA) v— AN HFRA TV g v E2FERT BHITIE, show

aaalocal =~ > FEHEHLFT,

show aaalocal {netuser {name | all } | statistics | user lockout}

BX DA

netuser AAAT— )NV Ry NI =T FETFA N 2= F—Z_XR—25EELET,

name Fv MU= 2—H4,
all Fy NI = BIOF A N a—WFIEREZFEELET,

Statistics w7 L RRAEDFEAHITHE 2R LE T

user AAA T —H LDy 7Ty sENT-a—FEHEELET,
lockout

ATV R E—F

z2— EXEC (>)

HikE EXEC (#)

avy FERE

)1)—Xx ETRAR
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

&Iz, show aaalocal statistics =~ > ROHHIZ R LFET,

Device# show aaa local statistics

Local EAP statistics

EAP Method Success Fail

Unknown 0 0

EAP-MD5S 0 0

EAP-GTC 0 0

LEAP 0 0

PEAP 0 0

EAP-TLS 0 0
EAP-MSCHAPV2 0 0

EAP-FAST 0 0

Requests received from AAA: 0
Responses returned from EAP: 0
Requests dropped (no EAP AVP): 0
Requests dropped (other reasons): 0
Authentication timeouts from EAP: 0
Credential request statistics

Requests sent to backend: 0

X7+« .
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. show aaa local

Requests failed (unable to send): 0
Authorization results received

Success: 0
Fail: 0
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show aaa servers .

show aaa servers

SREE. BRI, TAHU T 47 (AAA) P — ROMIBIZ L » TR EN DT TD AAA Y —
NEFRRTHIZIL, showasaservers <> REHH L £,

show aaa servers[private| public| [detailed]]

(TE) AAA — RO MIBIZ L > CRIEIND T T A ~_—

X NN detailed
N AAA =B FIRLET,
public (fEE) AAA B — SO MIBIC L > CERiksn s /70 w7
AAA P — BRI LET,
detailed (EE) 72 AAA VY — O FHIEREEZ TR LET,

avYRE—FK = —% EXEC (>)

HebE EXEC (>)

avy FER J)1)—x EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPBEAINEL
776

i Iz, show asaservers =~ > RO HHlZ L E9,

t*2U74 |}
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. show aaa sessions

show aaa sessions

SREE. BRI, TAHUT 4T (AAA) By a vV OMIBIZL > TR SN2 AAAE YT 3
v EFRT BHIZIE, showaaasessions 7~ > R&EfEHA L £,

show aaa sessions

XD Ioawy RZEBIEELEF—TY—REH D THA,

aAvY R E—F = —% EXEC (>)
HrME EXEC (#)

avwy FERE )1)—X EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

&IZ, show aaasessions =1~ > RO &R~ L%,

Device# show aaa sessions

Total sessions since last reload: 7
Session Id: 4007

Unique Id: 4025

User Name: *not available*

IP Address: 0.0.0.0

Idle Time: O

CT Call Handle: O
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show authentication brief .

show authentication brief

FFEDA B2 —T 2 A ADFRGEE v v a T AMEERE R RT DL, =—3 EXEC
F— R FE 7213454 EXEC & — R T show authentication brief =~ > R& AL £,

show authentication brief [switch{switch-number|active|standby}{R0}]

¥ ST EHBA switch-number switch-number 25t DA 7efEIX 1 ~ 9 TT,
RO N— K Frtyd RP) Ay h0IZET D
fHlERRLET,
active TITAT A VAZ U AERELET,
standby AP NS, A VAR AFRELET,
ATV R E—FR KrHE EXEC (%)

z.— EXEC (>)

2<% FEE =2 EENE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

&Iz, show authentication brief =~ > FOHAHI 2R L ET,

Device# show authentication brief

Interface MAC Address AuthC AuthZ Fg Uptime
Gi2/0/14 0002.0002.0001 m:NA d:0K AZ: SA- X 281s
Gi2/0/14 0002.0002.0002 m:NA d:0K AZ: SA- X 280s
Gi2/0/14 0002.0002.0003 m:NA d:0K AZ: SA- X 279s
Gi2/0/14 0002.0002.0004 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0005 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0006 m:NA d:0K AZ: SA- X 277s
Gi2/0/14 0002.0002.0007 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0008 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0009 m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000a m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000b m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000c m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000d m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000e m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000f m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0010 m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0011 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0012 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0013 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0014 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0015 m:NA d:0K AZ: SA- X 269s
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. show authentication brief

t¥auFq |

W, TIT 4T A AK A5 5 show authentication brief =< > KO H 1l %

ALET,

Device# show authentication brief

Interface MAC Address

Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.

23333838323383833838238232323:38238?2382:3823823

:NA

00 0 0000000000000 0000 00

switch active RO

AuthZ Fg Uptime
AZ: SA- X 1s
AZ: SA- X Os
AZ: SA- X 299s
AZ: SA- X 298s
AZ: SA- X 298s
AZ: SA- X 297s
AZ: SA- X 296s
AZ: SA- X 296s
AZ: SA- X 295s
AZ: SA- X 295s
AZ: SA- X 294s
AZ: SA- X 294s
AZ: SA- X 293s
AZ: SA- X 293s
AZ: SA- X 292s
AZ: SA- X 292s
AZ: SA- X 291s
AZ: SA- X 291s
AZ: SA- X 290s
AZ: SA- X 290s
AZ: SA- X 289s
AZ: SA- X 289s

WIZ, AX N, A AR 2 AIZKE9 D show authentication brief =< > KO H 15 %

ﬁ_‘- Lij‘o

Device# show authentication brief switch standby RO

No sessions currently exist

WDFET, ZOHNTERINDIEERT 4 —/L RIZOWTHALET,

3 6:show authentication brief 7 « — )L K D %A

J4—ILFK

Description

Interface

BIA LB —T 2 A ADEA T L HEE,

MAC 7 RL &

24T RNOMACT KL A,

AuthC

PRREA T — S A,

authz

HKRRAT —H A,
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show authentication brief .

J4—ILF

Description

FG

BEDAT—H A %4777, AR7EIX
wD LTI,

ARV —OmHAT GERIXEEITO A
T—H A 5R)

*D: BV LEFD

«F 1 OB A L o T
«1: IIF ID OF D 4 TH S
PrEyvarETyvaEhs

*R:a2—%7u 77 A LORIRT GEMIX
BEATDO AT — 2 2 &5

U a—YFu7r Ao GEHliX
BEATDO AT —H A% BHR)

X RWRT Ty

Uptime

o a UNEEN LT D ORI,
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. show authentication history

show authentication history

TR A THRBTOEEY v v a VERRT DL, = —% EXEC ©— R £ 721355 EXEC
£ — KT show authentication history =~ > K& L £,

show authentication history [min-uptime seconds]

EX DA min-uptime seconds  ({£&) f/NT v FEA LDy g v EFERLUET, AEhEFHIX
1 ~ 4294967295 > T4,

ATV RE—FK = —% EXEC (>)
HkE EXEC (B)

avy FERE Jiy—=x EENE
Cisco I0S XE Gibraltar 16.11.1 ZOawy RPREAINEL
7=,

ERLEOHA RS4Y 735 ATHBEFORGY v > a & &£ RT 511, showauthentication history =~ > R % fifi
ALET,

&IZ. show authentication history =~ > RO il Z R L ET,

Device# show authentication history

Interface MAC Address Method Domain Status Uptime
Gi3/0/2 0021.d864.07c0 dotlx DATA Auth 38s
Session count =1

B tx2U7«
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show authentication sessions .

show authentication sessions

BIEORFE~Y R —Y vty a VBT 515 ®REFRRT HI21E, show authentication sessions
a<wr REFEHRALET,

show authentication sessions [database] [handle handle-id [details] ] [interface type number
[details] [mac mac-address [interface typenumber] [method method-name [interface typenumber
[details] [session-id session-id [details] ]

BX DA

database () By ¥ a vy F—F =2 MIN TN DT —F I &n L&
j—O

handle handle-id (BB R~ F— Vv ERERRT DR EDO N FAEIELET,

details () FEHERTLET,

interfacetypenumber  ({£E) AL~ 1 — V¥ HFRE LR T DREDA L H—T oA AD XA
TEHFRGERELET,

mac mac-address (ER) WHMEeE£RTO2/EDOMACT FLAZEELET,

method method-name  ({£7) BiE~ 1 — v 152 FR T D EORIEFELIRE L £,
R EFRET H5E (dotlx, mab, F7-iXwebauth) . f v X —7 A

ALIBETEET,
session-id session-id ~ ({£5) AL~ R — Vv IEFREZFRTIHED® v a v ERTE
TO
avY KR E—FK =—% EXEC (>)
HbE EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL

FEREDAA RSM4 Y

77

BHEOTRTORIE~YR—V vy v a BT 1EHREF T HI2iE, show authentication
%@msnv/h%ﬁﬁbif BEORIE~F2—Y v By a VT AIEREFRRTHIC
I, 12 kO —TU—RE2EHLFET,
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. show authentication sessions

ZOT—T7ME, WESNERFEE vy g o CTHESNIEMEREBE R LET,

i 7: u:LnEj:T_ta)‘{k 3

RRE SiER

Not run Oy arOFRITFETEINTHEREA,

Running Dty varOFANETHTT,

Failed over ZOHFRIFERLE L, ROFABFERZ
HIZ e TP TWnET,

Success ZOFRIT., By a Ok LRGSR
PR L E L,

Authc Failed ZoHFRIT, By a ORI L EERR R
PR LE L,

WROFIZ, HEHTE LS NE R LET,

® 8: AKX DIRE

/N BLL]

dotlx 802.1X

mab MAC ZEE/ A 78 2
webauth Web 58Ik

KIZ, THAAZEOFTRTOREFEE v v a v 2RRT 02 R LET,

Device# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gil1/0/48 0015.63b0.f676 dotlx DATA Authz Success 0A3462B1000000102983C05C
Gil/0/5 000f.23c4.a401 mab DATA Authz Success 0A3462B10000000D24F80B58
Gil/0/5 0014.bf5d.d26d dotlx DATA Authz Success 0A3462B10000000E29811B94

I, A F =T =2 A LEDOTXTORGEE v ¥ a VR T L0 2R LET,

Device# show authentication sessions interface gigabitethernet2/0/47

Interface: GigabitEthernet2/0/47
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 20

B tx2U7«
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Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:

N/A

N/A
0A3462C8000000000002763C
0x00000002

Handle: 0x25000000
Runnable methods list:
Method State
mab Failed over
dotlx Failed over
Interface: GigabitEthernet2/0/47
MAC Address: 0005.5e7c.da05
IP Address: Unknown
User-Name: 00055e7cdal5b
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A

Common Session ID:
Acct Session ID:

0A3462C8000000010002A238
0x00000003

Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success

dotlx Not run

show authentication sessions .
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. show cisp

show cisp

t¥auFq |

FBE &NT-A > ¥ —7 = A AD Client Information Signaling Protocol (CISP) {§# % F/RT 5HIZ
%, $#HE EXEC £— R Tshow cisp 2~ R&EfiHLET,

show cisp {[clients | interface interface-id]

| registrations | summary}

BX DA clients

({EE) CISPZ 9A4T7 v hOFHMAF R~ LE
ﬁ‘o

interface interface-id

E=E) fEEESNn/-A % —7 = A AD CISP
EMERRLET, AOIRA L F—T (A
Wik, MEAR—RFER—F FrxABEEN
£,

registrations CISP DR EIE AR L ET,
summary (f£H&) CISPOY~ VU —FRERRLET,
avY R E—F ¥5HE EXEC (#)
avy FRERE J1)—=x EENE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RBREAINEL
776

Iz, show cisp interface =~ > RO A Z R L £,

Device# show cisp interface fastethernet 0/1/1

CISP not enabled on specified interface

Iz, show cisp registration =~ > RO AHZ R~ L £9,

Device# show cisp registrations

Interface(s) with CISP registered user (s

Fal/0/13

Auth Mgr (Authenticator)
Gi2/0/1

Auth Mgr (Authenticator)
Gi2/0/2

Auth Mgr (Authenticator)
Gi2/0/3

Auth Mgr (Authenticator)
Gi2/0/5

Auth Mgr (Authenticator)
Gi2/0/9
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show cisp .

Auth Mgr (Authenticator)
Gi2/0/11

Auth Mgr (Authenticator)
Gi2/0/13

Auth Mgr (Authenticator)
Gi3/0/3

Gi3/0/5

Gi3/0/23

EEa< ok av Uk Bl

cisp enable CISP #A 3x—7 WMZLET,

dot1x credentials profile T Ty ANEYT Y H L N TN ATERE
]\_/i‘j—o
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. show dot1x

t¥auFq |

show dot1x
FRA AFETITHEE SN7-7R— F @ IEEE 802.1X #EHE#H, AT —& 2 BIXOEIEX
T =R A% FRT HIZIE, 22— EXEC £— RFE 7= 13554 EXEC &= — K C show dotlx =2~
NEfEHLET,
show dotlx [all [count | details| statistics | summary]] [interfacetype number [details |
statistics] ] [statistics]
X DA all L) T _RTDOA ¥ —7 = A ADIEEE802.1X [E#H
EERRLET,
count EE) HFAENTZ7 AT N BHATDI T, T
VOB EFRIRLET,
details (f£%) IEEE802.1X A v # —7 = A ZADEMEF R L
ij‘o
statistics (EE) +_TCDA ¥ —7 = A ADIEEE802.1X #zt
Bz FRrLET,
summary HEE) T _XTHA v F—7 A ADIEEE802.1X ¥~
V—FHRERRLET,
inter face type number (L) H8E L7=AR— FDIEEES02.IX AT —# A% #
RLET,

AT R E—F

=— EXEC (>)

HbE EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL

77

Wiz, showdotlxall =~ FOHAHlZ R L £,

Device# show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 3

&Iz, showdotlx all count =< > RO HFlZRLET,

Device# show dotlx all count
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show dot1x .

Number of Dotlx sessions

Authorized Clients =0
UnAuthorized Clients =0
Total No of Client =0

&Iz, show dotlx all statistics =~ > RO Sl EZ R L E5,

Device# show dotlx statistics

Dotlx Global Statistics for

RxStart = 0 RxLogoff = 0 RxResp = 0 RxRespID = 0
RxReqg = 0 RxInvalid = 0 RxLenErr = 0

RxTotal = 0

TxStart = 0 TxLogoff = 0 TxResp = 0

TxReq = 0 ReTxReq = 0 ReTxRegFail = 0

TxRegID = 0 ReTxReqgID = 0 ReTxReqgIDFail = 0

TxTotal = 0

X7+«
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. show eap pac peer

show eap pac peer

AR FRERRRE Y 1 b 2/b (BAP) O X a7 bV 7 %ML 7 LX 7 NERGE (FAST)
BT D& 7 Protected Access Credential (PAC) #F 9 5I121%. 4 EXEC &— K T show
gap pacpeer 2~ R&EfEHLET,

show eap pac peer

SO IOy FIFBIEERITF—Y—NIdb v A,
av YR E—F Rt EXEC (#)
2<% FEE Y y—2 EENE
Cisco 10S XE Gibraltar 16.11.1 ZOawy RpREAINEL
7=
IZ. show eap pac peers 2~ > RO HHZ R L £,
Device# show eap pac peers
No PACs stored
BEavr R avw R &R
clear eap sessions TN, ZAE TG E SN AR— FD EAP O
tyvari®EZ VT LET,

B tx2U7«
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show ip access-lists .

show ip access-lists

BUEDT XTOIP 7 78 A Y X NONEEZRRT HI2IE, 22— EXEC E— N E72I3FbE
EXEC “E— KT show ip access-lists =2~ > R&fH L £,

show ip access-lists [ accesslist-number access-list-number-expanded-range access-list-name |
dynamic [dynamic-access-list-name] |interface name number [in |out]]

BXDEREA

)

access-list-number EE) ERTHIPT 7R U NOETT,

access-list-number-expanded-range  (1£) #R9% IP 7 2 E A U A R OIEHEREHE T,

access-list-name EE) ERTAIPTZ7ERX U NOLRITT,

dynamic dynamic-accesslist-name  ({£F) HESNZFAFTI vV IPT V7 ®AY A M EFR
L%,

interface  name number EE) BEESNIA LV HI—T 2 ADT 78R R &
FrLET,

in (EE) A ¥ —7 = A ZADASFaHEREFR LET,

out (EE) A2 —7 A4 2O IEERE R R L ET,

GE)

AR TFIHILE

aAvU R E—F

OGACL O EHEHRITV R—FENTWETA

BERDOIP T VAV A RNBIOYEREIP 772 RA Y A MBI RTCERINFET,

=— EXEC (>)
¥ HE EXEC (#)

avy FERE

FEREDHA K42

=2 EEAR

CiscolOS XE Gibraltar 16.11.1 — o< R EAINE LT,

show ip access-lists =~ & RO 1%, 1P [EA D & OLISMT show access-lists =~ & K ) &
FLTY, £/o, FEDOT 7RV R M ERETEET,

show ip access-listsinterface =~ > RO /1121, dACL 7 4 /L% ID X° ACL 7 1 /L% ID (33
RINFEHA, THUL YA U F—T oA ATIERL, Kilitt vy a OV F RAL
FARIEIC & o THER S 7o ARAEAR — MZ ACL 23 i S 115 72 T7, dACL 7 ¢ /L% ID X° ACL
7 4 NVH IDEFRT HITIE, show ip access-lists access-list-name =~ > R&MH L £,
access-list-name I, show access-session interface interface-name detail ==~ > KD H 710 5 Bfs:
THMENRSH Y 9, accesslist-name TILK LT & /N CFNXA S FE T,

X7+« .
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. show ip access-lists

1 WIZ, TRCOT 7 8AV A R &ER L84 O showipaccess-lists =~ > K H 714l
ERLET,

Device# show ip access-lists

Extended IP access list 101
deny udp any any eq nntp
permit tcp any any
permit udp any any eq tftp
permit icmp any any
permit udp any any eq domain
Role-based IP access list rl
10 permit tcp dst eg telnet
20 permit udp
FODN IP access list facl
10 permit ip host 10.1.1.1 host dynamic www.google.com
20 permit tcp 10.10.0.0 0.255.255.255 eg ftp host dynamic www.cisco.com log
30 permit udp host dynamic www.youtube.com any
40 permit ip 10.3.4.0 0.0.0.255 any
Extended Resolved IP access list facl
200000 permit tcp 10.0.0.0 0.255.255.255 eg ftp host 10.10.10.1 log
200001 permit tcp 10.0.0.0 0.255.255.255 eg ftp host 10.10.10.2 log
300000 permit udp host dynamic 10.11.11.11 any
300001 permit udp host dynamic 10.11.11.12 any
400000 permit ip 10.3.4.0 0.0.0.255 any

ROFT, ZOHNIFRENDLHERT 4 — /N Faatll L £,

% 9:show ip access-lists 7 4 — )L K DA

J4—J)LK Description

Extended IP access list WEIP 7 7R U R N&K/IFRE,
Role-based IP access list = N_X—=ZDIPT IV EAU A N,
FQDN IP access list FQDNIP 77 &R YU A M,

Extended Resolved IP access list | #iiE S L7~ fRIE D IP 7 7B A U A "4,

deny ST B3 v b,

udp a—W F—X7 75T hal,

any HEETLARA MEIFIIEHREAR A b,

eq FEEDR— NEZD/RT v B,

nntp Xy hNI—V Z2a—RX N URAKR—b 7a baj,
permit AR T D37 w B,

dynamic NAA 2 BRI L E T,

tcp I~ 2~ =L,

. X2 T+«
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show ip access-lists .

Z4—ILF Description
tftp Trivial File Transfer Protocol,
icmp Internet Control Message Protocol (- > % —% > NIl A v & —
v 7a han)
KA A RAAL =L —E A,

WIZ, FFEDT 78 AV A SDOARTE R LT-5E O showip access-lists 2~ & KO H]

Il rmLET,

Device# show ip access-lists Internetfilter

Extended IP access list Internetfilter
permit tcp any 192.0.2.0 255.255.255.255 eqg telnet

deny tcp any any

deny udp any 192.0.2.0 255.255.255.255 1t 1024

deny ip any any log

WIZ, showip access-lists =~ > K Cdynamic % — 7 — R & L7254 O H 6l % 7w

LET,

Device# show ip access-lists dynamic CM_SFil

Extended IP access list CM_SF#1l
10 permit udp any any eq 5060 (650 matches)
20 permit tcp any any eq 5060
30 permit udp any any dscp ef (806184 matches)

BEEavTY R

Command

Description

deny

Ny NEEETAARIMNEIPT 78 A U R ME/21X OGACL @
FEERELET,

ip access-group

ACL E7I1X0GACLZ A v —T =2 A AF TV —ERARY >—
~ v AEALET,

ip access-list

IP77%A YA FEILZOGACL 24 HTE-ITRFTEHZLE
j‘o

obj ect-group network

OGACL TR+ 2%y NU—0 ATV 20 N FA—THEHRL
F7,

obj ect-group service

OGACL T A2V —t 247V NI NA—T2EHRLET,

per mit

Ny NEHFFTALL4EIFEZIP T 72 Y 2 FE721X OGACL ©
FrERELET,

show obj ect-group

RESNTWOF TV =7 N N—TICHT LB RER R LET,

show run interfaces cable

=7 VT LAOfEHEREF R LET,

t*2U74 |}



. show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — ¥ JiitEHm 2 M E R E 7211

show ip dhcp snooping statistics [detail ]

t¥auFq |

HMEATERT HICE, =2 —FEXECE— R
F 721345 EXEC & — K C show ip dhcp snooping statistics =~ > K& L £,

X NN detail  ({£%) MM EMEZ R LET,
avY KR E—F = —4 EXEC (>)
HkE EXEC (B)
avy FERE )y—Xx TEHRARR

FEREDAA RZA4 Y

Cisco IOS XE Gibraltar 16.11.1

Ihawry RRAEAINEL
7=,

TNRAARAL 7 TlX, TRCOFFERBAX v I DT 7T 4 T AA v FTERINET,
FLWT 7T 4 7T, ANEBEINTGS, ety o213V ty hShvET,

iz, show ip dhep snooping statistics =2~ > KO Hl &7~ L £9,

Device> show ip dhcp snooping statistics

Packets Forwarded
Packets Dropped
Packets Dropped From untrusted ports

iz, show ip dhep snooping statistics detail =~ > RO B Z R L £,

Device> show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface

Reply output port equal to input port

Packet denied by platform

B tx2U7«
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DRI,

% 10: DHCP R X — E 7 ##EHETR

show ip dhcp snooping statistics .

DHCP A X — ¥ v JH#atEHRB L OE O EZ R~ L ET,

DHCP X X — E > 7 #istiE#R

B

Packets Processed by DHCP Snooping

kSN ATy hBIO R y FENEAAT Y b G
T, DHCP A X —E' U T Ko TR E N b
DEFEL

Packets Dropped Because IDB not
known

Ny hDANA v B —T = A A& CTE o T —
@ i&o

Queue full

Ny N OMBRZE S D NERF = — Nl Th 5 =
7 —0%%, FEEITFEWL— K TDHCP X7 v F&2%2Z{5 L,
AR — T l— MERR A R —T W75 T e
B, IO T—RRETHZERH Y T,

Interface is in errdisabled

errdisable & L C~—27 &7z R— F Ty hEZEL
e, ZHNRET D AREEDRH DD, R— R
errdisable 27— N THLGH /T v P F 2 —(C
AD . ZOY Y FBRB TR ENLHATT,

Rate limit exceeded

R—FTCERESNTWAL— MNIBEBZ T, A% —
7 = A A errdisable AT — MT72 o 72 [EIE

Received on untrusted ports

[E#E C& /2 vAR— F CDHCP #—/3 %/ >  (OFFER,
ACK. NAK. LEASEQUERY OWhhy) #ZELTHK
oy 7 L7z EEK,

Nonzero giaddr

BHETE WA — M TZE L/ DHCP X7 > hD U L—
T—Vxr b T RLA T 40—/ K (giaddr) 23E v st
7257z m%k, F721% noip dhcp snooping infor mation option
allow-untrusted 7 o — 3L 27 4 X2l —T g a<
VRERELTELT, BETERWVWAR—-FTRELLE
Ny MZAT v a2 T —FNEENTWIZEHL

Source mac not equal to chaddr

DHCP "7 > v FA T FMACT RLVA 7 4 —)b
R (chaddr) 2337 v FDXEITLMACT R LR & —HH
9", ip dhcp snooping verify mac-address 7 = —/ 3L =1
TA4F¥alb—rary avy RRREINTWSEE,

t*2U74 |}



. show ip dhcp snooping statistics

t¥auFq |

DHCP R X —F > F#ketiEH

B

Binding mismatch

MAC7T RLZ & VLAN DT DA T 4 o T2 5T
WHAR— bk EFR72 57— T, RELEASE/ N v FE 7=
IXDECLINE /37 v b %545 L7z[Bl4k, T, #EnniAg
KOOIV FGAT o " eAT =T 47 LESELTNDA]
REMERHDZEERLETRN, 7T74 T MR T A A
DRIDR— ~ZFHHE) L T RELEASE % 723 DECLINE % 3
TLIEZE2RTELHV ET, MAC 7 RLRIE,

A =Py b~y X —OFEFEILMACT KL ATIEARL
DHCP /X% > h® chaddr 7 4 —/V R BEA S ET,

Insertion of opt82 fail

Ny hADFT g v AN T T — |7 > =R,
G T ar T EGLNNT Yy MR A —F Y FD
Wy SOV A REB2IZHA, AT T —
WD BB ET,

Interface Down

N7y RSDHCP Y L— =— = h~DINE Th D
N, V==V hDSVIA VZ—T =2 ARF D
Y LCTWBIE%EL, DHCP H— 3~0D 7 T A 7 > MERD
EIE LISEDZEDORTSVINE U LA AT
DHLTT—TTH, Dol ELER A,

Unknown output interface

a8 T —FFERIIMACT RLA T—7 LD
IV 7T o T OWNT T, DHCP INE 7 v o
A H—T 2 AR TE 2o 2B, 27y M
Fey7anFEzd, A7 var2iHshTtkss1,
7 T4 T FMACT R L ARHIREINIC 22 - 2358103
ETDHZENHVET, "—bexXF2VT 0 AT av
TIPSG A F—TNThO, 7 ar 2BAx—7
ILTRWEA, 7947 FOMACT RLRITFEE SR
PRy MI ey FERET,

Reply output port equal to input port

DHCP J52 34 » RO A FE— R IAHFE— R L[ LT
HY . V=T OO E R EH, Ky k-
7 OBEOEDY | A S OEHERE O O hE
MR LET,

Packet denied by platform

T R F—LEAEDOL A NNIZE STy MR
HES Sz,

B tx2U7«
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show radius server-group .

show radius server-group

RADIUS =T N—F DT /7 ¢ #F£KRT HIT1E, =—% EXEC &— N F 721355 EXEC
£ — K C show radius server-group =~ > K& H L 9,

show radius server-group {hame | all}

BX DA name H— 3 Z—T DL, YT —T DLRIOREICHER T 5 CTIE, theaaa
group server radius 2~ > &M L CERTLHLLENDH Y 7,

all FTRTCOY—N T )N—FDO7Ta T  HFzLET,

ATV RE—FR = —% EXEC (>)
4 ke EXEC (B)

avy FER Jyy—= EENE
Cisco I0S XE Gibraltar 16.11.1 Ihavwy RAREAINEL
7=,

FEHEDHA K54 > aaagroup server radius 2~ R TER LI —/"\ 7N —7 2K KT 2IT1%, show radius
server-group 2~ RZEH L £,

iz, show radiusserver-group all =~ > KO AfIE R L £,

Device# show radius server-group all
Server group radius

Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks =1

ROFT, ZOHNIFRENDEHERT 4 — /N Faatll L £,

% 11: show radius server-groups 1< > KD 7 4 — )L K DEHEA

Z4—ILF Description
Server group =X T —T D4,
Sharecount OV =R ITN—=TELFELTNDEHFAY X

No¥g, & 2T 1ODFRY A RRERED
Y= T N—T 2 fEHT B4, sharecount
1T, 22005 Y A MREICH—N 7
N—T % EHT 5554, sharecount [%2 T,

sg_unconfigured PN TN —TRNREMRENE LT,

t¥alT4a
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. show radius server-group

t¥auFq |

J4—ILFK

Description

Type

% A 71X, standard ¥ 7213 nonstandard DOV 3"

NNTT, XA 71X T N—THNOY— 308 F

HEOBMEEZ T ANDNE D e~ LET,

T N—THNOFTXTOH— NZIERED 47

TarvPREINTWBHEA, ¥4 71%
monstandard] & F® /RSN ET,

Memlocks

AEVRNICH DY —N 7 —TREIEDNES
Mo, Zoix, ZO%—R T )L—TF~0D
S ERFF L TV DNERT — Z i v b
TR TV T a NN 0N EE
L£9, MemlocksiZ A E Y EHDT-DITHNES
BICEH S ET,

B tx2U7«
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show storm-control .

show storm-control

FNRAAEFIIREDA v X4 —T =24 A LT, 7—FXFyv A b, v VFF v A bFEmida=
Xy A MR P—LHIHOREERTRTD, T3 R b—2fl#lOBREAZFRT2HI12iE, 22—
EXEC &— N % 7213474 EXEC & — K T show storm-control =< > & H L £9,

show storm-control [interface-id] [broadcast | multicast | unicast]

BX DA

ATV R E—F

interface-id  (f£) WEIR— hDA > H—T 2 A ZAID (AT AZ v ZHERATHERT A
AADAB T AN BV a—)b, F— b EFEED)

broadcast EE) 7u—FXFy A F 2 h—LDLXVWMERELZFETLET,

multicast (EE) v~V FH¥ A KM A F—LDOLEVWVEREZERRLET,

unicast fEE) 2= ¥y A M A b—LDLEVWVEREZFRLET,

= —4 EXEC (>)

HikE EXEC (>)

avy FERE

FRLEDHA K51

)1)—x ETHEAR
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
77

A HE—=T oA AIDEBEANTDHE, BEINT A VX —T =2 A ADA b—LHIH L X MED
FRENFEFT, A F—T2A AIDEANLRWEGE, T3 2 EOTRTOR— MIxL
TI12DNT T4 v I EATORENERINET, VT T4 v ZATEANT L0
L. 77— FX ¥ A N A F—AHIEIORENERINET,

wIZ, F—TU— &2 AN L22WEE D show storm-control ==~ > RO H SifHl>—ER %
RLET, P T T4 07 ZATOXF—T—RFNATTEINTRWE=D, 7a—Rxy A
b A M= AHIEOBRENERIINET,

Device> show storm-control

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps
Gil/0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>

WIZ, FEELIZA v 2 —T = A ZIZD\T D show storm-control =1< > KO H 1l %
RLET, VT T4 v XA TOF—TU—RKBADNEINTHRWNEZD, 77— K% x R
h A R —2HIOBRENERINET,

t*2U74 |}



. show storm-control

t¥auFq |

Device> show storm-control gigabitethernet 1/0/1

Interface Filter State Upper

Gil/0/1 Forwarding 20 pps

WRDFIZ, show storm-control D IR RIIND T 4 — /L ROFHAZ R L ET,

= 12: show storm-control D 7 « —)L K DE5kBA

TJ4—ILF

Description

Interface

A B —T A ADID ZER R LET,

Filter State

TANEDAT —H A TR LET,

* blocking : A b —AfNEA X —7 L Th
D, AR—20BRBELTNET,

« forwarding : A b — AT A F—T LT
HH, AP—AFEAELTWVERA,

e Inactive : A h—AHENZF 4 E—F LT
KR

Upper

EERPH L~V % ] ATRE 722 A g o X —
v TF—TE LT, ROy MIEIX
BRHOE Y MITRIILET,

Lower

TRRPH L~V % R AT RE 72 A SuE 00 X —
v TF—UE LT, BTy MIERIR
POy METRRILET,

Current

Tua—R¥Xx AN NI 74 v 7 FRFREES
NI 74097 AT (Ta—FK¥y A b,
SAFHFY AL, A=F v A L) ORI D
EAPR UL Z . R TR e 2R D/ — &
T—UTERLET, ZO7 10— RNiE, X
k= AN A =T NV DOBE T T HERNTT,

B tx2U7«
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show tech-support acl .

show tech-support acl

T = HNYR— MEATET7 78 A3 br—L U 2k (ACL) BEOEREFRTHIC
%, %7 EXEC &— K C show tech-support acl =~ > F&fiH L £,

show tech-support acl

XD Ioawry RZEBIEELEF—TY—FEH D THA,
avY RE—FK ¥5HE EXEC (#)
avr FERE )1y—2 TERNE
Cisco IOS XE Gibraltar 16.10.1 Zhavwr s RREAINE LS,

Cisco IOS XE Gibraltar 16.11.1

FELEDHA K54 > showtech-supportacl =~ FOHITIEFIZERLS 2D 3, ZOHNZRISAHET DI
X, BV OEXABRARERA ML —Y FRIFVE— RN T 7 ALV AT AT, ZOMN%E
77 AN XA L7 hLET (72 & 2L, show tech-support acl | redirect
flash:show_tech acl.txt) .

Zoavry ROBAIZIEKRO 2~y RRFERENET,
A

GE) RAR¥ Y IHEERT Ty 74 —ALTlHE, ZhbDavwy RIZAZ v JNOTXTOAAL v FT
FATENFE T, Catalyst9400 >V — X AA v F R EDET 2 — VDT T v b7 +— ATl
INHDavwy RiET 7T AT AA v T TORFITINET,

GE) Wwoa<w R0l A ML, HATHERRERa~ Y FOBTT, ZHbHixF Iy 7 +—AIC
Ko TERRDZGENRDHY £7,

» show clock

» show version

« show running-config
« show module

» show interface

* show access-lists

« show logging

« show platform software fed switch switch-number acl counter s hardware

I X7+« .



. show tech-support acl

3l

t¥auFq |

» show platform software fed switch switch-number ifm mapping

» show platform hardware fed switch switch-number fwd-asic drops exceptions

« show platform software fed switch switch-number acl info

« show platform software fed switch switch-number acl

« show platform software fed switch switch-number acl usage

« show platform software fed switch switch-number acl policy intftype all cam

« show platform software fed switch switch-number acl cam brief

« show platform software fed switch switch-number acl policy intftype all vcu

« show platform hardware fed switch switch-number acl resource usage

« show platform hardware fed switch switch-number fwd-asic resource tcam table acl
« show platform hardware fed switch switch-number fwd-asic resource tcam utilization
« show platform software fed switch switch-number acl counters hardware

« show platform software classification switch switch-number all FO class-group-manager
class-group

« show platfor m softwar e process database for war ding-manager switch switch-number RO summary
« show platform softwar e processdatabase forwar ding-manager switch switch-number FOsummary
» show platform softwar e object-manager switch switch-number FO pending-ack-update

« show platform software object-manager switch switch-number FO pending-issue-update

« show platform softwar e object-manager switch switch-number FO error-object

« show platform software peer forwarding-manager switch switch-number FO

» show platform software access-list switch switch-number fO statistics

« show platform software access-list switch switch-number r0 statistics

» show platform software trace message fed switch switch-number

« show platform software trace message forwar ding-manager switch switch-number FO

« show platform softwar e tr ace message for war ding-manager switch RO switch-number RO

I, show tech-support acl =2~ > RO HBIZR L £,

Device# show tech-support acl

Printing entries for region ACL CONTROL (143) type 6 asic 0

TAQ-4 Index-0 (A:0,C:0) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

B tx2U7«
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show tech-support acl .

Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0044 (68)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-1 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0043 (67)/0xffff 0x0044 (68)/0xffff

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-2 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0043 (67)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

I X7+« .
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. show tech-support acl

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-3 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-4 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-5 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output MAC PACL

VLAN ID/MASK : 0x000 (000)/0x000

Source MAC/Mask : 0000.0000.0000/0000.0000.0000
Destination MAC/Mask : 0000.0000.0000/0000.0000.0000
isSnap: Disabled, isLLC: Disabled

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)
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show tech-support acl .
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. show tech-support identity

show tech-support identity

T ZANYR— MMERT D7 AT 7 47 1/802.1X B OIE WA R T HI2IE, FitE
EXEC “&— KT show tech-support identity =~ > R&H L 9,

show tech-support identity mac mac-address interface interface-name

EXDiiHA mac mac-address 7547 K MACT RLR|Z
B atEMafnrLEd,

inter face interface-name IS5AT M A v E—T oA A
BT o E e RN LET,

avY RE—FK ¥#HE EXEC (#)
av Y RERE )1)—= TEHNES
Cisco I0S XE Gibraltar 16.10.1 Zoawy RREASNELE,

Cisco IOS XE Gibraltar 16.11.1

FELEDHA K54 > showtech-supportplatform =~ > FOHNIFIEFICR S 2D £9, TN 2zR I <A
DITE, = NDOEZABAGERA ML —Y LBV E—F 77 A VT AT LT, ZOH
NENRT7 7 AN XA L7 R LET (F2& 2%, showtech-support identity mac mac-address
interface interface-name | redirect flash:filename) .

Zoawy ROMMOZIFKRO a~wy RRFERINET,
* show clock
» show module
* show version
» show switch
+ show redundancy
» show dot1x statistics
* show ip access-lists
» show interface
« show ip interface brief
» show vlan brief
+ show running-config
- show logging

« show interface controller
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show tech-support identity .

« show platform authentication shinfo interface

« show platform host-access-table

« show platform pm port-data

« show spanning-treeinterface

* show access-session mac detail

« show platform authentication session mac

« show device-tracking database mac details

» show mac address-table address

« show access-session event-logging mac

» show authentication sessions mac details RO

« show ip admission cache RO

« show platform software wired-client RO

« show platform software wired-client FO

« show platform softwar e process database forwar ding-manager RO summary
« show platform software process database forwar ding-manager FO summary
« show platform softwar e object-manager FO pending-ack-update
« show platform software object-manager FO pending-issue-update
« show platform softwar e object-manager FO error-object

+ show platform software peer forwarding-manager RO

« show platform software peer forwarding-manager FO

» show platform software VP RO summary

« show platform software VP FO summary

» show platform software fed punt cpuq

« show platform software fed punt cause summary

+ show platform software fed inject cause summary

« show platform hardwar e fed fwd-asic drops exceptions

+ show platform hardware fed fwd-asic resour ce tcam table acl

« show platform software fed acl counter hardware

+ show platform software fed matm macTable

« show platform software fed ifm mappings

« show platform software trace message fed reverse

« show platform softwar e trace message forwar ding-manager RO reverse
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. show tech-support identity

« show platform software trace message forwar ding-manager FO reverse
» show platform softwar e trace message smd RO reverse

* show authentication sessions mac details

« show platform software wired-client

+ show platform softwar e process database forwar ding-manager summary
« show platform softwar e object-manager pending-ack-update

« show platform softwar e object-manager pending-issue-update

« show platfor m softwar e obj ect-manager error-object

« show platform software peer forwarding-manager

« show platform software VP summary

« show platform software trace message forwar ding-manager reverse
« show ip admission cache

« show platform software trace message smd rever se

« show platform software fed punt cpuq

« show platform software fed punt cause summary

« show platform software fed inject cause summary

+ show platform hardware fed fwd-asic drops exceptions

« show platform hardware fed fwd-asic resource tcam table acl

« show platform software fed acl counter hardware

« show platform software fed matm macTable

» show platform software fed ifm mappings

« show platform software trace message fed reverse

I IZ, show tech-support identity =~ > ROl 2R L E T,

Device# show tech-support identity mac 0000.0001.0003 interface gigabitethernetl/0/1

—————————————————— show platform software peer forwarding-manager RO --—--—--—--——-————
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes
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show tech-support identity .

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Ready
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O

Peer state: connected
OM ID: 0, Download attempts: 638

Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context: 0xdf3e7158
Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4317c8, BIPC FD: 41, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:

State: Connected
BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer Context: 0xdf3e7158
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. show tech-support identity

TX Packets: 0, Bytes: 0,
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Drops: O

Upstream FMRP-MOBILITYD IPC Context:

State: Connected

BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1

B tx2U7«

Complete: 1, Yields: 0, Spurious: O

IPC Back-Pressure: 0, IPC-Log Back-Pressur
Back-Pressure asserted for IPC: 0, IPC-Log:
Number of FP FMAN peer connection expected:
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf45e4d8, BIPC FD:
Tx Packets: 20, Messages: 704,
Rx Packets: 2, Bytes: 108

48,
ACKs: 1

Peer

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete
Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0,

Upstream FMRP IPC Context:

State: Connected, Read-selected
BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-SMD IPC Context:

State: Connected, Read-selected

BIPC Handle: 0xdf496228, BIPC FD: 51, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:

State: Connected

BIPC Handle: 0xdf4bb488, BIPC FD: 53, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:

State: Connected

BIPC Handle: 0xdf4a8b58, BIPC FD: 52, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Context:

e: 0

0

7
Context:

0xdf3e7158

0xdf470el8

Msgs Recovered: 0

Context:

Context:

Context:

Context:

Context:

0xdf470el8

0xdf470el8

0xdf470el8

0xdf470el8

0xdf470el8
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show tech-support identity .

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: Oxdf4cddb8, BIPC FD: 54, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

—————————————————— show platform software peer forwarding-manager RO --—--—--—--—--———-—
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Ready
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O

Peer state: connected
OM ID: 0, Download attempts: 638

Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context: 0xdf3e7158
Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
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State: Connected, Read-selected

BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected

BIPC Handle: 0xdf4317c¢8, BIPC FD: 41, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: 0
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected

BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected

BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1
Complete: 1, Yields: 0, Spurious: O
IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: O
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf45e4d8, BIPC FD: 48, Peer Context:

Tx Packets: 20, Messages: 704, ACKs: 1
Rx Packets: 2, Bytes: 108

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf470el8

Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer Context:

B tx2U7«
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show tech-support identity .

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf496228, BIPC FD: 51, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4bb488, BIPC FD: 53, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected
BIPC Handle: 0xdf4a8b58, BIPC FD: 52, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: 0xdf4cddb8, BIPC FD: 54, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 7 Forwarding
1 9 Forwarding
1 17 Forwarding
1 27 Forwarding
1 28 Forwarding
1 29 Forwarding
1 30 Forwarding
1 31 Forwarding
1 40 Forwarding
1 41 Forwarding

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 49 Forwarding
1 51 Forwarding
1 63 Forwarding
1 72 Forwarding
1 73 Forwarding
1 74 Forwarding

I X7+« .




FauFq |
. show tech-support identity

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 7 Forwarding
1 9 Forwarding
1 17 Forwarding
1 27 Forwarding
1 28 Forwarding
1 29 Forwarding
1 30 Forwarding
1 31 Forwarding
1 40 Forwarding
1 41 Forwarding

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 49 Forwarding
1 51 Forwarding
1 63 Forwarding
1 72 Forwarding
1 73 Forwarding
1 74 Forwarding
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show vlan access-map .

show vlan access-map

B EDVLANT 7B A <y 7TEZIFTRTOVLANT 7B A ~ v FICHET A HERERRT D
(21X, H§#E EXEC & — K C show vlan accessmap =~ > RZfEf L £,

show vlan accessmap [map-name]

BX DA

aAvU R E—F

map-name  ({-) ¥EDVLANT 7t 2~ v 74,

b EXEC (#)

avy FERE

3l

) y—2 EENE
Cisco IOS XE Gibraltar 16.11.1 Zoavwr RPREAINELE,

Iz, show vlan accessmap =~ > RO AHIZ R L £7,

Device# show vlan access-map

Vlan access-map "vmap4" 10
Match clauses:
ip address: al2
Action:
forward
Vlan access-map "vmap4" 20
Match clauses:
ip address: al2
Action:
forward
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. show vlan filter

show vlan filter

T _TPHDVLAN 7 4 V& F-ITHED VLAN 721X VLAN 7 7 B 2 = » A2+ 55 H %
FRT BITIL. FibE EXEC £— KT show vlanfilter =~ R&fEHA L E9,

show vlan filter accessmap name|vlan vian-id

DA accessmap name  ((£E) BESNIEVLANT 782~y 707 4 VZ Y o FIERE2FR
L/i—a—o
vlan vian-id (EE) BESNEZVLANOZ V2 ) o JiEREFRRLET, FHET
& &I 1 ~ 4094 T,
v RKRE—FK ¥rtE EXEC (#)
2wy REE yy—2 RERNE
Zoavry RPREAINE L,

Cisco IOS XE Gibraltar 16.11.1

#l Wiz, show vian filter =~ > Koo A% 5 L £,

Device# show vlan filter

VLAN Map map 1 is filtering VLANs:
20-22
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show vlan group .

show vlan group

VLAN 7L —FI2= v B 7 S TWA VLAN 23R 7 5121%. ¥ EXEC E— R T show
vlangroup =2~ > REHEH L £,

show vlan group [group-name vian-group-name [user_count]]

BX DA

AR E—F

group-name vian-group-name  ({£:i) f§E L7= VLAN /L —F Il v B 7 En TV 5
VLAN #F R~ L E T,

user_count (EE) BED VLAN ZJL—F 1w v B 7SN TNAHE
VLAN O 2—HFEF R LET,

HikE EXEC (#)

avy FER

FRLEDHA KS14 Y

il

)1)—Xx ETEAR
Cisco 10S XE Gibraltar 16.11.1 Zoavwy RREAINE LT,

show vlan group =2~ > RIZEEFD VLAN 7 v —7%FR L, % VLAN ZL—7D A /N Th
% VLAN ¥ X (N VLAN O#if %z kL £, group-name¥—7— KZANhT5E, FEELE
VLAN V=7 DA L ROBNERENET,

WOFTIE, BTED VLAN Z)L—T DA R FomT 5 HiER R LUET,

Device# show vlan group group-name group2
vlan group groupl :40-45

wIT, ZTA—FND% VLAN O a—HP K E R T H0%2 R~ LET,

Device# show vlan group group-name group2 user_count

VLAN Count
40 : 5
41 : 8
42 : 12
43 : 2
44 : 9
45 : 0
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. ssci-based-on-sci

ssci-based-on-sci

Secure Channel Identifier (SCI) 1 (2555 T Short Secure Channel Identifier (SSCI) fili % &4
5121F% MKARY > — a7 ¥ 21— g F— NTssti-based-on-sci =< R&FH L
F9, SCIIZHESL SSCI HREAELZT AT, Zoa~vr FonoBXE#HALET,

ssci-based-on-sci
no ssci-based-on-sci

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV R FI4)0k  SCHEIZHES L SSCHEDFHAITEIZ /2> TV ET,

AT R E—R MKA RV ¥— 27 4 X2 L—3 3 (config-mka-policy)
avy FERE 1)1)—=x EEAR

CiscoIOS XE Gibraltar 16.12.3 | ==~ R2EA SN E LT,

FEALEDHA KS4> SCHEMEWEE, SSCIHEITELS 72 b £,

i Wiz, SCIIZHES< SSCI #HE T 247 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# ssci-based-on-sci

BEav R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A 7y NERE LT MACsee ZEIESHE T,
delay-protection MKPDU D 3x{5 CEIER#EZ T2 K 9 ICMKA Z3RE L £,
include-icv-indicator MKPDU (ZICV A > U —Z G ET,
key-server MKA F—H— A7 a v ERELET,
macsec-cipher-suite SAK Z G4 5720 DI FAA — bR ELE T,
sak-rekey SAK F—HAHREEZRE L E7,
send-secure-announcements| MKPDU D%[E T X o7 A7 F 7o 252 %ET 5 X 912 MKA
ERELET,
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ssci-based-on-sci .

Command

Description

use-updated-eth-header

ICVEEIZIEES SNz~ Ry b~ X —ZFHLET,
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storm-control

Ta—REy A, vATFFr AL, FREF2=F Y A MR M—2Hlf#E A F—T NI LT,
AVE—=T A ZADLEVELNLVERET DL, AV —T 2 AT 4 Fal—s
v E— K Tsorm-control =~ > RZHHLET, 774/ MREICRERTITIE, Z0avw R
D noFERAEMHEHLET,

storm-control action shutdown |trap | broadcast | multicast | unicast | unknown-unicast level
level [level-low] | bps bps [bps-low] | pps pps [pps-low]
no storm-control action shutdown |trap | broadcast | multicast | unicast | unknown-unicast level

B DEREA

action R—=hTAM—LPRELGBICFITENDT 7 v a v ERELET. 7
THNNT I aE, NI T4 v ETANANEZY T, SRy T —
JEMT7 o ha) (SNMP) bT v 7 EERELER A,

shutdown A N—=LDM, R—+&T 4 =TV LET,

trap A M= LPRELESHBITSNMP b7 v FEEELET,

broadcast AVH =Tz A ALETTa—RF ¥ AN A FM—AHl#HEZA 32—V LE
7,

multicast AE=T 2 A A LETYAFHF¥ A bR =Ll A =T VI LET,

unicast AVH—T 2 A ALETa=F% ¥ AN A M—ALHlHEZAS X—T VI LET,

unknown-unicast { > % —7 = 4 A FCRIARZ=% % 2 2 h— LA A F—T M LE
R

level EIRE L OFRIE L ~LZ2 R— h OSHHIEOEIA THREL £,

level BRI Loy ONEURLL R 2L £ C) o HRE T & HH#EFAIE 0.00 ~ 100.00

TY, HEELK level DEIZELIZYAE, A=A Ty DT T T 4
TETny I LET,

level-low (EE) TRREE v~ UNESLLTFE 20 E T) , F5E T HEiPHIZ 0.00
~100.00 T¥, ZOEIZ ERIMENE L v /S0y, ETE UL iz
DEHA, FERIMEILNVERE LRWEAS, ERIME L~V OEICERE &
j/l/\ijqo

level bps ERBIOTRMEI L~V 2, R=FTZETLFT 74 v 7 OBE (B
NME) THRELET,
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storm-control .

bps ERRENEI oy CNBUS PR ER 1 ALE ), FEETE 28I 0.0 ~
10000000000.0 T3, #57E L7z bps DIEICEL728HE. A F—L X7 v hO
7T v T ETay s LET,

REWVEMEO LEVEIZIE, k. m, gREDA NI v 7 7407 X%

TEET,

bps-low (EE) FREHE v~ UNGRLLTFE 1ALET) . FHETE 28X 0.0
~ 10000000000.0 T¥, Z OMEIT EREIEMEIZE LWy, Elzid/hs < 2T
N0 £/ A,
REWVEMEO LEVEIZIE, k. m, gREDA NI v 7 7407 Z%4EH
TEET,

level pps ERBEIOFRIH L~V E, R—FTZETDI T 740 v 7 OFE (X

7y M) THELET.

pps ERREE L ~v UNERRBL TS 1AL ET) , FEETE H%iFHIE 0.0 ~
10000000000.0 T, 57 L7= pps DIEICELIZHE. A h—5h 7y kD
79T 4T BT ay s LET,

KEWEEO LEVEIZIE, k. m, g2 EDA NI w7 7 47 Z&HH

TEFET,

pps-low UEE) TRR#HI L~ UNGELLTFHE IALET) , FEETE H4EFHIT 0.0
~ 10000000000.0 T3, Z OfEIZ _ERBMMHIEIZZE Ly, 23S 22T
N0 £ A,
RKEWEMEOLEZVMEIZIEK, k. m, gREDA N w7 7407 Z%&FEH
TEET,

ARV R TIAIE

avU R E—F

TH— ¥y AR wAFXY AL BIO2=F%% 2 X F—2HIZT =71 TT,

TI7FN ST Iavii, NI T4 vl BT 40XV L, SNMP M v T EEELER
}VO

AVHE—Tx2A R AT F2lb— 3 (config-if)

avy FERE

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 Zawy RBEAINEL
776

FEREDHA K54

A b — LHAES L oVE, R — P ORFEIEOEIS . IR N T T 4 v 7 2R ET O EE (1
@%k@®ﬂﬁy%ﬁ\ikMI@%kD®EyFﬁ)Tﬂﬁféi?o

HIMEOEIS THIE L7254, 100% OMEIEIL, f8ELTZ 8T 7 4 v 7 XA FITHIBRDNER
méhfw&w LAEEWHRLET, levd 00 DfEIZ, R—F EDOTRTCHOTr—FRFyv A B,
< NT XX A, FHREI=F YA NN T T4 v BTy LET, A =2, BB

t*2U74 |}
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T LUV 8 100% R OBAINTIET A 2 —T W20 £, o A b — AR ENEE S
TR WER. 77‘2‘/I/F7’7 varviit, AF—LDFEERSTVARNT T4 v I HT 4
WAV T L, SNMP b7 v 7 E2EELERTA,

G¥)

TATFXXYADRTT 4 VDA M= LHIILEVEISELIZSGS, 7Y vy Y TR b T —
4 2=+  (BPDU) 334 U Cisco Discovery Protocol (CDP) 7 L — AR EDHKIEI T 7 4 >
TUNDOZ VT Fx AN NTT7 47 3T _XCT7ay 7 InET, 2720, 7731 ATl Open
Shortest Path First (OSPF) 7R EDNV—TF 4 7T v 7T — M LIEHOVLTF X5 A b 7 —4

N7 7 4 v 7 IXRBIESNRNTD, MFDNT T 4w 7 XA TN T ey InET,

trap 3 & O shutdown A 7> = i3, AVNIHSL L TVWET,

N7y PA =LA ESNTEEEICU Yy N T UEITH (A M—LADH, A— R
error-disabled (272 %) L OIWZT 7 a v aRETHEHH. AV F—T2AAEBZDAT— R
SRR+ A2 noshutdown f V¥ —7 = A a7 4 X alb—ay avy Reif+5
MENRH Y F9, shutdown 727 > a U EIRELRWGE, 77 aritrap (A h—AKH
RRZT NA AN T v T HERT D) ITHEL T EIN,

AN—LRREL, FITSNDTI7VarBD T T4 IDOT7 4 NE ) T ThHGAE. TR
H LR EESNTWRWE b T 7 4 v 7 b— b2 BRI L~V VRS 25 ETT
NARAFTRTCO N T 7 4w 7 &7y LET, FERINE LNABREE I T4,

T4 9T b= "RZDLXNVENELRDEETT A AL N T T4 v 72Tyl LET,

GE)

A h— AL, WA X —T oA ATHR—FEINTWET, F£7. EtherChannel TH A
h—2HliH 2R E CTEET, A b—LH#lf# %2 EtherChannel TERET 254, A b—AHIHERE
X EtherChannel ¥ A ¥ —7 = A R EFHE L E T,

Ta—REYy A RNAM—LBREL, FITEINDITI7av BN T T4 ITDT4NETHD
e, TS AFT e —RXxY AN T T4 v R E TRy LET,

FEMICOWTIE, OV V=R THY 7 by 2T a7 4 Xal—yar HA Ras
LT EEN,

WOFITIE, 75.5% O ERI#HIL~ LT r— RKEy A b 2 h—2Hl#{Z2 A4 F2—T
T B HEERLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# storm-control broadcast level 75.5
Device (config-if)# end

WOFITIL, 87% D _LBRINHI L~ & 65% O FERINEI L~V DR — F T=F+ 2 |
A2 N —LHHE A R—TNCT B HER R LET,
Device> enable

Device# configure terminal
Device (config) # interface gigabitethernet 1/0/1

B tx2U7«
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storm-control .

Device (config-if)# storm-control unicast level 87 65
Device (config-if)# end

WOHFITIE, 2000 37 > MO _ERRINH| L~ & 1000 237 > MEPO TR L ~v
DFR—= K TENLTF¥ AN A N—LA{l#%E A F—TMZT 5 HEERLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/1

Device (config-if) # storm-control multicast level pps 2k 1k
Device (config-if)# end

WOFITIL, A— K~ Tshutdown 77 > a & A X —TNWIZT L HEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# storm-control action shutdown
Device (config-if)# end

RELMERT HI21L. show storm-control =~ > R&Z A LET,

I X7+« .
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. switchport port-security aging

switchport port-security aging

EX 2T T RLAZ U N DZ—V U TR A DBEXOFA TERET D, EIFFFEDOR— R
DEF 277 FLADT =V TEEEEET LI, A =T =2 A AT 4Fab—
= & — K C switchport port-security aging =~ > RZEH L4, A—hF E¥%=2 74’
TV T HT AT MIT D, KFINTA—F T T 40 FORBEBICHET DIT1E. 2
Da<zr FOnoJBXAMH L ET,

switchport port-security aging static|time time|type absolute|inactivity
no switchport port-security aging static|time|type

BXDEREA

AU R TIAIE

AR E—F

static ZOR— MIEMICRESNT-EF 2T 7T RLADZ—U 0 PR A x—7 M LE
?—O

time  ZOR—hOT—VU T XA DEHELET, FIETE 2T~ 14405 T,
Ume  time 280 DHA., ZOKR— hOZ—V U T ET 4 =TV TT,

type TV BATERELET,

absolute absolute =— > 7 XA TEHELET, ZOKR—FDOFTXTOEF2T 7 RLX
X, FRE SRR (99) SR Lo RICHIRIINE 2D, X2 T T RLA Y
A2 P HHIBRESNET,

inactivity inactivity =—3 > 7 4 A T EFEL LT, HESHRENICES 2 7 #5007 R
VAMDBDT =8 877 4 v 7 BIRWGEETIET, ZOR—FDEX27 7 KL A
DHIRRGINIC 20 £,

— X2 VT =T THRRIIT =TT, T 0 ORI 045 T,
FTIT7 I DOT— T H A 7T absolute T,
FIFNVNDRET 4 v 7 == TEWEIZT 4B —7 L TT,

AB—Tx2A A AT 4F 2l — 3 (config-if)

2v Y FRE

EREDAARZA4

J1)y—2= EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavry RREAINEL
7=,

BEDR— I DEFXF2T T RVA D=0 T oA R—TNMITBI2F, A== T #
A4 L% 0 LADEICEE LT,

HEDEX2T7 7 RLAIZHKMEZREE LTI 7 BEATEXAL 91233 120F, == a2 A4S
Zabsolute IZFRELE T, =—V 07 XA LAOHABRRNUINDE &, X7 7 FLANHIERS
nx4,
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switchport port-security aging .

W T 7 B A TE DX 2T 7 FL AR ZHIRT 2121E, == 7 % A 7 % inactivity
WCRRELET, 20X TsE, T 7T 47 koTtxaT 7 RUADBHIRS L, o
T RUAREFR 2T DZENMTEET,

X2 T T RLA~OT 72 AHIREZMERT 2121E, EF =277 FLAS LTREL, no
switchport port-security agingstatic{ > #—7 A A a7 4 X2 b—T a3 a~v s ReffH
LT, IR ESNT-EXF 2T T FLADZ—V 0 V% F 4 B—7 M LET,

ROFITIE, F—FDOTRTOEHF=2T 7T RLRZXHLT, =—V 7 AT %
absolute, =— 7 XA L& QEEFICERE L F T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1

Device (config-if) # switchport port-security aging time 120
Device (config-if)# end

WORFITIL, A— MIEESINTEX=2T 7T RLVRAZK LT, =2—V o7 X4 7%
inactivity, =— 27 XA L& 2FICRELET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport port-security aging time 2

Device (config-if)# switchport port-security aging type inactivity
(config-if)# switchport port-security aging static
(config-if) # end

Device
Device

WOBITIE, BESNT-EXF2T 7T RLADT—V 0 T 52T 4 —7 NI 5 HiEx
R~LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# no switchport port-security aging static
Device (config-if)# end

t*2U74 |}
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. switchport port-security mac-address

switchport port-security mac-address

TX2T MACT RLAELIIAT 4 v FMACT KL AT —= 7 %FRET HITIE, switchport
port-security mac-address f > ¥ —7 = A A AT 4 X al—ar avy REFEHALET,
F 74V PEEICRTICIE, Zoa<vr Fono BEREHEH L £,

switchport port-security mac-address mac-address [vlan vlian-id access|voice] | sticky
[mac-address | vlan vian-id access| voice]

no switchport port-security mac-address mac-address [vlan vian-id access|voice] | sticky
[mac-address | vlan vian-id access| voice]

BXDEREA

AR TFI4IE

AR E—F

mac-address 48 £ K MAC 7 FLADANIC L > THRETHA v X —T = ZADEF 27T
MAC 7 RL A, BRESNT-HEREET, EXx2T7 MACT RLRZEBNTE X
KR

vianvian-id  (f£3) FF 7 R— b ETEF, VLANID BEUMAC 7 FL A Z$EE L%
79, VLANID Z{5/& L7eWGHEIE, * A7 4«7 VLAN BMEH S E T,

vlanaccess ({£E) 7/t A R—KhTEF, VLAN 27 27 A VLAN & LCHREL £,

vlanvoice  ({£EF) 7/t A K— b TEF, VLAN 23575 VLAN & L CTHRELET,

GE)  voicex—7U— FiF., BEFE VLANBAR— MIEEINTWT, EHiT#
DOR— "N T 7 A VLAN THRWEEDOLEL T,

sticky AT L HF T2 TDA B =T 2 A A F—T NI LET, AT 4 vF
T—= U Tk AR—TNMITDHE, A X —T oA AFEZFEE LT XTO
X 2T MACT RLAZETay 74 Falb—a ZEBMLT, 2607
RLAZAT 4 vF X227 MACT FLAIZEHBELET,

mac-address ({£E) 2T 4 vF EF 27 MACT RLRAEZFEETSHMACT FL A,

X 27 MACT RLRAIREINTWHER A,
AT A vH T—= TET 4 =T N TT,

A B =T xR AT 4 Falb— 3 (config-if)

avy FERE

)1)—X ETEAR
Cisco I0S XE Gibraltar 16.11.1 Zoawy RpREAINEL
77

FEHEDAA KSq4> BF27 K= MCETLHIRFHEIT, kOLBH TH,

X 2T R—MIT IV EAR—-DPIELIIFNT 7 R—=MNITDHIEIEFITEETRN, ¥4
FIvI T EAR- MIUIRETEEEA,

B tx2U7«
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switchport port-security mac-address .

cEFx 2T R—HMIL—TFT vy FFR—MIITEEEA,
c X 2T R— MIRER— I TE A,

X 2T R—1"E2AAL v F RKR—bF TFFA4Y% (SPAN) DI — MITHZ LIET
TEH A,

et X 2T R—FEXFHEy FEFIZ10 45 E v b EtherChannel X— ~ Z/L—F 128D %
ZlixTEER AL

¢« HEFE VLAN Tid, AX¥T 4 v 7 BXaT FHIEFAT v F X227 MACT FLRA%EFK
ETEERA,

e HF VLAN BRRESINT A X —T 2 A A LTHR—bF X2V T 424 X—TWIT 5
e, R—=brDORKREXF 27 7 FUATFEEZ 2IZ%E L £ T, A— k% CiscolP Phone
WZBHET AA1E. TP Phone IZ MAC 7 R LA 1 DMAETF, Cisco IP Phone D7 K1 &
X357 VLAN E B SR ET 28, 727 AVLAN LG &hEdA, 15OPC%E
Cisco IP Phone (2654 284, MAC 7 RL ZDBININESH Y FH A, 2 BLLEO PC
% Cisco IP Phone (ZH2f5t 9~ 5356, % PCIZ 12>, & 51T Cisco IP Phone (2 1 DFI D 4 T5
KXo+t Xa7 T RVAZRETHMLERD Y £7,

« H7 VLANZT7 78 XA R— b ETREFYAR—raShEzd, P77 R— b ETEIR—
FENFEEA,

AT 4 vx BX2T MAC T FLAITIE, ROBMERH D £,

« switchport port-security mac-addresssticky f > #—7 A4 A a7 4 Fal—T a3 2
<~V REFEALC, AV F—T 2 A A LETAT A v X T—=0 T A =T NI LIS
HBAVE—T oA ATTRTOXAFT Iy 7 EF2T MACT FLA (AT 4 v FT—
=SV TBRA =TT DENCEINIC T SN T RL A2 BT %, AT 4 vFtEFa
T MACT FLAIZEHL, $RXTDAT 4 vFEFaT MACT FLAZFATAL T 4
Xl —Ta BN LET,

* no switchport port-security mac-addresssticky f > % —7 A A a7 4 Falb—Ta
AR REFEALT, AT A vX T == 72T 4 v—T VT 50, El3ETar

T4 Xa2lb—varEHIRT 58I AT 4 vFEF 2T MACT RLREETaY

TA4FX 2= a O HRIIRY FTHN, T RLAT =T ANGIFHIBRESNET, HikkS
NIZT RVARFA T IV ZITHBET DI EMTE, ¥4 FI v 7T RLRELTT R
VA T—=7MBEMEnET,

« switchport port-security mac-addresssticky mac-address f > #—7 = A4 A 3> 7 4 ¥ =2 L —

varavwry REHFALT, AT 4 vy X EFa2T MACT RLAEZRETIHEG, b
DT RVAET RLAT—INABIOETay 74 Falb—va lBMEnEd, F—
NEX2 VT ABT 4 8—TLOHRE, AT 4 vF X227 MAC T RLATFFTa
T4 Xalb—va NIERY ET,

AT 4 vF—EF2T MACT RLARa LT 4 Fal—ar 77 VIRFESH T
LD, THRA AOFREEE, FHIIA X —T =AM ADY v v N T UK, 4 X —
Tz ARATINGDOT RLAZFEE LR CTTAET, AT 4 vF X2 T7 7T KA
ERAFL2WEE, 7 RLRAERbET, A7 4 vF 7T—= I NRT =710

I X7+« .
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B ATAYFEF2T MACT RLRIIZAAFTI v 7 BF%aT7 7 RLRICEHBEN,
EITar 7 4 Fal—aryhollREnEd,

AT 4 X T =T ET 4 B—T WM LT, switchport port-security mac-address sticky
mac-address f > 4 —7 = A A AT 4 Xal— gy avy Re AN LEGEE, =7 —
AyB—UNRFREN, AT 4 vFEXF2T MACT RLRIFFE Tary 7 4Fab—3
NTBMENEE A,

R A WERT D I2IE, show port-security =~ > R&HA L E4,

WOFITIE, R—FTEF=2T7 MACT FL A& VLANID 2R TET 5 HEERLE
7,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport mode trunk

config-if) # switchport port-security

config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3
config-if) # end

Device
Device
Device

WOBITIE, AT A vF T—=0 T E2AFX—TNIZLT, F—FET22O0RXT 1 v
X EX2T MACT FLREANTEHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport port-security mac-address sticky

Device (config-if)# switchport port-security mac-address sticky 0000.0000.4141
Device (config-if)# switchport port-security mac-address sticky 0000.0000.000f
Device (config-if)# end

B tx2U7«
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switchport port-security maximum .

switchport port-security maximum

TX2T MACT RLVADEIRKRBEEZHRETDHIZIE, A v F—T=zAf AT 4Falb—vay
£ — KT switchport port-security maximum =~ > R&fFH L9, 774/ FREICETIC
X, Zoa~vr RonoBREHEHLET,

switchport port-security maximum value [vlan [vlian-list | [access| voice]]]
no switchport port-security maximum value [vlan [vian-list | [access| voice]]]

BX DA

AR R TFIAILE

ARV R E—F

vaue A H—T A ADEF2T MACT FLADFAEZHFELET,

T 7 OFREIL 1 TY,

vlan FE) FoFv 7 F—FrOHEA. VLAN L 73— E#HO VLAN DX 27
MAC 7 RLZDRKREBEZBRELET, vian T— T — FRAHTENTWARWES. T
7 v MENMEAH I NET,

VarHis  ({£#) # >~ TR L7 VLANOFFE 72131 7 > TR H47- 8D VLAN,
VLAN ZF5E L72WEA . VLAN Z & O REMEF SN ET,

access ({EE) 7/ AR—HFTEIF, VLANEZT7 7 AVLAN & L CTHRELET,

voice  ({£i&) 77 & A A— hTEF, VLAN 257 VLAN & L CTHREL £7,

G¥)  voicex—U— RFiL, /5 VLAN BAR— FMIHRESNTWT, EHITEFD
R—FNRT 7 £ A VLAN TRWEE DA TT,

AR—=r X2V T 424 F—TNMILTEF—U—REANLRZWEE, 741D F%2T
MAC 7 F L 2D REIL 1 TI,

AVHE—Tx2A R AT Falb— 3 (config-if)

avy FERE

FEREDHA K4V

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 Zawy RPREAINEL
776

TNRARAIHRETEDLEX 2T MAC T RLADKRKEIT, VAT LATHEATSINTWD MAC
T RUVADRKRBIZE>TRED 3, ZOETILT 7 7 1 7 72 Switch Database Management
(SDM) 7o 7' L— R XkoTROLNET, sdmprefer 2~ FEZSBLTLEEN, 20D
HFIE, A2 F—7 x4 ATRESHIMO LA ¥ 2 HIERE DM OEF 27 MAC 7 FL-2
&, FIFAIBE/ZR MAC 7 KL 20&E#HEE R LET,

X 27 R— MIBETAHIBFERIZ, KOLEBY TT,

e F 2T R—MIT IV EBRAR—PELIFIFNT I R—=RITHRIERNTEETN, XA
FIov 7 TIERAR—MNIUIRTETEETA,

t*2U74 |}



t¥ausq |
. switchport port-security maximum

cbF 2T R—MINV—TFT vy FAR-MIUITETEEA,
c X 27 K= MIFRER— MIITE EE A,

X a2T R—1+E2AAL v F RKR—F TFF7 4% (SPAN) DFifeAR— MIT5Z LI1ET
TEH A,

* Fast EtherChannel, Gigabit EtherChannel, 10-Gigabit EtherChannel 78— bk 27 /L — 7" D\ § 71
Wb EF 2T R—F2EDLZLIITEERA,

7 VLAN NRESNTeA v H—T 2 A A LTHR—b X2V T 454 F3—TWIZT D
757 X, R=FDOERREX 27 7 FURAFFREAE 21T E LET, A— % CiscolP Phone
WZBHET A A%, TP Phone IZ MAC 7 R LA 1 DMET9, Cisco IP Phone D7 K1 &
I3 VLAN ECEE INETN, 77 EAVLAN ECIIFEEEINETA, 1 HEOPC %
Cisco IP Phone G’?ﬁ%ﬂffé%ﬁ MAC 7 RUAOBIMIMNESH Y A, 2 BLLED PC
% Cisco IP Phone IZ#555 9 2358, K PCIZ 1D, & 51T Cisco IP Phone (2 1 DEIV K T3
i5+ﬁ&ﬁ%:77%vx%ﬁﬁﬁébgﬂ DET,

FA VLAN X7 7 B A R— b BTG AR—bENET, hT72 7 A— b ETEHYR—
MEEFA,

A B =Tz AADEFX 2T T RLADRKIELZ AT D56, B LWEDFIE O LY
KEWE, HLWVEIZE > THIBIOREM?S EEE SN E T, H LVEEIEOME D /N
S AVH =T 2 ATREESNTWDEF 2T 7 RURAENH LUVWMEL D K& Wi
A, avr FIES s E T,

T RUVAOREREZ1ICREL., HBHESNTET A AOMACT RLAEZRETH L. fiE
FNZT A AR — b OFHRE & 522 & £,

AB =Tz A ADEF 2T T FVADRKEEZATTHE, WOERBPEELET,
< BT LWEDHIEOME L W REWEE, B LUVMEIC X > TRIRIOREES EES S ET,

c B LUVMENHIRIOEL WV /NS, A —T 2 A ATHRESNTWNDEF 2T 7 R
DHFHTLWVEL Y REWGEE, a~vy NidfEGShvET,

FRTE & RERR T 512X, show port-security =2~ > K& H L £,

KOHBITIE, F—FTHR— X2V T 424 FX—TNIZL, BXFa2T 7 RLADEK
K% SICRET D HEERLET, EKETE—REIT 74V F T, BXF2T7 MACT
RLUATRESINTWERA,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2
Device (config-if) # switchport mode access

config-if)# switchport port-security
config-if) # switchport port-security maximum 5
config-if) # end

Device
Device

Device

B tx2U7«
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switchport port-security violation .

switchport port-security violation

?%17NMC7FVX@%&%%% FIFR— X2 VT IOER LESEEICETT S
TV arERET DI, A E— 7:4%:/74%1v%°5/%%b1wmmmn
port-securityviolation =~ > R&EH L ET, 7 74/ FREICETIZIE, 2O~ FOno
A ZfH L ET,

switchport port-security violation protect | restrict | shutdown | shutdown vlan
no switchport port-security violation protect |restrict | shutdown | shutdown vlan

BX DA

AR R TFI4ILE

ATV R E—F

protect X2V T ERREE - FERELET,

restrict X2 VT 4 BEXHIRE— REHRTELET,

shutdown X2 VT4 EN Yy MU E—RERELET,

shutdown VLANZ L DY vy hE T AZEXR 2 T A BENE— FERELET,
vlan

F 7 4V h OEKE— RiZ shutdown T3,

A B —Tx2A A AT 4F 2l — 3 (config-if)

av Y RERE

EREDAARZA

)

J1)y—2 EENE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RPREAINEL
720

X2V T A ERKREE— R TIE, A= FOEFa7 MACT FLAENR— b THAISNT
WA KREICRE L5, AHAREETLT FLAOX Yy M Ry 789, Fay
T5Z &ft#JTch7FVXﬁ%L@iD%wﬁ<Té#\ﬁﬁf%é?va@%k
BEBOIRWIREY . ZoRENGEEET, EX=2 V7T BBEZ > TH, =—FZid@m
SNFEHFA,

G¥)

FF o7 R— b BT — FEARETHZ L IIHIRETE EH A, R#ET— FTIL, R— MR
BRENZEL T T VLAN WME#EET— FORKEICZET D &, 9—=0 00T 1 &—
TN £9,

X2 )T 4 EMHIRE— FTlE, %27 MAC 7 RLAENR— F THATSNTWDHERK
BB LI2GA, AHREETT RLAOry M ke y7EnEd, E%=27 MACT
RU 2% ERE D 072 §250, FETEDLT FLADRKBEEHELIROERY . Zodk
& £9, SNMP h 7 v 7R EEINET, Syslog A vE—URaF o 3, ERIY
VEMNEMLET,
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. switchport port-security violation

X2 VT ERY Yy MU E— RTIE, BRBFBEEL, A—FOLEDRA 72725 &,
A B —T = A AN errdisable (2720 £3°, SNMP k7 v 7N EfFE SV E T, Syslog A v E—
TRuX TSN, ERATCAPENLET, BF 2T F— b2 errdisable 27— hDBHE
%, errdisablerecovery causepsecureviolation 72—/ )L a7 4 X2 b— g avy R
AL TZDAT— b &fEFRT 20>, shutdown 35 X QY noshutdown 1 > % —7 = A 2 a7 4
Fal—rary avwry REANLTTEHTHO, 32— 7 M TEET,

X2 VT 4 EXLE—RBVLAN 2DV v v NI T UICERESND & EXPRBE L
VLAN DA errdisable (272 V) £97,

X 27 A= MIETLHRFEIT, ROLBY T,

X 2T R—MIT 7 EAR—DPERIIIN T R=RMNITDLIENTEETRH, ¥4
FIv I T EAR-MIUIRETEEEA,

s X aT R—MINL—T v RAR—PMNUTITEERA,
s X a7 A— MMEER— MIIZITEEEA,

X a2T R—1rE2AAL v F RKR—F TFF7A4H% (SPAN) DFiAR— MITHZ LIET
TEH A,

* Fast EtherChannel, Gigabit EtherChannel, 10-Gigabit EtherChannel 78— bk 27 /L — 7" D71
CbtxaT7H—-h2aHd I LITTEEEA,

X 2T MACT RLADEKIENT RLA T—TVIFEL, 7 RLR T—7LIHE
ELZRVWMAC T RLAEFOAT v a VN, v 2 —T 2 A AT 78 ALLD &L
BA. FRIEROEF 2T R—FDOEFaT7 MACT RL AL LTHRESNTZ MAC T R
VAZFDRAT =2 a A v A —T A AT 7 8ALEI L LEBAIC, X2
TAEXNEZY T,

T ¥ 2 7 A — M2 errdisable 27— F DA 13, errdisable recovery cause psecure-violation
sa— L aryZ 4 ¥al—ralravy ReEANLT, ZOAT— I HEE IS
ZEMTEET, shutdown 5L M noshutdown 1 > X —7 A A a7 4 Falb—37
v awy K& AT 250, cear errdisableinterface /i EXEC =~ > R&fiH LT, A—
NEFB THON, RF—TNMIZT B ENTEET,

RE A ERT HI2IE, show port-security %54 EXEC =~ > R&MH L £,

WOFITIE, MAC EFX =2 U T ¢ ERIPHE LTS AICVLAN DA% vy v hE TV
THEIR—NERETLHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet2/0/2

Device (config) # switchport port-security violation shutdown vlan
Device (config) # exit

B tx2U7«
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tacacs server .

tacacs server

IPv6 F 7213 IPv4 HIZ TACACS+ ' — & E L, TACACS+H— N a7 Xl —T g
FT— REBTAICE, Ju— a7 X2l — g3 F— KNCtacacsserver 2< 2 K
PHEHALET, REZHIBRT AL, Z20oa~vwr Fono B2 FEHLET,

tacacs server name
no tacacs server

X DERHA nene| 5  ~— k TACACS+ H—/ 37k 2 s D4R,

AT RFI4)Lk  TACACS+ H— NI SN TNER A,

ATV R E—F Ja—\)L a7 4F¥2b— 3 (config)
avy FER )y—Xx EERNE

CiscoIOS XE Gibraltar 16.11.1 | =D~ R EAINE LT,

FERHEDHA KS4 > tacacsserver =~ R, name 5% & L T TACACS ¥ — & E L, TACACSt #—
AT 4 X2 b —arE—RERBLET, REPTET L, TACACS+H— a7 4 ¥
L—YaryEB—REKTT5L, REPEHINET,

I WOBIE. 4 server] %M LT TACACS H— ~ZEE L. & HICREEITH 70
ICTACACS+Y— RN a7 4 X2l — gy FT— RERGTAHEEZRLTOET,

Device> enable

Device# configure terminal

Device (config) # tacacs server serverl
Device (config-server-tacacs) # end

BEa< R Command Description
addressipv6 (TACACSt) TACACS+ H— "D IPv6 7 FL A& E L £,
key (TACACS+) TACACS+ H— " CTH— NEL O 5 X — 2% E L ET,
port (TACACS+) TACACS+ #5245 TCP R — R & faE L £,

i

send-nat-address (TACACS+) | 7 547> D NAT D7 KL 2% TACACS+ H— 2 %1
L/ijqo

lll

single-connection (TACACS+) | Bi— TCP #5i & {# ] L T9 X T?D TACACS /3% v k%[
CH—NICHETEHLITLET,

I X7+« .
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. tacacs server

Command Description
timeout(TACACSt) TR 72 TACACS H— 37 & DJERE & 19~ 2 B % 5k
LET,

B tx2U7«
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tls

tls .

Transport Layer Security (TLS) D/3X7 A —# 28 iET H1Z1%, RADIUS —/N 237 4 ¥ =
L—yay E—RCtlsavwy FEFEHALET, 7740 FREICRTIZIE, Zoavw> R
D no JEARZEHEH L £,

tls [ connectiontimeout connection-timeout-value | idletimeout idle-timeout-value |[ip |ipv6 ]
radius sour ce-interface interface-name | vrf forwarding forwarding-table-name |
match-server-identity email-address email-address | hosthame hostname | ip-address ip-address
| port port-number |retries number-of-connection-retries | trustpoint client trustpoint name |
server trustpoint name |

B D

i
&

notls

connectiontimeout connection-timeout-value (L3 DTILS ¥ife XA A L7 7 MEZRELF
¥

idletimeout idle-timeout-value ({EE) DTLS 74 KA ZA LT MEZRTE
LET,

[ip | ipv6] {radius source-interface UEE) IP F7-13 IPv6 EETL/NT A —F 2%

interface-name | vrf forwarding FLET,

forwarding-table-name}

match-server-identity { email-address RadSec R EMGE/ T A —Z /R ELET,

email-address| hostname host-name | ip-address

ip-address}

port port-number (fEE) DILS A— FEZERELET,

retries number-of-connection-retries (FE) DILSEmEaRiToREEZHELE T,

trustpoint {client trustpoint name| server L3 7947 P& — N|ZDTLS k7 &

trustpoint name) RARA v b EBELET,

aAavU R TFI4ILE

ATV R E—F

TLS B X A LT 7 FDFT 7 /v MEIL 5 BT,
cTLS 7 A RAKA LT T NOT 74/ MalL 60 B TI,
« 77 /L b®D TLS i"— & 5% 2083 T,

» TLS B TR DT 7 4 v MEIL 5 T

RADIUS #h—/N a7 4 ¥ a2 L—3 3 F— K (config-radius-server)

avy RERE

)1)—2 EERE

CiscoIOSXE Bengaluru174.1 | z o<y RS EAINE LT,

t*2U74 |}
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. tls

FERLEDHA KS4 > ik, i, BEOT BT 47 (AAA) =70 —T7Tlk, TRTTR U — %o
7 Z2MH L. TLS 7 7)> Datagram Transport Layer Security (DTLS) DAZ3 5 Z & ZH#E5E L F
j—O

il WIT, TLS 74 BAZA KT 0 Mig 5 BICRET Bhl2 7 LET,

Device> enable

Device# configure terminal

Device (config) # radius server Rl

Device (config-radius-server)# tls idletimeout 5
Device (config-radius-server) # end

BEa< R Command Description

show aaa servers TLS — NICHHET A FHRERRLE T,

clear aaa countersserversradius| RADIUS TLS [H A O atE#H%42 27 V7 LET,

debug radiusradsec RADIUSTLS A DT R 7 HINZ LET,

B tx2U7«
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tracking (IPv6 A X—E > %) .

tracking (IPv6 A X—E > 4)

R—=FTT 74NV IO T X 7R —% EHEZTDHITE, IPV6 AX—E 7 K v—
a7 4 Falb— gy E— RTtracking 2~ REMFHALET,

tracking {enable [reachablelifetime {value | infinite}] | disable [stale-lifetime {value |
infinite}

BXDEREA

AR TFIAILE

ATV R E—F

enable KT ox Tl 3 —T NI LET,

reachable-lifetime (1) FIEERTHE &\ ) ZEB A 2V RBEC. Bl fEZ =
N U ASEEEA E IS RERRE T H B LI S h
DRI A E L ET,

« reachablelifetime— 7 — K& T& 5D, enable
F—U— RPREESNTWEHEDATT,

« reachable-lifetime ¥ — 7 — RZ2fEH+ 2 &, ipv6
neighbor binding reachable-lifetime =~ > K TF&E S
NI 7 v —/NVRBIERRET A 7 2 A LS EFEEZ S

iﬁ—o
value YLD T A 7 % A DME, FEETE DHMIE 1 ~ 86400
T, F 74V T 300 T,
infinite T b Y Z BRI ENEATRERRE £ 7213 R T A IVAIRBE IS HERS
Liﬁ‘o
disable N yX LT ETF =TT LET,
stale-lifetime (TE) By N AR F A VREBICHEFFLE S, oh

12k 7' — Lo stale-lifetime FRED FEX SN E T,
« AT AN T A T HA AL 86,400 D TT,

s stalelifetime ¥ — 7V — K& C& 5D, disable
F—TU— RBREEINTWDLHEADATT,

. stalelifetime ¥ — U — R & i f14 % & | ipv6 neighbor
bindingstale-lifetime =~ > N CTRE SN/ m— VL
RATANTGATHEA LB EFEEINET,

WFfE] D > b VB REZRIRRRICHERF S E T,

IPV6 AX—E 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)
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. tracking (IPv6 R X —E > %)

avy FNERE

Jiy—=x EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwry RRHEAINEL
7=,

FEREEDHA K54 trackinga~ R, ZORY =@ S41%5 A — b L Tipv6neighbor tracking = < > ]\“ﬁ’

Lo TREENTET 7V MDD X IR Y —ITERLET, ZofiER. =& x1F
T MY ZEBILWVWN, XA T 4T T —T7 Mz N 5 LTQZ&%’%%%E#%%Q@
Lz, BETEAR— K ETHHTY,

reachable-lifetime % — 7 — K&, ZEERREE WO GEAMNRVIRRET, A= FUB T v
YKV EENIC, £2XIPv6 AX—E /7 T& D HEERICENERRETH D H:l IEr s
BRERIZ 7R LE 3, reachablelifetimefBlcEET 2L, =2 NV IZATANAREBICBITLE
9, tracking =~ > KT reachable-lifetime ﬂ% 7* NZfEfH3 2% L. ipv6 neighbor binding
reachablelifetime =~ > R CRE SN/ 0 — NV RBERET A 7 X A4 AR EEEZSINE
7

stalelifetime ¥—7— RNif, =2 MU BHIFREN D, BEEE 2 IXHEENI HETHoD L
RE SN D RIS T — 7 VIR FF S D g KR CF, tracking =~ > KT reachablel|fet|me
XF—U— R&fHT 2% L. ipv6neighbor binding stale-lifetime =~ > R TR E S L7227 v —
WIRATANTA TEA LIS EEESNET,

WIZ, IPV6 AX—E > 7R Y v —% % policyl LEFRL, = MU ZEHHTX 5K —h
LTRSS T T T =T MRFET D LD ICRET AR LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl

Device (config-ipv6-snooping) # tracking disable stale-lifetime infinite
Device (config-ipv6-snooping) # end

. X2 T+«
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trusted-port

B DEREA

aAavY R FI4ILk

avY kR E—FK

trusted-port .

LR —MEEHETE LR — M LTRET DI, IPv6 AX—E VT R v—E—FNEk
IEINDA AR gy R —ary7 4F¥alb— g E— RTtrusted-port =2~ K%
EALES, ZOMEZENCTDICIE. Zoavr Fono BEREEHLET,

trusted-port
no trusted-port

Zoawy FIZiE, SIERIIF—U—FEd 0 £H A,
EOR—FbEHINWTHEEA,

ND A AR ary R r— a7 4Falb—3 3 (config-nd-inspection)

IPv6 AX—E 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

avy FERE

FEREDHA K54

Jy—2 FENE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RPREAINEL
776

trusted-port =2~ > K& A R—TMZT 5L, AvE—VNZORY —%2FFOR— K TxE
SNTHE, REMIZFEITIND D, T FTENERA, LEL, TRLVLART—T 4
VIMBERHET D70, A vE—UIMEIET NS T 4 U TIEROEHIC L o TN v
TAVT T=TNEHRTEZLI)ICHranEdT, ZhboDFR— M THRIEEINTZAAAL T«
YE, BHETELLOLE L THESN TWVARNVWR = "D BZELEAAL T 47 80 bE
HEEREWLOE RSN ET,

RIZ, NDP RN U > —4 % policyl EEFK L., A— FE2E#HT L L ICRET 0%
LET,

Device> enable

Device# configure terminal

Device (config) # ipvé nd inspection policyl
Device (config-nd-inspection) # trusted-port
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E > 7R Y v —% % policyl LEFL, RN— hEEETH L HITHE
THH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipv6-snooping) # trusted-port
Device (config-ipv6-snooping) # end
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FauFq |

use-updated-eth-header

B DEREA

AU R TIFIE

aAvU R E—F

AT = v 7 (ICV) DOFHEDT-HIZ MACsec Key Agreement Protocol Data Unit (MKPDU)
DEF S NI2A =V Fy by X —%FLeT NA AL T NA A EOIEE DR — b OO AE
HMEZ AT 5121, MKARY >— 227 4 F 2 b— 3 F— T ssi-based-on-sci =
~V REMALET, ICVEHEDTZDIZMKPDU O EH SN2 A —V K > b~y H— % B
THIZE, Zoavr ROono BRNEEHLET,

use-updated-eth-header
no use-updated-eth-header

Zoawy RIS ELIIF—TU—FiEH Y £ A,
ICVHEDIZDDA —HF v b~y X — 3> TWET,

MKARY v— 2327 ¢4 ¥ = L—3 3 (config-mka-policy)

avy FERE

=2 EENE

Cisco IOS XE Gibraltar 16.12.1 | = oo~ R EAINE L,

FRLEDODHA KS1 Y

BHINIA =Ry by X —3EHETT, ZOF T a b 2ANCT DL 7510 A
® MACsec Key Agreement (MKA) &> a U E#HETEET,

Bl WIZ, ICV FHE D=2 MKPDU O HEH S vl A —H 1y b~y X —Z 4T 54
FRLET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy) # use-updated-eth-header

BEa< R Command Description
mka policy MKA R YU v —%F&ELET,
confidentiality-offset MEBMEA 7 v b &2RELTMACsee ZEMESE £,
delay-protection MKPDU D 4(5 CIEIEAR#EZ T 5 L 9 ICMKAZ3E L £ 7,
include-icv-indicator MKPDU [Z ICV A > P —H &b £,
key-server MKA ¥ —H—_"F 7 a 2R ELET,
macsec-cipher-suite SAK #5570 D5 A4 — F2RELET,
sak-rekey SAK F—HAKMRERE L ET,

. X2 T+«
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use-updated-eth-header .

Command

Description

send-secur e-announcements

MKPDU OEETEF TR T F U AZERETH L H I MKA
EERELET,

ssci-based-on-sci

SCIITHS W T SSCI B LT,
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username

t¥auFq |

I —PLZR—ZADWIAES AT LEZWNLTHICIL, Fa—ary7 4 Fal—ygr EF—KR
Tusername =~ R&EEHA LT3, WY SN2 —TEL_X—2DOFGELHIRTHI2E, 20
a<r RO noBEREHEHAL £,

usernamename [aaa attributelist aaa-list-name]

user name namefaccess-class access-list-number ]

username namefalgorithm-typemd5 | scrypt | sha256 ]

user name namefautocommand command)]

user name name[callback-dialstring telephone-number]

user name name[callback-line [tty ]line-number [ending-line-number]]
user name name[callback-rotary rotary-group-number]

user name name{common-criteria-policy policy-name]

user name name[dnis]

username name[mac]

user name name[nocallback-verify]

username name[noescape]

user name hame[nohangup]

username name[nopassword | password password | password encryption-type encrypted-password)]
user name name[one-time password 0| 6 | 7 |password |secret 0| 5 | 8 | 9 |password]
user name name[passwor d secret]

username name[privilege level]

username namefsecret 0| 5 |password]

username name|serial-number ]

user name namefuser-maxlinks number]

username namefview view-name]

No username name

BX DA

name KA NG, =%, 2—H 1D, £/-lda~ 2 R4, name 31#icix
| DOHFEFZITFEHATEET, EAC5HFIFEHATEETA,

aaa attribute list (EE) fHE LiGE, #Fal, BLXOT AT 47 (AAA) J7:K
aaa-list-name YA RMEFEHALET,

access-class L) A4y arv 74Xz l—3 a3y F— RCHEHRE,

acoess-|ist-number access-class T~ > RTIRESNIZT 7B AU A A —"—F 1 R4
LDHET 7 REAVANERELET, Zhid=—FDty T a T
MEnE1,
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username .

algorithm-type

(FE) 2—FDTL—rTFXA MDY= Ly b ey athik
DIt A7 LY XAEEELET,

emd5: MD5 7 /LY XAEMEHAL CT/RAY—RExZ a—RKLE
j‘o

escrypt : SCRYPT Ny v a7 /LT3 AAEMEHLCRAY— K%
Tra—RFLET,

+sha256 : PBKDF2 Ny a7 /L3 Y ALEBFEHLT/NAY— K%
Tz a—RLET,

autocommand
command

(f£&) #57& L7- autocommand =2~ > Rz —HF D w7 A L %ICH
T EN D L9 I LET, F5E L7z autocommand =2~ > K73
SETTHEEy aryBETLET, ZOa~vy FMEEORIICT
BZENTE, BHIZAN—=RZEDBH L HTEAHD,
autocommand ¥ —7 — K&l 5 a~ > RIfTOREOA T v a v
T DHERH Y FT,

callback-dialstring
telephone-number

(&) 7—Z H#fniEE (DCE) 73 AT EiEF 52 E
T&ET CGERMla— Ry 7 DEEDR)

callback-line
line-number

(EE) BrED2—P L% a—LNy 712k L THENCT S8R ERR
(F72138R L2/ V—T DR AIDlEE) OfM%tE 52T LEd GF
o — Ry 7 DFEDL) , FEIFETarbEEY £,

ending-line-number

(EE) FED—FLEZa—nA Ny 7126 L THEZNCT Dk LT
T N—T DItk DR O T, F—T— K (tty7e &) Z#EME LT
Y& . line-number 3 X OF ending-line-number (XAH %} A8 5 Tld 72 <
MEXRTE BT & 72 0 57,

tty

(EE) FEOHFBERZIEE L ET G —1 Ny 7 DEE
DH) o

callback-rotary
rotary-group-number

(ER) FFEDa2—Y L Ea— Ly Iz L TaCT 20 —4% Y —
IN—TREBERETEET GERHIa— ANy 7 DFEDOR) , v—
X — T N—T T AR RE 22 B B R S v E 3, #aBHIZ 1~ 100
/C‘\ﬁ—o

common-criteria-policy

EE) 27747 VTR v —04HTZHEELET,

dnis

(L) HEFRSHNY —E 2 (DNIS) HbEfFESNIZBHAIT/ A
V—REAREIZLET,

mac

(&) MACT7 RLRAZa— GV TEITENDIMAC T 4B ) T
Da—FHL L THEATE L ICLET,

nocallback-verify

(EE) 45E L7ZEfR O EXEC 23—y ZITRIEN R ETH 5 Z &
ZRELET,
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noescape

EE) 22— FREFHEENTVWABRA N T Ay — L EE T
BN E ol LET,

nohangup

(FE) B#iz~> F (autocommand ¥ —VU — RZEH L THRE) O
FITHITCiscolOS VY 7 b =7 Ca—H &YW LAWnE S LET,
—PIZiE, RO VIZBIO=2—Y EXEC 7Y u v 7 FFERENFET,

nopasswor d

(S 2—Ra A T AEONRAT— REREIZLET, @,
Z DO F—U— RiE autocommand F— 7 — RZ2 #4558 1CHAE
DY THET S E&RILBET,

password

(fEE) namesd|[#ZT7 7 B AT B2 — RERE L4, S
AT — RiZ 1 ~25 LFT, HORBLAR—ZXZHHTE ., username
gy RORBEOF > a b LTHEELET,

password

2= FBANTHRART—F,

encryption-type

password DEH DT F A RS INDE S BIUK LS
NOGEIHEH SN BAL Y A THERT D IO T, EHFIh
TWHIEEALZ A 7%, 0 (password DEL DT F A MMIKFHL S
V) BEO6 LT (TFANMIVAaARNERLEK ST AT X
LR LT S{bENng) T,

encrypted-password

A—PRANT DT IAT — R,

one-time

(EE) 22—V ERRT— KRR 1 EETETHL L ZIEELE
T, ZORTIL, T 74V DT LT oy v AR —FREITEDS
WEINCT AT DIERESNET,

c0: R fbENTVWARWVWASRAT— REFIT—27 Ly b GREEICK
7)) i 2L xEFELET,

«6: WAL/ RAT — FAE< S L AREL £
c 7 ERTDONRAT — R ZEEHELET,
*5:MD5 Ty vadiley—2 by R0 ZEE2RELET,
*8:PBKDF2 Ty oSy —7 by "3 ZEEELE

KR
¢« 9:SCRYPT Ty ad&Ny—7 by b Z&&EELE
7,

secr et

(EE) 2—For—r by FaRELET,
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username .

secret Fx LNy RxA Z738GE7 1 2L (CHAP) #EFRICEEA L £
T, B—HNATNRA REIZV T— b T, ADY—7 Ly M EFRE
LET, =77 by MIe—h LT3 f RIS AL SN TR S E
T, K11 3050 ASCIL L FN B 72 HAEE O UFH TR T & £,
BETE 22 —¥4 L SR Y — FOMAE OB OEIZHIFRIZ /W29,
EBEORDO) E— T3 AEFEIAETEET,

privilegeprivilege-level  (f£F) =—HORHEL -~V ABRE L ET, @A 1~ 15,

serial-number UEE) YU TALEBEZEELET,

user-maxlinksnumber  ({£5) = —WFICHFAISNDA 2 R\T > R 7 ORREERE L E
ﬁ‘@

view view-name (fEE) parserview 2~ RCHESNLECLIE2—4%a—7 /L

AAA T —Z X— 2| ZBEST T ET (CLI B2 —DLE0H) |

ARV R TIAINE

ATV R E—F

D— WIS EREE AT AL SN E T A

Jua—)L a7 4¥alb—3 3 (config)

2 FRE

EREDAARZA

Jiy—=x EENE
Cisco I0S XE Gibraltar 16.11.1 Zoawry RPN EAINE L,

username 2 <2 K%, a7 A V22BN E L Ca—Yg, RAU—F, £2EF0m GO
PRREE I TV E T,

#HE O username 2~ > REEA LT, B—a2—HFO4 7 a vV 2EETEET,

0= VT NA A LBEEITY ., FRAENKEL/RDVE— RN AT LT LI, 2—HFLHDOT
NI ZBMLET, VE— TS RZEL, B —ANANT A ZDa—HFHDxT L b BRET
T, 2O hUIE, ZOVE— TS RZHNET Ha—HINVT N, ADx= hY LR EN
AT = RIZTHUERHY T,

ZOawy R, FFRRB OB E R — P4 EERT HEAICERN T, e R 2
Da<wy ReFHTLHE, NAT— RRRET, 2—FEZPHOFEHRY — & RTHHET 5 info
2—PHEERTEET,

username =~ KiZ, CHAP OFRED—E L L THETT, B —U LT A ANEIEE LE
ETHVE— N AT AT EIZ2—FHO= N ZBIMLET,

0 —N VTN, A% ) E— FDCHAP T v L > VISETE D L)1 512l —HDusername
name =™ b U ZMEFDT /A RZFTTIZE Y ETHITWS hogtname= > h U LRICIZT 5
VERHY F3, HERL V1O —F0 ENLOMHER L~V % BlIA T 2 IR0 % RIS 5121,
Z—PHAOHER L~ L& TUAMCRELET (e 2X0E1E2~15) . 22— PHA O
R L~ WA R OMER L~ L L 0 S E T,

CLI Ea—¢&EMEZEL—
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CLIE 2 — L BENEZE2—IX, EbLbREDa~ Ly FEREFHR~OT 7 B X ZHIR L
7, AENEZE—Z2EHTIE 2, a— Lt —FICET A ERERGFT D

SNMP =t~ > ROKRIZaE v b Tdh D TAP-MIB NIZIREF SN =B ENEZ o~ R~DT 7
ERAERETEET,

lawful-intercept ¥ — U — R&fiH L THRE SN /o2 —HF1E, ORI~V EIZE 2 —40
BRIICHRE S TV RWES, T 740 h TRIENEZ E 2 —I122 0 £7,

secret 51 HUTENFRE SN TV WA, debug serial-interface =~ > RAEZNZ 2> T\ 5
L VT ORI T —NEREN, CHAP Fv Lo VI FEESEH A, CHAP T /Xy
J1E#IZ. debug ppp negotiation, debug serial-interface, 35 L (N debug serial-packet =< > K
AL CHERTE £,

Wiz, a A4 7ar7 N TCAS)TE S UNIX D who 2= RIZEZ, T34 ZADH
EDL—V o —EERTHY—E R EZETHHE2RLET,

Device> enable
Device# configure terminal
Device (config) # username who nopassword nohangup autocommand show users

WIS, WA — R4 2 LEZ P ROVERY— e A 2B 5012 R LET,

Device> enable
Device# configure terminal
Device (config) # username info nopassword noescape autocommand telnet nic.ddn.mil

WIZ, TXTOD TACACS+ — DY S 7-85A THIEAET 2 ID 2 FEET 561 2=
LET,

Device> enable
Device# configure terminal
Device (config) # username superuser password superpassword

Wiz, server 1D YT )AL B —T A A0 TCHAP ZHMNZT 5612~ LET,
server 1 E W I ARIO U E— F P —R"ORAT— R EFZLTOVET,

hostname server 1

username server r password theirsystem
interface serial 0

encapsulation ppp

ppp authentication chap

WIZ, Wb &SR T — R&FKRT 5 show running-config =~ > KD H I % 7~
LET,

hostname server 1

username server_ r password 7 121FO0A18
interface serial O

encapsulation ppp

ppp authentication chap

WIZ, HERL~L 1 O2—HFIZLD 1 LD LEWHERL L A~DT 7 AZHGT 5
Bz = LET,
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Device> enable

Device# configure terminal

username .

Device (config) # username user privilege 0 password 0 cisco
Device (config) # username user2 privilege 2 password 0 cisco

WIZ, user2 D L—PF~_— A D3

Device> enable

Device# configure terminal
Device (config) # no username user2

L2 HIBR D612~ LET,

BEEa~Y

> >

Command

Description

debug ppp negotiation

PPP DHEENEFIC, PPPA 'S g v Rrd = —
B 72 DIZEE SN PPP N v A FRR
Li‘d‘o

debug serial-interface

VU T NEROBEICETAEREERLE
7,

debug serial-packet

debug serial interface =~ > R & L CHUS
TELHEHREIDBFELVS U T A v H—T =
AADT Ny TR AERTLET,

t*2U74 |}
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t¥auFq |

vlan access-map

VLAN X7y 87 4 W Z U THO VLAN v v 7 b U ZERE72I3MEE L, VLAN 77
YA T a7 4 X2l —ra T RIIEETDHINE, T A LT a—\)var7 g
X2l —3 g F—RKTvlanaccessmap =~ > RZHHLET, VLAN~ v 7 = ~ U 24l
g 5icid, Zoa~r FonoBERXAFHLET,

vlan accessmap name [number]
no vlan accessmap name [number]

BX DA

AR R FI4ILE

ATV R E—F

name  VLAN <~ v 74

number  ((£E) (B E I3 ET A~y T = R DL —47 U AEFS (0~ 65535) .
VLAN < v 7 2B T 2B — 7 VAR S EHRE L2 WS, B EICE
DBTHI, 1006 LTI0OT oML ET, Z0F L, VLANT 7R <y
72 MPUICHAT A, £TRIEVLAN T 78 A~y 7 = UG HIRT 5IE
%TT,

VLAN IZ# T 25 VLAN vy 7 = M) 72X VLAN < v 13 H 0 ¥ A,

Jua—N)L a7 4¥ 2 b—3 3 (config)

2% FEE

EREDAARZA

Jiy—=x EERNE
Cisco I0S XE Gibraltar 16.11.1 ooy RREAINE L,

Ja—s L ar7 4 Xal—vay ET— KT, 20a~vy NI VLAN v v 72 {ER £ 721X
BEELET, 2O hiE, T=KEVLANT 7B A vy a7 4 Xalb— g l&
HLET, mach7 7R~y ar74Xal—vay avwy REFHLT, BET5IP
FITIEIP VT 74 v DT 7 A VA RNERETEET, £/, action a2~ REEHL
T, ZORBIZED ANy y MEBEELIE Re v 7T E3NEIDERELET,

VLANT7 7 tA vy 7 arv74F¥al—ary = RTiE, ROa~vy RBFIHTEET,
caction : EfT 32577 va v ERELET (HREEIIFr YY) |
sdefault : =2~ K&7T 74/ MEIZERELET,
ee&Xit: VLANT7 7 BEA vy ar74Falb—vary T—RFREe&TLET,
ematch : RETAEZHELET (IPT7 FLAELITMACT KL &)
‘no: AX Y FEB|NZT 5 774V MEEZRELET,
T b UEE (=T AERS) ERELRWES, vy T ORBICBNELET,

VLAN ZEIZ VLAN <= v 3 1 SR ETEET, VLAN~ > 7, VLAN T»7r v b %
ZETLHEEAINET,
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3l

vlan access-map .

v—tr v A% F & R E LT novlan access-map name [number] 2w REMHTLE, = b
U ZEBNCHIBRCTE £,

VLAN ¥ v 7% | O£ 721388 VLAN ([Z@EH 3 5 12i%, vlianfilter £ X —7 oA X a
T4 F¥al—vay avwr ReEFALEST,

WOHFITIE, vacl EWVWHIZLD VLAN v v 7 2{ER L, —BHRHET7vara2F0
VLAN ~ v T2 Hika R LET, oz YR~ v FIFELRWGA.
T RY 101220 F9,

Device> enable

Device# configure terminal

Device (config) # vlan access-map vacl

Device (config-access-map) # match ip address acll
Device (config-access-map) # action forward

Device (config-access-map) # end

WwOBHTiL, VLAN = Z vacl ZHIRT 2 HEE2 R LET,

Device> enable

Device# configure terminal

Device (config) # no vlan access-map vacl
Device (config) # exit

t*2U74 |}
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. vlan dot1Q tag native

vian dot1Q tag native

N R—bhDFRAT 47 VLAN Tdotlq (IEEE802.1Q) DX X 7 & HMIT HIZIE, 7
02— 3L 27 4 X o b—3 g E— FTvlan dotlQ tag native =~ > R&fH L 7,

ZOMREER T AT, Toa~vry Fono A ERLET,

vlan dot1Q tag native
no vlan dot1Q tag native

X DERHA Zoawy FIZiE, SIERIIF—U—FEdH 0 £H A,

ARVRTFIANE T AET

9T R E—FR Jua—s L ary7 4 Xab— 3 (config)
avy RERE )1)—=x EEARE

CiscoIOS XE Everest 16.5.1a = ppa<y RREAINE LT,

GERLEDOHA KS4> BEIL *47 47 VLANID T802.1Q 7> 7 ZHELFET, ZHIZE>T. £ VLAN
FEOFTRTONRT y MBZ X TR RO IVET,

XA T 47 VLAN TOXX U T hMFFL, #2772 L N7 74> 7% Ka vy 79 5121%, vlan
dotlqtag native =~ REZMEH LET, T/34 AL ->T, #4747 VLAN TXIE L7 b
T7 4w I NE TS, 802.1Q X IR b T L— AOBNBFFR S, AT 4T
VLAN DX 772 LN T 7 4 v 7 2G0T _RCOX TR LN T 747 kanyrsnEd,

vlan dotlq tag native =2~ > K3 A X —7 LR > TV ThH, b7 R—bsDXAT 47
VLAN Ti, #lffl 877 4 v 7132 7L e LThlEmE s nETd,

GE)  dotlgtagvian native =~ KA 7 B — L LU CHRESNTWAEEEA, hFr 7R — T
? dotlx FFREAEIFRI L £,

WIZ, THNAADTXTD ~F 7R — M TRAT 47 VLAN D dotlq (IEEE802.1Q)
AR T EFINCT D0 2R LET,

Device (config)# wvlan dotlqg tag native
Device (config) #

BEa<> KR Command Description

show vlan dotlq tag native | %1 5 ¢ 7 VLAN DX ¥ 7 D AT —F Ak Fr LET,

. X2 T+«
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vian filter

vlan filter .

VLAN ~ v 7% | DFE2I3EE O VLAN (2 H 3 51213, 7D%Aw2/74%1V%V5
v E— RTuvlanfilter a~> FEEALET, v~ 7ZHIFRTDITIE. Z0a<r Ko nofE
REFHLET,

vlan filter mapname vlan-list list|all
no vlan filter mapname vlan-list list|all

BXDEREA

AR R TFI4ILE

AR E—R

mapname VLAN v v 7 =2 KU 4

vian-list < 7 & AT 5 VLAN Zf5E LT,

U2 tt, uu-vv, xx, BELPyy-zz B TO 1 >F7213HEH D VLAN U R, o<k
H oy a OFIEDAN—ZIER T, fEETE DHPHIL 1 ~ 4094 TH,

all < P ETRTO VLAN ISEMN L7,

VLAN 7 4 V2 3H 0D FH A,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

)1y—= EERNE
Cisco I0S XE Gibraltar 16.11.1 Zoawry RPNEAINE L,

EREDAARZA

3l

Ny NEfBoTRENC Fe v 7L, RET vt RAOBRY CERNDIEZNI /D 2 NN E D
IZ. VLAN 7 7t A = v 7HERICEHZE LTS VLANIZHEHAT 5 2 & 2HE L £4,

WOFITIZ, VLAN~ 7 > Y mapl % VLAN20 B L O30 @M L £,

Device> enable

Device# configure terminal

Device (config) # wvlan filter mapl vlan-list 20, 30
Device (config) # exit

WOFITIE, VLAN~ v 7 =2 b U mapl Z VLAN 20 7S HIERT 2 sz R LE7,

Device> enable

Device# configure terminal

Device (config) # no vlan filter mapl vlan-list 20
Device (config) # exit

X IE A HI12iE, showvlanfilter =~ RE AL E T,

t*2U74 |}
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. vlan group

vian group
VLAN 7 V=T ZARR E T ITAE LT HI121E, Fe— b ary7 4 X2 b— g E— RTvlan
group 2~ RZ&fHALET, VLAN ZL—7 75 VLAN U 2 R ZHIR9 51213, Zoa~y
RO no AR AEMEHL £,
vlan group group-name vlan-list vian-list
no vlan group group-name vlan-list vian-list

BX DN group-name VLAN 7V —7 D4 fll, £ RNEHRK 32 LFE T, SUFNBIRD 2 LER S

/= S

aAvU R E—F

vian-list vian-liss  VLAN 7 /L —F 2B EN 5 1 S8 ED VLAN Z48E L £3, vanlist 5]
FUZIZHE—0 VLANID, VLANID ® U & ~. £721% VLAN ID O#i[f &
BECEET, O NI iInA7y (1) T3 bhor~ () TXY)
D i—a—o

Jua—s )b ar7 4 ¥ a2 lb—3 3 (config)

avwy FERE

FEREDHA FS14 Y

3l

) y—2 EENE
Cisco IOS XE Gibraltar 16.11.1 ZToavwy RPREAINE LA,

FEE S 72 VLAN Z b — 7 BFE LR WGA | viangroup 2~ & RIZZ AV —7 2Bk L, 87
SN VLAN VR NEZFD I —F 2wy B 7 LET, FRE S VLAN 70— 7 DN ELE
THHEEIE, FRESNTZ VLAN UA RRZD T V—T i~y B 7anEd,

viangroup =~ > RO no I Z T % & F8E 472 VLAN U X 73 VLAN Z/L—77) 6
HIER & £9, VLAN ZL—7 5% O VLAN #8425 & . O VLAN 7L — 71381
INFET,

K100 D VLAN ZL— 7% ETX . 1 50 VLAN 7 L—F|ZH K 4094 D VLAN %~ v £°
VITTEET,

WIZ, VLANT7 ~9 & 11 % VLAN ZV—FlZ~w v o 7+ 5052 r LET,

Device> enable

Device# configure terminal

Device (config) # wvlan group groupl vlan-list 7-9,11
Device (config) # exit

WOFITIE, VLAN ZL—7 035 VLAN T 28I+ 5 52~ LET,

Device> enable

Device# configure terminal

Device (config) # no vlan group groupl vlan-list 7
Device (config) # exit
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