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CiscoTrustSec EF¥=VF 4 7V xo— g 7u hajL
(SAP)

C9600X-SUP-2

Cisco TrustSec SGT ¥ v v 7

C9600X-SUP-2
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= At

HaE

LTFDON) 72 bTIREYR—FENi0

Secure StackWise Virtual

C9600X-SUP-2

AVB—TIARELVN—FDIT

HaE

LTFDON) 72 bTIREYR—FENG0

EnergyWise

C9600X-SUP-2

IP7 Ly UTH—EX

HaE

UTONY 7Y rTlEYR—FShi

Next Hop Resolution Protocol (NHRP)

C9600X-SUP-2

Network Address Translation (NAT)

C9600X-SUP-2

FehrWxf u—R AT 7 Fua ka (GLBP)

C9600X-SUP-2

Web Cache Communication Protocol (WCCP)

C9600X-SUP-2

Switchport Block Unknown Unicast 33 & T} Switchport Block
Unknown Multicast

C9600X-SUP-2

AvtE—Fyar J— 7 bzl (MSRP)

C9600X-SUP-2

TCP MSS 74k

C9600X-SUP-2

PIILFXYRMIL—F 44

1

LUTDONY 7Y bTIEYR— SRR

GRE v RNV ENTDHNLTF XY AR —F (L7

C9600X-SUP-2

IGMP A X — VYL 7DD~/ FF ¥ A2~ VLAN L 2 X
FL—< 3> (MVR)

C9600X-SUP-2

KA BV —KRA 2 FGRE I L2 IPv6 ~ L F v A

C9600X-SUP-2

IGMP 7" &2 % v

C9600X-SUP-2

516 PIM

C9600X-SUP-2

~</VF X+ A b VPN

C9600X-SUP-2

MVPNv6

C9600X-SUP-2
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Hae

LUTD/NY 7Y bTIEYR— SRR

mVPN =27 A T Ry hHHR—

C9600X-SUP-2

MLDP ~X— A ® VPN

C9600X-SUP-2

PIM A X—t'

C9600X-SUP-2

PIM & > A E— K (PIM-DM)

C9600X-SUP-2

PIL—Fa 2

HaE

LUTO/NY) 7Y bTIREYR—FENA0

OSPFv2 /L — 77 J — X%} IP Fast Reroute

C9600X-SUP-2

EIGRP /— =77 1] —{X#: IP Fast Reroute (IPFRR)

C9600X-SUP-2

FI 2y NINA—TT 7 AFHIEY 2 N (OGACL) ~<—
A DA O PBR

C9600X-SUP-2

mGRE (= /VF A b GRE)

C9600X-SUP-2

KAV NY—<VFRA L FNGREZN LIz =F % A K
BLOvLFHy R b

C9600X-SUP-2

GRE IPv6 b > /L

C9600X-SUP-2

IP B /L—F ¢ 2 (IP FRR)

C9600X-SUP-2

JUA RN T I—T 4T

C9600X-SUP-2

LAA2
HaE UTDNYT Y bTRYR—FEhiGn
=TT =K C9600X-SUP-2

~/L'F VLAN ¥~ 1 =L (MVRP)

C9600X-SUP-2

EEER 7 e b =2v (PTP)

C9600X-SUP-2

Resilient Ethernet Protocol

JT (Al
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TIILFTOLANLSRILARAYFUY

HaE

LTFDON) 72 bTIREYR—FENi0

~NF7a bhalr iYL AL vF 7 (MPLS) E®DLAN
MACsec

C9600X-SUP-2

MPLS VPN T® eBGP & iBGP DOj 51Zxf9 % BGP v /L
FRAv—RK =T VT

C9600X-SUP-2

MPLS over GRE

C9600X-SUP-2

GRE %#41 L7- MPLS L 1 -¥ 2 VPN

C9600X-SUP-2

GRE # 4 L7~ MPLS L A ¥ 3 VPN

C9600X-SUP-2

Virtual Private LAN Service (VPLS)

C9600X-SUP-2

VPLS H#EhfiH, BGP ~—X

C9600X-SUP-2

VPLS LA ¥ 2 AX—¥> 7 : Internet Group Management
Protocol 721X~ /L FF ¥ A U ZF—Hith

C9600X-SUP-2

MPLS 7 7 & X & L 7= &5 VPLS

C9600X-SUP-2

VPLS /b—7 v FEEEI#HR IRB (v4) =% A |

C9600X-SUP-2

MPLS VPN Inter-AS 7> 3 > (73 3 BB LAB)

C9600X-SUP-2

MPLS VPN Inter-AS IPv4 BGP 7 ~L AR

C9600X-SUP-2

— AL AN F T ha)l G AL v F T

C9600X-SUP-2

Ty hD—HEHE

HaE

UTFONY 7Y rTlIEYR—FShi

Flow-Based A A v FKR— T+ 7AW

C9600X-SUP-2

RSPAN C9600X-SUP-2
FRSPAN C9600X-SUP-2
77 NetFlow C9600X-SUP-2

IP %tjits MPLS NetFlow

C9600X-SUP-2

NetFlow /3— 5 > §

C9600X-SUP-2

Cisco Application Visibility and Control (AVC)

4T (All)

15



T RE UTD/INY 72 bTEYER—FEnEL
QoS Afiv=—v o C9600X-SUP-2

VPLS QoS C9600X-SUP-2

<A e 7a—FE H— C9600X-SUP-2

VLAN BEALOR U 2 —8B L OR— FEALOR Y H— C9600X-SUP-2

QoS LAN ¥ = —A > 7 7R U 2 — DA COS/DSCP L x| C9600X-SUP-2

i

Easy QoS : match-all &4 C9600X-SUP-2

S Xy bR C9600X-SUP-2

DSCP/Prec/COS/MPLS 7 )LD T A_R—A = —E |C9600X-SUP-2

7
CoPP~vA/ua7u—KY C9600X-SUP-2
ARV o7 C9600X-SUP-2
Hh~A7a7a—5atERARY v 7 C9600X-SUP-2
EtherType D 4348 C9600X-SUP-2
LAY 3y NEICHESLS 7 v MK C9600X-SUP-2
PACL C9600X-SUP-2
[Pty arZE?D QoS C9600X-SUP-2
Xa—TLDORY Y— C9600X-SUP-2
QoS F—HX DT AR— |k C9600X-SUP-2
QoSIL2 DRWE LI NT >y vARI T C9600X-SUP-2
ttXxal)T~«
HerE UTDNY) 7Y RTEYR—kEhin
BB C9600X-SUP-2
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HRE

LUTDONY 7Y bTIEYR— SRR

MACsec :
* MACsec EAP-TLS

o 24 o FMBHEHRA R ~D MACsec
o SERA#E— X D MACsec

* Cisco TrustSec SAP MACsec

C9600X-SUP-2

MAC ACL C9600X-SUP-2
AN— K ACL C9600X-SUP-2
VLAN ACL C9600X-SUP-2
IPY—RA H—F C9600X-SUP-2

IPv6 Y — A JT— K

C9600X-SUP-2

Web ~— 238

C9600X-SUP-2

Al N = (

C9600X-SUP-2

DSCP. PREC., F7-1Z COSIZHEASWEEHL TIT T o F L
B (WRED) A H=X2A

C9600X-SUP-2

IEEE 802.1x 7" — h~— X DFHGIE

C9600X-SUP-2

HAFIv 7 ARPA L ART g

C9600X-SUP-2

AAFIv 7 ARPA VAT g0 AX—E 0

C9600X-SUP-2

VAT LEE

taE

LUTDNY) 7Y bTIEYER—FERE0

A=F% Y AFMACT RLA 74 LZ YT

C9600X-SUP-2

LTFONY) 72 bTIREYR—FENi0

H#ZAF I 27 PVLAN

C9600X-SUP-2

77 A ~— bk VLAN

C9600X-SUP-2

17



HIPRSIH & H#IF IR

cHExT v x—3 a2 116G b7y —=RN2flilT o4 =1y MEBER— RO SFP+ A U H—T = A A
(TenGigabitEthernet0/1) (X, HEixrI>=— a2 KR— M LEHA,

ey b —/L FL—2 KR Y (CoPP) : system-cpp policy CaXESINIZY T ANT 7 )V MEDE £ D
By TS0 T AT 5 1EHIE show running-config =~ > R CTERESNFEH A, KDV IZ, FilE EXEC £—
KC show policy-map system-cpp-policy ¥ 7= 1% show policy-map control-plane =< > K&2FEH L T 7230,

eI NRN—U R C9606R/»v TOABR Yy N3IWZRY T ENTWAT T 4 TR A— = T2 — )L
ZH0 ZR3ER, SSO I &é:/A—yI/xﬁW#§<@@i¢

e N—FY =7 ORIIREE : BET 2—

« CVR-QSFP-SFP10G 7 % 7 % Z#5# L 7= C9600-LC-24C 7 A > 11— FOB Y FHF T 2HIKEE : Zo7 4
THIE, T D AR T DOR— FV40GE R — b & L TRE SN EEE S OR— MDY 720 <
a0, T2EziE, A—F12340GE & L CHE SN TWBEE, CVR-QSFP-SFP10G %A — b 2 ([ZHLY fHiF
LHT EITTEERA,

CVR-QSFP-SFP10G 7 % 7/ # Z 54 L 7= C9600-LC-24C 7 A > /1 — ROE Y FIZEH T A HFIEE : 40 X4
Ey hA—PXy b T —NEV 2= VEHFRESFOR— MHA LTSS, ST 285 0R—
I Z CVR-QSFP-SFP10G 7 % 7' % TEMEL £/ A,

* 10/100Mbps D FE THEIEY D GLC-T # L NGLC-TE I, Cisco QSA & = —/L (CVR-QSFP-SFP10G) TiL+
R—hSHNTWERA,

« SFP-10G-T-X X, BT T A AL DHBF I T —3 9 ZH30 T 100Mbps/1G/10G DFE %R — bk L E
To R — G ERELREIT S Z LITTEEEA,
e =R =7 OFIRFE : BFREY 2—/b

CACEBIREY 2—VDOASEIE : ¥ —UIHEH L2 XTHO AC ATVEREY =2 —1D AC AJTEEL~L
NEICTHAILENRHY 97,

WD HATOBREY 2 — VO : AC AJJERERE & DC ANBREENREL TWDHEE, AC AT)
BIEL L% 20 VAC IZTHHERH Y £,

« In-Service Software Upgrade (ISSU)

ATV —U U =X Rl Ay (16x, 17x, F72I1E18x) WTIL, ISSUIEXIFLUHIZY U —AEN5 22D EM
BT R—FINFET,

e AT %=V U= ML A NT, ISSURKRDHBEICHR— PSR TOET,
«LE®EM (EM1, EM2, EM3) 225510 EM (EM1, EM2, EM3) ~
Bil 1 16.9.x 205 16.12.x ~, 17.3.x 125 17.6.x ~, 17.6.x 775 17.9.x ~

s [fl—EMANOTXTHY J—2A
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B 1692 775 1693 £721516.9.4 £7213 16.9x ~, 16.12.1 7»5 16.12.2 F721% 16.12.3 F£721% 16.12. x
~ 17317051732 £7213 1733 £7213 17.3. x ~
e ATy —U U —2 LA RITIE, ISSUIZROBAIZH R—FENTWER A,
e AV —VYU—ZARLADEMMBRHDAT ¥ —Y U —ZKLADEM~
B 16.x.x 235 17.x.x ~, F720F 17.xx 225 18.x.x ~EI VA — Fxf54k
e SM 5 EM, F721XEM 225 SM A~
Bl 16.10x £7201L 16.11.x 205 16.12.x ~TH R — Fkf&4+
cISSUIR, = v =T Vo T ARy L V) —2ABLI RN sA A=Y (FRITZFNIETLIHO) TIEHAR— b
S TWEHA,

¢ ISSU X, A B AF—Z 1 u— RigE5{t (LDPE) &A1 o— RIS LFED 72y (NPE) Cisco I0S XE
V7R 2T A A=V TIEVAR—FINTWERA,

CISSUX T 7L —RiZR—FrENnETA,

ISSU T H T ZA LR LTT v 7 L—REFITTEXETH, AT T U AHRPICORFIITTLH L%
BEHLET,

e V7 My xT VY —RATEAINH LUVEEE CEREDE RN MLBEABEREIZ DUV TIX, ISSU O EITHRHCAR)
W L72WnTL 20,

BT L —REONR—=g DY T R 2T A A= THTERWEEEEIC W T, ISSU ZBHMET 5|
WENZ LT Z &N,

* QoS DifillKyEHIA
QoS Fa—A VTR V—FRET I, Fa—A LT RNy T77ORFHN100% ZHEZRNE LT
éb\o

HTA U E =T 2 A ATORI VU TRBIR~—F IR =B R — SR TWET,
c A FRBA L H—T 24 A (SVI) TORY —D~—F L IR HR—FENTHET,

e R—hFX RNV AL H—T 2 A, b INA U E—T 2 A, BIXOZFOMOGREA ¥ —7 = A ATIX
QoS RV v—iF R —FENFEHFA,

eEF* 27 >zl (SSH)
eSSHNN—V g 22 AL TLEE, SSHAA—=V a3 v 1A= FINTWET A,

* SCP 3 L O'SSH DF BALERED FATHIL, SCP OFRARY 7 uv ANRETTHET, T8 2D CPU E L
RAZLRMEEINET, SCPIE. XY NI —F LOKRA MNEITOT7 7 A MEXEEZYR—FLTEBY, 8EHEIC
SSH =M L7,

SCP B X SSH O EIZEBAEIZNN— R Y = T Bk P THR— F &R TR W=, ek iEE1b
DT ANY T 2T TERITINDIETCPUNREL Y FF, SCPBLOSSH D ut& A2k 5 CPU
ERED 40 ~ 50% (22D ANRHY ETN, TXA AN Yy NE T ENDHZZEEHY EHA,
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20

RV —%FHLIZA~—FT7 4 A : CiscolOSXE Amsterdam 17.32a LA, RV o —%fH L7z A~— T A
T ADEANZLY, B A L ARE U AEIET SN ADKRA ML EFE L TH, Unique Device Identifier (UDI)
DHANRRINET, ZOFRROEFIT, LETOY V—ZATHRA MRERINTNETRTOTA B Aa—
TAVT =P — A =T oA ATHRTEET, ZHICEVMENDT A B AN EELZITHZ L
FH 0 A, ZORIRIZHT2EHERITH Y FHA,

ZORIRDOEELZ T HTFIA B Aa—T 4 VT 4 Lba—HF—( ¥ —7 = A AZIL, Cisco Smart Software Manager
(CSSM) . Cisco Smart License Utility (CSLU) . Smart Software Manager On-Prem (SSM On-Prem) D& E F il
EJeae

Z OHfIBRIL, CiscolOS XE Cupertino 17.9.1 N HHIBRSVE L7c, BRA MEREL, RAMDOT T A R\ —i 4
4% & (nolicensesmart privacy hosthame 72— 3L 17 4 X aLb—3 g avw i R) | KRR MIERN
LAV AZ L ADDEEEN, 4T D2~ —A L F—T A A (CSSM, CSLU, SSM 4> 7L I R) IZF
RENET, FEHICOWTE, 2OV Y —20a<vr R U 77 Ly RAEBRL TSN,

TACACS LV Hv—a~<> R L H ¥ —tacacsserver host 2~ > RERE LRWNTLZEW, Zoa~wr RidpBELL
SNFELE, TAALETEITENTWDE Y 7 M =27 23— 3 70 Cisco IOS XE Gibraltar 16.12.2 LABED J 1) —
AThLYE, VIYv—avy REFERT 5 LRGN T HaietEndH 0 £3, Z/e— b ar 7 1 Fal—
v a F— KTtacacsserver =~ R&MH L £9,

USB DOFEGE : CiscoUSB K7 A 7% AL » FIZHiki T 2 &, BEFOR S L FRIEA T —T R I A 7 ORBGENRAIT &
NET, USB T4 70 BILFEFEH O X =235 S /=8, passwordencryptionaest~ > K&Z AT 5 &=
v —VZIRD A /‘TZ“*:‘/?ﬁ TRENET,

Device (config) # password encryption aes
Master key change notification called without new or old key

Catalyst 9000 2 U — X ZA » FI&, MACsec A A v FM#ERia AR —FLET, A= =LA Xy U= TR
4/%ﬁgkam@wm&m§m% RETDHZ LIRS EYA, BEFEOAAL v TFNEHARA h~D MACsec
LEITHRGFI L E 2 =IO TR, Y AaDEERYEEITTF v 23— b F—ZBfVnabEZan,

VLAN OHFIRHEIH : A v FORERFICT —FXBIOERF AL U2 ERT HEICITEUICER SN oBE 21T 5
e, FEAA T AL v 7 BRTHER VLAN L3872 57 —% VLAN #4522 L2680 LET, 1 2D
AVHE—=T 2 A ALEDOT—H LEFEF KA A TR LT LVLAN BRHE SN TV DA, CPUMHARNEL 2D |
TNA ANEE LT D AREERH D 7,

YANG 5 —4# 5V 7 OHIREE . 7R"— F &5 NETCONF O KEE vy g 8320k v 9 »TF,

Embedded EventManager : 74 7 7 47 4 A X ~ 7 17 27 %1%, Embedded Event Manager Cli&H AR — h 41T
WEHEA,

Cisco Catalyst 9600 */ U — X ZA— 3= XA # 2 E Y 2 —/LTlE, TCAM AX—A | THRE T L IZIE TR SN EE A,
I AIRE72 TCAM AX— 1%, Bk TchFsnE 4,

T ANV AT EF v (fsck) 2—T 4 VT 41F, A VA F—LE—RTEYFR—-FENTVERA,
serviceroutingmdns-sd 2~ > RiFFEIE SN E T, DO VIZ, mdnssd gateway =~ > REMEHL T 7230,

AA T D WebUIl Tit, 7—4% VLAN DA% FHRETE, B VLAN TR ETE A, Web Ul 2 L TA v~
H—T 2 AIEEINTWNBHER VLAN ZHIRT D&, FOA X —7 x4 AZEEFT O TWETTO
5 —X% VLAN &5 7 /L F CTHIBR & £,



*CiscolOSXE U U —Z 17.10 LI, ROF—FHB L OMAC 7L 3 ZLRFT 74/ FDY X ) HEIBRESE
L7,

=TT LT XA

« diffie-hellman-group14-shal
MAC 73U X A

* hmac-shal

* hmac-sha2-256

* hmac-sha2-512

B o

ip ssh server algorithmkex =~ o R&M 2 & F—2Ha 7 L T XL ZGRETE, ip sshserver algorithm
mac 2~ REfHT5HE MAC T VI U RAERETEET,

— ~

24X
Cisco Catalyst 9000 3/ U — X A A+ FCfEH FTRERMEEEIC LB 72 T A & 2 R DOFEMIZ DUV Cid,  Configuring Licenses
on Cisco Catalyst 9000 Series Switches] #ZM L T Xy,

Cisco Catalyst 9000 2 U — X 2 A » FIZHHET 2T XTO T A U AFHIZ, =127 a — (Cisco Catalyst 9000
Switching Family Licensing) TAFTZ £,
FERTEELE S A U RETILEBRIER

« Cisco I0S XE Gibraltar 16.11.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A~ — I A B ANT 7V N THY, TA4 %
VAEEHTHIOICY R — FENTHDHE—DFIETT,

» Cisco I0S XE Amsterdam 17.32a LAB& : RY o —ZfH L ImA~— T4 B LA (A~— T4 B ADPLIEN—
vay) W74V ETHY, TA BV AEERT O R — N ENTWDHHE—DIFETT,

BT b v R

Cisco Catalyst 9600 3 J — X A1 T Cisco Identity Services Engine, 35 2 O} Cisco Prime Infrastructure {0 Y 7 b = 7
HHVETERZ MR T 5551%,.  [Cisco Catalyst 9000 Series Switches Software Version Compatibility Matrix] % 228 L T <
ZE,

AAYF VT Oz T7 N\—2 3 UIER

OB aryTE, Y7 hU=T, A4 A=Y ROMMON, 5 X (!Field-Programmable Gate Array (FGPA) D/3— =
VICHET L IE AR L £,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-config-available-licenses.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-config-available-licenses.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst-9000/collections/catalyst-9000-switching-licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst-9000/collections/catalyst-9000-switching-licensing.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_9000_compatibility_matrix/index.html

JYIRDzT7 N—U 3 DR
CiscolOSXE Y 7 b =T DRy r—TT7 7 AT, VAT AR—KDOT T v 2534 & (flash:) ITREFEENET,
show version ## EXEC o~ REEATDH E, AL v TFTHEEH L TWDLY 7 by =T X~V a VAR TEET,

= o

show version DHEICIZAA v F THEI L TWAY T h T 2T A4 A—URNHICERINETH, HBICERINSE
TNLITLHHEMBEOBRETHY, Y7 =T T4V RAET v 7 7L —RLTHLEREINEE A,

F 7=, dir filesystem: $##£ EXEC 2~ > REEHA LT, 77 v a AEVIZRGFL TV DL AEEO S DM Y 7 T =
TAA=YDT 4 LI NI AERRTEET,

VIRIITAA—VDRE

)1)—2R A A= R4T T7A4ILA

Cisco I0S XE 17.18.2 CATI9K_10SXE cat9k_iosxe.17.18.02.SPA.bin

~A m— FIEE{L72 L (NPE) |cat9k iosxe npe.17.18.02.SPA.bin

Cisco IOS XE 17.18.1 CAT9K I0SXE cat9k iosxe.17.18.01.SPA.bin

A m— FKEE{L72 L (NPE) |cat9k iosxe npe.17.18.01.SPA.bin

VTN 2T AA—TVEZTa—RTHI20E, VY7 hU=T7OF 7 a— RK— (Cisco Catalyst 9600 Series Switches)
W7 7 BALTLEEN,

ROMMON /A\—> 3 >

ROMMON (7 — hr—&— L {0 FI, TN AOERFRBEAEIL Y £y MNFICETSINDLG 77— 0 =T TT, 7
gy N— R T7EZPEEL, AN —F 4 T VAT A YT 72T (CiscolOSXE Y 7 "7 A4 A—)
ZEBLET, ROMMON L, AA vF LOWDI IV TNA R T 2F3 )V A4Z—Tx A (SPI) 75 v aF34( R
RS IVET,

s T4 L ZZIREINTWDADIE, TS ADEREBRAT IO, 7203V 2y T H72NTT AT AN
E@féRmmmeﬁo

e I— LTV ZIIBRESNTWVS ROMMON 3Ny 7 7 v Fa bt —T4, 774~ UNDROMMON A f%E
Hé, =T SPI 7T v aT /34 AD ROMMON 7 HEIIZEEN L £,

Ty =AU T ODREEZMILTZV . Bii%iEL T AR — F 3 5121Z. ROMMONDT v 77 L — RKINUEEIZ R D560
HVFETHR, T_XTOV IV —RZH L= g UBTFEET D EIERY £HA,

W DFIZ, Cisco Catalyst 9600 V) — R A A F @ CiscoIOS XE U U — AT/ KL Z TV 5 ROMMON /X—3 5 o
IZOWTOIE#REZ TR LET, CiscolOSXE U U —R %, ZORICEHENTWEINR—Va v L0 ENWAA—V g U E720T
BV N—2 9 OROMMON & & AR H Y 5, FEHIC OV TIE, [ROMMONOT v 77 L— K| v 7> ar %
ZH LTI,
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https://www.cisco.com/c/en/us/support/switches/catalyst-9606-switch/model.html#~tab-downloads

Cisco IOS XE 16.x.x U U —Z® ROMMON "— g UEHRICHOWTIR., FNENDO T T v 7 +— L DO%HET 5 Cisco
IOSXE16xx VU —RA/— 2SR L T 7EXV,

Jj1)—2 ROMMON /A\— 3 > ROMMON /A\— 3 &
(C9600-SUP-1) (C9600X-SUP-2)
17.18.2 17.8.1t[FC1] 17.10.1r
17.18.1 17.8.11[FC1] 17.10.1r
17.17.1 17.8.1t[FC1] 17.10.1r
17.16.1 17.8.11[FC1] 17.10.1r
17.15.4 17.8.11[FC1] 17.10.1r
17.15.3 17.8.11[FC1] 17.10.1r
17.15.2 17.8.11[FC1] 17.10.1r
17.15.1 17.8.1t[FC1] 17.10.1r
17.14.1 17.8.11[FC1] 17.10.1r
17.13.1 17.8.11[FC1] 17.10.1r
Dublin 17.12.4 17.8.11[FC1] 17.10.1r
Dublin 17.12.3 17.8.11[FC1] 17.10.1r
Dublin 17.12.2 17.8.11[FC1] 17.10.1r
Dublin 17.12.1 17.8.11[FC1] 17.10.1r
Dublin 17.11.1 17.8.11[FC1] 17.10.1r
Dublin 17.10.1 17.8.11[FC1] 17.10.1r

Cupertino 17.9.5

17.8.1r[FC1]

17.7.11[FC3]

Cupertino 17.9.4

17.8.11[FC1]

17.7.11[FC3]

Cupertino 17.9.3

17.8.11[FC1]

17.7.11[FC3]

Cupertino 17.9.2

17.8.1r[FC1]

17.7.1r[FC3]

Cupertino 17.9.1

17.8.11[FC1]

17.7.11[FC3]

Cupertino 17.8.1

17.8.1r[FC1]

17.7.11[FC3]

Cupertino 17.7.1 17.6.1r 17.7.11[FC3]
Bengaluru 17.6.7 17.6.1r -
Bengaluru 17.6.6a 17.6.1r -
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J1)—=x ROMMON /N\—2 3 > ROMMON /N\—2 3 >
(C9600-SUP-1) (C9600X-SUP-2)
Bengaluru 17.6.6 17.6.1r -
Bengaluru 17.6.5 17.6.1r -
Bengaluru 17.6.4 17.6.1r -
Bengaluru 17.6.3 17.6.1r -
Bengaluru 17.6.2 17.6.1r -
Bengaluru 17.6.1 17.6.1r -

Bengaluru 17.5.1

17.3.11[FC2]

Bengaluru 17.4.1

17.3.11[FC2]

Amsterdam 17.3.8a

17.3.11[FC2]

Amsterdam 17.3.8

17.3.11[FC2]

Amsterdam 17.3.7

17.3.11[FC2]

Amsterdam 17.3.6

17.3.11[FC2]

Amsterdam 17.3.5

17.3.11[FC2]

Amsterdam 17.3.4

17.3.11[FC2]

Amsterdam 17.3.3

17.3.1r[FC2]

Amsterdam 17.3.2a

17.3.11[FC2]

Amsterdam 17.3.1

17.3.11[FC2]

Amsterdam 17.2.1

17.1.1[FC2]

Amsterdam 17.1.1

17.1.1[FC1]

J4—I)LKTATS

RINT—FTLADON=230DTF T L—F

T 4=V KT s I<T N F—k T LA (FPGA) X, YAaAA vF LIZFET LT a7 AFEY FT/NA A

D—FETY, ZHbid, FFEDORHEREDIERN Z FTREIC 2 P E rTREZ R ELRIFR T,

HAED FPGA N— 3 VU 2R+ 5 121%. K EXEC “&— R T show firmwareversion all =< > R&Z A5,

ROMMON E— R TCversion-v 2> F&ZAHLET,
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B op

T RTDOY 7 " =T VY —ATFPGA D=V a UINERINIDITTIEH Y FH A,

e NR—=V g VOEERIT, WEOYT N T T T T L —RO—EL L iThh. fIBMOFINEL FEIT4 5 05
TH Y A,

AAYFIITI Dz TFTDT7YITIL—FREFTHDUTL—F
ORI arTiR, TAAAY TN 2T DT v ST L= REE T 7 L— RICT 5 & I AR MIEIC W TR
LET,

B op

WebUIZEM L TCTNA AV T T =2T A LA R—)b, Ty T T VL—F FUs 7L —FT5ZL13TEEHA,

A2 AM=ILE—FTOT7YvITFTL—F

WOFNEIZHEN, A A =L ET— RTingal 2~ FZEHL T, 2V —A0nR0 Y ) =T v 77 L—
NLET, Y7 hU =T ARXA=TDOT v 77 b— R&34T3 5I21E, boot flash:packages.conf % i ] L T 10S Z &9
HVENRHY FT,

A\

Ty T L= FRAZIE, ROEEATA RTA NI RERH Y £7,
« A v FOBEREHFRALLRNTILES N,
cBIRZGIE L2 | A== A PFEV2a—LZMVA LY LRNTLIZEN,

=T RONTIRNPD A= R SR FE D 2 — L TT— hB—F DT v 77 L— R E23AA v FRES)
LTWbExIZ, OMT_AFEYT 4oy T v 7THN) WIFNOLD A== A TDF T4 AAFAB LW
2 (OIR) ZFEATL72NTL7ZE W,

c AA VTFREEI L TNAEXT., A v TF L ITEVa— (G4 D—FK) ®OIR #EITF LRV TLEEV,

ZOFEZ. ROT v TS L— RO F YA THEHATEET,

Ty T L— i) )—X =]

Cisco IOS XE 17.17.x Ll U J — A& Cisco IOS XE 17.18.x

ZOFETIE, ingall v REEHALTAA vF ED CiscolOS XE Y 7 k7 = 7 % Cisco [0S XE 17.17.1 2% Cisco
IOSXE 17181127 v 77 L— KT H5AT v aR L, TORICHIIBEZRLET,

AFYT1 7 V—v T v
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ATy T2

ATvT3

ATy T4

ATy T5

ATvT6
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install remove inactive

Ioavwr REFERALT, FESMFRELTWDIHEICH WA VANV T 7 A NVEI V=T v 7L, 7
Z v 2lZ 1 GB UL EDOMEEZMER LT, LA A=V 2B L ET,

HLNWA A=V ET T vy allat’—

a) copy tftp:[[//location]/directory] /filename flash:

Zoa<wry REFEHALT, TEFIPYH— 57793 a AEVICH LA A—CZ2 ab™— L E9, location
WX, IP 7 RLAEREFHRA N TT, 77 ANV4E, 77 ANVEBERIERSINDT 4 L7 N OFE%
NATHEELET, ILWOA A= TFTP Y — AT AEA8IT. 2ORATFT Yy 22X v LT
<TEEW,

b) dir flash:*.bin
DavwY REHEHLT, AA—YRT7 Ty v all ERICat—SnNtl EE2mERLET,
T — NEEERIE
a) boot system flash: packages.conf
Zoavy REMFHALT, 77— Mk % flash:packages.conf IZ5%E L £ 7,
b) no boot manual

AL v FEAEB T — MIRET AL, 20a<wr FEFEHLET, RTEIFZAZ AL AL vF &R
HManEzd FE4T85H) .

c) writememory
Zoavr REMEALT, 77— MREZRIFLET,
d) show bootvar
Zoavwy REMALT, 77— FE% (packages.conf) & FE)7 — Fg&E (no) ZHEELET,
ARA=T"T Ty allf A RN—)V
install add file activate commit
ZOavwr REEHLT, A A—VEA A=V LET,

ARA=THT Ty a XV ICat’—=L1E5A, TFTP Y — RN ED YV —ZAA A=V FERIFT7 T v a %R
AV NTBZEERELET,

@ install add file activate commit command % 5247 L 721412, v AT AFHBPICY 2e— L E

1) To VAT LZFETY 0= FTH0EIHY FH A,

A VA N —V BT

VI RMT2T DA LA R=IADBNEFIZETLES, dirflash: 2~ REFEHALT, 79 vy a8—5 ¢
a0 EDOF LV pkg 77 AINE 2 DD cont T 7 ANNHD I EEHMERLET,

a) dir flash:*.conf
b) dir flash:*.conf

IN— 3 DR



show version

AA=UPEHLIEL, Z0avy REEHALTHLWA A =YD=V VAR LET,

il

WOHIL, install removeinactive 2~ > REfFH L CREHO 7 v A NE T V=0T v LIEHEOH T &R
LTWET,

Switch# install remove inactive

install remove: START Thu Jul 31 19:51:48 UTC 2025
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.17.17.01.SPA.pkg
File is in use, will not delete.
cat9k-wlc.17.17.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.17.01.SPA.pkg
/flash/cat9k-espbase.17.17.01.SPA.pkg
/flash/cat9k-guestshell.17.17.01.SPA.pkg
/flash/cat9k-rpbase.17.17.01.SPA.pkg
/flash/cat9k-rpboot.17.17.01.SPA.pkg
/flash/cat9k-sipbase.17.17.01.SPA.pkg
/flash/cat9k-sipspa.17.17.01.SPA.pkg
/flash/cat9k-srdriver.17.17.01.SPA.pkg
/flash/cat9k-webui.17.17.01.SPA.pkg
/flash/cat9k-wlc.17.17.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc srdriver.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.17.01.SPA.pkg ... done.

Deleting file flash:cat9k-sipbase.17.17.01.SPA.pkg ... done.



Deleting file flash:cat9k-sipspa.17.17.01.SPA.pkg ... done.

Deleting file flash:cat9k-srdriver.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.17.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.17.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Thu Jul 31 19:52:25 UTC 2025
Switch#

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.18.01.SPA.bin flash:

destination filename [cat9k iosxe.17.18.01.SPA.bin]?
Accessing tftp://10.8.0.6/image/cat9k iosxe.17.18.01.SPA.bin...

Loading /cat9kiiosxe.17.18.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
RN NN R N R NN NN NN RN

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin
Directory of flash:/

434184 -rw- 601216545 Jul 31 2025 10:18:11 -07:00 cat9k iosxe.17.18.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

Switch (config) # boot system flash:packages.conf

Switch (config)# no boot manual
Switch (config)# exit

Switch# write memory

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

WOFNL, CiscolOSXE17.181 VY 7 Y 2T A A=V H T T v allf VA M=)V LTEEBEEOH 1R LT
F7,
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Switch# install add file flash:cat9k_iosxe.17.18.01.SPA.bin activate commit
_install add activate commit: START Thu Jul 31 16:37:25 IST 2025

*Jul 31 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install one-shot

flash:cat9k iosxe.17.18.01.SPA.bin
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.18.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.18.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.18.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.18.01.SPA.pkg
/flash/cat9k-webui.17.18.01.SPA.pkg
/flash/cat9k-srdriver.17.18.01.SPA.pkg
/flash/cat9k-sipspa.17.18.01.SPA.pkg
/flash/cat9k-sipbase.17.18.01.SPA.pkg
/flash/cat9k-rpboot.17.18.01.SPA.pkg
/flash/cat9k-rpbase.17.18.01.SPA.pkg
/flash/cat9k-guestshell.17.18.01.SPA.pkg
/flash/cat9k-espbase.17.18.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.18.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby
*Jul 31 16:45:21.695 IST: %INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:
abort timer will expire in 7200 seconds [RO] Activate package(s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on Rl
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 31 16:45:25.233 IST: %INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0: rollback timer:
abort timer will expire in 7200 seconds--- Starting Commit ---
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install auto

Install auto
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Install will reload the system now!
SUCCESS: install add activate commit Thu Jul 31 16:46:18 IST 2025

Wiz, dir flash:*.pkg =~ > RO OB 2R L £T,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Mar 25 2025 09:52:41 -07:00 cat9k-cc srdriver.17.17.01.SPA.pkg
475141 -rw- 70333380 Mar 25 2025 09:52:44 -07:00 cat9k-espbase.17.17.01.SPA.pkg
475142 -rw- 13256 Mar 25 2025 09:52:44 -07:00 cat9k-guestshell.17.17.01.SPA.pkg
475143 -rw- 349635524 Mar 25 2025 09:52:54 -07:00 cat9k-rpbase.l17.17.01.SPA.pkg
475149 -rw- 24248187 Mar 25 2025 09:53:02 -07:00 cat9k-rpboot.17.17.01.SPA.pkg
475144 -rw- 25285572 Mar 25 2025 09:52:55 -07:00 cat9%k-sipbase.17.17.01.SPA.pkg
475145 -rw- 20947908 Mar 25 2025 09:52:55 -07:00 cat9%k-sipspa.17.17.01.SPA.pkg
475146 -rw- 2962372 Mar 25 2025 09:52:56 -07:00 cat9k-srdriver.17.17.01.SPA.pkg
475147 -rw- 13284288 Mar 25 2025 09:52:56 -07:00 cat9k-webui.17.17.01.SPA.pkg
475148 -rw- 13248 Mar 25 2025 09:52:56 -07:00 cat9k-wlc.17.17.01.SPA.pkg

491524 -rw- 25711568 Jul 31 2025 11:49:33 -07:00 cat9k-cc srdriver.17.18.01.SPA.pkg
491525 -rw- 78484428 Jul 31 2025 11:49:35 -07:00 cat9k-espbase.17.18.01.SPA.pkg
491526 -rw- 1598412 Jul 31 2025 11:49:35 -07:00 cat9k-guestshell.17.18.01.SPA.pkg
491527 -rw- 404153288 Jul 31 2025 11:49:47 -07:00 cat9k-rpbase.17.18.01.SPA.pkg
491533 -rw- 31657374 Jul 31 2025 11:50:09 -07:00 cat9k-rpboot.17.18.01.SPA.pkg
491528 -rw- 27681740 Jul 31 2025 11:49:48 -07:00 cat9k-sipbase.17.18.01.SPA.pkg
491529 -rw- 52224968 Jul 31 2025 11:49:49 -07:00 cat9k-sipspa.17.18.01.SPA.pkg
491530 -rw- 31130572 Jul 31 2025 11:49:50 -07:00 cat9k-srdriver.17.18.01.SPA.pkg
491531 -rw- 14783432 Jul 31 2025 11:49:51 -07:00 cat9k-webui.17.18.01.SPA.pkg
491532 -rw- 9160 Jul 31 2025 11:49:51 -07:00 cat9k-wlc.17.18.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

Iz, dir flash:*.conf 2~ > FOH Sl ~RLET, 77 v a2/X—T 432 a>D2O0D conf 7 7 A IVINER
éﬂ"cb\i‘a—o

* packages.conf : %ﬁb< A A=)V LTz .pkg 77/])/14\?-%%@%\_ N7 7 A,
* cat9k iosxe.17.18.01.SPA.conf : #1 L < A A h—/ L L7z packages.conf 7 7 A VDN 7T v 73—

Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Jul 31 2025 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Jul 31 2025 05:34:06 +00:00 cat9k iosxe.17.18.01.SPA.conf

kD show version <> ROHSIFITIL, T34 ZAD Cisco I0S XE 17.18.1 4 A —Y DEWMMBERINTVE
7,

Switch# show version

Cisco I0S XE Software, Version 17.18.01

Cisco IOS Software, Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.18.1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc..

<output truncated>
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AR C—ILE—FKFTOEIVTL—F

TITE, BBV Y —2ZAMBOY Y —R|ZA A RN—NLE— R TCHX T LT L — RTAFIELZRLET, Y7 NI T
AA=TVDE T T L— KEFEFTT 5I21E. boot flash:packages.conf il L T I0S L&+ 2 LR H VY 3,
ZOFIEIX, ROX T L — RO F )V FTHEHTEET,

B L—REIDY) Y—2R =]

Cisco IOS XE 17.18.x CiscoIOS XE 17.17.x LLaiidD V U — &

EREs

HAHVY)—=REHEB L TCHFLLEBASNEZAAS v FETNEEZ T T L — KT A2 EIITEERA, BV 2 —L0NE
AENTV Y =T, ZOETFTIALOR/N T R 2T 8= 3 T, TRTOBELFEDON— R =7 o — R
T T LV Y —RIZT v T T —RTAHZ L E2BEOLET,

ZOFETIE, install a2 FEFEALTAA v F ED CiscolOSXE /7 b7 =7 % Cisco IOS XE 17.18.1 7> 5 Cisco
IOSXE 17171 12X U 7 L— KT HAT v ThpR L, ORI IBIZRLET,

AFYvI1 7 V—=vT w7
install remove inactive
Zoavr REFEHLT, FEPRRELTWAIHEICENA VAN ATy AN EI7 V=T L, 7
Z v 2lZ 1 GB UL EDMEEZMERL T, LA A=V 2B LET,
ATFYT2 HILWAA—TET Ty allat—
a) copy tftp:[[//location]/directory]/filename flash:

Zoa<w s REFEALT, TFIPY— "0 7T v a AV IZH LA A—T % a2 — L Fd, location
. IPT7 FLAERIEFRARA R TT, 77 A4 0410%, 77 A NMGRIHERAEINDT 4 L7 Y OFE%t
NRATHRELET, LA A=V ZTFTP Y — "B+ 585813, CORAT v T2 A%y 7 LT
<TZEV,

b) dir flash:
ZOav U REFALT, AA—VRT7 Ty v all ERICat—SNicl L 2R LET,
ATV T3 T— "NERERTE
a) boot system flash:packages.conf
Zoavy REMHALT, 77— FE% % flash:packages.conf IZ5%E L £ 7,
b) no boot manual

A FEHE T — MIRETHITIT., Z0a~r FEFEHLET, BEIZAZ AL 2L vF LA
HManEzd FEUT5H) .

c) writememory

Ioa<wry FEHALT, 7— FREERFLET,
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d) show bootvar

Zoavwry REMHALT, 77— FE% (packages.conf) & FHE)7 — Fg&E (no) ZHERLET,

ARTYTE VT NT2TA A=V EA T T L—F
install add file activate commit

ZoaAT REMALT, A A=V A= LET,

AA=VET Ty vaREVICAa— LA, TFIPY—ANEDY —AA A —VEF 7T v v a kR
AV bTHZEERMELET,

E install add fileactivatecommit =~ > K& 3FIT L7252, AT AITEH#BANICY n— KL FT,

) VAT LEFH T n— FTO2LEEH Y A,

ATV TE RN—T 5 DR
show version
AA—TUNEIHLIEZS, Z0avry REHFEALTHLWA A=~V g VAR LET,

E] VT T 2T A A—=THEZ 7L —RLTH, ROMMON D NXR— g VTHEIHIZ K 7o 7

P FEREEAL WS ERIEOF F A ) £

1

WOHFIIL, install removeinactive 2~ > REFEH L CREHO 7 7 A NE2 T V=0T v LIEHBAEOH 2R
LCWET,

Switch# install remove inactive
install remove: START Thu Jul 31 11:42:27 IST 2025

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.18.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.18.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.18.01.SSA.pkg
File is in use, will not delete.
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cat9k-wlc.17.18.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

SUCCESS: No extra package or provisioning files found on media.

SUCCESS: install remove Thu Jul 31 11:42:39 IST 2025

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Thu Jul 31 19:52:25 UTC 2025
Switch#

Nothing to clean.

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.17.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.17.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9k iosxe.17.17.01.SPA.bin...

Loading /cat9kiiosxe.17.17.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
EEERRREEER RN RN R RN RN R R R RN R RN R RN R R R R R R R R R R R R RN R R R RN RN R R R

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 31 2025 13:35:16 -07:00 cat9k iosxe.17.17.01.SPA.bin

11353194496 bytes total (9055866880 bytes free)

Switch (config) # boot system flash:packages.conf

Switch (config)# no boot manual
Switch(config)# exit

Switch# write memory

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ROFITIHE, install add file activate commit =~ > FZf#H LT CiscolOS XE 17.17.1 Y 7 " =T A A—T%

7T vV allf A=) LTWVET,
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Switch# install add file flash:cat9k_iosxe.17.17.01.SPA.bin activate commit

_install add activate commit: START Thu Jul 31 21:37:25 IST 2025

*Jul 31 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install one-shot

flash:cat9k iosxe.17.17.01.SPA.bin
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

-—-- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.17.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.17.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.17.1

install add_activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.17.01.SPA.pkg
/flash/cat9k-webui.17.17.01.SPA.pkg
/flash/cat9k-srdriver.17.17.01.SPA.pkg
/flash/cat9k-sipspa.17.17.01.SPA.pkg
/flash/cat9k-sipbase.17.17.01.SPA.pkg
/flash/cat9k-rpboot.17.17.01.SPA.pkg
/flash/cat9k-rpbase.17.17.01.SPA.pkg
/flash/cat9k-guestshell.17.17.01.SPA.pkg
/flash/cat9k-espbase.17.17.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.17.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Jul 31 21:45:21.695 IST: %INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:
abort timer will expire in 7200 seconds [RO] Activate package(s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 31 21:45:25.233 IST: %INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0: rollback timer:
abort timer will expire in 7200 seconds--- Starting Commit ---
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]

Install auto

Install auto



Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Thu Jul 31 21:46:18 IST 2025

& D show version =~ > RO AFITIZ. T34 AD Cisco IOS XE 17.17.1 £ A= DOEBAFREINTWE
K

Switch# show version

Cisco IOS XE Software, Version 17.17.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.17.1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

<output truncated>
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Cisco StackWise Virtual T® In-Service Software Upgrade (ISSU)

In Service Software Upgrade (ISSU) 1%, X MU —27 0330 > N OBREZ R L CTWDIZ, T3 2 LDORID A A —
VWA A=VET v T 7 —R$T57mATY, ISSUZEHTLHZL T, Xy M= &FILSETICY 7 U=
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-xe-16/bulletin-c25-2378701.html
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-series-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-series-line-data-sheet-cte-en.html

https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-ser-sup-eng-data-sheet-cte-en.html
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*Feb 14 10:44:37.917: SPARSER-5-HIDDEN: Warning!!! 'show processes memory old-header ' is a hidden command.

Use of this command is not recommended/supported and will be removed in future.

37


https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-series-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-series-line-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9600-series-switches/nb-06-cat9600-ser-sup-eng-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/support/index.html
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https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-xe/index.html
https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html
https://www.cisco.com/c/en/us/support/switches/catalyst-9600-series-switches/tsd-products-support-series-home.html#~tab-documents
https://www.cisco.com/c/en/us/support/switches/catalyst-9600-series-switches/tsd-products-support-series-home.html#~tab-documents
https://www.cisco.com/go/designzone
https://cfnng.cisco.com/mibs
https://www.cisco.com/c/en/us/products/switches/catalyst-9600-series-switches/eos-eol-notice-listing.html
https://engage2demand.cisco.com/LP=6097?oid=pcuxa003033
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://developer.cisco.com/
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https://connectthedots.cisco.com/connectdots/serviceWarrantyFinderRequest?fl=wf
https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html
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