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Autoconf BERE CIL, T2 KT NA REA U H—T = A AW D/N—RNA T 4 2 T NA[FET
3, Autoconf X, Cisco Smart Operations /' U = — 3/ 3 I E EALE T, Smart Operations (3.
LAN A4 v FOEAZHFEIIB L OUE L, kAR NV —7 ECTENER & JREY—
ERAERMTE D L DT HEENHEEYE v h T,
Autoconf BEREIX, T /3 AR — MIMERREXHEMIZEAL, A v X —T7 A AT
L— FATHRESINTZ—EHDOA LV H—T oA AREXEA LT, EEERINZEZ FTFA
A ADRNRIIp T r—~ U A EH L £,
» Autoconf|L, /N—H—NEEIK < REMFITTELEN W, a2 REeAf ¥ —
7z A AR L E T,
* Autoconff¥REZ i LU Cili FH SN7=5ZEIL. RN— FDOLIFTORE F 7213 % i DR T8
B 252 L, BRI — M OHIBRTEET,
o AutoconffBEiZ, A v X —T =2 AB LY —ERT o FL— 2R LT, #HAIALD
BREBI 2= —ERBOBRELRULELET, 77— 2L CHEASNHTE
1. 1 EIOBET—EMICEFT T £,

o Autoconf BEFEZfET 5 &, R—FBEIOT 78Ry v a VICREZHWHTE F9,

o AutoconfREREIL., T3 X L EEH SN2 RF S 2 2B THBERREATREICT 5 =
LT, MR A T AR LET, kb, EAaZ A (OPEX) AHI S
. BETE =2 (TCO) MHIRESLET,

TFATOoOTAaT4Ey a3 VEEBETOTL—F
AutoconfHEEED L 72R ML, a7 vy v a VEHMRENT XU r—ya VEAEDR Y v I b
GEESNTWDHZETY, ZHUCED, RY —REORESCHEHINLRY U —0MHEIZHE
Z72 MLZ7 L —AU—27 2EHTX F9,
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TAT T AT A8y alBHBA LT ITANTI I F ¥ TIE, REFEZIEFRY v—, £7213%
OWiF T L —hre LTHHATEET,

P—bREAN L E—T oA ZADWSTOT L FL—RI, BREER) S —DarFF L LTHHI
DT enEST, = RT 0 FL—hMNIT 78Ry a ANIORBHATE, A VX —T =
AARAT T —MIR— MZOALBEHTEET, Y—ERXAT T L — MR T 78Ry a v
WCEHEND E, GFENTOVWDIRELRY —3¥—F vy by va icoBrEiH s, RC
T EAR—=FTCHRRARNENTWAHMOE v a AJITEELEHA, AR, A 2—T7 =
AATYT L= IR T 7R AR—MNIEHEIND E, ZOR— P TRBEEINDTXTO LT
T4 T LET,

Autoconf#EEIL, —HEOMAIAL~ v T EMBIAART T — hEFERHLET, HAIRART
TL— NI, A F =T 2 A AREDRANT T 7T 4 ATESOTEEF SN TWET, A
ABT T U= MME, DARAZVA RSNTERELEZODL LI —F—PEETEX 5720,
LWT 7 — hEERT D MERH Y £H A,

A—P=PMER LT T — ME, A=V —ERT L — IR E T, b7
T = MITAAATERTE, MBIALELIF2—P—ERO N H—Ilvy B 7 TEE
—g—O

Autoconf7 > 7 L — k& FHIEEIC L o TEAH S 2 SR 720 HEE 2 &1 5 121E, show
derived-config =~ > R&fli ] L £, show running-configinterface type number =~ > K H
NZRRINDA L F—T oA Aa<xr NI, LT LLEMERETIEH Y £ A, Autoconf ¥
BBIZ, A X =T =AM AT 7 L— bEBIMICEMA L, 3 CICEH ST DBET 2 5
RExX LFEEZLET,

Autoconf O EN{E

Autoconfld, T /A AN EHEHAL T, A— MIEERINTWDLT L RTF L 2238 A L E
KR

Autoconf F§BE (X, Cisco Discovery Protocol, LLDP, DHCP, MAC 7 R L AW BN LT=T /A
AREEHR, BLOT AL R L - TlERAI S 2k E AR (OUD ZfEH L%
j—o

T AR, WESNIZT A Z5MAMGER L ORERE, SRIET A XAk, B L OYE
IR B AR L4,

Ja—\)L a7 ¥ 2 b—3 3 F— KT autoconf enable ==~ > K& {# il L C Autoconf 14
REEANZT DL, T8 ZAENENTR D 97,

T ZHITA R P P U= UTHlRREL . B8IZRABT 7L — e =T A R
WA LT

Autoconf BEFEIX, 3 BB ICEA SV TVWET,
s R U—~< v L, Autoconf BEREEEH T 272D MU H—H A &AL E T,

cNTA=E 3y AL, T RTAL RZHESWT, BT 20END D@ RT T L—
b~z L £
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Autoconf DFEE |

e F U L— RNZ AT RENE ENTWVET,

Autoconf fHAIAZLT 7 L— hEB LMY H—1F, EiLOZ A7 2 BEICIATLET,
Autoconf BEREIX, IRDIMAIALT T L— b afgft L E 3,

* AP INTERFACE TEMPLATE

* DMP_INTERFACE TEMPLATE

[P CAMERA INTERFACE TEMPLATE

« [P PHONE INTERFACE TEMPLATE

* LAP_ INTERFACE TEMPLATE

« MSP_ CAMERA INTERFACE TEMPLATE

« MSP_VC INTERFACE_TEMPLATE

* PRINTER INTERFACE TEMPLATE

* ROUTER INTERFACE TEMPLATE

* SWITCH_INTERFACE _TEMPLATE

* TP_INTERFACE TEMPLATE

N

GE) ?7%»%? ﬁﬁL&%yfv~bi£ﬁ¢® RETIXFERENFET A, HAIART T

NS ﬁ%bt WCDOHFATHOREICRRSNET,

BININABT LT — I, AV F—T 2 RAZEHEIND 5 A—F < v FIERIZESNT
WET, ZOBERIT. ROEBBIIESIIGEENHY £7,

s TV RTNAREAS
*MAC7T F LA
« OUI
T Ty N T F—LEAT
o Z—H— m—)L
R
Autoconf FEREIX., RDBRED 1| DDFRIAHINRT A —H ~ o7

(BUILTIN_DEVICE TO TEMPLATE) #Z#ftL 9,

Parameter-map name: BUILTIN DEVICE_TO_ TEMPLATE
Map: 10 map device-type regex "Cisco-IP-Phone"
Action(s):
20 interface-template IP_PHONE_INTERFACE_ TEMPLATE
Map: 20 map device-type regex "Cisco-IP-Camera"
Action(s):
20 interface-template IP_CAMERA INTERFACE TEMPLATE
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Map: 30 map device-type regex "Cisco-DMP"
Action(s) :
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 40 map oui eg "00.0f.44"
Action(s) :
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 50 map oui eg "00.23.ac"
Action(s) :
20 interface-template DMP_ INTERFACE_ TEMPLATE
Map: 60 map device-type regex "Cisco-AIR-AP"
Action(s) :
20 interface-template AP_INTERFACE TEMPLATE
Map: 70 map device-type regex "Cisco-AIR-LAP"
Action(s) :
20 interface-template LAP_ INTERFACE_TEMPLATE
Map: 80 map device-type regex "Cisco-TelePresence"
Action(s) :
20 interface-template TP_INTERFACE TEMPLATE
Map: 90 map device-type regex "Surveillance-Camera"
Action(s) :
10 interface-template MSP_CAMERA_ INTERFACE_ TEMPLATE
Map: 100 map device-type regex "Video-Conference"
Action(s) :
10 interface-template MSP_VC_INTERFACE_ TEMPLATE
)

GE)  MAIAHNRT A —H < v T OHEFRT HI2I1E, show parameter-map type subscriber
attribute-to-service All =~ > K&/ L £,

AutoconfHEHEITX. ROBED 1 DOMIIAIRY >—< v 7 (BUILTIN AUTOCONF POLICY)
FEAE L F9,

BUILTIN AUTOCONF POLICY
event identity-update match-all
10 class always do-until-failure
10 map attribute-to-service table BUILTIN DEVICE TO TEMPLATE

)

GE)  MAAARY —~ v TOREEFKRT HITIX, show policy-map type control subscriber
BUILTIN_AUTOCONF_POLICY =i~ N&Ef L £,

RV o=~ NIRA—L~vyT BILOT 7 L— b ePBTERTHZEHTEET,
FEE D2 —PF— RIS T MU T—2MEk S5 & v —7/1 802.1X Cisco Identity Services
Engine (ISE) % —/S—723 MU H—%FFEL, #fEOE X2 U T 1 2R L £ T

AHE =T A AT T L— NI, ROWVWTNPOFEEFHLT (¥ —T =14 A ET)
BINCT 77 4 AL TEET,

* RADIUS CoA : GBAIZAHE (CoA) aa~ Y NiE, 1 DU EOT 78Ry g v ERE L
TWETH, BIRET T L— M, B2REEYaVEFRARN LTSS X —T = A
AT AR H Y F,

« RADIUS Access-Accept (7 74 7 N OFRBGEE 72 1XG8FTH)  : Access-Accept TIRI L H S

BEA L H =T 2 AT T L—MI, BAISNT78A By arEZRARLTVD
— MIEHTOLERDHY £,
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Autoconf DFEE |
B -7 rzmyans

e —ERT T = A H =T oA AT T L— B, B—DMIERINTND
P—ERT T L— M AAA P— =L EF SN — AT L — FhTEREN
TWAEAE, —EAXAT 7L — b BEHENDGT 78Ry a v EZRARNLTNDA
VHE—T 2 A AA B =T 2 A AT T L— FEEATAOLERHY £, (m—h
WCERSINIZYV—E AT T L= DB A L H—T oA AT T L— SRAOH LW
o< REBMLET, )

cMAEFEHERY > —T 7 v ay . MAFEGFFEARY O—DFO~y B 777 v a i,
TANEDEA TSN TH—EREIFA L H—T 2 AA AT T L—F (RXTA—F
~y TR EEm S ET 77 4 7 kL, URIORY —IZBEMf T R TnD T
T L— " BB LGEITHIBR L E T,

s TNRAANLT VT L= RTGRA—=E~DY T . TANEEA TN —EREITA
VHE—T 2 A AT T L= D~y BT ETIEE DM &R TR ALY "IEE7R
FETHEECTEDMAENRT A=~ v,

TUIL—rEFERT HFR
BT YT L bR S E . KORESS D £,

« T U L— NI, BEFHIERSTIINET, 2L, T L— OB AR
FEFITEhRANT 20 97,

e T UL — NI, TV RTARAL ADZ A FIHEASNT, =2 T AL RSN TV D
A=Y Ry b A Z—T oA ATHBHATEET,

e —ERFUT VL EERTOE, By g iR EYT VT 4 b TEET, —
HAVE—TzART T L— NI, By alEZRAMLTNDAS U F—T = A AT
HEEWALET,

e —EXF UL —NIT I EREYy Y g SNEHAEINET-D, A—F EOBE—O= R
RA LV BNERHIND T 7 4 v TICDOIHEBL F4,

* TNAADALZ — b7 v TRIELEFATHOREZ, 77 b— FOBRIZRETIC L > TEL
BEShEEA,

ARV —DWHAIL, T/ ARy Ya DI T A I ERBIENEST, ZiuE, U
IT v TERITIV I E T U EETEHARER T R TOFEZEHAL T, 7L—2U—7
GCJ: OTJ‘E@]‘ES%LE?‘O

e T L— NI, 1 HOBETESH CEET, ZoEERIC, EHENET T L— O
FTRCOA VAX AL FHFENET,

T U7 L= FOfERR A FiE, ETPOREICITFRRSNEEA,
« T OREREMOBREIELGZA D, 77— FZHBRTE X4,

« T 7 U— FOBEANHERR S, FEERERITEET 7 2 a ORI L EITARREICR Y
i‘j—o
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« 7 —% VLAN, Quality of Service (QoS) /X7 A —% A h—AHfilfll, L UOMAC X—=A
DR—=FEFa VT 11E, A v FITEHRINTWDHT Y RT3, RZESWTHEINIZ
BRE S IVET,

« Ay FR— NI, T ARR— b bUW S & SICHREEZHIRT 5 Z &L TREAIC
V=T v TENET,

A VA PRIV ERED T ATEBITAHANT T =R LET,

Autoconf D EE

Autoconf f#EfEIX, T 74NV P TIEZa— b a7 4 ¥ ab— gy T— RTEMIR->T
WET, AutoconfHEER Vm— )L AL T 4 X2l —i gy B— ROAEDICTEE. F7 4
NWRTA U E =T 2 A ALYV THENIR Y £F, MABIART 7L — FREIE, TX3TDA
YA =T =2 ATRIH SN RTAL ZZESWTHEHA S ET,

Autoconf23 7' 2 — )L L~UL THNZ R > CWAEATH, A v H—T7 A AL~YLTFEHT
Autoconf Z N2 5121, access-session inherit disableautoconf =~ > K& L £9,

Autoconf % 7' a0 — )L LUV TEPIZT H &, TXTOA ¥ —T oA A L-YLDOFRTEIN )
W20 F£9,

5= 1: Autoconf D HERE

Ja—n)L A3 —T x4 X |AutoConf A T7—42 R
L)L
) ) TV RTNA ANERE I N TWDIGAE, BERRTITE
HAEnEwA,
B B Autoconf 737 10— /L LAV TH T IR > TV D55

X, T 74NV TA U H—T =24 ALYV THH T
T, MBABLT T L— REEIE, TXTOA ¥ —
T2 A ATHHE SN RFEAL ZTESWCE M
SNET,

Bh 2 77— VLNV THETT, A VX —T =2 AL
JLCHEZNTT, Autoconf DNIEZNZ /2> TWDA o H—
T oA AT RT AL AR SN TV DG
R E LA S EE A,

Autoconf TlX, 7o — )L a7 4 Fa b —3 3 F— FT Autoconf A7 1 v FHERED
access-session interface-templatesticky =~ > K& ETHZ LT, T RTFAAL ZA~DY 7
WHE T LTEGERTy RT AL AR S ZGE68TH, 7y 7T b— R E2RETEET,
Autoconf A7 ¢ v FHEREICL D, = RTARAL RERH L, VI 77 v FERIET A AN
WA SN TERLEINDT-NNCT o7 b— M T 20ER <80 £7,

access-session interface-templatesticky =~ > i, accesssession =~ R & G Lo HAIAR T
TL— b oA B =T oA AZHEAT D72 DICMETT, —EARY —%HHL THR—
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R —\\

FIR

Ak

Autoconf DFEE |

WAV E—T oA AT 27— N T %1213 access-session interface-template sticky =~
YRERELET,

BrEDA B —T7 = A AT Autoconf HERE

PENCTHITNE, AV F—T A A AT 4 ¥

L—¥ 3 — R T access-session inherit disableinterface-template-sticky =~ > K& L &

—;_‘O

- >
— —

Autoconf DR E Hi%

TlX. Autoconf D& EHIEIZ DWW TIRIAL £97,

INA ZANDIEHIRAHT T L— FDER

RD & A7 Tl, CiscoIP &

B EDOT o RF A 2|

FAIHT T L— bR 5 iiEE TR LET,

I8 B
Cisco IP &

CHm SN CWA AL 2 —T7 =4 RITH

EEERE DI RFNRAL ANAAL v F R — MR SN TSI 2R LET,

AT RFERIEFIFT7ZII Y

=)

AT w71 |enable Kb EXEC E— Fa2fAzhic LEd,

- AV —FEANLET (ERSNY
N

Device> enable m)

R 72 |configureterminal Ja—) a7 4 X¥al—gy
1l - E— NEBABLET,
Device (config)# configure terminal

AT 7 3 |autoconf enable Autoconf FEREZ BN L £ T,
fi
Device (config) # autoconf enable

ATwv 74 |end Ju—sLar7 4 Xal—a v
i - T— FEHT L, FFiE EXEC T— &
Device (config) # end Eﬂﬁébi'@‘o

X 75 |show device classifier attached interface | ((T&) =1 RF A ZABELVVEMEE

interface-type interface-number

1 -

Device# show device classifier attached|
interface Gi3/0/26

FOT A 2 FIZ L > THBasnT
WHINE I MEFRLET,
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ARV RFEREET7TOVa Y Be
AT 7 6 | show template binding tar get A B —Tx A A LOT T L— FNEA
interface-type interface-number LA ShERELFRLET,
f
Device# show template binding target
gi3/0/26
!l
ROBNT, IPEFENIELWBEZFFOT AL AGEFIZ L > THEIND Z &R L
/Cl/\i—é—o
Device# show device classifier attached interface GigabitEthernet 3/0/26
Summary:
MAC Address Port Id Profile Name Device Name
0026.0bd9. 7bbb Gi3/0/26 Cisco-IP-Phone-7962 Cisco IP Phone 7962

WOHIL, MPIAIA o H—T 2 A AT T — "B U H—T oA AT S D
ZEHEIRLTWVWET,

Device# show template binding target GigabitEthernet 3/0/26

Interface Templates

Interface: Gi4/0/11
Method Source Template-Name

dynamic Built-in IP_ PHONE INTERFACE TEMPLATE

ROBNX, A F—T = AR T 7 L— b2 GigabitEthernet 1 % — 7 = A A 3/0/26
W SV IP RS IS SN2 RIS, v F— T = A AR E LR T D iExE R LT
WET,

Device# show running-config interface GigabitEthernet 3/0/26
Building configuration...

Current configuration : 624 bytes
|

interface GigabitEthernet3/0/26
|
End

Device# show derived-config interface GigabitEthernet 3/0/26
Building configuration...

Derived configuration : 649 bytes

|

interface GigabitEthernet3/0/26
switchport mode access

switchport block unicast
switchport port-security maximum 3
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switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security
load-interval 30
storm-control broadcast level pps 1lk
storm-control multicast level pps 2k
storm-control action trap
spanning-tree portfast
spanning-tree bpduguard enable
service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15

end

WOHIL, Autoconf ZFRTE LRI a— )L a7 4 Fab—a UV alERTLIH
EEARLTVWET,

Device# show running config

class—-map match-any AutoConf-4.0-Scavenger-Queue
match dscp csl

match cos 1

match access-group name AutoConf-4.0-ACL-Scavenger
class-map match-any AutoConf-4.0-VoIP

match dscp ef

match cos 5

class-map match-any AutoConf-4.0-Control-Mgmt-Queue
match cos 3

match dscp cs7

match dscp cs6

match dscp cs3

match dscp cs2

match access-group name AutoConf-4.0-ACL-Signaling
class—-map match-any AutoConf-4.0-Multimedia-Conf
match dscp af4l

match dscp af42

match dscp af43

class-map match-all AutoConf-4.0-Broadcast-Vid
match dscp csb

class—-map match-any AutoConf-4.0-Bulk-Data

match dscp afll

match dscp afl2

match dscp afl3

class—-map match-all AutoConf-4.0-Realtime-Interact
match dscp cs4

class—-map match-any AutoConf-4.0-VoIP-Signal

match dscp cs3

match cos 3

class—-map match-any AutoConf-4.0-Trans-Data-Queue
match cos 2

match dscp af2l

match dscp af22

match dscp af23

match access-group name AutoConf-4.0-ACL-Transactional-Data
class—-map match-any AutoConf-4.0-VoIP-Data

match dscp ef

match cos 5

class—-map match-any AutoConf-4.0-Multimedia-Stream
match dscp af3l

match dscp af32

match dscp af33

class—-map match-all AutoConf-4.0-Internetwork-Ctrl
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match dscp csé6
class-map match-all AutoConf-4.0-VoIP-Signal-Cos
match cos 3
class-map match-any AutoConf-4.0-Multimedia-Stream-Queue
match dscp af3l
match dscp af32
match dscp af33
class—-map match-all AutoConf-4.0-Network-Mgmt
match dscp cs2
class—-map match-all AutoConf-4.0-VoIP-Data-Cos
match cos 5
class-map match-any AutoConf-4.0-Priority-Queue
match cos 5
match dscp ef
match dscp csb
match dscp cs4
class—-map match-any AutoConf-4.0-Bulk-Data-Queue
match cos 1
match dscp afll
match dscp afl2
match dscp afl3
match access—-group name AutoConf-4.0-ACL-Bulk-Data
class-map match-any AutoConf-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23
class-map match-any AutoConf-4.0-Multimedia-Conf-Queue
match cos 4
match dscp af4l
match dscp afd2
match dscp af43
match access-group name AutoConf-4.0-ACL-Multimedia-Conf
class—map match-all AutoConf-4.0-Network-Ctrl
match dscp cs7
class—-map match-all AutoConf-4.0-Scavenger
match dscp csl
class-map match-any AutoConf-4.0-Signaling
match dscp cs3
match cos 3
|
!
policy-map AutoConf-4.0-Cisco-Phone-Input-Policy
class AutoConf-4.0-VoIP-Data-Cos
set dscp ef
police cir 128000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoConf-4.0-VoIP-Signal-Cos
set dscp cs3
police cir 32000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class class—-default
set dscp default
set cos 0
policy-map AutoConf-4.0-Output-Policy
class AutoConf-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoConf-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
class AutoConf-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Conf-Queue
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bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoConf-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25
dbl
policy-map AutoConf-DMP
class class-default
set dscp cs2
policy-map AutoConf-IPVSC
class class-default
set cos dscp table AutoConf-DscpToCos
policy-map AutoConf-4.0-Input-Policy
class AutoConf-4.0-VoIP
class AutoConf-4.0-Broadcast-Vid
class AutoConf-4.0-Realtime-Interact
class AutoConf-4.0-Network-Ctrl
class AutoConf-4.0-Internetwork-Ctrl
class AutoConf-4.0-Signaling
class AutoConf-4.0-Network-Mgmt
class AutoConf-4.0-Multimedia-Conf
class AutoConf-4.0-Multimedia-Stream
class AutoConf-4.0-Transaction-Data
class AutoConf-4.0-Bulk-Data
class AutoConf-4.0-Scavenger

IVRTNARAANDEBRINHAAATTL— MDEA

WDHATL, BEDOUAY VAT IZIEBARAL U FEIP TATNAL v F IR IINLTWD
BRI, MAIABT v — NEEET S EERLTHWET,

FE

ARV RFEEET7IVa Y B

RTw 71 |enable ¥iME EXEC &— REARhC LET, /8
Bl AV—REANLET (ERENLS
Device> enable é§) °

R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
5l - T FEMALET
Device (config)# configure terminal

R w 73 |template template-name MIART T L— FDOF T L— b
i - Ay 74X alb—vay E— Kaefth

L/iﬁ‘o

Device (config) # template
AP _INTERFACE TEMPLATE
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IV RFNAA RAOEEShEaRaT o TL—roER [

ARV RFEREET7TOVa Y By
R 7 4 |switchport accessvlan vlan-id UV BT o f RINT TR T RO
f5i & EIZ VLAN 2% L £ 7

Device (config-template)# switchport
access vlan 20

AT 75 |description #iA FAIAIT T L— hOBHELEF LE
i : EE
Device (config-template) # description
modifiedAP

AT 76 |exit FUoFl—har74¥al—var
Bl - F—REHLKTL, ZFr—r L a7y

Fal—aryET—R2RBLET,

Device (config-template)# exit

AT 71 |autoconf enable Autoconf FEREE HhIZ L E T,
i -
Device (config) # autoconf enable

AFwv 78 |end sa—r\ )L ary7 4 Fal—ig v
i - T R&T L, FHE EXEC ©— &
Device (config)# end PAR L E 97

T v 79 |show templateinterface binding all FUTL— WA o H—T = A A
1l - SNTWENE I PERTILET,

Device# show template interface binding|
all

1

ROFNL, IP AT ET 7 RARA L EBIELWBRBHEZ R OT AL AL - T
TEINDZLERLTVET,

Device# show device classifier attached detail
DC default profile file version supported = 1
Detail:

MAC_ Address Port Id Cert Parent Proto ProfileType Profile Name
Device Name

00l1d.alef.23a8 Gil/0/7 30 3 C M Default Cisco-AIR-AP-1130
cisco AIR-AP1131AG-A-K9
00le.7a26.eb05 Gil/0/30 70 2 C M Default Cisco-IP-Camera

Cisco IP Camera

WOHNE, AL VB —T 2 A AT T L— "B, EZ—T o AZHHEINS
ZEHERLTCVET,
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B Ase 55 Autocont ~F47

Device# show template interface binding all

Template-Name
IP_CAMERA INTERFACE TEMPLATE
AP_INTERFACE TEMPLATE

Source
Built-in
Modified-Built-in

ASP 5 5 Autoconf ~DFEIT

1R BRI

Autoconf DFEE |

Method Interface
dynamic Gil1/0/30
dynamic Gil/0/7

show running-config |includemacroautoglobal =~ > R4 f#fH L C. AutoSmart ;"— b (ASP)
~ 7 aNFTENTNWDHZ & 2R LET,

FIE

ARV RFEEETIVa Y

=)

&M

enable
B

Device> enable

HiME EXEC =— REAEZNCLET, /8
AT—READLET (FEREhizH

/E[\) o

ATv T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

no macr o auto global processing

1

Device (config)# no macro auto global
processing

7a— L LULT ASP AN LS
K

ATV

exit
B -

Device (config) # exit

Ja—nRN)L a7 4 F¥al— g
EF— N&HT L. F#HE EXEC E— FIC
R E9,

ATy Th

clear macro auto configuration all

1 -

Device# clear macro auto configuration|
all

FTRCDOA L H—T =2 AD~I 1
VT LET,

E

R

ATvT6

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ F%Fﬂlﬂﬁébjzj«o
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| Autoconf D
I35y r7r—L 847 74 050%% |

ARV REEET7IVa Y B
AT 77 |autoconf enable Autoconf H§RE 2 HZNIZ L £ 77,
1
Device (config) # autoconf enable
AFw 78 |end Jua—)ary7 4 ¥al—ia
i - T &M T L, FFHE EXEC £— FIZ
RV ET,

Device (config) # end

(o J— (o] E I-.-I

T39I H—LBZAALAT T4ILZ2DERTE
WDREAY TlE, VIAR Y TBIONRNG A"~ TDT Ty N T = FAT T4V H
ERETDHIHEERLET,

DSAIYTDTSY M IA—LBZAT T4 ILEDETE

HlE 27 7 2%, HIEARY >—D7T 7 v a URETINLEMEERLET, HEAY > —07
72 arEFRITTH0ICE, TRTOSEMEEZFNT 208N H 500, WT IO % 5
THMLEND L), FIEEHMO L2 W EERTHILELRNHVET, YTy b7 +—LFAT
X, HEAR Y —THREESNTET Ty N7 4+ — LRI ESW T SN E T,

Fig
AV RFEEETIVa Y B
AT w71 |enable ¥#HE EXEC E— RZAICLET, 8
il - AT—FRFE AT LET (FERxni-%
Device> enable &) °
R w 72 | configureterminal Jua—\)ary 74 X¥al—3g v
Bl - ET— RZRHBELET,

Device# configure terminal

AT 73 |classmap type control subscriber HH 7 7 A&k L, $I#2 7 A~y T
{match-all | match-any | match-none} TANE F— FEBLLET,

control-class-name
» match-all : filfl 7 Z ADFTTD5

Bl Rl BT B B R B ) £
Device (config) # class-map type control
subscriber match-all DOT1X_ NO_AGENT « match-any : §ilffl 7 7 A DA 7e< &
H1ODORMFIC BT HLERHY
i ﬁ—o

« match-none : il 7 7 2D & D4
WCH = LRWRERH Y £97,
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B 5153070759 ra0—L 54T 71 508%

Autoconf DFEE |

ARV RFERETIVa Y

B8

ATvT4

match platfor m-type platform-name

1

Device (config-filter-control-classmap) #
match platform-type C3850

BEESNTET Ty b7 —2 A Tk
SWTHIE 7 7 2 % 5HE9 5 54 % 1ERR
L/iwg‘*o

ATy Th

end

1 -

Device (config-filter-control-classmap) #
end

HH 7 T A< T T 4 NVHET— KRBT
L. ¥t EXEC E— RIZEY £,

ATvT6

show class-map type control subscriber
{all | name control-class-name}
{5

Device# show class-map type control
subscriber all

fFEE) 9 _XCh 7 T A~y 7136
TEDY T A~y 7T OHEIEIRY > —|ZB8d
LHiEwRERRLET,

INGA—BTYTDTSY RN IA—LBZALAT IT4ILEZDEE
RS A— ey PR H 2 & AR LET,

FIE

AV RFEERETIVa Y

=)

&M

enable
B

Device> enable

HiME EXEC =— REAEZNCLET, /8
AT—READLET (FEREhiz5

/E[\) o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
T FEEIBLET,

ATvT3

parameter-map type subscriber
attribute-to-service parameter-map-name

1

Device (config) # parameter-map type
subscriber attribute-to-service
Aironet-Policy-para

RI A=< TOEA T LAHIERE
L, XNTA—F=o T T 4)LH EF—FR
ZPAE L ET,

ATv74

map-index map platform-type {{ eq |
not-eq | regex} filter-name}
i :

Device (config-parameter-map-filter) #
10 map platform-type eq C9xxx

TT Y N T —DBEFATITRT A—H
~ v TR a2 R EELET,
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| Autoconf D

515229 InFR1 28474 0508% [

AU RFERETOVa Y

B8

ATy TH

end

1

Device (config-parameter-map-filter-submode) #
end

RIGRA—=H<2T T4 )VH T— RE#k
T L. ¥HM EXEC E— RIZREY £7°,

ATvT6

show parameter-map type subscriber
attribute-to-service{all | name
parameter-map-name}

1

Device# show parameter-map type
subscriber attribute-to-service

(EE) R"IA—SF~yTBEERRL
£,

—

DRIV TDTI

\ARBAALTIT4ILED

=L

ax AE

Hl s 7 2%, GEHARY =07 7 v a VRETESNO /M EER LET, HIERY —07
7 arEFATT O, TATORMG 2T 2 56 ERH 50 WO 5tz 7 i
TOMERH LN, ETFFHE LRV ZERTDOMERDH Y £, T30 AZA T3, HlfH
WY —THRESNIZT NA ALITESW RIS E T,

FIE

ARV RFERERTI VA Y

=)

&M

enable
1 -

Device> enable

¥EHE EXEC E— RZ2HIC L ET, S
AT—REASLET (ERESnIH

/E[\) o

ATvT2

configure terminal

1

Device# configure terminal

Jua—)LaryZ7 4 Xal— gy
T—FzfnLE7,

ATvT3

class-map type control subscriber
{match-all | match-any | match-none}
control-class-name

1

Device (config) # class-map type control
subscriber match-all Device-Type-Match

W7 7 AZAERR L, HiliE7 7 A~ v
T4 B— RERBLET,
» match-all : il 7 7 ADFT X TDS
HIZ—BTHMLERH Y F7,
« match-any : flifl 7 7 2D 72 < &
H1DDFEMFI—FET HHLERDH Y
£7

» match-none : #lffl 7 7 2D L D54
CH =LA WVWRLERSH Y £97,
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. Autoconf 0 =% 7E 15

Autoconf DFEE |

ARV RFEREET7TOVa Y ]3]

R 7 4 | match device-type {device-name|regex BEEINET AL AXA TSN
regular-expression v MR T AR B 124
51 EAER L ET,
Device (config-filter-control-classmap) # « device-name : 7 3 A 7°@A|~$7 e
match device-type laptop — .
Device (config-filter-control-classmap) # /I/& %14:0)74/\4) Z% %—}]\jj L/ji
match device-type regex cis* ?fo

* regex regular-expression : 7 /L #
S AT HRIEET HIEREHEZ AT L
£,

RTw 75 end I A~y T 7 4 NEE— RERT
i - L. it EXEC E— FIZERE D £,
Device (config-filter-control-classmap) #
end

Z 7 76 | show class-map type control subscriber | (f£7) +_ThH 27 F A~ v 7 E 72134
{all | name control-class-name} EDT 5 A~ FOEEAEY S —I2 B
B - Bl REFR LT,
Device# show class-map type control
subscriber all

Autoconf 0 % 7E 5

WDt 7> a 2 Autoconf BERED R EM 2R L E 7,

D
X A&

—\\

INA ANDIAAHIAHT

WIZ, A HA—T A A8
ToHERLET,

Device> enable

Device (config) # configure terminal

Device (config) # autoconf enable

Device (config) # end

Device# show device classifier attached interface

BT K

>JL— bDEA

fit SNlex TS R BIABT 7 L— b &

Gi3/0/26

Device# show template binding target GigabitEthernet 3/0/26

—\\

i - \AANDEBE SN AR

ToTL— FDEA

WIZ, BEINZMAIARLT T — 2y RTF L AZEA L, RTEEHERT S

BlZERLET,
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| Autoconf D
B : ASP 5 0> Autocont ~0%17 [}

Device> enable

Device (config) # configure terminal

Device (config) # template AP_INTERFACE_TEMPLATE
Device (config-template)# switchport access vlan 20
Device (config-template) # description modifiedAP
Device (config-template) # exit

Device (config) # autoconf enable

Device (config) # end

Device# show template interface binding all

51 : ASP <% Oh'5 Autoconf ~DFE1T

Iz, ASP 7>% Autoconf ICBAITT A2~ L E£7,

Device> enable

Device# configure terminal

Device (config) # no macro auto global processing
Device (config) # exit

Device# clear macro auto configuration all
Device# configure terminal

Device (config) # autoconf enable

Device (config) # end

Bl: TS RIA—LBZALAT IT4ILEZDETE

WOFITIE, VIR TDT Ty N T3 —AEAT T A NEERETDHFEERL
ij‘o

Device> enable

Device# configure terminal

Device (config) # class-map type control subscriber match-all DOT1X NO AGENT
Device (config-filter-control-classmap)# match platform-type C9xxx

Device (config-filter-control-classmap)# end

Device#

WO TIE, WITRA—L~ T DT T N T F—DbHA T T4 NEERETDHITEE
RLET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type subscriber attribute-to-service Aironet-Policy-para
Device (config-parameter-map-filter)# 10 map platform-type eq C9xxx

Device (config-parameter-map-filter-submode) # end

Device#
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Autoconf DFEE |
B Avocont o zotnsEEH

Autoconf D Z DD SEEF

REIH E R=aT7ILEA L
Cisco identity-based networking services | [Cisco IOS Identity-Based Networking Services Command
av K Reference.]
A E =T AR T T L—h ['dentity-Based Networking Services Configuration
Guide] @ [Interface Templates] DI,
FEB KL URFC

Z 4E/RFC 24 LU

IEEE 802.1X| [Port Based Network Access Control |

Autoconf M EE B FE

WOFIZ, ZOFY 2—/LTHHT DY UV —AB L OEEEREZ R~ LET,
TN OBEEIL, FRIHAR SN TWARWED , EBAINZY UV —XUBEOTXTCHOY J—RAT

EHTEET,
J1)—=x Hae FERETEHR
Cisco I0S XE Gibraltar 16.11.1 | [Autoconf] Autoconf #§RETIZ, = KT

N REA B —T = A A
DIN— RNA T 4 78 A]
HECY, Autoconf HEHE Tl
artyva CEHEERENT
TV hr—varEfgonYy
TINBaBEEINTWVWET, Z
gk, AU —REDOH
LA ISR — 0
BIZEBRe <, FIL7 L—A
U—7 A TEET,

Cisco IOS XE Gibraltar 16.12.1 | AutoConf 2 LB F /A ZABE | TSy FITA—L 7 4 LA AL
HYAT AL v FOPID LT\ BA TV a iy IA~vy
il ENRTA—H <y TOREH
WCEASNE LT,
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http://www.cisco.com/en/US/docs/ios-xml/ios/ibns/command/ibns-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/ibns/command/ibns-cr-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ibns/configuration/15-e/ibns-15-e-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ibns/configuration/15-e/ibns-15-e-book.html

| Autoconf D

Autoconf DHEEERE .

=2 teE HEEEHR
Cisco 10S XE Cupertino 17.7.1 |[Autoconf] Z DOHEREIT. Cisco Catalyst

9600 U — R A — 33— A
2FY a—)b

(C9600X-SUP-2) |ZE A Xh
F L7

Cisco Feature Navigator # i/l 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MEMW A3 TX 9, Cisco Feature Navigator |27 7 & A3 521X, https://cfang.cisco.com/ |Z

M FE T,
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Autoconf DFEE |
. Autoconf D1 EERE FE
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=9=
=% =R

AR —T AR ToTL—FDETE

IITH AV =T oA AT T L= MIBETHHRE, A F =T 2 A X T T L— |
ERELTE =Ty MV RTLHEZONTHBILET,
A B =T 2 AT T L— FOHIKEE (23 L—)
cAVB—T AR T T L— MIBETHEH (23 %)
A VB =T 2 A AT T L— FOREFE (26 —)
A VB =T 2 A AT T L— FORER (35 X—)
cAfUH—T x4 AT T L— hOWEERE (36 <—)

AR —T AR TUTL— FOFHIFIEIR

T — b DV E—MEFEL AU E— NIV FR—FEINTHERA,

oA UHE—T A AT T L— REEIIIANA  FT5I121F, AAAFRIICK > TEREN
HAVHE—T 2 A AT T L—MERILARIOT > L— R e, T, ATHET HHLE
NV £9,

CEEFE LT T L= MREIL. R— M F¥ 2NV A H—T 2 ATIIHR—FEINTNE
A,

* ASP~7 17 & AutoconfZ[Rl| UA X2 —7 = A ATRFFIZEHT 5 Z LTI FE A,

A= AR TUTL— MBI BI1ER
TR AV E—T A AT T L— b TV V= bsDFAT BILOERHIEIZOWTH
BHLET,
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18— 4RFTL—rOBRE |
B s—oz1x5757—roms

— O
A= AR TUTL—FOEE

AH =Tz AT T b—MNI, HFEOFR— MIEHATEOIREEZIZRY v—na 7
T, AV F—T2A AT T L—IRAT 7 BAR—MIERHENS E, 77 BAR— TR
INDTRTORNT 7 4 v 7 ITHEBLET,
AVE—T a2 ARAT T L— ML, 22— =TT L — N EHRBIABT T L — FD22OD
HATNHYFET, HAPIALT T L — MITVAT AL > TERSLE T,
WIRHADT > T = MIEECEET, BELEMABALT T L— b aHlRT DL, 727
L— NOILDERENMEITLSINET,
FIARIRE 7 L AA BT > T L— NMIRD LB Y TY,

« AP INTERFACE TEMPLATE (7 7 & A&RA )

« DMP_INTERFACE TEMPLATE (FYZNVATF 47 7L —%—)

« IP._ CAMERA INTERFACE TEMPLATE

« IP_PHONE_INTERFACE_TEMPLATE
« LAP_INTERFACE_TEMPLATE (Lightweight 7 7 & 2 A > |)
« MSP_CAMERA_INTERFACE TEMPLATE

« MSP_VC_INTERFACE TEMPLATE (b7 A %xi%)
* PRINTER INTERFACE TEMPLATE
* ROUTER INTERFACE TEMPLATE
* SWITCH_INTERFACE TEMPLATE

« TP_INTERFACE TEMPLATE (TelePresence)

WIT, BIABA B —T oA AT T L— NOHlEZRLET,

Template Name : IP CAMERA INTERFACE TEMPLATE
Modified : No
Template Definition :

spanning-tree portfast

spanning-tree bpduguard enable

switchport mode access

switchport block unicast

switchport port-security

mls gos trust dscp

srr-queue bandwidth share 1 30 35 5

priority-queue out
|

GoHavy RERELT, BED2—HY—F o FL— b2 ERT5 &b TEE T,

)

GE) T —RMAICAN—REEDBRLIITEERA,
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| 1v8—7x42 7 FL—tOEE

1v8—7x427v7L—roBE |

sa—/\)Lary7Z 4 Xal—varyE—RCtemplate 2~ RE#HL T, /1% —7=A
AT FL— b EERTEET, o L—h a7 4 ¥al—y gy ®—RNT, LBEga
VY REANLET, 707 L—bh ar7aX¥al—valr B—RTE, kKOa~vr FEA

HTEFET,
avU R EBA
access-session TR AREya U EAEDA A —T 2 f A<

Y RERELET,
Z D=z~ RiX, Identity-Based Networking Services
(IBNS) 2.0 IZH s E T,

authentication

BAEYR—V XY AV H—T oA A AT 4 ¥
b—Yayavwry ReRELET,

ZOa< KX, IBNSLO IZEH I ET,

carrier-delay AUE =T 2 A ABITORILEERE L ET,

default avw R&ET 740 MEIZRELET,

description AV H—T A AEFOPPEHEL T,

dot1x IEEE 802.1X DA v Z—T7 A A A7 4 Fa
L—vay avwry RERELET,

ip IPTFr7L— RNE#ELET,

keepalive X—TTIATEHHLET,

load-interval A B —T oA 2D — NEHEORIRAZIEE L £
ﬁ‘o

mab MAC FBFENA RAAL o H—T =4 AR ELE
7

peer RAVEY—=HRA LA E—=T =2 ADET

WNIRA=Z R ELET,

service-policy

CPLYy—tE2ARY L —%FHELFET,

source

MDY —=ANHEREZ BT LET,

spanning-tree

ANR= ) — BT RT LAERELET,

stor m-control

A b= Ll ZRE LET,

subscriber Y TATTANDIET 7T 4 THALT U Mk
RELET,
switchport A v F T = FOREEHRELET,
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128—T14R2F7oTL—+OHEE |
B r~orvs—o:4270TF—tnavk

\)

GE) VAT ABART T L— M, EITHOBRTEICEEREINT, TWELEHAICOARFETH
DRTEICFERINET,

B—5Fy hADAB—DTIARTOTL—FDINA K

BT TVL—NMNI, AVE =T 2 AR T A H—T 2 A AR EDH =7 MIANAL LV RT
TFET, TV — MI BOELEENICY —Fy NIIRETEET, T L — FOEW
NAVRIZE, AV E =Tz A AREDE =y h~DT T L— O AL V KNG ENE
T FRIANA V REFEHLC—EIIN, > RTE DT b— MI12ET T, floTFrs~7
L— MR CH =57y MIFICAAL o R 58, LRSSV RERTWeT 7 L— R
AV FERSNET, FAS V RERET DT, A ¥ =T/ Rar T 1Fal—s
> &— KT sourcetemplate =~ > RZ# A L £,

FEEOEOT T — e =7y MZEIIC A, v R TEET, AIRALDORY v—< v
ERTA—H <y T EFERH L TER A FERET HITIE. autoconfenable =~ > K& ff
L T Autoconf BREZ B L £9°,

)

GE)  RUA v Z—T7 A RIK L TR, #BLOENICT V7L — F 2V R TEET,

AB—DT AR TUTL— b2 FRALEEREDELIBL

BSENERT I, BRI, RENT-T o 7 L— F 2N L THEA SN AR E T bm <. RITA
VH—T oA AHEBEEA SN DRE, HICAAS  RENET L= R ENLTHEA SN
LEREDIAE 720 £3, FPLOa~ > RPN ZEEIEN CHEET 256, & bEILIEM O &
wWavy RBAEASNET, L0 EWESRIAM. O ENEH SN WEE . RICESEIAN O
WERTEMN X —7 >y MOlEA S ET,

BEOT T v— e X =4y MCEIRICAA » RTE £, BT 7 L— FR#Eiicn
AV RENTWAEES, BBRICGEHAINET 7 L— FOEBERIEM AR b EL 720 £,

TUT L= FEHIRT DI, TRXTOZ =5y h~DAA T 4 T HIRT 2 0ERH Y
T, FELBVT VT L= e U R L RERLTHLNT T L— MRk SR
ES

— (o] p—4 -~
Af A=A R ToTL— DERERE
WOVEEZEZFITLC, 2= P — A X —T 2 A AT T L — E2REL, ¥—F7 v MMIA
Y RLET,
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| 1v58—7z42 70T L—r0EE

AR —DTIARTUoTL—FDETE
=P BE—T A AT T — FNEERT AL, ROVEELFETLE T,

FIE

1v8—7242 77— tronz ]

ARV RFERFTIVaY

=)

ATy 71 |enable F#HE EXEC £ — FEAZIC L ETS
i - e NAT—REZ AN LET (BERSh
=5%8) .
Device> enable
R w 72 |configure terminal rsa—r\ )L a7 4 FX¥al—a
Bl T— FEMALET,
Device# configure terminal
A7y 73 |template name a—P—F T —EERL, T
i - L—har74F¥alb—varE—F
Zhsm L ET,
Device (config) # template user-templatel GE)
MIIAIT T — NI AT DR
-(v—gqo
Z 5w 7 4 |load-interval interval T L— FORRHED Y T T
Bl MR % BE L E T
GE)
Device (config-template) # load-interval ﬁ‘ﬂ%‘)&ﬁ% v L— |k ﬂi‘:/xi:-b\ibﬂl‘
60
TTO
Z 5w 7 5 | description description FLTL— ORI ERELET,
i
Device (config-template)# description
This is a user template
R T v 7 6 | keepalive number X—TTIATHA~—ERELET,
f1
Device (config-template)# Keepalive 60
25w 77 |end Ja—nR_) a7 4 F¥al—T g
il - T RZMT L, FFHE EXEC £— FIZ

Device (config) # end

BV x4,
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B sz 12x707—rommsr ro

128—T14R2F7oTL—+OHEE |

ABR—DTITARTUTL— FOERINA Y FDERTE

FIE

ARV RFERFTIaY

B8

ATy T

enable
R

Device> enable

it EXEC E— FE A LET,
e NATU—REZASNLET FEREN

=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT3

interface type number

1 -

Device (config) # interface
GigabitEthernet 1/0/12

A EBE—T A ADEA T LT HIE
Lo Ay F—Txf AT 4 X2l —
vary ®—REBBLET,

ATvT4

source template name

1 -

Device (config-if)# source template

user-templatel

A B =T 2 A AT T L — e H—
oy MZERICEA L E9,

ATvTh

end

1

Device (config-if)# end

A2 B —T o2 fAAL T 4 Fal—7
vV E— RERKT L. KM EXEC E— K
WZRD £,

1

A o R &R 5 12iE.  show running-config interface int-name 3 & O% show
derived-config interface int-name =~ > R&fH L £,

Device# show running-config interface GigabitEthernet 1/0/12

Building configuration...

Current configuration :

71 bytes

interface GigabitEthernetl/0/12
source template user-templatel

end

Device# show derived-config interface GigabitEthernet 1/0/12
Building configuration...
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Derived configuration : 108 bytes

|

interface GigabitEthernetl/0/12
description This is a user template
load-interval 60

keepalive 60

end

AR —DTIARTUTL— FOEIRIINS > FDERTE

FIE

ATy T

ATy T2

A B =T 2 A AT T L= FOBINA » FEeRET DT, ROEEZFITLET,

1R BRI

TN AT 802 Ix RN — h A= ADFRIENHE SN TND Z & 2 LT, ISEV——%fll
A L. switchport mode =~ K& vlan change =~ > R&&te7 L —haXyrmn— R
LCEID B THYE1E, access-session interface-templatesticky =~ > R&fEH L E3, 2=
~ 2 RiE, IBNS2.0 TORMEHATEES, £D072h, 77— FEH LT VLAN 4%
T ITIEL IBNS 2.0 LB T,

AVE—=T 2 A AT TL— b DORE 273—=2) OFMEIZHEN, T/NAA AT T L— |

R L ET,

T METNA AL U F—T = AKX T u— K4 % K 9T [dentity Services Engine
(ISE) F7213% Dfthd RADIUS H—_—%2RELET, 77 L — ME, T3 ABIEFIZ

LSS EED S THRET,

ISE # M L T\ 5841, [Policy] > > [Policy Elements] > > [Authorization] > > [Authorization
Profile] > X—JI27 7 EA LET,

[Interface Template] = v VR v 7 A% F N LT, 294 T b AV F—T A RAZED Y
THT7y7L— hOARIEADLET,
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ATvT3

1:AVB—TARTUTL—+ZEIYLB TR0 ISEOFHTE

il dentity Services Engine Herene » Cperatons » Guest Access

il
(2T

Authenbcabon  Authorzabon Profiling Posture Clent Provesioning  ~ Policy Elements
Dctonanes » Condons  ~Results
o
AT SN s > gacl_auth
» Authentication
Authorization Profile

~ Authorization *Name [ gacl_auth

Authrzaton Profies Descripton

Downloadable ACLs * Access Type | ACCESS_ACCEPT = |
DLC_J) Network Device Profle 25 Cisco v G
» Posture

Servce Template |

Track Moverment

» Chent Provisioning

v Common Tasks

» Admirestraton

128—T14R2F7oTL—+OHEE |

» Work Cenig

=] inmertace Terrglate PVLANI00_200_CFG

L Web Authentcaton (Local Web Auth)

[ Arespace ACL Name

Tacs vemas

B0 RADIUS Hr— =2 L TV 5581, 77 L — hOARTEZFRE L T
Cisco-AVpair="interface:template= name" BIEAZRET HZ LT, &AIDT T7A T FFEIED

SETHRICT VT L— MR T AR, ATy vasnE T,

TUT VU= MANA A =T oA RIF T rr— RIS Z & 2R T HI2iE, show

authentication sessionsinter faceinterface-id details ¥ 7= 13 show access-session inter face interface-id
details 2~ RZMEHLET, A F—Tx2A AT T L—h avr RS F—T x4
WA SN TWD 2 & 27 5%, show derived-config interface interface-id =~ > K% ff

MALET,

1

WOHFNE, del template & WD ARIOT T L— R Z T ra— R, T8 AD
TwentyFiveGigE1/0/3 A ' #—7 = A ZITEH I TWD Z & affgad 5 kxR LT

WET,

Device# show running-config | section del_template
template del template

access-session port-control auto

no access-session monitor

authentication periodic
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Device# show authentication sessions interface twl/0/3 details
Interface: TwentyFiveGigE1/0/3

IIF-ID: O0x1F9EBBA9

MAC Address: 002£.0100.0001

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: NOAS

Device-type: Un-Classified Device
Device-name: Unknown Device

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 0404140B00004E1C6E569E0B
Acct Session ID: Unknown

Handle: 0Oxdb000e24

Current Policy: DOT1x

Server Policies:
Interface Template: del template

Method status list:
Method State
dotlx Authc Success

Device# show derived-config interface twl/0/3
Building configuration...

Derived configuration : 321 bytes

|

interface TwentyFiveGigE1/0/3

switchport access vlan 44

switchport mode access

switchport port-security violation restrict
switchport port-security

authentication periodic

access-session port-control auto

no access-session monitor

mab

dotlx pae authenticator

service-policy type control subscriber DOTI1x
end

A2R3—T AR TUoTL— DR

LTIV ARERNTHS 12U EDavy REERLT, A v ¥ —T=f AT T L—} 2
V74X alb—va o EHERLET,

R2AVEI—TIARTUTIL—F AV T4 Fa2L—2a Vv EHRBT 5T FORT

avw Uk El:g]

show template interface all {all | binding|4+~<ToH (X —T=2A AFFL—k a2
{temp-name | all | target int-name} | brief| > ;x5 L — g % FELET,
}

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



B s—oz1x5707—rome

18— 4RFTL—rOBRE |

avy kR

S

show template interface source {built-in
[original] | user}{temp-name | all}}

A B—T A AT T L—FV)—R
T4 F¥al—ary¥RaLET,

show template service{all | binding target
int-name | brief | source {aaa | built-in

FTARTOA =T 2 A AT T =k P —
E2ar74FXal—1arE2RrLET,

| user {temp-name | all}}

Bl A28 —TA R A—HY—FoTL— FOFER

Device# show template interface source user all
Template Name : TEST-1
Template Definition:
load-interval 60
description TEST_ 1 TEMPLATE
keepalive 200
|
Template Name : TEST-2
Template Definition:
load-interval 60
description TEST-1 TEMPLATE
keepalive 200

Bl . T RTOEARAAT Y T L— FORER

Device# show template interface source built-in all
Building configuration...

Template Name : AP INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode trunk

switchport nonegotiate

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|

Template Name : DMP INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|

Template Name : IP CAMERA INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|
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Template Name : IP_PHONE_ INTERFACE_ TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security maximum 3
switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : LAP INTERFACE_TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security violation protect
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : MSP_CAMERA INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

|

Template Name : MSP VC INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable
load-interval 30

|

Template Name : PRINTER INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security maximum 2
switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable
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load-interval 60

|

Template Name : ROUTER INTERFACE_ TEMPLATE
Modified : No

Template Definition

switchport mode trunk

spanning-tree portfast trunk

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
|

Template Name : SWITCH INTERFACE TEMPLATE
Modified : No

Template Definition

switchport mode trunk

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
|

Template Name : TP_INTERFACE_ TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport port-security maximum 3

switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15

load-interval 30

|

end

Bl : T RTOFUITL— DA VE—DIARTFUTL— b NRNA VT2V TDHER

Device# show template interface binding all
Template—-name Source Method Interface

IP PHONE INTERFACE TEMPLATE Built-in Dynamic Gil/0/1, Gi1/0/2, Gil/0/3
Gil/0/4, Gil/0/5, Gil/0/6
Gil1/0/7, Gil/0/8, Gil/0/9
Gil/0/10, Gil/0/11, Gil/0/12
Gil/0/13, Gil/0/14, Gil/0/15
Gil/0/16, Gil/0/17, Gil/0/18
Gil1/0/19, Gil/0/20, Gil/0/21
Gil1/0/22, Gil/0/23, Gil/0/24
Gil/1/1, Gil/1/2, Gil/1/3

IP PHONE INTERFACE TEMPLATE Built-in Static Gi4/0/4

Bl: 23—y b UB—T A RADEHTOTL—bNNA VT4 VT DHER

Device# show template interface binding target GigabitEthernet 1/0/4
Interface Method Source Template

Gil1/0/4 Dynamic built-in IP_PHONE_INTERFACE_ TEMPLATE
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Static user TEST
Dynamic Modified-built-in TEST

Bl : IRTCOTFUTL—FOBMTUTL—bNAOT 4 VT DWHER
Device# show template service all

User-defined template:

Template Name : SvC-1
Template Definition:

vlan 100

access—group acll

built-in template:

Template Name : SVC-2
Template Definition:

vlan 100

access—group acll

aaa downloaded template:

Template Name : SVC-2
Template Definition:

vlan 100

access—group acll

Bl: 3= bAEA—T A RDTUTL—bNA VT 4 VT DHER
Device# show template binding target GigabitEthernet 1/0/4

Interface Templates:

Interface method Source Template
Gil1/0/4 Dynamic built-in IP_PHONE INTERFACE TEMPLATE
Static user TEST
Dynamic Modified-built-in TEST
Service Templates:
Template Source Session-Mac
SVC1l user aa-bb-cc-dd-ee-ff
SVC2 built-in ab-ab-ab-ab-ab-ab
SVC3 aaa ac-ac-ac-ac-ac-ac

A B3 —T A RTUTL— FDEEH
Bl A—H—A A —DTARTFUTL—FDETFE

Bl A—H—ToTL— FOBRE

Device# enable
Device (config)# configure terminal
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Device (config) # template user-templatel

Device (config-template)# load-interval 60

Device (config-template) # description This is a user template
Device (config-template) # Keepalive 60

Device (config) # end

Bl : A3 —T A RTUoTL—FDY—205

Device> enable

Device# configure terminal

Device (config) # interface fastethernet 4/0/0
Device (config-if)# source template user-templatel
Device (config-if)# end

Hl: A3 —T AR TUTL— FOEINA D F

FRAATT T L—hERELET,

Device# configure terminal

Device (config) # tempalte user_ template

Device (config-template) # access-session port-control auto
Device (config-template) # no access-session monitor

Device (config-template)# authentication periodic

T — " aREE L T RADIUS —— @A RELET,

Cisco-AVpair="interface:template=user_ template"

AR —T AR TUTL— FDHREERE
WORIZ, ZOFEY 22— /LTl T2HEDY UV —2 B L OEEERZ T~ LET,

I OKREIX, FRICHIRES N TWRWRY  BAINTY U—RLBEOTXTOY U —RAT
fEHCcEET,

J1)—2 tRe HRETRER

Cisco I0S XE Gibraltar 16.11.1 | f > % —T o4 2 Fo T L—|f o Z—T 2 A AT LT L —
K M., B0 a~y R R
WICRELTH—T v b (L~
B —T x A R &) (ZBEAT
FHAD =R NERMELE
R
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Cisco I0S XE Bengaluru 17.5.1 |4 o % —7 =2 A4 A 5T 7FL— |ctsmanual =~ R E A X
k :ctsmanual =2~ K NELEZ, ZoOa<r N,
T l—har7 ¥
L —v gy E— RCHETE

3
Cisco IOS XE Cupertino 17.7.1 | f > ¥ —T = A T 7 L— | ZOFHEIX, Cisco Catalyst
I 9600 3 J — X A —/8— 31
2FEY 2—)b
(C9600X-SUP-2) |ZE A Sh
F L7

Cisco Feature Navigator Z i 45 &, 77 v h 74 —ABILNY 7 b =T A A= DHHR—
MEHRZHRFE TEZ £, Cisco Feature Navigator |27 7 £ A3 5 ZIL, https://cfang.cisco.com/ (2
HEHET,
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* Configuration Guide for Cisco Network Plug and Play on APIC-EM

RATSHTTURT LA DIEEERE

ROFIZ, ZOFEY2—/LTHHTLEEDY U —2ABIUOMERFHRZ R LET,

IHHOMEEIE, FICHR SN TORWIRY | ALY U —2LUEOTTHY J—ZT
fEATE £,

J1)—2 HRe HEEER

Cisco 10S XE Gibraltar 16.11.1 |3 z2a 75 77 KA1 A Cisco 7’77 7T K LA Y
Va—vaid, ZetEnG
AT —=F TNy —hL
Alp, S Bue s vTF
WAL 7 2R T R AR
TEHEHAY Y 2a—va T
7

Cisco IOS XE Cupertino 17.7.1 | 2a 7577 R LA Z OFEREIL. Cisco Catalyst
9600 > 1) — X A —/S— 3
2FEY a—)b

(C9600X-SUP-2) (Z#E A X4
F L7,
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U= WSROV A Y270 b T, 2078 hallo Ty Aa 78 AR SN

TEXDORTERENFE S, #RDAF Y FU—

vlg7'm b avEENT LY AT LA E

BTEDLEITRDIET, T, AOEHNES TR 7,

ZDFE Y 2—)L T, Cisco Discovery Protocol /3—3 = > 2 & Z @D SNMP TOEMEIZ- OV TR
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Z Z Tl&. Cisco Discovery Protocol (Z-DWTaiH L £ 4

Cisco Discovery Protocol DT 7+ JL FE&E
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tHeE T4 MERE
Cisco Discovery Protocol 7" & — /LR A X =T
Cisco Discovery Protocol f > % —7 = A AIRRE | A X —T /L
Cisco Discovery Protocol % 4 ~— (/347 v M H |60

BTAREE)

Cisco Discovery Protocol £RFFIFR  (BEZERT) 180 £b

Cisco Discovery Protocol 73— 3 > 2 7 RAXNK | %)

A RXA b
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Cisco Discovery Protocol D #}%&

Cisco Discovery Protocol |X, T XTDT AT NA A (=% TV v TIEAF—IN
arvip—7, BLXOAAS vTF) OLAY2 (T—X V7)) THETLT 1 A7 v
Fancd, xy NU—2FBT7 7V r—a 3 CDP AT 52 Lk by, BEEoT A
L ADFA N=ThH DY AT AL AEBlT 52 enTEEd, i, FELA YD RT v
AT Ly b T a b a Bl L0 D R A N—T S ADT N AL A TR, SNMP T —
Tz hT RLVAEZERTHI L TEET, ZOMEICK-T, T =y a b rA
N—= TN AZSNMP 7 =) —ZEFTEET,

Cisco Discovery Protocol I%, 7 ry hU—27 778X 7m haj (SNAP) ZHHR— kLT
WAHTRTDAT 47 TEIVELEJ, Cisco Discovery Protocol (X7 — % U 7 J& COHENET
DI, Bigd Ry FU—rs@T 0 harE Y R— 5200V AT ATHOOEREFE
TEET,

Cisco Discovery Protocol 235% & ST /A AE~ /v TFF v A T R RIZEMIIZ A vt —
TaEFFE LT, SNMP A v b=V EZAFARERT N A% 1 DEIFTERT FAZ A XL E
T, ZDOT KK A X2, Z{M7 /XA AT Cisco Discovery Protocol {i i & BEHEH 9 | TR FF
T LR A2 KT AT TRERFRE], D E VD AR— IV RE A AERLEENE T, &7 31 AIfhoT
NAAMBIEEEINTZA v =V HRLZIT T, XA NN— TN ROV THEELET,

Cisco Discovery Protocol L7 /34 A |- C Network Assistant &1 % —7 /L35 Z LT, X b
T—0 %7774 HNMIFRRTEET, 7734 AL Cisco Discovery Protocol Z i/ L T2 7 X
AEMERH L, 7T AZ AN BIOa~vy RFERL ANLERIA (F7408) Bin
720 T AZKIEDOMMDT NA ZNZDONTOEREMERFLET,

RONEIZ, THAAABIOEE R SN RARA R T A ZIZETUEE D £,

« Cisco Discovery Protocol (X, 7 /3 X L EHEE T D8 S Nic— 2 RARA » MERRI L
\i‘a_c

e XA NR=F N ZADLR— "WNEHLRNLHIC, | DOFRT AL AT Rer— g
NERELR—FLET,

s HBT NA ALV RARA LV MNE, vlr— 3 VORE EZEOW G EITWVET,

Cisco Discovery Protocol M%7 /5%

Z Z Tl&. Cisco Discovery Protocol D% E SFIEIZ DOV TREH L £ 7,

Cisco Discovery Protocol D 4F 4 DR E

K ® Cisco Discovery Protocol DRiPEAFRE T&E 97,

» Cisco Discovery Protocol 7~ 77— k D#HE

cHET D ETHERERFF T ORHOR S
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Cisco Discovery Protocol (D45 DEETE .

e NR—=Ug U 2T RREALZA NEEETLINE I M

\}

GE ATy 73~5FTXTHUEETHY, EOIEFETETLTOENENEE A,

WO FINEIZHE - T, Cisco Discovery Protocol DFFEZFRE L £ 7,

FIRr

ARV RFERERTIVa Y

=)

&

enable
1 -

Device>enable

H5tE EXEC =— RZHI L ET,
e RAT—KREANLET FEkEh

%8 .

ATy T2

configureterminal

1

Device# configure terminal

ATvT3

cdp timer seconds

1

Device (config) # cdp timer 20

({E£&) Cisco Discovery Protocol 5 7 D
EEHEZ B THRELET,

BETX DHMIL5~254TY, T 7+
JL M 60 BT,

ATvT4

cdp holdtime seconds

1 -

Device (config) # cdp holdtime 60

EE) ZAET A AN DTS, A
BIEE SN EMAE BT TIRET 5
WFfRl 2 FEE L9

FBETX DML 10 ~255 BT, 7
7 )V ME 180 T,

ATy Th

cdp advertise-v2

1

Device (config) # cdp advertise-v2

(EE) =T a 27 RRF A X &k
{9 % & 9 |Z Cisco Discovery Protocol %
HELET,

ZHUE, T 7 AV FORRETT,

ATvT6

end

1

Device (config) # end

HrME EXEC E— FIZEREY 97,
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ARV RFEEETIII Y BRI
R 77 | show running-config ADEHER L ET,
I

Device# show running-config

a7 4 Fal—vay T

R w 7 8 | copy running-config startup-config UEE)
MNCREZRFLE TS

1 - A

:i'&
EI
=y
-
\_

Device# copy running-config
startup-config

RDBERY

T 7 4V FEREIZRTIZIE, Cisco Discovery Protocol 2~ > KD no e A H L £,

Cisco Discovery Protocol DT « £—JJL1L

Cisco Discovery Protocol |£7 7 4 /b F TA Rx—T /Wil > TWET,

)

GE) TAARITFAZ LMD AT 34 A (Cisco IP Phone 72 £') 1%, Cisco Discovery Protocol
A v —U % EMININCAH L F 9, Cisco Discovery Protocol 27 4 E—7 T 5L, 7T A
SRR S, T A0S S E T,

Cisco Discovery Protocol 7 /3 A A fgHgRER 7 B —7 WIZT HITIE, ROFIREZFATLET,

FIE
ARV FERET7IV3 Y By
AT 71 |enable FEHE EXEC E— RZHMC L ET,
{5 e NRAT—REANLET (FREh
Device>enable =88
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—g
5l - T REMALET,

Device# configure terminal

Z w73 |nocdprun Cisco Discovery Protocol % 512 L &
i) : EE
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Cisco Discovery Protocol D& %1t .

ARYRERRTIVAY B
Device (config) # no cdp run

RATwv 74 |end e EXEC T— RIZRY £,
1 -

Device (config) # end

Z v 7 5 | show running-config AN =R LET,
1 -

Device# show running-config

R w 76 | copy running-config startup-config UEE) v 74 Fa2l—3 gy 77
5l - A MTRE R RAF L E T,

Device# copy running-config
startup-config

RDERY
Cisco Discovery Protocol /3 2121%, MEANIT LLENRH Y £7,

Cisco Discovery Protocol D A %11k

Cisco Discovery Protocol 127 7 4 /b h TA F—T /W72 > TNET,

\ )

GE) TAA R FTAZ LMD AT 34 A (Cisco IP Phone 72 &) 1%, Cisco Discovery Protocol
A o= % EMMICAHL L £7, Cisco Discovery Protocol 7 4 Z—7 MZT5H L, 7T R
ZRHE RS, TN ARSI S E T,

7 4 &—T W72 > T % Cisco Discovery Protocol & A F—7 /M T 521X, RO FNEE FEST
LET,

1a s BRI
Cisco Discovery Protocol 287 4 ©—T /T > TV RN E | 4 F—T/NIIETE EH A,
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. Cisco Discovery Protocol D & $h1t

FIE

Cisco Discovery Protocol D&% |

AR NFERERTOVa Y

=)

AT w1 |enable Fi#E EXEC £ — FEHAMT L ETS
i) - AU —=REANLET (BRI
Device>enable fi%%é? o

R 72 | configureterminal JFa—s L ary7 4 Xab—ag

1 -

Device# configure terminal

T— FEHBLET,

ATvT3

cdp run

1

Device (config)# ecdp run

Cisco Discovery Protocol 237 4 Z—7" /L
2725 TWDEHEIIA F—T M LE
b@‘o

ATvT4

end

1

Device (config) # end

it EXEC £ — RIZER YD £,

ATvTh

show running-config

1 -

Device# show running-config

AN MR LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ar 77
ANVICREZRT LET,

RDZRY

Cisco Discovery Protocol 23 ZhZ 72 > TV D &R T 5121%, showrunall =2~ K&
LE9, showrun 2~ R&FE[TL724A . Cisco Discovery Protocol ZH NI LT\ 5 Z &3
FRINBWGENRH Y £7,
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4 A8 —7 x4 XLT® Cisco Discovery Protocol DT « £— T /L1t .

4 23— x4 XLETOD Cisco Discovery Protocol D5 4« £— T JL{t

Cisco Discovery Protocol (%, Cisco Discovery Protocol & % 555 T A 722, AR — & T
WHTRTDA B —T = ATT 74V NTHNZ /> THET,

)

GE) « TNA AT T AK LMD AT /314 A (CiscolPPhone 72 &) 1%, Cisco Discovery Protocol
A v —TEEMINCEH L £9, Cisco Discovery Protocol 7 4 E—7 MZTH L, 7

T A2 AP S, TN ZADER Uk S ET,

* Discovery Protocol /31 /XA [XH AR — K LTV eWew, A— Fderr-disabled 27— KT

ROLGENH Y £,

7R— |k C Cisco Discovery Protocol %7 « £—7 /W2 T 512i1E, RO FIAIZHENFE T,

FIE

ARV RFERFTIVaY

=)

&

enable
1 -

Device>enable

¥itE EXEC E— RE A LET,
e NMATU—REZASNLET FEREN

=%8)

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT3

inter face interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

Cisco Discovery Protocol %7 4 &—7 /L
T A F—T oA AEREL, AV
H—=T oA AT Fal—3g
T—FZhnBLET,

ATvT4

no cdp enable
1 -

Device (config-if) # no cdp enable

ATy TITHRELIEA LV H—T A A
_"C Cisco Discovery Protocol %7 - &—
T LET,

ATvTh

end

1 -

Device (config) # end

b EXEC B— RICEY 7,
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. 4 A —7 x4 A_LT® Cisco Discovery Protocol 1 +— J )Lt

ARV RFEEETIII Y BRI
R 76 | show running-config ADEHER L ET,
I

Device# show running-config

a7 4 Fal—vay T

R T w 77| copy running-config startup-config UEE)
MNCREZRFLE TS

1 - A

:i'&
EI
=y
-
\_

Device# copy running-config
startup-config

14 >3 —7J x4 XETOD Cisco Discovery Protocol D1 *— T )Lt

Cisco Discovery Protocol (%, Cisco Discovery Protocol 15 % 126521579 57202, HR— h & T
BT RTCDOA L H—T =2 A ATT 74/ N THDI /> TNET,

\}

GE) o TINA R FAK LD A 3F /34 X (CiscolPPhone 72 &) 1%, Cisco Discovery Protocol
A v —U % EYINCAH L EJ, Cisco Discovery Protocol 27 4 £ —7 /WMo 5 &, 7
T AZRRER W S AL, TN, AOFEEN YR S E T,

* Discovery Protocol /31 /XA [XH AR — K I TV W=, A— F)derr-disabled A 7 — KT
ROGEDRDHY T,

R— R TT 4 &—7 N7 > T 5 Cisco Discovery Protocol % A % —7/WZT HIZIE, IROF
NEZ 34T L £

48 HHEIIZ

Cisco Discovery Protocol %1 r—7/LIZ L & H & LTWAHAR— K TlE, Cisco Discovery Protocol
WT 4 E—=T N TV DORERH Y T, £ TRNE, A RX—TMITEEHA,

FIE
IV N3 il = A7 B#
AT w71 |enable KikE EXEC E— RE AR LE T,
i : « NMAT—REANLET (FERIH
Device>enable 7=35E8) .
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Cisco Discovery Protocol DE=42 1) U5 AV FF VR .

ARV REEET7IVa Y B8
R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
51 T REMBLET,

Device# configure terminal

AT 73 |interface interface-id Cisco Discovery Protocol % A —7 /L |Z
I THA B =T = REREL, 4V

H—=TxAf A a7 4FXal—va v

Device (config)# interface

gigabitethernetl/0/1 ET— NZRHBLET,

AT 74 |cdp enable FA4E—T Mo TWAL X —T =
Bl - A AT Cisco Discovery Protocol % 1 & —
Device (config-if) # cdp enable T LET

AFw 75 |end FiHE EXEC £ — RIZED £,
1

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
il

Device# show running-config

R 777 | copy running-config startup-config fER) ary74F¥al—ary 7y
1 - A MR BRI LET

Device# copy running-config
startup-config

Cisco Discovery Protocol D E=2 ) VT AT F R

% 3: Cisco Discovery Protocol 1§ % R<$ f=hDa<T U K

avrk S5 BA

clear cdp counters FNoFT 4T I FEOICYEY FLET,

clear cdp table FA NR—IZBF 5 [E#H D Cisco Discovery Protocol 7 — 7 /L %
%Liﬁ‘o
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. Cisco Discovery Protocol D H#EE D B FE

avw vk SR BA

show cdp EEME., B35 L7 v DO 72 & o 7 a — L g
R LET,

show cdp entry entry-name [ version 1 [ | #5705 S—{z 95 % For L £,

protocol ]

TAZY AT (%) ZAJ)JL T, 3T Cisco Discovery Protoco
RAN—ZFIRTH T L, HRPLERRA N—DL4HETZ A
352 TEET,

/o, BESNEXANRN—=ETAX—=T NI o TnE 7
INDERS, TIAALETEBHLTND Y7 R T O/3—
ValERBERINDLOIC, BRNEEZHIBETHZ EH T
xFET,

show cdp interface [ interface-id ] Cisco Discovery Protocol 284 R —7 /LZ72 > TWHA LV H—T =
A RZBEHT L IEMEFRR L ET,

WMEIRA P B =T 2 A ADHHRIEIT 2T RTEET,

show cdp neighbors [ interface-id ] [detail |4&@ % 4 7 Ao X —T2A A XA TS A F—T oA AEK
] 5. RFIREHIORREME, e, 77 v h 7+ —L4L A—FID%
BOTRA N ERR L ET,

REEDA v 4 —T = A AT DR A N—1FRIZT & Frm LTz
. FEMFERICT B0 FRRNE LR L2 TEET,

show cdp traffic Cisco Discovery Protocol 7 7 > % (E(GHE /=G HE T v b
BeFzv /¥ LT —Hedl) 2R LET,

show ap cdp neighbors 7 7 A KA > k@ Cisco Discovery Protocol # A1 /3—{ZB8F 5
fHwmarRrLET,

show ap cdp neighbors detail 7 7 A RA > kD Cisco Discovery Protocol 1 /S—{ZB1d 5
FEME A KR LET,

show ap name ap-name cdp neighbors 7 7 A R"A > K ® Cisco Discovery Protocol fff # & %/~ L £,

show ap name ap-name cdp neighbors | Cisco Discovery Protocol Z /] L CW 2 FFED T 27 £ ARA 2 |
detail DFA N—\Z BT 2 R E 2R L E T

Cisco Discovery Protocol D #EE D & FE

WOEIZ, ZOEY 2— /L THHTHHEED Y ) —RB LOMEFHRZ =~ L £,

IHHOMEEE, FICHR SN TOARWIRY | HASAY U —2LUEDOTTHY J—ZT
EATE £,
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Cisco Discovery Protocol (D H#ERED B FE .

1)1)—=x HERE HREIER
Cisco 10S XE Gibraltar 16.11.1 | Cisco Discovery Protocol Cisco Discovery Protocol I%,
AT, A LETEMEL,

Xy NI—=F 7 T r—
Ta UDNEBHEG S VT
DT NA AL THEEHTX
HEINCT D, AT 4 TMAL
s> % b U — 7 M o
LAY 27a ha)LTd,

Cisco I0S XE Cupertino 17.7.1 | Cisco Discovery Protocol Z OF%BEIL. Cisco Catalyst
9600 2 — R Z—/3— 34 B
2EFY a—)b
(C9600X-SUP-2) [T A X 4L
F L7z,

Cisco Feature Navigator Z /i35 &, 7T v b 74— LBIXRNY 7 bV =T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (27 7 £ 29 5 |Z1%, https://cfng.cisco.com |Z
HHET,
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Cisco Discovery Protocol D% E |
. Cisco Discovery Protocol D H#EE D B FE
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B,
=% =R

ey FIO—0EBT0FIILDERE

« SNMP DR (53 ~—)

« SNMP DOl (55 ~—2)

« SNMP (25 21 (56 =—)

« SNMP D& EFiiE (62 X—)

« SNMP Dffi| (72 _—2)

¢« SNMP AF —HX ADE=H Y L7 (74 2—)

S Xy NU— 7 EH T T N a L OMEEDBE (74 2—)

SNMP D rIItE S

HR— SN TS SNMP /A—2 3 Y
TOYVTZ7 R T=T VY —R 1L, RO SNMP X— g & R—FLTWET,
« SNMPv1 : RFC1157 ICHIE ENT- SNMP (28 A v & —x v MEYE) |

« SNMPV2C |, SNMPv2Classic D/ 3/L 7 iR iRE# ik L, =7 — 2 d#E L 7= 9 2 T,
SNMPv2Classic D/3—7 f N"—2ADEHBI Ot X274 7L —2AU—J 2 aIa=
T4 AR R=ZADEHT L— LV — 7 ICBERZ 2B DT, ROMBERH Y £
—aAO

« SNMPv2 : RFC 1902 ~ 1907 IZHLE SN2 SNMP X— 5 2 (KT 7 MiliA v &2 —
T v MEYE)

« SNMPv2C : RFC 1901 IZHIE SN SNMPV2 DI a=F 4 A RY 7 _R—2ADE
H71L—2U—7 @EBRA v Z—F%y b 7Fr hajn)

* SNMPv3 : SNMP D/3— 3 3 3 1%, RFC 2273 ~ 2275 |ZHE S 3TV 5 FH AL JE A AT RE 72
BEHER—2 71 b2/ T, SNMPV3iE, Ry hU—7 LTy F&FREE, ek 5
ZETTF AR AANDT 7Rk THEX2) T ¢ 2L £, SNMPV3 1%, kot
X2 UT R A TV ET,

c Ay —VOEEN Ty FBMEETIZHEASNRNE ST LET,
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B swwve omizss

Sty bU—VEEIOFILORE |

FRE : ANRIEE TN EDORA v =V ThHLINE S EHRILET,

il : Ny r—=VORNEFEZIF T L, FFAISNTORWIHETICNAEN T EN
LT LEPIIELET,

\)

GE)  BEBALEEIRT DL, privEF—U—F&E2 AN LET,

SNMPvl & SNMPv2C 1E, ¢ bilaa=T 4 X=XV 7o 2FHLEST, =—
VzV FPDOMIBIZT VEATEDL~YR—V ¥ DAI2=T AN, IPT RLAT 7R3k
2—/L JURAMBEUORAT—RIZE->TERINET,

SNMPv2C (217 V7 R RE D LA A E 4, K VR =T — A v — UV EHAT— 3

WS LET, L7 RBEIEIL, T AR KEOERERE L, LB EE E A H
LE9, SNMPv2C Tid— 7 —ALBIEEEN W E SN, SEIERTT —%2XAT 572D DIk
T — a—RKRfEAINTVWET, Zhbox T —iF, SNMPvl TIZHE—~DTF— a— KT
WESINET, SNMPV2 Tlt, =7 — V¥ —> a—RTZI7— XA T7BRHEIND LTk
DNE L7,

SNMPV3 Cix, EX=2 U7 4 ET0EEFXFa T 40 LILVOWENRESNTHET, EFa
V74 BT ME, 2P La—FRNE L TNDL 7N —THIZERE SNBSS TT, E¥%=
V7 g Lbbdid, B2 0740 ETAVNTHA SN EXF 27 4 DOLLTT, %=
VT4 bbb Xa T 4 BT NAVOMAEDEIZLY, SNMP X7y b &HH & X I2HEH
THEX=2 VT 0 FRADNREY £7, FHEEREX =Y T ¢ EF7/LIE. SNMPvl, SNMPv2C,

B L U'SNMPvV3 T,

WORTIE, ZORFEEZHERINL, X270 =T AEEX2 T 4 LLORRDEAE
ez L7,

RASNMPEX21) T4 ETLELUEF2UTa LRI

ETIN LA FREE =1t R
SNMPv1 noAuthNoPriv I 2=F 4 A | KHIEH I3 a=F 4 A
NP7 N T OREE
AL CRREL £
D
SNMPv2C noAuthNoPriv aAIa2=FT 4 A | KIS aAIa=T 4 A
N4 N T DOREE
FEH L CREREL £
TO
SNMPv3 noAuthNoPriv a—P—4 FRex I a—WLDORE R
A L CGRBREL %
‘a‘o
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| 5%y FO—HEETO FILOEE

snwp osissEE [l

ETIL LRIV FUEE E51t R
SNMPv3 authNoPriv Message Digest 5 | e kfis HMAC-MD5 7 /L
(MD5) F721% TYRXANFEFIT
Secure Hash HMAC-SHA 7 /L
Algorithm =Y X ATEHSN
(SHA) TRAELET
SNMPv3 authPriv MD5 ¥721% SHA | 7 —# K558t |HMAC-MDS5 7 /v
(DES) 7212 |2V XAaE72i%
Advanced HMAC-SHA 7 /v
Encryption =) QU N et - |7

Standard (AES)

TRBAEL £

ROME LT V=
X AT,
User-based Security
Model (USM) #
fETEET,
* CBC-DES

(DES-56)
BRIz H5<
FREICINZ 72
DES 56 £
Nz
3DES 168
vy ML

AES 128 & v
[NEREZ 1N
192 £ MEF
b, F£720X
256 £ MEF
51k

BHAT— 2 VTHR—F SR TWDHSNMP A=Y = Y &EAT 5121k, SNMP=—Y = >
FMERETOLERDY £, ==V = MIEEO~R—V v LBETE 5720, SNMPvL,
SNMPv2C, BLUSNMPV3 2T 2@E4 Y R — b2 K5IV 7 by =7 2R ETEE

B

SNMP D #l#9% 18

* SNMPv1 iZ informs Z A —F L TWWERE A,
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B suwve oz

HEry hT—VEETOraLOEE |

e Ny I AT vva N FIE, SNMPVI3FRIER LT T A R —a 7 A UIERTIIEA T
EH A,

SNMP 2B 9 %15k

SNMP DO#E

ZZTiE. SNMP OBEEIZ SOV THRBI L £ T,

SNMP (X, v —V v bxz—Txc MADHEEDOA vE—Y 74—~y NERET 7 7Y
r—ariA¥Y e ha)l T, SNMPY A7 A%, SNMPv%—Y %, SNMPT— =
b, BROEEEHN—A (MIB) THiEK S E T, SNMP v % — v [X, Cisco Prime
Infrastructure 72 E DR v N U — 7 FEH I AT A (NMS) IZHATEET, =—Y = & MIB
IRy U= TR, 2 BIZFELET, T35 AT SNMP 2% ET 5121, v~ F—Y v &
=V FOMOEREERLE T,

SNMP =— = > MMEMIB B2 &ML, SNMP ~ 32—V v 13 Z OB OfE 2 R E 72134
BTEET, v F— VX Fx—V = B EZRGLEY, =— Y= MOEZEMHLIZD
TEET, T—Vxr ME, TA ARG RA—HROFR Y NU—7 T — X ODRAF5TCd 5 MIB
MOEENELET, F/o, ==V NI =Yy OT —XREGE 13T — X R EDOER
WIRETExET,

T—Vxr MIFFEGEHR N v 72w R —UXICEETEET, My E, xRy hU—2
LB HIRAEE SNMP v~ X — T ¥ [ZHEINT H A vE—TH, b7 v P IEARIER 2 —VRGE,
HEE, Vo7 AT =2 A (T 7E7EFL4 7). MACT KL RBHR, TCP#HOK T,
FAN—= L DGO 72 EOBEE /A X FOREEZERTIHENH D 7,

SNMP < r— 2 v 1 HE

SNMP ¥ F— ¥ &, MIBfE#HZMHHN LT, ROFITRTEIMEZIATLET,

% 5: SNMP D Eh{E

}E i BA
get-request EEOERNSEETELE 4,
get-next-request | 7 — 7 )L INDO LR B A TG L 4, L

get-bulk-request | 7 — 7 L DB DT £ SBHIEY A KOS WEHOT—5 Ty sIThy
FIL TR ETORENDLERRT—% 7Tuy 7 # B LET,

get-response | NMS 7> 5 5(F 415 get-request, get-next-request, 33 & U set-request {ZxF L T
ISELET,

set-request BEOEBITEE B L E T,
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SNMP T— = U b ke .

B}1E Bl

trap SNMP =— = b2 SNMP ¥ R — U ¥ IZiELND, A XV FDORAE R
Z_éélz 9:_1m uﬁ:kf V'IZ_C/Tj”o

1

ZOEETIE, SNMP ¥ % — \CIERER B 8 ST bV A, T—
7»%%@ WZHRER LT, %E&ﬁﬁ%@mbiﬁ
get-bulk A~y RafT&E201E, SNMPV2 L EIZIRBAVET,

)

GCE) R zxp—< ACEET HMEE R 572912, SNMP ~ % — ¥ ¥ T ciscoFlashFileDateMIB
ATl e UNLERANT DI EaHLELF3, Tk, ciscoFlashFileDated 7' = 7
K23 MIB TAB SN THNTH, BT A — S TWian=H T,

SNMP =T— = > #4gE

SNMP =— x> M, 1 DA EDSNMP v X —U ¥ NHLEREZ(ETEET, T X3TOEXRK
2. NMSDIPT RLVA, NMSIWNT=—V = haR—Y 7Lz, BLOFR—=Y T DXx
ALARE U TREENET, ZOBHRIL, IPvd F— 13— L [Pv6 — "— Dl FF CIBIFTX F
7,

SNMP = — x> ME, RO X HICLTSNMP v — ¥ BERICSE LE T,

e MIB ZHDEE : SNMP =— = FMEINMS 225 DESRICISZE LT, ZOMHEZ RS L
F9, ==V MIERESNZMIBEKOEZEE L, ZOMZMHH L TNMS IIOGE
LET,

* MIB ZHDBIE : SNMP =—2 = MINMS B DA v —V0SE LT, ZOEE
BAG L ET, SNMP =— = > MM, MIB A OE%E NMS 705 ER S - EIcEH L E
S

show snmp statshosts =~ > K& L CTHF =2 —HND SNMP v~ %2 — Y vy ERD U A h 2 FKoR
L. clear ssmp statshosts =~ > FEZfEH L Tx=a—%2 27 V7 LET,

TV FNCEBERANRY MRFEAELEZ &% NMS ITEMT 572012, SNMP =— 3 =

MIFEEGEFHER N T v 7 Ave—UbRELET, b7y 7REOFNCIE, A— b EIEE
Va— A RNT v TELFL T AREILR ST GE. A= 7Y ) — MR UBNEE I
. PREIZ R L7255 &Eﬁ%@ifo

SNMPa3Sa=574 R+ Y24y

SNMP 22 2=7 4 ANV U T, MIBAT7 V27 b~DT 7 AZFIEL, BRI/ XA
U—RELTHAELE T, NMSNT /A AT 7B AT HITIL, NMSJ:O):\:.%747\F
VT BENDTNAALEDIODDAI2=T A AN UV ITERODRIEH 1 DE—E LR
720 FH A,

AIa=T 4 ANV UTORMIZ. ROWTANTT,
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HEry hT—VEETOraLOEE |
B swwewm 5752

FHLWMVEH (RO) :a3a=54 AT ZEEXMBHNOTRTOFT =7 b
W2, A ENTEEBAT—2 g kT 250 T 7 v AR5 2 T2, EXIALT
7 AIHFTLER A,

¢ G -EEIAL (RW) :MIBHRDOTRTOLT T V=7 MI, FRIENTZEHAT—
g NKT AR BLOEXALT VB AMEEX E2FTHN, a3a2=T 4 AN v
T~DT 7 ATEHLET A,

c VITAREERT D E, A RTNRNALARAUNRTNL AL SNMP T 7'V r—3 3 U]
DA =V EEERLET, Network Assistant /' 7 b =7 1E, a2~ RT /31 A E
TRINICRESNIZRWEBLIUVORO I 2 =7 4 A R U T A RTINS ZAFEE (@esN,
NIZTF AL 2FKE) ZBIML, ZHHDARNY U T E2 A UARFAL 2 EE L ET,

SNMPMIB Z#7 VX

NMS O#i & LT, Cisco Prime Infrastructure v hU—Z7EB Y 7 b =7 2083% Y £, Cisco
Prime Infrastructure ' 7 b 7 = 71X, T/ A MIB 28 &2 L CHEBELKAHREL., *v k
U—7 LO¥BER—Y 7 UTREDEREBGLET, A—U IR, 77 77T
RRINFET, TOMREMHIIL T, A F—Fy NU—F U JEEDOMED 7 TV a—
TAYT, Ry NIT—=I RT =< ADYEE, T AREOHR. N7 7 4 v 7 AfOE
SRR EEITH ZENTEET,

KOBNZRT LI, SNMP =—T = MIMIB O T —XEHIELE T, =—V = M
SNMP ~ 32— v 2k L, FT7 w7 (BEEA XY hO#EH) %#EETE, SNMP~F—V ¥ (%
N7 o7 EBZELTRELES, Ty Ry MU —7 ETRAE LIERIER 2 —FFEGE,
BE#E), Vo7 A7 =22 (Ty7ELEFIF YY) . MACT FL A FT v 77 EORNL
% SNMP v 32—V ¥ [Tl LET, SNMP =— = MIEHIZ, SNMP v 32— v /D
get-request, get-next-request, I3 U8 set-request R TiEfE S5 MIB B D 7 = U (2R L
£7

X 2:SNMP #y b0 —%

NMS Get-request, Get-next-request, Metwork device
Get-bulk, Set-request @
% MIE B

Get-response, traps

SNMP Manager SNMP Agent 3

SNMP 75 v < a2 MIB

Cisco 77 v MIBid, VRAaBDTNRA ANLT T v a7 A NT—HERETH20D
WHERENET, LRiE, 77 v 2 MIB TTNAA AZEIWCAA—TFT 4 arbHizvol A b
END 77 ANOEIT 100 IZHIBR U TUVWE L7, CiscolOSXE 17.1.1 U U —ALIKE, T /341
AZELINR=T 42 ar®=D 100 77 A NE VA NTHT7 T v 2 MIB Ofl[RAHIFR S 4
FL7, HIE7 T3 aMIBTIE, 7793 a7 7 ANV AT LANLTXRTOT 7 A VEE
BIoHL218eE L, 77y a MIB Y A4—2 %973 521X, snmp mib flash cache =
<~V REHERTHHLENH Y £9, snmpmibflashcache=~ > KX, +_XCHOT7 7 A L& n—
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SNMP ;& %11

snwpsasn i

HNT Ty aMBFXY v =2ll7V 7=y T LET, 100 7 7 A /VORIRIHEIRR S iz
WD, T7ANEERETAZHODT7 T v 2 MIB W 4+ — 7 \ZIZRERI23 23030 £,

SNMP Z i 5% & FFEDA X hBRAELTHAIZ, T35 A5 SNMP~ % — 2 v IZi#
HAREFETEET, SNMPEAENE, P T v M ERITHRERE L TGEEFETEET, a2~ NH
LTIE, 7y T ERIIEREEINT 24T v arna~y RIZRWVEEY . F—YU— K traps
EhT 7 R, FEFFOmFERLET, symp-serverhogt =2~ > REFH LT, hT7 >
TELIIERE LT SNMP A Z EET 20 E I ERELE T,

N

(GE)  SNMPvl i% informs Z VAR —F L TWEF A,

N7 AIIMEFEMEICR T ET, ZEMT ST v 722G L THOMRBISEZEEFE LD T, b
T TWRZAZENTZNE D DIREFRNT DL 20D T, BHREROEE, %215 L7-SNMP
VXY X XSNMP JuE 7 e hal F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEREREZEEFECTEET, BEETEHDT, [FH
DFN 7 v 7 X0 EK L5l < AlRetEnm < e b £97,

BWOFN T v 7 XOEEEREVDIE, T ABIORY hT—7 DV V—2%%<{H
BIDHEVORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
IINEEZET2E T, FREERBYA LT U MDD E T, AT VRNICERESRET, b
T OBEEIZIREIREY T2, FRIIEEICDZ > THEESE V FRITHETT, HiE
BOEBMPEZDENT T4 I BEINL, Xy N =27 OF— "=~y RREL 25K
b0 ET, LEN-T, b7y ICT20ERITT 200E, BEMEZELNY VY —2A %D
MEVIBIUZ/ D T, SNMPYRX— V¥ CT R TOBMEZET DI ENEELGAIT,
BWMEREFA LTSN, Xy b= FHET A ADATY LD NT 7 4 v 7 HRTE
2R D56 T, RENODBHMNPAERGEIT, My T2 AL TIZIN,

SNMP ifindex MIBA 272 ¥ ~MiE

SNMP =— = F®D IE-MIB £¥ 2 — /L8 7' — b QlclEdhan x4, &I E e
A B —T 2 A A RTANRIF-MIB E ¥ a2 — LOBEFEIHILENTWA LS, [
T oI ABEELIEE W] EoRLET, IF-MIB £ ¥ 2 — /LA NE T F Al RE 72 Yk @ ifIndex
FrwEl0YTES, 2F0, 120V T —INBMOY 7 — kD R F A OHHLIERF O
~ AT —=IENS, FUYHEA L X —T x4 RV T = ETHOURIOLD E TR DA T v
I ARG ERAGT HRMMEMERHH E V) Z L TT (0T v 7 AR EIME STV TVRNR
D) .

SNMP ENTITY-MIB & 5l +

ENTITY-MIB 2, BUSGHATREL = } (FRU) . 77 ¥, T/1 AQEREE 2 L O
TUTATARERTDOOBRNEENTVET, FT2T 47 113, BUED MIB At
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HEry hT—VEETOraLOEE |
. SNMP 5 & U Syslog Over IPvé

DMIBHNDOEZLT 4 T AIZETLHER~OT 7 BRAMHAT 2 —EOA T v AKE
(entPhysicallndex) (2L > TBISNET, =07 47 ¢ OIEMERK (OIR) 28V, FHLw
TUT AT ADPFEASNTE, BFFOT T 47 4 BEHA SRR, =0T+
T 4 WX RICAE A FTRE 7 entPhysicallndex &5 23 EI 0 4 CTHE T,

SNMP # & U Syslog Over IPv6

IPv4 & IPv6 Dl 72V R— b3 51201%, IPv6 D%y N — 7B TIPvA BLIPv6 D kT
VAR— NI £77, Syslogover IPV6 1L, ZDRT U AR—DT RLA F—H X
A PV R—FLET,

Simple Network Management Protocol (SNMP) & syslog over IPv6 (X, IR OREZ$2{E L £ 5,
* IPv4 & IPv6 [l 5 DY AR— b

¢« SNMP IZ%[9 5 IPv6 h T AR—h, BLOSNMPEFIZLABIPVOEA D T v 7D
PAR— Tk

«IPv6 7 KL AREE & YR — b3 572D SNMP 5 X ¥ syslog (ZBi#E§ 5 MIB
cIPVO RA NE RT w7 L— "L L TRE

Over IPv6 %R — F 3572, SNMPIZBEGFDIP F T U AKR—h v v BV 7 E2ERLT,

IPv4 & IPv6 Z R AR— N LET, RO SNMP Bi{EiL. [Pv6 kT AR — MNMEHR A Y R—
FLET,

cTFITHNIMREDZ—Y—F—% 75 A 7 kaj (UDP) SNMP V47 v k% BH<

* SR_IPV6_TRANSPORT & PRI HH LN kT AR — h A =R L&k

«IPv6 kT > AR— MZ X% SNMP i@ DOE(F

*IPv6 N7 AR—F D SNMP A4 DT 7EA UARDYR— K

«IPv6 h 7 U AR— M &M L7z SNMP 7' 12 F SHRED PR — |k

« SNMP ~ 3 — ¥ HEHE & IPv6 | T AR — h O ENFETR
% E FIAZ G Te. SNMP over IPv6 (22U Ti%, Cisco.com T [Cisco IOS IPv6 Configuration
Library] @ [Managing Cisco I0S Applications over IPv6] DFExEZMML T 7Z 30y,

RETIAZ & Te, syslog over IPv6 (2D T, Cisco.com ¢ [Cisco 10S IPv6 Configuration
Library] @ [Tmplementing IPv6 Addressing and Basic Connectivity] DFEAZ S L T 7230,

SNMP Q5 7 #JL FERTE

HEHE TIO4ILEERE

SNMP =— = > |k F -T2

SNMP 7 v 7 L —X | RERTE

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K



| 5%y FO—HEETO FILOEE
snvp gerizEEE

B8 TI4ILEERE

SNMP ~ 7 >~ TCPEHED k7 v 7 (tty) LSMNE., A Rx—T L TlEdH Y 8 A,

SNMP N— g NR=TUgr F—U—RRRWES., T 740 MIRN—Va 1
2720 F9,

SNMPV3 muu "}’V‘_‘U }‘%f]\jj L/foﬁﬁ)ofx_fiflzl\ “‘Z""?:LU?{ I/J\/l/!j:?77]‘
JL kT noauth (noAuthNoPriv) (2720 £,

SNMP i@Fn % A 7 2 ATHREEIN T 2WGE, T X TOBMNERFINET,

o, FAALAREBIL, AX— R T v AT (Fal—a T snmp-server 7

O—N)Lary 7 4 FXal—raryavy RRREINNTHWRWEEDT 7 4L K TF,

SNMP X ERFDEEEIE

T34 A TlE, SNMPUDPAR— b 161 BL 162 % &, SNMP =—V = > M & HEHTT 57
®IZ, snmp-server host, snmp-server user, snmp-server community, snmp-server manager @
WP D a— L a7 4 Xal—ay avy RERETIHILEND D £,

SNMP 7' /L—71%X. SNMP =—# % SNMP b = —|Z%tJ5ft i 55 —7 /T4, SNMP =—
IZ. SNMP 7' /L—FD A 3T, SNMP A A MME, SNMP kT v FEHEDZZM T, SNMP
TV IDIE, r—HVEFIZY E— SNMP =V U DA RTTT,

SNMP /' V—T" % ET 5 & XX, ROFEEFHRIHES T TEEN,

*SNMP /' )V—T % RET H & XL, @M =2—%FEELEEA, snmp-server host 7' & —
SNV arZ 4 Xalb—vary avy KRa—¥Fomaea—42 HEAERL, TO2—W
m%@ﬁf%mfw57Ww°:LMLiT IN—T DB 2—%2ERTHE, 2O
TN—=T R T 6N T _RCO2—F R EEZ T £,

e VE— b2 —YERETIHEIT. 2—IDFETEHT A ADY T—FSNMP=— =
VMIHIGTAIP T RLVAELIEAR— B EEZEELET,

FEDTZ—Txz hDOYE— b —HEFET DA, snmp-server enginelD 7' 12— 3L

a7 4 FX¥alb—varyavy Reremoted v a b EBICHEH LT, SNMP =Y
VIDAERELTLEE Y, VE—F =2—Y =2 FOSNMP =22 ID BLRZ—H 3
AT —=REMFHLCGRIEB IO T T4 R —F 4 VA MPEHENET, Kz E—Fh
TV UVIDERELTEN WS, ar 7 FXal—tagry avry FRTIT =1 £
7T

* SNMP [HFHRARTET D & EI2iE, X VEREZIIFEROERELERDVE—F =—
VU FDSNMP Y ID % SNMP T — X RX—Z IR E L THBLLELRH Y £,

e m—Va—PFRY E— hRA N EBEEMT TV RWEA, 7731 XX auth
(authNoPriv) 3 X O priv (authPriv) OFEREL L OE#H%ZEE LEE A,

*SNMP = UV ID DIEZEHRETAH &, BERREENELET, (w2 F I TAT
i) 2—PORRT—RiE, XRTU—RFRBIWRae—h/L =P IDITESNT,
MD5FE771ESHAEF 2 T 4 EA Pz A MIEBENET, a~v RIA4 LD/ AT—
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Ry brI—VEEITAFILORE |
B sweozess

Fi&, RFC2274DRIEIZHE > THESNET, ZOL IR T—FBRBEEINLTZD
TV IDEEERE LIS ATE, SNMPV3 2—H DX VT 4 X4 VoA }\i)iﬁﬁxjjéj
AN snmpserveruserusername&l:’~/\/1/2/74’3?;1/~“/5/:l?/l\%ﬁﬂﬂb
T. SNMP 2—H#ZH{HET OMLENHY T3, =V ID 2EH LI-HEE. FERD
FRICE > Talia=T4 ANV ITEHRETILERNHY £7,

SNMP H—/"—7RA %7 7 4 /L h® UDP AR— b (162) THETH &, show
running-config =~ > RO JJIZ UDP A — MENFRR I EHE A, snmp-server host
{host-addr} community-string udp-portvalue =~ > R&f#H L CF 7 4/ kLG UDP R —
MEZFEET D & UDPAR— h#%E 5 showrunning-config 2~ > R AICF RENE T,
T 74V O UDP A— b 162 Z#fH L THHEH L72< TH snmp-server host =~ > K%
RETEET, 2720, MAFERFIZHRET D5 LITITEEEA,

ELWlZTRIZRLET,

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community udp-port 162

WOBNFIELL HY FHA,

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community
Device (config) # snmp-server host 10.10.10.10 community udp-port 162

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community udp-port 162
Device (config) # snmp-server host 10.10.10.10 community

SNMP D% E A&

Z ZTlX. SNMP OFREFIEIZOW T LE T,

SNMP a3Sa=574 R+ Y24y

SNMP 22 2=7 4 ANV U FiE, MIBAT7 V2l b~DT 7 AZFIEL., BRI/ XA
U—RELTHAELE T, NMSNT /A AT 7B AT HITIL, NMSJ:O):(\:L%T%XF
VT RBENDTNAALEDIODDAI2=T A AN UV ITERODRIEH 1 DE—E LR
T2 0 FH A,

AIa=T 4 ANV UTORMILZ. ROWTNTT,

FAHAERVEHR (RO) :23a2=74 AR U7 E2BREMIBRAOTRTOLT V=7 b
W2, A ENTEEBAT—2 g kT 2540 7T 7B AR5 2 30, EXIALT
72 AFFFRI LEE A,

¢ FAHY -FEEIAL (RW) :MIBRNDTRTDOA T V=7 M, FASNEZEHRAT —
g NCKT AR BIOEXALT VAL EXFEFTN, 23 2= A )
T~DT 7 ATHETLET A,
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SNMP V' )L— T E L V1 —FDEE .

c JITAREERT D E, A~ RTNRNALARRAUNRT N, ZALSNMP T 7V /r—3 3 U]
DA =V EEERLET, Network Assistant ' 7 b =7 E, a2~ RT3 A E
TRINICRESNIZRWEBLIUVORO I 2 =7 4 A R U T A RTA, ZAFEE (@esN,
NIZTF A 2FKE) ZBIML, ZHHDARNY 52 AUARFAL 2 BE L ET,

SNMP J IL— B LUV —FDETE

FRAL 2D —H)VEFIZY E— | SNMP r— PR THRI4 (=P ID) %15
ETXFET, SNMP 2—H%% SNMP E o —|Zvw v B> 745, SNMP #— N Z )L —7%35E
L. = —H% SNMP /' /L — 71BN TXx 94,

TNA A LD SNMP Vv —7 L 2 —F 2R ETHITIE, ROFIEEZETLET,

Flg
AU RFEEIEITFTII Y B8
AT w71 |enable ¥t EXEC E— K2 LET,
fl - cRAT—REANLET (@ERER
Device> enable 7iﬁ%é§ °
R w 72 | configureterminal Ja—)L a7 4 Fal—g v
15“ : :E‘\——‘ F‘%F’Iﬁﬁé]\/i‘g—o

Device# configure terminal

AT w7 3| snmp-server enginel D {local SNMP Dt —H /L a b —%7-13 ) F—
engineid-string | remote ip-address N avr—lC IR RELET,

[udp-port port-number] engineid-string }
- engineid-string (X, SNMP @ = &"—

o AR D ULFOIDA R
. . . 7Y, BRErNEENDHE
Device (config) # snmp-server enginelD .
local 1234 X, 24 LFOT TV IDTARTE
BETOVNEIDHY A, FBET
HOIE, =Y IDOHIBHLERD
HDME < T Z BRVICER 3 720 T
o FNEFITI,
123400000000000000000000 @ - >/
Yy IDERELET,

- remote Z8E L7=%54A. SNMP O
JE— hab—Rn@Ei»n sy
A A ip-address #f§E L., {LET
Y E— hF A AP F e
7'Z 5 7 m b=z (UDP) A— b
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B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

ERELET, T 74/ MNE162T
TO

ATvT4

snmp-server group group-name {v1 | v2c
| v3 {auth | noauth | priv}} [read
readview] [writewriteview] [notify
notifyview] [accessaccess-list]

1

Device (config) # snmp-server group
public v2c access lmnop

JUEe—h N4 2 ETH LV SNMP 7
N—TEEBELET,

group-name (Zi%, Z/L— 7 DA Z TS
ELET,

KONTNLDOEXR2 )T 4 ET V%
BELET,

vlid, bR WEx Y
T4 ETILTT,

ev2e L. 2 FZBBIZEEMEDOERWE
X2 T4 TTTYT, EHED 2
fEDIE TIHEHRI L OB A (LTS
e

V3 DI b LERRGAITIE, RO
FELLD 1 DEEIRT D MLEND
nEI,

auth : Message Digest 5 (MD5) I3
LIt Xa T Ny TAITY X
L (SHA) 12X 537y MalaE% W]
REICLET,

noauth : noAuthNoPrivE ¥ = U 7 ¢
LRI LE S, F—U—F
ERELRI TGS, 2T

7 4V FTT,

priv: 77— k58t (DES) 12 &
L3y MESL (T A4 —&
HW D) EHEEICLE T,

(f£&) read readview & & H1Z, =—
TV FOWNKERRTELEa—4%
T (64 LFLIN) AT LE
‘j—o

(fE&) writewriteview & & H12, F—

AN, =—Y = hONKEZFR
TEDHEa—HERT LT (64 F
LN) AN LET,
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SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

({EE) notify notifyview & & 12, i@
A, N, ERENT T EEETS
Ea—4 &2 RTCFS (64 LFLIN)
EANNLET,

({£&) accessaccess-list & & iz, 7
7B AU A NGOLFF (64 L TFLIN)
EATTLET,

ATy TH

SnMp-Server user username group-name
{remote host [ udp-port port] } {vl
[access access-list] | v2c [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1 -

Device (config) #
public v2c

snmp-server user Pat

SNMP 7' L—71Z%f L CHIR =2 — Y %8B
mLES,

username 1¥. = — = v MIEHET D
RA N EOx—W4 T,

group-name (%, = — W NBEfTIT B
TWD I N—TDARITT,

remote # AJ LT, =2—FBFET D
UE—hSNMP =T 4 T 4 BLO*E
DT AT A DERANGETNIIP T
RLAxELbhio, (EETUDP AR— b
TEMELET, 774V M 162 T
7

SNMP X—< 5 &5 (vl, v2c, £7=
IZv3) ZANLET, v3E AT DY
Hld, RoOF 7 a 2Bl ET,

e encrypted |%, /XA U — R &1k
FERTETTDLIHRELET,
ZOXF—U—FRiE, v3F—TU—FR
DIEE SN TV D GEEIZOMEHT
TET,

cauth Tix, FIELV~VLEBRELF
9, HMAC-MD5-96 (md5) F721%
HMAC-SHA-96 (sha) FEAEL /L
EHRETEET, F£iz,
auth-password T/S 2 7 — R
YEWRETHHENH Y T (KK
64 LF)

V3EANTDHE, ROF—T— R
MLT (64 XFLIN) | 7T A ~— |
(priv) BFEALT LY X AEBLOVIA
7 — R3CF% priv-password % 5% EJ 5
ZEHTEET,
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HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

cprivii, 2—H_X—2tEX=2U7 4
7V (USM) ZHEELET,

- des56 £y F DES 7 /LU X L%
T 2HAITHELET,

*3des168 £ |} DES 7 /b2 U X A
EFHT D5 AICEELET,

caesDES 7V U X A& T D8
BIHELET, 128 By M=
fb. 192 'y Mgl £721% 256
vy MEFBALOWT NN EEIRT S
MERDY £7,

(f£&) accessaccess-list & & Hic, 7
78 AU A NADILFH] (64 LF-LIN)
EATTLET,

GE)

AT TAT AL RN T o
TW5%4A. mds, des, 3desd 7 /L=
J X A1X SNMPv3 7 V—7THHR— k
S EH A, cryptoenginecompliance
shidld enable =~ > F&fHHL T2
TIAT VA=V REEMICL, T
NA A ZFEEI LT, md5, des, B&
W3desDT T A LEZRET DM
BV ET,

AT v 76 |end
& -

Device (config) # end

HebE EXEC B— NICEY 77,

R 7 7 | show running-config
{5

Device# show running-config

AN MR LET,

R 7 8 |copy running-config startup-config
1 -

Device# copy running-config
startup-config

EE) =27 4Fal—ar 77
ANVICREERF LET,
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SNMP UDP ~R— ~ D FARA

SNMP 7z A IR —h 161 BIR1R2 ZHEHA L ET, FA— L 1611ET /34 ADFR—V 7|
SN, B—Fl2IF=—Yxy "L — N—~OBHOEE I I NE T, SE
7V ROWTIODRRE SN TORWES, SNMPUDP AR — MIM U FIAhV £, 20
REHZ LY, MEREAIZOBR— RS2, Ex2 )T B EL, T8 AT ANLE
WWAR—FZ2) v A LAy £,

SNMP UDP R— F ZBA< 121X, = —¥ — EXEC £— RTKROFIEEZ FEITL £,

FIE

snmp uop #— 0B I}

aAvY RFEEIEFT7ZII Y

=)

ATy T

enable
1 -

Device> enable

¥iME EXEC T— F&E AL £,
NRAT—REZANLET @EREN-8

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—n)ary7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

snmp-server {host | user | community |
manager }

1 -

Device (config) # snmp-server host

SNMP UDP 7~ — k 161 33 LU0 162 % B
xF+, #4723 (host, user,
community, manager) DWFFLANEER
ETDHE, WGFOR—FREEET,
A= REHLAICE, FELZTRTO
F7FardOnoBRE AT LET,
F—U—FN1DOTHLHREINTWS
L R—MIBWEEFITARY 9,

F—U— REZ4HE T2 nosnmp-server
a~vy REAS)T25 L, SNMPUDP AR —
K2 T7<, SNMP7RrEA LY ¥ v
M ENET,

ATvT4

end

1

Device (config) # end

HrME EXEC E— FIZEREY 97,

ATy Th

show udp
fi

Device# show udp

SNMP UDP " — F &R R LET, HE
A=y ROWTNODBEESITND
Lo, A—hl6lBLO1621%, UE—
F7 4 —/L RO Tl 1isten ZFR L
£,
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SNMP ;& %11

HEry hT—VEETOraLOEE |

ARV RFEEETIII Y BRI
R 76 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMP Z i3 % &, FFEDA X hBRAELTHEAIT, T35 A5 SNMP~ % — 2 v [Zi#
HMAIREFETEET, SNMPEAENINE, FT7 v ELITHRERE L TGEEFETEET, a2~ NH
LTIE, Ty T ERIIEREBINT AT v arna~y RIZRWVEEY . F—YU— K traps
ERT 7 EHR, EEFFOmFERLET, symp-sarverhost =2~ > REHH LT, b7 >
TELIIERE LT SNMP A Z A ET 20 E I ERELET,

N

(GE)  SNMPvl i% informs Z VAR —F L TWEF A,

T FIIEEEICRITET, ZEMZFT v 722 E L TOHRIGEZEE LRV DOT, b
T FIWZIEENTZE I DR EERNZ DS 2200 5 T, HMESRDOBEA ., %8 L7- SNMP
VXYY XSNMP J5E 7 e haL F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEHREREZEECTEET, BEETEHDT, [FH
DFHFN N7 v 7 XV ER L5651 0m < AlRetEn @< 20 £97,

BHROTN T v 7 LOBRHEEREVDOIX, T ABLURY hU—7 DY V—R% %<4
BIDHEVHORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
WINEEZET2E T, FREERBYA LT U MIRDE T, AT IVRNICERESRET, b
T TOREBIXIERY TR, HHRITEEICDZ > THEESE W HERITHA T T, FHi%
BOEBMPEZDENT 74w I BEINL, Xy N —27 OA ==~y RREL 25K
b7 ET, LEN-T, b7 v ICT 50 RITT H00E, BEEZELNY VY —2A %D
MEVIIUZZ D T, SNMPYRX— V¥ TT R TOBMEZET DI ENEELLAIT,
BWMEREFA LTSN, Xy b= FHET A ADATY LD NT 7 4 v 7 HRTE
2R D55 C. RENODBHMNPAERGEIT, My T EHEHLTIEZEN,

~ N N =JL =
AV LU0 —2 3 UDERTE
SNMP=—2 x> DV AT AESBIORr —2 a3 0 E2RELT, a7 4 Fal—r g
Tr7ANDEINLDORBIZT 7 BATE AL HICTHICE, ROFIEEFITLET,
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T-vrvravasrssvns—varonzz [

g
AT RFERIEIFTFZII Y B8
AT w71 |enable KitE EXEC E— RE2 AL £,
1 e NAU—REASHLET FERSh
Device> enable f:ﬁ%é? °
R 72 | configureterminal JFa—s ) a7 4 Xab—vg
Bl - E— RFERBLET,

Device# configure terminal

AT 73 |snmp-server contact text VAT LOERKI LTI EHRELET,
1

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

Z 5w 7 4 | snmp-server location text VAT DOSHT AR T UTINERE L E
i - EE

Device (config)# snmp-server location
Building 3/Room 222

AFwv 75 |end HrME EXEC E— RIZERED 97,
1 -

Device (config) # end

Z v 7 6 | show running-config AN EMER L E T,
B -

Device# show running-config

R 7 7 | copy running-config startup-config L) av 74 Fal—ay 77
Bl A IACRE ZRAT L £ T,

Device# copy running-config
startup-config
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HEry hT—VEETOraLOEE |
B swwe zE L RT3 TRP Y —/ 0 #IR

SNMP z:& L TEAI 5 TFTP ¥ —/\D IR

SNMPZHr L2y 7 4Xal—ay 77 A )VORFEEa— NICERT S TFTP — 3%
TR YANCTHEESINZY—NIRET DI, WOTFNEEZEITLET,

F&E
ARV RFEREET7TIVa Y BHY
ATy 71 |enable FiHE EXEC E— REHITLE T,
fi e MAU—REZANLES (ERkSh
Device> enable 73548 .
AT 72 | configureterminal JTa— )L a7 4 FX¥al—3a
%l - T FEIBLET,

Device# configure terminal

AT w7 3| snmp-server tftp-server-list SNMPZ /M Lizay 7 4 Fal—v gy
access-list-number T A VD 2 E— | A 5 TETP H—
Bl NE, TI7EA YA ROP—ZRE

L/i—g—o

Device (config) # snmp-server

tftp-server-list 44 . .
P access-list-number (2%, 1 ~99 B LN

1300 ~ 1999 DIEHETP 77 A U A k

Fiaa AN LET,
R T 7 4 | access-list access-list-number {deny | XY 722 YR NEERLL, a~vy
permit} source [source-wildcard] R % VB8 72| 7 FAT LT,
Bl access-list-number |21, 2T > 73 TR
Device (config) # access-list 44 permit| E | L 7=7 /7t RA J R FEEE AN LE
10.1.1.2 +

deny ¥—U— RN, &N KL%
AT 7B A ZES LET, permit F—
U—RiZ, £UER—BLEEAICT 7
RAEFALET,

source |ZlE. TAA AT VAT S
TFTP — D IP 7 RV AZ AN LF
ﬁ‘o

({£&) source-wildcard (21, source IZ
BHINDTIA VR —FREY & Ry
M 10 #ERFTLTADN LET, WA
HEy MIEIZIZ1 2% ELET,
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| %+y bO—VEBT0FILORE
NP —S x> k74 £—T e [

AU RFERET7TIV3 Y B#)
778X YR NDORRIZIZ, TTIC
KT DREBROIER AT — h A v MAVEIC
FELET,
RTwF5|end M EXEC &— FIZRY £,
1 -
Device (config) # end
AT 7 6 | show running-config AN EHER L ET,
1 -
Device# show running-config
R 77 | copy running-config startup-config EE) v 74Xl — a2y 77
Bl A MERTEZ A LE T
Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7 )L

nosnmp-server 7 o0 — 3L a7 4 ¥ alb—vay avwr R, T4 A ETIEITLTND

SNMP=—Y x> DT R TONR—=TY gy (RN—=Tg 1, NX—=Yar2C, X—Tari3) %
TA4E—=7 ML T, SNMP Y et X% vy NEU U LET, Zr— a7 ¥al—
v a v E— R T, snmp-server host, snmp-server user, snmp-server community, snmp-server
manager DWW TN Da v RE A LT, SNMP=—V =2 hOFTXTON—Y 3 &2 FE
A X =T ML ET, FFIZSNMP & A X —T /T 57 DICHEE S 4172 Cisco I0S =+ > Ri%
b FEHA,

SNMP =— Y =V " &TF 4 B—7 T 5121, ROFIEEZETLET,

1R BHHIIZ

SNMPT=— = h&T 4 B—T/VZTLHRNCA R—TMZTHMERHY £F, 7314 A E
TANULTIERYIO snmp-server 72— 3L a7 4 Fab—aly avwy KX - T SNMP
T—V MR R—=T TR T,
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AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE A LET,
NRAT—REZANLET EREN8

) .

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&EBHEBLET,

ATvT3

no snmp-server

1

Device (config) # no snmp-server

SNMP=— = > NEMERT 4 E—T L
I LET,

ATvT4

end

1

Device (config) # end

b EXEC £ — RIZER YD £,

ATvTh

show running-config

1 -

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =27 4Fal—ary 77
ANVICREZRT LET,

SNMP o5l

WIZ, SNMP DEN—V g A X—T VT 50 2RLET, ZORETIE, LEDSNMP
X —=VyNaIa=T 4 ALY T public A LT, HARYERAMERTTXTOLT
VxJ NIT I BATEEY, ZORETIE, TXARALI T v T E2EELEEA,

Device (config) # snmp-server community public
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snwp ol ]

WIZ, AEE D SNMP v 3 —Y ¥ NaIa=7 41 A KU public 2/ LT, FAE0 HH
MRTTRXCOAT V=7 NZT 7 vATHBZRLET, T34 AL S 512, SNMPv1 Z1{f
FLTARA b 192.180.1.111 35 L T8 192.180.1.33 {2, SNMPv2C Z{Hf L CTA A b 192.180.1.27
VTP b7 v 7 ZFELET, 23a=7 41 AMU U ZpubliciZ, 77 & LblTEFS
nET,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config) # snmp-server host 192.180.1.27 version 2c public
Device (config)# snmp-server host 192.180.1.111 version 1 public
Device (config) # snmp-server host 192.180.1.33 public

WIZ, comaccess 2R 2 =T 4 ARNY VT EMHATLHT /A VA NADA LN, TTD
F TV bOFHHOERT 7 A EF AT 56EZ R LET, FOMDSNMP ¥ R — ¥
E, EOF TV 27 MTHT 7 EATEET A, SNMP GRGEREE ~ 7 » 7 1L, SNMPv2C 3=
R=2=7 4 A KU public ZfiH L TAHA b cisco.com [ZEF LET,

Device (config) # snmp-server community comaccess ro 4

Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

I, =T 45 4 MIB kT v F&ERA - cisco.com lICEETHHARLET, aIa=F4
Z RN ZIFHIRENE T, 1{7H Ty T RITTIEA X—T M5 TWS N T v 7 LL
SMZ, 2T 4T AMIB 7y 7 HFETEDLEIERVET, 2THIEZRLD N T v T D
&R E L, A b cisco.com \ZkF9 % LR snmp-server 718 A k2~ > K& LET,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

W2, 23a=FT 4 AR ZpubliczfHALT, §XCTH KT v 7 %7K A b myhost.cisco.com
WCEETDEIIET A R A =T T DB ERLET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, =¥ L JE—brFAMEEEMTC, 22— NS o—\L a7 4 Falb— g
E— FOREIZ auth (authNoPriv) #8FEL -~V CIEME BET 502 R LET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alcOb4011lb
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (config)
Device (configqg)
Device (config)
Device (config)

wIZ, SNMP=—2 = MZAR—Y V7 ENTZSNMP v % — vy D b 2FrT 50427

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

#
#
#
# snmp-server inform retries 0

LET,

Device# show snmp stats host

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

WOHNL, 2T TA4 T AT —)b RINENZ 72> TV D IGAIZSNMPY3 7 0—7"TC3 25D 7
Y X2 (md5, des, 3des) DWTHNNERTE LT EEXIZTNA RAIFREINDA vE—T
R LTWET,
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B swezxs—sz0r=4y>y

Device (config) # snmp-server user mdS5user grp v3 auth md5 ciscol234 priv des

Sep 1 00:14:51.582 IST: $SNMP-6-AUTHPROTOCOLMDS5: Authentication protocol md5 support
will be deprecated in future

Sep 1 00:14:51.582 IST: $SNMP-6-PRIVPROTOCOLDES: Privacy protocol des support will be
deprecated in future

Sep 1 00:14:51.645 IST: $SNMP-5-WARMSTART: SNMP agent on host Switch is undergoing a
warm start

WOHFNT, 2T TAT A=)V RN > TV DHEEIZSNMPY3 7 /V—7"T3D50D7
Y X (md5, des, 3des) DWTINEEE LT & ZIZT NS RACERIND A vE—T
ZRLTWET, UUTFICRT LIS, BT LT XA TEER yE— L L BICHR— B
INTHET,

Device (config) # snmp-server user md5user grp v3 auth md5 ciscol234
weaker algorithm MD5, DES and 3DES is not allowed for snmp user

SNMP X 5+—A2 XADE=XR )Y

AERAI2=T 4 ANV 7 2 b 2T — EREHOHK L. SNMP O A )itE!
1R A T HI21E. showsnmp FHEEXEC o~ > REMEHLET, £72, OFRICY A R &
NI-ZFDOMOEME EXEC 2~ REHFEH LT, SNMPIE#RA2F~THZ L TEXET,

& 6:SNMP 153 ZRRT Hf=HpDaAT K

avw vk ]9

show snmp SNMP #iaHfE# A &K~ L ET,

E— b = UICEATAERER T LET,

TN ANZHRTEINTWNDHE—H/LSNMP =V B LT

show snmp group Xy hU—2 ED% SNMP 7 /v— 71T D E & £ 1
show snmp pending BT D SNMP ZROFE#HRAEFR R LET,
show snmp sessions HAED SNMP v v a v DIFRAEFRRLET,
show snmp user SNMP =+ —H 5 — 7 /L% SNMP = — ¥4 (24 5 1 -
R
GF)

OHNZITFR RENEE A,

Z @ == R, auth|noauth | privE— K SNMPv3 3
AT LB T20ERH Y £, ZOFHRIL. showru

EHry hO—0EBETOMIILDBEEDERE

ROFIZ, ZOFEY2—/LTHHTLEEDY U —2AB I OMEFHRZ R LET,
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| 5%y FO—HEETO FILOEE
wHxy ro—vgET0 raroEnEE [

O OBREE, FICHRE SN TOVRVIRY , ALY U —AUROTSTOY J—XT
EHTE £,

)1)—= T RE FEREIEER

Cisco 10S XE Gibraltar 16.11.1 | SNMP SNMP |%., =% —T ¥ &o—
Vv MEDOBEDA v E—
Y I7x—~y MNeRiET 5T
FUr—arlbAY Fa b
2L CY, SNMP v AT AL,
SNMP ¥ % —3 %, SNMP T—
v b, BXOEHEER
~N—2 (MIB) THSALE
R

Cisco IOS XE Amsterdam 17.1.1 | SNMP UDP 7" — b @ BH A SNMP UDP ~— ~Z, #27
T ROWTIDDEEE S
NTWDIGEICOHRBADILE
T, ZORFHILY, KB
BECORFR— FBL T2

D, XU T oM EL,
TR ANIARMEZAR— N &
VoA L 720 £7,

NMS R—1V > 7 DiBHk SNMP =— = o MZAR—1Y
VT E T SNMP v 2 — U %
DMl 2R R TE £7, show
snmp server stats hosts =~ > R
IZ. NMS D IP 7 KL A,

NMSNTZ— = hER—Y
Y7 LUREL BLOWKR—Y
VITDEALAR T TR
THIZODIHEHLET,

Cisco 10S XE Cupertino 17.7.1 | SNMP Z OFEREIL. Cisco Catalyst
9600 > J — X A —/ R— A
2FEY a—)b

(C9600X-SUP-2) (Z#E A X4
F L7,

Cisco 10S XE Polaris 17.17.1 SNMP Z OEReClL. NETCONF %
I L7238 LV SNMPV3 = —
P—REETT VNEANSN,
ZA 70, 60 BEIRTD
AES, DES, X U'DES3H;5
YR —r i ET,
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B s5+vro—veEsoraoenEE

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ E£J, Cisco Feature Navigator |27 7 & A3 5HIZ1L, https://cfang.cisco.com/ (2
HEHET,
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CiscolIOSIP H—E X LAJLEBHDETE

ZDETIE., AA v F TCiscolOSIP H—E 2 L~ULEK) (SLA) A3 2 HEIC oW T
BHLET,

TR L2V ED , AL v FEWIOHERIIAZ R Tr A, v FEFIAAL v F AL
7 EBWRLET,

e F—E R LV EKIORKKEE (77 X—)

« =B R LUV AR (77 =)
« IP SLA BIfEDRREST1E (83 X—)
«IPSLABfEDE=4 VU 7 (98 ~X—)
«IPSLABEDE=X VU > 7 DOfH] (99 ~—)
s ZOMDOBEEE (100 ~—)

o F—E R LUV OBEREREIE (101 ~—)

H—EXLRIILEZHOFHIFIEIE

WITRT DX, IPSLA X v U —27 X7 3 —~ o ABEDOHIKIFIETI,

o TNA RIE, T — bR RGO IEEN R E Z £/ L 7= Voice over IP (VoIP) #—E &
LU I R— R L TWER A,

« Cisco 108 7 734 A 7213 A3%6%¢ IP SLA Responder DREE T2 72 0 £97,

o flFtEL DT /S A 21T IP SLA Responder X ET 5 Z &1L TE £ A, F£72. Cisco IOS IP
SLA 12D DT NA AEAH O —E 2126t LCRETEIE 7 v FE2RETEET,

H—EX UARILEHIZET 515

ZITEH. B R LB OWTEB L E T,
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Cisco I0S IP H—E X LALZHOHE |
B ciscorosiPy—ex LRz (swa)

CiscolIOSIP H—E X LANJLEH) (SLA)

CiscoIOSIPSLA (I v NU =27 —H##¥E L, B oxy NIV —7 mh—Ta il b
WEHEEOR Y N U —2 NANO/NT p—< o A% HELET, CiscolOSIPSLA IX, * v b
J—7 F—ABLORPH—EREZLIal—arl, Xy hT—7 RT3 —< o A ER%E
V7L A ALTIRELET, CiscolOSIP SLA IX. CiscolOS A ABD N T 7 4 v 7 Fi=
L CiscoIOS TRA AMB ARy NT—7 TT7V r—yary —=_"—=D LR VE—FIP TN
AANDRNT 7 4 v 7 EBAERL, ST LET, FIF72 Cisco I0S IP SLA EECTREAM % F1T
L. NITNva—TFT g7, @G, *y NT—7 MR UORFHIEH LET,

CiscoIOSIPSLABNMEIZIE LTIV AT FANAL ADF Yy NT—7 RT p—< v ABEFHERNE =
2y rEN, avr R4 A4 Z—T x4 A (CLI) MIBEBXOf#iG*y hU— V&7
7 k=L (SNMP) MIB A S ET, IPSLA X7 v MITIREARERIP LA Y B LT
TV r—varsBoLrTrarnbyEd, X, BETBLOWEIP T RLA, 22—
Y—F—& 2755 7 haj (UDP) /TCPR— &5, A7 4+ 7 H—EZ (ToS) /1 k
(DiffServ =— R AR A >k (DSCP) BLIRIPF L7 4 v 7 Ay b&ETe) . VPNIL—TF ¢
T lEnikA AKX A (VRF) | URLWeb 7 KL A7 ENGRETE £77,

CiscoIP SLA 1T LA ¥ 2 EEXITIEKFE L TWARWD T, B3Ry NU—J iz RY—=x
REEZREL Ty R2—YF—0NREBLZ 572 A M) v/ 2R KBICKMIEDLZ LNTE
F4, IPSLAIZRDO R T+ —~ 2 ZAA N v 7 ZINE L THOFLET,

« BIE (TEfE I L O—J51m)
Yy i— (FhakdHn)
Ny MER (TS D)
Xy b= (X MIER)
« RA (R v FHANL)
< BEE (TEH V)
o P S—F 721 Web 1 R DF 71— REER
Cisco I0S IP SLA X SNMP |2 & 57 27 & Z AV A[HE72 DT, Cisco Prime Internetwork Performance

Monitor (IPM) fthDH— R/ 8—F fHlD T A T /83— fF— 8T p— L ZAEPHELE 72 VD
NI =< AT=Z )T T ) r—a r ThERATEET,

IPSLA 295 &, ROMFENPHFELNET,
«SLAE=X Y 7 G, Wik,
R N —I RTp—w L AF=RY T
Ry NT—=I DTy Z— BIE, Ty MEKROHEIE,
o R TEEMED H 2 TR ATRE 72 E,

e IPP—E ARy hT—2 ~JLATEAALMIEY, BEFED QoS NHF LW IP ¥—E &
WL CWADZ &R TE D,
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| CiscoloSIP4—EX LRLZHOHE
Cisco I0SIPSLA TO v k7—% K7+ —< 20z [

cIARMIORY NT—27 TRATZEV T 4 2E=F V7L T, Xy hU—F V=%
HONUDIRGE LA T A N TE 5 (T2 2E, BEVRA LEOEERT — X 2R F7T 5
NFES ==y NT—7 TRATGEVT 42 VE— bk A DR TED) |

cEEEZT IR L., "I TNAY a—T 4 T DREREERE T —BEMoH 515
OB WVIEIC LD Ry NU—=TEMED N T TNy a—T 4 T,

o)L F T ha) TYL A v F 7 (MPLS) RT7—< L AE=HF YT xy b
U — 7 OWGEEETT 9 (534 AH MPLS 2 R— T 5854) .

Cisco IOSIPSLA TO ARy FTJ—9 NITA—T 2 ADEIE

IPSLAZHEH LT, Yuo—7Z2WHciEeic, a7, o, =y naoltry hU—
TNOEBOT) TRIONRT 4 —< L AEEMRT L ENTEET, 2200y hT—7 TN
AABOR Y hT—7 RT gp—<2 A F AR FNTF 7 4 v 7 THIELET,

3:Cisco 10S IP SLA En{F

WO, EFICT A APSEIT A AAERR T~ B EEET D & X2 1P SLA PBME S
No5FIRZRLUET, 568507 3 ARy h&E%ET 5 L, IPSLA BifEORSEIC L - T,

PEETLDOHA L ARZ L TERIIE U TR T —< A A N w7 2B LE9, IP SLA BH{E
WX BrED 7 m Fa (UDPRY) 2R LTy Y= OFETH B HE~DFRy T —

: Performance
Any IP device management
application

[

IP SLA measuremem‘xt
and IP SLA responder to .

IP SLA responder SNME
AN
SLA (-, |P network a-1%
o e
IP SLA res nder R L L EEPEEEERT i St .-II;’-SLF'. source
e IP SLA r?nheaéurem_e_nt.z—"’, _
and IP SLA responder to B

ZREEITNET, IP SLA responder

IPSLA LRRUAELUIPSLAKIET O )L

IPSLA L AR X 3585 Cisco 7 /3 AZHAAIAENT- a2 AR —F > T, AT AN IPSLA
FRNT y M TR L TUSE LET, Responder | L8 7' 1 —7 7 U CIEMRAIEZITWET,
VARV AL, ZEBIVIGET LR — F@EmEND A B =X L% CiscolOSIP SLA =2 > |k
n—/L 7 b aEm L CHERLET,
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Cisco I0S IP H—E X LALZHOHE |
B rsuoszsmons

\)

GE)  IPSLAVARUVHFIIV AR FREFRERT XA ATH D CiscolOS LA ¥ 21252 LT
EFFET, VARUZIL, IPSLA BBEAZREMICY R — T3 0EETH D ETH A,

WOBIL, IP Xy hU—27 PN TO CiscolOSIPSLA L AR X ORLERFTZ/RLET, VAR
VA, IPSLABEML L EEINT-ary hr— Fr hal A vbE—UEREEISNER— R
TZELET, avrbe— Ayt —U2ZEFELEL, fEESN/UDP £721LTCP R — K &
FBESNEHRZ AN LET, ZoMic, VARCZITEREZZ TN, SELET, L
AR VL, IPSLA 237w MOGE LB IR CORBARE L7126 RN— F 2B L
I, EX2UTFT 0B LEDEDHIZ, T hr—)L A v E—TIEMDS ZIAENFH T F
7

4: Cisco 10S IP SLA 1

; Ferformance
Any IP device management
application
IP SLA measuremenl"\
and IP SLA responder to "
IP SLA responder SNMP
R o 22
=7 .. IP network lad=

IP SLA respon-cié-r-"'“ tagrm e wj---===""|p SLA source

P SLA- :r%'eaéurem_e_ntr"/
and IP SLA responder to
IP SLA responder

12131

F T O IP SLA BIEICK L THET N, AD L AR XA X —T M HMLEITH D 4
Poo Tz & ZUE, s —2 Bt L TSP — B R (Telnet X° HTTP 72 &) X Responder Tl
VEHD FHA,

IPSLA DI ERRBOE

AA v F, arha—7 =2 % MOEELRET v ARG L7201, HFT Y O
HIZEHI VB2 EnH 0 3, ZOBIEIC X O ISERRSEEEZITET, T A R
7y FOISEPLIELEDF 22— A->TNDEZEHH MO TT, ZOBRE, JWERIZIE
LWRy NU—ZBIEZ ML £ A, IPSLAIZY —RA FTNRAAEH—F o b T4 R (L
ARCEPERENTWDEE) ORBEIEZ &/MEL, IELWZ 7 K hU v 7 (RTT)
BB LET, IPSLAT A KN N ME, AL AX LTI L - TR % &/IME L E

R

IPSLA LV ARV EDENDOBE . 737 FBEIVABRL LT, v F—T7 = A AZHEEF LI
LEBLIOARY Y R TIT EXITHE—HF v b THRAL ZATHEA b AZ T HAT, QLERRE
MIXEOETA, ZA L AZ I T I VBB TR ENET,
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| Ciscol0SIP4—ER LRLZHUDHEE
pstasitEnzsroa—yvy |

5:CiscolOSIPSIALRRU S B4 L RE VT

WOKNZ, VAR ZOEEZ R LE T, RIT ZHHT D700 X A 2 AZ TN 4 Sffir
BNET, ¥—7 v hN—F TULRARUTERENA X —T NVOEE, XA L AZ T3 (TS3)
MHEAA L AZL T2 (TS2) ZBIWTT A RNy NOWBRIZ o> T2REE 2R, T
(A) TELET, WIZEBEDORIT O ZOFNVEZDERZSXE4, IPSLAIZEY, 20Kk
By —A =2 b EHINET, TOEE. EEZA L AZ T4 (TS4) BEIVIAR L
~ULTCHHT BV, KV EMRRERESHL ZENTEET,

Source router Target router
T2 Responder
el
& A=T3-T2

1210

RTT (Round-trip time) = T4 (Time stamp 4) - T1 (Time stamp 1) - A

ZOMIZH, X—F oy b TNRARZ2O0ODHA b AZ L TRHIEFREE, Vv —,
FliEzE o ry MERR R T v X 7 TEH LV IFIERH Y T, KFEDOFRy hU—7
EEIZIERIBAZR DT, Z DX 9 IeEHEHRN & D OITE T, 7272 L—F Rl E 2 5o
AITIE, Y—AN—F L H =Gy M= DM FIZKy NUV—7 XA 571 haj) (NTP)
EREL, MTOL—2%FLL< 0y s Y—ACFMESEIHERHY £, —HAY v X —
WEIIE7 vy 7 FAEIEARETT,

IPSLABVMEDR 72 a—1) T

IP SLA Bi{EZFRET 26, MetERMOIY AL L =T —IFEROIEN GRMGT 5 L 5108
VEEART Y a— ) T H0ERGY ET, Arya—V 7%, 7 <ICEEZRGT S, £
IXRFEOHA, B, RENCHGT 2 X2 IcRETE £ 7, F£72, pending 47> a &ML
T, HETEMEZBBT L OICERET S H TEXET, pending 473 3 NIEMEDONHES
WRBIZET 526D T, SNMP TRRTEET, NI =T 505 (LEVWE) Biff0Y
Abpending A7 arEFALET, 1EIZIOOIPSLAEEZ Ay 2a—Y 7LD,
IN—=T DR AV a—) 7T HTEET,

Cisco I0S CLI ¥ 721% CISCO RTTMON-MIB T 1 DMz~ K& LT, H o IP SLA #)fF
BEAT Y a— )7 TEET, FHRCTEELFITTOLICATVa— Vv rT5L, 1P
SLAE=X V7 N7 7 4 v 7 OFEFETEET, IPSLAEBIELZ ZDO X5 IS5 &
CPU EFEZH/NRICINZ, *y NU—0 A —F VT4 2mMESEDLZENTEET,

IP SLA #EEMED A ¥ 2 — Y  ZHREDFEIZ DUV TIL,  [Cisco I0S IP SLA Configuration
Guide] @ [1P SLAs—Multiple Operation Scheduling] DEFE A B L T 72X,

AV a— )L E NI IPSLA BEEFHEL LD T L, IPSLABEDT 77 4 T AT —4
ANF w7 SNET, BIERT 7T 4 TRGAIT. RORXA v E—URFERINET,
Entry already running and cannot be modified.

(only can delete (no) and start over)

(check to see if the probe has finished exiting)
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B rsusroLzvEoz=syy

Cisco I0S IP H—E X LALZHOHE |

Cisco IOS XE 17.14.1 U U —ALIBETIX, A7 T2 — /L S 72 IP SLA BED/RT A — X % %
FETEET, configurereplace =~ K& LT, BEDOEITHOMRE B LV EICE X
#ix 52 LN TEX £, configurereplace =2~ RiZ—fixi7za~2 RTHY | IPSLA IZ[EFA
Da<y RTEHY EFHAL, ZOa~vy REFEHTL L, BEOREREPIEE S LI2H L
REICEEHEZ HET, IPSLA BEXEILL, LW TZ 2A—X THBSNE T, IPSLA
T —T B AT EITIPSLA Vi NEEONRT A =% GudeIP 7 RV A, EETIPT R
VA, SaMEAR— b, B¥EAR— R ) %, configurereplace =~ > K& L CEE TS 2
LIXTEERA,

IPSLARMEDO LELMEDE=R Y Y

UDP v 32—

P—ER VLN =F Y T HIELSYR— 5121, BB RELEZGAICTCIE
HMENDAD=ZALIZTTHLENH Y £9°, IPSLAITKRD L 5 BRIEAICA X Mk ->ThH
UH—&ENDSNMP bT v &R ETEET,

« Pt DR

« XA DT R

« RTT L &\ M
Y v B — L EVE
o — My MAK

« —HIMY v H—
s —HIEE A E=F 5 (MOS)
o —J7 IR EAE

IPSLA L X VWMEEKPEAE LGS L, HETONT 5722580 IP SLA BfEN b U H—X
nET, & xIX, BEEE° L2V, Internet Control Message Protocol (ICMP) /XA = =1—
RNCMP A Uy X —EEEBIME L C RN TI TN a—T 4 VT EITH M TEET,

ICMP Ta—

ICMP = 2 —#i{ElX, v RAa T A RE P EFEHT HZOMOT AL AOE RY—x
RIS 210 U E 4, ISERREIX, ICMP =2 —BR X v — U &5 061265 L, ICMP
Ta— S EZET LI 05 AZIE L TEHESNET, £< OF%HEIL. IPSLAICMP
N—2ZEE, AN ping 7 A M, F72IL T OIREFTER 2 RWE T D 7201 ping N—AFH T
n—7 %M L %9, IPSLAICMP = = —®EhifElL, ICMP ping 7 A k & [A] UEARICHERL L T3
. ELLOHFETHR CISETERRIC/Z2 D £5,

Uy —=EiE, Ny MRBEDOZR 2B S HER T, BT FAEETT
5556 E T 10 X U B ORI TGRS E S 56, 50761310 T U PR TZEL £
(Ry FT—=Z PNEFICEELTWDEE) . LML, Xy NV —ZITRBERH 256 (Fa—
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| Ciscol0SIP4—ER LRLZHUDHEE
psiagonErE [

AL TRRBNV— NEBEURERE) | X7y NOERFOMEREN 10 LV REBELHILEHC
10 S VKRB RBDEERH Y T, EOT vy X —fHiZ, X7y bR 10 I VR ZB 2 5
TRETHZEERLET, ADY v X —fElX, /X7y FH 10 2 UV RRHEORBCTRIET S
ZEERLET, N7y FORFEN 12 I PRIROEAE, EOYy X —EIZ2I UM TT, 8
RUMMBTEETLIHEA, A0V v X —liT2 S VBT, BIEC L DEEEZITOTN
Fy FU—=T DA, EOVyZ—TEFELLHY EEA, Vv Z—fl0 B TT,

VS —DE=L Y 7PN, IPSLAUDP ¥y ¥ —@i{EE % BT — X IVEEIEIZEH
TEET, IPSLAIC L~ TAERESN DAy M, T—X2E8XEZT 27y Fad» T,
EETBLOBEY —7 Y bbby —F Y AERE S A WAL T EEELET, ZOF—4
(ZHAWT, UDP ¥y # —EifEIIRZ2E L £,

« HHPIY v 2 — GEEILN DI~ FE5EHN D IEE TT~)

« Tmpls Ty Ak

« FRBERE (—J5MiERAE)

« 77 R MY v 7IEE (P RTT)

TR EERZETDNRABRRL GG bHH0T GERMY) | HrhlTr —& 213 udx v
FU—7 TRAEL TV DEEECMORMBE OS2 fHICZE LD 2 ENTEET,

UDP Vv ¥ —8ETITAM (22— =ay) UDP b7 7 4 v 7 &AL, H#ExTr—%
MHH =y b V—HRIZEE D UDP N v b EEIELET, TOBOK Ny OV A X,
Xy MREORIE, EHERBIZRO SN THWET, T 74/ b TIE, 1031 DO~ o —FK
YA XDy N 7L —2% 10 S URTI0EAER L, 60 BEBETEREFELET, ZhbHoN
TA=ZT, BT APV RAE KB I 2L — b T AR IICRETEET,

— T AEAE A ERMECIET 288, (NTPIC X - THRftENn %) RETT A 2L Z—4 v |k
TNAAMO T vy 7 EAMPMLETT, —HRY vy ¥ —BXOry MEREZRIET 256
i, 7 uy JEIZIARETT, REILXET A ALY —F v b T AL ADR Ty 7 REHL
TWRWGE, —Hmyy ¥ —L "y MEBROT =X IR ENETH, UDP Y v ¥ —8ifEIC
XD —FIEEREIL 0 DENE D 97,

IP SLA BMEDERTE T A

2T, MHATREZR T R TOEEDOREFMICHOVWTHH SN TV DI DT TEDH Y £H A,
RETH MO FEMIZ DU TiX [Cisco I0S IP SLAs Configuration Guide] #Z L T 72 &0, =
T SEMOBE, UDP Yy Z —Ei{EORRE (SEMALE) | ICMP = 2 —Ei{EDRE
OSBEMAARE) 72 EOBEFIZH L E . OEBEOREDFEMIZ OV TIE,  [CiscolOS
IP SLAs Configuration Guidel] & L T 72 &1,

T4 FEE
IP SLA EifEITRESINTWVEE A,
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Cisco I0S IP H—E X LALZHOHE |
B z==onssm

RERDEIEFEIR

IPSLA ® 2= RiZDWTIE, [Cisco IOS IP SLA Command Reference, Release 12.4T) % £ F&
LTLEEN,

FBA &R E FIEOFEMIZ DUV TIX,  [Cisco I0S IP SLAs Configuration Guide, Release 12.4TL] %
ZRLTIIZEN,

HA RSN TWD IPSLA a~ > RELIFEEOHIZIET A A THR— &SR0y
DHLHYET, T3 ATIX, UDPY v ¥ —, UDP==—_ HTTP, TCP#ii, ICMP == —,
ICMP /SA T z—_ ICMP /SA Y v #—_ FTP, DNS, DHCP Z{ff4 % IP —E A L~UL4y
YR —hanEd, £/, BEIMERA Va2 — U U VB L OEFNIHRE SN LEWED
F=H YT AR— SN ET, F— FX— X —BGFREEENE & L 7= Voice over IP
(VoIP) #—t A LULidHaAR— h L TWERA,

IPSLA 7 7V r—3 2 v &RET HHIIC, show ip daapplication #§# EXEC =2~ > R & fif
LCY 7 MU =2TA A=V TEEXA TR R —FENTWVDLZ EEMRELTIEIN, a~v
¥ RHABNERD L0 TT,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

[0 N> E I_I_I
IPSLALRKRU A DERTE
IPSLA L AR 1, CiscolOS V7 F U = T _R—RAF A A2 TR A RE T4, Zulid.
IP SLA R 7Y R— R L TWRW—ITDL A ¥ 2T A 2 bEENET,

B—r N TFARL R (BEZ—4 > ) O IPSLA JSEMIZ B ET HI2i%, IROFNEE ELT
L/i‘j‘o
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| Ciscol0SIP4—ER LRLZHUDHEE

FIE

psia Lz Ko 2nzz [

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

KibE EXEC E— FE2 AL E9, 3
AU—RaE AN LET (FERahi-

) o

ATy T2

configureterminal

1 -

Device# config t

Ja—)L a7 4 Fal—g
T— RZHBLET,

ATvT3

ip slaresponder {tcp-connect |
udp-echo} ipaddressip-address port
port-number

1 -

Device (config)# ip sla responder
udp-echo 172.29.139.134 5000

FNA A% IPSLA VAR XL LT
ELET,

F—U— FOEKIZKRDOLFY T,

» tcp-connect : Responder @ TCP #¢
EEZ A X —7 I LET,

«udp-echo : L AR X D—H—

T—X%7Z s 7a ka) (UDP)
Toa—EEEIEY v X —EEE A
F—=T M LET,

« ipaddressip-address : 655 1P 7 K L
A ANTTLET,

« port port-number : 585G — hEE
2 AN LET,

GE)

IP7 RLARLFR—FEFIL, IP

SLABIED Y — A T34 ATFHRTE
L7ZIPT RLABLOHR— FES
EHLTWBARERHY 7,

ATv74

end

1

Device (config)# end

¥ EXEC £ — RIZED £,

ATy TH

end

1 -

Device (config) # end

HbE EXEC E— RIZREY £,
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B rsuroro—s ior—<ormEoRE

Cisco I0SIP H—E X LARILEZHDHK

AU RFERET7TIV3 Y B
R 76 | show running-config ADEHER L ET,
1
Device# show running-config
R T w 77| copy running-config startup-config UEE) 274 X2l — gy 77
i - A M EERIFLET

Device# copy running-config
startup-config

IPSLAR Y RJ—49 N4 —T U RBIEDELE

FRA A FTIPSLA R N — I RT3 —= U AR EE ERT HI21E. WOFIEAZFEITLE

B

48 HHEIIZ

show ip slaapplication $### EXEC =~ > F&fEH LT, Y7 bV =7 A A=Y THMOEES

1 T IR

FIE

FENTNDZ EEMHERLTIESVN,

ARV NEEETIVa Y

E:)

&M

enable
&1

Device> enable

¥ibE EXEC T— F&EAIC L £,

Ra AR LES (FERS
) o

. /\OX ]7“—‘
N4

ATy T2

configureterminal

51

Device# config t

Ja—)L a7 4 Falb—g v
EF—RFZRBLET,

ATvT3

ip sla operation-number

51 :

Device (config)# ip sla 10

IPSLAEMEZ/ERL L. IPSLA=I 7 ¢
Xal—arE®— REHBLET,

ATv74

udp-jitter {destination-ip-address |
destination-hostname} destination-port
[source-ip {ip-address | hostname}] [
source-port port-number] [control {enable

IPSLAE{EAZ BROEWEX A 7L LT
FELT WITIZUDP Y v # —#h{En
fERHENTWET) | FOar 7
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| Ciscol0SIP4—EZX LRLZHD

B

ax ;&

IPSLARy b T—4 RT+—T U RBIEDRE .

ARV FFEREETIVa Yy

E:)

| disable}] [ num-packets
number-of-packets] [ interval
interpacket-interval]

1 -

Device (config-ip-sla)# udp-jitter
172.29.139.134 5000 source-ip
172.29.139.140 source-port 4000

XFal—varyET—RzRBLET

(BFITIXUDP ¥y ¥ — a7 4 Xa
L—vary E— RSN TOVE
)

* destination-ip-address |
destination-hostname : %i%¢ IP 7 K
VAEIIARA N ERELE
R

« destination-port : 56%cAR— MK S &
1 ~ 65535 OFIPHTHEL £7,

« (f£&) source-ip{ip-address |
hostname} : IXfELIP 7 FL A E
T IR A M EFRELE T, #E
JCIP T RUAFEITARA MADE
ESNTWRWEA IPSLA T
. SEEICHR BITWIPT L AR
BIRENFET,

« (f£#&) source-port port-number :
EETTAR— FEFE 1 ~ 65535 D
#WPECHEELET, A— 1 E&5%
faE L722Wiga . IPSLA [IH "]
REZR7R— R &R L £77,

GE)
udp-jitter =~ > R CTEFEILA—
FSERE SN TWVRWEES, UDP
WISy NHOFR— 2T
A LR L E S, UDP 2 THRINE
R — b 1967 ZiBIR LT-54
IPSLA L AR |2 X5 CPUH
RENEL 2D ARBERH 0 F
RS

o (f£%) control : IPSLA I A ~
T —TDIPSLA L AR Z ~Di%E
BEAhEITECLET, T
7 /v kTl, IP SLA 4 A
T VISR T A RITEE E
. IPSLA L AR & & OEREN
Wt S nET,

+ (fEE) num-packets
number-of-packets : £k 5 /37
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Cisco I0S IP H—E X LALZHOHE |

ARV FFEREETIVa Yy

S

MEEADLET, IBETE 54
FHIZ 1 ~6000 TY, T 74/ M
10 T9,

« (fEE) interval
inter-packet-interval : /X% > kD%
EHMREZ I VBBEMTASILE
7, FEETE DI 1~ 6000 T
T, T 74/ MI20I VTT,

ATvTh

frequency seconds

1 -

Device (config-ip-sla-jitter)#
frequency 45

(&) SLABMED AT v a v &% E
LET, ROBITIE, FBESN-IP
SLA BER MY IR S D L— N EFRTE
LET, fHETE H#IPHIZ 1 ~ 604800
BT, 7740 MI60TT,

ATvT6

threshold milliseconds
51

Device (config-ip-sla-jitter)#
threshold 200

(EE) LEWERMFEZRELET,
WOFITIL, FEE S IPSLAEIED
L EUMEA 200 ICERESIVET, A%
7R#PHIZ 0 ~ 60000 X U RV TT,

ATy T1

exit
1 -

Device (config-ip-sla-jitter)# exit

SLAEMEa L 7 4 Falb— g T—
K (ZOFITIXIUDPY vy X — a7 ¢
Fal—varyE—FR) Z&TL, 7
g—\)Lary 7 4 Fal— g F—
RIZRED £,

ATvT8

ip sla schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

1 -

Device (config)# ip sla schedule 10
start-time now life forever

fEl % DIPSLABMED A7 ¥ 2— 1 7
WRIRA—=BERELET,
« operation-number : RTR = k U &
TEANTILET,

o (fEE) life : BfEDFAT % IEHI[R

(forever) IZEXTET D>, FFED
#H (seconds) ZFHELET, A
7R EPHIL 0 ~ 2147483647 T,
F 7 4V X 3600 (18 T
7

o (£E) sart-time: BHROINES
BRtGT DA 2 AN L E T,

R € DRFZNZ BT 2 %613,
e, 0. B (Q4WFfIER) . A H
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| Ciscol0SIP4—ER LRLZHUDHEE
Psta sy k7—5 Kor—vozaznzs [

ARV RFERETI Y S

ZANNLET, AZ AL
By BART 7 40 PRIETT
pending & AJJ3 AL, BHARKFZ]
ERETHETIIEHRZINE L F
NEVUR

now & AU, =72 bICEIE
R L ET,

after hh:mm:ss & A 14 UE, 87 €
L 7= O % (B EZ BiAA L
F9,

« (f£&) ageoutseconds : 1 & 1Y

HLL Wk Xz, 2T DH)
EERGET DB ERELET,
FRE T X 2 #PH1E 0 ~ 2073600 5
Td, 774NV MIOH (WoF
THIRFT D) TT,

o ({EHE) recurring : fH. #{E%
HEIIZFATT D L O I E L %

R
ATv79 |end ¥EHE EXEC £— RIZERE Y £,
1
Device (config) # end
A7 710 |show running-config AN EREB L ET,
1 -
Device# show running-config
X7 w711 |copy running-config startup-config (FE) 20 74Fal—var 7y
i - A MCBE R R LET

Device# copy running-config
startup-config

UDPPwy A —avIJqaFxal—>3Y
&2, UDP ¥ v #Z— 1P SLA Bi{EDREFIZ R L £,
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UDP oy 2 —EEZXERALE=IP H—

EETLT A A LEOUDP ¥ v X —{EEFRET HI2IE, ROTFNEE FE

B ovwroos—smrssmLEPY—ER LALOME

Device (config) # ip sla 10

Cisco I0S IP H—E X LALZHOHE |

Device (config-ip-sla)# udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port

4000

Device (config-ip-sla-jitter)# frequency 30
Device (config-ip-sla-jitter)# exit
(

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end
Device# show ip sla configuration 10
IP SLAs, Infrastructure Engine-II.

Entry number: 10

Owner:

Tag:

Type of operation to perform:
Target address/Source address:

udp-jitter
1.1.1.1/0.0.0.0

Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000

Packet Interval
Type Of Service
Verify data: No
Vrf Name:
Control Packets:
Schedule:

Operation frequency (seconds): 30

Next Scheduled Start Time: Pending trigger

Group Scheduled FALSE

Randomly Scheduled FALSE

Life (seconds): 3600

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus):
Threshold (milliseconds): 5000
Distribution Statistics:

Number of statistic hours kept: 2

parameters: 0x0

enabled

Number of statistic distribution buckets kept:
(milliseconds) :

Statistic distribution interval
Enhanced History:

EX LA

1R BHHEIIZ

(milliseconds) /Number of packets:

notInService

20/10

1
20

)L@éﬁﬁ
=

EFILT A A LETUDP ¥y ¥ —8EZRET DL, ¥—F v b THA R (EEX—7
F) T, IPSLA VAR HHA R—TNIZTIHVLENHY 9,
g
VRFEEETIaY =E]:p]
AFwvF1 |enable ke EXEC E— REZ A LET,
1 -
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UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV FFEREETIVa Yy

E:)

Device> enable

e RAT—FREANLET (FRE
nr%4a) .

ATy T2

configureterminal

1 :

Device# config t

Jua—\) a7 4 Xal—g v
£ F‘%{:Eﬁﬁébij‘o

ATvT3

ip sla operation-number

1 -

Device (config) # ip sla 10

IPSLABEMEZ/ER L. IPSLA=2 7 ¢
Xl —arE®—REHEBLET,

ATvT4

udp-jitter {destination-ip-address |
destination-hostname} destination-port
[source-ip {ip-address | hostname}] [
source-port port-number] [control {enable
| disable}] [ num-packets
number-of-packets] [ interval
interpacket-interval]

1 -

Device (config-ip-sla)# udp-jitter
172.29.139.134 5000 source-ip
172.29.139.140 source-port 4000

IP SLA #{E% UDP ¥ v Z —@i{EL L
THREL, UDPV X —ar7 ¥z
L—vay E— RERBLET,

* destination-ip-address |
destination-hostname : %55 IP 7 K
VAEZIIHRA M ERELE
R

destination-port : 554t — M &S &
1 ~ 65535 OFIPATHEL £7,

(f£&) source-ip{ip-address |
hostname} : iXfFCIP 7 R L A%
T IR A M ERRELE T, #E
JEIP 7 RUAEITARA MADHE
ESNTWRWES, IPSLA T
. SESEICIR BITVIP T R LA
BRINET,

({ff:7) source-port port-number :

EfEEAR— hESE 1~ 65535 D
FPACHELET, A— &L
RE L2Wga, IPSLAFAIH AT
B2 AR — P 2R L £ 7,

GE)

udp-jitter =~ > R CEE TR —
N NBRE STV R WA UDP
WXy NHOKR— &2 T
AL E7, UDP TR
FHR— b 1967 B4R L7254
IP SLA L AR ZIZ X% CPU fif
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Cisco I0S IP H—E X LALZHOHE |

ARV FFEREETIVa Yy

S

MR < 72D W REMRH Y &
ﬁ—o

o (f£#) control : IP SLA Hilffl A »
E—TUDIPSLA L AR X~k
BaERhEITESCLET, T
7 4V FClX, IP SLA il A »

T VIS T A RITEFE S

AU, IPSLA L AR & & DKM
MeSLSIVET,

« (f£#) num-packets
number-of-packets : AT 537
MNEEADLET, fHETE 4
FHIZ 1 ~6000 TT, 774/ M
10 T9°,

« (fEE) interval
inter-packet-interval : /X% > kD%
EHEZ I VBB TASLE
. FRETE H%MHIE 1~ 6000 T
T T AN M2 VBT,

ATvTh

frequency seconds

1 -

Device (config-ip-sla-jitter) #
frequency 45

(=) $8E L7~ IPSLAENEZ#R D X
THREZRE LE T, fBETE HHM
1% 1 ~ 604800 . F 7+ /L ~F 60
B,

ATvT6

exit
1 -

Device (config-ip-sla-jitter)# exit

UDPY v #— a7 4F¥al—i gy
F—REKTL, ZJe—Lrar7y
Fal—TaryET—RIEY £T,

ATy T17

ip da schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

51

Device (config) # ip sla schedule 10
start-time now life forever

% DIPSLABED A r ¥ a—U 7
WRIRA—=BERELET,
« operation-number : RTR = k U %
FEANINLET,

o (fER) life : EEDFAT % HEHI R

(forever) IZEXTET D>, FFED
¥ (seconds) #RELET, A
Bh72aPHIZ 0 ~ 2147483647 T,
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UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV RFERETI Y S

F 7 40 I 36008 (1H:R) <
j—o

o ({EE) start-time: HEHMOINEE A
Bt T W% 2 AT L E T,

R ORFZNC BMGET D5 613,
Ke, oy, B (24WffEE0) . AR
AN LET, HE AT L7220
A, BART 74V FERETT,
pending & AJJ3 L, BHARKFZ]
ERETDHETIIERZINE L F
NEVUR

now & AU, =72 bICEIE
R LET,

after hh:mm:ss & A 14 UE, 87 €
L 7= O % (B EZ BiAA L
F9,

+ ({£E) ageoutseconds : ¥ % Y
HELTRNWEXZ, AEY OF)
EERAFT 2B ERELET,
FRE T X 21 0 ~ 2073600 5
T9, 774NV MIOR (WoF
THRAFT D) TT,

« (EE) recurring : fEH . BEifE%
HENWICEITT DL HICHELE

R
ATv7S8 |end ¥EHE EXEC £— RIZEREY £,
1
Device (config) # end
A7 79 |showrunning-config AN ERER L ET,
1 -
Device# show running-config
AT w710 |copy running-config startup-config (g arv74Xa2l—var 7y
Bl - A TR Z A L E T,
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B oove o-—m#EERLEPY—ER LRLOSM

ARV RFERETI Y S

Device# copy running-config
startup-config

UDP <+ 4 — IP SLA E{EDEETE
&Iz, UDP ¥ v % — 1P SLA BMEDOREF 2R LET,

Device (config) # ip sla 10

Device (config-ip-sla) # udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port
4000

Device (config-ip-sla-jitter)# frequency 30

Device (config-ip-sla-jitter)# exit

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end

Device# show ip sla configuration 10

IP SLAs, Infrastructure Engine-II.

Entry number: 10
Owner:
Tag:
Type of operation to perform: udp-jitter
Target address/Source address: 1.1.1.1/0.0.0.0
Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000
Packet Interval (milliseconds)/Number of packets: 20/10
Type Of Service parameters: 0x0
Verify data: No
Vrf Name:
Control Packets: enabled
Schedule:
Operation frequency (seconds): 30
Next Scheduled Start Time: Pending trigger
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): 3600
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): notInService
Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
Enhanced History:

ICMP TO—FEZEALIPY—EX LRNILOSH

EEITLT A A LD ICMP = a—8{EZ R ET DI2iE, ROFIEEZFEITLET,
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IcMP To— e A LE IPH—ER Lo [

1R BHIIZ
ZOBEHETIX, IPSLA VARV FIZAENI L TEBL KB IH Y £H A,

Flg

av U RFEEETFTIa Y B

ATy 1 |enable HHE EXEC T— RZAMIc L £,
11 e NRATU—REANLET (FERS
Device> enable NEHEE) .

RXFw 72 |configureterminal Jsa—s v ary 7 4 X¥al—ay
Bl T— R LET,
Device# config terminal

25w 73 |ip dlaoperation-number IPSLABMEZA{ER L, IPSLA=Z 7
Bl - Fal—varyrE®—RefBLET,

Device (config) # ip sla 10

X5 w74 |icmp-echo {destination-ip-address | IP SLA #1{E% ICMP =2 —#h{EL LT
destination-hostname} [source-ip EL . ICMPTa— a7 (¥ lL—
{{':g?f(;i:isa hostname} | source-interface Cay T— RABMLET,

* destination-ip-address |
1 -

destination-hostname : 58%: IP 7 K
. . _ LVAFFIIARA NAERELE

Device (config-ip-sla)# icmp-echo

172.29.139.134 7,

« ({£E) source-ip{ip-address |
hostname} : IX{ZILIP 7 RL A FE
T IARA M ERRELET., #E
JEIP 7 R L AL IR A N3G
EINTWRWEA, IPSLA T
X, SEEICHR BITVIP T R L AR
BIRINET,

« (%) source-interface
interface-id : BIfEIZxI 3~ 5 &5 C
AV H—T oA A&BELET,

27w 75 |frequency seconds (LE5) H7E L7 IPSLA BH{E % 21 32
Bl TR AR E LET, RETX 50

1% 1~ 604800 4 C, 7 7 #+ /b MX 60
Device (config-ip-sla-echo) # frequency]| ib7ﬁ7ro
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Cisco I0S IP H—E X LALZHOHE |

ARV KEEEET7Ia Y B
30
ATy Se |exit UDPrTa—ar7 4 Fal— g
&1 E—REHKTLES, WNT, ZTua—
SN ary7 4 Xal—varE—FRIZ
Device (config-ip-sla-echo) # exit E§K)§E7ro
Z 5w 717 |ipsascheduleoperation-number [life |4 D IPSLABIWED 2 42—V 27

{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

1 :

Device (config) # ip sla schedule 10
start-time now life forever

IWITA=B R ELET,

« operation-number : RTR = h U &
FaEATILET,

o (fEE) life : BIEDFELT 2 HEHILR

(forever) IZFRTET B0, FFED
¥ (seconds) ZHRELEJ, H
7RI 0 ~ 2147483647 T,
T 7 4V ME 3600 K (1EER) T
R

({EE) start-time : fHFHROUNE A
Paad DA 2 AT L £

FeE ORFZNCBRMET 25613,
e, 2y, B (4WFfERD) . AH
ZANNTLET, A A L7220
E. YANRT 7 4V hRETTS,
pending & AJJ3 L, BHARKFZ]
ERETHETIIHRENELE
NEV.UR

now & AU, 272 bICEIE
RAB L E T,

after hh:mm:ss & A9 5 &, 5E
L 7= ORE % (B EZ BiAA L
\i—a—o

({E#&) ageout seconds : 1 % X

FEL TN E & XE Y OEME
ERAGAT O ARELET, 18
ETE DHEPHIT 0 ~ 2073600 7T
+, T MIO (WO FET
HIRFFT D) TT,

« ({EE) recurring : fEH . BEifE%
HEIRIICEIT L E T,
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IcMP Ta—Bte£EA LI P H—ER LALosH [

ARV FFEREETIVa Yy

E:)

ATvT8

end

1 :

Device (config) # end

¥FHE EXEC E— RIZR YD £7°,

ATvT9

show running-config

&1

Device# show running-config

AN Z B LET,

ATy 710

copy running-config startup-config

1 -

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
ANVICREERT LET,

ICMP T o — IP SLA $){E D& FE

&Iz, ICMP = =2— [P SLA Bi{EDOFREH 2~ LE9,

Device (config) # ip sla 10

Device (config-ip-sla)# icmp-echo 172.29.139.134

Device (config-ip-sla-echo) # exit

(
(
Device (config-ip-sla-echo) # frequency 30
(
(

Device (config)# ip sla schedule 10 start-time now life forever
Device (config) # end

Device# show ip sla configuration 22
IP SLAs, Infrastructure Engine-ITI.

Entry number:

Owner:
Tag:

12

Type of operation to perform: echo
Target address: 2.2.2.2
Source address: 0.0.0.0

Request size

(ARR data portion): 28

Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No
Vrf Name:
Schedule:
Operation frequency (seconds): 60

Next Scheduled Start Time:
Group Scheduled
Randomly Scheduled

FALSE
FALSE

Life (seconds): 3600

Entry Ageout (seconds):
Recurring
Status of entry (SNMP RowStatus) :

never
(Starting Everyday): FALSE

Threshold (milliseconds): 5000

Pending trigger

notInService
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B rsusroz=sy>y

Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 15
History Filter Type: None
Enhanced History:

IPSLAEI{EDE=AR Y T

WDFT, IPSLABNMEDRE LR AT RTHDIFEHTL2a~2 FIZOWCHALET,

R7:IPSIABEDE=R ) VY

show ip dla application

Cisco IOS IP SLA D 7" 1 — 3 )LIEH 2 5%

show ip sla authentication

IP SLA FRFEE R EZ R L ET,

show ip dla configuration [entry-number]

I _TO IP SLA BMEE 721345 E D 1P SI
Dy T 7 AN MEETRTE D% E
_é—o

show ip da enhanced-history {collection-statistics| distribution
statistics} [entry-number]

INEE U= BN v b DYRIRIEIERGHE
9T D IP SLA BEE 721345 E D 1P SI
Do HEHE A RN LET,

show ip dla ethernet-monitor configuration [entry-number]

IPSLA HEIA —% Ry FREEE R L

show ip dla group schedule [schedule-entry-number]

IPSLA JNV—T7 RV a—1U V ITRE
%ZT—\‘ Li—a—o

show ip dla history [entry-number | full | tabular]

F T D IP SLA BIfEIC DWW TIEE L7
*9,

show ip dla mpls-Isp-monitor {collection-statistics | configuration |
Idp oper ational-state | scan-queue | summary [entry-number] |
neighbors}

MPLS 7 ~L A A v F K/3Z (LSP) ~
EZFR L £,

show ip dlareaction-configuration [entry-number]

T _T D IP SLA BfEE 72135 ED 1P SI
5. TEHHHILEWEDOE=4 1 > 7 DF
7,

show ip slareaction-trigger [entry-number]

9_TOD IP SLA BiEE 721345 E D 1P SI
LG N U A EREE R LET,

show ip daresponder

IP SLA VAR ZIOE#RZ TR L E-
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show ip sla statistics [entry-number | aggregated | details] BEAT — & A8 L OWRHER OB
R LET,

IPSLAEIMEDE=2 ") 2T Dl

WOENL, TV —2ar DT RTOIPSLA 2 LTWET,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJditter, dhcp, ftp, udpApp, WSpApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

WOFNE, TRXTHOIPSLAT A A MY B a— g UHEEREZRL TWET,

Device# show ip sla enhanced-history distribution-statistics

Point by point Enhanced History

Entry = Entry Number

Int = Aggregation Interval

BucI = Bucket Index

StartT = Aggregation Start Time

Pth = Path index

Hop = Hop in path index

Comps = Operations completed

OvrTh = Operations completed over thresholds
SumCmp = Sum of RTT (milliseconds)

SumCmp2L = Sum of RTT squared low 32 bits (milliseconds)
SumCmp2H = Sum of RTT squared high 32 bits (milliseconds)

TMax = RTT maximum (milliseconds)

TMin = RTT minimum (milliseconds)

Entry Int BucI StartT Pth Hop Comps OvrTh SumCmp SumCmp2L SumCmp2H T
Max TMin
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ESPEREYS TZaT7IBA L

Cisco Medianet Metadata Guide http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mdata/
configuration/15-sy/mdata-15sy-book/metadata-framework.pdf

Cisco Media Services Proxy http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/msp/

Configuration Guide configuration/15-mt/msp-15-mt-book.pdf

Cisco Mediatrace and Cisco Performance | http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/media_

Monitor Configuration Guide monitoring/configuration/15-mt/mm-15-mt-book/
mm-mediatrace.html

I5—AytE—YFa—%

& EA >y

ZDY Y —RADI AT LT — A |https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
=V aE LR T 57201, =
T A=V Ta—F Y-k
EALET,

MIB MB®D' Y

RYV—=ZATHHR—FTB5F|BRLZTT v b7+ —2L4, CiscoloOSV V—A, BILORT 1 —
~T o MIB F¥ vy MIETOIMBZBEL XU ra— RT5H(2iE, K
@ URL |23 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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s
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TN T TNy a—T 4 U TITBESLTWEET 5 X910,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

http://www.cisco.com/support

» N Lk E
H—E X LA JLEHDEEERE
WOFRIZ, ZOFY 2—/LTHHTHHEDY UV —AB LOEEEHREZ R LET,
I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEDOTXTOY U —RAT

EHTE £,

)1)—=R

tRe

HEERHR

Cisco IOS XE Gibraltar 16.11.1

F—E R LUV

CiscoIOSIP —E & L~ L3
FlIxy hU—=2 5 —H4 %
EEL, #Hoxy hU—7
alr—va UMb D VIEEK
DF oy KT — 27 NAND S

T =~ AERELET,

Cisco IOSTP SLA IX. X v b
J—7 T—2BIOIPY—E
A Ialb—Tarl,

F RNT =7 NI g —< A
WEHaE Y 7N 24 A TIEEL
£,

Cisco I0S XE Cupertino 17.7.1

PR LAV

Z OEREIL, Cisco Catalyst
9600 3 Y — R A —sX— A W
2EFEY 2—)b

(C9600X-SUP-2) |ZE A Sh
F L7
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HEHET,
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ID B X USt)i9 5 RSPAN Fif X VIP I L » TIERE S E 9, $53E VLAN#GPH (1006 ~ 4094)
W@ RSPAN VLANID #E| 0 4 TH AL, T X TOFMT A A% FEICTHET DLENH
D E£9,

BHEIL, v NU—27 2% RSPAN VLAN #fili& L, Z %410 RSPAN VLAN Tx > k
U—J7BKORSPAN By v a v 2 ERLET, 2FV, Xy MU= NOEEOSLFTIZH D
B D RSPAN {5tk vy v a v C, X7 v FZ RSPAN v v a3 VICEETCEE3, 7,
Fv NU— 7 2RIk L THE%$ D RSPAN 5656t » o 2 > &% E L. [ U RSPAN VLAN % &
=L, =PI T 74w 7 BRELZY TEXET, By a3 IZRSPANVLANID (Z
FoTKBlENET,

SPAN £ & UF RSPAN & fh DHEREDHHE/F A
SPAN Ik OHERE & LI MM L £ 7,

e NV—T 47 :SPANIIN—T v R 77 4 v 7 ZEHLERE A, VSPAN BEHT 20
IXT AL RZHADT D 8T 7 4 v ZIZ[R B, VLANICA—T 4 7 ENbD T 7 1
JITERLERA, 72& 21X, VLAN BZEE=F —I4. 773 ZAD5]D VLAN 725
BRI R VLANIC N7 7 4 v 2 2 N—T 4 V73256, TO N7 4 v 7 3EHR SN
9. SPAN 3G5CAR— F CRESNEHA,

«STP : SPAN £72/ZRSPAN & v > a VN7 7T 4 772/, sa5eR— MESTP IZ&INL £
A, SPAN £721XRSPAN & v v a U RN/ &, s60eR— MESTPIZSBINTE £
9, EETLAR— FTiE, SPAN X STP A7 — % A8 % 5 2 £/, STP iX RSPAN
VLAN Z{5ik4 25 b7 7 R— b ETCT 77 4 712 TEET,

*CDP : SPAN &> ¥ a3 Y37 77 4 772, SPAN %6567 — RMEI CDP IZEML £H A,
SPAN v a BT =TI b L, R—MIFORCDPIZEBMLET,

« VIP : VIP {425 L. 5314 A[ETRSPAN VLAN O 7 /L —= F N A[GE T,

*VLANB IO M7 o F 07 X EGA— b, E72135%EAR— RO VLAN A 3 —2 v
FRE N T OB EME, WOTHEHETEXET, /2L, sE%EHR— FD VLAN 2 >
W=y TERIT N T 07 OFFEMEICKTT AR5 OIE, SPAN 8 483 & % Hi
BRLTSTT, BEETLR—FD VLAN A" —2y FE7213 T 0 7 O EMIZRS
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SPAN # & U RSPAN D |

B seanersean e Fxrz 2B Vs

DEFIX, TEBICAICRY T 5 SPAN & v & g U ER IS U T H B FRE
SNET,

EtherChannel : EtherChannel 7' /L — 7" % 6E7EAh— h & LTRETE £, 7 /L—773SPAN
EEILE L TRESNTWAEGA, ZV—72RPERINET,

ﬁ*%ﬁﬂ%&@ EtherChannel 7' /L — 7 |\ZHE AR — 2842 &, SPANIKETLAR— K U A b
WCHLWER— M EBIMENE T, EHXEO EtherChannel 7 /L — 7 05— 2 HIRT 5
L. EETLAR—F UARAMOLZEOR— FABEBIICHIBRINE T,

EtherChannel 7' /L — 72T @3 28R — b % SPAN 2[5 eR— b & LTREL, 5l &#i
% EtherChannel D—H# &35 Z EMTEET, ZOHE. ZOWEIR— K EtherChannel
WZBIMLTWDHed, ZOR— b0 7T—2 FEH I ET, 7272 L., EtherChannel 7
N—TICEENDLYEAR— % SPANSEJE & L CTRE L7 G . TOWEAR— ML/ L—
TOBHIRSINET, SPANE Y a v bEDOR— MRHIERS LD & EtherChannel 7
=T IZEMA LEJ, EtherChannel 7 /L — 7 NS HIBR Sz AR— MM, Zv—7 AN
DFEFTT A, inactive F 721X suspended A7 — 72 b 97,

EtherChannel 7 /L — 712 & £ LD WBR — SB35 AR — hTH Y . % D EtherChannel 7 /L —
TRIEETOSE. ‘J‘*‘ I 1% EtherChannel 7 /L — 73 L OEARGR AR — b U A F B HIER
SNFET,

YAFRY AL NTT 4y 7 EERTEET, WK PBIOATIR— OB TR
KmED /X7 > F3 1 DFE1F SPAN s8R — MIEFEashE T, v LvFFv A | /\/7 >,
N OEEEHII S E R A,

75 4 ~_X— K VLAN R— R~Z. SPAN %GR — MR ETEX EH A,
¥ a7 AN— F%& SPANSESEAR— MITAHZEITTEEEA,

SPAN & v ¥ a > Tlk, ANERENZEHLR— N THEHOEE, HIIEERLTHBHHR—
THR—=F X2V T 0 ZHEIMTLRNTLZE Y, RSPAN X Eet v a Tk, Hh
EFEHELTVWAR—FCHE—F X2 0T 0 G LN TLE X0,

IEEE 802.1x 7R — ki SPAN #%{E oA — M T& £9, SPAN %6468 — kT IEEE 802.1x
ZHMCTEETA, SPANSIEE LTI DR— FZHIRT %5 £ T, IEEES02.1x ITEESh I
RESNET,

SPAN & v a »Tlk, ANEENSELER— N TEHDOEE., HAZEHRL TWAR— K
TIEEE 802.1x Z AN L2 T 72 &0y, RSPANJiH:Jl:JZ//a VTR, I EERLL
TUWAHR— K TIEEE 802.1x ZHZNZ LW TL 72 &1,

Cisco 108 XE Cupertino 17.9.1 U U — A LIK&, I SDA EBA TIZI DHCP A X —t' 7 &L m—
77V SPAN % [A] U VLAN TRET& £,

SPAN & RSPAN & T/NA R RBZ WY

AA v F DAL v 7131 DDA v F 2K T2, m—H/LSPAN DEETAR— FBIW
SRR — NI, AF v T NOERRDHEAA o FTHIEENHV ET, Lizn-~T, AZ VI N
TDOAA v FOIBIMEITHIERIZ, RSPAN OEEit vy v a v Edsfitty v a 720 T
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| SPAN & & UXRSPAN D&%
sn—~x—zosean [

1372<, m—H/SPANEt v a VIZHLEELRITLET, AL v TFNAX v I 0LHIBERE N
B, TI0T 478w arBDETIT 47RO ET, /o, AA vTFNRAX v 7 12BME
nNo&EHTITFTA T By a BT T 4 TSR0 £,

72 0—~"—X® SPAN

EEILR—FTEHEND T 74 v 7IcT7 782 arba—L U AL (ACL) M+ 5
7 1 —~_—2Z SPAN (FSPAN) F£7-1% 7 o —~—2 RSPAN (FRSPAN) Z{#ifj L T. SPAN %
72IXRSPAN TEEHR T o1y NU—2 v T T 4 v 7 DX A FAMEITE £9, FSPANACLIZL,
IPv4, IPv6, BEIOEERINDIEIP N T 7 4 v 72T 4N Z ) T T HRIICHETEET,

A H =T A A%BLTACL%Z SPANt vy a3 @ LET, ACLIZSPANTE Yy 3
WOTRXTOA L F—T 2 A ATERINDGTXTO NI 7 4 w7 I ZEHINEST, ZTDOACL
LTI END 237 v ME, SPAN%ELAR— MZab—SnET, 1E0hD/37 v MESPAN
SESER— M abt—&NnEH A,

TED RT 7 4 7 13k L Tzt S, B L TV AEEOR— b, VLAN, BLUOL—%
ACL 23 H S#vE 9, FSPAN ACL [FHREDWREIHEL 5.2 5 2 L1db 0 /A, FERIZ,
A—bF, VLAN, BXUOL—% ACLIZ, "7 747 DEF=X ) U ERHE 2 A,
X 2T 4 ASTACL Ny v R 2SR L7272k SRR WS Th . FSPAN ACL 233
"[T5 &, Ny MEISPANsideAR— Mat' —EnEd, UL, BF=2VUF ¢ HJACL
DNy MRS LI OICiRE SR WA, 237 v MEISPANSE AR — Moa b —&iuE
Hh, 2120, X2 UT o I ACL 3N v NORBEEFFAI LIZHE 20, X7y M,
FSPAN ACL 28#F 7] L7234 SPAN 56 e R — M a v —&h 4, ZAIERSPAN v 3~
IZOWTHEHTITEY £,

SPAN & v g Zid, (kD3 D>DF A 7D FSPAN ACL ## TX £9°,
« IPv4 FSPAN ACL : IPv4 X7y "2 7 4 V2 U T LET,
« IPv6 FSPAN ACL : IPv6 X7 > "2 T 7 4N Z U v 7 LET,

*MACFSPANACL : IP XT >y NETFEZ A4 NZ ) 7 LET,

AR JITERE ST VLAN _X— 2D FSPAN ¥ v ¥ 2 U 1 DE 3B OT A A Lo
N=RT 2T AEVIZNRESZWVEA, By aiZihboTF A 2 ETTra— RKEhiz
HLOL LTSN, T/ A TOFSPANACLB LY =2 0 7 DIdD T 7 4 v 713,
SPAN %6 JcR— Mza b —SFH A, FSPANACL I3fi L CELLEHEIN, T 74 v
Z1X FSPAN ACL 23— RD =7 AE VTN E DT /SA AD SPAN 586 — hMav—3siE
7

720 FSPAN ACL 2MEfE S D &L —Hdn— R = FHESEEIZ L W . 0 ACL @ SPAN 556
A—RMIITRTOI T T4y rPRav—asnEzdT, +oRN—Fo=T7 VY —ANFEHTXR
WA, ZEDO FSPANACL 7 > — RENAAREMRH Y £37,
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B sean ssURSPAN OF 74 L HEE

SPAN 3 & U'RSPAN DT 7 # JL L&

% 8:SPAN 5 L U RSPAN DT 2 #+ )L +ERTE

SPAN # & U'RSPAN it |

HaE

FIHIFEFE

SPAN ® 27— b (SPAN & X TYRSPAN)

T 4=

T THRERITER— N T T 4w T

ZENTIT T4y EEENT T 4 7 DM (both)

AT E AT GisER— 1)

FAT 4T (772 LT > b)

ADfgE (BEdeR—b)

T4 —T7L

VLAN 7 4 V& Y 7

EEITAR— b LTHERHZNWA N T V7 A 2 —T =
A ZETIE, T_XTOVLAN RE=Z Y 7 ENnE
7,

RSPAN VLAN

R E

o

SPAN £ & Uf RSPAN D% E

SPAN BREFRFDTEFH

«SPAN > ¥ a U BIEEILAR— b, s%eAR— M F£721% VLAN ZHIBR T 53541, no
monitor session session_number sourceinterfaceinterface-id {interfaceinterface-id | vian vlan-id}
Ju—)L ar7 4 ¥ alb—3 gy a2 KE7IE nomonitor session session_number
destination interfaceinterface-id 7 m—/ 3L 27 4 X2 b—v g a<wr REHEHLE

T, SEEA B —T oA ADEE,. =

A a R I ET,

Da~xr Fono B AMAF 2 &, encapsulation

e NI I FR—F EDOFTTOHVLAN ZE=4%—7 5|2, nomonitor session session_number
filter 7 u— )L a7 4 FXal—aryavy RafRALET,

RSPAN BX EFRF DT EFIR

» T D SPAN R ERFDOEE FIH) RSPAN ([CHEAH SN FE T,

* RSPAN VLAN |Z i34 E23 8 5 DT, RSPAN VLAN & L CEfT 57201k hU—7 |
@D VLAN W< O L. Z15H O VLANIZIZT 782 R— F2E Y BTN TEL

VENRDHY £,

*RSPAN 77 4 v 7 IV ACL ZHHA LT, BFED/ Ny FEBIRWIIZZ VX ) T

FFE=H—T&E7, RSPANEEFITLT 31 ANDRSPANVLAN LT, 216D ACL

ZfFRELET,
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| SPAN & & Uf RSPAN %
FSPAN # & Ut FRSPAN eis0:x B3 E ]

« RSPAN Z R ETHHEAIT. ERETA— B LO%EER— 2Ry MU= NOEH DT
INA AT SE5H 2 kiﬂ“(?—fifﬂ“

*«RSPANVLAN EDO7 7t A KR— b (FFVLANKR— F&2&te) X, 77747 25—
MMZ720 F£97,

s DM ETE-TTRY . £ D VLAN % RSPAN VLAN & L TRETE £7,
e TRTDF/NA 2T, RSPAN v 3 3 2[R U RSPAN VLAN 2MEH TV 5,

cBIMLTNABTRTDFT /N, ZATRSPAN NP HR—FENRTW5,

FSPAN & & U FRSPAN X ERF DT EEIF
o L7p < &t 190D FSPAN ACL 23826t S CTW A A FSPAN (34 X —7 /W27 0 £97,

* SPAN & v ¥ 3 228 Tld 72\ FSPAN ACL B i< t Bl L, 1Eh0 1 SFEIX
1% FSPAN ACL % #ft L 7¢ 75>o71 & (=& ziE, 22Tl 72\ IPva ACL Z 855t L
IPv6 & MAC ACL Z##t L 72 o 7285 . FSPAN (%, #i SN TWRWACLIZE - T
TuNnB Y rrasnkzEbnsg b§74 v E7uy 7 LET, LER-T, ZOKT
T4y ZITER S ER AL

SPAN & & U RSPAN D&% 7E /3%

Z ZTlE. SPAN 3B L TRRSPAN O EFIEIZHOWTEHHA L FE T,

O—AJLSPAN v S 3 VU DER

SPAN t v a U ZERk L, #E7x (BHxI%) AN— FEIT VLAN, B 0% (BEEH)
A= FERETDHIE. ROTFNEEZFEITLET,

FIE
ARV RFERETOVa Y E:)
R7 w71 |enable F#HE EXEC E— REZAMC L E T,
i  NAU—=REANLET (EHRSH
Device> enable 7-35E) .
AT 72 | configureterminal Ta—r ) ar7 4 X¥al— gy

i - F—FzflmL£7,

Device# configure terminal
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B o—srseantysasonm

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session all]

Ean===

v g TR HBEFD SPAN X E

ZHIFRLET,

« session_number O #FH T,
7

cal : ¥ XTCHSPAN YV g%
HIER L £9,

elocal : T RTHOE—HL kv g
VEHIBRLET,

sremote: +_XTPD Y E— k SPAN
tyvarEHIBRLET,

1~667T

ATvT4

monitor session session_number source {
interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1

SPAN F v g v BIOEETLAR—
(B=F =GR —b) ZHRELET,

« session_number O AL, 1~ 66 T
ﬂqo

e interface-id (21X, E=#V 775
BEILAR— bEEELET, Aok
A B —T A AT, WA
2 —T A ABLOR— b F v L
WA =T A A
(port-channd port-channel-number)
B ET, ARRAR—FFr L
FHIE1~48TT,

vian-id 1Z1%, BEfR 9 5 i%{57T VLAN
ZRELET, FHEETE S8
~ 4094 T9 (RSPAN VLAN 3%

<) W

G¥)

120ty gz, —EHoav
RCER SN OHEEIT (R—
NEZIXZVLAN) 25052 &N
TXFEJ, 277L., 1oDkyva
YINTIEEE A — b EREET
VLAN ZffH & £H A,

o (BB LI-ZiE, —#HoA o H—
T2 ARAETIFAVHZ—T = A AD
HEAEELET, I~ ORIEE
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| SPAN & & UXRSPAN D&%

n—nLsPAN v o a v otes ]

AU RFERETOVa Y

B8

LA 7 U DRHBICAR—2 %]
DT OANLET,

« (f£&) both|rx|tx : B4 2 b
T7 47 DhMEEELET, b
F7 4 v DFMERE LRI T
A BIETTA VH—T = A AT
BRI T4 I EZENT T 407

DO G EFELET,
sboth : ZfE N7 7 4 v 7 LIEE
NZT7 4w OWGFEERLE

E

X ZEBENT T4V I HES
Z2—L%E,

X EE N T T4 v TS
X—LET,
GE)
monitor session session_number
source =~ > N & @ (alf#E A
T5 &, BHOEFEILA— |
TRETEET,

ATvTh

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
{replicate | dot1q}]}

1 -

Device (config) # monitor session 1
destination interface
gigabitethernetl/0/2 encapsulation
replicate

SPANt v g v BIO%EER—F (£
=HMFR—R) EHEELET, F—F
LED (X, REDEENFT/> T
HEE, BIXUBEZHIBRLI-% bk
WS L=E 20 9,

GE)

7 —71 /L SPAN D41, #Enk &
VSESEA v 2 —T =2 A ZIZRICE v 3
VESEHEHTALERH Y FT,

» session_number (21X, AT v 74T
ALy a v BEERTELE
ﬁ‘o

« interface-id |21, %686 — M &HETE
L\ij—o

SESeA B —T = A AR —
I & 721X EtherChannel % 5 &3 5% &
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B o—srseantysasonm

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

ERHY £, VLANIZT S Z &%
TXxFEHA,

o (BB [I-]ix, —HoOA v H—
T2 AERFA L HZ—T =2 AD
FWHARRELET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

(f£:#) encapsulation replicate (2 (%,

SAdeA B —T = A ADEETA v H—
T2 A ADH TR E BT 2
EERIEELET, BIRLRWEAEOT
TN NI RAT 4 TR (U7
L) TOXRTy hOEEFTT,

(&) encapsulationdotlq (d56 51
K —7 = A AMIEEE802.1Q & 7 Ak
DEETA VB —T 2 A ADFEE
ST AND K OITHRELET,
GE)

monitor session session_number
destination =~ > R Z @k [mE 5 %
L BEEOEE LR — MERETEE
R

AT v 76 |end
B -

Device (config) # end

HrfE EXEC E— RNIZEREY 97,

R 77 | show running-config
fl

Device# show running-config

AN B LET,

R 7 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

ULE) =27 4FXal—ary 7y
A NVCEREERITFLET,
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| SPAN & & UXRSPAN D&%

O—HLSPAN £ S a v OiRELUEE RS 71 vonEE [

O—AIISPAN YL a VDIERBLIVEENT T4 v I DEE
SPAN F v g 2B L. EOICEETLAR— FE-IL VLAN B L UO%ieR— F2RE L
%, SEHEAR—F TRy bU—27 X2 U T 0 T34 A (CiscoIDS & 9 —4EES) HICEE
N7 400 ARX—TNITHITIE, ROFIEEZFZEITLET,

FIE

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,
e NMRAT—RKEANLET (FkEhn

7256

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
E— FEBRBLET,

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session all

E

R

v g U HBEFD SPAN
ZHIFRL £,

« session_number O#FEHH 13,
R

cal : ¥ XCHSPAN YV g%
HIFR L E9,

elocal : T RTCOE—HL Y3
CEHIBRLET,

sremote : TP Y E— b SPAN
Tyvva U EHIERLET,

1~667T

ATv74

monitor session session_number source {
interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1 -

Device (config) # monitor session 2
source gigabitethernetl/0/1 rx

SPAN v a VB LOEETAR— b
(B=X —%BAR—1) ZBELET,

ATy Th

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
replicate] [ingress { dot1lq vlan vlan-id |
untagged vlan vlan-id | vlan vlan-id} ]}

SPANt v a3, sEiedh—h, N7y
c Al BI AT VLAN &
T ERELET,
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B o sty s nrmssURE NS 7 v o DRE

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate ingress dotlq vlan 6

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

« interface-id (21X, %ijeAR— F&2fRE
L\i\éﬂo

SaSEA B —T = A AT AR —
k % 7213 EtherChannel % 5 & 3 2 &
TRH Y ET, VLANIZTHZ LT
TEXEHA,

EE) [|-]: —HEDOA v F—T =
A AEFNIA VF—T oA ADHIH
ERELET, hr~Fizidngz
Y DRIZICAR—=A % 1 DT DOAS
LET,

(f£:7) encapsulation replicate |Z

X, s v —T = A ZADE(E T
A B —T A ZADH T
AT L ARELET, B8R
L22WHADT 7 4V ME, A
T4 (Z TR L) TORT Y
~DEETT,

(&) encapsulation dotlq (356 4

A% —7 = A AN IEEE802.1Q #
TRMEDEEITA VA —T = A A
DEFNTry NeZFAND L DI
RELET,

ingress 56 5cAR— h TOEHIE h T
T4 w7 DEREEA X —T ML
T, Wbz A4 7E=RELE
7,

« dotlqvlanvlan-id : 7 4 /b k
D VLAN & L THRE LT
VLAN T, IEEE 802.1Q T#H
L ENTEEG Ty e
FANET,

- untagged vlan vlan-id % 7213
vlanvlanvlan-id : 7 # /L b ®
VLAN & U CHRZE L7z VLAN
T, UL ThH eSS
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| SPAN & & UXRSPAN D&%

sanayvsssuaniEz |

AU RFERETOVa Y

B8

TEENR Ty bR ANE
TO

ATvT6

end

1

Device (config) # end

¥t EXEC £ — RIZER YD £,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ar 7y
ANVICREZRTLET,

J4ILB) 279 %5 VLAN DIEE

SPAN X ETL N T 7 4 v 7 ZHED VLAN IZHIET 512X, kOFIEEZEITLET,

FIE

ARV RFEEETIVa Y

S]]

ATy T

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 4,
e NMRAT—KREANLET (FEkshn

=56

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

no monitor session {session_number | all |
local | remote}

1

vy g AT HEEFED SPAN R E
ZHIBRL T,
« session_number OFEH 1,
7T

1~667T
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B - 55 svanons

SPAN £ & U* RSPAN D& E

ARV RFERETIVa Y

B8

Device (config) # no monitor session all

eal : I XTOHOSPAN Y3 %
BB L E9,

elocal : X THOur—H /L v 3
CEHIBRLET,

sremote : 3XTD Y E— | SPAN
tyvarEBHIBRLET,

ATvT74

monitor session session_number source
interface interface-id

1

Device (config) # monitor session 2
source interface gigabitethernetl/0/2
rx

EEITR—F (F=F—XHRA—F) &
SPANt v g v ORMEEZIEELE T,

» session_number OFFHIL, 1~ 66 T
R

e interface-id (1%, T=% VU 745
EETAR—-FZEELET, HBEL
AV HE—T A AT, HEMHLD
FZ7o 7 R—hELTRELTE
BN H Y F5,

ATvT5

monitor session session_number filter vian
vlan-id [, | -]

1 -

Device (config) # monitor session 2
filter vlan 1 - 5 , 9

SPAN XEEIE T 7 1 v 7 ZRFED
VLAN (ZHillfR L %7
» session_number (21X, AT v 74T
BELT-Ey v a v FEEEANLE
‘j‘o

o vian-id (28 T & D HEiFHIL 1 ~ 4094
‘(\\—g—(}

s (EE) v~ () ZEHLT—
O VLAN Zf8ET 570, A7
> (=) ZfEH LT VLAN #iJH % 5
EFLET, Hr~OFEELUNS
T U DRHEICAR— R F 1 OFT DA
HLET,

ATvT6

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
replicate]}

1

Device (config) # monitor session 2
destination interface
gigabitethernetl1/0/1

SPANE v ¥ a3 VB IU%EER— L (£
=4 —fll7R— 1) ZHEELET,
» session_number 21X, AT v 74T
ALz yvarBerfeELE
j‘o

« interface-id |21, %66 — M EHEE
L\i—g—o
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| SPAN & & UXRSPAN D&%

RSPAN VLAN & L T VLAN D&% E .

AU RFERETOVa Y

B8

SASEA v H—T = A AT FRAR—
k F 721X EtherChannel # 8 &3 5% &
FNRHD FJ, VLANIZT S Z L
T&EHA,

« (EE) [, —HEoA v H—
To2A RERIFA L E—T A AD
FHEEELET, Vo~ oRikEs
LN, T DRI AR—Z % |
DTOANLET,

« ({EE) encapsulation replicate (2

%, S U F— T = A ADEE I
A VB =T A ADH T ILTT
EEMT L L RRELET, B
LRWBEADT 7 30 ME., A
T4 TR (X7 L) TONTy
~DFEETT,

ATy 717 |end
B -

Device (config) # end

HrtE EXEC E— RICEY £,

R = 8 | show running-config
fi

Device# show running-config

AN MR LET,

Z v 79 | copy running-config startup-config
1 -

Device# copy running-config
startup-config

EE) a7 4FXal—var 7y
A VCRE R LET

RSPAN VLAN & L T® VLAN DE%FE

L\ VLAN Z1ER L. RSPAN & v a3 D RSPAN VLAN 1272 5 K 9 IC%ET D113,

ROFNEZFETLET,
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B rseanvian & LTo vian o E

FIE

SPAN &5 & Uf RSPAN D&%

AR NFERERTOVa Y

=)

AT 71 |enable FiHE EXEC E— REZHMNC LT,
fi e MAU—REZ AN LET (FERkSh
Device> enable =58 .
R 5w 72 |configureterminal sa—N\)aryz 4 Fal—ra v
% - E— RERBLET,
Device# configure terminal
A5 73 |vlanvlan-id VLANID # A7) L C VLAN #/E3 %
i - . E7213EEFO VLAN © VLANID %
ASILT, VLANZV 7 4 F a2l —T 3
Device (config)# wvlan 100 v = ]\%Bﬁﬁébiﬁ_o ?Eﬁiﬂf% 5%@
BFHIZ 2 ~ 1001 £ 7213 1006 ~ 4094 T
D
RSPAN VLAN % VLAN 1 (57 # /L k
VLAN) F721% VLANID 1002 ~ 1005
(h—2 >V > 7% XO'FDDIVLAN &
H) lc3sZLizTEERA,
AT 7 4 |remote-span VLAN % RSPAN VLAN & L Ci%E L %
{5 EE
Device (config-vlan) # remote-span
RAFw 75 end HiHE EXEC B— RIZR Y £9°,
{5
Device (config-vlan) # end
AT 7 6 | show running-config AN ZHMER L ET,
1
Device# show running-config
X 77 | copy running-config startup-config (fER) avr74F¥alb—ar 7y
AR EEZRITFLET,

1

Device# copy running-config
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| SPAN & & UXRSPAN D&%

RSPAN %55t v 3 vk

ARV RFERFTIVaY =)

startup-config

RDBERY

RSPAN (2B INF 59 _T DT /3A A2 RSPAN VLAN Z1ERkT 24523 % Y £9°, RSPAN
VLANID 7MEAEEFH (1005 K3M5) THY ., VIPA XY NT—INTA X —T L THIHIEEIT

1 ©DF /34 A2 RSPAN VLAN Z{Ef% L. VTP 73 Z ® RSPAN VLAN % VTP K XA N1,
DT NA R AGHET D X IR ETE 7, YRR VLAN (1005 ## 2 5 ID) OEE, ik
BICESEEDM T DT 34 A B3I OHHT /3o A2 RSPAN VLAN 2R ET H M ERH D £
7

VTP 7/V—=" 7% LT, RSPAN K7 7 4 v 7 BRI D L 212 T D0, 2T
RSPAN 7 7 4 v 7 DARENARE 2T _TD h7 7 )5, RSPAN VLAN % FE)CTHIR L £
7

VLAN 75 U E— I SPAN $EZHIBR LT, 54 VLAN IR K 5 I2Z&#4 51213, no
remotespan VLAN =27 4 X2 L—T g a2 RE@HALET,

SPAN & v v a Ui bik{EoA— b E£721% VLAN ZHIFR9 % 121X, nomonitor session
session_number source {interface interface-id | vlan vlan-id} 72— )L 2> 7 4 X2 L —T a3
a<vy REMFALET, By g 25 RSPAN VLAN ZHIBR3 %121, nomonitor session
session_number destination remote vlan vlan-id =~ > K& L £7,

RSPAN Z{ETt v 3 Vv DERK

FIRE

RSPANIE(FIeE v v a U EERB L OBHMA L, € =% —xt5 0[5 03k L 0%/ RSPAN VLAN
PRRETHITIE, WOFPIEEFITLET,

AT RFEEETIV 3 Y Br

AT 71 |enable FEHE EXEC E— RZ2HANC L E T,
fi e MNR2AT—REANLET (FEREh
Device> enable f:i}%/a\ °

R 72 |configureterminal ra—)ary7 4 Xalb— gy
%l - T— REHBELET,
Device# configure terminal
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B rsean st v a Lot

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session 1

EA=—d

v g TR HBEFD SPAN X E

ZHIFRLET,

« session_number O #FH T,
7

cal : ¥ XTCHSPAN YV g%
HIER L £9,

elocal : T RTHOE—HL kv g
VEHIBRLET,

sremote: +_XTPD Y E— k SPAN
tyvarEHIBRLET,

1~667T

ATvT4

monitor session session_number source
{interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1
tx

RSPAN v g B LOEETLAR— b
(B=F =GR —b) ZHRELET,

« session_number O AL, 1~ 66 T
ﬂqo

+RSPAN & v g v OEETLR— k
FRITEETCVLANZ A LET,

e interface-id IZi%, E=%V 7
THRETAR— FEfRELE
o BRI A v E—T = A AT
X, WA o —T o4 AL
O — b F v VA o 2 —
7 = A A (port-channel
port-channel-number) 73&% ¥ %
To ANRR— M F v XN E S
X1 ~48 TT,

svlan-id (21, E=%—7 2i%E
Jt VLAN Zf8E L 7, &
T DHMHIT 1 ~ 4094 T

(RSPAN VLAN [Z[&<)

12>y gz, —HDa
< RCER SN OERE
gt (R— N E£7ZILVLAN) &5
OHZEMTEET, 2L,

1 oDy a WNTHEET

A— K & E(E7C VLAN ZfFH
THZLIETEEEA,
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| SPAN & & Uf RSPAN %

RSPAN %55t v 3 vk

AU RFERETOVa Y

B8

s (EE) [LI-]: —HEOA L H—T =
A RAEFNFA VF—T = A ADHIH
ZHRELET, Vo~DRiEBLY
NA T U DRIHZICAR— R % 12T
DANLET,

({EE) both|rx|tx : Bifi4 25 b
T74 v OFMERELET, b
T 74w DFEERE LR T
WA, RETA o H—T = A ATk
BRI T4 ERBENT T 40T
DOWHFEXELET,

ehoth: ZIENT 7 4 v 7 &G
N7 47O EERLE

TO
IX:ZENT T4y I EBE=
2 —LFET,
X EE N T T4 v TS
X—LET,
R 77§ | monitor session session_number destination | RSPAN = v 3 3 > . %34 RSPAN
remote vlan vlan-id VLAN. 3B L0%ideH— F Z L —F %48
11 - ELET,
bevico (config) & . o 1 s session_number (21X, AT v 74T
evice(conrig monitor session ISP . =)
destination remote vlan 100 *E’/E Lfgﬁﬁ%)\jj Liﬁ—o
svlan-id [2i%, =&V /T 5HE
{57C RSPAN VLAN Z457E L £,
RTwv 76 |end KiHE EXEC £— RIZED £,
1
Device (config) # end
R 77 | show running-config ASEHEER L ET,
1
Device# show running-config
A F 7 8 | copy running-config startup-config (EE) zv74Falb—vary 7y

1

A IR EZRAFLET,
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

Device# copy running-config
startup-config

J4IL31) 259 % VLAN DIETE

RSPAN EETL N T 7 4 v 7 H 4 ED VLAN IZHIET 5 L 912 RSPAN EE v g v &2 3%
ET DT, ROFIEEZFEITLUET,

FIE

ARV RFEERTIVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC =— RZHFIC L ET,
« RAT—REANLET (FERENh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ — F%%ﬁﬁébi—g«o

ATvT3

no monitor session {session_number | all |
local | remote}

1 -

Device (config) # no monitor session 2

=L

Y g TR B RBEAFED SPAN iR E

ZHIBRL £,
« session_number OFiFHIX, 1~ 66 T
TO
cal : T RXCTOSPANE Y 3%
HIBR L £,
elocal : ¥ _XCoHOr—H)L v g
CERHIBRLET,

sremote: 3 XTD YU E— I SPAN
tyvarEHIBRLET,

ATvT4

monitor session session_number source
interface interface-id

1

Device (config) # monitor session 2
source interface gigabitethernetl/0/2
rx

EEILR—F (E=F—KGHR—1) &

SPANt v v a v OREEZRE L £7,
» session_number OFFHIL, 1~ 66 T
R

e interface-id |21, E=% 1 713
HMEILXEAR—FNERELET, EEL
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| SPAN & & UXRSPAN D&%

sanayvsssuaniEz |

AU RFERETOVa Y

B8

TcAVE—=T A AT, HHLLD
N7 R—FELTRELTE

SHERH Y FT,
X 75 | monitor session session_number filter vian | SPAN 3555 h 5 7 4 v 7 Z4FED
vian-id [, | -] VLAN [ZHIFR U E 7,
i - s session_number 21X, AT v 74T
, , _ _ BELLEy a B2 ALE
Device (config) # monitor session 2
filter vilan 1 - 5 , 9 ?fo
e vlan-id [ZF57E C & 2 #iFHIX 1 ~ 4094
<
« (BE) -HBr~ () ZHEHLT
—i#D VLAN Z{5ET 270, A
7 (-) ZfEH LT VLAN #ui[H %
BELET, Ior~0Ri%Es LU
A 7 L DRHEICAR— R & 1 DT
ASTLET,
R 76 | monitor session session_number destination | RSPAN = v & 3 8B L U0%EHE U — k
remote vlan vlan-id VLAN (RSPANVLAN) #%#57% L £,
- s session_number 21X, AT v 74T
, , _ _ BELF-Ey a v B esr AN LE
Device (config) # monitor session 2
destination remote vlan 902 7f°
e vlan-id 21X, FEEAR— MZE=H
KRBT T7 47 e lnixd b
RSPAN VLAN #f§E L £,
AFw 1 |end ¥EHE EXEC £— RIZEY £,
1
Device (config) # end
R T 7 8 |show running-config AN &R L ET,
1
Device# show running-config
R T w 79 | copy running-config startup-config

1 -

EE) av 74 X2l —vary 77
ANV EERTF LET,
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B rseansoct oo avonm

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

Device# copy running-config
startup-config

RSPAN 5E%ctz v & 3 U DIERK

RSPAN 5 4et v o g vidk, BIDTNRA ZFTET AN, AAZ v 7 GEETTE Y v a UK E
SNTWRWNWT NN, RAETNIT AN, ARAS v 7)) ITRELET,

ZDF A Z T RSPAN VLAN # & L. RSPAN %565t v a o Z4ER L. 1%/ ¢ RSPAN
VLAN B X UOSEHAR— F&2ET D12, ROFINEEZFEITLET,

FIE

ARV RFEEETI 3y

=)

ATy T

enable
5 -

Device> enable

¥ EXEC E— RZAIC L ET,

e NMAT—REANLET (FRE
N8558 .

ATy T2

configureterminal

51

Device# configure terminal

Ja—n\)arys 4 FXal—g
T— REHBELET,

ATvT3

vlan vlan-id

1 :

Device (config)# wvlan 901

EAE LT A A TYERL S 7= RSPAN
VLAN ® VLAN ID # 57 L. VLAN
Ay 4 ¥ alb—varE— REith
LET,

DT NA AN VIPIZSBL .,
RSPAN VLANID 73 2 ~ 1005 TH» 5 ¥
B, VIPxy hU—27 %4 LT
RSPAN VLAN ID Mk S5 7280,
AT v T 3~SIRETT,

ATv74

remote-span

1 :

Device (config-vlan) # remote-span

VLAN % RSPAN VLAN & L Cihill L
£

ATy Th

exit

&1

Ja—n)arys 4 FXal—g
T RIZRED £7,
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| SPAN & & UXRSPAN D&%
RSPAN 5Bt v & 3 DR .

ARV RFERETI Y S

Device (config-vlan)# exit

XFw 76 |nomonitor session {session_number |all |+ v 3 g Z%tF B EELFED SPAN R E
| local | remote} ZHIBRLET,

i - « session_number O#IPHIL, 1 ~ 66
“C:\—g—o

eadl : T XTOSPAN LY a %
HIBR L 9,

elocal : T _XTOuE—HNVEY =
CEHIBRLET,

eremote: TP Y E— k SPAN
tyvvarEHBRLET,

Device (config)# no monitor session 1

w77 |monitor session session_number source |RSPAN &+ 3 3 o & 35(Z ¢ RSPAN

remote vlan vlan-id VLAN ##5E L ¥,
B - « session_number OFGFHIL, 1~ 66
<7,

Device (config) # monitor session 1
source remote vlan 901 « vlan-id Lzli\ E v \‘/7‘?;_5393

{7 RSPANVLAN 36 E L £7°,

X w78 |monitor session session_number RSPANt v v g v Lsiffef v 7 —7 =
destination interface interface-id A ABBELET,
i « session_number (21X, AT > 77
THELLEESZ AN LET,

Device (config) # monitor session 1
destination interface RSPAN 5@5‘1‘:‘12 v g T, %{g

i i 2/0/1 . . N
gigabitethernet2/0/ ¢ RSPAN VLAN 35 & U%id 46 75—
MIFRICEYy v a v EEE2FEHT
LHRENDHY F£7,

« interface-id |21, %8561 v &% —
T A AEEELET, 5o
H—T A A IYEA o F—T =
A ATHRITNIER Y FH/ A,

- encapsulation replicate [Z ==~ > R
FTALD~NIVT AR TN FRIR
SN FET 72, RSPAN TiEHHR—
ShTWEHEA, JLD VLANID I
RSPAN VLANID (2 Xk » C L& &
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B rseansikt oo s 0rRBEUEERS T4 v s ORE

SPAN # & U'RSPAN it |

AT RERETIVa Y

S

SR, sEEAR— T EodTTox
iy MEIE 7R LIS Y £,

ATvT9

end

1 :

Device (config) # end

Rt EXEC £ — RIZED £,

ATy 710

show running-config

&1

Device# show running-config

AN Z B LET,

ATvIN

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—ar 77
AR EERFLET,

RSPANZEEt v > 3 VDIERLE K UEE

T4 v DERTE

RSPAN%6%ct v g 2B L. 21570 RSPAN VLAN B8 L O%a e R — F&2FEE L. s6deAR—
FCRy RU—2 X2 UF 1 534 & (CiscoIDS & oW —dEEE) HIZERE N T 74 v 7

A R—=TWICT HITIEL, ROFIAEZFEITLET,

FIE

AT RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—REANLET (FERkEh

ey

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—n_)ary7 4 Xalb—g v
E—RFZBBLET,
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| SPAN & & Uf RSPAN %
RSPAN 85t v & 3 L R S UEE S 71 vonEE [

AU RFERET7TIV3 Y B#)
X 73 |nomonitor session {session_number |all | | & v 3 3 2k 27D SPAN 2 E
local | remote} UL £,
i - « session_number DO &iPHIL, 1~ 66 T
. . . . KR
Device (config) # no monitor session 2
cal : ¥ XTOSPAN vy 3%
HIBR L E 9,
elocal : ¥ RTCHOr—HL v g
CEHIBRLET,

sremote: +_XTPD YU E— k SPAN
tyrvarEHRLET,

R 7 4 | monitor session session_number source RSPAN +t v 3 3 > & ¥%{25C RSPAN

remote vlan vlan-id VLAN ZfELE9,
I « session_number OFIFAIL, 1~ 66 T
ﬂqo

Device (config) # monitor session 2

source remote vlan 901 « vlan-id i:li\ %:& U \/7'3—5%
{§76 RSPAN VLAN ZfRE L £7°,

R w 77§ | monitor session session_number SPANt v g, SEER—F, vy
destination {interface interface-id [, | -] kI FE L. B L OGEE VLAN &7
[ingress { dotlqg vlan vlan-id | untagged T E R E LEt

vlan vlan-id | vlan vlan-id}]}
Bl - « session_number (21X, A7 v 75T

fRELERE T2 ANLET,

Device (config) # monitor session 2 RSPAN 5@5‘5'12 S| \/’C“li\ %1%
destination interface — N S o
gigabitethernetl/0/2 ingress vlan 6 7€ RSPAN VLAN 5 L O%a Jo i R

WZRICEYy v a v BEEFERT L
b 7,

e interface-id (21X, %8561 % —7 =
ARERELET, ska v ¥—
T A R IYHA L HX—T A AT
RTIIER Y FH AL

- encapsulation replicate i =2~ > R

TALDNVTARNY U TIZFRRS
NET 2, RSPAN TR — k&
NTWEHA, JtD VLANID (%
RSPANVLANID (2L » T EEX &
. 50 R— bk EOFT Ty
MIZ 77 Lic7e £,
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B rseansikt oo s 0rRBEUEERS T4 v s ORE

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

o ((EE) [, —HoA 2 —
T A AENIA L E—T A AD
FWHARRELET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

SR — RN CTOBEEFERNT 74 v 7D
HRkZ A XF—7 M LT, 7B
{bZ A 7 %FRET HITIL, ingress
ZEINOF—U—RE AT L
7,

« dotlq vlian vlan-id : &7 # /1 k
?® VLAN & L CTHIE L2
VLAN . IEEE802.1Q T#H 7
LI NTEE AT v MR
ELET,

« untagged vlan vlan-id % 7z 1%
vlanvlan-id : &7 /v F®D
VLAN & U CHEE L7z VLAN
T, 77 LTh 7 vMbERN
T-EE Ny Mk LET,

AFw 76 |end
51 -

Device (config) # end

¥#E EXEC £ — FIZEREY £,

R T w 77 | show running-config

1 -

Device# show running-config

AN B LET,

R T+ = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZRAF L E T,
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| SPAN & & UXRSPAN D&%

FSPAN v < 3 U DHETFE

SPAN t v a U ZER L, #Ex (BEHxI%) AN— FE7IE VLAN, BL 0%k (£=4
) R—rE2EL, By a UITFSPAN #RET 5H11F. WOFIEAZETLET,

FIE

rsPaN £ v 3o 0iE [

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L FET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session 2

=L

Y v LIRS B EEAFED SPAN iR E

ZHIFR L £

« session_number OFEH 13,
R

cal : ¥ XTCHOSPAN YV 3%
HIFR L E9,

elocal : T _RTHOE—HL By g
CERHIBRLET,

sremote : T _XTD Y E— b SPAN
Ty va UEHIERLET,

1~667T

ATv74

monitor session session_number source {
interface interface-id | vian vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 2
source interface gigabitethernetl/0/1

SPAN & v ¥ = B L UREEILA— b
(B=F—%xtGR—F) ZEELET,
« session_number OEiPHIL, 1~ 66 T

—a‘o

e interface-id IZ1%, E=%V 2775
FEILEAR—-FEEELE T, AR
A B =T A RTIL, WA
B —T 2 A ABLOR— b F v /v
MBS S H—T oA R
(port-channé port-channel-number)
WY ET, AR —FF v
FFIE 1~ 48 TH,
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B oseantosaons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

s vlan-id (2 1%, BER 35 2%(550 VLAN
ERRELET, FBETX 55X
~ 4094 T7 (RSPAN VLAN |Z[&
< ) [e]

GX)

12Dty aiz, —#EOa<wy
RCEFR SN OREE T (R—
FNEZILVLAN) 25052 &0
TEET, 2L, 1200k y g
VINTIEEE TR — b ERET
VLAN ZffH & £8 A,

EE) [|-]: —HEDA v F—T =
A AEITA L E—T = A ZADHH
AIELET, Do ~vORiERB L)
A TV DRTEIC A= % 1O
DA LET,

(f£&) [both|rx|tx]: E=% 1V
TTHNTT 47 OFMEREL
FI, NT T4 v OHMEREL
7o et SPANILEE KT
T4 v EZIENT T 4w T O
EE=H—LET,

shoth: HENT 7 4 v L%1E

NZT7 4w DWW EERLE

7+, ZHET 74 b TT,

IX:ZENT T4 v I T
2 —1LFET,

X EFENT T v I EES
Z—L%ET,

GE)

monitor session session_number
source =~ > R & nlf#E H
T 5L, BHOREETLAR— b
ARETEET,

R w 75 | monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
replicate]}

SPANt v 3 VB LUO%EER—F (&
=X —fAliR— k) ZHEELET,
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| SPAN & & UXRSPAN D&%

rsPaN £ v 3o 0iE [

AU RFERETOVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate

« session_number (21X, AT v 74 T
AN Lz y v a B riREL £
j—O

s destination Ti&, IRO/NT A —F %
BElLxd,

« interface-id (21, %85 H— b %
EELET,
SEHEA B —T = A AT ER
R— h F 721X EtherChannel % 5§
ETHHLENDHY £9, VLAN
T BHZ i TEFERA,

EE) []-]Cix, —#oA
VE—T A RAETNTA U F—
7z A ADHEHERELE T,
7= DRI LONA 7D
AR A=A % 1 DT DA
LET,

3

3

({£E) encapsulation replicate

\ZIE, g VA —T oA AN
EETA H =T 2 ADH T
B R A GRS 5 2 L &4
ELET, BIRLARWEEDOT
7N ME, AT 4 TR
(2772 L) TONry hDk
(ENSE

GE)

= —77 /b SPAN OB 513, #Enk &
WA v 2 —T = A AZR LBy V=
VESEMEATOMERH Y T,
monitor session session_number
destination =~ > R Z @k [E1E 5 %
L BEEOEE LR — MERETEE
D

ATvT6

monitor session session_number filter {ip
| ipv6 | mac} access-group
{access-list-number | name}

1

SPANtE v ay, 7402 0F5%
RTy bDEAT . BIUFSPAN & v
Ta U TCHERT A ACL T L £,
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B rsentcosavome

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

Device (config) # monitor session 2
filter ipv6 access-group 4

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

» access-list-number (213, FT7 7 4 v
TDT 4B TR LW
ACL B S5ZfHELET,

ename (2%, N7 T 4T DT 4L
&) 7T 5 ACL O4FITE
FBELET,

ATy T17

end

1 -

Device (config) # end

HibE EXEC E— FIZREY 97,

ATvT8

show running-config

1

Device# show running-config

AN EHEB LTI

ATvT9

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
AR EERTF LET,

FRSPAN v >3 > ®

=SJLeo

axX Ak

RSPAN #Et v ¥ a U &BME L., BN ROEETLE L U0%65E RSPAN VLAN #457E L.
t v 3 VIZFRSPAN ZRET H121E. ROTFNEEZFEITLET,

FIE

ARV RFEEETI 3y

=)

ATy T

enable
5 -

Device> enable

¥ikE EXEC T— F&EANZ L £,

e NMAT—REASNLET (TR
N8548 .
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| SPAN & & UXRSPAN D&%

rmsPAN v+ 3o 0%z [

ARV FFEREETIVa Yy

E:)

RFw 72 |configureterminal Ja—r g ar7 4 ¥al— gy
- T FEMBLET,
Device# configure terminal
RFw 73 |nomonitor session {session_number |all |+ v 3 g Z%tF B EELFED SPAN & E
|local | remote} ZHIR L ET
- « session_number OFLPHIL, 1~ 66
‘6—?—0
Device (config) # no monitor session 2
edll : T _XTOSPAN Y V3 %
HIBRL 97,
elocal : ¥R CO—HLtkv g
CERHIERLET,
s remote : 3XTD VU E— | SPAN
tyrarEHIBRLET,
AT w74 |monitor session session_number source { [SPAN & v+ 3 > B L ELR— k

interface interface-id | vlian vlan-id} [, | -]
[both | rx | tx]

&1

Device (config) # monitor session 2
source interface gigabitethernetl/0/1]

(E=F—xRGAR—) ZHELE
j‘o

+ session_number D #iPHIL,
T,

- interface-id 121X, E=% 1V 7
HEFBIUAR—NERRELES, A
hig A B —T = A AL, W
A B =T 24 ABLOHR— b
F ¥ FNVEREEA VA —T = A A
(port-channel
port-channel-number) 723&% Y £9°,
B2 AR— b TF ¥ X NFE T~
48 T,

vian-id 1213, BRI 5%E5c
VLAN Z{5ELE7, FRETE 5
FPHIX 1 ~ 4094 TF (RSPAN
VLAN 13[:<) o

GE)
12Oty variz, —HOa~
v R CERINTEEOXE T
(R— M E/IZVLAN) 255
ZENTEET, ZEL. 120

1~ 66
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B rsentcosavome

SPAN # & U'RSPAN it |

ARV FFEREETIVa Yy

S

Ty a  rNTIHEETLR— &
EEICVLAN Z & £/ A,

o (fEE) [|-]: —#HDOA U H—
T ARAENFIA L H—T A A
O#EFAZIEELE T, I ~DH]
HBLONA 7 ORFIHRIZ A —
2& 1 OFTOANLET,

o (f£E) [both|rx|tx]: E=%1V
YITTHRNTT 4w DM EE
ELET, FT 74 v DA%
FRE Lie o 72854, SPAN [di%
BrIT74v I EXENT T 4 v
J DM EE=H—LET,

sbhoth: #FE N7 74 v 27 LZ(E b
T4y I OMGEE=S—LE
T, ZHIEF 7+ FTT,

X ZENT T AT BT —
LET,

X EENT T4 v BT —
LiTo

GE)

monitor session session_number
source =~ RAMEEEIEH T %
&L BEEORETR—FERET
TE T,

R w5 | monitor session session_number RSPAN v > 3 v & %55¢ RSPAN
destination remote vlan vlan-id VLAN Z 8 L ¥,
I « session_number (21X, AT v 74
. , . ] THRELEESZANLET,
Device (config) # monitor session 2
destination remote vlan 5 « vlan-id 121% ;E:ﬁ U \/7_,9;«6%
£ RSPAN VLAN ##8E L £,
AFw 76 |vianvlan-id VLANZ V7 4 FXal—Y g E— R
R PR L ET, vlan-id I21X, =4V

Device (config)# wvlan 10

74 %% 70 RSPAN VLAN ZH87E
Li—g—o
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| SPAN & & UXRSPAN D&%

rmsPAN v+ 3o 0%z [

ARV FFEREETIVa Yy

E:)

AFw 1 |remote-span AT w75 CTHRE L72 VLAN 73 RSPAN
i - VLAN O—&Th5H 2 & Z4RE L &
7T
Device (config-vlan) # remote-span
ATw S8 |exit Ja—n)ar7 4 X¥al—gr
15'] : £ — F\0:E D ij_o
Device (config-vlan)# exit
AT w79 | monitor session session_number filter {ip | RSPANt v a2 744X ) 73
| ipv6 | mac} access-group H80y KD HA T $5 LT FRSPAN
{access-list-number | name} Yo gAY 5ACL A8 L
15'] N j"o
. . . . « session_number (21X, AT v 4
Device (config) # monitor session 2 . N o .
filter ip access-group 7 TAND LIty v a U FEIEE
LET,
« access-list-number (21X, 77 1 v
T DT 4NE Y TR LN
ACLEFSZfRELET,
enamellix, b7 74 v DT 4V
2V 7T D ACL D4 i E
RELET,
AFwv 710 |end HrbE EXEC £— RICREDY £,
1 -
Device (config) # end
Z5w 711 |show running-config AN B LET,
&1
Device# show running-config
w712 |copy running-config startup-config B v 74Xal—a77

51 :

Device# copy running-config
startup-config

AR EZRFLET,
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SPAN # & U'RSPAN it |
B seanssurseanNEEDE=S Y LY

SPAN 5 &K U'RSPAN ENfEDE=R 1) > 5

WDFT, SPAN B L NRSPAN BI{EORE LR EZ2F R L CEMEEZE=4 T 5 7-DIZHEHT
Bawy RIZHOWTHHALET,

# 9:SPAN 5 & U RSPANBVMEDE=42 1) >

avo kR BHH#
show monitor HI{E D SPAN. RSPAN. FSPAN. 7~ FRSPAN %
TErEFRLET,

SPAN 35 & U RSPAN O 5% 7 5

W DX 7 a 12 SPAN 8 L TVRSPAN OFREHIZ R LE9

5l - O—#)L SPAN D& E

WIZ, SPANE Y a1 ZREL, R — b~ HEEETR— DN T 7 4 v 7 2=
2550 RLET, &I, By a1 OBEFO SPAN RELHIBR L, B 7k %
MEFF L2, BHIM NT 7 4 v 7 ZiE{EI0AR — b GigabitEthernet 1 7> 535648 — K
GigabitEthernet2 IZX 7 —V > 7 LE T,

Device> enable

Device# configure terminal

Device (config)# no monitor session 1

Device (config) # monitor session 1 source interface gigabitethernetl/0/1
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
encapsulation replicate

Device (config) # end

WIZ, SPANtE v 221 DSPANEFLE LTOR— 1 ZHIBRT 261 2R LET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 1 source interface gigabitethernetl/0/1
Device (config) # end

WIZ, WEME=FPERESNTWER—M T, MENTFT T4 v I DE=FET 1 E—T )L
T 50l R LET,

Device> enable

Device# configure terminal
Device (config) # no monitor session 1 source interface gigabitethernetl/0/1 rx

R—=PFITZIETDHIIN T T4 v I DE=ZEIT 4 2—TIIR D FTB, ZOR— FLEE
SNDHRNT 74 v 738 &EEE=FSNET,
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| SPAN & & UXRSPAN D&%

1 - RsPAN VLAN 0 fer I}

WIZ, SPAN v a U 2 NOBEFOREZHIFRL, VLAN1 ~3(ZET 5T XTOHR— KT
ZENT T4 v I RE=ATHEIICSPAN Yy g L2 2REL, B SN N T T 4
7 % %iSeAR— B GigabitEthernet2 [IZEE T 2612 R LET, I HIZ, ZOHEITVLANIOIZE
THTXTCOR—FTTRTDORINT T 4 y&%%:&?éiﬁ%%éﬂif%

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source vlan 1 - 3 rx

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2
Device (config) # monitor session 2 source vlan 10
Device (config) # end

KIZ, SPANtE v a L 2DBEFORELHIRL, Ty b A —V Ry b VY —AFFILHR—
M ECTCREENDI N T 74 v 7 2 ET=XTHLEIIZSPANE Y Vg UV 25REL, O T
T4 w7 ERETA— NERIUCH O T v-MEFROSE XTI E Y F A —H Ry F AR—1F2
\ZEE L. T 740 BAJI VLAN & LT VLAN 6 2 L 7= ADBRE % A 12— 7 M2 5 4
PR LET,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source gigabitethernet0/1 rx

Device (config) # monitor session 2 destination interface gigabitethernet0/2 encapsulation
replicate ingress vlan 6

Device (config) # end

RIZ, SPAN kv a2 OBFORELHIFRL, T2 R— | GigabitEthernet 2 T3 &

NI 7497 %F=4—FT5H5LIITSPANE Y a2 %R EL, VLAN1 ~ 58 L9
WKL TCDIH T T 4 v 7 Z5ileai— b GigabitEthernet 1 (Z2E 4 5612~ LET,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx

( )
Device (config) # monitor session 2 filter vlan 1 - 5 , 9
Device (config) # monitor session 2 destination interface gigabitethernetl/0/1
Device (config)# end

{5 : RSPAN VLAN O 1E Rk

Z DOfFliE, RSPAN VLAN 901 DIERTiE%E R L CWVWE T,

Device> enable

Device# configure terminal
Device (config)# wvlan 901

Device (config-vlan) # remote span
Device (config-vlan)# end

WIT, Byiay LIZKHET 2BFD RSPAN SR EXHIBR L., BEOEETLA v F—T oA X
HEE=HATHEIICRSPAN By v a1 2R EL. & 5555 % RSPAN VLAN 901 (ZR%ET
HH &R LET,
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SPAN # & U'RSPAN it |
B sean s s URsPAN g EEEE

Device> enable

Device# configure terminal

Device (config)# no monitor session 1

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 tx

( )
Device (config) # monitor session 1 source interface gigabitethernetl/0/2 rx
Device (config) # monitor session 1 source interface port-channel 2
Device (config) # monitor session 1 destination remote vlan 901
Device (config) # end

WIZ, RSPANt® v a V2D FOREZHIFRL, N T 7 R—F2 T EINDI N T T 4 v
JHEEFE=HATDHEIOICRSPAN Yy a2 2R EL, VLAN1 ~5BILO9 I LTDH b
Z 7 4 v 7 Z%5i%% RSPAN VLAN 902 ([ZEE3T 50 2R LE T,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx
# monitor session 2 filter vlan 1 - 5 , 9

# monitor session 2 destination remote vlan 902

# end

( )
Device (config)
Device (config)
Device (configqg)
Wiz, #fELY E— F VLAN & L TVLAN9OL, %A v #—7 = AL LTHR— M ZRE
T 5E 2R LET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 source remote vlan 901

Device (config) # monitor session 1 destination interface gigabitethernet2/0/1
Device (config) # end

®IZ., RSPAN v 32 TEEILYE— F VLAN & LT VLAN 90l R E L. EETHR—
I GigabitEthernet2 #5651 > 4 —7 =A AL L TRE L, VLAN6% T 7 4 /L k D3%/5 VLAN
CLTHEREBN I 74 v 7 DEREEZA X —T NS T B0 2R L ET,

Device> enable

Device# configure terminal

Device (config) # monitor session 2 source remote vlan 901

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
vlan 6

Device (config) # end

SPAN # & U RSPAN D #6E B FE

ROFIZ, ZOFEY2—/LTHHTLEEDY U —2ABIUOMERFHRZ R LET,

IHHOMEEIE, FICHR SN TOWARWIRY | ALY U —2LUEOT~THY J—ZT
EATE £,
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| SPAN & & UXRSPAN D&%

sPAN #5 & Ut RsPAN i EE ]

IJ I)—X

HaE

HEEEHR

Cisco IOS XE Gibraltar 16.11.1

AL v F K= b TFIAF
(SPAN)

AL v FHR—= T FTA4Y
R=T 7RT I EIZX
RMON FYu— 7% H L T
A— M FE7/21E VLAN OF /34
ADNT T4y 7 HEHTE
*7,

Flow-Based A A v FHR— k7T
+Z 4% (SPAN)

71 —~_—ZD SPAN : 57
Shl7 4 nZEHERL T
v RABRA NHOMET —
DHEXXY T T T HTEEY
L ET, 7o 2L
IPv4, IPv6 £7-1% IPv4 &
IPv6, & HWIIFEE SN2k
B esde” RLARBOIP k
774 v 7 (MAC) LIFh%Hi
B+ 7 2782 U2 NOBLE
NHERINET,

AL v FR— LT F T4 W
(SPAN) : Z3fA —27 L X
SPAN

ZOBREIX. 74 1 — FRIT
TTICHEENTWD AT

SPAN &AGHOET, 74
NS Al N &<V Wl s s VA

SPAN #RE A 2L L £ 9, H
7] SPAN #§RER 7 A 1 — R
WCHBEEDHZ LT, VAT
ADINT p—= 2 AL
7

Cisco I0S XE Cupertino 17.7.1

AA v F R—KsTFIF7A4W
(SPAN)

Z OBEREIX. Cisco Catalyst
9600 3 U — X A—/8— 3 A
2EFY a—)b

(C9600X-SUP-2) |ZHEA X4
F LT

CiscoFeature Navigator 35 &, 77 v b 74 —ABIWRNY 7 b0 =T A A=V DV HR—
MMEH A iR T& £ 77, Cisco Feature Navigator {27 7 & 24 521X, https:/cfong.cisco.com/ |Z

HEHET,
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ERSPAN )% E

« ERSPAN OREEDHITESRME (151 ~—)
« ERSPAN & ERFOHIFIFIE (151 ~<—)
« ERSPAN O EIZET o 1FH (152 _—2)
« ERSPAN DX EH1E (156 ~—2)

« ERSPAN DO e (168 ~—2)

« ERSPAN Offggd (169 ~—2)

« TOMOBZEEE (172 ~—)

« ERSPAN OHEREDJERE (172 ~=—)

ERSPAN 0% & DAt &4

7R L u—L XL (ACL) 7 4 VZMBLT. R NVICE=F—RER T
T4 v I ERETHENCEASINET,

ERSPAN X ERF D FFEIE

Z OREREICIE, ROFIRRH Y £7,

BN ETIL, IPVABLVIPVE D37 v R TORYR— &N, IP~y X —DR\W\W LAY
27y RTIEYAR—FEINETA,

cEEFETLELTR—FDYU A NELIZIVLAN DY X N E2BRETEXFETN, BHEOEY I3
NIW B ERETHZLITTE ERA,

*ERSPANCLI Z /L CEyva v RREIND L, BEyvarDEkyrary 47X
BECTXFEHA, 2NOHELEFTAH L. a~r FonEX2FEA LTy > a Y
BRLTHS, By ary ZHRETILENRDHY £7,

« ERSPAN iX¥{E 70t v ¥ 3 &, & — B /LITi%{E & 472 ERSPAN Generic Routing Encapsulation
(GRE) THTBMEESNTE N T T 4 v 7 ZEETAR— b at—LEdA,
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ERSPAN 03 |
B ersean omicEET B 1SR

« IPv4 5t @ ip routing =~ > K & IPv6 #2f5¢D ipv6 unicast-routing =~ > N & 223 %
&L BEAR— R ~DERSPAN N7 7 ¢ v 7 7 —MEIE LET,

* ERSPANover MPLS VPN (%, LA ¥ 3VPN, B A hl—T 47 BIOV—AL R
MPLS THHR—bFENFET,

* ERSPAN over MPLS VPN &, L2VPN, 6PE, 6VPE, MPLS over GRE, I X U InterAS TiZ
PR—bFSNEE A,

* MPLS 27 AA v F % ERSPAN%EScE L CRETH I EIXTEEHA, ERSPAN T 7 ¢ v
JiE, 1o07anf Z—x oY (PE) mbRloTasXf Z—x v (PE) IZHzETEE
To 200F NS =2y VRO AT AL v FITEHETEETA,

«ERSPAN v+ 3 Tlit, DHCP A >V =7 "X v Mixy 7F v EnE¥ A, DHCP
AT MRy hEiE, CPUILEL > TEEREESN, Ry T —ZIZFEH A Z % DHCP
X% v & (DISCOVER, OFFER, REQUEST, ACK /"7 v k) Z#fELET,

*ERSPANt v v a UIRNENZ /> TWD RN 7 T v TERENFEITH O EICHE TIN5
£, ERSPANt v o a T EZIRIECHBEIIC/ERR S IV E T, 1ERK &4 72 ERSPAN & v
Ca X TEICTHEDCTALERH D 7,

* ERSPAN (I, QoS v = —E VI BLORY v 7% R—FLTOERA,

FREOHIFIFEHITMZ . Cisco Catalyst 9600 2V — X A—/X—/SA H 2 E V2 —/b
(C9600X-SUP-2) (ZIFLL N OBINOHIFIFHE A S E T,

« ERSPAN %6564 A 712 v v a VidH AR —F ST EHA,

o 7 4 VA _X—Z@ BRSPAN [IH A — F I THERA,

* RSPAN [THAR— F &N TV EHA,

*ERSPAN v aid, CPUREDO N T 74 v 2%y 7F ¥ LEHA,

« TX/H 716516 C?D ERSPAN 2550t v & a AR — FEh T A,

« MTU 1 X1 344 B L 109,000 /XA MIDHRETE £, 344 225 9,000 £ TORDIE
IIMEATE EH A,

o IPv4 776t AT HERRM] (TTL) 3 X OYIPv4 Differentiated Services Code Point (DSCP) A4~ =
NIV A= FEINTWERA,

¢ IPv6 TTL. IPv6 DSCP. BLOIPv6 72— F LA 7L g VFR— IR TWHERA,
« EETLEBEED ERSPAN £ v L a LZBMEEH 2 LIXTXEHAL

ERSPAN D% E(ZRE9 1Rk

Z ZTiX. ERSPAN OBREICOWTHHA L £,
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| ERSPAN mE%E
ersean oz [l

ERSPAN D&

Cisco ERSPAN #EREZ (925 &, W—FELIZVLAND T 7 4 v 7 2F=H4—1L, T=
H—EINTNT 7 4 v 7 EEEAR— NMIEETEET, ERSPAN (X, A vF 7Fr—7 TN
A 2R E—FE=FVY 7 (RMON) 702 —7RE DXy NI—0 T FIA W T T 4>
7 #%fE LET, ERSPANIX, BEAQRD5F /4 A LD Y —2KR—F, YV —AVLAN, BLU%E%%
AR—hrE2YAR—MLT, XY FT—2 ECOEBEDOT NA ADYE— R E=H ) T HIHEL
7

ERSPAN IZ., £ K 9180 XA b T E =37 v &P R— bk LEJ, ERSPAN i1,
ERSPAN 5§t v a v, —T 1 7 R[HE7 ERSPANGRE W 72Vt h T 7 4 v 7 0 B
JTOVERSPAN ZG5Et v a U TSN TV ET,

ERSPAN 41576 v ¥ a3 >, ERSPAN%ES et v v a v, FIFDM 2T A A THRETE
F7, BRSPANIXEILE v v a VOAEDBEE SN TWDT /31 A1X, ERSPANIE(EILT /31 A
EMEEILET, ERSPANSEEE v a Y IETREREIN TN D 7A4xi\HSMN%%?A
ARAEMINET, T35 AlX, ERSPANE(E LT /A A &7 /S ADMl 5 & L CHERE
EFET, AT ANAATOER NI 747D Ry FIZORNLAREERDOH L, VT 74
T DF—_—=H T2 YT arwEEET AR, EEILT A ATEFE Ly v a VERE
THANS, sty a VRREII, ST AN ATEHEL TS I EA#RB LTS
AR

EEITEAR— b £ 21T EETC VLAN IZDOW T, ERSPAN I, AN RT7 740 v o, HA T
Ta4v I, FREIAMND N T 74 v 7 BEMTEET, 7 740 FTlE, ERSPAN X, < /L F
FYAMBIOT Yy Y T harsy—4% 2=y (BPDU) 7L —2Ab%EET, TXTO K
T4 v EERLET,

\)

() ERSPAN [, Cisco Catalyst 9600 2 V) — X A—/3— A H# 2 F 2 —/L (C9600X-SUP-2) TP
YNANTFXXYANNT T 4w 7 DER=HY T R—FLTOVERA,

FTNA AL, K66 Dy arEdiR—hLET, ZKKEOODEETLE Yy a LV EHRET
%i‘é‘ ooty a i, RSPANsEEE Yy a2 LTHRETEET, HE kv

iE, m— BV SPAN #£fE e v ¥ a 7213 RSPAN {5t & v & 3 &% 5V d ERSPAN %
Bty raronFhnlie £9, FEXt vy a oL, 5E S 772 ERSPAN 6%t
oy varOBEFEY LET,

FNRA AT, B arTEICRR0ODEX2 YT 4 I —TF %7 (SGT) 7 4 V2 EHR—
fCcxEF,

ERSPAN EETEE v a it RDNRFA—FITL->TERINE T,
v g ID,
« ERSPAN 7 2 — ID,

sy a Nl Lo TERINDEE LR — M FELITEEIL VLAN O—E,
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ERSPAN 0% |
B erseanizzn

» Generic Routing Encapsulation (GRE) T ~Nwu—7F|ZBHET 5,

IP Type of Service (ToS)
X2 IP Time to Live (TTL) 2 E DA 7 a » OEME,

SEEBIUEETIP T FL A, ZhblE, ¥¥ 7 FvEN/ZFTF7 747 DGRE =X
O—7F05HEIP T FLALEETLIP T FLAE LTENEFEA SN ET,

A\

G¥)

« ERSPANE{E70t v 3 3 . ERSPANGRE 1 7R LS T 7 4 v 7 B EE0R—
Fbavr—LEHA, ERSPANEETE vy va s Z iz, #ETe LTR—MERIT
VLAN Zfif4 25 Z L3 TEFIA, WMFIMEHATEEEA,

« AT RMEB L ON T RAEIERIIAN— R U =7 TEITS D720, CPUNRT F—v A
IRERE T T A

¢ IPv4 BE NPV DEERB IR T VAR — b~y X —0BHR— I TWET, Type-ll
BLO Type-lll ~v ¥ —%EGH %7,

Cisco Catalyst 9600 2/ I — & Z—/8—/A # 2 £ 2 —/L (C9600X-SUP-2) |+, Type-III
Ny X =P R—FLTWERA,

9:ERSPAN D%

Switch D Destination Switch
=1 {Data Center)
Routed D1 'LDE
GRE-Encapsulated "‘Z./f
Traffic ) Probe
—

-~ Routed
L4 MNetwork

Routed
Routed SESEP GRE-Encapsulated
GRE-Encapsulated _ / /\, Traffic
Traffic A
A3 B4
i Q — Sourf:é::sl;h[es]

MT AET EniaziasI

120377

ERSPAN ;%1€ 7T

Cisco ERSPAN EREIZR DEETLE AR — M LE T,
cMETLAR—bF : T T4 v I HHTDT=0
‘9@1?77:TL FNERET DI ENTE,
CEETR—PFE L TRETEET,

WCE=X —SNDEFEILHA— M TT, {EEDVLAN
oo 7 Rm—hMZE, IERNT U IEETR—FE L

CEXEITLVLAN : T 7 4 v 75Dzt =%—35 VLAN T9,
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| ERSPAN mE%E

ersPan szt — [l

ERSPAN %G 5t /R —

555 R — ML, ERSPAN B E OO N T 7 4 v 7 2B 1ET AL A VY 2LANR— b E 7=
1L A ¥ 3LAN R— FT1,

R—REFER— N E L THRET DL, FOR—NMINT T4 v I EBZETLERTERL
&@i# AR— M 1% ERSPAN FEBEEEH T3, ERSPAN %555 — R Tlx. ERSPAN B> 3
ISR N T 7 4w 7 DS OEREII T EY A, b7 R—hE5deAR— e LTERET

HZENTEET, ZNICE-T, BN IT VI R—=DBDI T VML T 7 4 v 7 %
THZENTEET,

SGT X— X ERSPAN

X2 VT 4 NV —T7%7 (SGT) I, » 7 A T Cisco Identity Services Engine (ISE) 73
A= P—FZFZ U FRA U by v a BV Y TDH 16 By METT, Ry hU—7 A~
TIANT I F XTI, By va AZEHI0 Y THHOREMELEL LT SGT Bifiksil, Tty
arnbDTRXTO NI T4 v I AX 22 TPEAINET, 77 v M7+ — A,
Ty arbioVRKS0DSGTRY v—%&HHR—FT&EET,

BEfFED 7 1 —~—Z SPAN (FSPAN) F 721X VLAN 7 4 V¥t v 5 Tk, SGT 7 4 /L%
VU PBREITFR SN TOHWEREA,

\)

GE)  SGT 7 4 v & U > JE%EIL, Cisco Catalyst 9600 3V — R A — = A ¥ 2 £V 2 — /b
(C9600X-SUP-2) TiIHAR—FSHnTWEHA,

ERSPAN 5% o LR > T

ERSPAN ~» X —3 % 4 7T IIERE SN TWAHEE ., ERSPAN ¥ A AR X U IXHENICH
I FF, XA LAZ LT T 4 — )V RIE, T ADNr y NBIEZ GRS 5 72012/
SNET, ERSPANEFTLE v a > Tk, Ny heZETHEXA LAZ T T 4 —)L R
iz ~ﬁw%ﬁk%%kﬁéhiﬁom%?//a/m\_@&4Ax&/7%77jﬁ—
TaAlETZENTEET, ERSPANIL, 328y MERXDTRTOHX A L AX T HFR—
FLET, 1007 /8 (ns) OREEYR—FL, XA LAZ LT T 44—V RDOT T T T
> REERIEH) 7 99 CF,

ERSPAN over MPLS VPN

CiscoIOS XE Bengaluru 17.5.x U U — A LI, </ F 7 han 7~V XA v F 27 (MPLS)

N=F ¥ )V FIF7A = 3y FU—2 (VPN) ZJr LTH&MN%774/&%%%T%5
£ 912720 £ L7z, ERSPANoverMPLS VPN Z fiZhiZ 4 5121%, * vy UV —27 T AF 71 |k
A FYL AL v F 7 (MPLS) | 3“\“/1@5%7%1 I\:t/lx (LDP) . # X UFCisco Express

Forwarding # A%IZT 2 MR H Y 7,
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ERSPAN 0% |
B ersean omEsx

ERSPAN %655 % #% & LT, MPLS VPN Z4 L7- ERSPAN T 7 ¢ v 7 D¥%[EIC VRF 28I T
% ¥4, ERSPAN destination session source =~ > R Cvrf ¥—7U— FZ#H L T, %E7C VRF
ERETEFET,

ERSPAN DX E A%
Z Z TlE. ERSPAN OFREHFEIZOW T L E T,

ERSPAN = {Ett v 23 VDERTE (IPvé)

ERSPAN EfE Tt v a vid, FE=F—T25 v a ViRENRNTA—EBIUOR—ME721T
VLAN #F# L £7, IPV4 ERSPAN EEtt v v a VA TEETDHITIE. ROTFIEEZFEITLE

7
FE

ATV REEETI 3 Y B

AFw 71 |enable KiHE EXEC ©— REZAMIC L £,
1 NAT—READLET (FERshiz
Device> enable i}%é\) °

Z5w 2 |configureterminal Ja—\)ar4FXal—var
i - E— FERBLET,

Device# configure terminal

R w73 |monitor session span-session-number |t w3 gL IDEkviar AT HE

type erspan-source i L CERSPAN &Gtk v v a v %

B - 7E# L. ERSPAN O =X —%{5 70

Device (config) # monitor session 1 type t yvay ass A Fal—ar
erspan-source T— FEHEBLET,

« span-session-number 5|4 O HiH X
1~66TY, MLy a &S
IFEEEEATE EEA,

cEETXEy v arEITsty
vardOkyiarIDIEELS
o— L7 ID AR— AT H BT
W, HEvvarIDIIm GO Y
varAA AR L T e—r
IZ—E T,

v 31D (span-session-number
GBI K-> THRIE) BLUE Y
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ERSPAN %5t v & 3 voiE () [

ARV FFEREETIVa Yy

E:)

va X A7 (erspan-source ¥ —
U — RIZE o THRE) X, AN#E
FEFECTCXERA, BEyiarvz
HIBET 512id, Zoa<r Kdno
FEXEHEHL, FrLnvkyia s
DELFHFLVE Y a v Z AT
Ty varEEERLET,

AFw 74 |description string (fEE) ERSPAN #£fEiik >y a o
{;“ : gﬁﬁ)ﬂ %fﬂjj Lijﬁo
Devicg (c?nfig—mon—erspan—src) # * string ST I3 A K 240 L7 & fE
description sourcel T% ivg;_o 7,,: 7L: L\ #%%i?i 7,,:
[ZAR—=ZIEHTEE A,
AT w75 |[no] header-type 3 (EE) AA v TF % %A 7 1ERSPAN
i - Ny —ITRELET, T AN NS
e . A 713 % A 7 11 ERSPAN ~ v Z—T
evice (config-mon-erspan-src) #
header-type 3 j‘o
GE)
Type-Ill ~» #—{X, TEI¥HFA— K
WTUWER A, Cisco Catalyst 9600 2
V=X A== R P2 2—/LD
SVL BTV FAR—FrsnTnER
/Vo
RTFw 76 |source {interface interface-type EAETEA v F—T = A AETIZ
interface-number |vlan vlan-id} [, |- [ both | yLAN. BLEOE=%—F 2 F57 ¢ v
| x| tx] 7 DS ERELET,
i )
Device (config-mon-erspan-src) # source both 3 L O\ tx F7 g VAN TIEY
interface fastethernet 0/1 rx 71:0_ ]\ éj”bfl/\i‘ﬁ_‘/uo Cisco Catalyst
9600 Y — R A— X— A F 2 E
¥ a—/® SVL B TIEYAR—F &
NTWERFA,
ZXTw J1 |filter {ip access-group (fE) ERSPAN X{Ees 77

{standard-access-list | expanded-access-list
| acl-name } | ipv6 access-group acl-name
| mac access-group acl-name | sgt sgt-1D
[,1-]1]vianvlan-ID [, | -1}

1 :

N— b ThHL%5E. XETLVLAN 7 4
NZ Y T ERE LET, filter sot
sgt-ID =~ > Ni%, ERSPANX{Ect »
2 a s TSGT 7 4 NE Y VT HBREL
7,
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B erseanizizit v s omE (Pw)

ERSPAN 0% |

ARV FFEREETIVa Yy

S

Switch (config-mon-erspan-src)# filter
vlan 3

GE)

« %&{E7C VLAN & 7 /L Z VLAN
FRICLEY Y g cgHsr LT
TEEHA,

+ 710 —~_—2Z® SPAN (FSPAN)
Tyl al sBLOSGT 7 4 V4
V> 7 OEIX, Cisco Catalyst
9600 > — X A —/ 88— XA 2
EVa2a— LTI R—-— ST
FHA,

ATvT8

destination
1 -

Device (config-mon-erspan-src) #
destination

ERSPAN &t v g v Do
T4 X2l —TarE— RERBLE
KR

ATvT9

erspan-id
i -

Device (config-mon-erspan-src-dst) #
erspan-id 100

erspan-flow-id

ERSPAN 77 ¢ v 7 Zwnl ¥ %7z
W, FEILB LU Yy v a T
HEhs D ZsE LET, T,
ERSPAN %isEt v a VORETH A
NTDHHERH Y £,

ATy 710

ip address ip-address

1 -

Device (config-mon-erspan-src-dst) # ip
address 10.1.0.2

ERSPAN h T 7 ¢ v 7 D%t LTl
HENAIPT FLAZRELET,

ATy INn

ip dscp dscp-value

1 -

Device (config-mon-erspan-src-dst) # ip
dscp 10

(EE) BT IaL— a3
(CEM) F ¢ KRB D8 MK
L T IP DiffServ == — K 7" A > b
(DSCP) D% A Fr—TWMIZLE
R

GE)

ipdscp 2~ Rik, TiEHAR—Fah
TUWEH A, CiscoCatalyst 9600 > 1 —
R A== XA F2E Y 2 —/LDSVL
BT AR — S TWEREA,

AT T12

ip ttl  ttl-value

1 :

Device (config-mon-erspan-src-dst) # ip
ttl 32

(fEF) ERSPAN K7 7 1 v 7 NDX
7y ROIPTTLEZZRE L E T,

G¥)
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| ERsPAN @

B

ax ;&

ERSPAN %5t v & 3 voiE () [

ARV FFEREETIVa Yy

E:)

iptth =~ > Rix, TIEYR—rEnhT
WEH A, Cisco Catalyst 9600 3 V) — X
A=A P 2 E V2 —/LD SVL
B TIE AR — F I TOERA,

AT v 13 |mtu  mtu-size MTU DY)V #ETH A XE2REL £
- BE S MTU YA LD HRE W
. . ERSPAN /N7 MIT T, HEIN
Device (config-mon-erspan-src-dst) # .
mtu 512 A Xz EConET, MTUY
A ROHPHIX, 176 ~ 9000 /34 T
To T 74V MEIZ9000 31 FTY,
Cisco Catalyst 9600 > J — X A —/3X—3
A HF2EY 2 —/LTiE, MTUI A X%
344 3 L 19,000 /3 MZDFHGRETE
iﬁ‘o
Z 5w 714 |originip-address ip-address ERSPAN 77 4 v 7 DikfEme LT
Bl - EHENDIPT FLAZRELET,
Device (config-mon-erspan-src-dst) #
origin ip address 10.10.0.1
ATy 15 |vrf vrf-id UEB) Za—RL—F 7 F—
i - T NDRD YT D VRE 4 25 E
Device (config-mon-erspan-src-dst) # LETS
vrf 1
ATy 16 |exit ERSPAN A5tk v ra vsife=
Bl - T4 X2l —arE—REETL,
. . ERSPAN ({5 tt v ay ar 7y
Device (config-mon-erspan-src-dst) # . o
exit Fal—raryE—RIREYET,
AT w717 |no shutdown A B =T 2 ATRESNTI=E
15“ : °/Ei \»/%f/r *—711/0: L/i‘j—o
Device (config-mon-erspan-src)# no
shutdown
ATwv718 |end ERSPAN ({5t v va v avr 7y
i - Fal—TalrE—RNEKTL, Ff

Device (config-mon-erspan-src) # end

EXEC £— RIZEREY £7°,
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ERSPAN 03 |
B esrseanseit o aomE opw)

ERSPANSEEt v L a3 VDERE (IPvd)

ERSPAN%GI vy v a v id, By v a VRENTA—HLEE=F B NT T 4 v 7 BZET
HER— L EERZLET,

)

() Cisco Catalyst 9600 * U — R A—/3— 34 # 2 F 2 —/L (C9600X-SUP-2) %, IPv4 ERSPAN
LA T ey a v EYPR—FLTOWEREA,

IPv4 ERSPAN 585t v v a U A EFRT HICIE, ROFIEEFITLET,

FIE
avyREEEF79Va3 Y =]
ATwv 71 |enable M EXEC E— FE2 AT LET,
11 - NRAT—KRKEANLET (EREIN=
Device> enable %%é?) °
Z5wF2 |configure terminal Jua—r L ar 7 4 Xal—ay
B - T— REBHBELET,

Device# configure terminal

X w73 |monitor session session-number type |t oL g IDEtEY g L XA T EE
erspan-destination JALTERSPANSEEE v 3 o & iE#

Bl - L. ERSPAN DE =4 —5isEt v =
Device (config)# monitor session 1 type AT A Fal—vs )/:Eb—-}féfﬁﬁ
erspan-destination ﬁﬁ113£7f0

« session-number 5 |ZOFPHIL 1 ~

66 TT, tyiaFHT T
HOIVENRDH Y | EERIEHTX
¥ A,

s EETXEy v a rERITsEE Y
vardOkyiarIDIFRELS
2 —/ L7 ID AR—ZANIZH DT
W, Koy arIDIIm GOy
varAA IR LTI r— L
IZ—ETT,

«Zwv I g ID (session-number 7|
HIZL->THE) Bty =
v A A7 (erspan-destination |2
Ko TEE) 1, ANRKRITEET
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| ERsPAN @

B

ax ;&

ERSPANSasct v & 3> 0E (Pva) [

ARV FFEREETIVa Yy

E:)

TFEHA, BEyvarrilRT S
i3, 2wy RO nofE A1
AL, ittty va rIDERIR
Hlnwkyi a4 7Tty
va rEFERLET,

A7 74 |desription string (f:E) ERSPAN %i%it v v 3 O
5l - e AN LET,
Devicg (c?nfig—mon—erspan—dst) # . stl’ing %I?ﬁﬂ: li%j( 240 X?i T]\
description sourcel HTx iﬁ”ﬁg\ *j{‘ﬁiii%z&‘—

AeEHDH I LIXTEERA,

R w75 |destination interface interface-type ERSPAN %5%ct v 3 a v &BEEFEET
interface-number F— MBS, T f—F B T
i T4 v I DT REERLET,
Device (config-mon-erspan-dst) #
destination interface
GigabitEthernetl1l/0/1

ATwvJ6 |source ERSPAN 3%t v ¥ 3 Y DXfETL=
B - T4 Xal—varE—REHBLE
Device (config-mon-erspan-dst) # source 7r°

RFw 771 |erspan-id erspan-flow-id ERSPAN 7 7 o v 7 ZiBl+ %72
5l W, BIRTEH EOGESLE v &3 v Tl
e . MEns ID ZikELET, Ziud,
evice (config-mon-erspan-dst-src) # e R e
erspan-id 100 ERSPAN Z#fFi v v a VORETH

ADNTHMENH Y £,
AXFw 78 |ip address ip-address [force] ERSPAN 5 7 4 v 7 O%ast e LT

1 -

Device (config-mon-erspan-dst-src) # ip
address 10.1.0.2

HESNDHIP 7T FLAZRELET,

c ZDIPT RLRIE, v—JA
H—T A AEITIN—T Ny
AH—=TxAADT RLATH
D, BLHEAAL T DOT RLAL—
BT Ho0ERHY £,

*ip address ip-address force =~ >
Ri%, 9XT® ERSPAN i 5t
T a VO EIPT RLAZEFT L
£,
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B erseanizizit v s 0mE (P

ERSPAN 0% |

ARV FFEREETIVa Yy

S

ATvT9

vrf vrf-id

1

Device (config-mon-erspan-dst-src) #
vrf 1

UEE) ZVa—r L —F ¢ 7 F—
TNORDIEHT 5 VRF4 23 E
LET,

ATy 710

no shutdown

1 :

Device (config-mon-erspan-dst-src) # no
shutdown

AV H—T 2 ATHREINZE Y
varEAR—T VI LET,

ATvIN

end

1 -

Device (config-mon-erspan-dst-src) #
end

ERSPAN %i4ct v a v EEL=a
T4F¥ a2l —TarE—REHLTL.
e EXEC £— FIZED £,

ERSPAN = {Ekt v 2 3 VDERTE (IPv6)

ERSPAN &5t v a vid, =X =92 a VRENRNTA—HFBIOKR— MEIT
VLAN ZE# L7, IPV6 ERSPAN XE Tttt v a v 2 EET DL, ROFIEEZZEITLE

B

FIE

ARV RFERETI Y

S

ATy T1

enable
1 -

Device> enable

¥ME EXEC E— F& ANz L £,
NAT—RZANLET @FERkshiz

5a)

o

ATvT2

configure terminal

B -

Device# configure terminal

Ja—nRN) a7 4 FX¥al— g
ET— FZBLET,

ATvT3

monitor session session-number type
€r span-source
1 -

Device (config) # monitor session 1 type
erspan-source

tyvvarviDébtyrar XA T%
i L CTERSPAN (Gt v v a v &
E7% L. ERSPAN O =% —%[E7T
ryvaryrarys7 4 Xal—r g
ET— FZHBLET,
« span-session-number O#iFH I 1 ~
66 TH, MLy a  HHiTl
HEfEHTEEHEA,
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| ERsPAN @

B

ax ;&

ERSPAN %5t t v & 3 v oiE (pve) [

ARV FFEREETIVa Yy

E:)

cEEt vy a kst y
varokyyg s IDIEELCS
o —L7e ID AR—ZANIZH D 7
W, Ky va IDII@EIOE Y
varAA IR L T e— L
IZ—E T,

vz ID (span-session-number
FIEIZ L > TRE) BLOE

a4 A7 (erspan-source ¥ —
U— RIZ&k>TRE) 1. AD&
ITERTEERA, Byiak
HIBR 212iE, Zo=a~r Fono
AL, Lty ay
DEZIFFHLVEYy Y arZ2 AT
Ty va B FERLET,

A7 74 |description string (fEE) ERSPAN EfRiit v s o
Bl BHEADLET,
Device (config-mon-erspan-src) # « string B 3B K 240 SCF A ff
description sourcel T ijﬂo 772 L. %%I?i 7
FAN—RFHEHTE EEA,
A7y 75 |[no] header-type3 (L&) AA v F % %A 7 I1ERSPAN
i - Ny L —ICHRELET, T4 EH
Device (config-mon-erspan-src) # A 713z A 7 IERSPAN ~ v A=
header-type 3 7ro
G
Type-Ill ~» % —{X, TEI¥HFA— K
NLTWEH A, Cisco Catalyst 9600 3
Ve X A== R P2 22— LD
SVL P TIZ ¥R —FshTWEHE
Po
RTFw 76 |source {interface interface-type FETEA v F—T = A AE T

interface-number | vlian vlan-id} [, | - | both
| rx | tx]
1 -

Device (config-mon-erspan-src)# source
interface fortygigabitethernet 1/0/3

VLAN, BIOE=4—F5bT77 1>
7 DI MERELET,

(6=3))
both B LD tx 7= %, TiIH
A—FEINTWEHA, Cisco Catalyst
9600 ¥ U — R A—sX—/A ¥ 2 E
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B erseanizizit v s 0mE (P

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

U a—/L® SVL BRI A — F X
NTWERA,

ATy T17

filter {ip access-group
{standard-access-list | expanded-access-list
| acl-name } | ipv6 access-group acl-name
| mac access-group acl-name | sgt sgt-1D
[, |-1lvlanvlan-ID [, | -1}

1 -

Switch (config-mon-erspan-src)# filter
ipv6 access-group exampleacl

(&) ERSPAN iX{Ged b7 27
R—hrThD5E. BEILVLAN 7 4
NEY T EBRELET, filter st
sgt-ID =~ > K%, ERSPAN {5tk v
va v TSGT 7 ANE ) U THBREL
EJ N

GE)
« %{E5C VLAN & 7 ¢ /L% VLAN
ZRICEy Y a A Alawbd Z ik
TXxFEHA,

e 71 —~— 2@ SPAN (FSPAN)
Ty a ryBIXOSGT 7 4 v 4
U > 7 OFEIX., Cisco Catalyst
9600 U — X A — — A H 2
EVa— VTR AR—FITH
FHA,

ATvT8

destination
&1

Device (config-mon-erspan-src) #
destination

ERSPAN #E0E v g sz
T4F¥al—arEe— REBEBLE
—640

ATvT9

erspan-id

&1

Device (config-mon-erspan-src-dst) #
erspan-id 100

erspan-flow-id

ERSPAN 77 ¢ v 7 Z@nl ¥ %7
O, FEILB LU Yy v a T
MEN2IDERELET, L,
ERSPAN 5655t v & a U ORETH A
T 2H0ERHY 7,

ATy 710

ipv6 address ipv6-address

51

Device (config-mon-erspan-src-dst) #
ipv6 address 2001:DB8::1

ERSPAN F 77 4 v 7 O%Edt e LTHE
HAENDIPV6T FLAZHELET,

ATy 7N

ipv6 dscp  dscp-value

51

Device (config-mon-erspan-src-dst) #
ipvé dscp 2

(EE) FHfcIal— a3y
(CEM) F ¥ XS D37y Mk
L T IPv6 DiffServ =— KA1 > b
(DSCP) DA A Rr—TWMIZLE
R

G
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| ERsPAN @

B

ax ;&

ERSPAN %5t t v & 3 v oiE (pve) [

ARV FFEREETIVa Yy

E:)

ipv6dscp =~ o N, TiI#AR— K&
nTCuWEH A, Cisco Catalyst 9600 3
U= A== HF2ET 2 —/LD
SVL B CIIHAR—hShTnEw
oo

AT 712 |ipvettl  ttl-value ({E&) ERSPAN K7 7 ¢ v 7 N3
e 7 RO IPv6 TTLEZ 7% E L E T,
Device (config-mon-erspan-src-dst) # GE)
ipvé ttl 4 ipvettl =~ > Fi&, TIEHR—F&h
TUWEH A, CiscoCatalyst 9600 >V —
R A== A P 2E Y 2 —/LDSVL
BT AR— SN THWERA,
RFw 713 |ipv6flow-label  flow-label-value ({£&) ERSPAN F5 7 4 v 7 ND
i - IPv6 70— T~ L& E LET,
Device (config-mon-erspan-src-dst) # |flow-label-value : &% 0 ~ 1,048,575
ipvée flow-label 2 7?7fo
GE)
ipv6flow-label =~ > RiZ, TiEHR—
h STV EH A, Cisco Catalyst 9600
VY =R AN F2E Y 2 — )
@ SVL B TIEY AR — F ST E
NEWUR
RFw 714 |mtu  mtu-size MTU DY)V $ECTH A REfE LT,
Bl - BRE &2 MTU YA XL 0 HR&EWN
Device (config-mon-erspan-src-dst) # ERSPAN\/\O& 7 b Liﬁ—j\f\ Eﬁﬁ; é h
mtu 512 7oA X2 ECHnET, MTUY
A XOFPHIZ, 176 ~ 9000 /34 KT
To T 7 H b MEIX9000 /31 TY,
Cisco Catalyst 9600 2/ U — X A —/X— X
AP 2EY 2 —/LTliE, MTUY A KT
344 35 L TN9,000 /XA NMZDHFEETE
Ew
R w15 |originipv6-address ipv6-address ERSPAN FF 7 4 v 7 DFEETL LT

1 -

Device (config-mon-erspan-src-dst) #
origin ipvé address 2001:DB8:1::1

FERENDIPv6 7 RLAZHRELE
‘a‘o
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B esrseanseit o s omE (e

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

ATv 716

vrf vrf-id

51

Device (config-mon-erspan-src-dst) #
vrf 1

UEE) ZVa—r L —F ¢ 7 F—
TNORDIEHT 5 VRF4 23 E
LET,

ATV T

exit
1 -

Device (config-mon-erspan-src-dst) #
exit

ERSPAN /570 v v a ol a v
TA4FXal—varE—REKTL,
ERSPAN ity var ar7 g
XFal—arE—FRIEY T,

ATv 718

no shutdown

1

Device (config-mon-erspan-src)# no
shutdown

AR —T 2 A ATHREINT-E Y
varEAR—T NI LET,

ATy 719

end

&1

Device (config-mon-erspan-src) # end

ERSPAN &gtk v ay a7 4
Xal—arE— REKT L., i
EXEC £— RIZEYD £7°,

ERSPAN 55t 23 VDERE (IPv6)

ERSPAN%G v v a id, o a VRENRTA—HA XA RN T 7 4 v 7 % 5T
HR—hEEFLET, IPV6ERSPANSEiE v a V2 ERT DL, WOFINEEZFITLE

j—O

FIE

ARV RFEREETI 3y

S

ATy T

enable
1

Device> enable

¥ikE EXEC T— F&EANZ L £,
NRAT—REAHLET (BERENT-

%a)

o

ATy T2

configureterminal

51

Device# configure terminal

Ja—n\) a4 FXal—g
T— REHBELET,

ATvT3

monitor session session-number type
er span-destination

1 -

Device (config)# monitor session 3 type
erspan-destination

tyvarviDityvarHA T EE
I L CERSPAN %G et v a VA ER
L. ERSPAN OE =& —%5ifct v 3
varZ 4 ¥al—igrE— RNieH
BLET,
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ERSPAN5asct v & 3 > 0%E (1Pve) [

ARV FFEREETIVa Yy

E:)

« session-number 5 EXOHIFHIL 1 ~

66 TT, Ty a ERET-ET
HOVMENRDY | FEHEEH T
FH A,

cEETRE Yy arERIIsEkt Y
varokyyg s IDIEELCS
o — L7 ID AR—ZANIZH B 7
W, HEvvarIDIEE GO Y
var AR LT e— L
I—E T,

« &y = ID (session-number 5|
L -oTERE) B0ty V=
X A7 (erspan-destination {2
Ko THRE) 1L, ANBITEFET
TERA, ByvarmHlRT 5
Wik, Zoa<r Fonof A
ML, #iLtinvky v a rIDERIE
Ly g XA 7Ty
TaraifER L ET,

Z5 w74 |description string ({EE) ERSPAN%i%ct »v ¥ a » Dt
15'] : E»q%]\jj Lij—o
Device (config-mon-erspan-dst) # . Str‘ing FIET 1T R 240 SLFEE TA
description source 1 jj_,c:é( i_g_z,]) ﬁﬁ*ii%x&“—

AEEHEODH T LIXTEERA,

2T w75 |destination interface interface-type ERSPAN %6%ct v a V&K EAZEET
interface-number e MCBEAT, FoX—4 3 RS
£l T4y DOImEERRLET,
Device (config-mon-erspan-dst) #
destination interface
fortygigabitethernet 1/0/3

AFwv 76 |source ERSPAN %65t v v a v OEfFr= v
i - TA4X 2l —arE—RE2EBLE
Device (config-mon-erspan-dst) # source 7r°

RTwv 1 |erspan-id erspan-flow-id ERSPAN 7 7 ¢ v 7 Z5il+ 2 7=

1

Device (config-mon-erspan-dst-src) #
erspan-id 100

O, FEILB LU Yy v a T
HaIns D aRELET, iUk,
ERSPAN #£fFLE >y v a VORETH
ANTHHERH D £,

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



B cersean ozEs)

ERSPAN 0% |

aAv U RFERET7TIVaY B#)
A7 78 |ipv6addressipv6-address ERSPAN +7 7 ¢ v 7 O%E5E & LT
Bl SRS IPV6 T KL AZE L ET,
Device (config-mon-erspan-dst-src)# ipl Z D IPv6 7 L A%, a—h/L A
address 2001:DB8::1 BT e f RAETNEIN—T N I A
B—=T 2 A ADT RLATHY, 565k
AA v FOT RLAEL—FTHHLEN
b ET,
ATy 79 |exit ERSPAN %1%t v v a VikfEooa v
B - 74X al—varE—REKTL,
Switch (config-mon-erspan-dst-src) #exit] ERSPAN 57[1515“12 e \‘/ EL\/ AT 4K
L—y gy E—RICREY £,
AT 710 |noshutdown LB —T 2 A ATHESN-E Y
Bl varEAR—TMILET,
Device (config-mon-erspan-dst) # no
shutdown
A7y 711 |end ERSPAN 56%ct v v a v ikfEm=a
B - T4 X2l —aryET—REKTL,
Device (config-mon-erspan-dst) # end q%‘:*% EXEC £— I\c:)% D i‘j‘o

ERSPAN D % & 5]

WwDE 7 a2 ERSPAN OREH 2R L E T,

SJL ==

ERSPAN L1|=| Tty axX &

Iz, ERSPAN %0t

1 =40

vra Y

Device> enable
Device# configure terminal

ERET LR LET,

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) #
Device (config-mon-erspan-src) #
Device (config-mon-erspan-src) #
Device (config-mon-erspan-src) #
Device (config-mon-erspan-src) #
Device (config-mon-erspan-src-dst) #
Device (config-mon-erspan-src-dst) #

( description sourcel
(
(
(
(
(
(
Device (config-mon-erspan-src-dst) #
(
(
(
(
(
(

destination
erspan-id 100
ip address 10.1
ip dscp 10

ip ttl 32

mtu 512

Device (config-mon-erspan-src-dst) #
Device (config-mon-erspan-src-dst) #
Device (config-mon-erspan-src-dst) #
Device (config-mon-erspan-src-dst) # vrf monitoring
Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

source interface GigabitEthernet 1/0/1 rx
source interface GigabitEthernet 1/0/4 - 8 tx
source interface GigabitEthernet 1/0/3

.0.2

origin ip address 10.10.0.1
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)
ax ;&

{5l : ERSPANSE%E v 2 3 VDEETE .

Device (config-mon-erspan-src) # end

5] : ERSPAN 5Bt 3 VDETF

ERSPAN D FERE

WIZ. ERSPAN 5t v v a v 2B ETAHZ R LET,

Device (config) # monitor session 2 type erspan-destination

Device (config-mon-erspan-dst) # destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src)# erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

WOHNL, ERSPAN 58501 v o a » DEfE57E VRF 2 ET B HiEE R L TVET,

Device (config)# monitor session 2 type erspan-destination

Device (config-mon-erspan-dst)# destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst)# destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst)# source

Device (config-mon-erspan-dst-src)# erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

Device (config-mon-erspan-dst-src)# vrf 1

ERSPAN i EZ BT HIZIE, ROa~wr REHLET,
&Iz, show monitor session =~ > RO FflZ =L E1,

Device# show monitor session 53

Session 53

Type : ERSPAN Source Session
Status : Admin Enabled

Source Ports :

MTU : Fol/0/2

&IZ, show platform software monitor session =~ > KO Al ZR L E T,

Device# show platform software monitor session 53

Span Session 53 (FED Session 0):
Type: ERSPAN Source

Prev type: Unknown

Ingress Src Ports:

Egress Src Ports:

Ingress Local Src Ports: (null)
Egress Local Src Ports: (null)
Destination Ports:

Ingress Src Vlans:

Egress Src Vlans:

Ingress Up Src Vlans: (null)
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Egress Up Src Vlans: (null)

Src Trunk filter Vlans:
RSPAN dst vlan: O

RSPAN src vlan: O

RSPAN src vlan sav: 0
Dest port encap = 0x0000
Dest port ingress encap =

0x0000

Dest port ingress vlan = 0x0

SrcSess: 1 DstSess: 0 DstPortCfgd: 0 RspnDstCfg:

DstCliCfg: O DstPrtlInit: O
Flags: 0x00000000

0 RspnSrcvld: O
PsLclCfgd: O

Remote dest port: 0 Dest port group: O

FSPAN disabled
FSPAN not notified
ERSPAN Id : O

ERSPAN Org Ip: 0.0.0.0
ERSPAN Dst Ip: 0.0.0.0
ERSPAN Ip Ttl: 255
ERSPAN DSCP : O

ERSPAN MTU 1500 >>>>
ERSPAN VRFID : O

ERSPAN State Disabled

ERSPAN Tun id: 61
ERSPAN header-type: 2
ERSPAN SGT :

iZ. show monitor session erspan-source detail =2~ > RO HI 2R L £,

Device# show monitor session erspan-source detail

Type
Status
Description
Source Ports

RX Only

TX Only

Both
Source Subinterfaces

RX Only

TX Only

Both
Source VLANs

RX Only

TX Only

Both
Source Drop-cause
Source EFPs

RX Only

TX Only

Both
Source RSPAN VLAN
Destination Ports
Filter VLANs
Filter SGT
Dest RSPAN VLAN
IP Access-group
MAC Access-group
IPv6 Access—-group :
Filter access-group :None
smac for wan interface
dmac for wan interface
Destination IP Address
Destination IPv6 Address

ERSPAN Source Session
Admin Enabled

None
None
None

None
None
None

None
None
None
None

None
None
None
None
None
None
None
None
None
None
None

None
None
192.0.2.1
None
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Destination IP VRF : None

MTU : 1500
Destination ERSPAN ID : 251

Origin IP Address : 10.10.10.216
Origin IPv6 Address : None

IP QOS PREC : 0

IPv6 Flow Label : None

IP TTL : 255

ERSPAN header-type : 3

R ? show capability feature monitor erspan-source =~ > RO ix, RESNT-
ERSPAN #Ett v & a VICHET 2 FHREF R L TVET,

Device# show capability feature monitor erspan-source

ERSPAN Source Session:ERSPAN Source Session Supported: TRUE
No of Rx ERSPAN source session: 8

No of Tx ERSPAN source session: 8

ERSPAN Header Type supported: II and III

ACL filter Supported: TRUE

SGT filter Supported: TRUE

Fragmentation Supported: TRUE

Truncation Supported: FALSE

Sequence number Supported: FALSE

Q0S Supported: TRUE

X @ show capability feature monitor erspan-source =~ > KD H /71Z1%, Cisco Catalyst
9600 2 U — A A —/3—=/3A H# 2 FE Y 2 —/b (CI600X-SUP-2) |ZFXE S 417= ERSPAN
EETE Yy a VAT OB RA R RINET,

Device#show capability feature monitor erspan-source
ERSPAN Source Session:ERSPAN Source Session Supported: TRUE
No of Rx ERSPAN source session: 8

No of Tx ERSPAN source session: 8

ERSPAN Header Type supported: II

ACL filter Supported: FALSE

SGT filter Supported: FALSE

Fragmentation Supported: TRUE

Truncation Supported: TRUE

Sequence number Supported: FALSE

Q0S Supported: FALSE

Yk @ show capability feature monitor erspan-destination=~ > KO H HiE, BRE Iz
TRTCD T v —rNHBIART T — FEFRR L TWET,

Device# show capability feature monitor erspan-destination

ERSPAN Destination Session:ERSPAN Destination Session Supported: TRUE
Maximum No of ERSPAN destination session: 8
ERSPAN Header Type supported: II and III

ERSPAN #%f5i e » o 3 /% A 714 Cisco Catalyst 9600 3/ U — R A —/3—/ 31 4 2 F
¥ a—/L (C9600X-SUP-2) TILH AR — kI TR 728, show capability feature
monitor erspan-destination ® H JIZk D L 512720 £9,

Device# show capability feature monitor erspan-destination
ERSPAN Destination Session:ERSPAN Destination Session Supported: FALSE
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ZTDMDSEER

RFC

ZAERFC| 214 ~IL

RFC ['Generic Routing Encapsulation (GRE) ]
2784

SRADTHYZAIL YER—+

ERSPAN 0% |

B

>y

TAIADHAR—KWeb A hTiE, YARAIORELT 7 ) m—
T2 T TNy a—T 4 U TITBEN TN D XL,
YA T ARV =N EEILDETLEERA T ) Y — A%
L L CnET,
BENORGEOEF 2 U 7 1 FROEIERE AT T 72012,
Cisco Notification Service (Field Notice 2>5 7 7 &£ &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

A aDVIR— K Web A DY — LT 7 AT BB,
Cisco.com D —HF ID BLUOVXA T — RBAMLIETT,

http://www.cisco.com/support

ERSPAN 01 EE D F& FE

ROFIZ, ZOFEY2—/LTHMHTLEEDY U —2ABIUOMERFHRZ R LET,
IHHOMEEE, FICHR SN TOWRWIRY | ALY U —2LUEDOT~THY J—ZT

EATE £,
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| ERsPAN @

e

ax ;&

ersPAN oo EE [

)=

HEEEHR

Cisco IOS XE Gibraltar 16.11.1

ERSPAN

Cisco ERSPAN e A4 i - %
&, R—bFFE7ZIZVLAN O b
T4 v T kE=F—L, &
= —ENTE N T T v I E
SR — MIEFETEET,
ERSPAN I, XA vF Fu—
T TR AR F— fE=H
V> 7 (RMON) 7m—77¢
EOFRy NT—7 TFI7A4H
T 747 B RELE
R

Cisco IOS XE Amsterdam 17.1.1

ERSPAN IPv6

ERSPANIZ IPv6 H 7R — k7233
ASNEL, Zhicky,
IPv6 ERSPAN £{5Jt 3 L U%d
Jek v A v OBRENTTHEC
720 FT,

Cisco IOS XE Bengaluru 17.5.1

ERSPAN over MPLS VPN

MPLS VPN R — k23
ERSPAN [ZE A SVE LTz,
ERSPAN k< 7 ¢ v 7 IZMPLS
VPN #H CHRE T & £77,
ERSPAN D7 — ki,
L3VPNIPV4 MPLS |Z[R7E &+
TWET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
NMEH A #FE C& £7, Cisco Feature Navigator |27 7 2 23 % 1Z1%, https:/cfong.cisco.com/ |Z

ﬁﬁ\ij—()
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=% =R

INT Y bR TTF v DRE

« Ny MR Y TTFT ¥ RIEOHIRSEM (175 X—)
N7y MR Y T T REOHIFIFE (176 2—)
e X7y b XY TFIZoONT (179 <—2)
cNTy b RXY T F v ORREIE (188 ~—2)

e NIy Ry TF v OFREN (203 2—)

« TOMDOBZEEE (221 ~—)

« N7y MR Y 7T v ORRERIE (221 X—)

O O Enir._' —t = x
INT Y b TF v EETEDRITRE S
/Ny B ¥ ¥ 7°F & Cisco Catalyst 9600 ~ U — X A A » FTHR— F I TWET,
ZIZTE, ATy Y T TF v OREICHET DRMHREMHIC OV TR L £ 7,

Wireshark 5% D Rl 54
* Wireshark (3, DNA Advantage #FE1T L TWDH AL v F DL THR—FINTNET,

» Wireshark O % v 7' F v 7'rt A& H4ET 2012, CPUBEHSERNZYTHY, +oAE

U (D72< &5 200MB) DMERHFRETH S Z & iR LE 3, Wireshark ¥ 7" F ¥ H D
CPUEARIL, HBESINT-RIC T H 3y hOKIZE > TRV 9, 2, —
L7eTry hOBRIENTZT 72 ay (RE #EL, Bor, £2IEZ2OMY) 1ITE-T
HELY FT,

-~ O N O E,-l"—l—l —e E
HHAHIAFHINT Y B X TF v EREDHIHREH
ARy b F¥y FF v (EPC) DY 7 b7 Y7V AT AT, FOEET CPU & £
FY YUY —2ZWHBELET, SEIEREA TOREERITO OISRV AT L Y I —2
FWETHIVLENDHY F3, ROFXIL, VATV I—REBEHTE-2DDOHTA FT7 A1 &R
LTWET,
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KTy bxv IFv0BE |
B v rxvTrenEoninEsE

RI10:EPCH TVRTLDU AT LEH

SRTFLYY—R 2

N R =T CPU RIS OBEIZ, 77 v b7+ —AICk > THRARY %
KR

AEY DRAM{I/N7 by 77 ZRIFLET, Ty by 77

DY A RF, 2—F =R ELET,

T4 AT RE: 2RIy NI DT SR, A7 AR— N T&EFET, 7T v
Va T AR TOHRMREILELY A,

INT Y b XY TF Y EREDFIFEIE

ZITE ATy bERY T OREICET HHFFEHEICOWTHALET,

Wireshark 5% D ##9E 18
e Wireshark iZ, 72— )L Xy h F ¥ 7F v 2R —FLTWWEREA,

s Wireshark (£, 77 A VP A XL DMERT 7 A VA N L—VORIRZ AR — ML TWE
A,

T I T AT RXY T F v valr THEASNTWAE 7 7 A VEHIBRTLE, v 7Ty
Tyl alrTHLWT 7 A NVEERTE RV ET, v 7T ¥ INLUBFEDO Vv b
T _RTERbNET, XY TS VEFEMTAILERDD 7,

« 7 7 A ViHIBRIZ, DNA Advantage D7 7 v ¥ 2 D% A RIRE S NE T,
» Wireshark (%, %8%¢ SPAN R— h TR 7 » b a2 %y 7F ¥ TEEHA,

 Wireshark (X, ¥ 7 F ¥ RA > MIT ¥ v TFEINsEwRAA N (A F—T x4 R)
OWTNDPDENEZE LT HEX Yy T TF Y 25 LET, 72 21X, Beh A o NI
FFHNTWDBT N ART AL AU s 56 TT, v 7 Fra2mHlHT 51
I, FEICHESLET,

» Wireshark I floodblock IC X > TR v &by haxdy 7F ¥ LEHA,

« Wireshark 7 7 A~ » 7 Tlx, 1 2@ ACL (IPv4, IPv6, F721X MAC) DL HF A I E
ﬁ‘o

+ ACL B ¥ 78 L. O Wireshark IZIF EHENRH Y A, Wireshark ZHZNZTH L, &
nWAMERENET, R—FEODACLEX U ZICL o Ty T TSN T T4 v %
BT XTONT 7 4 v 7%, Wireshark (2 # 4 L7 b EE T, Wireshark % Bil4t3 5
ANC, ACLRX U V2T /T4 7ICTHLaBHOLET, ThaF TLRne,
Wireshark O h 77 4 v 71X ACL uX> 7 N7 7 4 v 7 IZHERSNET,
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| "7y rxrIFFrosE
Barz iy by IFroEofnsE [

« @ UAR—FDPACLEBLORACL D f &2 ¥+ 7F¥+5 &, 150D —721F A CPU
WZEE & E T, DTLS K5 L CAPWAP A > X —T7 = A A X v 7T v 35 &, BEEA
ENELOLESENTZHLOD 2 50 3 B —H Wireshark (22615 S Ed, DTLS 551k
CAPWAP N7 7 4 vV BERLAY2A X —T oA AeX ¥ 7 F v 925 LHECEBERN
FBAELET, a7 7 4 XTI CAPWAP ~ v X —(ZHSW TV ET,

» Wireshark 2 E T 572 @ CLI Tid, #EE%A EXEC E— RILDOAETTHMENRH Y
T, BEIIRES T E—RTRAET LT 73y (Fx7FF ¥ R"A v FOEERY)
1T, ROVICEXECE— RO LA INET, T XTOEEa~ L NIZINVGEN OXHRT
1Z72< . NSF & SSO D> F U FTITRAZ A ZA—R_— A FICFEEN T A,

FHAIA LI D Wireshark XA — F SV TWE TR, ROFHIRRH Y £7,

XY T F X T YNHALERR T AN ZTTR—FEINEHA,

T I T 4T RX T Ty DEFIIEHTEETA,

« AL, BRIV U —R &38R £,

o WIMHIRA LW EWERITF v 7 F v #2720y termlen0 2~ > R&fEH L T auto-more
YR— DO VERZHEH L7Z) Wireshark & v 23 T, a2 Y — L E = ITumARN fE
ATE R 2568060 £,

NRNT Y bR TFYDT A4 NFELTONT v MROFEPHIZ, FE IPvA/IPV6 /37 v P &
O7Z7 7 Ay Meshie oy P TEYR—FShEHE A,

s T4 NFELTONRTy NEOEFHIL, o7 4L L bIEHTEERA,

HHAIRAHNT Yy X ¥ TF Y DHREDHIFIEIE
W OHIFIZEIEIL, Cisco Catalyst 9600 U — & A A v F DT _XTOET /MEMA SN ET,
» L A ¥ 2 EtherChannels [ZV R — k ELEH A,

« VRF, BHR— ., BLORFFA4X— NVLANZEEGRA > M LTHEATAZ LT3 TX
FH A,

LA BT y b xR T TF v (EPC) 1d, RN—FF ¥, A v FREA o H—T = A
Z (SVD) . BROY T A v F =T oA A @0 AR— F TIEPR—rSnEEA, ¥
A=k ETORYR—FShET,

el ¥y NA T UIREED VLAN A v X —7 = A ZF EPC ¥R — M LTWEFA,

cAH =T 2 A R AL v TF K= bPpbA—T v KR—h (LA 2061L4F3) 12,
I DOHWA~ERTT DG, A v F—T7 =AM AREBLEZL, ¥ 7 F v A1 hEHl
BRLTH LY 7T v BA b 2fBRT 2 0ERHY £, ¥ 7 F v HA - bR/
PHAADIHERE L £ A
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Ry bEr IFe0BE |
HAHRAFHINT Y bR X TF v DREOHFIEIER

e A B =T 2 A ZADOHITHETHR Y 7 F ¥ SN Ty ME, TRAAOEZHZIZL -
TMASNTEERTEEZ KB L2WEER’HY £, 22k, TTL, VLAN #Z 7, CoS.
F v %A, MACT KL A, DSCP. BEIEN., UP R ERNEEN £,

e Xy R Y I F ¥ OR/PIEREFEMEIZ I TIN, Ty by 7 Fviddinl Lty
2 RIHERE L 97,

XY TTFANTTET VT 47 ThD, FRFRMENTOLIHE, v 7Ty KA b
NI AL ERETHI T TEEEA,

«EPCIE, AJIO~NLF X3 XAy FOHBEFY7F ¥ L, HIOERAr» MtF v
TFx¥ LEFA,

T ANBIOHENOWF Oy hOESHEZIERITT Y 7T v I EF AL

cCPUTAENI/ry ME, avbe—L FL—r Xry hEeRARENET, Lizdio
T, INoDHAALT Oy MIA v H—T oA ADHNF ¥ 7F ¥ TlEF ¥ 7 F v S
FH A,

car ba— LT L—2 Ty ME, b= R ENRT 4 —< ZA~DFEITIH Y FHA,
arvha—nNFL—r X ry Ny Ty EHIRT I, T FEFEHLTIES
AN

« DNA Advantage |, VA YL A7 7 BARA  FORIH L Fr ey a =2 (CAPWAP)
mEDTm FharoEE{bEYR— ML TWET,

CRREODF XY TF ¥ RA L FEERTIETH, ~EILT 7T 4 7ICTEDLDE1 D7
FTT, b —HEBGT SIS, —HEFEELTIESN,

*MAC 7 4 VZiZ, MACT FLAIZ—HLTHLIP Xy b ey 7T LEFAL, TH
. T RTOA L F—T A A (LAF2ALvTFR—F, LAF¥3L—Fv FR—})
WA S ET,

s MACACL IZ, ARP72 EDIEIP X7y FEFIERAENE T, LA ¥ 3HR-— FEILSVI
TV FR—FENFEEA,

*MAC 7 4 VL, VAFX3IALE =Tz A ATLAY27y F(ARP) X ¥ 7 F ¥ T
TEHEA,

* VACL [L IPv6 X—ZD ACL AR — K LEHA,

«EPClE. MPLS X7 v "L AN —FT 4 77 haiZk3nwTxy 7 F v 45
ZEITITEEREA,
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DA VE—T 2 AATHR—FENET, ZHIEL A F—T oA ZADOEBRFIZ T > M &
X v 7 F v T HEEICERN T,

CiscolOSXE 17.15.1 U U — ALK, $HIAF T v XX T Fxid, LA VY240 F—T A
2RI aryre—L L —r A =T 2 A ATHR—=FEINTWET, L. Cisco
Catalyst 9600 3 U — X A — 3= A H 2 £ 2 —/L (C9600X-SUP-2) ([ZOHiEH SN FE T,
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Ky rFrIFeoEE |
B wo2a579 b xv 770 0RR

HHARAHINT Y B X TFrDFI A

¢« TNARATIPVABIOIPVG X7y "Xy FTF ¥ TE, MAC 7 A VX EFRALEZD .,
MACT RL 22~ v F 80 LT, FIP X7y My Xy 7F v AlfE,

c Ry b Ry TF o A Y B RAINCT BIEARERA LT TA R T I F Ry T Ty
RA NI, Ty IR TTFy I, Ny 7y EEEfMSTOND NT T4 v NTY
Vv hIRA L RTY,

MY =V EEH L@ Lie sy ¥ v 7 F ¥ 77 AL (PCAP) JEXT/T v
k ¥y T F v BTy AR — b HHERE,

c SEIERFHMLANLTHR Yy I Ty INT—F Ry T a— T35k,

Nry b T—8 XvTF~v
Nry N T—=H Xx T F I, Ny T IS NDT —F Xy hOX ¥y I F ¥ T, N
o N T—=H XX T TF ik, —BOARIENRTA—EEANNTHILICL>TERLET,
ZOLEFRY T F YT, ROT 7> a v EBFITTEET,
A E =T 2 A ATOXY T F ¥ DT 77T 171k,

X T TF ¥ RA L b~DT 7A=Y AL (ACL) X7 T A~y OiEH,
N

(G£)  Network Based Application Recognition (NBAR) & MAC A% A /L
DI TA=yTE, PR =PSRN THEEA,

o F v TF ¥ O,
Y RROBATIREDNR Y T 7 AR L— 8T A—ZDEEE, YA ROFFIL 1 ~ 100
MB CY, T 74N DRy T 7DA T a3V =7 T, b9 12Oy 77 47
Ta VIIEER T,

eFa bhan, IPT RLA, B—F 7 RLRIZEETAIERE ST — L E,

o o AN
INTY RN TF v DEHRTEAHE

TR, Ny MR Y Ty OREICOWVWTIEBHA L ET,
Wireshark W% 5E A&

Wireshark 35731213, o EAN 72 FIEA E4T L7,

1. % 7F¥ RAV bEEHZLET,
2. FXTTFYRA L PDONRTA—=H B BMELITIERELET,
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| &y rErTFFroRE
FrIFr R4V FOER

3. ¥ TTFyARALINET VT 4 TALETREBHET 7T 4o T L ET,
4., Xx TF ¥ ARA Y M ELSBRERLRWGAITHIBRL T,

FrTFYy RAVFDER

ZOFIRDOHITIE, FEFIC T NRF Y T TF v ARA U MeEHR LET, LEIZL T T, monitor
capture =1~ RD1 DDA U AZ L AEFHLTEX ¥ 7T XY HRA U e ZOTRTONRT A—
HEERCTEET,

N

GE)  BARA U b, ST TFvOH,. BLXOaTr 74 8%, BEETLHIX Yy T F Y RA L M aFH
SEIERELET,

Fx T T v RAL PEERTDITE, ROFIEEFATLET,

Fg
ARV RFERIETI V3 Y B#Y
ATy 71 |enable F#HE EXEC E— REZAMIC L E T,
K NAT—=REANDLET FEREIhiH
Device> enable &) .,
Z -+ =2 | monitor capture Xy 7T F¥ KAV PEERL, v 7

{capture-name} {interface interface-type | =y 7%¢ o K 23BEEAHT LTV S HE

interface-id | control-plane} {in | out AL N BIEE L. v T DA
| both} '

ZHELET,
[ BT N
b %— 0 — FOERERO & 5D TF,
Device# monitor capture mycap interface|
GigabitEthernetl/0/1 in * capture-name : EEzTHIXY T ¥

A NOARTEEELET (BT
% mycap MEH SN TWET)
X ¥ 7T HOESIE8LFLLTIC
LTLESn, - F, 7o H—2
a7 () ORPFITESNET

« (f£E&) interfaceinterface-type
interface-id : % v 7'F ¥ KA > bR
BT T D DB AR A o~ b & FRE
L E3 (#ITIE GigabitEthernet1/0/1
PERHISNTWET) |
GE)

ATvarT, Zoavy KAy
ABLAIDTIOX YT xR
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

AV NOEBOEERARA M X
UNRTA—HFTRTCEERTEE
T, ZHHDNRT RA—=ZITONT
I, FXY T Ty RA 2 F T A—
2 DOEFRICEAT 5 FIETHH SN
TWE$, @OV R— M, #
FeARA v N EiBENE X OHIFRT 5
DI bEHTEET,

interface-type (ZIZR DWW )% fiF
ALET,

+ GigabitEthernet : #4fiR 1 > k
% GigabitEthernet & L THE/E L
EJspe

evlan : #iAR A > % VLAN
ELTHEELET,

GE)

DA H—T = A AL
A bELTHAT LA
X, ANTF 7T ¥ OHRDH
RETT,

« (f£E&) control-plane : iR A
reLTary hae—L 7L —r %4
ELET,

«in | out | both: ¥¥ 7F ¥ Dl
mZFEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any}]

1 -

Device# monitor capture mycap interface|
GigabitEthernetl/0/1 in match any

AT VAT EADT 4 NVEEERLET,
F—U— ROBEWRIIKRDO LB TT,

« capture-name : EFET DHF ¥ I F ¥
RA L FOAATEEELET (BT
IE mycap 2MEH SN TWET) .

ematch: 74 L ZZEELET, &
HINTWDEHADOTZ 4 NZTaT
T4 NVETT,

GE)
FyrTTFyrARA L M T VAT
BT 4 HFE TR A RS
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| oy bFrIFrosE
*vIFr RAV FOER

ARV RFERFTIVaY =)

ERINTWRWEGES, TRLET
DT 47N THZEFETEEREA,
IINB OB LTy
TFxXRA L BT I T 4T L
ko&TsL, =T —NAEKIN

7,
cipvd  IPN—T a2 4DT 4V H
RELET,
cipv6 i IPN—T 5 6D T 4 IVE %
BELET,
R 7 4 | show monitor capture {capture-name} [ | 25572 CEHE LT+ 7 F ¥ R4
parameter ] VR NRTRA—REFRL, XX T T ¥
il - WA v N EER LI & EHRLET,
Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match any

AT 75 | show running-config AN EfERLET,
1

Device# show running-config

R w 76 | copy running-config startup-config UEE) v 74 X2l —3 gy 77
B - AMCREZRFLET,

Device# copy running-config
startup-config

RDBERY

BEGARA V b2 EHIZBIML, Y TF v RA L MDONRTA—=LZEZEFLTCHDE, 77747
b TcxFEd, F¥TFArARA L EZOFEFEHEHTIEESIT. AT ET,

\}

GE) ZOMEy I THBEINTWEHEEHFAL TSy 7T YR, FONRTRA—ZEEESTH T
LlIxTEERA,

A—P=NRESTF ¥ T TF Y L2 AN LT2E . EITER E 72137 E LW EE AR A o~ b
EANNILIESA. A4 v FIE= T —%FK R LET, 72L& xiX, T Capture Name should be less
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B =75 K1k $52x—s0EMELRES

than or equal to 8 characters. Only alphanumeric characters and underscore () is permitted] 35 J O
[% Invalid input detected at "~ marker] @ X 9 72x=F—%F£RLET,

XxTFrRAU b RS A=A DBEMEIZER

FIE

JEFIZ Y A RSNTWETR, AT v T E2FITLTNT A —FDEZEEDIAF CHRETE £
T LAT. 247, ERIFEEATTIRE CE 3, BEGEEN IRERER A A » halRE, FL
FFarvEHERTDHILT, HEEDOEEZ LI VRIOEICEESBZ L ZENTEET, T
WCHRESNTWAIRED/RT A= NBNEEINTZGE/IE. A F T 0T 4 7I\CHERT D 0B
H0FEF,

X TF X EA L R DONRT A—HEEFES DT, ROTFIECRENET,

B8 DRI
INODOFIEZMEHTHH, F¥ T F ¥R, MeERTLOILENRD Y £,

AT RFERIEFT7ZIIY B#

AT w71 |enable ¥i#E EXEC T— &AL £,
1 NRAT—REAHLET EREn-%
Device> enable /Er\) o

AT 72 |monitor capture {capture-name} match | ACL £7-1%7 T A~ v 7 THRIIZE
{any | mac mac-match-string | ipv4 |sexn-a7 o257 A7 4 L4 (ipvd
{any | host | protocol} {any | host} anyany) ZEsHLET,

| ipv6 {any | host | protocol} {any
| host}}

1

Device# monitor capture mycap match
ipv4 any any

R 773 |monitor capture {capture-name} limit |fbEfTOE v 3 VEIR (60) . ¥4
{ [duration seconds] [packet-length F o L84 b F 77 1% Wireshark
size] [packets num } C ko TIREES NG Sy b7 A b
U £ (400) ZfREL X7,

Device# monitor capture mycap limit
duration 60 packet-len 400

R 74 | monitor capture {capture-name} file Xy S F v RAL NIy N EFEIR

{location filename} FBEF TR Fv TF ¥ TELH L5 IT
R TAREAL. 77 ANLDT VL o— g
Device# monitor capture mycap file V%?EH/?E Liﬁ—o

location flash:mycap.pcap GE)
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| sy rxrTFFro

K
it

$vTFv KLUk K5 i—anemErEzE [

ARV RFERFTIVaY =)
T ANDBEET D56, LES AR
PHER LT IZS W,

R w 75| monitor capture {capture-name} file NS 47 R—Z NOIFRZ
{buffer-size size} Wireshark THEH SN HAEY RNy 77
f1 DY A XZtEELET,

Device# monitor capture mycap file
buffer-size 100

2 5w = 6 | show monitor capture {capture-name} [ | DIFTICEZ L% ¥ 7F ¥ B4 > b /3
parameter ] TA—BEFRLET,

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration|

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

ATy J17|end HebE EXEC B— NICEY F£7°,
B -

Device (config) # end

INSA—BRNDER
X TFx T74IILOBEEN T F = (XBEHER 7R

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—R FDRIBIZAEY) Ny D7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET S LS, ARMEIT7 VRATAL T4 EFEET D

Device# monitor capture mycap match any
N7y hDA —H 34 TDIEE

MAC ACL:

Device (config) #mac access-list extended macl

Device (config-ext-macl) #permit any any 0x806 0x0
Device (config-ext-macl)exit

Device (config) #monitor capture mycap access-list macl
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IP ACL:

Device#ip access-list extended ipl
Device (config-ext-nacl) #permit 1 any any icmp-message-type
Device (config-ext-nacl)# exit

Device#monitor capture mycap access-list ipl

RDEZRY

Ry bEr IFe0BE |

X T X RA LV MTHMERNRTA—ENTRCEENTWDIERIET 7T 4 7L LET,

v TFv RA 2k 185 A —2 DB

JEZAZ U A B SITWETDR, AT A= ZHIFRT D FIRMEREDIAF TIATTE £9, 117,
2147, EITEBATTHIBRTE 97, BEDSFRELRBGAR A > b ZFRWT, EED/RNT A —H
ZHIFRTE £,

Xx T F A RA L FONTA=ZEHIRT 212, ROFIENET,

48 HREIIC

INHOFNEEFEHL Ty 7Ty iRA 2 FEHIBRTDOEIC, S 7Ty HRA 2 hDO/RNT A —
HEEFRLTLIIEIN,

FIE

AT RFERIEFIT7II Y

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIC L £,
NRAT—REANLET (FERIN=H

/E[\) o

ATv T2

no monitor capture {capture-name}
match

1

Device# no monitor capture mycap match

Xv 7T ¥ BFA R (mycap) TEHZRS
NTNDETRTOT 4 VX &HIBR L E
R

ATvT3

nomonitor capture {capture-name} limit
[duration] [packet-length] [packets]

1 -

Device# no monitor capture mycap limit]
duration packet-len
Device# no monitor capture mycap limit]

Wireshark 23MRFF L T\ D1 v g VEE
MHIRE Ay b7 A FEZEIBL
F9, TOMOIEE S NTHIRITZEDE
FITRD ET,

Wireshatk O3 X COHlfREZ 7 V7 LF
j‘o

ATvT4

no monitor capture {capture-name} file
[location] [buffer-size]

1 -

77 ANVOBEMIT IR LET, v
TFxRA L NIy b EXRY T Ty
LR EF, ZENHIIFRRINDHD
HTT,
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v 77 v ta v ol [

AU RFERETOVa Y

B8

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

7 7 A NMLEOBREA T A IR L E T,
77 ANVDOEHNL, ¥¥ T F X ARA B
WBEAM T o< e L,
L. OEFSNIZT 7 A VO REEfT S
. 2TV a DB TR
Ao

ATy Th

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

T A—=Z OHIRBERICE T ER I
TWABX XY TIF v A FRTA—H
ERALET, FIHOEDOEMETHZ O
av REFATLTC, FX¥ T FrARA v
MIBBEAT BTSN T XA — X2 & fif
WTEET,

ATvT6

end

1 -

Device (config) # end

HikE EXEC E— FIZREY £,

RDEZRY

XY TTFHHRA L MIBBERNTA—=IPNTRTHFENTOWDLLEIEIT 7T 4 7L LET,

\)

GE)

XY TFARA L IRT I T 4 THREXIINRT A= EHBT D L. A4 v FIZ [Captureis
active] LW O =T —NERRINET,

¥ TFv R4 FDHIBR
X TF v Fg v FEBRT B0, ROTFIEEZETLET

48 HHEIIZ

B DOFNEEER L CTHIBRT DRI,
k2 HIBRT ARNCELE LT 7Z& VY,

XY TTF¥RA L PEERLET, FXYTTF AL

FIE

BHiY
it EXEC E— FE Az LET,
NAT—REZANLET EREN8

) o

AT RFEEIEITFZII Y
enable
B -

Device> enable

ATy T
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Rry rdxx FFr0iE |

B o7k re707 0 TEREETIT 4 TI2T D

ARV RFERETIVa Y B
R 2 |nomonitor capture {capture-name} RISy I Fr FA vk
i (mycap) ZHIBRL £,

Device# no monitor capture mycap

A F 73 |show monitor capture {capture-name} [ |5 S4L7-F% ¥ 7 F v RA > FBHEIR S

parameter ] Nzl FFEELRVWI EERT A v
51 T—VEFELET,

Device# show monitor capture mycap

parameter

Capture mycap does not exist

ATy 74 |end et EXEC E— RICREY £,
1 -

Device (config) # end

R 75 | show running-config ASEHER L ET,
1 -

Device# show running-config

AT w 76 | copy running-config startup-config UEE) 274 Fa2l— gy 77
% - AR EERFLET,

Device# copy running-config
startup-config

RDBERY

HIBR L7 D LR CATTOFHS Y 7 F v R"A U M2 TEETEET, ¥ 7F ¥y HRA L FOTE
FERONPLRLVETEHAIL. INOOFEELFEIT T ET,

X TFY  RAVNET I T4 TERFIET VT2 TIZT S

FXTF v KAV NET VT4 TEEEHT 7T 4 FICT B, ROFIEEFATLET,

1R BHHIIZ

BEGARA LV N EaT VAT AT 4 VEADRERZEN TN, BERT ONTZT 7 A VA DBFET
BHATH, Y TFYRA L " 2T 77476 TEET, . Z2OLHIRIr—ATiE, BEFED
TrAMIEETEINET,
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FIE

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

BEET 7 7 A NVADRNF Y T v RA 2 ML, ERTHLEDETICT /7T 471 TEE
T Z7ANAPREINTOWRWNES, N7y NIy 77 IRESINET, 74 7RR
(Xv 7 TFYHREDER) 1T, 77 ANVBIONy 77 £— ROWFTHEHATEET,

RRT A NVEDBRESNTWRWGESE, N7y MITA 7 TRRINEEAL, 27 AT A
TANZIZ LS THR Yy T TF ¥ ENTZTRXTONTry REREINET, T 74V hOFRE—
R brief T9,

ARV FERET7IVa Y B

AT w1 |enable ¥t EXEC T— RE2ADMC L ET,
1 RNRAT—REANLET ERSIN7-H
Device> enable &) .

Z 5w 72| monitor capture {capture-name} Stop | xy FF ¥ KA L FEIET I T 4 7T
15“ : L/i‘j—o

Device# monitor capture name stop

AT v 73 |end HebE EXEC B— NICEY 7,
B

Device (config) # end

Z 5 7 4 | show running-config A et LR
E

Device# show running-config

X 75 | copy running-config startup-config fER) ary74F¥alb—ar 7y
5l - A MCRERRAF L E T,

Device# copy running-config
startup-config

RDBERY

Sy ST KA Y NET ST A TBEOHT 77 4 FIeFBEIC. W< DT T — N RAET
LAREMEDN S Y £9, KIS, BETDIWRMEDH DT —DN D OBZ R L ET,

T I T 4 TALT BRI A N IR

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove
policyfailed to disable provision featurefailed to remove policyfailed to disable provision
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B o7k re707 0 TEREETIT 4 TI2T D

featurefailed to remove policy
Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

77T 4 7T DRI T 0 v E DR

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start

Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

FXTF ¥ KA ERTTIET 7T 4 TLEN T DD, BIOF Y TFx BA v 2T 7

T47IbL LD LTS

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation

failure
Unable to activate Capture.
Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:
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Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Device# monitor capture test stop
Capture statistics collected at software (Buffer & Wireshark):

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Device#

*Nov 5 13:18:17.406: %$BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

FvTFVYvRAVENYIT7FDHIYT

WOFNEIZESTNR T 7 arT oY% 7 VT30, A7 7ANMIA R L—U L L TRTE
L/\i‘a—o

Y

GE) Ny haRNy 7y NIRET AEROX Yy 7 F XY Nb A5, AT a RAEBTAT-D, &
LWy 7 F ¥ E2RBETANMIRNy 7727 VT LT IEEN, TI2T470%y 7TF viRA
VERDONy TRV TLRNEDIZLTLTEENY,

Fig
ARV FFEREET7TIVa Y B#
AT w71 |enable KikE EXEC E— RE AR LET,
fil NAT—REANLET @ERINE
Device> enable ) .

Z w7 2 | monitor capture {capture-name} [clear |clear : ZLNZ Ny 7 7 HFHIELE T,
| export filename] ) )
Export : /X 7 7 TH ¥ 7Ty IjizN
K by RERIEL, Sy 77 2 HIRLE

Device# monitor capture mycap clear |-J-

AT v 73 |end HebE EXEC B— NICEY 77,
1 -
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B wona sy b xeTFv0RESS

ARV RFERFTIVaY =)

Device (config) # end

Z 5+ 7 4 | show running-config AN MR LE T
Bl -

Device# show running-config

a7 4FXalb—ary 7y

R v 7§ | copy running-config startup-config FE)
IREERMFELET,

1 A

Device# copy running-config
startup-config

Bl: X TF¥ R4 b Ny T 7D0IE
X TFYDIT7ANADIY AR—

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV IFDHIT

Device# monitor capture mycap clear

Capture configured with file options

RDZRY

)

(GE)  DNAAdvantage UANAD T A BV A TxX Y T FXYHRA L FONRy T 752707 LEDETDH L,
A A »F 1% [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%F /R L £7,

HARFHINT Y b F X TF v DERERE

Ny b T2 X2 TFYDEHE
Ny 77 B=RC0y b F—g %4 7F v 2 BT I, KOTFIAEFITLET,
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FIE

R’y k=2 xx7F7v0eE |

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
NRAT—REZANLET EREN8

) o

ATv T2

monitor capture capture-name access-list
access-list-name

1

Device# monitor capture mycap access-p|
list vdacl

TIERVRNEN Sy N X T Ty
DAy I 4NEZELTHEL, E=4—
Xy T EHRELET,

ATvT3

monitor capture capture-name limit
duration seconds

1

Device# monitor capture mycap limit
duration 1000

TS — T T T OHIREZRE L E
D

ATvT4

monitor capture capture-name interface
interface-name both

1

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

FAHEL T, £=5— %y T F v i
HELET,

ATvTh

monitor capture capture-name buffer
circular size bytes

1 -

Device# monitor capture mycap buffer
circular size 10

Rry b TF—2%F% ¥ 7F¥+5L9
NNy 77 B ELET,

ATvT6

monitor capture capture-name start

1 -

Device# monitor capture mycap start

N7 497 RL—RARAL RT
Ty NT=BDNRy Ty DX ¥ T F
ZBIE L £,

ATy T1

monitor capture capture-name stop

1

Device# monitor capture mycap stop

NoT7 497 RL—RAKRAL KT
TN T=EDOX T T ¥ ELELE
R
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ARV RFERETIVa Y

B8

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S OT=DIZF v TF ¥ ENT-T—F %
T AR—FLET,

ATvT9

end

1

Device# end

¥#E EXEC £ — NIZED £,

FoTFvENET—EDE=ZR)UTEAVTFUR

XY T F X ENTEAAT Y N TF—=EDE=F ) T AT U REITHICIE. ROEEE FLT
LET, F¥7F ¥ Ny T770iFEMEXYy I F v RA U bOFEMEZE R LET,

FIE

ARV RFERFTIaY

=)

ATy T

enable
R

Device> enable

¥itE EXEC E— RE A LET,
RAT—REANLET FEREIN-8

) .

ATy T2

show monitor capture capture-buffer--
name buffer dump

1

Device# show monitor capture mycap
buffer dump

EE) ¥ 7 F v 7y ho 16K
B TRBIOZFEDODAZ T =2 EFRLFE
@—O

ATvT3

show monitor capture capture-buffer--
name parameter

1

Device# show monitor capture mycap
parameter

EE) XX 7T 2IRET DI
HEni-a~ ROV A MEERLE
KR

ATv74

debug epc capture-point
1 -

(EE) "7y s Xy 7F v KAV b
DTNy THEFMZLET,

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K



| sy rxrTFFro

K
it

i’y rxrIFenzes

ARV RFERFTIVaY =)

Device# debug epc capture-point

R 75 |debug epc provision UEEE) &y h Xy FFyv Fab
E VA= I OTF Ny T EFNCLET,

Device# debug epc provision

ATw 76 |end HHE EXEC E— RIZRED £,
B -

Device (config) # end

INTy B TF e DFRTEH

WD T aAnry b2y 7 F X OREFERLET,

Wireshark @ % € 5

DY 7 g 1T Wireshark DR EFlZ < LET,
5l - pcap 77 A ILHLDEH DR

DX AL T, peap 77 A NDODH KR TEET,

Device# show monitor capture file flash:mycap.pcap brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
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seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LD DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEME R R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O
Encapsulation type: Ethernet
Arrival Time: Nov 6,

(1)
2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco £3:63:46 (00:el:6d:£3:63:46),
(00:el:6d:31:f1:c6)
Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
O ceee wos woo. o... = LG bit: Globally unique address

Dst: Cisco 31:fl:c6

(factory default)

ceee 0Ll ool Les ol = IG bit:
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
O ceee oo woo. o... = LG bit: Globally unique address

Individual address (unicast)

(factory default)
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Bl peap 77 A Ud B8y k #uTmhngE |

FR R O I, = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)
0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeowuonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabecdabedabedabed. . .
[Length: 72]
Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O
~ O Ny —
Bl : .pcap Z 7 A ILD STy b FUTHADKRFE
WDEICAN LT, oy N X TOMNERRTEET,
Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml m.cF..E
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0Oa 0a 02 0a Oa R
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ...
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .. il
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o il
0070 ab cd
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0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....oml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0Oa 0O0a 02 0a Oa IR N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 €9 ... iiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL

Bl RIRT4ILBZEFERAL=.pcap 77 A ILDSD/NT Y FDRTR
WD LA LT, HI1&7Tz peap 7 7 A NVDRry NERRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv SNtz y FOEERT
KDL IIZATILT, peap 77 A NMITx ¥ T F ¥ SNTeTy NOPBERRTEET,

Device# show monitor capture file flash:mycap.pcap packet-count

File name: /flash/mycap.pcap
Number of packets: 50
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Bl : pecap Z7 A I E—/Fy b O TDORR
WDEIIZATILT, peap 77 A NDOH—DR)ry N XU T HFRTEXET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el e6d 31 f1 80 00 el od 31 f1 80 08 00 45 00 ..ml....ml....E.
0010 00 64 04 be 00 00 ff 01 8e c4 0a 0a 0a 01 0a 0Oa e P
0020 0a 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 c9 ...t
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i i,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .o i,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0070 ab cd

5 : pcap 7 7 A IIZF ¥ TF v Intz/\ry O HERERT
KDL AL T, peap 7 7 A MZHF ¥ T F ¥ SN/ T y FOFEHEREE R TEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

Bl B TF vy B LURT

KOFNE, L AF¥3IA L H—T2A AFHTEY b A=V FYy b1 ThT 7427
= —T 5 EEZRLTOET,

ATFYTL:ROLEIICANLTHEERN S 74 v 7 T—HTE2F Yy TF v RV &
ERLET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPUERRD LR ZRET D72, HlfRE L TR BRSNS v M KO 2VERE &
NTWET,

ATYT2: RDEIICANTLTHF Y 7F v RA v PPREBICEEINL TSI L &
R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
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Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 100

File Details:

File not associated

Limit Details:

Number of Packets to capture: 50
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

AFY T3 Ty FF v b AEEBEL. EREAFRLET,

Device# monitor capture mycap start display
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=8/2048, ttl=254

--More--

ATYT4: RODEIIICANILT, F¥7F v R"A L FEHIBRLET,

Device# no monitor capture mycap

N\

GE) ZoOREDOFr—ATHE, filREZHRELTEY ., TOHIRIZET D &EX¥ 7T v 3MELE
TH-H stop A~y RIINEH Y 8 A,

peap OFEHFRIM AT HHELOFEMOVTIE, [ZOMOBEGE] E7 v ay
ZZRL TS,

Bl B v TF vy B L URE

WOBENEL, 74 NVFIZ Ty beXx 7T v T 5 HEEZRLTHET,
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ATFYT1L:KODEHIICASNLT, BEF I 74 v T—HT D%y 7TF ¥ R"A b
EEFL, TNET 7 A VICBEMT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATYT2: RDEIICATILTHF Y 7F ¥ RA v R EBIIEEINL TSI L &
MR LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYT 3 ROEIICAN LTy &L ET,

Device# monitor capture mycap start

ATV T4 ROLEIICAN L TCHEITHO 7 27 v Ry P F v e RE IR L
iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 15 seconds

Packets received - 40

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 40

Bytes received - 7280

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 4560

ATy T 5 +oREHORBBIC, ROLIICADLTEFY 7 F v 251k LET,
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# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

)

GE)  FE7zid, R Lo, E721337 v MIITE LR, v 7T v BIEXS B BN
WEIET 2L 912952 bTEET,

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Loy EnRgEnET,

RATYVTERDEICAN L THEILZEDTZ I AT v R¥ ¥ 7 F ¥ OfatE#RE £ R L
iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T RDODEHIICATL Ty FEERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
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seq=11/2816, ttl=254
—--More--

peap OFEHFRIME T HHELOFHEMOVTIE, [ZOMOBEGE] E7 v ay
ZZRL TS,

ATYT8: MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny IT7Dxv TFrDER

RIZ, Ny T77DF v T F ¥ 2 M 5062 RLET,

ATYTL1:ROEIICAINL TRy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEiEhLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT2: ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

Ipv4
Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3:IDOEHITANLTT U H A LRFIZHEES ¥ 7 F v O EER AT L
‘ij‘o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds
Packets received - 1000
Packets dropped - 0

Packets oversized - 0

Packets errored - 0

Packets sent - 1000
Bytes received - 182000
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Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0
Bytes sent - 114000

ATFYT4: ROEHIICASILTHR Yy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

AT9T5: RO X IICAT UTHEILZ OIEESF ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RODEIICAN L TR Y T FXYNRT 7T 4 7 THLHMNE I ERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
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seq=40057/31132, ttl=254
2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40058/31388, ttl=254
3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40059/31644, ttl=254
4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40060/31900, ttl=254
5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40061/32156, ttl=254
6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40062/32412, ttl=254
7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40063/32668, ttl=254
8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40064/32924, ttl=254
9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40065/33180, ttl=254
10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40066/33436, ttl=254
11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40067/33692, ttl=254
12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40068/33948, ttl=254
--More--

2

Ry MRy 77 ) o TENTWHWDEZ EICHEE LT EEN,
ATV T8 MOFRE—F TRy hERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:6d:31:fl:c6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)

Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
00 oo oles oo. o... = LG bit: Globally unique address (factory default)

e o0 Los Lol oo w... = IG bit: Individual address (unicast)
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
00 oo oles oo. o... = LG bit: Globally unique address (factory default)

e o0 Los Lol oo w... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
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Differentiated Services Field:
ECN-Capable Transport))
0000 00..

(0x00)
Total Length:
Identification:

0000
0010
0020
0030
0040

Flags

0x0

0...
.0..
.0.
Fragment offset:
Time to live:
Protocol:
Header checksum:
[Good: False]
[Bad: False]
10.10.10.2

Source:
Destination:
Internet Control Message Protocol
request)

Type:
Code:

8
0

(E

Checksum:

Identifier
Identifier
Sequence number
Sequence number
(72 bytes)

Data

00
ab
ab
ab
ab

00
cd
cd
cd
cd

00
ab
ab
ab
ab

Data:
[Length:

Frame 2:

00 =

0

ICM

cho

Oxa

10

25
P (

10.10.10.1

(ping)

620

(BE) :
(LE) :

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)

0

Oxabdd

(43997)

0x00

(DSCP 0x00:

Reserved bit: Not set
Don't fragment: Not set
More fragments:

0
4
1)

Oxe8a4

[correct]

56

(10.10.10.2)

(0x0038)

14336
(BE) :
(LE) :

15
cd
cd
cd
cd

30
ab
ab
ab
ab

(0x3800)
40057
31132

63
cd
cd
cd
cd

ab
ab
ab
ab

Not set

(10.10.10.1)

(0x9c79)
(0x799¢c)

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

[validation disabled]

ab
ab
ab
ab

Ry bEr IFe0BE |

Default; ECN: 0x00: Not-ECT (Not

cd
cd
cd
cd

Default (0x00)

000000000b153063abcdabcdabecdabcdabedabedabedabed. ..

72]

114 bytes on wire

(912 bits),

114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

the packet display

Starting

0000 00 el
0010 00 64
0020 Oa 01
0030 30 63
0040 ab cd
0050 ab cd
0060 ab cd
0070 ab cd
0000 00 el
0010 00 64
0020 Oa 01
0030 30 65
0040 ab cd
0050 ab cd
0060 ab cd
0070 ab cd
ATvF9:

od
ab
08
ab
ab
ab
ab

od
ab
08
ab
ab
ab
ab

WDEIIWCANL TRy 77527 T7 LET,

31
dd
00
cd
cd
cd
cd

31
de
00
cd
cd
cd
cd

f1
00
a6
ab
ab
ab
ab

f1
00
a6
ab
ab
ab
ab

c6
00
20
cd
cd
cd
cd

c6
00
1d
cd
cd
cd
cd

00
fe
00
ab
ab
ab
ab

00
fe
00
ab
ab
ab
ab

el
01
38
cd
cd
cd
cd

el
01
38
cd
cd
cd
cd

od
e8
9¢c
ab
ab
ab
ab

od
e8
9¢c
ab
ab
ab
ab

f3
a4
79
cd
cd
cd
cd

f3
a3
Ta
cd
cd
cd
cd

63
O0a
00
ab
ab
ab
ab

63
O0a
00
ab
ab
ab
ab

46
Oa
00
cd
cd
cd
cd

46
Oa
00
cd
cd
cd
cd

08
Oa
00
ab
ab
ab
ab

08
Oa
00
ab
ab
ab
ab

00
02
00
cd
cd
cd
cd

00
02
00
cd
cd
cd
cd

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

00
O0a
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

Press Ctrl + Shift + 6 to exit

..ml m.cF..E
JS e
..... 8. Veeuennn
0Ce e i iii
..ml m.cF..E
JS e
....... 8.Z......
Oe.eveneniinn.,
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Device# monitor capture mycap clear

)

GE) E: AN T77%270735L, TONKE LBy 77 BHlRSNET,

N\

CE) RNy T77IlZ2ONEERTTIHILNERD DAL, show 2~ RO clear 2~
FESFATLET,

RFYT10: kT 74y ZERL, 108> THERDEIEANL TRy 77
SLT UV ERFELET,

)

CGF) XX T FANRNT I T 4T X, Ny T 7hbshow DFETETHZ LITTEEY
Ao show from buffer #FATT HRNICF v /' Fr 2L LET, LrL, 774 0BX
Ny 77 = ROWHFIZBW XYy I F¥NBT 77 4772 Xl peap 7 7 A /LT
show DEITINTEET, 77 ANVE—RFTIE, FX¥TFAYNT 7740 772L &2, Bl
EDOX ¥ FF ¥y aDpeap 77 A NVANDNT y RHFERTEET,

Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYTIL ROEICAN LT, "y b Fx7F ¥ &2ELEL, Ny 77 DODRER
FRLET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0
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Packets oversized - 0

ATYT1R2: ROEICANL XY T TFANT VT 4 7 ThodnE I MERELE
B

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T B ROLIAN LTy 77O Ty NaRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

AT T 1 ROLHIZATI LT, WEB flash: storage 7 731 AN mycapl.pcap 7 7
ANy Ty arTF oV ERERELET,
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Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

)

GE) BEOTI AR—FORETEH, a~vr REFETTE7 AR— M0 [Blth &
FITN, T IRERINTZEEITFRET L CVWERA, £ T, 77 AT
ry NOFRREEITTHHENC, Wireshartk 2 H 2 Y — LI A v B —UNERENDHD
AT OMERH Y ET,

ATYTI5: ROEIICADLTCT7ANNLTY I F v Ny haFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More--

ATFYT16: ROLEHIIZANLT, F¥7TFv "MV FNEHIBRLET,

Device# no monitor capture mycap

Bl - HAARD/NNTy FOBELT Yy TF v B XUVRE

WOHNE, 74 NZIN Ty " edy T F YT 5 HEERLTCONET,

ATYTL1:ROEIICAALT, B#E N T 7 4 v 7 T—ETHFY7F v KA b
EEHZL. TNE T 7 A WVIZEEHEM T F T,

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90
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ATYT2: ROEIICANLTHRY T F ¥ KAV FDREMHICERINLTWDL I A
i N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:RKODEIICASI LTy FEBAIEL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

GE)  ERRINROET A0y, RNy MU v MIELER, ¥ 7 F v EBES B ERICE R
HILEHEFALET, HIZKRD A v = RNEREINTEEEIT. v 7 F v BN
EIELTWAZ L AERLET,

*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A VIZIE, Fx T TFx LTy RBREERET,

ATYT A4 ROLIICAN LTy hEFRRLET,

Device# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
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5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICATILTHE Y 7F v R"A v FEHIBRLET,

Device# no monitor capture mycap

HARFINT Y T TF v DEREH

WwDE 7 a3 N2 EPC OREBR 2R LET,

Bl: /8y b T—2 XX TFrDEE
WOBITIE, oy b F—% %5 FF v 2 BT 5 HEE R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap stop

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# end

Bl : X TFEN=T—E3DEZR)TEADTFUR
WOHIIE, ASCHEX T ry haFd o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....vvuennn. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uvuvnennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 000O0EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 ......c.ovuvunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0.....vuvvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunnen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO ..".......u... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....venenenon.n.
0030: 00000000 00D10001 000COL00 01000000 ....vvnvnenon...
0040: 000F0004 00080501 0300

ROBNE, mycap & WO AHTOF ¥ 7 F ¥ OFREIMHEHT 23~ RO U R NERRT H5E
ZARLTHET,
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Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc_class_capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

show monitor capture mycap parameter

capture
capture
capture
capture

WOBFNL, X TTF v KAV v eT Ry 755 EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

mycap
mycap
mycap
mycap

Ry bEr IFe0BE |

interface GigabitEthernet 1/0/1 both
match any

buffer size 10
limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

.464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
$BUFCAP-6-ENABLE:

Starting the capture capl
(brief=3, detailed=4, dump
final check before activat
setting up c3pl infra
Setup c3pl acl-class-polic
Creating a class

Creating a class : Success
class—-map Created

creating policy-name epc_p

=5) =0
ion

y

ful

olicy capl

Creating Policy epc_policy capl of type 49 and client type

Storing a Policy

calling ppm_store policy w
Creating Policy : Successf
policy-map created
creating filter for ANY
Adding acl to class : Succ
Setup c3pl class to policy
Attaching Class to Policy
Attaching epc_class capl t
Attaching Class to Policy
setting up c3pl gos

DBG> Set packet rate limit

ith epc_policy
ul

essful
o epc_policy capl

Successful

to 1000

creating action for policy map epc_policy capl class map

DBG> Set packet rate limit
Activating Interface Gigab
Id attached 0

inserting into active list
Id attached 0

inserting into active list
Activating Vlan

Deleting all temp interfac

EPC CP: Active Capture 1

Device# monitor capture mycapl stop

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
epc_class_capl

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.

963:
963:
963:
963:
964:
964:
964:

964:
964:
964:
964:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:

Stopping the capture capl
Warning: unable to unbind
Deactivating policy-map
Policy epc policy capl
Deactivating policy-map Su
removing povision feature

to 1000
itEthernetl1/0/1 direction both

S

S

es

Capture Point capl enabled.

capture capl

ccessful

Found action for policy-map epc policy capl class-map

cleanning up c3pl infra
Removing Class epc_class c
Removing Class from epc_po
Successfully removed
Removing acl mac from clas
Removing acl from class
Removing all policies

apl from Policy
licy capl

s
Successful
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*Jun 4 14:17:31.964: EPC CP: Removing Policy epc policy capl

*Jun 4 14:17:31.964: EPC CP: Removing Policy : Successful

*Jun 4 14:17:31.964: EPC CP: Removing class epc_class_ capl

*Jun 4 14:17:31.965: EPC CP: Removing class : Successful

*Jun 4 14:17:31.965: $BUFCAP-6-DISABLE: Capture Point capl disabled.

*Jun 4 14:17:31.965: EPC CP: Active Capture O

WOBNL, MIRATZ Sy b F X TF v (EPC) OTnEPa=rT a7 /Ny 7§ 55 E%EmR
LTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor capture mycap start

*Jun 4 14:17:54.991: EPC PROV: No action found for policy-map epc policy capl class-map
epc_class capl

*Jun 4 14:17:54.991: EPC PROV:

*Jun 4 14:17:54.991: Attempting to install service policy epc policy capl
*Jun 4 14:17:54.992: EPC PROV: Attached service policy to epc idb subblock
*Jun 4 14:17:54.992: EPC PROV: Successful. Create feature object

*Jun 4 14:17:54.992: EPC PROV:

*Jun 4 14:17:54.992: Attempting to install service policy epc policy capl
*Jun 4 14:17:54.992: EPC PROV: Successful. Create feature object

*Jun 4 14:17:54.992: $BUFCAP-6-ENABLE: Capture Point capl enabled.

Device# monitor capture mycap stop

*Jun 4 14:18:02.503: EPC PROV: Successful. Remove feature object

*Jun 4 14:18:02.504: EPC PROV: Successful. Remove feature object

*Jun 4 14:18:02.504: EPC PROV: Destroyed epc idb subblock

*Jun 4 14:18:02.504: EPC PROV: Found action for policy-map epc policy capl class-map
epc_class_capl

*Jun 4 14:18:02.504: EPC PROV: Deleting EPC action

*Jun 4 14:18:02.504: EPC PROV: Successful. CLASS REMOVE, policy-map epc_policy capl,
class epc_class_capl

*Jun 4 14:18:02.504: $BUFCAP-6-DISABLE: Capture Point capl disabled.

T DD SE &R

REER
BAEIER X=ZaT7ILEA L
FRT A IVH BRT AV OELZHOWTE, UTFEZZRLTRFIW,

[Display Filter Reference.]

peap 7 7 A WVHEEHE R |peap 7 7 A VHEHEROFRITHEAT HELITOWTIE, LT I-
z] A7 a rOiFEMESRL TN,

['Tshark Command Reference.]

INTYy v TF v DHEefERE

ROFIZ, ZOEY 22— /L THHTIHED Y ) — 2B LUOHEERZ < L ET,
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http://www.wireshark.org/docs/dfref/
https://www.wireshark.org/docs/man-pages/tshark.html

B s TFroneER

Ky rxv IFvoiE |

IO OBEEIX, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

AT £,
1) —Z HHe HEETRER
Cisco I0S XE Gibraltar 16.11.1 | Packet Capture Ny N E Ny ST v BeI.

Xy bU— 7 EHENT A
AHAD T DTy b
FXYTFHYTELAA=F
Ty bk Fx TTF v RRET
EE

Cisco IOS XE Amsterdam 17.3.1

WHAIAFRT > R T Fx

(EPC) O/37 > N7 44
DOFRENRIE « Xy FEE
Ether # A 7°

HIRAT ST ¥ TF ¥

(EPC) Tix, N7 v MEE
721X Ether % A 72 HSW\Co8
Ty heXxx 7Ty TCEE
7

Cisco 10S XE Cupertino 17.7.1

Packet Capture

Z OKEREIL. Cisco Catalyst
9600 ' U — R A — 33— A W
2FY a—)b

(C9600X-SUP-2) (Z#E A X
F L7,

Cisco I0S XE Cupertino 17.8.1

FAIAIRST > b F oy T Ty

Z OHEREIL. Cisco Catalyst
9600 3 U — R A — 33— A W
2FEY a—)b

(C9600X-SUP-2) |ZE A Sh
F L7

CiscoFeature Navigator i35 &, 77 v b 74 —ABI RNV 7 b U =T A A=V DV R—
MME#H A 58 T & £, Cisco Feature Navigator (27 7 2 A9 5 (Z1X, https://cfang.cisco.com/ |Z

HEHET,

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K


https://cfnng.cisco.com/

» 10 =

Wk KOy JBRHE S KRR/ Ny b R
Oy 7+ 54 DEKTE

s JEIE R u v TRIHB X OEE 7 >~ b Ka v 777 A4 FOREOHIFIFE (2233—)
o JREE Ry TRHB I OEEAY v N Fa vy 7774 FICET 1R (224 2—7)
Xy bRy T E T TN 2— T EHOOHE R y 7THREB L OMLE 7 B R
0y 7T IAFORE (225 X—)

e JRE Ry TRHB I OYEE A v N Fe v 7T H I A4 FORER (227 X—)

cJEIR R oy TRHB K ONERE A v N Ky 777 A4 P oMieEE (230 X—)

hak KOy JBRHEE IR/ Ny kO T7 54
HDERTEDHFIEIE

WOHIFIEENYEE Fe vy 7HRBICER S E T,
cHEE Ry 7RO M T 70U 2 ML, T_TO M7 v iR ENTWEREA,
NI T U IR =YD T NI, N T T AU OREERMERT D20, EH%
W7 VT THMENSY 7,

ORI EENYEE Ny F ey 7774 FIic@mA I,

HERNR Ty F Ry T FIA T TAMNI > TWVWB T T 4 v I =YD T v
WX, BRENTED T U A NREREINET,

ALy N Ry T TFIAY TR, Xy bR T Ty L— MIRSHZY 100 %
7y MCHIR & E T,

Ky PU—=ZH =y hD Ty T EBRREICANNCT D2LERH Y £, §XTO
Xy NI —=7WHa=y FD T v T —BIIAMIT AN =ALTH Y £ A,
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M3 KOy TREB S UHEE/ Ty F FOy T7FSAFOEE |

B s roo s smE Yy b ROy TFFS A HICET BER

R kO JBRHEE KRR/ Ny Oy T7 54
HIZE T 515

WDv s va T, EERe y 7HREB IRy a7 T7TFH I 4 FOREIZHET
HIERERLET,

Yhok KOy TR H

iR/ N7 b

JEBE Re v 7R (EDD) TiX, 27y EBLELRAD EZIZ R vy 7 IR TN DL 0 EFET
EHL9THZET, Ny MY T T Y OBEREMIERINTVWET, ~Fy MNISESE R
TRy 7SND 2 en3b0 £, ik Ny 7FHRiitlix. Fay7XaEniz 7y &Rl
LCRRTDDIENBET, Ny ME 7y NOL4ET, LLRIO A Y o 2, BIHED T 7
VAE, BIXOREINET A EEZ R TS ESE v o2 2L CERETIRREINE
9, EDD 275 &, ASICLL T Rr Yy FEINTETRXTORT Y NEFRRTEET, £
72. 2y hU—Z4F 2=y r (NPU) FE T 74 v 7 ~F%—Y+ (IM) ICX>T Ry
TENT Ty P EERICER R TEET,

EDD (%, ASIC LUV T FT7 v T 2FRTHZELTEET, T 7E, b7 v A4 b
EMETNAA R RNERESELTEDICT—ZRNATHEHENDL A =ALTY, NTFvT7A
Ry M, X7y FORBERIZRHME SN D S ESERFMICHE ST ET, FT v TA RPN
EONT, Xy hoBRL, Fa o7 3 L0ERLE~D Y XA L7 N &2{TH 2 ENT
%xFJ, EDDIE, NPU N7 v & TM b7 v 7T 2RRTEXET, BRSND T v TDOXA
T, Fev 7 boo S R TIvT AX—T T v T TT,

7o AT HERIT, Ty MR Rry TSI NTWAE R TV a— T 57
OIFEHATEET, EDDO T 7OV A NI, Fey 7 EnizXry haerRd b7 v
TR, IRXRTO N7 v TVRREINET, N7 v TE2EHNICRRTHZEICLY, T
NAEOEER RO REN N T v T2 R/FETEET,

EDD & b7 v IO DIEREMEATHZ X, Ty BB ASZANOEZTRr vy &N
TWDINIET DN T TN 2a—T 4 TICRBITDEIDAT v 7 LD ENRH Y F7,
SO, YEREAT Yy ey T I IAVEHEATHZE T, Ny F Ry TOWE LRI
ZRMBECE £,

FAYTTFIAYF

Ry v R w777 4% (EPDA) AT 2L, FueyraEn-34, v +% CPU

NR—=ZADFEHNINN b T DR T v T ERINB LUK ETEET, b7 v 7E, X7y ML
WS EZERFMEEDNT DTV AT ML > THEREND A =X LTT, FFEDSRME
WCHASNWT, T oIy F e SESERFERICNN P TEET,

EPDA Tlid, Rur vy 7 EN 7y N/ NT AR EDOFR Yy N — 7= = | (NPU)
N7 TEREFNT T4y I~F—V % (TM) T v T HFRETEET, TXCOTM F T v
ThBEICAMNITEET, 72720, NPU R v 31 DT OFMITHHERDH D £7°,
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| BEFOyY TRESEUIRRAY Y F FRY T7F 5S4 FORE
Wik FOy TRES I CIERAT Y b FOY IT7FSA4FEEALAAYy P FOYTD RS TLYa—TFT 1Y .

EPDAZIEIL7eD, TRXTO T v 7% 27 U7 LT, ZBERMICEELRT 2 K 51T 50
NV ET,

EPDATIE, Fry &N ry baX vy 7F v+ 357200y 7 7 2R ETEX £, EPDA
X, Fav7En= 3y FOFEE, Rey 7 Sn=3XTo N ry FOREEFE/RTEF
T, ZOERIT. Xy PR Ry TENSBEHEDO N T TIN Y a—T 4 I B T,

sk FO Yy JREBE L CIRER/Ny kO T 7 FSA Y EFERALT-
Ny ROy TSIV a—Ta29
EDD/X., Fuav X r I o7 a2Eird _XTDO T T Oy y "aeiw s s LET, EPDA & 1f#
AT 2L, BEDO Ry P T v 7E2RELT, EONXTry bR Ry XN TWADNER
BT TE&Ed, EDD # EPDA L L HIfEHT2 L. HEDO Yy MR Ky Eh
TWAHIHAEZIVFELLEHETETET,
EDD L, T R_XCO T v 7K RLET, a~vr RHAOR], BE, BXOE OEZ Va2
. BET S T v T EEETADICENELET, Zoavy REEREERT S L. B
WCBWTEMNRLREW N T v T2 HETE £9,
Blh#Ed 2 h T v ITBRRFEESNZO, EPDAZERHLC, FFESNZ NI v BN Ry 7S
Ny Mae, FBE LT CPU DB/ T D EIHIICHETEET, Feyrlaniz Vry
R RERBE, EPDAIZ R v 7ENT- N v FOFMAFR R TEET, 2O DOZEM
X, X7y bRy 7 OBERAEERET LK LET,
NoTNYa—T 4 7%, T _XTCDOLT T2 7 VT THLERHY ET, Ziut. FT v
F YN S AT DICEE T,

Ny hFOyTE2 ST a— T B0 K
Oy JRESECIRE/ NNy F ROy T7FS54 DK

—

N3

Ny RIS RRy TESNTWLEFTE Ty b Ry ZOBEE F 770y 2— b5,
ROFNEZEITLET,

Fig
ARV RFERERTIVa Y B
A7 v 71 enable ¥itE EXEC =— RE2ACLES, 7
i - 0y ERERENEZHRAT—REA
Device> enable jj L/jz—g—o
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M3 KOy TREB S UHEE/ Ty F FOy T7FSAFOEE |
. Ny b REBYy TR RS TN a— T 5-00RFA Y TRES SRy ROy T7F 54 F05%

ARV RFERETIVa Y

B8

ATv T2

show platform hardware fed active
fwd-asic traps [npu traps|tm traps]asic
[asic instance | all ]

1

Device# show platform hardware fed
active fwd-asic traps npu-traps asic
all or

Device# show platform hardware fed
active fwd-asic traps tm-traps asic 0

TRXTONT v T HRRLET,
npu-traps & —7 — RIiZiX, asic 1 X
oAl Al AT arOmGNRHY F
T, tm-traps &— 7 — RF{ZiL, asic 1
VAR UAFT T a rDIRINH Y £7,
Zoavy REEHEERT L, Y
YA BWTE PR RENWET v
ERETEE7,

ATvT3

debug platform software fed active
drop-capture set-trap [npu-traps
| tm-tr aps] trap-name

1 -

Device# debug platform software fed
active drop-capture set-trap npu-traps|
13 13-null-adj

Koy &N ry e M5 &
INELTE T v 7TH2RELET,

ATvT4

debug platform software fed active
drop-capture start
fi

Device# debug platform software fed
active drop-capture start

HBESNI5EE~D Fa v 7 E -3
Fo bR NEBBLET,

ATvT5

debug platform software fed active
drop-capture stop
1 -

Device# debug platform
active drop-capture stop

software fed

Kay 7 ENT= Ry hoRy R EELR
LE7,

ATvT6

show platform softwar e fed active drop
packet-capture
i) :

Device# show platform software fed
active drop packet-capture brief

Foy 7Sty hORIE FR L
i—a‘o

ATy T17

debug platform software fed active
drop-captureclear-trap

1

Device# debug platform software fed
active drop-capture clear-trap
npu-traps 13 13-null-adj

Koy &N ry NeRr 5 &
INCERESNTZ T TR 7T LE
ﬁ—o
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| #3 KOy TREB LIRSy k FAY T7+ 51 FORE
R ROy TRIES & UHE Ty F KOy T7F S voxes |

ek kO JBRHBE IR/ Ny b kOY T7 54
H DR EHI

Bl - hsk FO Y TREDERTE

WL, Fav 7 ENET_XTOr y % ASIC L UL TERT D HEERLT
b\i‘j‘o

Device# sh platform hardware fed active fwd-asic drops asic 0
Note: Slice and IFG showing -1 are global counters

I # | Counters Name |slice_number|
ifg number | prev_value | current value | delta
|1 |Fwd drop counter (DSP==1): pkts | -1
-1 0l 0l 01
|2 |Fwd drop counter (DSP==1): bytes | -1
-1 0l 0l o
| 3 |LM drop counter for slice | -1
-1 0l 0l 01
| 4 |[RX IFGB6 PortO drop counter TCO | 3
o o o o
|5 |[RX IFGB6 PortO drop counter TCl | 31
0l 0l 0l 0l
| 6 |[RX IFGB6 PortO drop counter TC2 | 3|
0l 0l 0l 0l
[— |[RX IFGB6 PortO drop counter TC3 | 3
01 o o o
| 8 |[RX IFGB6 Port4 drop counter TCO | 31
0l 0l 0l 0l
|9 |[RX IFGB6 Port4 drop counter TCl | 3|
0l 0l 0l 0l
| 10 |[RX IFGB6 Port4 drop counter TC2 | 3]
01 o 01 01

WOBNL, T _XTDNPU T v 7% ASIC L~-ULTERT L HELEZRLTWET,

Device# show platform hardware fed active fwd-asic traps npu-traps asic all

Trap ID | Asic | NPU Trap Name | Prev
| Current | Delta

1] 0| la_event e ETHERNET ACL DROP |
0 | 0 | 0

2 | 0 | la_event e ETHERNET ACL FORCE_PUNT |
0 | 0 | 0

4 | 0 | la_event e ETHERNET NO TERMINATION ON L3 PORT |
0 | 0 | 0

5 | 0 | la_event e ETHERNET CISCO_PROTOCOLS |
2 2 0

6 | 0| la_event e ETHERNET DA ERROR |
0 | 0 | 0

7| 0 | la_event e ETHERNET DHCPV4 CLIENT |
0 | 0 | 0

8 | 0 | la_event e ETHERNET DHCPV4 SERVER |
0 | 0 | 0
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0 |
<snip>

M3 KOy TREB S UHEE/ Ty F FOy T7FSAFOEE |

Xa
it

0 | la_event e ETHERNET DHCPV6 CLIENT |

WOENL, T_XTDOTM FF v 7% ASIC LU TERT A FHFEEZRLTWET,

Device# show platform hardware fed active fwd-asic traps tm-traps asic all

Warning:

1. Per VOQ Counters will be affected, Please disable TM Traps in EDD CLI using clear

option

2. Please note TM traps enabled in EPDA will display aggregated counters

Trap ID |
I

Asic | ™ Trap

Prev | Current Delta

o o

o

o o

— g — 0 — 0 — s — W= N —
o o

la tm traps e EXACT METER PACKET GOT DROPPED DUE TO EXACT METER
0| 0| 0
la tm traps e STATISTICAL METER PACKET GOT DROPPED DUE TO STATISTICAL METER

0 | 0 | 0
la_tm traps e ETHERNET METERS_PACKET OUT OF RATE

0 | 0 | 0
la_tm_traps_e RXPDR A COUNTER DSP_OVERFLOW

0 | 0 | 0
la_tm traps e RXPDR A COUNTER VN OVERFLOW

0 | 0 | 0
la_tm traps e RXPDR A COUNTER MCID OVERFLOW

0 | 0 | 0
la_tm traps_e RXPDR B _COUNTER OVERFLOW

0 | 0 | 0 <snip>

Bl sk y KO T7FHFSATDEE

WOHIL, NPU b7 v 2G0T 5 HEEZRLTCHET, NPU MT v 71X 1>F >
HNZTDMEND Y 9,

Device# #debug platform software fed active drop-capture set-trap npu-traps ?

L3

OAMP

app
ethernet
internal
ipv4
ipv6
mpls

npu layer 3 traps
npu OAMP traps
npu app traps
npu ethernet traps
npu internal traps
npu ipv4 traps
npu ipv6 traps
npu mpls traps

Device# debug platform software fed active drop-capture set-trap npu-traps 13 ?

13-absr-tbl-miss npu trap 13 absr table miss
13-bfd-mic-ip-dis npu trap 13 bfd micro ip disabled
13-drop-adjacency npu trap 13 drop adj
13-enc-tbl-miss npu trap 13 enacap table miss
13-int-hop-limit npu trap 13 int hop limit
13-invalid-spi npu trap 13 invalid spi
13-ip-mc-drop npu trap 13 ip mc drop
13-1pm-def-drop npu trap 13 lpm default drop

<snip>

WOHNE, TM b7 v P2/ THHFEEZRLTHWET, §XTOTM h T v 7%
—FEICHEMCTEET,
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Bl wEEsry kv I7Fsavose [

Device# #debug platform software fed active drop-capture set-trap tm-traps ?

all Enable all TM Traps
eth-meter-oor Ethernet Meter packets Out of rate
exact-meter Exact Meter Drop reason
rxpdr-b-overflow RXPDR B overflow
rxpdr-dsp-overflow RXPDR DSP overflow

<snip>

Device# #debug platform software fed active drop-capture set-trap tm-traps all
WOHFNE, RueyFaIni Ty hoRy g T 55 EERLTVET,
Device# debug platform software fed active drop-capture start

WOHNE, Ra vy FIN 7y hoORY FEEIET 55 EEZRLTOVET,
Device# debug platform software fed active drop-capture stop

ROFNL, FuyFInfe Ty hOFEMEZBRICRRT 2 HEZ R L T0WET,

Device# show platform software fed active drop packet-capture brief
DropPackets packet capturing: disabled. Buffer wrapping: disabled

Total captured so far : 2313 packet(s)
Capture capacity : 4096 packet (s)
Max. Meta header size : 88 byte (s)
Max. Packet data size : 128 byte (s)

—————— DropPackets Packet Number: 1, Timestamp: 2024/03/25 15:04:46.823 -—-—----—

interface : phy: [if-id: 0x00000000], pal: [if-id: 0x00000000]
misc info : cause: 0 [Reserved ], sub-cause: 0, linktype: UNKNOWN [O0]
CE hdr : dest mac: 4e41.5000.0111, src mac: 4e41.5000.0111, ethertype: 0x7106

meta hdr : Nxt. Hdr: O0x1, Fwd. Hdr: 0x2, SSP: 0x19

meta hdr : DSP: Oxffff, SLP: Oxe, DLP: 0x95

ether hdr : dest mac: 341b.2d76.fd02, src mac: 6¢c29.d29d.36c3
ether hdr : vlan: 3012, ethertype: 0x8100

ipv4d hdr : dest ip: 172.16.10.11, src ip: 192.168.100.18
ipv4d hdr : packet len: 100, ttl: 254, protocol: 1 (ICMP)
icmp hdr : icmp type: 8, code: 0

ROBIE, Fry TSNz bOFMEMN #r-T 5 H5EERLTOET, §F
ME 2—2i%, BETA v Z—T7 = RTETHERREEN T T, ZoFdIEL. %
B o —ZiIRRmEINFEE A,

Device# show platform software fed active drop packet-capture detailed
DropPackets packet capturing: disabled. Buffer wrapping: disabled

Total captured so far : 1 packet (s)
Capture capacity : 4096 packet (s)
Max. Meta header size : 88 byte(s)
Max. Packet data size : 128 byte(s)

—————— DropPackets Packet Number: 1, Timestamp: 2024/07/11 13:25:48.157 ------—
interface : phy: [if-id: 0x00000000], pal: [if-id: 0x00000000]

misc info : cause: 0 [Reserved ], sub-cause: 0, linktype: UNKNOWN [O0]

CE hdr : dest mac: 4e41.5000.0111, src mac: 4e41.5000.0111, ethertype: 0x7106
meta hdr : Nxt. Hdr: 0Ox1, Fwd. Hdr: 0, SSP: Oxffff

meta hdr : DSP: 0Oxld, SLP: 0x8002a, DLP: 0x2a

ether hdr : dest mac: 0900.2b00.0005, src mac: 6¢c29.d293.6f46

ether hdr : length: 1402

Metadata Hex-Dump (captured metadata length: 54 bytes)
4E41500001114E41 5000011171060800 OC3500FFFF001D80 02A0002A0064000A
74B91E3B00751E3A F821100200400000 000000000000

Packet Data Hex-Dump (captured packet length: 128 bytes)
09002B0000056C29 D2936F46057AFEFE 0383140100110100 0002010098004013
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001E057725D30300 0000F00502000000 258101CC01040349 00008404COA828B2
08FF000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000

Punt Header

Nxt. Hdr = 0x1 Ethernet Fwd. Hdr =0 Ethernet

Punt Padding =0 Next Hdr. Off. =0

Source = Oxc Eg. Trap Code = 0x35
ETHERNET SAME INTERFACE

Flow Type =0 SSP = Oxffff

DSP = 0Ox1ld HundredGigE1/0/5 SLP = 0x8002a Port51vV1anl00
DLP = 0x2a Padding =0

Relay ID = 0x64 Time Stamp = 0xa74b91e3b0075
Receive Time = Oxle3af821

WOHNL, T_XTCDO T T &7 )T+ 2HEEZRLTHET,

Device# debug platform software fed active drop-capture clear-trap npu-traps all

ER

Device# debug platform software fed active drop-capture clear-trap tm-traps all

\}

CE) FHTAZEICTRTOTM b Ty 727 VT T50ERHY 4,

MR ROy TRES IRy F FAYTT7F354
HDH¥EEERE
WORIZ, ZOFY 22—/ Tt 28EDY UV —2 B L OEEGEHZ R~ L ET,
ZNHOBREIX, FFICHRE SN TWRWRY  BAINTY U —RLUBEDOTXTOY Y —AT

EHTE £,

)1)—=x K RE HERETE R

Cisco I0S XE Dublin 17.12.4 | fiE K » 7k PE R oy TR A ERT

Z OEREIX. Cisco I0S XE N “&%ﬂ/\ozo@ EZTRT Yy

17.13x U U — 235 L O Cisco REFRYTINTNS0%

I0SXE17.14x U U — 223l HIETE £

AESnEd i, Z OBBEDY K — M T, Cisco
Catalyst 9600 > ) — X A —
SRS P2 E V2
(C9600X-SUP-2) TEAXH
F L7,
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IOSXE17.14x 1V U — R |TI%id
AEHhEH A,

Jiy—=x K RE HEREIE R
Cisco IOS XE Dublin 17.12.4 WAEARr Y K Ry F7F 5 |§EEry Ry P T FH 5
- OREIE. CiscolOSXE | TV A PEEHTHE, RTTL

Va—T 4T EHBE L
T, Fuey7Fanf 7o b
Z CPU _— 2 D%E5EIc /8 b
THNT v T ERETEE
7T
Z ORE DY AR — M. Cisco
Catalyst 9600 2 J — X A —
RN P2 ET 2—)L
(C9600X-SUP-2) TEAXH
F L7

Cisco IOS XE 17.15.1

YLoE ey 7

PRk R ey 7Rt a5
L BN ZADE Z TRy
FR Ry 7ENTWENE
HlETEET,
Z OERED YR — R, Cisco
Catalyst 9600 > ) — X A —
R NRA P2V 22—
(C9600X-SUP-2) TE A Xh
F L7

Cisco IOS XE 17.15.1

R ry N Ra v 77T F T
A

JEE Xy s Ry 777
AYEERTLE, FTT0
Va—T 4T HEENEL
T, FayrFasnl~rv
& CPU RX— R D5ESEIc N b
THMNI v T EFRETEE
R
Z DIERED AR — ML, Cisco
Catalyst 9600 >/ J — & A —
IR=RA P2V 2—)L
(C9600X-SUP-2) THEAI4L
F L7,

Cisco Feature Navigator Z i f425&L., 7T v 74 —LBLONY 7 b =T A A=V DHR—
MEM A #i3E TX ¥ 9, Cisco Feature Navigator (21, https://cfong.cisco.com 2257 7 A L E

TO

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



https://cfnng.cisco.com

IR KOy TRHE IR/ Sy k ROy TP+ 51 F0%E |
B vy TRES S TR AT Y KOy T7F 51 FORERE

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K



s 11

Flexible NetFlow D& E

i

* Flexible NetFlow DRI#ESA: (233 _X—)

* Flexible NetFlow (2R3 2 il 5HE (234 ~—)
* Flexible NetFlow (2 DWW T (237 ~_X—)

* Flexible NetFlow O E HikE (258 ~=—)

« Flexible NetFlow DS (273 ~_—0)

* Flexible NetFlow DX EH] (274 ~—)

» Flexible NetFlow OEBEIEIRE (277 ~2—2)

Flexible NetFlow D RIIE 514+

s RO < KN TEF S5 Flexible NetFlow D key 7 4 — /b FIZOWT I E#HEL TV 5
N
 match flow
 match interface
» match {ipv4|ipv6}
» match routing
* match transport
« RO A~ RTEFK S 415 Flexible NetFlow @ nonkey 7 « —/L RIZ-DOWT K < EfFE L T
HT L,
» collect counter
« collect flow
» collect interface
* collect{ipv4 | ipv6}
« collect routing

« collect timestamp sys-uptime
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B rFiexible Netrlow 1=B8 % 241895 E

« collect transport
« collect policy

e Xy hU—F% 2 531 AT, Flexible NetFlow 239" — k &417= Cisco V U — 2 03Bl
LCWBZ L,

IPvd k5749
e X NT—X U T FNRAZANRIPEN—T 4V THICEEINTNAZ L,

» Cisco Express Forwarding ¥ 7= |ddistributed Cisco Express Forwarding DV NTAUD05, T /34 A
B & U'Flexible NetFlow # LT 5T X COA ¥ —T7 =4 ATHMEINTWHZ &,

IPv6 FS5 T4 VY
e Xy NT—=F T FRAL AR, IPV6NL—T 4 VT HICREENTNASZ L,
» Cisco Express Forwarding IPv6 & 721343 #%! Cisco Express Forwarding D\ U203, 7 /34

A X WV Flexible NetFlow ZHZMbT 5T _XCHDA X —T x4 ATHEMLEIN TS Z
L

Flexible NetFlow [ZBi 3 A #l#E18

KIZ. Flexible NetFlow (2B T 2 HfFHHEEZ R L E T,
» Flexible NetFlow (X, LA Y2 R —rF ¥ Rr A o H—T oA AT R—FINEEA
N, LAF2R=FF ¥R AN R—FTEIR—FENET,
s Flexible NetFlow iZ. LA ¥ 3R —FF ¥ RV A Z—T A AL AL NR— | THHR—
FNENFETH, BIC T T4 v 7 XA T LEHFEOEHTIZR L TREHZY R —FEhbZ &
XH 0 £ A,

« %5 ® Flexible NetFlow % ElL, N — FF ¥ A LV F—T = A AL THR— FF ¥ 3L
AUNIR—=FDONTNNTHR—FINFETH, WHTEIR—- S EEA,

» Traditional NetFlow D7 7 7 7 4 » 7I1EV AR — SN THWERHA,

¢ Flexible NetFlow N—2 a3 9 BIONRN—U a3 10 D AR— T 4 —~< v F R R—
FENTWET, 7272 L, 7 AR—F7a ha B3 REINTOARWEEIE, =g
VODTZIT AR T —~v MR T 7 H/V b THEAINET,

e Flexible NetFlow 3 L OXNBARIZFI U A v X —7 = A A CRIKICERETE I A,

s LAY 2 IPv4, BEWRIPV6 DT T 4 v ZATHRYR— I TWET, B72s b
TITU4 T BATOEEO T — =S —% FFELTAVF—T7 A AL HRANTHEH
TEFET, RILT 7497 BAT7OEKDO 7o — = —%EELIA L Z—T A
AL FEIZITEATE AL
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Flexible NetFlow (29 2 HI#9E1E .

el A% 2, VLAN. LA ¥3BIURSVIA L Z—T =2 A4 AR R—FENTWET, 7277
L. A 2T horpmR—FLTWERA,

e AA v FDEAFITIG LT, AA v FITIT 1 MEFIT 2 MotEE ASIC BAH Y £, Lo
FITRENTWAREIL, a7 HAFE 721X ASIC Ef7T9,

* NetFlow 7 — 7 /WEERIO 2 3= R A MZH Y | filAGDEL Z LT TEEEA, S
Ty PR L a TS T, MR L3 T 0T =TT n = MER S E T,

e NetFlow N— R = 7 OFEETCIE. 4 5O N— R =27 o F5—NHR— XN THE
T, 12~11024 DY 7T — L— E2ERTEXEST, FUHL VTV T LEERN
PPN TOESGTOFE— KRR R—FENTWET,

* NetFlow N— K7 = 7 OWNERTIE, Ny v a 7—7ARMEHSNTHWET, "—Fu=7
WT/Hy v aBEZPNBRETHHERHY 3, LEnosT, NEOHEEAEY (CAM)
TA—N—T7 =0 4ELTH, EBED NetFlow 7 — 7 /L O 13K 80 % Lv7ei
AENRHY ET,

e 7R —IEHEIND T 4=V RICL o TERY £, B—D 7o — T 2EoEkE L 7=
YRV ERSGTEET, IPV6 7r—CT =Xy Ju— 2O MY ARG LE
T, ZO%E. NetFlow =2 b U ZERTHERTIIX, 7T— 7 A XDH00 TEHE
T, ZiuE. ERRO Ny v BEOFIR &R TT,

e FNRA AT, R ISED 7 —F=F—% P R—FLTWNET,

*NetFlow ¥ 7 b7 = 7 DEETIE, 58 NetFlow =7 AR — bRV HR—hInd72H, 7
0 —MERRENTZR UF AL AND 7 a0 —NT 7 AR— SR TWET,

s AT =IO T =Dy b EZE LI ASICIZHY 3, Bl e—ix, 3
Ty NREBICTF AL Ay NT v 7 E2FELZ ASICICH Y £,

N NIV T 4= FOLAR— ME ( lbyteslong] &FFIND) 1%, LA ¥230y
N A XD18/3A N T, WERDA—H Ry b T 74y (8023) OYE., ZHULIE
WTYd, thoOTRTOL—V %y b XA TDEE, ZO7 4 —/L NIZIEHETIEIH Y £
loo  Toyteslayer2) 7 4 —/V RZEMHT 2 & WICEMER LA Y280 > b A X EE
XNF9, YA — b XD Flexible NetFlow 7 4 —/L RizoWTix, rEv 7 [HAHR—F
ST 5 Flexible NetFlow 7 4 —/L K| ZZH LT 7ZE0),

cAVC 70— £ =X —OD IPFIX =7 AR =X DR EITVR—FINTHEFA,

* Flexible NetFlow =27 AR — ~Z, A —H¥x v MEFEAR— b (GigabitEthernet 0/0) TiEH
A—FINTWERA,

e 7B— La— RIZEETINV—7 %7 (SGT) Lsife/nVv—>7 %7 (DGT) O7 4 —)v

K (F7RZZo2o000FN0nD7 4 —V R) FINREGEENLHE. WFoMe#EH T
72NELTH, SGT & DGTIEE e 23 E LIz 7 e —2MEk S Ed, 7e— L a—Fk
21X, SGTHELUDGT 7 4 —/L K& —FEI2, EETBLOSLHIP T RLANREEND M
ERHY FET,
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B rexibie NetFlow 1= 2 1405

e Cisco TrustSec LA DA v Z—T = A A TlX, SGTHENETrDHE, a~v R~y X —n
W L AEW L ET, Cisco TrustSec £ > & —7 = A ATIiX, SGTER P e 4. =
Y 7 CThHhrZLEBEWRLET,

* Quality of Service (QoS) D~ —7 MfHiF HAVT=/ 7 v R AT FFAIZ NetFlow 235% iE S 4L
TWNWDA U H—T oA ATEEFEINDE, X7y FDQoSHEN NetFlow 2 L 7 # 2L - T
XX 7T INET, 2L, Ty RRHTA IR E S L7 NetFlow &1 2. 721 >
H—T 2 A ATZESIN, A v FIZEL > TANREHZ QoS ENEZ W2 b=, /8
Ty FOF LW QoSEIZZ LV 7 HXIZL > THy FF ¥ INERA,

s IPv6 7 B —FE =X — DL BEETLIN—T%T (SGT) 74—V R&sae I N—F% 7
(MH)74~w%i\Mmyfhvx74—wbkiﬁf%iﬁho

e NetFlow L 22— R, w/LF7u ha)i T~ 2 v F 75t (MPLS 5tits) A > &% —
T oA A&V R —FLETA,

e MPLS %X~ T —ZHNDMPLS 5N EISILF—2X 3y FF iR — IR TWEH
Ao MPLS % Jf1& /Ny RDIP~NY X —T 4 — )L ROF ¥ 7 F ¥ idHR— SN TWE
A,

« 17 v —%=%—|%, EoMPLS *&— KF72i% L3VPN Per-Prefix £— R CHHhIhb 7
O—%XY 75 ¥ LEHA,

e 70— AR—HZL, T L= T —HDEA LT MIBNK T LERICOR, 7
0—F—X%xT 7 AR—KLET, VPNID DZEHER VRF OYIE7e E OB ELEE L, ¥ A
L7 MM OK TRIZEDZRY £7,

e 7 —F=X—t, LA Y3IWHEHAS LA —T oA AL A —T 2 X (LA T3
R—=hrF¥ IV A F =Tz A LAY IHR=FTF ¥ RN RAN AL v TFHEA
B —T A A (SVD) 72&) BITHEETLZ LIXITEEEAN, A L2 —T7 =1 A
FXLAYIYHA L —T oA AW THFTE ET,

* Flexible NetFlow & r > hU—27 7 KL AZH (NAT) XA v H—T7 oA ATREINT
WAEAIFRO L 512720 £97,

» Flexible NetFlow I%, EEO 7 v —0ffflz X B LN 7 AR — h LE T2, X
N7 o —OFEMIHRIZLEYA, 7TV r—2 a2 L~ — 7= A (ALG)
70—, = AR—FENDHIEBRO T o —0FMCITE EFNERA,

cALG N T 7 4 v 7B CPU A/ L CTEH LI NS L., Flexible NetFlow IX, ALG ~ 7
T4y HICEBENT- 70— A E R LTI AR—FLET,

e 7n—La— REHETSH L X|Z, [match application name] 7 4 —/L REEHDH & ki
TEHLTu—E=H— i7ﬂ%4f/7’7**%4fﬂf’**f\biﬁ/uo

WOFIFIHIEIL, Cisco Catalyst 9600 3 U — X Z—/S— A Y2 V2 — LT SN ET,

* FlexibleNetFlow X, AJjA v X —T =24 ATOLRETEET, HIHA v X —T=2A AT
1% NetFlow DY R — MIdH Y A,

* Flexible NetFlow (%, ¥ 7T —RTEEMHEH L COLFRETEET,
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Flexible Netflow =2 T ]

* Flexible NetFlow DEI{EIX, T X LY 07T —F— R CHLHBENY 77 —F— FThHE
E‘(“‘j—o

e T —¢DX Yy v aEz IV TV T ENE Sy FOBE, Y S L— |k
L oTIREY F97,

A v FT—EIIRETELY T TI—L—MI1I2EZF T, AA v FTHLWWY T
T—L— b ERETDHITE. TOAL v FOTRTOE=F —LFHRETILERDH Y £

j—o
» Flexible NetFlow |Z, #FtH7e Y27V v 7 OHEFITTE, EMERY 7Y U 7I3FETT
T EH A,

* Flexible NetFlow (%, LA ¥ 2B L OV A ¥ 3IR— b FyrRxV A F—T A ATHR—
FER, R=FF ¥ A= R =TI R—FENTHEE A,

e NetFlow 13V 7 b7 =7 OATEEINET, NetFlow /N— K7 = 7V AR — T
2N NetFlow TCAM D ASIC 27 a—F vy v o NI RT3y a— |
WIEHTEEEA,

* NetFlow £ =% —|X, MPLS 53 X' VXLAN 7' &2 f /L CiEH R —F SN TWEREA,

CWESNIZT 7T 4 TRFA LT Y MEZ, T 7T 470 EA LT MELLETH L4
ERHY £,

« collect routing next-hop addressipv4, collect interfaceoutput, 33 & UF collect routing {source
| destination} as4-octet =~ > KA — S THEHA,

» match flow cts {source| destination} group-tag =~ RiZH% R — TV EFA,

Flexible NetFlow [T DUV T

Z Z TlX. Flexible NetFlow (DWW TaiBA L £ 97,

Flexible NetFlow D #} %

Flexible NetFlow ClZ7 e —Z{EHA LT, 7horT 4007, Xy NI —rUF=XV 7 B
TRy NU—r F T o= BT AR R AR L E T,

T3k ETA U H =T A AL BEFRONry b AR = AT, F—DOfEIZFRCT
T, ¥—IiE, Ny NAOT 4 —)V RE@BITHETT, 7a—%2{EKT51cid, 7a— L
a—FREHFALT, 7e—EHEOF—%2EXLET,

FRA 2, Xy MU= OERIMEE X2 U T ¢ OF i % A[HEIZ29 5 Flexible NetFlow
MEex YV AR— N LET, 77 T NetFlowhiEZHHT 2 &, KREODTEHRFAT 4 —/L
DEAPOLF—ZAFIRTH LT, FOT7 SV r— g Vgl 77— L a— REERTE
ij‘o
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. LB NetFlow & Flexible NetFlow () 5

1oD7a—LRARE&N5 37y b T, T TOF—ER L TWALERHY T, 7
o—|, RELIEZZ I AR—F La— R A=V g kW T, BRobatho 74— K
PEDAHZ LB HY FT, 71 —IE Flexible NetFlow ¥ ¥ v & = ICHEMA S NVE T,

T AR—H# ZA{fi § L C Flexible NetFlow 73 7 2 — D 7= DIZINET HT — X =7 AKR— kL,
Flexible NetFlow 2L 7 X 72 EFD YV — M AT AIZDT —HE 7 AR— b T&EET,
Flexible NetFlow =X L 7 Z %, IPv4 7 RL 2 & Tx £,

FT=H—EHALT7 e —DDINETET XDV A X2EHZELET, T=F—T, 7
o—L oa— RNEB LR 7 AR —# % Flexible NetFlow ¥ ¥ v > 2 M S LET,

Cisco IOS XE 16.12.1 U U — A LLF%. Flexible NetFlow FDEEITLIINV—T% 7 (SGT) BIW
oI N—T75%7 (DGT) 74—V Rif, IPv6 h T 7 4 v 7 CTHR—bSINET,

LIBITM NetFlow & Flexible NetFlow O F| &=

Flexible NetFlow Tl 7 0 —42 22—V —NEFETE £9, KIZ. Flexible NetFlow OF| S %7~ L
i‘j‘o

A=V T 4, 7Ta—FROENLRLED, KEET 72—k,

ctF a2 VT 4 O E dDoS DRI LU O DILR SN 7 n—A T T AT
y?:'\vo

e T —{ERERY NU—VNOEBEDY —ERAFE 1T AR — g VS S8 537 v
KB OH LUVMER, FIATE 27 o —1E#i%, FlexibleNetFlow = —V—»RH A Z <A X
ﬂ‘ﬁléo

» Cisco D ZLER THLIE A HE 72 NetFlow Version 9 D% FH,

CIPTHUT 4T, R—F—FF—+UxAf T bas (BGP) RV —ThUrT 4
VI KB v a R EOR DT T T 4 v T HERE R BT DO TE S
TR IP T U T 4 v T RERE,

Flexible NetFlow CTliX, *v U —7 OEifE%E, xv NI —JNTHEHIND S E S —
BRIZAEDETEEDO 7 u—tER E & HIT, LV ERMICEMAE TE £9, KIZ, FlexibleNetFlow
HERER OB 2~ LE T,

« Flexible NetFlow 1% Cisco NetFlow 2 F% =2 U T 4 BEEHY — L& L CIEEL X9, 7-& %
X, 2=V =Ny NI~ NTRHEDX A TORBERPFETED LI, Xy bER
MAC T RLADEDIZH LW H— F—5 EXTAZENTEET,

* Flexible NetFlow 35 &, TCP 77U 7 —a > ERIFIUDP 77U 7 —3 3 &N

Ty FNOH—E R 7 T A (CoS) ZEICHMISENRT S LIck - T, A METHEE
INDBT TV r—vay bIT7 4 v 7 OEEREIENTE 9,

e —ERITFTRATEIE R I A NRy TO/LFTa ka7~ ZA vF 7 (MPLS)
MIP 27 Xy hU—7 BEOZFOWIEEANTDH NG T4 I DT T 4T,
ZOMETIH, =y ORI T4 v v b T AEBETEET,
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Flexible NetFlow = > Hi—% > k[

W DFIZ, Flexible NetFlow & % v N U — 7 [ ZE AT L5 HFEOH 2R L ET,
[ 10: Flexible NetFlow 0 ;&% D& A

~—.  Peering Flows

L Dest. AS
' Dest. Traffic Index
BGP Mext Hop

Branch

271780

IP Flows
IP Subnets
e Ports

Multicast Flows Security Flows Protocol
Protocol Protocol Interfaces
Parts Parts Egressingress
IF Address IP Address
TCP Flags TCP Flags
Packet Section Packet Section
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T AR—AEHFRTHTRTCOT7e—F=F— I L CHBMICEFSNET, FL7a—
T H—EEBOTa—H T T LR GDL L, SESERA VAT A A ETEE IR
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DEZBRMET DRSOV DD FERTERE A DL 2 — RBRFENLTHET,

7u—la— RKTiL, 7e—KNoR7 v b &#BIT 5 79I Flexible NetFlow THEH T2 % —
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A%, 7u—La— FOMERERHC, T 74/ b & L TR match 7 4 —/L REAZNZ L £9,

» match datalink— L 1 ¥ 2 &%

Cisco I0S XE17.17.x (Catalyst9600 X v F) v hI—9EEBOAL T4 FalL—3 2 A4 K .



Flexible NetFlow O3 |

B verowossEzEaoLa—k

« match flow direction— 7 v — DA 2T 5 7 4 — FEDO—EEfEELET,
» match interface— 1~ % —7 = A A&k

« match ipv4— IPv4 JE& %

« match ipv6— IPv6 J& %

e matchtransport : N7 > AR— g7 41—/~

» match flow cts— Cisco TrustSec 7 - —/L' K

NetFlow DERIEEFAD L OI—F

Flexible NetFlow |ZIZFRIERIFAD L a2 — KRN O0EFEN, TNEFEHL TRy hU—
7 NI 7 4 v/ OEMREZRBTEET, FAEREAD L 72— FiX, Flexible NetFlow % iHiH
\CHEAT BB D, 2—P—EFO T — L a— R IR TEET, X b
J—07 F=F ) T D= R el T ERFADL a— RO U 2 MpBEIRTE 9, Flexible
NetFlow BNg R S b &, — i —F—ERO 7 — L a— REFFIERFAL I — KL
LCEHTE, fHEICEATEDLLIICRD T,

)

GE)

1—¥—FHELI—F

Y R—hshEHEhr,

FHIEFR SN L 22— RiE, Cisco Catalyst 9000 3V — & A A » F D@ @ Flexible NetFlow T

Flexible NetFlow Ti%, key 33X N nonkey 7 4 —/L RZ$RE L, REOEHICALETT —#
INEEAE DA~ A XFH T LT, Flexible NetFlow 72— EF=%— v v a2 fOMEDL
o— REEFTEE T, Flexible NetFlow 72— £ =X — F ¥ v 2k L THEDOL a—F
EERTDHHE, 22—V —EFL a— FEMEENE T, nonkey 7 4 —/L KOMEIX, 72 —KHND
N7 4w 7 BT DIBINERZ AT 2 -0l 7 n—Z B & E T, nonkey 7 4 —/L KD
HOEHICL > TH LW Z o —NMERSND Z L idH Y FH A, 1EEAEDEA. nonkey 7 4 —
Vv ROMEIZ 7 v — OO/ R HDHEFFSLE T, Flexible NetFlow Z 145 & |
nonkey 7 4 —/L K& LT, ZR—NONAL MNENT y MR EDT T o 2 —liZxx v 7T ¥
T&EET,

2—HPF—ERLT— NI, QSBILUOHBIERW, 77V r—Yarba—HF—D 77 1y
7 Fa7rA )7, dDoS Wk 5 X 2 U TF 4 BHR LD T 7 r—3 g v HITER
T& %7, Flexible NetFlow D —H%—iEF L a— FTix, 22—V =N E ARV A XD
v NOERET 58S va o ERERT AREEZFIHTE, key 7 4 —/V RE 72l nonkey 7 o —
NRELTRT Y hOZEOMOT7 4 — L KRB E EbIZ7r— L a— RNTHEHLET, &
7 ailiIongy hOLVAYIT—ERNEGEENIHENH ET, Xy b7 40—V KROS5y
WEREIZ L o T, S OIZERMIZR N7 7 ¢ v 7B AIREIC 72 572D, dDoS B DA% T
b, URLERZREMOEX2 VT 4 77V r— 9 UOFENATRRIZR Y £77,

bytes i, 7ru— L a—ROZNHDT —/L KDY A X (34 REfL) TT, 7y bD
ST T T A IRERENTZ® T v a A XY H/NE WA, Flexible NetFlow (47 17—

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K



| Flexible NetFlow

B

axX ;&

Flexible NetFlow 0 match /<5 x —% [

La—FRKRNOEDDEZ v ay 74—V R%E20THOET, Xy b XA T7REREINE
gy BATE—FE Lo =854 . Flexible NetFlow |7 v — L a— KRNO&® 7 >3 v
74—V RekE 0 THD ET,

Flexible NetFlow Tid, ~v X —BLPXTry b 87 a DX A4 FIZH LWWAA—V a9
JAR—F T —~v b 74—V K XA THRBEMEZINET, Flexible NetFlow |% NetFlow = L
72, RETHN—=Va 9T I AR— T T L—F T4V RTRESNTZE 7 V3
VAR LET, M un—Ftr T a it SETARES 74—V IRBD, INE
SINDEZVa rDEEOA X ZNET DO TEET,

Flexible NetFlow 0 match /85 * —4

D3 T, Flexible NetFlow @ match /3T A —Z [ZOWCTHMBALES, 7n—La—RFIT LT,
WD match N7 A —H % 1 DL ERETLHILENDH Y F5,

& 11:match/X5 *—4

= A N ]3]

match datalink {dot1q| ethertype|mac | vian } |5 — % U o 7 £ 7= LA ¥ 2 74— F L0
—HEBEELET, ROavr N4+ Tvayv
DM AIRE T,
e dotlq : dotlqg 7 4 —/L K& —E L7,
. ethertype : /X% > K @ ethertype & —E L
9,
smac : IXETEITFHLDOMAC 7 4 —IL
FE—ELET,

svlan : /N7y RAEE 4D VLAN & —
HBLET ABTFEITHEHN) .

match flow direction Ta—%wplT 57 4 — N REDO—EKEEE
LET,
match interface {input | output} A H =T 2 AR T 4—)LRED—EEFEE
LET, ROa~xy N A7 a 3fER e
<9,
sinput : ANA 2 —T7 A AL—FLZE
R
soutput : (A ¥ —7 =4 AL—FL
£

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



B rexibie NetFlow 0 match /<5 % —%

Flexible NetFlow O3 |

avy kR

S

match ipv4 {destination | protocol | source|tos|
ttl | version}

IPvd 7 4 — )V REDO—HERELET, KD
avy R A7y a UaMERARETT,

o destination : IPv4 46527 KL A _X— 2D
TA4—IV RE—EHLFET,

s protocol : IPv4 7’12 b b —E L £ 9,
esource : IPv4 X507 RL A X—2ZD
T4 RFE—HKLET,

ctos: IPVA X A 7 47 —E R 74—
FE—ELET,

ottl : IPv4 FRFF 7 c— L R E—H L &
KR

everson : [IPvd ~y X —DIP/A— g &
#ﬁbiﬁo

match ipv6 {destination | hop-limit | protocol |
source | traffic-class| version }

IPv6 7 4 —/V RED—FEEELETd, kD
o R A Fa UaMERTFIRETY,

« destination : IPv6 %6557 KL A _X— A D
74—V RE—FKLET,

 hop-limit : IPv6 A"y 7 U I v b 7 1 —)b
NE—ELET,

s protocol : IPv6 XA 2— K 7’1 k=)L
TA4—IL RE—ELFET,

ssource : IPv6 X587 KL A R—2Z D
74—V RE—FKLET,

e traffic-class: IPv6 N7 7 4 v 7 7T X &
—HLFET,

eversion : IPv6 ~y X —DIP/RX—T g &
gﬁbiﬁo
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B

axX ;&

Flexible NetFlow O collect /35 4 —% .

avy kR

S

match transport {destination-port | igmp | icmp
| source-port}

N7 UVAR—=FET 4=V REDO—HKEFE
LEd, ROa~wr R A7 g o hMEHTEE
-/C‘\‘a—o

- destination-port : #A55EAR— F & —E L
£7

eicmp : ICMP IPv4 B8 X OVIPv6 7 1 —/L R
ZELICMP 7 4 — /L RE—ELET,

cigmp : IGMP 7 4 —/L R & —E L £7°,
* source-port : BRiEILAR— & —H L £ 7,

Flexible NetFlow ) collect /X5 A —#4

KD F T, Flexible NetFlow @ collect /XT A —#

% 12:collect /X5 A —%

IZOWTHBLET,

avy R

S0

collect counter { bytes { layer2 {long } | long } |
packets { long } }

BYTUE T 4 RORTF A M EBFRS
vy MR LET,

collect interface {input | output}

ANELLFTHIIA =T 2 A ANDHT 4 —
VRENELET,

collect timestamp absolute {first | last}

WAND /N D ISHERR S LT e, £ 7
TIRFT O/ b D3RR I THERS S AU T AT R
o7 4= FelELET (RUB) .

collect transport

* packets: /N7 > b7 44—/ F
ercp:RCP 7 4 —/L

G¥)
FFEoa < RiE, Cisco Catalyst 9600X
V=X ALy F TP AR— ST
FH A,

etcp: TCP 7 4 —/)L

Cisco 10S XE 17.17.x (Catalyst9600 X f v F) Fv k7

— VBBV I4FXalL—av AR .



Flexible NetFlow O3 |
. Flexible NetFlow O collect /85 A —4

avw vk =E):g]

collect transport tcp flags WDHLEE TCP 77 7 INE L £,

ack : TCP fgsdin& 7 7 7

cowr : TCP .Y « > RUffi/h7 57
sece: TCPECN =a— 757

fin: TCPHT 777
epsh:TCP 'y o 777

srst: TCP VY h 757

esyn : TCP Rl 7 7 7

surg: TCP 2777

GE)

TINA AT, WETHTCP 7 7 7/ #I8ET
XEH A, BETCP 7 7 7 ODIUEDHIEET
EXFEJT, TRTCHOTCP 7 7/ Fmav K
TNESNET,

collect flow {sampler |username} D7 a—fExEINELET,

ssampler : 7o—H% 7T —ID &L a—
ROIFEF—T7 4 — FE L TRELET,
D7 4=V RIZIZ, 7r—DF=F—
WEHASN7e—Y 77 —DIDRE
FNET,

GE)
Z D=~ N, Cisco Catalyst 9600X
V=X ZA v FTEIR—FZNTNE
A,

e username : 7 o —|ZEH#ET 5 2 —HF—4
FHRELET,
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B

axX ;&

Flexible NetFlow O collect /35 4 —% .

avy kR

S

collect ipv4 {sourceldestination}

WD IPvA 7 4 —)L RENELET,

esource : IPv4 G x 7 —L a— KD
FF¥—7 44—V RELTEELET,

« destination : IPv4 %68t % 72— a— R
DIFEF—7 44—V RFELTRELET,

GE)
Zd=a~< R, Cisco Catalyst 9600X > VU —
A AL v F TP R— SN THERA,

collect ipv6 {sourceldestination}

WD IPv6 ERAINE L £,
ssource: IPv6 5 ta 7 —L a2 — KD
FFX—T7 4=V RFLELTEELET,
» destination : IPv6 %ichx 7 e —1L a— K
DI F—7 44—V RFELTERELET,

collect routing{ next-hop address
|destination|sour celfor war ding-statusimulticast

WDON—T 4 o TEEE L FT,

* next-hop address : 7 12— 5 DRD K
T D16 .

« destination : 58 c/V—7 1 v 7 @,
. source : EETLL—T 1 F Bk,

« forwardingstatus : /3% >~ h D¥RE R T —
2 2,

* multicast : /L FF¥ A ML—F 4 7
JBME,

GE)
Z D=~ N, Cisco Catalyst 9600X >V —
A AA v FTEHYR—FENTHERTA,

collect policy firewall event

IWERY S —T 7 AT T —L A &I
XF—T7 44—V RELTHREL, NTFT7 497
IRBP = NZFESNWT, SGACL MEAS £ 72 13 FF
AENERNT 74 v 7 ICBET HIERAINET
XHLHITLET,

GE)
Zd=a= 2 RNiX, Cisco Catalyst 9600X 2 Y —
A2y FTIEYFR— SN TOERA,
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. JO— I 9 RHR—4

Flexible NetFlow O3 |

JO0— I RAKR—42

TAa—TJ AR—ZTIL, 70— F=X Ty v aNOT X2 VE— AT A (2Ex
I, OB L OMRE DT DITNetFlow 2 L 7 ¥ 2 FA(T3 5% —N) [/ AKR—FLET, 7
nD—T /7 AR—HZ|T, a7 4F¥al—varTHlorT 0740 UTERENET, 7
N—T ) AR—HL, Ta—F=FIIT—HFTT AR— MERERIET -0l —FE=4
WEIvYToNET, B T7a—2 7 AR—ZEER LT, | 2F KO 7 —E=4
WEAT 5L, WS ONOZ T AR— MNeZIEETHZENTEET, 12071 —x7 AR —
HEEHRL, WO 7 a—F=XIZ#EHTHI ENTEET,

NetFlow T—% TV RAR— b T+—T v kD/IN—2 39

NetFlow DFEAH T 72— L a— K T9, NetFlow LR &N, 77— L a— KDL D9
D7 F—~v WA ELE L7z, NetFlow ©Z AR— b 74—~ v FORHFHOMEIL, —

Va9 LIEENE T, NetFlow Version 9 =7 AR — k 74—~ v FOBIEREIL. 57

L—bBR_—=2 L2 4, 77— NI, La—RK7x—~v NORFEIEATRER L O
WZLET, NetFlow br—EARERIEEN TS, EAZ7e—La—RF7r—~<y NE2ZEREL
T DMENHY FHA, T 7L — 2T L. ROV ODOFERH Y £7,

*NetFlow Da L7 Z &4t L7c), y—ECRXEZRRLIEVTLHT 7Y r— 3 VaERT
B — RR—F 4 EVR A 23— FF—lE, FHLO NetFlow BEENBME A 7-NZ T 7
Vor—varz2Bar (VT H08EIH0 FHA, Kbz, BBaoT7 71— 74—
~y MR T T OT —% Ty ANVEERTHZENTEET,

o HTHIMEREIT, BIEOE AR AN D 2 L 72 < | NetFlow [SHHIZIBIITE 9,

e N—T g 97—y MIB LW E Fa LR Fb O F 2 UCESETE A7,
NetFlow lZZ b D7 1 b auZxt LT DEsERIcxie) LET,

W=z 9DTI AR—K 74—~y bME, "y b~y X—LZnicki< 1 2L EOT
v F—hT7ue— %y b ERET—4% 7u— -ty PTHERINLTWET, T L—K 7
a—ty T, FROT—F 7a—ty MIFEREINDE 7 0 — /L FOFHABRRIES L ET,
ZokoT—4% 77—ty MI, B TRILZZ AKR—F X7y hEREI®HREOT 7 AR —
oy NCRAETDHEERHY T, 77 —h 7e—%y FBLOT—X 7u—
Ty ME, RORNTRTEIIC, B—Dx= 7 AR— 2y MURESE DL Z N TEET,

B11:18—2 32 9T RB— k37 y b

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl., EE&N 5T —H % NetFlow 2 L 7 X RNEfECE L X512, T

L— bk F—#EEMIC s AR— LET, Fo, 77— DT —% 7Ju— kv b
T/ AR— K LET, Flexible NetFlow O E72F51%, =—HF—R7n— La— RE2ERETD
L RA=Va 9T T L— MIHIRICER S, 2L 2 X ICEXESRDZ LT, oK
o, ~yH—, T L—h 77—ty hBIOT—% 77—ty FEED T, NetFlow

Version 9 =27 A7"— K 74—~ v MNOFEMAREIZ R LUET,

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K
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JO—E=_43—

12: NetFlow /:X\— 3 2 9T AR— k 74— v kDB

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima .

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

Data Racod

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

IPvé_NEXT HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

— 1]

Langth = 4

BYTES:_ 32(0x0001)

Langth = 4

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

aTiTEA

8534

JO—E=-4— .

N=Tq 97 AR—b 7 —<v bOFEMIZHOWTIE, mYA » ~2—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] #ZM L T 72 &y, RO URL OB AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

7 — & =4 —|LFlexible NetFlow D% > " TU—27 ~TF 7 4 v 7 QEREZEITTHa R R—R

VRTC AV E—T oA AZHAENET,

Tu—F—HFRxy hU—7 FTT7 4y mbtESh, 7Ju— L a—RKDkey 74—/ R
B L Vnonkey 7 4 — /b RIZESWTEH Y mEX 7o — =4 —F ¥ v a|lBISNH

ij‘o

Flexible NetFlow (X, RIC T 7 4 v 7 DS EIER XA T O FTT DDl TE
9, TOXRTIEHE, ANMA v E—T 2 A A EDOEH#ERNT 7 ¢ 7T OTZDITHEFTFEINT- L
a— K&, WA 2 =T 24 A EDOEXF2 ) T 4 9O DICEF SNy a— RE/fAL
TRy MBS EhET,

Cisco I0S XE17.17.x (Catalyst9600 X v F) v hI—9EEBOAL T4 FalL—3 2 A4 K .
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Flexible NetFlow O3 |

. JA—E=4—

R13:220 70— FE=4—%FEALEEL ST 1 v DR

T \P5| |ﬂ||ﬂ| P2 [Fow Monttor 1 Flaw Maonitor 2
(Etharnet 0} (Etharnet 1)

Kay Fislds Pachkat 1 Monkey Fields i Key Fields Pachet 1 Monkey Fialds

Sourca IP 10333 Packets i Sounze [P 10333 Pachkets

Destination IP mzz2z Bytes i Destination IP mzzz2 Time Stamps

Source port 3 Time Stamps i Input Interfacs Ethemsat O

Destination port 2078 Mexd-Hop Address i 5YM Flag 0

Layer3 Protocol TCP-& H

TOS Byts o :

Input Inte riace E‘t!19rnat0 \

Traffic Analysis Cachs Security Analysis Cache
Soumce |P | Dest. IP | Dest. UF |Protocol | TOS | .. |PkE ] Source |P |Dest. IP |Dest I'F |Probcol | TOS | .. | Plis
10333 |10.222 |E1 [ a 11C00| 10333 |[10222 | E1 E1 [u] .o | 11000

TORNZ, BAZL LVa— R L TEEOZ A TOT7n— =4 —%EMT 5 X0 #4H
BRITEOH 2R L ET,

B 14: hRAL LA—FTOEBOS A TOITO— E=42 —OEMERBG

mep

Application Flows

Branch

Security Flows

T4
E

TI7AN DX ¥ v a XA TE Tnormal) TF, ZOE—RTHE, FryaWoxz= Y
75> timeout active #% 7€ & timeout inactive FX EZHE > THRRYIIZ 2D £9, F¥ v = = b

DL, WIREINICZ2 D L v v a2 P BHIBRS L, RESNTWAIHNDOT 7 AR—H|Z
roTz /7 AR—- a7,

. Cisco I0S XE17.17.x (Catalyst9600 X v F) v hT—VEEOAL T4 Fal—23 v AM4 K
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JA—HrIF5— .

JOo—Hr75—

Ta—Hr 5 —I, N—EFDaLr T Fal— g TRHIOaryR—3xr FE LTER SN
F9, 7a—H 7T, STAIGRIRSIN D 7 v FOEEHIRT 5 Z & T, Flexible NetFlow
EEITLTVDT A, A LOAMEZRO T DI ESNET,

Ta— BT TR, V= E DR T = L RIIKTAE=Z Y TR ENRS SN E
T, Yo7 —%ETn—F=F—lHlTHE, Ta— =X =BT OMNBEOH LT
NI T D7, V—F TR —E = —FETT DDA — =~y FATHET L
FI, Tr— FE=H—THIESNA Ty MR T L, Te—FE=F—DF v via
WA SN ATEROREDN, ZAUIL U TR T LET,

ip flowmonitor 2~ > REFHLCA v X —7 oA AHEHSINDIEGA, Y7 I7—F7n—
T —LHAEDETHERSNET,

HHR— k&M TLVS Flexible NetFlow 7 1+ —JL K

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HEIZDOWT, Flexible NetFlow
(FNF) TYHR—FENDT7 4 — L FOFHEEY A FEEHEL TWET,

A\

GE) v MIVLAN 74— L ERH LA, TORSITEBBINET A,

J4—)L |L14¥ |LA+2 |IPvdIn |IPV40ut [IPv6In |IPv6Out |:¥Z=
N 2In Qut

Key 7=
& Collect
14—
K
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Flexible NetFlow O3 |
B - ST % Flexible NetFlow 7« — L K

L1 | L4+ 2 |[IPvdIn [IPV4Qut |IPv6 In |IPv6 Out

TE

74—
K

21In

Out

A B —
T A A
NS

FIIIN

FIIIN

PPN

Tu— =X —%ANF
mZE AT 254

» match % — 7 — R %&ff
ML, AJiA 2 —
TxA Ak key 7 A —
MRELTHEHALE
E

» collect & — 7 — RN &
ML, thA v o—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Kii= 7 AR — b &h
Ll a—RiZaEhk
T, EIX0IC7e Y F
R

A B —
T A A
H

PIIIN

PIIIN

PPN

Tn— =X —%HN)
mZE AT 254

» match % — 7 — K% ff
ML, HhAra—
TxA Ak key 7 A —
MRELTHEHALE
7T

« collect & — 7 — RN &A{f
ML, Ao 52—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Rz 7 ZAHR—kF &N
LHla—RiIgEhz
T, EIL0ICR D F
R

14—
K

L4 2In

L1+2
Out

IPv4 In

IPV4 Qut

IPv6 In

IPv6 Out F=

Key
Ta—
g

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

7u—Jk | %tk s e s e s

]

Ethertype | )i RSN — — — -

VLAN A | %fits — e — Xt — AL v F

7] A= F T
D FH
A—h &
nTunE
7

VLAN {ff |— Kt — Kt — Kt AL wF

71 AR— KT
D I
A—h &
nTunE
7

dotlq PN — PN — PN — AA v F

VLAN A AR— KT

71 D FH
A—F &
NTWE
7

dotlq — K his — K his — K his AA v F

VLAN H AR— KT

71 D I
A—F &
NTWE
e

dotlq B | %t ESII ESIn ESII ESIn ESII AA v F

B R— KT
D I
A—F &
nTunE
R

MAC X5 | %fhis ESIIN ESIT BTN ESIT ESIIN

g7 N

ANT

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



Flexible NetFlow O3 |
B - ST % Flexible NetFlow 7« — L K

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

MAC %18 | — - - - - -

g7 KL

A

MAC %85 | %It — <t — PSP —

7 RLA

A7)

MAC %15 |— ESIIN — ESIIN — ESII

ST R

A

IPv4 /X— | — — % fts P % It P

Vg

IPv4 TOS | — — i i i i

IPv4d 712 | — — X s P X s P E{EIC/%5E

=% e —
k. ICMP
a— RN/ &
A7,
IGMP % A
-, TCP
VA
[ v g WoR
NGRS
NTW5
LAt
HT 5%
BB
7,

IPv4 TTL |— — KRS st KRS ESIIN

IPv4 TTL |— — FOR s FOR s IPv4 TTL
LRICT
7,
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

IPv4d 7o |— — e s e K hix IPv4 7' 11

= =
FLT
T, EE
JL/5B5E
A=k,
ICMP =1 —
R/& A
7. IGMP
e AN
TCP 7 7
7 DN
TUDSHIMEE
Han<
WHEGE
WA
YRPAL YN
by F
D

IPv4 55 | — — PO K hix — —

g7 KL

A

IPv4 585 | — — ESITN ESIIN — —

7 KLA

ICMP IPv4 | — — i SRS — —

2AT

ICMP IPv4 |— — S i — —

a— K

IGMP % A |— — e K hix — -

—

J4—JL |L4¥2In|L442 |[IPvdIn IPV40ut |IPv6In IPv6 Out |I=

K Out

Key

24—

k(e

F)
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B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow D%

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Qut IPv6 In IPv6 Out FE

N Out

IPv6 73— | — — It It It It IP /N —

vav ENNES
FLT
7

IPv6 712 |— — K ESIIN K K hix IP 71 k

=% 2L
CTd,
{5 Ju/58
HeR—
k. ICMP
a— N/ &
17,
IGMP % A
7. TCP
777D
WAL
DM &
nTnd
Lo fif
M3 20
ERH Y
3

IPv6 5(5 | — — — — Fam o

g7 N

2

IPv6 55 | — - - - WIS | RS

T LA

IPve b7 | — — S P pSI X IP TOS &

747 ML

77 A +.

IPv6 7| — — it I it I P TTL &

7Yy VRS

b T,

ICMP IPv6 |— — _ - . .

2AT

ICMP IPV6 |— — _ _ -~ .

a— K
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

source-port | — — o S s B

dest-port | — — s S S s

J4—J)L |LA4¥2In|LA4+2 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

Collect

14—

K

RS- I KPIE I KPIE S Sy b
P R =

(FCS %

ale A —
PR b
7L —A
P K18
XA )
HEEE
ZD
74—V
I % [E]58E
L. Bytes
layer2 long
ZREA L
£7.

Ny b RS K hix XFhis K hix XFhis K hix

&

Timestamp | 7 s R s R St

absolute

first

Timestamp | /i PSP PSS PSS PP PSS
absolute
last

TCP 77 |%fhis FIIIN PIPIN PIIIN PIPIN PIIIN TTO
7 77T %
IR L F
B
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T72HIL K

Flexible NetFlow O3 |

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

Bytes PPN s PPN s PPN FIIIN
layer2 long

=JL ==

axX AE

WDOFIL., T /351 ZIZxT 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

% 13: 7 7 4 )L b D Flexible NetFlow %

RE T4k
Ta—T 7T 4T XA LT Tk 1800 £
Tu— XA LTI NDOKT 7T 474k 15 7

Flexible NetFlow : A 71 VRF H-7R— F D=

Flexible NetFlow : AJJ VRF ¥ 48— MERE TlE, key 7 4 —/L K & LT Virtual Routing and
Forwarding (VRF) ID #INET 57 n—La— R KRHHAN 7o —F=F—%2HWHL T, T2
A ATHERE Ty bind VREID ZETEH L OIZLET,

Flexible NetFlow : 1171 VRF Y-7;R— F Dt E

Flexible NetFlow : {{7/J VRF 74— MERETIL, key 7 1 —/L K& LCVRFID ZIUET 57
n—La— R NRBAIMh7n—=X%2@#EHA LT, V—% THRIE/ > B VREID %I
TELHEIICLET,

BEREVATLES

A AT DG A= A0T, 4,294967,296 [HO—EOHERS32 By bDT7 4 —/L T,
AE=Fy FDIRNT V07 RAL UNN—=T 4 TV AT DY R— M OO TE
E36N

HEV AT L% (ASER) X, EXAR—F—F—F~vxA 7u ha/LTHEHAINS IANA
WCEo TRV Y TONDIRANRETTYT, —BEONL—T 4 TR U —E RO — O EH
TZhdry NT—27 FLFIRTIV I A F—Fy MIIATFR—LERINTND Ry
NT—2 % —BIZH#BILET, ZORBEVATLAE S, BTV VTR RO U H—F v
F Y —bR M B M —Fy NI ZAF Y (IX) OFT, BGPBLOE T 2 A
VHA—Fy Y —ER T aNR, L ETTHEDICHETT, ASEFILS e — VLl —ET
HOEMLERHY ET, LY, BGP BB L TA—FT 4 7 TEX B —EDLMNLIPT
NLAT7ay 7 PREEINDEIICRYET, BGPIX, V7 4 v 7 AL HFET AT A/RZA
(ASRR) ZHEH LT, V7 4 v 7 ANFET DI E~DORE A ZRELET,
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MPLS T® A H 71 Flexible NetFlow D1 .

NetFlow VO B X WNIPFIX =7 AR — "X A 7E, 328y FASESE VAR — b LET, NetFlow
V57 AR—hr7Fm haii, BEE16Ey bORETE LU AS ERITHES 72D, 20
RAS 74—V REHFR—FLEREA,

NetFlow Tid, RO BGP NTF A —HX 5T AR—FTEET,
*BGP A fE IR E2ILET AS H &
« BGP 562 £ 72137 AS FH =

BRE
AS FE S VAT AERET HITIE, Oa~y REFEHLET,
[no] collect routing { destination | source } as [[4-octet] peer] [4-octet]

MPLS T® A H 71 Flexible NetFlow D ¥} =

« MPLS T® A JJ Flexible NetFlow (IP L~L) @ Z Okgfea T 5 & . MPLS 7L A o
ARy a v E R TMPLS *y NU—JIZADL Ry hOA X2 —>y b7 bz (IP)
Ta—ERES Y ST CTEXET, TNHDONFy NI IP Ay R ELTCOL— 2 2R
L. MPLS %7 v F & LTEEENET, PE/— FOCEMNCIPVAB L OIPV6 R T 7 1 v
JDODANI7a—F=F—5RETHILICLY, ZOMEEZAEDICTEET,

« MPLS T® /] Flexible NetFlow (IP L'-~L) : ZOREZF T 5 & . MPLS T~ULA o
RV a v ERTMPLS *y hT—I MBSy hOA 2 —%y h7a har (IP)
Tun—ERE XYy T F v TEET, NS5Oy ME, MPLS X7 v & L TL—HIC
HEL, Py hELTHEENET, PE/— ROCEMICIPVAB L WNIPV6 N T 7 1 >
JOHN 7o —F=F—%RRETH LI, ZOMEEZEDICTEET,

Flexible NetFlow @ VPN ID D&% 7E

RIUTT7ARXR=F 3Ry NT—=T OB DO VPNIX, T—X 877 4 v 7 TRILT T A _—
MEETBLOFEIP ZHATEET, kY, T—FBETDIPT RLRAEFRFET D
LN A B EREMEN D D £, VPN-ID 2 LT Z ofE A ik ¢& ¥4, VPN-ID
X, Z =SBRS4 _X— by N =R TF, BEVAT A (AS) &
KT VPN Z #5345 7- i &4 E§, VPN-ID /8 NetFlow =27 AR — k" v Nk TZJ A
A= R EN2%HE, BOASOa L7 Xk, T—2BNET 5 VPN (ZHESWT 7 rn—% Bl
FCHBECE £9, VPN-ID (X VRF-ID L [AIEED T AT AL~L7 a7 4 ThY | FEDONH
ETT I AR—FTEET,

VPN ID D#ERER
£ VPN ID (TR D EFR THERK I TWET,

3 AT v FD 16 HHETH B HIFEE ARSI (OUI) , IEEE %%/, ISO/EC 8802 A
BOTFTTaryR—xr hailEdsH 5050 IC0OUl 280 ¥CET, OULIE, m—
BNV T 2y "I—0 TV r—arbAhaR)Z2 o) 7 Xy NO—0 77
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Flexible NetFlow O3 |
B rexibie NetFlow D EH %

Vor—yaryTHERATHZDO, FLARR LANMAC 7 KL A&7 m haID 2451
Lzl s E 9, 7= & 21X, Cisco Systems @ OUI 1% 00-03-6B (16 %) <9,

cRENTDO VPN 2344 47T v bD 16 THD VPN A 5 v 7 A,

VREFE#I 74 X2l —rarE—RFRTvpnida~> R&MH LT, VPNID Z%ETE £
94, VPNID 2RO THRELET,

vpn id oui:vpn-index

VPNID #3%E L7256, flow-exporter 2> 7 4 ¥ = L— 3 > &— KT option vrf-attributes =
~ U RZEHEMLTVPNID 2 ETX £,

Flexible NetFlow D% E A&

Flexible Netflow Z & E 7T D IZ1%. IRO—RAZRFINRIZIENE T,

1L 78—l%— 74—V RBIOIHEX— 74—V REREELT, 7a— La—RE/ERL
ij—o

2. 7abanrzREL EEO 77—/ AR—FZZ/ER L, seh— b, %k, BLO*ZE
DMLD /ST A — 2 Zdiik UET,

3. 7a— La— KRB 7r— 2/ AR—F|ZHSNWT, 7u— E=F—%{ERLET,

4. TEOYV T T —5ERLET,

5 LAY2HA—h LAVYIHR—F, FLEVLANICTZr— =X —%HLET,

J0O— La— FO1ERL
DA< AR L7 — La— RERET AL, ROZRAT ZFEITLET,

HAZ<wA R LT-7v— La— K&, BEOHW TN 7 4 v T—FE0NT 5zl
ALET, DAZ~A X LIz7a—La— R, key 74—/ B & LT % match JE7E
21 O ESETY, @I nonkey 7 4 —/L K& LTS collect JEHeEN 1 LI EH Y F
D

NAZ A X LTe7vn— L a— RoOlEFNE, BEbOFRERHY £3, 20X A7 TlE, 7
REMED & DINEFN D1 D HAERT 272D DO FNAZ DWW T L E T, LBEIE U TYRL AT D
FIEZEE L, BECAEDE THIRAY A A L7 — La— REERLET,

Fg
ARV RFERIFTIaY BH
AT 71 |enable ke EXEC £ — RZ AN LET,
1 -
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70— va—roks [l

AU RFERET7TIV3 Y B
. N e MAU—REZ AN LET (FERkIh
evice ena e f:%é\ )
R 72 |configureterminal Jua—N\) a7 4 X¥al—g
1 - E— NEBABLET,
Device# configure terminal
R =3 |flow record record-name 71— L a— RZ&{ER% L. Flexible
Bl - NetFlow 72— La— R ay 7 X
L—yay®— Rz LET,
ptaetrstis P ZOEvY RTR, BEFOT n—
La—REEETLHLHTEE
R
R 7 4 | description description (EE) 7u— La— RoOMRBAZER
{5 LET

Device (config-flow-record) # description
Used for basic traffic analysis

AT w75 |match {ip|ipv6} {destination | source} GX)

address ZOHITI, IPv4 36T KLU A% L
%l - a—RdDkey 74—/ FELTREL
7,

Device (config-flow-record) # match ipv4
destination address

ATV T6 | MEISUTAT v F5&2#0iRL, L |—
a— KDiEkey 7 4 —/V RERELE

7,
ATy 717 |end Flexible NetFlow 7 27— L 22— K 21>/
B T4 X2l —aryE—RE&KTLT,

HibE EXEC E— FIZREY 97,

Device (config-flow-record) # end

Z T 7 8 |show flow record record-name (I3 fBELE-7a— La— KDH
il - EDAT —HAPFRENET,

Device# show flow record FLOW_RECORD-1

Z 5 9 | show running-config flow record (EE) ffEL7z7r— La— ROk
record-name ENRRENET,
E
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Flexible NetFlow O3 |
| IEEEETFE Y

ARV RFERFTIVaY =)

Device# show running-config flow record|
FLOW_RECORD-1

J0— I XKR—% DIERL

Ja— T AR—  EERLT, 78— I AFR— K RITA—FEAERTXET,

)

GE) 77— AR—FTLIZ, 1 OD5EEOHR N R—FENET, BEOEIT—2 52T
AR—= P THEHRT. BEOTVO— 2 AR—HEHRTLTC7a— T=F—|ZE Y B THL
HEAH D FI,

IPv4 7 RUVAZEHA L THEIC=7 AR — N TEET,

FE

ARV EEREET7IVa Y By

AFwS1 |enable ¥iHE EXEC B— REZ AN L £,
U ¢ NAT—KREANLET (FRE
Device> enable %Lfig%é§) °

XFw 72 |configureterminal Jsa—\)L a7 4 FXal—a
i - T FEMBLET,
Device (config)# configure terminal

25w 73 |flowexporter name TB—TJ AR—ZEERL, 71—
i - T AR—H a7 fFal—g

TNzl L £7,

Device (config) # flow exporter

ExportTest
ATy 74 |description string (EE) mKRO3LFT, ZD71—0
B - M EEE LET,

Device (config-flow-exporter) #
description Exportv9

AT w75 |destination {ipv4-address} ZDOT Y AR—HZITIPVASEET R LA
i - FIIFA MERELET,

Device (config-flow-exporter) #
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so— o z2k—a0tks |

aAv U RFERET7TIVaY B#)
destination 192.0.2.1 (IPv4
destination)
RTw 76 |dscpvalue ({£#) DSCP (DiffServ =2— R A >
Bl - N EZERELET, #PHIZ0~63T

T, F7 4 M0 TT,

Device (config-flow-exporter)# dscp 0

R w77 |source interface type interface number (FE) WE SNT-%85C T NetFlow =
Bl - FTANCBET DI DIEMNT oA
H—T A A/ ELET,
DeYicefconfig—flow—exporter)# source OI)

gigabitEthernetl1/0/1 S h Ty A S TEA
H—T A RELTT T /R—=FKIP
AH =Tz A A% YR —FLTNE

A,
HEEILELTROA H—T A R
BRETEET,
« AutoTemplate : HE)7 > 7 L — K
A BE—T AR

« Capwap : Capwap F > R/L A
H—T A A

* GigabitEthernet : Gigabit Ethernet
IEEE 802

« GroupVI : Z/V—H8A v B —
T A A

« Internal Interface : NERA o % —
Tz A A

s Loopback : L—"" /N J A K —
T A A

eNull: XNV A F—TxA A

* Port-channel : f > #—7 = A XD
A —=YFxy b Fyri

* TenGigabitEthernet : 10 ¥ £ v
N A—H%xv b

eTunnd : by F VAL H—TxA
2
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

* Vlan : Catalyst VLAN

ATvT8

transport udp number

1 :

Device (config-flow-exporter) #
transport udp 200

(TE) NetFlow =2 L 7 # |ZEiET 5
7O HT 5 UDPAR— AR E L %
kR

ATvT9

ttl seconds

51

Device (config-flow-exporter) # ttl 210

(EE) =7 AR—=HIZL > TEEE
BT —& 75 KNOLEk: AT He

(TTL) fEZ&E L3, #®Ex 1 ~
2559, 77 4L ML 255 TT,

ATv710

export-protocol {netflow-v9}

1 :

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—H THEHZI 5 NetFlow —
JAR—KFTa halron—Tg %
FBELET,

ATvINn

end

1 -

Device (config-flow-record) # end

4 EXEC £— FIZEDY ¥4,

ATvT12

show flow exporter [ name record-name]

1 -

Device# show flow exporter ExportTest]

(fT-3) NetFlow D7 @ — T AKR—
HiERER R LET,

ATy 713

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 FXal—ar 77y
ANVCEREEZRITFLET,

RDBERY

Zo— lLa—RBLIT7n— 2/ AR—F|ZHESNWT, Jo—F=F—EEHLET,
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Flexible NetFlow v6 ® 7 O — I Y R R—4 D E .

Flexible NetFlow vi D 70— T4 X "— 42 DHTE

FIE

Flexible Netflow /3— 3 5 (V5) 70—/ AR—=ZEZRETHITIX, ZTONEDHX A
FFEITLET,

Flexible NetFlow : NetFlowvs =27 AR — k7m0 b I /VERETIX, NX—Y 35D AR— b
Ta harEzH LT AR =Ty hEEETELX I LET, NetFlow N—Y =
503, "=V ary9BIOIPFIX LV by v e/ AR— 7 a harcd, EELa—
RERXDTDT T L — B2 DOT, 77— MUEEOREXH Y FHA,

V5 27 2R = b7 a b2 O ERHC IR OHIIR DN E T S E T
« MWD S5 ZTN—ET 4 =L,
®*match ipv4 protocol
* match ipv4 source address
* match ipv4 destination address
*match transport source-port

®* match transport destination-port

NRN—=T g s Ty ho—ETHNIE, TOMOT 4 —L RIHMEETY,

A RERIFT7TIa Y B#
ATv 71 |enable Y fE EXEC E— REANIZ L E T,
5 - e NRAU—REANLET (FERX

N8548 .

Device> enable

RFw 72 |configure terminal Ja—xN)ary7 4 Xal—gy
{;u . £ — F%Fﬁﬁébjﬁjﬁo

Device# configure terminal

A7y 7F3 |flowexporter exporter-name 7nu—x 7 ZAR—=ZEER L, Flexible
Bl - NetFlow 70— 7 AR—HX a7 4
Xal—varT—RNeBthLET,
E;;é;?é;i}?fig)# flow exporter cZOawy RO E%’T’?@7E**
T AR—BZEEETHILHT

TET,
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B Fiexible NetFlowvs D 70— 5 2K— 5 DFE

Flexible NetFlow D%

aAv U RFERET7TIVaY B#)
RFwF4 |description description (EE) ##EP X O showflow exporter
- avy FOHNIZFREND T A
N—=Z OHAZHRELET,
Device (config-flow-exporter) #
description Exports to the datacenter
R w75 |export-protocol netflow-v5 71 —x 7 ZAR—4 T NetFlow 73—
TarvsOYR— FEAMMILET,
XFw 76 |destination {ip-address|hostname} [vrf | =7 AR —FZ DL A F LADIPT R
vrf-name] VAFEIIARA M EEELET,
K GB)
, IPv4 7 FL A L IPv6 7 F L ADWNT
Device (config-flow-exporter) L, - ° N
destination ?72.16.101.32 ﬂ%‘/@ﬁ‘ﬁﬁ Lf%ygflﬁﬂgiﬁ AR—PT
TET,
RFw 7 |export-protocol {netflow-v5|netflow-v9| 7 xR — % CffifH X 5 NetFlow —
| ipfix} TAR—F T haLoNR—g 0k
- fEE L ET, NBAR bt sz
74—V RO ZAR— L, IPFIX
Device (config-flow-exporter) # BEBETOLYR—FEINET,
export-protocol netflow-v9
7 7 4V k : netflow-v9
RATwv7r8 |dscp dscp (EE) =7 AR—ZIZE > THES
Bl - nNa5—4% 272 A0 Diffserv 72— K &R
A~ (DSCP) /T A—H%ZHELE
Device (config-flow-exporter) # dscp 63 To
« dscp 51ELDOFIFAIZ0~63 T, T
T+ b 0,
25w 79 |source interface-type interface-number | ({£&) =/ AR—X T, =/ AKR—
i - NENFZT—H T T LAOREILIPT R
LALLTIPTY RL AT 50—
Device (config-flow-exporter)# source| WV AV F—T A A ERELET,
ethernet 0/0
X w710 |option {exporter-stats|interface-table|| ((T&) = /7 AFR—F DA ST 3

sampler-table| vrf-table} [timeout
seconds]

&1

Device (config-flow-exporter) # option
exporter-stats timeout 120

T RIA—BEHRELET,

3 ODA T g LEFRIKICERET
xFET,

« seconds 51ExD&EIFH X, 1 ~ 86,400
TT, T 7 /L M : 600,
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B

axX ;&

Flexible NetFlow v6 ® 7 O — I Y R R—4 D E .

ARV RERETI3 Y E]:g]
AT w711 |output-features (f£7) Quality of Service (QoS) & HfF
Bl - FEEFA LT AR—F 7y b
HFETELEIITLET,
Device (config-flow-exporter) #
output-features
X w712 |template datatimeout seconds (B A LT MZESHTT Y
Bl L= F OFREERELET,
. . + seconds 5[ DHEPHIL, 1 ~ 86400
DZtheiiiiiii;éisg—exporter)# template) 7?v$. (86400 %9 —24 E?ﬁﬁ) .
A7 713 |transport udp udp-port T AR=NENDT =X T T hE5E
- eV AT LMY S UDP AR — b & 4R
ﬁiﬂbijqo
vi nfig- w-exporter) # % fofe
o fag PR - udp-port 51 D FFHIL 1 ~ 65536
‘(\‘—g—o
ATwv 714 |ttl seconds (FEE) =7 AR—=ZIZL->TEES
Bl DT —5 7 AOLEGETHEH]
(TTL) fEZ&E L £
Device (config-flow-exporter)# ttl 15 « seconds %Iéﬁ@{fﬁbi\ 1 ~ 255 C
R
AT v 715 |end TH— T AR—HR AT 4 Ko L—
i - vary B— REfAT L, FiiE EXEC
E— RICRD 7,
Device (config-flow-exporter) # end
27w 716 |show flow exporter exporter-name HEE) $8E LT n— T/ A —4
5l DHAED AT — ¥ APERENET,
Device# show flow exporter
FLOW EXPORTER-1
AT 717 |show running-config flow exporter (EE) HBELE-7n—x 7 ZR—%

exporter-name

1 -

Device# show running-config flow
exporter FLOW EXPORTER-1

DEEPFTRENET,
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. NREIAXLI=70— E=%—DER

HRAIAALF-70— =2 —NDERK

HNAZ <A R LT=7 v — F=F—%ERT 5I21%, ZOMHADE AT ZFITLET,

K7 —F=F—lF, EHOXFy v v anED S TONTWET, 7r—F=4—T214IZ,
Froviaz NIONEBLOLAT Y MeERTHLa— RBALETT, bl a—
K 74—<v Mi, FHEBRBKEAHLDOLI—FK 74—~y hOWTA, FHlda—F—ERE
T pzEnTcEES, ERoz—F—ThiiE flowrecord 2~ FEEHA LT, hAX~
AR 74—~y FEET A2 TEET,

1R BHHIIZ

Flexible NetFlow O HRIERF L 23— KOOV IZHAZ <A A LT a— REHT 58
BlE, TOX R BFITTHENT, DAF~A AL a— REERTA2LERHY F7,
F—RET I AR— T HEDIITa— 27 AR—F 70— =X — BT 585E81%.
TDERY EETTHENCT 7 AR—Z BT 5 0ERNH Y £7°,

N

G¥) 7o —F=%—"Trecord 2~ NO/NT A —XEEEF 5HHIIZ, noip flow monitor =~ K
ZHEALT, 3XTOA U Z =T = A ANBEAEHAD 7 v —F =4 — %IRRT 20ERH Y

EJras
FIE
ARV RFERETI3 Y EL:y
ATFwF1 |enable F#HE EXEC T— REAIN L £,
£l e NAT—REANLET (FEKRE
nNrema) .
Device> enable
5w J2 |configureterminal FTa—r ) ar7 4 Xal— gy
5l - T REBHLET,
Device# configure terminal
A5 w73 |flowmonitor monitor-name Ju— F=X—%1ER% L. Flexible
- NetFlow 72— =X — a7 (¥ =
L—ya vy E—RFEBLET,
ProwmoRITORL C IOy BT, BT 0 —
E=H—HERTHILHTEE
o
X w 74 |description description (FE) 7u—F=X—03HAEER
15'] : L/jzﬁ—o
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nz25v42L7a—e=2—ofkK [

ARV FFEREETIVa Yy

E:)

Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis

ATvTh

record {record-name | netflow-original |
netflow {ipv4|ipv6} record [peer]}

1 -

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju—F=F—0DlLa— R FEEELE
kR

ATvT6

cache {timeout {active|inactive| update}
seconds | type normal }

51

Device (config-flow-monitor)# cache
type normal

Device (config-flow-monitor)# cache
timeout active

ULE) 7e— F=F—Fyr v a

INTG A=K (XA LT Y ME, ¥v v
aZATRE) #ERLET, BE
Lize7e—F=F—LtT7u—Fvv
Vo w BEA T E T,

ATy IT17

VWS CTCAT v 7 6 0K L
T, Z2DO7a—F=HA—DF v v
NIA—HDOELEET LET,

ATvT8

statistics packet protocol
1 -

Device (config-flow-monitor) #
statistics packet protocol

({£&) Flexible NetFlow E =% —D 7
7 3V BOREHE R OINEEZ A R —
T LET,

ATv79

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

(f£&) Flexible NetFlow & =% — ™D
A R FHE R OINEE A X —T L
iCLET,

ATy 710

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcfEkshic=7 AR —
Z DA ERELET,

ATvINn

end

&1

Device (config-flow-monitor)# end

Flexible NetFlow 72— F=HX— 21/
TA4Xal—varE—REKRTL
T. ¥ EXEC £— FICEY 7,
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ARV FFEREETIVa Yy

S

ATvT12

show flow monitor [[name] monitor-name
[cache[format {csv |record |table} ]]
[statistics]]

&1

Device# show flow monitor
FLOW-MONITOR-2 cache

(f£:7) Flexible NetFlow 7 1 — E=
H—DAT —H ABLOFFHERNPE
RENET,

ATy 713

show running-config flow monitor
monitor-name

1 -

Device# show running-config flow
monitor FLOW_MONITOR-1

3 BELE-7a—F=F—D
ENFRRENET,

ATv 714

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =27 4FXal—ar 77
ANVIZREE T LET,

J20—Y>2TJ5—01ER

Tn— %77 —ERELTHMET DI, ZORHADI AT 2FATLET,

FIE

ARV RFERRERTI Y

EL:)

&M

enable
B -

Device> enable

¥ ME EXEC T— F&EATIC L £,

e NMAT—FREANLET (R
nNE%a) .

ATvT2

configure terminal

1 :

Device# configure terminal

Juaua—)ary7 4 FXal—g v
T RFERMLET,

ATvT3

sampler

1 -

sampler-name

Device (config)# sampler SAMPLER-1

YT TR, VT T—ar
TA4F¥al—varE—REBLE
‘a‘o

cZawy RTIE, BBEOY T
F—HBEHETLHZ LB TEET,
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1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

ATvT4

description description

1 :

Device (config-sampler) # description
Sample at 50%

EE) 7o—¥ 77 -0l ziE
Jﬁ[—/\ijﬂo

ATvTH

mode {random} 1 out-of window-size

1 -

Device (config-sampler) # mode random
1 out-of 2

Yo7 ——FKBLIO7a—H o7
F—DU 4 Ry A XEH/ELE
7,

« window-size B EDO&PHIZ, 0 ~
1024 T,

ATvT6

exit
&1

Device (config-sampler) # exit

YT —ar7 4 FXal— g
FT—REKTL, ZJuo—sLvar7g
Fal—raryE—RIREY £1,

ATy T17

interface type number

51

Device (config) # interface
GigabitEthernet 0/0/0

AV H =T A RAEREL, £ ¥ —
TxA AT 4F¥2l—Tg L T—
R&2BIsE L £9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]|

ERLE7o—F=4—B L7 o—
YT T— A B —T A AIZEIY
YCC, TV T EA =TT
LET,

ATvT9

end

&1

Device (config-if)# end

A B—=T 2 A AT (Fal—
vay ®'— REKT L, FitE EXEC
E— RNIZREY £7,

ATy 710

show sampler sampler-name

51

Device# show sampler SAMPLER-1

JELAL L7 —H 7T TF—0
AT —HZ AR IO EHIEREE R LT
j—O

AR —T A A~ADT7O—DEA

Tan— =X —BIOA T a oI T— A A —T o AZHEATE F 9,

Cisco I0S XE17.17.x (Catalyst9600 X1 v F) v hI—4&EEaL T4 FaL—av A1 K |



B sz 12~070-0@m

FIE

Flexible NetFlow O3 |

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE A LET,
s NRAT—REASILET (EREXH

258) .

ATv T2

configureterminal

1 -

Device (config) # configure terminal

Jua—N) a7 4 FXal— g
ET— F&EBHEBLET,

ATvT3

interface type

1

Device (config) # interface
GigabitEthernetl/0/1

AL B =T AfAALT 4 Fal—3
YE—REBRIBL, A F—T AR
EERELET,

Flexible NetFlow (%, L2 "— b F ¥ %L
A B —T 2 ATEHYR—hENnEH
A, L2 — b F v R A L N— R —
FCIEHAR—FShvET,

Flexible NetFlow (%, L3 i"— hF ¥ %L
AVHE =Tz REL ALK — NTH
N— hSETH, W L CRIRRC
PR—=REINHZLITHY FHA,

ATvT4

{ip flow monitor | ipv6 flow monitor |
datalink flow monitor} name [sampler
name] {input | output}

1

Device (config-if)# ip flow monitor
MonitorTest input

ADNETZH Iy MTHeT 54
H—T = A A2, IPv4, IPv6, T—Z U
yr7R—kE=4— BLUYAF TV a v
DY 7T —Z AT E T,
ip flow monitor — Flexible NetFlow T IPv4
N7 4y EEHRTEET,

ipv6 flow monitor — Flexible NetFlow T
IPVv6 N7 7 v 7 EERTEET,

datalink flow monitor — Flexible NetFlow
THIPONT 7 4 v B TEET,

ATvTh

end

1

Device (config-flow-monitor)# end

¥#E EXEC £ — FIZEREY £,

ATvT6

show flow inter face [interface-type number]

1 -

LE) A v X —7 = A AD NetFlow %
WEFRLET,
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VIAN £ T T Y v S Netflow 0 [l

ARV RFERFTIVaY =)

Device# show flow interface

A w 77 | copy running-config startup-config EE) av 74 X2l —var 77
51 A NCRRE BRI LET

Device# copy running-config
startup-config

VLAN ETD T v & NetFlow DEXE

Tae— F= A —BIRAF T g OY 7T —% VLAN ICEATE £,

FIE

AU RFERET7TIVa Y B#)

AT 71 |enable FitE EXEC E— REZ AT L E T,
fil e MAU—REZ AN LET (EkSh
Device> enable =58 .

AT w 72 | configureterminal Jua—)LarJ 4 Xal—gy
Bl T— R LET
Device (config) # configure terminal

Z 5w 7 3 | vlan [configuration] vian-id VLAN %713 VLAN 2127 ¢ % o L—
Bl vay E— FEHHLET

Device (config) # vlan configuration 30
Device (config-vlan-config) #

Z 5 7 4 |ip flow monitor monitor name [ sampler | A /384~ Mot d % VLAN (2. 7
sampler name] { input } H— E=H—BLO0A T a oy
i - 77— BT £

Device (config-vlan-config)# ip flow
monitor MonitorTest input

R T w 75 | copy running-config startup-config EE) av74Xa2l—var 77
Bl - A ISR RAELE T

Device# copy running-config
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Flexible NetFlow D%

ARV RFERETIVa Y

B8

startup-config

L 14~ 2 NetFlow @

19—

axX AE

Flexible NetFlow L' 23— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—KREEHL T, LA
Y2A LA —T oA AD T O —%F% ¥ S F ¥ TXFET,

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE Az LET,
e NAU—REZASNLET FEREN

=55

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nN)L a7 4 F¥al— g
T— FERIBLET,

ATvT3

flow record name

1 -

Device (config)# flow record L2_record
Device (config-flow-record) #

Jao—la—Rary 7 4Falb—g
Y E—REHBLET,

ATv74

match datalink {dot1q |ethertype| mac |
vlan}
i :

Device (config-flow-record) # match
datalink ethertype

LA V2R AR —L LTHRELET,

ATvTh

end

1

Device (config-flow-record)# end

HbE EXEC E— RICEY 7,

ATvT6

show flow record [name ]

1

Device# show flow record

UEE) A v & —7 = A AD NetFlow |5
WEFRRLET,
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Flexible NetFlow () 515 .

ARV RFEEETIIa Y BRI
R 77 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

Flexible NetFlow D E5%R

WOEIZHDa~ Raef@H LT, Flexible NetFlow # =% U ./ TxF9,

% 14: Flexible NetFlow D E—=%"') >4 a< > K

avw >R EL:q]

show flow exporter | NetFlow O 7 11— =7 2R — ZER L HEHEREFRLET,
[broker | export-ids|
name | name | statistics
| templates]

show flow exporter [ |NetFlow D 72— =7 AR —ZER L FEHEREF TR LET,
name exporter-name]

show flow interface NetFlow 1 v % —7 = A AZAT HEHMEF R LE T,

show flow monitor [ | NetFlow ® 7 11— & =X —ff# L fEaHE @M a Fr LE T,
name exporter-name]

show flow monitor Tno— T X —OMEHEmRAERRLET,

statistics

show flow monitor BESNEER T —F =4 —DF v v V2 ONEER R LET,
cacheformat {table|

record | csv}

show flow record | NetFlow D7 17— L a— RiF#aEF£R LET,
name record-name]

show sampler [broker || NetFlow ¥> 77 —ICBT 51§ 2 &R L £,
name| name]
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B rexibie NetFlow 3524

Flexible NetFlow @) % & {5

Bl - JO0—DERE
SR ER L. EOT A LA —T o AT B PR L E T

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port

Device (config-flow-record) # collect counter byte long
Device (config-flow-record) # collect counter packet long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl

Device (config-flow-monitor)# exporter exportl

Device (config-flow-monitor) # exit

Device (config)# interface tenGigabitEthernet 1/0/1

Device (config-if)# ip flow monitor monitorl input

Device (config-if)# end

Bl :-IPVAAARS T4y IDE=ZZ) Y

ROBNL, IPVAANTI T 7 4 v 7 e ®=F—F 5 )7E%2 R L TCWET (intgl/0/111%, intgl/0/36
BXWPintg3/0/1IZ b7 7 4 v 7% EFLET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

. Cisco 10S XE 17.17.x (Catalyst9600 X f v F) v bDT—HV BB T4 Fal—2a v HA4 K



| Flexible NetFlow D35

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device# show
Device# show
Device# show
Device# show

Bl IPvAE AT D«

Device# confi
Enter configu
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config

Bl opatnrsTsvr0r=4y2y |

) # flow exporter fe-ipfix6

-flow-exporter)# destination 2001:0:0:24::10
-flow-exporter)# source V1anlO06
-flow-exporter) # transport udp 4739
-flow-exporter) # export-protocol ipfix
-flow-exporter)# template data timeout 240
-flow-exporter) # exit

)# flow exporter fe-ipfix

-flow-exporter) # description IPFIX format collector 100.0.0.80
-flow-exporter)# destination 100.0.0.80

-flow-exporter)# dscp 30

-flow-exporter)# ttl 210

-flow-exporter)# transport udp 4739

-flow-exporter) # export-protocol ipfix

-flow-exporter)# template data timeout 240

-flow-exporter) # exit

)# flow exporter fe-1

-flow-exporter)# destination 10.5.120.16
-flow-exporter)# source V1anlO05
-flow-exporter) # dscp 32
-flow-exporter)# ttl 200
-flow-exporter)# transport udp 2055

-flow-exporter)# template data timeout 240
-flow-exporter) # exit

)# flow monitor fm-1

-flow-monitor) # exporter fe-ipfix6
-flow-monitor) # exporter fe-ipfix
-flow-monitor) # exporter fe-1
-flow-monitor) # cache timeout inactive 60
-flow-monitor)# cache timeout active 180
-flow-monitor) # record fr-1
-flow-monitor)# end

running-config interface gl1/0/11
running-config interface gl1/0/36
running-config interface g3/0/11
flow monitor fm-1 cache format table

YHODE=ZRY Y

gure terminal

ration commands, one per line. End with CNTL/Z.
)# flow record £fr-1 out

-flow-record) # match ipv4 source address
-flow-record) # match ipv4 destination address
-flow-record) # match interface output
-flow-record) # collect counter bytes long
-flow-record) # collect counter packets long
-flow-record) # collect timestamp absolute first
-flow-record) # collect timestamp absolute last
-flow-record) # exit

)# flow exporter fe-1
-flow-exporter)# destination 10.5.120.16
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ks
filt

. 51 : A 73 VRF % 7R— ~ FH® Flexible NetFlow 0

Device (config-flow-exporter) # source V1anlO05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter)# dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter) # export-protocol ipfix

Device (config-flow-exporter)# template data timeout 240

Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor)# exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out
Device (config-flow-monitor)# end

Device# show flow monitor fm-l-output cache format table

{5 : AF VRF ¥-7R— kFA® Flexible NetFlow M &% E

ROFITIL, VRFID Z key 7 4 —/L RE LTIET L7 —La— RNEfFOA ) 7r—E=
Z—%EHTHZET, T3 ADEE /Ny B O VREID OIUEEHE L £,

Device> enable

Device# configure terminal

Device (config)# flow record rm_1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record)# collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm_ 1

Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# ip vrf forwarding green
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1 : 111 VRE 4K — kA0 Flexible NetFlow 0z ]

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_ 1 input
Device (config-if)# end

{5 : H 71 VRF H7R— ~ FH®D Flexible NetFlow M % 5E

ROBFITIL, VREFID Z key 7 4 —/V R&E LTINET L 7 e — L a— Rafol i 7e—E=
A—%WHTHZE T, T ADFE Ty ) HO VREID OWEEZHE L E7,

Device> enable

Device# configure terminal

Device (config) # flow record rm 1

Device (config-flow-record) # match routing vrf intput
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config) # flow monitor mm 1
Device (config-flow-record) # record rm_1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
(
(

)
Device (config-if)# ip flow monitor mm_ 1 output
Device (config-if)# end

Flexible NetFlow )15k B FE

WDOKIZ, ZOFY2a—/LTHTIHED Y V— 2B I OE#EEHREZ R L ET,
T OBREIL, FRICHR SN TWARWED , BAINZY UV —XUBEOTXTOY J—RAT

fEHTE £,
1)) —= HERE HREIER
Cisco IOS XE Gibraltar 16.11.1 | Flexible NetFlow Flexible NetFlow Tl 7 2 —%

HFHLC, 7ThorT 1

7, Xxy NU—UE=FY v
7. By VU= T T
= I BET D EHE
PR L ET,

Cisco IOS XE Gibraltar 16.12.1 |IPv6 k7 7 .t 7 @ Flexible |[IPv6 b7 7 4 -~ 7 @ Flexible
NetFlow DEIETC 7 N—T % 7 | NetFlow DiE(ETT I N—T X J
(SGT) ks n—7%27 | (SGT) L/ N—7% 7
(DGT) (DGT) 7 4 —/L ROHR—

FREASHE L,
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B Fiexible NetFlow g eEEE

)1)—= HERE FERETEER
Cisco 10S XE Amsterdam 17.1.1 | MPLS TOANB IO D |=AF7Fa hajil T &
k72 Netflow A v F 2 (MPLS) *v k

U—2J7IZ A% & EIZ, MPLS
FAYLA VIRD Y g v OREE
o Ty MeExtgE LT
IP 70— {FHROX ¥ 7 F v %
FALET, 2D 7y
ME, IP X7y hELTTA
A AZB|ZE L, MPLS 347 v
ML THEESNET,

Cisco I0S XE Amsterdam 17.2.1 | NetFlow @ VPN ID Flexible NetFlow OAR 7T A
R— kv hT— 7 @B T
(VPN-ID) DOFREHHH— b
L%9, VPN-IDIF/ m—r3L
T—ET?, HIEVZXT A
(AS) 2K TVPN Zi#5ld 5
eI NET,

Cisco I0S XE Bengaluru 17.5.1 | ) VRF ¥7"— ~ H®D 7] VRF ¥R — k D Flexible
Flexible NetFlow NetFlow % Z%XET B 72O D
A—FPREAINE LT,

Cisco 10S XE Cupertino 17.7.1 | Flexible NetFlow Z DOHEREIT. Cisco Catalyst
9600 2 — R Z—s3— 3o B
2EY a—)b
(C9600X-SUP-2) A 4L
L7,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—
MME# A f3R T& £ 7, Cisco Feature Navigator (27 7 & 24 521X, https:/cfong.cisco.com/ |Z
ML FET,
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VRF )\jjd) IP nlb\nﬁk NetFlow 0)_

Ko
frit

« VRE A 710 IP #%i# NetFlow OHIFISEIE (279 *—)

« VRF A1 IP #&i#% NetFlow [ZBET 25 (279 ~—2)
« VRF AJ1 0D IP #%i#% NetFlow ORZE T 1E (280 ~=2—)

« VRE A1 IP 325k NetFlow DX EH] (285 ~—2)

« VRE A 710 IP 385k NetFlow ORSREBRE (287 ~<—)

VRF A 71D IP 32 NetFlow D ##93E18

« IP 58 VRF A7) NetFlow (X, CE(CHIL72A & —7 = A AL LTIPv4, TPV6, BLD
MVPNv4 TH A — |k

L AXIA L E =T 2 A ATOHRYR— |k
*VRF A H =T 2 A ZADANS T T 4 v 71X LTOHIR— T

MPLS L3 VPN VRF A % —7 = A AZX L COHRYR— |k

MVPNv6 T IP #25#% VRF A JJ NetFlow (CEICH L72A v Z—T7 =2 A ANPR—FENT
WU D)

— " F ¥ ZATIEEYAR—F2L SVIIZCEICHEILIEAAVEZ—T A R)
*VREA U H—T A ADHII T 7 4 v 7 TIIHAR— KL

MPLS L2VPN 5 [EfRA v X —7 = A A TIE AR — L

VRF A A D IP 25 NetFlow (ZBH 9 A 1E3R

ZOREEREHT 5 & key 7 —/V RE 72T non-key 7 4 —/L K& LT Virtual Routing and
Forwarding (VRF) ID #[lET 5 7 e —La— R KRHHAN7an—FE=F—%iHT25 2 &
T, N—2 THEFE/ 7 Mipb VREID 2UETE £4
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B vRr A0 1P B3 NetFlow DR E A 5%

VRF A 71D IP

ZZTiE, VRF AN D IP

JO0— La— FOER

TJn—Lla— REERTHI00%, ROEEE2FEITLET,

FIE

R15: R 7—IVES

VRF A 710 IP 5358 NetFlow DX

T3y bI4—L4L SDM 7> 7L — bk =X IPvd 70— =X IPv6 70—
9300 T 16 K 8K

9400 Distribution 32K 16 K

9500 T A 32K 16 K

9600 a7y 32K 32K

2T NetFlow DEREFH

5% NetFlow 3R T 2720 OFREFIAIZHOWTHI L E T,

1 -

Device (config-flow-record) #
description flow-record-1

AT w71
ATV RFERETI 3y B#Y

RATwvF1 |enable FibE EXEC E— RZ AT LET,
i - e NMAT—REANLET (FEKRE
Device> enable NEHEE) .

R wF2 |configureterminal FTa—r ) ar7 4 Xal— gy
15'] : £ — F‘%Eﬁﬁébi‘a—o
Device (config)# configure terminal

25w 73 |flowrecord flow_record name Zu—lLa—Rary7 4 Xal— 3
. v R LT
Device (config) # flow record
flow-record-1

R w74 |description description (LB 7u— L a— RO E2/ER

Lij‘o
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| VRF A1) IP 5858 NetFlow D& E

70— La— FOER .

ARV FFEREETIVa Yy

E:)

A7 w75 |matchipv4version PV~ B —=EDIP A=V 3 D
Bl —EEtE LET,
Device (config-flow-record)# match
ipv4 version

RFw 76 |matchipv4 {source|destination} address | J{E5C & 555D IPv4 7 KL A & D—F

EHRELET,

AFw 71 |matchipv4 protocol IPv4d 7o h oL b D—HEtRE L E
{1 EE
Device (config-flow-record)# match
ipv4 protocol

A5y 78 |matchtransport {source-port | PR TR b E s A — F A
destination-port} m—La—RpDkey 74—/ RE LT

mELET,

RTw 79 |matchipv4tos IPv4 ToS % 7 11— L 21— KD key
Bl 74— FELTRELET,
Device (config-flow-record)# match
ipv4 tos

ATw 710 |matchipv4ttl IPv4 TTL % 7 10— L 22— KD key
. T4—AFELTRELET,
Device (config-flow-record)# match
ipv4 ttl

AT w711 |match flow direction Ta—%BRTA5T7 40— RED—F
15'] : ;’&?Efﬁ_’ L\iﬁ—o
Device (config-flow-record)# match
flow direction

A5 w 712 |collect counter packetslong 7u—TCHBIND 7y NI EIE
Bl - F—T 4= RELTREL, 7r—

ANZL L, o, Wk
Device (config-flow-record)# collect 75}% = p+/\b‘ 7 %;ﬁ%”ﬂ% Li'@‘o
flow direction

AT 713 |collect counter byteslong 7 a—THERIND N MIEIEF—
B - T4 =V RELTREL, 7r—7b
Device (config-flow-record)# collect Dp+/\/]) %;ﬁ%”ﬂ%bi?o

counter bytes long

RATvF14 |end FiME EXEC E— RIZE D £7,

11
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B oo zoxk—sonm

VRF A 710 IP 5358 NetFlow DX

ARV FFEREETIVa Yy

S

Device (config-flow-record) # end

ATy 715

show flow record

1 -

Device # show flow record

FTR_RTCOT7ua— L a— RiZBT 55
EFRRLET,

J0— I XKR—2 DIERL

TJu— T AR—ZEERTHELE, TB—DZ I AR— K RFGA—REERTEXET,

FIE

ARV RFEEETIa Y

S]]

ATy T

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 4,
e NMRAT—RKEANLET (FEkEh

=58

ATvT2

configure terminal

1

Device (config)# configure terminal

Jua—)L a7 4 Xal—gy
T—FzfnL£7,

ATvT3

flow exporter flow_exporter_name

1

Device (config)# flow exporter
flow-exporter-1

THU— TV AR—F a7 4 ¥ a2 l—
varyE—RERKLET,

ATvT4

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7a— =7 AR—FZ D%
TERL L £,

ATvTh

destination { hostname |
| ipv6-address }
1 -

Device (config-flow-exporter)#
destination 10.10.1.1

ipv4-address

T AR—HTT— X EEGT D50k
AT LDHRA NG, IPvd F72131Pve 7
RLUAZRELET,

ATvT6

sour ce interface-type interface-name

1

Device (config-flow-exporter)#
destination 10.10.1.1

T AR—HT, =7 AKR—FENT-
TR T T LEDEFILIPT RLAEL
TIPT7 RVAZEEHATH a—IL A
H—=T oA AHBRELET,
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| VRF A1) IP 5858 NetFlow D& E
70— E=4—0OER .

aAvYRFERET7IOIY BRI
AFvJ17|end b EXEC B— RNICRE Y 9,
B -

Device (config-flow-record) # end

R 7y 7 8 |show flow exporter TRTCOT7r— 27 AR—Z 2T 5
Bl Ml FoR LET

Device # show flow exporter

JO0— T4 —D{ER

Ta— =X —%EKR LT, 7ue— La— RNIBEEMTLZENRTEET,

FIE

ARV RFERERTOVa Y =)

7w 71 |enable FeHE EXEC £— REHIC LET,
i  NAU—=REANLET (EHRSHh
Device> enable 73848 .

AT 72 |configure terminal sa—r\ ) ar7 4 Xal—a v
Bl T— FEMBLET,
Device (config)# configure terminal

R 7 3 |flow monitor monitor-name Ju—E=Z—%{EfL, 7r—EF=
Bl - H—ar 74 FXal—rarE—R%

PAA L £

Device (config)# flow monitor
flow-monitor-1

Z v 7 4 | description description L) 7o— =X —OFHEER
51 - LETS

Device (config-flow-monitor)#
description flow-monitor-1

25 v 75 | record record-name FHNCAER S NI L o — R4 R
15“ : L/ i ‘g—o

Device (config-flow-monitor)# record
flow-record-1

Ry 7 § | exporter exporter-name RN ST 2K — % D4l
Bl R LET
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. A28 —TI4AA~NDT7O—EZ2—DHEA

VRF A 710D IP 3258 NetFlow D% |

ARV RFERETIVa Y

B8

Device (config-flow-monitor)# exporter|
flow-exporter-1

ATy T17

cachetype normal {timeout | active|
inactive} | type normal

ER) 7a—Fx v o RTA—H
ERETDHLIICHEELET,

ATvT8

end

1

Device (config-flow-record) # end

HkE EXEC £— RIZR Y F17,

ATvT9

show flow monitor

1

Device # show flow monitor

TRCHO7r— =4 —ZHlT H1EHR
EFRRLET,

AR —T A RAANDT7A—F=4—NDiEH

FIR

AU RFEEETIVa Y

E]:)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T=— F&E AL £,
e NMRAT—REANLET (FERkEhn

58

ATv T2

configureterminal

1

Device (config)# configure terminal

Juaua—\)L a7 4 Xal— g
T—FzfmL£7,

ATvT3

interface interface-type interface-name

A HF—TxAA RAEREL, £ Z—
TxA R AT 4 Fal—Tg L T—
KZBAtR L F7,

ATv74

no switchport

1 -

Device (config-if)# description no
switchport

WA — NMZIRY, LA ¥3E— R&H
HmLET,

ATvTh

vrf forwarding vrf-name

VRF % LA ¥ 3 A4 % —7 x4 ATkt
ISR EDRE

ATvT6

{ip | ipv6} flow-monitor monitor-name
input

NSy NADA v B—T = A AT
0— =4 —%EEM T ET,
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&
gl

| VRF A7 IP 25 NetFlow ©
VRE A0 IP 3238 Netblow 051 ]

aAvYRFERET7IOIY BRI
AFvJ17|end b EXEC B— RNICRE Y 9,
B -

Device (config-flow-record) # end

R T 7 8 | show flow interface JBESNTIA V¥ —T = A AP NetFlow
B - DAT—F A (AHETZTES) 23R
L/iﬁ—o

Device# show flow interface

VRF A 71D IP 235 NetFlow D% E

show flow interface =~ > RiZ. FESNT-A » Z— 7 = A AD NetFlow |ZBT 15 M2 R
LET, :

Interface TenGigabitEthernetl/0/36
FNF: monitor: v4vrfingress
direction: Input

traffic(ip): on

FNF: monitor: vévrfingress
direction: Input

traffic(ipv6): on

show flow monitor flow-monitor-name cache @2~ Ri%, 72 —F =4 —DFx v v > a2 DNEZ

FRLET,
Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 100
Flows added: 100
Flows aged: 0

IPV4 SOURCE ADDRESS: 108.3.20.100

IPV4 DESTINATION ADDRESS: 108.2.20.100

TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0

FLOW DIRECTION: Input

IP VERSION: 4

IP TOS: 0x20

IP PROTOCOL: 255

IP TTL: 64

counter bytes long: 2956000

counter packets long: 2000

show flow exporter =~ > KiZ, ¢+ _XTHOT7 00—/ AR—F T HHEREFRLET, -
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B wranor

SR NetFlow DR EHI

Flow Exporter v4vrfingress:

Description:
Export protocol:
Transport Configuration:

VRF AN D IP 583 NetFlow DEE |

User defined
NetFlow Version 9

Destination type: Ip
Destination IP address: 15.15.15.16
Source IP address: 15.15.15.15

Source Interface:
Transport Protocol:

TenGigabitEthernetl/0/1
UDP

Destination Port: 9995
Source Port: 52319
DSCP: 0x0
TTL: 255
Output Features: Used

Flow Exporter vévrfingress:

Description:
Export protocol:
Transport Configuration:

User defined
NetFlow Version 9

Destination type: IP
Destination IP address: 15.15.15.16
Source IP address: 15.15.15.15

Source Interface:
Transport Protocol:

TenGigabitEthernetl/0/1
UDP

Destination Port: 9995
Source Port: 50881
DSCP: 0x0
TTL: 255
Output Features: Used

show platform software fed switch active fnf monitors-dump =~ > K%, NetFlow =% —4 -

TeRRILET,

FNF Monitors

Monitor (0x7f4afc031748):
profile id(c46ld4dfe)

ref ct (1)

wdavc_monitor (0)

wdavc_monitor create requested(False)

wdavc remote monitoring remote caching(0) flags(0x0000)
is _etta over fnf No ettaOrBaseProfile (00000000)

is wireless (No)
etta refcnt (0)

field(113) size(1l6) param(0) flags(l) offset (0)
field(114) size(1l6) param(0) flags(l) offset(1l6)
field(118) size(2) param(0) flags(l) offset(32)
field(119) size(2) param(0) flags(l) offset (34)
field (156) size(l) param(0) flags(l) offset (36)
field (181) size(8) param(0) flags(0) offset(37)
field(42) size(l) param(0) flags(l) offset (45)
field(46) size(l) param(0) flags(l) offset(46)
field(43) size(l) param(0) flags(l) offset(47)
field(47) size(l) param(0) flags(l) offset (48)
Monitor (0x7£4afc029338):
profile id(74c02ab0) ref ct(l) wdavc monitor (0)

wdavc_monitor create requested(False)
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| VRF A1) IP 5858 NetFlow D& E
VRE A 10> IP 238 NetFlow D igaeEE ]

wdavc remote monitoring remote caching(0) flags(0x0000) is wireless (No)
is_etta over fnf No ettaOrBaseProfile(00000000) etta refcnt (0)

fleld( 3) size(4) param(0) flags(l) offset (0)

field (94) size(4) param(0) flags(l) offset (4)

field(118) size(2) param(0) flags(l) offset(8)

field (119) size(2) param(0) flags(l) offset(10)
field (156) size(l) param(0) flags(l) offset(1l2)
field(177) size(8) param(0) flags(0) offset(13)
field (181) size(8) param(0) flags(0) offset(21)
field (42) size(l) param(0) flags(l) offset(29)
field (43) size(l) param(0) flags(l) offset(30)
field (46) size(l) param(0) flags(l) offset(31)
field(47) size(l) param(0) flags(l) offset(32)

VRF A 710 IP 3234 NetFlow D4 EEERE

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2ABIUOEERFHRZ R LET,

IHHOMREIE., FICHR SN TORWIRY | ALY U —2LUEOTXTHY Y —ZT
fEATE £,

J1)y—2 Hae HRETRER

Cisco IOS XE Gibraltar 16.11.1 | VRF A /J ™ IP #2:% NetFlow :@%%%@mﬁég\my
7 4 —/)V RE721F non-key
74—/ K& LT Virtual
Routing and Forwarding (VRF)
ID ZINET 5 7n—La—R
NhHhAHANN 7o —F=F—%
WHITHZ LT, V—HTH
f§/3%7 » b5 VRFID Z UL
TEET,

Cisco IOS XE Cupertino 17.7.1 | VRF A7J® IP 38k NetFlow | Z O¥EBED Y 7R — K E. Cisco
Catalyst 9600 > ) — X A —
IR RAHF 2 EY 2 — )L THE
ANShvE L,

Cisco Feature Navigator Z i 95 &, 7T v b 74 —ABXOY 7 T 2T A4 A=V DHPR—
MM A iR T & £ 77, Cisco Feature Navigator {27 7 & 24 521X, https:/cfng.cisco.com/ |Z
E%"i —é‘o
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VRF A 10 IP 238 NetFlow D E |
B vrRF A 5100 1P 5B NetFlow 1% 8L
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513

i

Top-N LR—k

* Top-N L7Ah— MIBIT 2 1G#H (289 ~—)
s Top-N LAR— hOfEHFE (290 =*—)

« ffi] : Top-N LAR— k(293 =2—2)

e Top-N L 7A"—  OIEREERE (294 ~—)

Top-N L7/R— M IZBEHT 5185

Top-N L7 R— F D E

Top-NL A= E2FEHTLHE, AL v F LOKEYEFR— bOT =X ZWEL THoHTTEET,
EE:. Top-N LAR— MI@EYIRNN— R =7 B2 0biHEREZBSG L THDH, 2—
P—DPRE LA Z— VDM, AV —TEF—RIZADVET, A X LR KET5 &
LAR—MIFEC A= R =7 B0 20 bBEOREHEREZ IS LT, RiENE L7 ki E
L, ZEOESERFELE T, Top-N LaR— MMEAREIZ. Cisco Catalyst 9500 /A /37 4 —
VATV =R AL T TCORF— FENET, HAR— FOFFEFRIT. RITRT T
D ZA T I Lo T Y —FENET,

e 7 H—RXY AL ANBLOH N7 — Xy X b7y MK
A B ANTBXOH IS MK

LT —: AT K

e NTFT XY AL ANMBLUOH AL TF v X Ty MK

e F—NRN—Tn— Ry Ty F—nR_"—Tu—

Xy b ANBIOHAAT v MK

o AR AR
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Top-N LK— b |
. Top-N L7R— FDERAAE

\)

GE)  Top-N LAR— MIAR— MIHRZHET L, Tx BLORBRERE DI XICELDE
T, o, FIHROES (%) OFETIE, @ EEEESSGE R 3, X XA
By b A =Ry b A— FOHEIL 2000 Mbps &2 —E E 720 £,

Top-N L7 R— F DE4E

collecttop T~ REANTH L, WEABMBEN, VAT L Fur 7 FREEHICHOERSR
ENFET, MENETTDE, LR— MIZTORTHE LICERENEOTIERL, HL TS
HWTEDLITRFSNET, Top-N LAR— MILAR— FOERKRNET T 5 &, HEIZ Syslog
Ave—UEREFELTEMLET,

Top-N L7R— FDERAE
Z ZTIE. Top-N LAR— MDA HEIZOW T L £,

Top-N L R— FDFEZNIE

Top-N LAR— MERE A R —7 MZF DI1%, ROEEEITOET,

FiE
aARYRERIETIVaY Hi
A7 71 |enable ¥ #e EXEC E— FEAINZLE 4, 8
1 - AT —FREZANLET (FEREN-8

)
Device> enable °

R w 72 |collect top [number_of ports] counters Top-N L R— MEREE A 2 —7 ML F
interface {type | all | layer-2 | layer-3} +,
[sort-by statistic_type] [interval seconds]
| stype : f VHF—T =2 A ADF AT
B FastEthernet, GigabitEthernet,

g
Device# collect top 4 counters TenGigabitEthernet
interface all sort-by utilization g. . A
interval 76 FortyGigabitEthernet,
TwentyFiveGigabitEthernet,
HundredGigabitEthernet, &~—

EZ

Top-N L' AR— F DAFRZ A R—7 /LT T
L%ElE. WOBIZEEL T ZEW,
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| Top-N LHK—K

Top-N L7R— D ERTR II

AU RFERETOVa Y

B8

o LiR— MERRORSE LT, b E
U—IpR— bR ERETEET
(F7 v ME20) .

&b EU—7AR— N A o B
\ZIRDMFHH A THIEECTEET

(77 v ;T utilization) .
statistic_type CHAR— K I TW 5
fEi%. broadcast, bytes, errors,
multicast, overflow, packets, I35
W utilization T3,

HRHEMENET DT2DDA o H —

SNIVEFRE CE £9 (ARh#EHIZ0
~999. FT7 4/ NI .

utilization L 7R — h # R E (sort-by
utilization ¥ —7 — RZ&fH L &
E) . LAR— MERDA o Z— 1
ZOIWHRETEET, 00GA, A
VA= VBB D T T o A B E A
R ETIRED 1 7 o ZED 7
DCIEeL ., BIEDO T U v 2N L
R—MIERENET,

Top-N L7/R— FDERTR

Top-N L AR— h&FR-T5FIHIL. RO LBV TT,

FIE

ARV RFERFTIVaY

=)

ATy 1

enable
51 -

Device> enable

et EXEC B— REBINC LET, 8
ATU—REAHLET (FERan

) .

ATvT2

show top countersinterface report
[report_num]
i)

Device# show top counters interface
report 1

Top-N LAR— b &R RLET,

()
FTRTOLR— MET L HEHRE TR
T 5121%. report_num fE& A L 72w
TLIEEN,
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. Top-N L7R— FDIEE

Top-N LR—F |

ARV RFERETIVa Y

B8

Top-N L' AR — h OfEaHERIZ, ROIRH
TIIERRINEE A,

o DR —V o T HEATHRIZAR — R )3
FELRWES

QEDHDOR—Y ¥ FETHRHIAR— B
DIELE LR WS

o =V T RIBORIZ AR — b O
FEET 2TV I ANERINT

58

e AR—V VI RIROBIZAR— 2 A4
NLAXY2INH LA YIIIERIN
e

e AR—V VI RIROBIZAR— 2 A4
NLAXYINH LA Y2IEEIN
e

Top-N L7/R— FDIEE

Top-N LA — M 2HEETHITIE, ROWTNUDLOIEEEZITHNET,

FIE

AU RFEREFT7TIIY

E]:)

ATy T

enable
1 -

Device> enable

¥#E EXEC =— RZ2 AN LET, 8
AT —REANLET (FERIh%

/E[\) o

ATy T2

clear top countersinterface report
[report_num]
1 -

Device# clear top counters interface
report 4

AT =X ADS done DT TOD Top-N L
R—rE227 VT LET,

« report_num : A7 — X A (ZBR 7 <
I VT T LHREND DL VAR— NS
EIRELET,
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| Top-N LHK—K
- Top-N Liki— - [

{5 : Top-N L7K— k

Top-N LR— FDEXE

WOENE, FIARR KL EWD 4 DDR— MIxF L, Top-N LiR— sDIERE A F—7 Mz LFE
T, A F—rUT 76 IR E L £,

Device# collect top 4 counters interface all sort-by utilization interval 76
TopN collection started.

Top-N LR— FDRT
WIZ, TXTOD Top-N LAR— MERER ST D02~ LET,

\}

GE)  HEHEHROILENRE T L TR LR — FOEETX, A7 —% AW pending & L TFRINE
‘é‘o

# show top counters interface report

Id Start Time Int N Sort-By Status Owner

1 08:18:25 UTC Tue Nov 23 2004 76 20 util done console
2 08:19:54 UTC Tue Nov 23 2004 76 20 util done console
3 08:21:34 UTC Tue Nov 23 2004 76 20 util done console
4 08:26:50 UTC Tue Nov 23 2004 90 20 util done console

WIZ, FFED Top-N LiR— N &FRT 562~ LET,

# show top counters interface report 1

Started By : console

Start Time : 08:18:25 UTC Tue Nov 23 2004

End Time : 08:19:42 UTC Tue Nov 23 2004

Port Type : All

Sort By : util

Interval : 76 seconds

Port Band Util Bytes Packets Broadcast Multicast In- Buf-
width (Tx + Rx) (Tx + Rx) (Tx + Rx) (Tx + Rx) err ovflw

Gi2/5 100 50 726047564 11344488 11344487 1 0 0
Gi2/48 100 35 508018905 7937789 0 43 0 O
Gi2/46 100 25 362860697 5669693 0 43 0 O
Gi2/47 100 22 323852889 4762539 4762495 43 0 0
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Top-N LK— b |
B ooen - romsmE

Top-N LR— FDEE
wIZ, AT —HZ AN done DT RTDOLFR— FEMETLHHZRLET,

# clear top counters interface report

04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 1 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 2 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 3 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 4 deleted by the console

RIZ, FEHADVR—MEeHETLHZRLET,

# clear top counters interface report 4

04:52:12: $TOPN_COUNTERS-5-KILLED: TopN report 4 killed by the console

]
Top-N L /R— F DHEEERE
WOFRIZ, ZOFY 2—/LTHHT DY UV —AB L OEEEHREZ T~ LET,

N6 DOBEREIE, FRCHRR SN TWARWRY  BASHY V=R LUEOTXTDY J—XT
EHTE £,

)=z tHre HEER R

Cisco I0S XE Gibraltar 16.11.1 | Top-N L & — Top-N L AR— b &M% &
AL v F EOFYEAR— D
T ENELTHRTEE
EE

Cisco I0S XE Cupertino 17.7.1 | Top-N L' 7/K— k Z OFERED YR — X, Cisco
Catalyst 9600 > J — X A —
IR R HF 2 FY 22— LT
ASNFE LT,

CiscoFeature Navigator 35 &, 77 v 74 —ABI RNV 7 b =T A A=V DOV HR—
MME# AR T& £ 7, Cisco Feature Navigator {27 7 & 24 521X, https:/cfong.cisco.com/ |Z
HHET,
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