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carp (4 X—7)
*boot (5—7)

scat (6 3—7)

scopy (73—7)

* copy startup-config tftp: (8§ ~—1)

* copy tftp: startup-config (9 ~<—73)

+ debug voice diagnostics mac-address (10 ~3—3)

+ debug platform condition feature multicast controlplane (11 ~—73")
+ debug platform condition mac (13 ~<—73°)

* debug platformrep (15 ~<—73”)

» debug ilpower powerman (17 ~X—1)

s delete (20 ~—)

o dir (21 =)

sexit (23 °3—0)

» factory-reset (24 ~—737)

s flash_init (27 ~X—2°)

help (28 ~X—)

e install (29 ~—7)

* 12 traceroute (33 ~X—7)

» license boot level (34 ~—73)

s license smart deregister (36 ~<—1")

s license smart register idtoken (37 ~X—1")

* license smart renew (38 ~X—37)

s location (39 ~X—7)

* location plm calibrating (43 ~3—73)

» mac address-table move update (44 ~<—737)
e mgmt_init (46 ~—3)

e mkdir (47 ~<—7)

e more (48 ~_—7)
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*no debugall (49 ~—7)

e rename (50 ~X—3)

* request consent-token accept-response shell-access (51 ~<—13)
» request consent-token generate-challenge shell-access (52 ~<—1)
» request consent-token terminate-auth (53 ~X—73")

» request platform software console attach switch (54 ~X—127)
e reset (56 ~—)

e rmdir (57 X—)

* sdm prefer (58 ~—7)

* service private-config-encryption (59 ~X—73)

s set (60 X—3)

* show avc client (63 ~<—3)

* show cable-diagnostics tdr (64 ~X—3°)

* show debug (66 ~<—71)

* show env xps (67 ~X—73)

+ show flow monitor (71 ~X—73)

+ show idprom module (73 ~X—7)

» show install (75 ~—73)

* show license all (78 ~~—73’)

* show license status (79 ~—3)

* show license summary (81 ~3—73)

+ show license udi (82 ~X—7)

» show license usage (83 ~X—7)

* show location (84 ~X—73")

* show logging onboard switch uptime (86 ~<—1")

* show mac address-table (89 ~X—737)

* show mac address-table move update (94 ~—13)

» show parser encrypt file status (95 ~X—13)

» show platform hardware fpga (96 ~X—73)

« show platform integrity (97 ~<—3")

« show platform software audit (98 ~—73”)

« show platform software fed switch punt cause (102 ~X—1)
« show platform software fed switch punt cpuq (104 ~—13)
+ show platform sudi certificate (108 ~X—7)

+ show running-config (110 ~X—73")

* show sdm prefer (116 ~<—<)

* show tech-support license (118 ~<—137)

« show tech-support platform (120 ~<—3)

* show tech-support platform evpn_vxlan (124 ~X—73”)

+ show tech-support platform fabric (127 ~X—73)

» show tech-support platform igmp_snooping (131 ~X—3")
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« show tech-support platform layer3 (134 ~X—12)

» show tech-support platform mld_snooping (142 ~X—737)
» show tech-support port (149 ~—13)

» show version (152 ~X—7)

* system env temperature threshold yellow (160 ~2—73")

» test cable-diagnostics tdr (162 ~<—137)

» traceroute mac (163 ~~—737)

s traceroute mac ip (166 ~<—17)

 type (169 ~—2)

s unset (170 ~X—73)

e version (172 _X—)
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. arp

arp
Address Resolution Protocol (ARP) 7—7 /VOWNE%F T HI21E, 77— ha—%E— RTarp
a~vy REHLET,
arp [ip_address]

EX DN ip_address  ({£:3) ARP7T —7 LV EIFFEDIPT FLAD Y v B V2R LET,

ATV RFEIHIR T 7ANNOEBERHEIZH Y A,

AT RE-F kR

av Y FER Jy—2= EERNE

CiscoIOS XE Gibraltar 16.11.1 = pa<> NN EAINE LT,

FEREDHA KS4Y ARPT—T7MITIE, IPT RLALEMACT RLADY vy B ZHURSNET,

i WIT. ARP 7 —F L% Femd Bl a0 LET,

Device: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1l:25:ae, via port O
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boot .

hoot
EITHEA A=V u—FREBLXOT LT, a~r RIS A H—T A A (CLI) &F
FTAIZIE, = he—XE—RThoot 2~ REMHHLET,

EX DA filesystem: Tr7ANTVATIADIZA YT A, VAT AR—R 7T via T4 AT

ARV KR TIANb

ATV R E—F

flash: ZfE I L £ 7, USB AE VU A7 ¢ v 7 (Zid usbflash0: ZfEH L 7,

fiile-url T NARERA A=V DRA (FA Lo B Y) BROKRL, KA A—D41E
tIoao o TREIY £9,

T 74N F OBERERSH D EH A,

T—hrr—4

avy RERE

EREDAARZA

=2 LEANE

Cisco IOS XE Gibraltar 16.11.1 Zpa<y RAEAINLE LT,

I E M S FRE LRV Tboot 2~ R A Lica. 7734 A%, BOOT BREEAK AR IE
SNTVNEZOTOHEREZMEM LT, AT LZHBICT—FLED ELET,

fileurl ZHIZA A=V 2 4E LIHG. boot 2~ RiIfES A A—T %7 — ML LD
ELET,

7 —bhu—XFboot 2> KOF T a VERELEZGAEIE., Z0a~<wy RREEBIZETS
. BUEO T —he—Xty g UEEFICEASVET,

INDLORENPRFE SN TREIO 7 — MLBIZER SN2 Z L13H Y EE A,
Tr7ANLBIOT 4 L7 FUAE, RXFENLFEXBILET,

i
ROFITIE, new-imagebin 4 A —YZFH L TTF A A& T — b5 HEERLE
‘@40

Device: set BOOT flash:/new-images/new-image.bin
Device: boot

Zoaxry RaeANTLE, By Ny 77 nr T AEFETHXICROLNET,
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B

cat
12U EDT7 7 A NVORNFEFRTHICIE, 7T—ha—FE—RKCeata~y FEFEHLET,

cat filesystem:/file-url...

X DiRHA filesydem: 7 7 4 Lo 25 LEEE L E T,

flileurl  FRTHT7ANDNRA (T4 L7 F)) EARIEEELET, 77 ANMAITA
NR—ZXATRYIY £,

ARV EFI4NA L T AN FOBEREIZH Y EH A,

AT R E—F T—bhu—X

2T KRR =2 EENE

Cisco IOS XE Gibraltar 16.11.1 = oo~y RREAINE L1,

ERLDHA KSAy 77ANGBEIOT 4 L7 FUAIE, KXFEALTFERFILET,
T7ANDY ARNERELTESGAIE. &7 7 A NVOREDBIRICERSNET,

I WOBI T, A A—DT 7 A4 NONEE T 5 TSR LET,

Device: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios _image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info _end:
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copy [l

copy

TrANE AL =P b ARl at—3 512k, T—hr—¥E— RTcopy 2~v 2 F%&
BRALET,

copy filesystem:/source-file-url filesystem:/destination-file-url

BX DA filesystem Tr ANV AFADTEA YT A, USB AEY AT 4 v 7 OEEIL,
usbflash0: ZfliH L £,

Isource-file-url ab—7TDONRR (T4 27 F)) BXOTZ7 7 A4 TY,

[degtination-fileurl = v —4%£p X2 (F4 L7 F)) BXOTZ 7 A4 LML TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEAR

CiscoIOS XE Gibraltar 16.11.1 =pa~<> RREAINE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RICTFE/NTFERGILET,

A7 yva () MIEETE DT 427 PULAITRK 127 LFTT, T4 L7 U ZAIZIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, andEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A NAIIEHIEISC T, AX—A HIBRSCT,
ATy va, 5IH/, BEIaary, angifEHTEERA,

TrANERDOT 4 L7 bUIZa—F 5581, TDOT 4 L7 bUDBEEL TWRITFIEAR
D EH A

i WOBITIEL, V— Mo DT 7 A M Eat—F 5 HiEER LET,

Device: copy usbflashO:testl.text usbflashO:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

Ty AP AN E D DEHERT AL, dir filesystem: 7' — b —F o<
REANTTLET,
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copy startup-config tftp:

AL F NG TFTP B— NCEREE 2 B —7 5121, 5HE EXEC € — K T copy startup-config
titp: =~ RZHEHALET,

copy startup-config tftp: remote host {ip-address}/{name}

B DEREA

AR R FI4ILE

aAvU R E—F

remote host {ip-address}/{name} 1 &— FR A FDFRA ML EIZIPT RL A,

T 7 XV N OEBERLHEIZH Y AL

M EXEC

2v Y FRE

EREDAARZA4

3l

)1)—=R EEAR

CiscolOSXE VU —216.1 Zha~y RPREBAINE LI,

AA T PLBEOREL 2 B —79 5HI21%, copy startup-config tftp: ==~ R&EIT L, Hi<
BRIV ET, BEN TFTP —NZab—shE T,

WIZ, BIOAAL v F~a 4 L, copy tftp: startup-config =~ > K& 34T L T, K< R
EWET, T, RETNOAL vy FIZab—InEzT,

WIZ, TETP — NI EE a2 —FT 202~ L ET,

Device: copy startup-config tftp:
Address or name of remote host []?
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copy tftp: startup-config .

copy tftp: startup-config

TFTP =SB LW AL v FICREZ A E—F5I2E, HLWAAL vF LT, Kb EXEC
£ — KT copy tftp: startup-config =~ > R&fEH L £,

copy tftp: startup-config remote host {ip-address}/{name}

B DEREA

AR R FIHILE

aAvU R E—F

remote host {ip-address}/{name} J &=— RHR A FDFRA ML FE-IZIPT KL A,

77 4V FOBIERLEIZH D EE A,

HrHE EXEC

avy FERE

FEREDHA K42

3l

== EEAR

CiscolOSXE VU —216.1 Zha~y KNREAINE LT,

WEZ A — L%, TORELRTT DI, writememory 22~ REfFH L, D% A
A4 vF &Y a— 350, F7iE copy startup-config running-config =~ > K& ET L £ 7,

WIZ, TETP =" AL v FICREE 2 —FT 202~ LET,

Device: copy tftp: startup-config
Address or name of remote host []?
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. debug voice diagnostics mac-address

debug voice diagnostics mac-address

BEITAT  NOBEFZKOT Ny 7GRN T 2I121%, FrE EXEC £ — R T debug voice
diagnosticsmac-address =~ > RZEH L ET, T \y 728N T 52T, ZOa~v RO
no IEAZEH L £,

debug voice diagnostics mac-address mac-addressl verbose mac-address mac-address2 ver bose
nodebug voice diagnostics mac-address mac-address] verbose mac-address mac-address? ver bose

BX DA voice diagnostics BRI IAT Y NOBEROT Ny 7T HFHELET,
mac-address mac-addressl mac-address 7 5472 FOMACT RLAXRIEE LT,
mac-address2
verbose EEZHOTEE— a2 LET,

AT RFIAILR T 7 4V FOEBHEEIZH D FH AL

aAavYRE—FK FHE EXEC

av > FERE J1)—x FERE

CiscoIOS XE Gibraltar 16.11.1 — oo~y FBEAINE L=,

PUFiZ. debug voice diagnostics mac-address ==~ > KO H T, MAC 7 R L AR
00:1f:ca:cf:b6:60 THDLHEF I 74 T > bOEFZMOT Ny FE2GNT 5 FIEE R
LTWET,

Device# debug voice diagnostics mac-address 00:1f:ca:cf:b6:60

. SAFLEEOTUR



| v27L88a<UF
debug platform condition feature multicast controlplane .

debug platform condition feature multicast controlplane

Internet Group Management Protocol (IGMP) B X N~ /LFF v A U 2F—kiH (MLD) O A
X— U THEREDO SR b L— A EA T HITIE, FiME EXEC & — K T debug platform
condition feature multicast controlplane =~ > K& H L E3, MbHRE N L —RA 2 Wi+ %
Wi, Zoa~r Ko no X EFEHLET,

debug platform condition featuremulticast controlplane{{igmp-debug | pim} group-ip {ipv4 address
| ipv6 address} | {mld-snooping | igmp-snooping} mac mac-address ip {ipv4 address | ipv6 address}
vlan vian-id } level {debug | error | info | verbose | warning}

no debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4
address | ipv6 address} | {mld-snooping | igmp-snooping} mac mac-addressip {ipv4 address | ipv6
address} vlan vian-id } level {debug | error | info | verbose | war ning}

BT DA igmp-debug IGMP I DR v L — 2 %
Bz LET,

pim Protocol Independent Multicast
(PIM) I DR b L— R
AN LET,

mld-snooping MLD % X — & o ZHIHE D ekt
MEL—RAEFHLET,

igmp-snooping IGMP A X — & > 71 0D Jic it
B L—2AE G LET,

mac mac-address ZIEEDMAC T KL A,

group-ip {ipv4 address | ipv6 address} igmp-debug £ 7213 pim 7 /L—
7O IPv4d F71XIPv6 7 KL
Ao

ip {ipv4 address | ipv6 address} mld-snooping ¥ 72 1%

igmp-snooping 7' /L — 7" @ IPv4
F2IEXIPv6 7 LA,

vlan vian-id VLANID, {ETZ 2#iHIX
1 ~ 4094 T,

level TRy TOBEKEL~)VEH
L x4,

debug FRy T L~YLE AR LE
7,

error TT =T NNy TEEINILE
T
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info

BT Ny 7 EH ML E
7T
verbose FERT Ny T EAENCLE
ﬁ—o
warning LT Ny T EAMICLE
7
avY RE—FK ¥#HE EXEC (#)
avy FERE J1)—= EERNE

CiscoIOS XE Gibraltar 16.10.1 oo~ RpEAINE L7,

WIZ, IGMP A X — B> F DR b L—AFNZT 0% R L ET,

Device# debug platform condition feature multicast controlplane igmp-snooping mac
000a.£330.344a ip 10.1.1.10 vlan 550 level warning

BEa<w> R Command

Description

clear debug platform condition
all

7Ty b7 —AHEH ST DTNy FE M E IR L £
R

debug platform condition

FRE LIz k3T debug 2~ > ROT X 7 %
TANEV T LET,

debug platform condition start

VAT ADEBAET Ny TEBRBLET,

debug platform condition stop

SAT MORIE E TRy 7 a I LET,

show platform condition

BUET VT4 7T Ny SREERRFLET,
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debug platform condition mac .

debug platform condition mac

MAC 7 —=2 7 Otk s L— A ZH1MT H121E, F#HE EXEC “£— KT debug platform
conditionmac =~ K& LET, MAC 7—=2 7 OHBE N L— R 28+ 5121,
Zoawry RFonBEREFEHLET,

debug platform condition mac {mac-address{control-plane|egress|ingress} | access-list access-list
name {egress| ingress}}
no debug platform condition mac {mac-address{control-plane| egress|ingress} | access-list access-list
name {egress | ingress}}

X DiRHA mac mac-address EEINT-MACT FL A |2H
SWTCHhZE T 4 VEZ) T
l/\gzj—()

access-list access-list name BESNET7E®RY R R
HONWTHDETZ 4 VEZY v
7 LET,

control-plane ayhba— 7 L—rD)—
FUAEHTHEA v E—VEER
i_\‘biﬁ‘o

egress FAET y MTEESW T
T ANZE) T LET,

ingress FE/NT Y MZESWTH
EI74NEV T LUET,

avY RE—FR ¥rHE EXEC (#)

2% KERE y—2 EENE

CiscoIOS XE Gibraltar 16.10.1 =~ oo~ RMEAINE L7,

RIZ, MAC T RLARIZHEASNTT ANy ZH a7 4 V2 ) o 7 D 2R LET,

Device# debug platform condition mac bcl6.6509.3314 ingress

BEav R Command Description
show platform condition BUET 0T 4 TIRT Ny TREERRFLET,
debug platform condition FRE L7=4 ST debug 2~ FOF Ry Z i h %
T4NEY T LUET,
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. debug platform condition mac

Command Description

debug platform condition start | o x5 A DKMATE TNy FEBB L ET,

debug platform condition stop | & 2 F ADSAAF X T Ry A EIE LET,

clear debug platform condition |75 o k7 3 —AICHEA SN TWD TNy 7 &2 HIR L £
all +
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debug platform rep

Resilient Ethernet Protocol (REP) #EBEDT N J & A 3 —T )W T HIT1E. ¥4 EXEC £— K
Tdebugplatformrep =2~ > REMFEHLET, HELLEEFGZHIRT 2121, Z0oa~vr Fo
no &AL ET,

debug platform rep .

debug platform rep {all | error | event | packet | verbose}
no debug platform rep {all | error | event | packet | verbose}

B DEREA

aAvURE—F

all JTOREP 73y JHkRE%
A F =T M LET,

error REP =T —F Ny V%A X —
T LET,

event REP A X T\ 7 A
X —7 M LET,

packet REP N7y NTF Ry 7k A
F—7 ML E T,

verbose REP 5EHllT N> 7% A 2—7

Mz LET,

4 ke EXEC ()

avy FERE

IJ IJ—X

LEAE

CiscoIOS XE Gibraltar 16.10.1 — o< RpREAINFE LT,

WIZ, TRTOEEDOT Ny T oA R—T /T D2~ LET,

Device# debug platform rep all

debug platform
debug platform
debug platform
debug platform

rep
rep
rep
rep

verbose debugging is on

control pkt handle debugging is on
error debugging is on

event debugging is on

BEEa~Y

> >

Command

Description

show platform condition HIET VT 4 TR TRy PR ERF R LET,

debug platform condition T LT S FIZ S5\ C debug =t v ROF A 7%

TA4NEY T LUET,
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. debug platform rep

Command Description

debug platform condition start | o x5 A DKMATE TNy FEBB L ET,

debug platform condition stop |+ 25 ADEHfFEX T ANy FEEl LET,

clear debug platform condition |75 » k7 3 —AIZHEH SN TWET Ny 752 HIR L %
all +
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debug ilpower powerman .

debug ilpower powerman

ARV R TIAIE

aAvU R E—F

EIR 2 b r—F 8 LW Powerover Ethernet (PoE) S AT LDT Ny T oA X — T LT BT
%, $#HEEXEC & — K Cdebugilpower powerman 2~ > REHHALET, T30 7 %25 4 &—
TNZT BT, 20a<wry RO BREFHLET,

ooy NIZEFIEEREESF—T—FEb Y A,

#E EXEC

avy FERE

J1)—=x EERNE
Cisco IOS XE Gibraltar 16.10.1 ZThavwy  RPREAINE LA,

KIZ., Cisco 10S XE Gibraltar 16.10.1 £ ¥ $HjD U U — 2D debugilpower powerman =
~ Y ROHNEIZRLUET,

Device# debug ilpower powerman

1. SILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface

Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,
power man id= 2,

Mar 8 16:35:17.801: power request level[] = 2640 0 0 0 O

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class O

Mar 8 16:35:18.115: ILP:: Gi1/0/48: State=NGWC ILP_ LINK UP S-6,

Event=NGWC_ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48
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. debug ilpower powerman

pwrallocO
Mar 8 16:35:18.116: Gi1/0/48 AUTO PORT PWR Allocl30 Request 130
Mar 8 16:35:18.116: Gil1/0/48: LLDP NOTIFY TLV:

curr/prev) PSE Allocation: 13000/0

(

(curr/prev) PD Request : 13000/0

(curr/prev) PD Class : Class 4/

(curr/prev) PD Priority : low/unknown
(curr/prev) Power Type : Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0
(curr/prevPower Pair) : Signal/

(curr/prev) PSE PwrSource : Primary/Unknown

IZ, Cisco I0S XE Gibraltar 16.10.1 LA debug ilpower powerman =< > Ko H 714

%7~ L%, power request level, PSE Allocation, 35 J O PD Request (Z%5 /) D BT

(mW) 28BS TWET, power request level (2 1 LISANDIED N F R I D K

TR E LT,

Device# debug ilpower powerman

1. 3ILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface
Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil1/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,
power man_id= 2,

Mar 8 16:35:17.801: power request level (mW) = 2640

Lmmm e mW unit added, non-zero value display

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc_power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) setting ICUT_ OFF
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class 0

Mar 8 16:35:18.115: ILP:: Gil/0/48: State=NGWC ILP LINK UP S-6,

Event=NGWC_ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT_ OFF
threshold to 0.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48

pwrallocO

Mar 8 16:35:18.116: Gi1/0/48 AUTO PORT PWR Allocl30 Request 130
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debug ilpower powerman .

Mar 8 16:35:18.116: Gil/0/48: LLDP NOTIFY TLV:
(curr/prev) PSE Allocation (mW): 13000/0

Lemmmmmm e mW unit added
(curr/prev) PD Request (mW) : 13000/0

Lemmmmmm e mW unit added
curr/prev) PD Class : Class 4/

)
curr/prev) PD Priority : low/unknown
)

(

(

(curr/prev) Power Type : Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0
(curr/prevPower Pair) : Signal/

(curr/prev) PSE PwrSource : Primary/Unknown

va7igEavo R )
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. delete
delete
BESNE T 7ANI AT AN 1IOULEO 7 7 A AEYIBRTAI2IE. T— o —XE— KT
delete =~ F&EEHLET,
delete filesystem: ffile-url...
X DA filessydem: 7 7 4 L3 ZF LD A YT A, USBAEY AT ¢ v 7 DY 1L, usbflash0: Zff
JALET,
flileurl... HIpds5 7741002 (F4 L7 FY) BEOLHTITT, 77 A A4ITAL—2
TRYY £,

ATV R FI4NAL  T AN FOBERMEIZH Y EH A,

ATV R E—FR T e

avy FER Jyyy—z FTEAR

Cisco IOS XE Gibraltar 16.11.1 Zp o< RAAEAINE LT,

EELOAA FSqY 77 AABBECT 4L MY A, KCFELATFE 2 KM LET,
%7 7 A N EBIRT HRCHRR Z KD 57 0w MRF AL R Lo TRRSNET,

I WOBITIE. 2 >D7 7 A L EBIELET

Device: delete usbflashO:test2.text usbflashO:test5.text

Are you sure you want to delete "usbflashO:test2.text" (y/n)°?y
File "usbflashO:test2.text" deleted

Are you sure you want to delete "usbflashO:test5.text" (y/n)?y
File "usbflashO:test2.text" deleted

77 ANVDBHEIBR S Z & 2R T H121E, dir usbflash0: 7 — be—F a< 2 K& A
HLET,
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dir [

BESNIZTZ 7 ANT AT LDTZ 7 ANBEIOT 4 L7 FUDOY X M EaRRTHITIE, 7—h

o0 —XE— RTdir a~r FE2FEHRLET,

dir filesystem:/file-url

B DEREA

filessydem 7 7> A LS 2T LDTZA VT R, AT L R—F 7T v a T34 A2 flash:

EHALET, USB AEYU X7 1 v 7 I1Z1F usbflash0: A L E 7,

[ffile-url

EE) BRTHaVTUYBPKENEINTWAENRR (T4 27 M) BXOS 4 L
7 RN DLEITTT, T4 V7 bULAIFAL—=RATRYY £,

ATV RFIHILE T 7 AN NOBERHEIZH Y FH A,

avURE—F b=
5 #E EXEC
av Y RER Jy—x EERE

CiscoIOS XE Gibraltar 16.11.1 =pa~<> RREAINE LT,

FEREDHA KSq4Y T4 V27 MIATIE, KLFLPLFREBIShET,

Bl WOPITIE, 7T v AT YNDT 74 L eETiT 5 FEE T LET,

Device: dir flash:

Directory of flash:/

2  -rwx
3 -rwx
4 -rwx
6 drwx
645 drwx
647 -rwx
648 -rwx

96453632 bytes available

561

2160256

1048
512
512

4316

5

= 1:dir®7 «—)L FORHA

Mar
Mar
Mar
Mar
Mar
Mar
Mar

(25732096 bytes used)

01
01
01
01
01
01
01

2013
2013
2013
2013
2013
2013
2013

00

:48:
04:
00:
23:
00:
0l:
00:

18
01
11

01

15

148
:39
:42
0l:
14:
:39

11
05

express_setup.debug
c2960x-dmon-mz-150-2r.EX
multiple-fs
c2960x-universalk9-mz.150-2.EX
dc_profile dir

config.text
private-config.text

14—
K

BLL

2

TrANDA T v I AEKE

va7igEavo R )



B i

J1—I)L |FrEA
ke
Twx TrANDT 7R AME (ROWTID, 72133 ~0)

ed: T4 L7 U
o1 LAELY FTHE
cw HEIALTTHE
- x : FATHTHE

1644045 Ty ANDY A X

<date> | ffe s H

env_vars 77 A V4

. SAFLEEOTUR
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exit .

exit
VHGTDE— FIZRE S 7> CLIEXEC E— FA#& T3 512013, exit a3~ RaAL £,
exit

XDl Zoawy RIEBIEELIEXF—Y—REbH Y A,

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

aAavy R E—FK it EXEC

Jua—n)ar7 4 Xalb—rvar

avy FER J1)—= EEAR
CiscoIOS XE Gibraltar 16.11.1 = pa<y RMEAINRE LT,

WIZ, 207 4 Fal—aryT—RegTT50%2R~LET,

Device (config) # exit
Device#

SRAFLEEOTUR .



. factory-reset

factory-reset

SRFLEEIATUFR |

BEREAGOTXTOT—FZMHEL, 7 2% LHNMREOREICRE I, FriE EXEC
£— N T factory-reset =~ > K& LET,

\)

(GE)  NIST SP800-88 Rev. 1 TitBHEN TWA L 91T, HFEITclear AV v K& —FHLET,

Standalone Device

factory-reset { all [secure3-pass] | boot-vars | config }

Stacked Device

factory-reset { all [secure3-pass] | boot-vars | config | switch switch_number |all { all [secure
3-pass] | boot-vars |config} }

BX NN all

NVRAM OFT_RTORNE., BEDOT — A A=, 7 — FEH, #KE#x
V74X al—varbtETar T 4 ¥ al—raror—4%, BXOY
a—WF—F EETT_TD CiscolOS 4 A —JEHELET,

secure 3-pass

3-pass LEE TT AL ANLTRXRTONEEHELET,
sPass 1 : T XTOT RLVRAABELRGT % 2 O e T LEXLE
TO
*Pass2 : T XTOT RUAARERGHZ 2E KD 1 TLEXLET,
ePass3 : T XTCDT RLAA[RERGTZ T VX LE Yy h3FZ—2 T L
ExLFET,

boot-vars

a—HFICLkoTEMEINET — MEBDOHEHELET,

config

2B — KT o T a7 4 X2l —arOhEHEELET,

switch
{switch_number |
all}

BIRLF-AAS v FOaLr Ty EEELET,
* switch-number : A A v TFHFSEHBELET, BETEHHEMIT1 ~
16 T4,
cadl : AZ Y ITNOTRTOAAL v FZEIRLET,

aRVRFILLE L

v RKRE—FK HrtE EXEC (#)
vy FERE J1)y—= EENE
Cisco IOS XE Gibraltar 16.11.1 ZThavwr  RPREAINE LA,
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FEREDHA FS1 Y

1

factory-reset .

)= ZEAR
Cisco 10S XE Amsterdam 17.2.1 secure 3-pass ¥ — 7 — K & switch ¥—7U—

MEASHE L,

factory-reset =~ > NiL, kDT F VA THEHINET,

EELFFR] (RMA) DT=DICTF A, A VA GEETAVERS AEAIT. —oa<y
REMH L CTBEMEEGDOT — X 2T X THIBEL THEHT /3 2D RMA FEBHEZ FifS L
F9,

e TR ANURFESN TV AEERFERRLZ LT o Uy VICARIEILT 78X SR E5EA1T.
Zoavwr REFEALTCT A, ZAZPH-ERTIZ) Yy FLTHLHERTELET,

TIHHAEEORE~D )y N TR ANREFRICE T T5E, TXAANRY T—HFLT
ROMMON E£— RiZZ2 0 4,

Wiz, factory-resetall 2~ > R&MH L TT /A ADT X CONKEHET 6%
L/i‘a‘o

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs

User data, startup and running configuration

: All IOS images, including the current boot image

OBFL logs

User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b &2FATT 202 R L ET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs
User data, startup and running configuration
All IOS images, including the current boot image

OBFL logs
User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

O'\U'I»bwl\.)l—'

O‘\U’I»bwl\.)l—'
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. factory-reset

SRTLEEITUFR |

Protection key not found

9300L#0ct
reload fp
Oct 25 09:
exit with

25 09:53:05.740:
action requested
53:07.277:
reload switch code

$PMAN-5-EXITACTION: F0/0: pvp: Process manager is exiting:

$PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET
FACTORYRESET
FACTORYRESET
FACTORYRESET
FACTORYRESET

o0 o0 a0 a° o

% FACTORYRESET

Discarding device blocks:

Unmounting sdl
Cleaning Up sdl [0]
erase In progress..
write zero...
finish erase

please wait for completion...

Making File System sdl
done

0]

Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID:
Superblock backups stored on blocks:

32768, 98304,

Allocating group tables:
Writing inode tables:
Writing superblocks and filesystem accounting information:

FACTORYRESET
FACTORYRESET
FACTORYRESET

o0 o0 oo

FACTORYRESET
FACTORYRESET
FACTORYRESET
FACTORYRESET

o0 o0 oo oo

Chassis 2 reloading,
Dec 12 01:02:12.500:

163840,

fcf01664-7c6f-41ce-99f0-6df1d941701e

229376, 294912

done

done

done

Mounting Back sdl [0]
Handling Mounted sdl
Factory Reset Done for sdl

Unmounting sd3
Cleaning Up sd3 [0]
erase In progress..
write zero...

please wait for completion...

reason - Factory Reset

$PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload

fp action requested

De

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

FACTORYRESET
FACTORYRESET
FACTORYRESET
FACTORYRESET
FACTORYRESET

o0 o0 a0 e de

After this the
from TEFTP.

. VATLEEOTUF

Started Cleaning Up.
Unmounting sdl
Cleaning Up sdl [0]
erase In progress..
write zero...

please wait for completion...

switch will come to boot prompt. Then the customer has to boot the device
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flash_init

B DEREA

AR TIAIE

ATV K E—F

flash_init ]

flash: 7 7 A VT AT L &EBFHHET 2121%, 7 — hr—#E— R Tflash_init =~ F &6
L%,

flash_init
Zoa=wy RIS ELIIF—U—FIEH Y T8 A,
flash: 7 7 A VT AT A, S@EO Y AT ABETRIC BEBIMICOIEL S E T,

T—hu—=4%

avy RERE

EREDAARZA4 Y

Jy—2 ZERR

Cisco IOS XE Gibraltar 16.11.1 =ppa<> RREAINE LT,

flash: 7 7 AV 2T A%, BEOT— | e 200 AEFICIEL S E T,

Zoa<y RiE, flash: 7 7 ANV AT A EFEICHHLLET, 722X RRATU—FER
NEEAEITIE. BEFIERICZOa~wy REfHLET,

va7igEavo R )



. help

help

SRFLEEIATUFR |

FMFRER A~y FEF£RT 2123, 77— e —¥%F—FThdp a2~ FEEHLET,

help

XD Zoavy RIZFBIEELITF—V— REH Y FHA,

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

aTURE—F T—bhe—X

av v FERE J1y—2 EERAR

Cisco IOS XE Gibraltar 16.11.1 = o<y RREAINE L1,

il

Wiz, FIMHREZe 7 — ke —Fa<wr ROV R MR RTHH2RLET,

Device:help

? -- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy -- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version
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install

install .

VINT 2T AT F AT v 7L —FK (SMU) Robr—2% A VA M= 5120%, B
¥E EXEC E— R Cingal 2~ RZERLE1,

install {abort | activate |file {bootflash: |flash: | harddisk: | webui:} [{auto-abort-timer timer
timer prompt-level {all |none}}] |add file {bootflash: |flash: |ftp: | harddisk: | http: | https: |
rep: | scp: |tftp: |webui:} [{activate[{auto-abort-timer timerprompt-level {all | none}commit}]}]
| commit | auto-abort-timer stop | deactivatefile {bootflash: |flash: | harddisk: | webui:} |label
id{description description | label-namename} |remove {file {bootflash: |flash: | harddisk: | webui:}
|inactive} |rollback to {base | committed |id {install-ID } | label {label-name}}}

B DEREA

abort

HIEDA VA b—/VEEERKT LET,

activate

install add =~ > F# i@ U C SMU 2B/ &
NTVLNE I PERGEL T

ZDOXF—U— KL, HE#EF = v 7 BFELT
L. RN —VAT—HAHEH LET,

N lr =V FEE X DLAIIRA M v
AR—=N AT VT N N H—LTHER
Iav A FEET L), FITHER TS
RNy =V ORIV e —RE U T —
LEd,

file

TOT 47T Ny r—VaiRELET,

{bootflash: | flash: | harddisk: | webui:}

A A }\_/be:/\oxyb‘_:‘/‘@mb__:‘/a >
et LT

auto-abort-timer timer

(EE) BT R—h A ~—% A A b—
NLFET,

prompt-level {all | none}

(BB A VA=A TIT4ET LITON
ToTu 7 hea—FIIRRLET,

7= & 21X, activate ¥—7U— KT VU m— KR
MBI Xy r—PITx LT Y m— R & HERY
WhIAT—=LET, N —V%7 0747
W DHENS, FATT20E 9 Mo Ta—
IR T D7 a7 v FRESNET,

al ¥—UV— K&+ n T N aA
F—T T BHZ ENTEET, noneF—
UV—RFx7er 7 ves 4= LE
KR

va7igEavo R )
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. install

add TryANEYE—Funsr—3 gy (FIPE-
IX TFTP) MHT A AlZab—L, T v
N7 —b e A A= D=V 3 D SMU
HHVET = 7 2 FEITLET,
ZOXF—TU—RiE, BELIAy F—UnT
Ty N7 —LTUTHR—FINDHEIIC
EAROHEHMNT = v 7 2 FITLET,

{ bootflash: | flash: |ftp: |harddisk: |http: |https: | B0 2 Xy A — V% EELE T,

rcp: | scp: | tftp: jwebui:}

commit Unr— R b SMU OEERFFHE SN D L9
WZLET,

Ny —=V%7T 7T 4 7 Lictk, VAT A
W7y PRECH DM EIIEREAO Y n—
FRIZ= Iy FEEITTEET, Ny r—v
BT 7T 4TI hoTWnWThHaIy hENT
WARWEAIE, B0 Y a— REBIZT 77 ¢
TOREERL ETA, 2BV 7 — R

X777 4 TIREE R L EH A,
auto-abort-timer stop HE 7 R— N A ~—%EILET,
deactivate AVA RN LT —TEIET T 4T

IZLET,

G RNobr—VEFETIT 47T D
L RN = AT—H AL T
S, Yok ARHEEEhE T
n—RENDZE0NHY ET,

label id TGOV BT HA A N—IVIRA > FDID
EREELET,

description FBE LToA v A b—)LIRA > MTHAZ BN
L/iﬁ—o

label-name name BEINTEA VA N—IERA 2 MNZTULL
ZBMmL£7,

remove AVA =N LIERN =R LET,

remove X — U — K%, BIEIET 77 1« 74
Oy r—TORMEHATEET,

inactive T 2T 4 TRIEOFRTO S — D78
A ADBEI LT,

. DATLEEIOTUR
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aAav> R FI4ILk

aAvYU R E—F

install .

rollback F—HETFNA B —T A A (DMI) /5w
fr— SMU & _R—ANR—V g v FEgic o
Sy hEREA—T gy T 2
Sy hIDIZr—ANNy 7 LET,

to base NR—ZA f A—VICRLET,
committed EDOaI v MMENFEITINZEE DA

A R —JVIRBEICR L E T,

id install-1D BEDA A M—)LRA > FIDICELE T,
BB, 1 ~ 4294967295 T,

R lr =V FA VA =L ENFEH A,

¥rME EXEC (#)

avy FERE

EREDAARZM4

Jiy—=x EENE
Cisco IOS XE Gibraltar 16.11.1 Zoawry RREBINENE LA,

SMUIL, VAT AZA VA=V L TRy FEBESLCEX 2T (fifihkae ) ) —AZNTA A—
DIRENTE DRy =TT, ZORyr—VIiE, RNy =Y ORNEELBT L0
MNOABET—HELHIZ, V) =Ry TFEEAT L7200 FNEO—HED 7 7 A )L EE
ncTunEd,

SMU 27 77 4 74T DRIy r— P BT 2 0E R H Y £7,

Ny —=F 77y v apbHIBRT DRNCHET 7T 4 TICT o0 ERH Y £, HIFRL
Ny r—=IF, b —EBINT520ENHY £7,

W, AL A= NN =T BT ZBINT 262 L ET,

Device# install add file
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG_ LATEST 20180306 013805.3.SSA.smu.bin

install add: START Mon Mar 5 21:48:51 PST 2018
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin to
the selected switch (es)

Finished initial file syncing

Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Add operation ---

Performing SMU ADD on all members
[1] SMU _ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1

Checking status of SMU ADD on [1]

va7igEavo R )



. install

SRFLEEIATUFR |

SMU_ADD: Passed on [1]
Finished SMU Add operation

SUCCESS: install add
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:00 PST 2018

WIZ, A VA= =% T 0T 4 TICT B0 R LET,

Device# install activate file
flash:cat9k_iosxe.BLD_SMU_20180302_085005_TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install activate: START Mon Mar 5 21:49:22 PST 2018
install activate: Activating SMU
Executing pre scripts....

Executing pre sripts done.

--— Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU ACTIVATE package(s) on switch 1
[1] Finished SMU ACTIVATE on switch 1

Checking status of SMU ACTIVATE on [1]

SMU ACTIVATE: Passed on [1]

Finished SMU Activate operation

SUCCESS: install activate
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:49:34 PST 2018

WIS, A VA= LIy r—U%aly hT502RLET,
Device# install commit

install commit: START Mon Mar 5 21:50:52 PST 2018
install commit: Committing SMU
Executing pre scripts....

Executing pre sripts done.

-—-- Starting SMU Commit operation ---

Performing SMU COMMIT on all members
[1] SMU_COMMIT package(s) on switch 1
[1] Finished SMU_COMMIT on switch 1

Checking status of SMU_COMMIT on [1]

SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:51:01 PST 2018

EEav> R

avw >R s BA
show install A VAR =Ry = VI AR A
FrLET,

II DATLEEIOTUR
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12 traceroute

B DEREA

aAvU kR E—F

12 traceroute .

LA4¥2 hL—R)b— b —REEHTTRICIE, Fe— )L ar 7 4Fal— g F—
KTl2traceroute 2~ RZfEHALEd, LA ¥2 bL—A)b— h—REHEHNTT BT,
Zoawry FonoBERNEERALET,

|2 traceroute
no |2 traceroute

COa=y FIZFBIEELEEF—TY—FEH D A,

Ju— )L a7 4 ¥ ab—3 g (configh)

avy FERE

FEREDHA FS14 Y

) y—2 EENE
Cisco IOS XE Gibraltar 16.11.1 Zoawy RREBENENELE,

LAY2 FU—ZA—NIT 74V b TIHEINR-TEY, 22—V F—% 7 F A Fu k=
JU (UDP) R— 2228 CUR= T Iy "3BEEFET, UDPAR— F 2228 ZFALTL A ¥ 2
FL—2b— N ZHEENCT AT, Fr— a7 4 Fa Lb—3 g F— R Tnol2traceroute

avr REFEHRLET,

KT, 12traceroute 2~ REEALTLA ¥ 2 L —AL— FERETDHH 2R L
i‘j‘o

Device# configure terminal
Device (config) # 12 traceroute

va7igEavo R )
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. license boot level

license hoot level

TNWRAATH LW 7 U =2T FA BV AZRITHIZE, Fn— a7 4 F¥a2lb—g
v F— RTlicensebootlevel 2~ REEALET, T _XTOY T T =T T4 B AETFTA
AADLEIRT A, —oa<ry FonBEXadHLET,

license boot level base-license-level addon addon-license-level
no license boot level

X DR base-license-level =1 v F i@ L~L, i : network-essentials
HAREREART A AT DO LB T,

* Network Essentials

* Network Advantage (Network Essentials % 7 ¢2)

addon-license-level 345, S4E, F7 L 7THEOEEHM THRENTE 2BMT A U A,
AR T A T A2 A TRD EEBY TT,
« Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % & 7¢)

SR EFEoAL R BRESHEA A—UTAL v FHERBLET,

aAvY R E—F Ja—s)b ary7 4 F 2 b—3 3 (config)
2% REE yy—2 KENE
Cisco IOS XE Fuji 16.9.1 Zoa<wry RRNEAINE L,

BEALEDHA K51 licenseboot level =t~ RIZRDHMICHEA L £
cTABLADE T T L—RNET v ST L— R

R T A & 2 LIRIR T A £ v ADH L L WL

T T TV —=RIALBLADI VT

Zoawy RE, BEDEY 2 —LDIA VL ALV TTARNT I F ¥ TIREBEEN TS T4
U AR TR L BEINTETA BV ALV TEETALIICTA BV AL T TR
TV TFxEHELET,
cAA vFHEIO—FRTHL, T4V AL VT TANTIIF ¥ TCARAEZ— T v T a7
X2l —alOREIZTA B ABHDINE ) PBHERINET, REICTA B AR
bHGE, TOTA BV ATAL vy TFREBLET, T4 ARRWES, 1482
AT TARNT T TF X TAA—VHEBIZW>TTIA B ARHERINLET,

| BRZSEN R
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license hoot level .

« T — REHIE T A 2 ABBIRGNOE G, TA B AL LT TART I F X THEED
BERBICHE ST T A L ARHER SN ET,

cRESINTZT— b TA B AT TIZHIRBYIIUZ R > TWBEHE, 4BV AL VT TR
FNZ7 7 F ¥ CEBIZE-TITA B ADRHERINET,

I WIZ, ZA v FO&EY o — R network-essentals 7 1 & > 2 2 Fhbd A #1427
LET,

Device (config) # license boot level network-essentals

va7igEavo R )



. license smart deregister

license smart deregister

SRFLEEIATUFR |

Cisco Smart Software Manager (CSSM) ~DT /3A ADX 5% F v V3 5I121E, i EXEC
£— KT license smart deregister =1~ RZEH L F9,

license smart deregister

HET D EE8H Zoavy RIZIFBIERELITF—V— REH Y FHA,

ATV R FI4  FIHEEXEC (#)

avy FER Jy—=x

EERE

Cisco 10S XE Fuji 16.9.1

oavwy RPREAINE LT,

EELEDOHA KSq> licensesmart deregister =~ > RIZRO HIIZHEH L £,

« TR R Ry N MBI E X

« TS A% FHELE OO OG5 & &

« TNA R BHOT- DI EEFFA] (RMA) 7R X2 L Ty A aZikAT 5 L&

1

RIZ., CSSM ~DF A 2 DB T R T 502~ LET,

Device# license smart deregister

*Jun 25 00:20:13.291 PDT: %SMART_ LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing
De-registration with the Cisco Smart Software Manager or satellite was successful
*Jun 25 00:20:13.291 PDT: %SMART LIC-5-EVAL START: Entering evaluation period

*Jun 25 00:20:13.291 PDT: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled
features is Not Allowed for udi PID:ISR4461/K9,SN:FDO2213A0GL

BEEavT R avw U R

B

license smart register idtoken

CSSMIZT A ARG LET,

show license all

MERRAT G4z 2R L £ 7,

show license status

FABLADAL T FTAT LV ART —H A%
%ZT—\‘ Li—g—o

show license summary

TRCDT I T AT 7274 AOEK & F
RLFET,

show license usage

TA v AR RE R R LET,
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license smart register idtoken .

license smart register idtoken

Cisco Smart Software Manager (CSSM) 7226 b —27 U WA SN2 T NA R &8 EkT HI1TIE, R
HE EXEC & — R C license smart register idtoken ==~ > K& H L F9°,

license smart register idtoken token ID {force}

B DEREA

AR E—F

token_ID CSSM 726 h— 27 U BNERE ST /34 A,

force TN ANBERINTWBENE I B HL S
TN, R B REEBR S L E T,

HikE EXEC (#)

avy FERE

)1)—=x EERNE
Cisco 10S XE Fuji 16.9.1 Zoavwry RREAINE L,
£l

WIZ. CSSM IZTF A A Z kT B2~ LET,

Device# license smart register idtoken
$T14UytrNXBzbEslck8veUtWaG5abnZJOFdDalFwbVRa%$0Abl1RMbz0%3D%0A

Registration process is in progress. Use the 'show license status' command to check the
progress and result

Device#% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (elapsed time was 0 seconds)

BEEa~Y

> >

av VR B

license smart deregister CSSM ~DT A ADXgkE v BN LE
7

show license all MERRA G- A R~ L ET,

show license status FTARADAV T TAT VART —H A%
FoRLET,

show license summary TRCDT I T 4T 7274 ADEK &K
RLET,

show license usage FA e AEREREFR R LET,
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. license smart renew

SRFLEEIATUFR |

license smart renew

Cisco Smart Software Manager (CSSM) T7 /NA AD ID F7213&KR % TEICHEHT T 5I121%, FF
¥€ EXEC “E— R C licensesmart renew =~ > K& L 7,

license smart renew {auth | id}

B DEREA

AU R TIHIE

auth ARETFLET,

id IDZ5EH LET,

kg EXEC (#)

avy FERE

FEREDAA RZA Y

J1y—=x EEAR
Cisco I0S XE Fuji 16.9.1 Zoawry RBREAINE L,

PREHIENE, A —FIA B AT AT AZL T30 BT EICHEHINET, T4 AN

HGBH ) FI2L T2 T T4 7 RER ] ORBEBIZHDIRY | FEREMR SR S Ed,
WL, ERREMIR2NEE 5 LRlth S E T, MTWIRT, 72374 B2 THIRY)
M RRBICZR D & VAT MISIE & BRI O B 25T L 47, BRUTICET 5 &
B LWAGEHIF 2B S E T,

151
WIZ, TNRAZDTA L A EHFTHHZRLET,

Device# license smart renew auth

EEav >R

avvk BL)]

show license all FERA G =R LT

show license status TARADAL T TAT VARAT =R A%
FRLET,

show license usage T4 AERHEREERTLET,
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location

location .

Ty RS borr—va AFRERET DL, Fe— b ar 7 4 Fal—va s E—
RFClocation =~ > RZHEHLE4, vnr—a VEREHIRT2120E, Zoa~<2 Kono

Bz LET,

location {admin-tag string | civic-location identifier {hostid} | civic-location identifier {hostid} |
elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

nolocation {admin-tag string|civic-locationidentifier {hostid} |civic-locationidentifier {hostid}
| elin-location {string |identifier id} | geo-location identifier {hostid} | prefer {cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

B DEREA

aAavv R FI4ILk

avY kK E—FK

admin-tagstring

BEL 7 EI3IVA MERERELET, TR0V
A MEREIT 0 r— 3 SR,

civic-location

Wwhinsr—a UERERELET,

identifier #Hiinr—yvay, Banlr—yvay, HBHREHTO4
AiEfRELET,
host KA FOFH O — g Rz RS2 EHR L E
ba—o
id Hhiasr— gy, BAaasr— gy, #HEAREFTO4
ﬁﬁo
(G3)  LLDP-MED AA v F TLV TOHHinr—3 3
D ID 1L 250 N1 FEATFICHIRESNE T, A A v
FREPIHEHTE D NNy 77 A= T
HrT— Ay—UkERET DT, FHTTR
r—a VIDICHRE ST XToRTa 7 —
va VEROBIRDOE I D250 31 N AR X720
XolTLET,
elin-location Banr— g UfFH (BLIN) Z3%E LE T
geo-location HWERZERIA e r— a VIERERE L E T,
prefer nr—a NEROY)—ADTITAF )T 4 BRELE

B

T 74N FOBERERSH D EHA,

Ja—n)arZ 4 Xal—rvar

va7igEavo R )



. location

SRFLEEIATUFR |

avy FNERE

J1)y—= EERNE
CiscoIOS XE Gibraltar 16.11.1 = pa<> NN EAINE LT,

FEEEDHA K54 > location civic-location identifier 7 m— L a7 4 Fab— gy axy e Ak, i

ny—vararyZ4Xalb—rarE— KRB EIET, location geo-location identifier
sa—R_)ary7 4 Xal—yagryavr Ke A%, oA ubryr—y g a7 X2 lb—
va v E'— KPR EET,

v r—a 2 ID K250 34 R AR TIER HA,

BRANIDIEARA FOHHar—3 g OB R ST AR E LE T, ID 28R A B TR
WA, IDIEA V¥ —T = A ATHSRCTE ZMBER T v 7 L — N EEstinr— =
VI EERLET,
host ¥— U — N, 71 ZADGF & EHK L ET, identifier & host ¥ —U— RZfEH L Tk
ERRERA T n r—Ya v AT v a FRICTY, Mitins—vararyv o Fal—vay
T— FTROEH O r—ar A7 a o 2EETEET,

- additional-code : B TR —v a3y a—REHELET,

» additional-location-information : iJBNI#ER T 27— a UAEREKE L 7,

« branch-road-name: 77 > F o — K4 2R EL £,

* building : @M OIEREHE L £7,

ecity : HifiA AR ELE T,

. country : 2 STF O 18O 3166 OFE = — R #E L ET,

e county : Al 2R ELET,

edefault : =~ > F&5 7 40 MEICERE L £,

« division : HOHX DL FTEFHE L E7,

cexit : fifinsr—yaryar7 4 X¥alb—varyvT—RFEETLET,

e floor : B AR ELET,

e landmark : BEI & R 2 M OEH AR E L E T,

« leading-street-dir : BT FEHUCAT G-I 2D FAEZRELE T,

ename: JEEHELEZRELET,

* neighborhood : %A /X—7 v NEREZRE L £,

eno: fEESNIH Ty —vary F—2%ELRL, T 74NV MEEZRELET,

e number : T4 2 5% E L £ 7,

» post-office-box : FAEFT & 5% E L £ 77,

« postal-code : B{HEF S A5 E L £ 7,

« postal-community-name : i 2 I = =7 4 4 EZRELE T,

« primary-road-name : FELER DA RTZFE L E T,

» road-section : EEE DO XM ZFHE L 7,

«room : HEOEHREZHE L ET,

DRSO RERELET,
. state : JNOARTZFRE L ET,

. DATLEEIOTUR



| v27L88a<UF

location .

« street-group : BT & FHD 7N — T E L ET,

- street-name-postmodifier : A4 FEHDOHLRIORA NET 4 77 A T HRELET,

« street-name-premodifier : T4 FEHOLZFIO T VET 4 77 A TEHELE T,

« street-number-suffix : A4 BEHOFE SOV 7 4 v 7 AR EL£T,

o street-suffix : AfAFKHOY 7 4 v 7 ZHFZELET,

« sub-branch-road-name : D & HIZHIE LT-ERAERELET,

« trailing-street-suffix : &Ik < T4 FHOY 7 ¢ 7 AR ELET,

« type-of-place : HHTDO X A T HFELET,

eunit : BATERELE T,

HWERn r—2ay ary7 4 Fab—v gy F— FOROMBZEMN R0 r—y a A5HE
BETEET,

- altitude : & S OFREWEE, A — M, 72037 4 — PRI TRIEL LT,

- latitude : £, 4y, FPORBEFEHRZHE L E T, H®PHIL-90 ~ 90 FTT, EDEIL, HRiE
FoideflofrEs = LET,

e longitude : £, 43, MOREDIEHMZHE L 9, #PHIL-180~ 180 £ T, IEDMHEIL,
7YV =y VRO RAOMEE R LET,

e resolution : F& & RREDGEREA R E L ET, DERELIEELRWEE. 10mDT 7+
IV MEDSTEEE & R D fiFRE/ N T A — X I ShvE T, BELREDLA. HfRiEDH
AIEA— RV THIE SN E T, SMREDEII RN THIEETE £77,

edefault : 7 4/ FOBMIC L - T, MBI EEZRE L ET,

cexit : B r—v gy ar7 4 Xal—var E—REKTLET,

*no: fHESNTEHIBART A—HZHELR L, 774V MEZRELET,

alr—a YTV %7 4 E—7 023 5%, no Ildp med-tlv-select location information
VHE—Tx A AarT 4 Xal—varavy REERLES, 7740 R TIE, rY—va
Y TLV 134 F— T MR ESNTWVET,

ROFITIE, AA vy FIZHdivr— a AAFRERET 2 lEZRLET,

config) # location civic-location identifier 1
config-civic) # number 3550

config-civic) # primary-road-name “Cisco Way”
config-civic)# city “San Jose”

config-civic) # state CA

config-civic) # building 19

config-civic) # room C6

config-civic)# county “Santa Clara”
config-civic) # country US

config-civic)# end

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

FE A EERT A 1Z1%. show location civic-location 47 EXEC =~ > R&Z A LE7,
WOWTIE, A vF L TBREar— 3 UBERARETHHFEEZRLET,

Device (config)# location elin-location 14085553881 identifier 1

PRE TR HI21E. show location elin ### EXEC =2~ > K&EZ AN LE7,
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. location

WIZ, AA T, HBRZEfu r— a UFRERET 262~ LET,

Device (config)# location geo-location identifier host
Device (config-geo) # latitude 12.34

Device (config-geo) # longitude 37.23

Device (config-geo) # altitude 5 floor

Device (config-geo) # resolution 12.34

BRE S AV HIERZE IR 22 5 F OFEM 2 #2975 121, showlocation geo-location identifier
av s R LET,
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location plm calibrating .

location plm calibrating

7 T4 7 2 FONRZRIAE (CCXS60) ERZRETHICIE, /r—b a7 ¥
L —3 = %&— KT location plm calibrating =~ > R&#H L £,

location plm calibrating {multiband | uniband}

BX DA

multiband  BsgfH S 5 407= 802.11a F 7213 802.11b/g ML TOFIE Y 54 7 b DR ALK
HEEREFEELET,

uniband  BELF T 54072 802.11a/b/g HER T ORI Y 54 7 b DS ZIB I EE R 245
ELET,

AR R TFI4ILbE

aAvU R E—F

77 A0 S OBIERIEIL D D F A

Ja—)L a7 4 FXal—g

2L FRE

)= EEAR

CiscoIOS XE Gibraltar 16.11.1 =< FRNEAIILE LT,

FEREDAARFS1Y

W7 54T MO, ESNT o7 LNy R, 24GHz & 5 GHz Oii 7 0 #5©
LEMETE DL LTCH) uniband BENH ET, BEOER Y T4 7 2 FiZiX, multiband 73
MHET,

Wiz, BEATT 54072 802.11a/b/g HEMR T ORIE 7 T A 7 b O/ AR I EER A 7%
ETHHE2RLET,

Device# configure terminal
Device (config)# location plm calibrating uniband
Device (config) # end
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. mac address-table move update

mac address-table move update

MAC 7 RV AT =7 VBATHEHHEEZANIT DT, A v FRF v 7 ETALZ L RT
RYAA yFOTa— Y AT X 2 b— 3 F— KT mac addresstable move update
g REFHLET, 740 FRECETICE. 20a~vwr RonoBERNE2HHLE T,

mac address-table move update {receive | transmit}
no mac address-table move update {receive | transmit}

B DEREA

AR TFI4I0LE

ATV R E—F

2% FRE

receive A v FNMACT LA T—FABITEHA v —VF0LPET S L 5 ITfREL
‘i?‘o

transmit 75 A~y YLy sg L, AL UAL UL RRBILIESA, AL v T8
MACT RLATF—TABITEHA v —V %Ry NT—7 DD AL v FITHEE
THEIICHERELET,

F 7 4L F T, MACT RV AT —7 ABITEFKEILZT + E—7 L T1,

Ja—)L a7 4 FXal—rg

av Y RERE

FEREDHA K542

-2 ZERE
CiscoIOS XE Gibraltar 16.11.1 — oo~ RpEAINE L7,

MAC 7 RV AT —TNABITEFEREBIZLD, 7794~ (V=T 4 7) Vo ImEy
VL, REURL VI NT T4 I DT H T —F T BB LIRS, 24 v FIEEE
RGN N— o AR TEET,

TIAL<V VU INE T L, AZ AL Vo RREELIZGE, 77 8RA AL v TFHMAC
T RUVAT—TNABITERA v —VE2EETHIEIICRETEET, Ty 7V AL vF
B, MACT RLAT—TNABITER A v —VaZEBIOWHET LX) ICRETEET,

il

WOBITIE, T7EAAL v FIRMACT RLRA T—TNUVBITEH A v — T %45
THEITHRET D2 HEETRLET,

Device# configure terminal
Device (config) # mac address-table move update transmit
Device (config) # end

KOFITIX, T TV o7 AL vFNMACT RLRAT—TLUBITEHA vE—T%
BABLOWHET 5 L ICRET DI HEERLET,

Device# configure terminal
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mac address-table move update .

Device (config) # mac address-table move update receive
Device (config) # end

RROE & MERR 9 25121, show mac address-table move update 4§+ EXEC =2~ > K& A )
L\i—a—(}
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. mgmt_init

mgmt_init

A —PFxy MEHKR— FEYHLT 212X, 7 — he—%F— K Tmgmt_init 2~ > N &
LET,

mgmt_init

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ATV R E—F =4

v FERE J1)—x FERE

Cisco IOS XE Gibraltar 16.11.1 Zppa<> RREA SNE LT,

EELEOHA RS4Y A3y MEEAR—FOTF Ny ZHIZOA, mgmt_init =~ > R LET,

i KOFITIL. A — % MEBFE— k& OIBMLT 2 HiEa s LET,

Device: mgmt_init
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mkdir

mkdir [}

RESNTZTZ 7 ANV AT AN EOT 4 V7 B ZERT 5101, 77— b —FE—F
Tmkdir 2a~> FE2FEHLET,

mkdir filesystem:/directory-url...

B DEREA

AR TFI4IE

AR E—F

filesystem: T7ANY AT LDITA YT A, USBAEY 25 ¢ v 7 OYA1E. usbflashO:
L ET,

[directory-url... {Ek+ 25 4 L2 U DARITT, T4 L7 hULAIFAS—ATRYIY £,

T 7 4V N OEWERMEIZH W TR AL

T—hu—=4

avy FERE

HEREDAA K1Y

)1)—2R EEAE

Cisco IOS XE Gibraltar 16.11.1 Zpa<> RAAEAINLE LT,

T4 L7 MUATIE, RXFLNFRERIShET,

2T yva () BIHEETE LT 4 V7 MYAIETRK 127 XFTY, 74 L2 FUAIZIEH
MHICF, A=A HIBRXT, A7 vya, 5l EIans] apq3ERTE EE A,

i
WOBITIX, T4 L7 b U Saved Configs Z1ERk9 % Jiika R~ LE7,

Device: mkdir usbflash0O:Saved Configs
Directory "usbflash0O:Saved Configs" created
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. more

more

1277 A NVONEEZERTHIZIE, 7T—ro—FF—FTmorea~y FEFEHALE
7,

mor e filesystem: ffile-url...

X DA fleytem 7> ANV AFADZA VT A, VAT AR—K 75 v a F1 ZI21F flash:
PEMALET,

flileurl... FRTH77ANDNRZ (F4 L7 b)) BROLARITT, 77 A VAT AN—Z
T £9,

ATV R FI4NAL  T AN FOBERMEIZH Y EH A,

v R E—F T—hrr—4

avy FER Jyyy—z FTEAR

Cisco IOS XE Gibraltar 16.11.1 Zp o< RAAEAINE LT,

FEHEDAA KSq4Y 77 ANMBBIOT o L7 FUAIZ, RKCFEDLFEXBILET,
Tr7ANDY A NERELIELAEIE. &7 7 A VORNERIRICR RS ET,

#l Wio. 77 A NOWNREFTT DHET LET,

Device: more flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:
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no debug all .

no debug all

AL FOT Ny TN T HI121E, FiME EXEC £— KT nodebugall =~ K& L E
R

no debug all

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

aAavYRE—FK FMe EXEC

av > FERE J1)y—x FERNE

CiscolOSXE VU —2 161 Zha~vy RREAINE L,

Bl WIT. AL 9 FTF Ay 7Rt 5657 L £,

Device: no debug all
All possible debugging has been turned off.

va7igEavo R )



SRFLEEIATUFR |

. rename

rename
T ANDAFIEERTHIZIE, 7—har74¥alb—rarE— RCTrenamea~> K%
AL ET,
rename filesystem:/source-file-url filesystem:/destination-file-url

BX DN filesystem: 77 ANYATADTA VT A, USB AEY AT 4 v 7 OHAEI,

usbflash0: = L5,

Isource-file-url TDORA (T4 7 b)) BIOTZ 7 A V4TY,

[degtination-file-url gL w2 (F4 L7 FY) BEIORT7 7 A NVELTT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEARAR

CiscoIOS XE Gibraltar 16.11.1 = pa<> RREAINE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RITFE/NTFERGILET,

AT vva () MICEETED2T 47 FUAIRKRK 127 LFTY, 74 V27 b UAIZIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, an U idEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A VALK T, A—A HIBRSCT,
AT wvva, BIAMK, BEIavy, agifFEHTEERA,

Bl WOHITIL, 7 7 A /L config.text D4 ij % configl.text ([ZZ8H L £,

Device: rename usbflashO:config.text usbflashO:configl.text

T 7 ANDARINER ST E D D EERT 51X, dir filesystem: 7' — b e —4 =2
~ U REANNLET,
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request consent-token accept-response shell-access .

request consent-token accept-response shell-access

PIRNZAER SN2 T ¥ Lo DI T HRE b — 7 VISE A EET 5121E, request consent-token
accept-response shell-access =~ > & H L 9,

request consent-token accept-response shell-access response-string

=3 dOE )
538 Bl
response-string ISE HERTLTFHNERE L E T,

aAvU kR E—F

KeHE EXEC E— K (#)

avy FERE

FEREDHA RKS4 Y

) y—2 EENE
Cisco IOS XE Gibraltar 16.11.1 Zoavwy RREAINE LA,

WNVESCFHINE, T L POERN L300 LNICATITAIXLERNHY £9, A LaneE Ty
LU UNEIREINICAR D T LWTF LUV OERNDMNEIZ Y 9,

il

KIZ, request consent-token accept-response shell-access response-string =~ > KO 165 % 7~
L%,

Device# request consent-token accept-response shell-access
R RO LINCA RIS B g g TR

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:
Shell access 0).
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. request consent-token generate-challenge shell-access

request consent-token generate-challenge shell-access

AU kRE—F

VAT LY VT AT DEE b= o F v Lo VR AR T DI, request consent-token
gener ate-challenge shell-access =~ > & H L £,

reguest consent-token gener ate-challenge shell-access auth-timeout time-validity-slot

BX D&

Bx Bzl

auth-timeout time-validity-slot VNT T RABERT DA L ATy b
(47) ZHEELETS

¥eHE EXEC E— K (#)

avy FERE

EREDHA FS1 Y

=2 LENE
Cisco IOS XE Gibraltar 16.11.1 Thavwr RREAINE LA,

VAT LYV VKT AER LIS A LAy SBHIRRYINICR D L. By a VITEEIMIIC
BT LET,

VAT AV VT TR ADERKKBI A LT U MITHETT,

!l
KIZ, request consent-token gener ate-challenge shell-access auth-timeout time-validity-dot =~ >~
ROz~ L ET,

Device# request consent-token generate challenge shell-access auth -timeout 900

Dev1ce#
*Jan 18 02:47:06.733: $CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation

attempt: Shell access 0).
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request consent-token terminate-auth .

request consent-token terminate-auth

AUk E—F

VAT LY 2 VKT BEE h— 7 R — A DOEGR A K T T A ITI, request consent-token
terminate-auth =~ > R&2HEHA L £,

request consent-token ter minate-auth

¥eHE EXEC E— K (#)

avy FERE

FEREDHA FS14 Y

Y= EENE
Cisco IOS XE Gibraltar 16.11.1 ZThavwr  RREAINE LA,

VATFAYINT I EADYF VA TIE, oA EKTLTH, KBEALT Y NNRET S
FTHAGRITK T LEE A,

VAT AV VT 7B AOHNEERK LT D, request consent-token terminate-auth =< K
ZIHTRHNCEITT D Z LIk o T, VAT LAY = VORREZHEK T T D &2 HER L £,

request consent-token terminate-auth =~ > R&fEH L CBIEDORAELZ K T Lizda, =—W
WY AT LY 2 )VIZT 78 AT HBICHERIE S 0 AN £3,

£l
I, request consent-token terminate-auth =~ > KOl &2~ L 9,

Device# request consent-token terminate-auth shell-access
% Consent token authorization termination success

Device#

*Mar 13 01:45:39.197: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#
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. request platform software console attach switch

request platform software console attach switch

AUNAAL v F TRy va s ERBT AT, FiHE EXEC £ — KT request platform software
console attach switch =~ > K& H L £,

N

GE)

AHB x T AL »F (Catalyst 3650/3850/9200/9300 A A »F) TlE, ZDa~<r REAZ v
NA Y =Ty va rZHIET 558ICOMENTE £, Catalyst 9500 2 A > F T
X, 2@ o< FNid Stackwise Virtual Ty 87 v 7 TCORYR—FENET, AN AA v F
TeyvvarzZBT56Z L3 TCEEFA, 7740 NTIE, TXTOa LY —/WETTIZT
IT AT THDHIED, TIT 47 Raryy—1LTryia bt 58RI T —I1220 %
R

request platform software console attach switch { switch-number | active | standby } { 0/0 | RO }

BX DA

switch-number 2w FFSAEE L £ 7, HETX DAL ~9 TT,

active TITF 4T AL FEIEELET,

GE)  Zo5#iE, Catalyst 9500 A4 v F TlEHAR— SN TWEHA,

standby AL R, AL FHFRELET,

0/0 SPA-Inter-Processor A1 > h7230 T, XA N0 THHZ L AFEELET,
GE) ZOFTTarEAF XU T AL v TFLEBITHALARNTLES
VW, FUI= T =270 £9,
RO N—h 7oy Aoy hR0THAEZ EE2FEELET,

aAavv R TFI4ILk

FI7HINNTIE, AZ Y ITHNDOTRTCDAL v FIET 7T 47 TY,

aAvU kR E—F

et EXEC (#)

avy FERE

J)— EERE

A

Zoavwy RPEASHE LR,

FRLEDHA KSA4 Y

3l

AR R AL v TF Ty varEligd 5103, &UICEETHEDCTLHILERH Y £7,

wIZ,

ABZNNA AL v TF Dy arEiTHoHlERLET,

Device# configure terminal
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request platform software console attach switch .

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable

Device (config-r-mc) # end

Device# request platform software console attach switch standby RO
#

# Connecting to the IOS console on the route-processor in slot 0.
# Enter Control-C to exit.

#

Device-stby> enable

Device-stby#

va7igEavo R )



. reset

reset

BXDEREA

ARV K TIAIE

ATV R E—F

SRFLEEIATUFR |

VAT ALATHN—RIty FEETTHICNE, VT—ha—FE—RTreset a~2 RZFETLE
T, N—FKUty h&EITH &, T ZOEBEFRUIMZICEREZHRATIHFIEL FEEIZ, 72

oyt LYY BLXOAEIORNEBHESNET,
reset

ZOavwy FIESIBEELITF—U—RNIH Y A,
77 4N FOEERLEIZH Y EE A,

T—hu—4%

av Y RERE

3l

J1)y—2= EERNE

Cisco IOS XE Gibraltar 16.11.1 =pa<> FREASNE LT,

OB T, VAT L2EZ Yy b+ 5HEZRLET,

Device: reset
Are you sure you want to reset the system (y/n)? y
System resetting...

. DATLEEIOTUR
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rmdir .

rmdir
BESNET7ANVATEANS 1O EOZEOT L7 U REIRT AI00%, 7—he—%
EF—RFTrmdir 2~ RE2FEHALET,
rmdir filesystem:/directory-url...

X DA filesystem: T7A NV AT LDITA YT A, USBAEY 2T 4 v 7 DAL, usbflashO:

2L ET

[directory-url... Hl&4 22274 L7 FYDOARZ (F4L 27 M) BEOLHTITE, S 17
FUAIFAR—ATXEY 77,

ARV R FI4NAL  T AN FOBEREIZH Y EE A,

v R E—F T—hrr—4

2 AR U y—2 EENE

Cisco IOS XE Gibraltar 16.11.1 Z@p o<y RAAEAINLE LT,

FEHEDAA KSq4y AT7vya () BIHETEDT 4 L7 b AITERK 45 LFT, RKLFL/DNLFOXBIR &
DNET, T4 L7 MIAIEEETE, A=, BIRXTF, AT via, I, BEIan
V. BIXOan QIfEHATEE Y AL
T4 LT R EHIBRT AN, FIT 4L 7 FUNOT7 7 A VETXTHIBRT A2MLENRHD F
ﬁ—o
TNRAAE, BT 4 V7 M) ERHIRTARIC, RERODLZTa 7 raHLET,

1
ROBITIZ, T4 V7 M) %1 DHIBRT 2 HiEERLET,

Device: rmdir usbflashO:Test

T4 L7 FUDBHIBRS N E D 0 AR T AL, dir filesystem: 7 — b r— & a2+
YREADLET,

va7igEavo R )
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. sdm prefer

sdm prefer
2L v FTHMTLHSDM T 7 L— b ZEETHICIE, Ze— b ar 7 Falb—vay
F— FTsdmprefer =< R&MHHLET,
sdm prefer
{advanced}
X DA advanced NetFlow 72 & O 7aikREZ VAR — b L £

ATV R FI4NN T AN NOBEBERMEITH Y A,

ATy R E—FR Ja—sNvaryZ 4 X¥al—ig
avy FEE )1)—x EERE

CiscoIOS XE Gibraltar 16.11.1 Z oo~ RpSEAINE L7,

FBREDHA KSq4 > device AX v 7 TlE, TRTDRL 7 AN T 7T 4772 device IZIRAF SNV [F]—D
SDM 7 7' L — h AT 2 MERH Y 77,

il device N AKX w ZIZIEMEND &, T2 T 4 7 device ITIREFEENTZSDM 227 4 ¥ =
L—y g %, i D device ITRESNTWAT 7 L—ba EEXLET,

51
WIZ, BERT VT L—  NERETLHHEZRLET,

Device (config)# sdm prefer advanced
Device (config) # exit
Device# reload
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service private-config-encryption

TG R— NBRIET 7 A NVDOREFALE T BT,

-
[
-

—

service private-config-encryption .

service private-config-encryption =<

YREMHLES, ZOMREZENITHIE. Zoavr Fono A EA L ET,

service private-config-encryption
no service private-config-encryption

X DERHA Zoawy FIFRIEELITF—U—FNEIH Y A,

ATV RFEIHIR T 7ANNOEERHEIZH Y A,

ATV R E—F Jua—s)L a7 4 Fab— 3 (config)
avy FERE )1)—= EEANR

Cisco IOS XE Gibraltar 16.11.1 = o<y FREASNE LT,

Bl WIT. T oA~ T 7 A OB AL RGN BB R L E T

Device> enable
Device# configure terminal
Device (config) # service private-config-encryption

BEEavT R avw Uk SR AA

show parser encrypt filestatus| 75 { ~<— NEEDH BL AT — ¥ 2% %5 LET,

va7igEavo R )
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REEIIETRTHICUE, 77— bhe—FE— R Tsat o~ R2HHAL £, R

ﬁﬁi\7~bm HEFITTNAA ATHE L TWAHID Y 7 N7 = 7 2814 5 7= D12 F M

B se
set
B %
TEET,
set variable value
BXDEREA 255 fE

variable 8 X Otvalue DY) 72 fHIC X, KOWT IO F—T — K& LET,
MANUAL_BOOT : 7 /31 2D fE#E A A8 TIT 2 FENTIT I hERELET,

BB 1/Yes & 0/No T, 0 E/-IE No ICHRESNTWAHES, 77— v—
IV AT L& BERICES L £, MOMEICRESNTWAEAIL. 77—
0 —4ZF— RNOLFHTT NS AZRETHLENHY £,

BOOT filesystem:/file-url : HENEEIRFZ 7 — NI X ONET SN D FATHREY 7 A
NDEIan XYY YRR aEsLET,

BOOT BREBEAHNHESNTWARWES, VAT AL, 7I9via 7740
AT DRI IR SRR 24T - T, RPN SN FEITATREA A —T %
n— R LTHETZRAALET, BOOT ZHENEEIINLTNTH, FHEINIA A —
/%m~%féﬁ#otﬁm VAT ANIT T v a Ty A VAT AT
R LB e 7 v A VA REN L L S5 & LET,

ENABLE_BREAK : t—#321 Y — L0 Break % — 4 & HEhiEHEh 7 1 & =%
EHWCE AL £,

Bh7efEiX 1. Yes, On. 0. No. BLOOff TF, 1. Yes. F721F On TR E S
NTWBEHIE, 79 v a 774NV AT LOPEL#EIC =Y —)L | CBreak
F—%MHTZ LT, HEEE Yo AL PRI TE ET,

HELPER filesystem:/ffile-url : 7 — s v —X OfIHHLHICEINIC e — REh b r—
RAMEZ 7 A DB I av XY U R ML LES, ~A"—T 7 A LT
T == OBREEIE LT, Ny TFEY TR LET,

PSlprompt : 7 — F B —¥ E— ROBPHIZ, av 2 FIA4 Frnr 7 e LT
T2 CFHNERE L ET,

CONFIG_FILE flash: ffile-url : CiscoI0S 783 A 7 AF%E O AFEINM: 2 & — D Fi A
AT 2 77 A NV EIRELET,
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AU R TIHIbE

set |

BAUDrate: =2> Y —/LdOHR— L— MIEHTLHE Y MRy (bls) ZfEELE
T, AT 4 X2l —a T A NMIBOBRENTRTE I ILTWRWRY | Cisco
0SY 7 by =T 7 —ba—4nbAR— L— MREZMA L, ZOEE5| X
SHEHLET, FBHETE5HAIZ0~ 128000b/s T3, AZMEIX. 50, 75. 110,
150, 300, 600, 1200, 1800, 2000, 2400, 3600, 4800, 7200, 9600, 14400,
19200, 28800, 38400, 56000, 57600, 115200, I TX 128000 T3,

b —RA 7L, 300, 1200, 2400, 9600, 19200, 57600, 5 XX 115200 C
KR

SWITCH_NUMBER stack-member-number : A% 7 AL /8D A L RFK S IR
]\/\iﬁqo

SWITCH_PRIORITY priority-number : 2% v 7 AL RXDT T4 4V T 4 fHEZE
FLET,

BRIRABOT 7 4V MEX, kO LBV TT,
MANUAL_BOOT: No (0)
BOOT : XV A hU > F

ENABLE BREAK : No (Off £721%0) (=¥ Y —/L LT Break ¥— % L CHENELE 7 0k
AT D LIXTEERA) &

HELPER: 7 # /L MEIZH D AL (~A— T 7 A VTHBIICE— RENEETA) |
PS1 /34 A :
CONFIG_FILE: config.text

BAUD : 9600 b/s
SWITCH_NUMBER: 1
SWITCH_PRIORITY: 1

\)

ATk E—F

GE)  fEA a&ﬁéént BRIEAEIL, BT 7 ANDT T a Ty ANV AT AUREESNET, 77

A NDFEITITIE, BRELELAL L EZITHV T, TOEBOENEESNET,

DT 7 ANMIERENTORWERIZIHERH D THA, BRIV TWIUEXLV A RY 7
THoTHMERH Y £, Null CFH (=& 21" BDRESNTWAHEHIT. [ERHRESN
T G

%< OREABITFMISERSNTEY . 774V MEPRESNTHET,

7—hu—=4&

avy RERE

)1)—=R EEARAR

CiscoIOS XE Gibraltar 16.11.1 = pa<> RREAINE LT,

va7igEavo R )
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EREDHA FF12 B

SRFLEEIATUFR |

BEEBIIR LT E/NLFORMNH Y . FELEBVICANTEILERH D 7,
EEEOBBEEKIL. 79 via 774N VAT ADIIHAH T T va AEYIREESR
F9

o

BH ORI T, REABRORELZLE T LL4ETH Y XA,

MANUAL BOOT B&5EA%Z. boot manual 7 o — 3L 207 4 Xab— gy avy Rafl
ALTRETHIELTEET,

BOOT BE2Z5 %013, boot system filesystem: flile-url 70—/ 3L 227 4 ol — gy a<w
FEMHLTRETS2ZEHTEET,

ENABLE BREAK B5iZ5%%(%. boot enablebreak 7 m— 3L 27 4 Fal— gy a<wy
ML TRETL2ZIEHTEET,

HELPER 5257 %k, boot helper filesystem: /fileurl 72— L 2> 7 4 Fal— gy a~v
YREEHLTRETDHIEHTEET,

CONFIG_FILE B84 %51, boot config-fileflash: flileurl 7o — 3 2307 4 FaLb— g v
A REMEHALTRETDHZIEHTEET,

SWITCH NUMBER Eg525%¢13. switch current-stack-member-number renumber
new-stack-member-number 7' 2 — 3L a7 4 X al—v gy avry REHHALTHRET DS
EHLTEET,

SWITCH_PRIORITY Eg5iZ %1%, device stack-member-number priority priority-number 2 = — /3
NarZ4Xal—varyavry ReEFERHLTERETDHIIELTEET,

T—btun—FZOTurT N AN S (PS1) IZiE, HE (=) R, BARRER T A
120 XFFECHRETEET,

i
WIZ, SWITCH PRIORITY BREEE 42 7E T D& R LET,

Device: set SWITCH_PRIORITY 2

RELXTERT HITIT, set 7—br—Favr R LET,
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show avc client

AT T r— g ORI BT A IE R A FoRT AI21E. HHE EXEC £ — K C show avc client
o< FEFEHALET,

show avc client client-mac top napplication [aggregate |

show avc client .

upstream | downstream]

BX DA

AR TIHIE

AUk E—F

clientclient-mac 75 47> FOMACT FLAZEELET,

topnapplication #2747 hO AL IN) HOT 7V r— 2 v o¥kzfRELET,

T 74N F ORI SH D EH A,

Hi¥E EXEC

av Y RERE

Jy— ZEERR

A

Zoawry FPHEASRELRL,

&Iz, showavcclient =< > RO Z R~ L £,

T /3A A4 sh ave client 0040.96ae.65ec top 10 application aggregate

Cumulative Stats:

AvgPkt-Size usages

1 skinny
2 unknown
3 dhcp

4 http

5 tftp

6 dns

Last Interval (90

Packet-Count Byte-Count
7343 449860
99 13631
18 8752
18 3264
9 534
2 224

seconds) Stats:

Packet-Count Byte-Count

61
137
486
181
59
112

AvgPkt-Size usages

va7igEavo R )



. show cable-diagnostics tdr

show cable-diagnostics tdr

b4 IR AL U

cable-diagnosticstdr ==~ > K&/ L %7,

show cable-diagnostics tdr interface interface-id

XDt interfaceid TDRZNFEITENTWHA L X —T = A ZAZHFEEL X7,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

avy R E—FK i EXEC

avy FERE )1)—=x

EERE

Cisco IOS XE Gibraltar 16.11.1 Zop o<y RABEAINE L7,

SRFLEEIATUFR |

(TDR) OfEFRZFRT D121, ¥t EXEC £— KT show

ERLDHA KS4> TDRIL, OA —V %> k 10/100/100 K— R 72 THR— b SNET, 100FHE Y b A —
H % b AR— b, IO Small Form-Factor Pluggable (SFP) €3 =—/L ;R— h CixHH— b

ShEEA,

il

WIZ, T34 R

NPl mLET,

Device# show cable-diagnostics tdr interface gigabitethernetl/0/23

TDR test
Interface

last run on: March 01 00:04:08

Remote pair

Zx4 % show cable-diagnosticstdr interface interface-id =~ > KD H

Pair status

Gil1/0/23

Speed Local pair Pair length

1000M Pair A 1 +/- 1 meters
Pair B 1 +/- 1 meters
Pair C 1 +/- 1 meters
Pair D 1 +/- 1 meters

Pair
Pair
Pair
Pair

5% 2:show cable-diagnostics tdr A< > KTHAEh 37 4 —JL KDEREA

Normal
Normal
Normal
Normal

44— |EiB

&

Interface METINTNWDA L E—T A A,

Speed Pefo

Localpair |m— )L f v Z—T =2 ACTTDRINT A M EFE(TTDUA V¥ XT 4,
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show cable-diagnostics tdr .

Z4—IL
K

Bl

Pair length

T A RN T D7 — T NV OREDEHT, ROWTINAOEEIZIRY . TDRITY
FrafE cEET,
e F—TNANELLEEREIN, VoI RnT v RET, AV F—T = A A
75 1000 Mb/s T 554
o =T VR L TV A
e —TNANRa— L TWAERE

Remote
pair

O—H /L R NERINTZTAY XT 4, F—7ABRELLERINY 70
T TIRETHDHHETT. TDRIZY T— b XTIV THER L £,

Pair status

TDR NETEINTWBTIA V¥ XTDAT—H R

eNormal : VA ¥ XTHRELLERINTNET,

* Not completed : 7 A MEIFEITH T, BT LTWEHA,

* Not supported : f > & —7 = A A|ZTDR %R — K LEHA,

*Open : T A ¥ XT0WifR L TWET,

e Shorted : VA ¥ X7 N a—RFLTWET,

« ImpedanceMis : A > B —Z L AN—FH L EH A,

» Short/Impedance Mismatched : A > E"—4 > AN —F L72\W\ ) 7r— T VR g —
FLTWET,

* InProgress : ZWr7 A M B EITH T,

WOFITIE, TDR BNFETENTWV D & & D show interfaceinterface-id =~ NOHH
ZoRLET,

Device# show interface gigabitethernetl/0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

WORFITIL, TDR NFEIT I TV & XD show cable-diagnosticstdr interface

interface-id

o~ F@Hjjj%ﬁ—\‘bij‘o

# show cable-diagnostics tdr interface gigabitethernetl/0/2
% TDR test was never issued on gigabitethernetl/0/2

A B =T 2 ATTDRBVHR— FSINBRWEAE, ROA vE—UNRFERINET,

% TDR test is not supported on device 1

va7igEavo R )



. show debug

show debug

SRFLEEIATUFR |

AA v FTHATE DT NTOD debug 2~ REF/RTHI21E, KM EXEC £ — KT show
debug =~ FaMHAL £,

show debug

show debug condition Condition identifier | All conditions

B DEREA

AR R TFIHILE

aAvU R E—F

Conditionidentifier {i /] i1 2 Sl 7O A3 E L E 3. #FHIE. 1~1000 T,

All conditions FERTRER TR TORMNMNET Ry I AT a v 2R LET,

77 4V FOBEREIZH Y EE A,

HrHE EXEC

avy FERE

FEREDHA KSA4 Y

3l

)=z EEAR

CiscolOSXE VU —216.1 Zha~y RNREAINE LT,

TNy THINECPU 7m v A TET TAF VT A BE DL THNTWDIZD, T3y 7
EATH EVAT ANFEHTERLS D2 ERHV T, LR - T, debug 2~ REEHT
LD, FFEORED ST TN a—T 4 VT, ETETAaDT 7 =T R— MEYE
EEBICRNTTINY a—T 4 TEITIGEIZBEL TSN, EHIT, debuga~ 2 RiE,
Iy NU—2 T 7 4w 73l 2= hn e XIEATL2O08KETT, Z0L9
IR 2R A TT Ny V&2 FTT5H L. debug 2~ ROMEOAHIZ L > T 2T LF
DB Z T D AREMEN D7 e 9,

KIZ., showdebug =~ > RO IFIZ R L ET,

Device# show debug condition all

F Ry T EENCT 5HI2IE, nodebugall =< REMALET,
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show env xps

Cisco eXpandable Power System (XPS) 2200 D/ 3 = v MNidsy, %E. B, BI OV AT A
EIRE R A2 £ T 51005, F5HE EXEC E— R Tshowenvxps 2~ R&EEH L EJ,

show env xps .

show env xps { budgeting | configuration | port [ al | number ] | power | system

| thermal

| upgrade | version }

BXDEREA

avU R E—F

budgeting

XPS BNV x v FORSY (BIRAY v 7 ICE %
B TRTOAL v FIHT HBHOE D % T
LAVEy M) ERRLET.

configuration

power xps £##E EXEC =1~ > K& F(T L= ROk
ExFrm LET, XPSREILXPS IZRfFSNE
9", show env xps configuration =~ > K& A /19 %
&L T 7 AN MBS OBRERBIF S ET,

port [all | number ] FTRTOR— b EITHEED XPS R— F ORIE &
AT —HAERRLET, F—FEZIEX 1~9
T7,

power XPS BIREBED AT — X A TR LET,

system XPS VAT A AT —H AEFRRLET,

thermal XPSRERT —H A FKr LET,

upgrade XPST v 7TV —RATFT—HA%2FRLET,

version XPS R— g VO ER R LET,

HikE EXEC

avy FERE

FEREDHA K42

3l

J)—R ZEEARR

122(55)SE1 Z o~y RPEASHE LT,

XPS 2200 OfE & £ HIZ1E, show env xps F##E EXEC 2~ > R&EMHA L 7,

IZ. show env xps budgeting ==~ > KD H &7~ L E9,

Switch#

XPS 0101.0100.0000 :

va7igEavo R )
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. show env xps

Data Current Power Power Port Switch # PS A PS B Role-State
Committed
Budget
———— —m————— —mm— mmmm mmmmm e e 1 - - 715 SP-PS
223
1543
2 - - - SP-PS 223 223
3 — — — — — —
4 — — — — — —
5 — — — — — —
6 — — — — — —
7 — — — — — —
8 — — — — — —
9 1 1100 - RPS-NB 223 070
XPS - - 1100 - -

IZ. show env xps configuration 2~ > RO Nl Z R L ET,

Switch# show env xps configuration

XPS 0101.0100.0000

power xps port 4 priority 5
power xps port 5 mode disable
power xps port 5 priority 6
power xps port 6 priority 7
power xps port 7 priority 8
power xps port 8 priority 9
power xps port 9 priority 4

KIZ. show env xps portall =< > RO NHIZRLET,

Switch#
XPS 010

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority : 1

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 2

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority H

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 3

Port name HE

Connected : No

Mode : Enabled (On)

Priority : 3

Data stack switch # : - Configured role : Auto-SP Run mode I

Cable faults
<output truncated>

KIZ. show env xps power 2~ > RO I1HIZR L ET,
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show env xps .

XPS 0101.0100.0000

Port-Supply SW PID Serial# Status Mode Watts
XPS-A Not present

XPS-B NG3K-PWR-1100WAC LIT13320NTV OK SP 1100
1-A - - - -

1-B - - - - SP 715
2-A - - - -

2-B - - - -

9-A 100WAC LIT141307RK OK RPS 1100
9-B esent

IZ. show env xps system =< > RO 1 Z2R L E7,

Switch#

XPS 0101.0100.0000

XPS Cfg Cfg RPS Switch Current Data Port XPS Port Name
Mode Role Pri Conn Role-State Switch #

1 - On Auto-SP 1 Yes SP-PS -
2 - On Auto-SP 2 Yes SP-PS -
3 - On Auto-SP 3 No - -
4 none On Auto-SP 5 No - -
5 - Off Auto-SP 6 No - -
6 - On Auto-SP 7 No - -
7 - On Auto-SP 8 No - -
8 - On Auto-SP 9 No -

9 test On Auto-SP 4 Yes RPS-NB

I, show env xps thermal =~ > ROl %~ L £9,

Switch#

XPS 0101.0100.0000

Fan Status

1 OK

2 OK

3 NOT PRESENT PS-1 NOT PRESENT PS-2 OK Temperature is OK

WIZ, T w77 L— RNFELT STV 72 WA D show env xps upgrade =2~ > KO H )
iz L ET,

Switch# show env xps upgrade
No XPS is connected and upgrading.

WIZ, T v 77 L— RBREITH DO5A O show env xps upgrade =~ > RO H /)il &7~ L
i‘j‘o

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog
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. show env xps

1 Waiting 0%
Switch#

*Mar 22 03:12:46.723: SPLATFORM XPS-6-UPGRADE START:

started through the Service Port.
Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Receiving 1%

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Receiving 5%

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Reloading 100%

Switch#

SRFLEEIATUFR |

XPS 0022.bdd7.9pb14 upgrade has

*Mar 22 03:16:01.733: SPLATFORM XPS-6-UPGRADE_DONE: XPS 0022.bdd7.9b14 upgrade has

completed and the XPS is reloading.

I, show env xps version =~ > RO IH %~ L E9,

Switch# show env xps version

XPS 0022.bdd7.9b14:

Serial Number: FDO13490KUT
Hardware Version: 8
Bootloader Version: 7
Software Version: 18

*3:BEavTUFR

avw > R £BH

< R)

powerxps (/@ — )L a7 4 Fal—3 g 2 |XPS EXPSHA— MDOLARIEZRTELET,

power xps (¥7#E EXEC =2~ ) XPS R— KV AT LEHRELET,
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show flow monitor .

show flow monitor

TR — = DAT—HALFEHEREF T 512X, R EXEC £ — K ¢ show flow monitor
o< FEFEHALET,

BX DA

name (EE) 7o— =4 04HizfHEL £,

monitor-name  ({£:3) FANCRE S N7 17— =X DA,

cache L) 7u— F=FDF v v 2DNEEZFRLET,
format UEE) TAAFLAWADT 4 —~ > b AT a v OWPRrEHEATS
ZLEEEELETY,
o (ILE) 7r— FE=40X ¥ v aONEEN~EE Vi (CSV) BT
FRLET,
record (fEF) 7u— =4 D% ¥ v 2 ONEELa— FERTHRRALET,
table (fEE) 7R—F=2 0% ¥ v a2 ONEEREATERRLET,
statistics (E8) 70— =4 oz R LET
AR E—F F#HE EXEC
avy FERE 1)1y —2 TEHRNE

FEREDHA RS2

3l

Cisco IOS XE Gibraltar 16.11.1 Zpa<> RAAEAINLE LT,

cache ¥— U — RFTlE, F7 4/ Tl a— FNERXMEF IS E T,

show flowmonitor monitor-namecache =~ > KDOF 4 A7 LA HAIZEENDKILFDOT 4 —
VR4, 7 a—0RNe AMERT 5% — 7 40—/ F T3, show flow monitor monitor-name
cache 2~ ROT 4 AT VA WMINTEEND/NLFDO7 4 —)V FAIEL, BF¥ ¥ v adiBl
T—x & LTHEEZNET HIEXF— 7 41—/ R TT,

ROFITIEZ, 70— F=FDATF—XA%ERELET,
/31 A4 show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs

va7igEavo R )
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. show flow monitor

Active Timeout: 1800 secs

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 4: show flow monitor monitor-name 2 1« —)L K M E788

T4—ILF e

Flow Monitor |Z%E L7-7 02— E=% O4Hil,

Description F=RAICHRE LIZHB, 13—V EROT 7 40 FOFH,

Flow Record TJa— =X \ZE Y THENET7e— La— K,

Flow Exporter | 7o — =X |CE|Y Y ToHNIF-T T AR—H,

Cache Ta— =4 DXy v 2 BT D1,

Type TH— E=H DXy v o XAT, ZOMIEE I normal 720 FF, Zh
DHg—PR—FZNTWDLFx ¥ vz XA 7 TT,

Status TH—=F=HDXY vV aDAT—H A,
ROMEH ATRE T,

eallocated : ¥ v DB Y THNTWVWET,
* being deleted : ¥ ¥ v ¥ a2 DHIFRINLTWET,
enotallocated : v v aNBN LB TEHNTWER A,

Size BUEDF ¥ v 2 A X,

Inactive Timeout | JE7 7 5 ¢ 7 Z A4 L7 7 NOBIEDOM (FPEALL)

Active Timeout |77 7 ¢ 7 % A4 57 v hOBUEDM (FPHANL)

W OF| T, FLOW-MONITOR-1 &£ WHAFID T 01— FT=HDAT—H A, it
., BLOT—¥E2F R LET,

ROEXT, ZOWNIFERENLEERT —/V FEHHLET,

WOFHITIL, FLOW-MONITOR-1 & WIHLARID 70— FE=FZDAT—F X it
W, BT —#2REATERLET,

WOHTiE, FLOW-MONITOR-IPV6 £ W) ZRTD 7 v — F=X (Fx v 2|l IPv6
TR B DAT—H A, WHEHIER, BXOTFT—%%2 1L a— NEXTERLET,

ROBITIE, 7r— E=FDAT—F A LFEHEREER R LET,

| BRZSEN R
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show idprom module .

show idprom module

FEDEY 22—/ O 7 v 7T LAFREHAIRY HH AEY (IDPROM) fF#REF£RT HIC
%, $#HE EXEC &— K C show idprom module =2~ > R&fiH L £,

show idprom module slot-number eeprom [ detail | dump ]

EXDERH slot-number 20y NEEAEELET,
eeprom EEPROM fF# A5 L 7,
detail ({1) #¢#072 EEPROMIESHAFEE L £7,
dump (%) EEPROM fE#i% 16 #E3F 7213 ASCII
DA THRELET,
avY K E—F ke EXEC (#)
avr FERE )1y—2 TERE

Cisco IOS XE Gibraltar 16.11.1

oawy RPREAINE L,

iz, showidprom module =< > ROHFIZ2 R L ET,

Device# show idprom module 1 eeprom detail

Slot 1 EEPROM data:

EEPROM version : 4
Compatible Type : OXFF
Controller Type : 3481
Hardware Revision 0.5

PCB Part Number

: 73-18351-03

Board Revision 03

Deviation Number 0

Fab Version : 03

PCB Serial Number : CAT2232LOND
RMA Test History 00

RMA Number 0-0-0-0

RMA History 00

Top Assy. Part Number 068-101548-01

Top Assy. Revision : 11

CLEI Code : UNDEFINED

ECI Number : 0

Product Identifier (PID) : C9600-LC-48YL

Version Identifier (VID) : VOO

Base MAC Address : 78 72 5D EC 6C 00

MAC Address block size 128

Environment Monitor Data : 06 00 00 00 OE 60 E6 00
A6

Environment Monitor Data : 00 06 00 FA

Manufacturing Test Data 00 00 00 00 00 00 00 00

Field Diagnostics Data 00 00 00 00 00 00 00 00

Platform features 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

va7igEavo R )



. show idprom module

Environment Monitor
Description
Shutdown threshold
Critical threshold
Major threshold
Minor threshold
Environment Monitor
Description
Shutdown threshold
Critical threshold
Major threshold
Minor threshold
Environment Monitor
Description
Shutdown threshold
Critical threshold
Major threshold
Minor threshold
Environment Monitor
Description
Shutdown threshold
Critical threshold
Major threshold
Minor threshold

| BRZSEN R

Data

Data

Data

Data

00 00 00 00 0O 00 0O 0O

InltFrnt
060
055
050
045

InltRear
060
055
050
045

OtltFrnt
090
085
080
075

OtltRear
090
085
080
075
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show install .

show install

A VAR — ARy —DICET DA TR T 51X, F7HE EXEC £ — KT showinstall =2~
Y REHEALET,

show install {active | committed |inactive |log | package {bootflash: |flash: | webui:} | rollback
| summary | uncommitted}

FESCDERA active TIT 4 TNy —JICET A B RAE R
ZT—\‘ Li—g—o
committed KRR Ir = DT T 4 =g
PFRFLET,
inactive T IT 4 TN r—VhFRLET,
log Oy A ARL—Y gy Ny 7 7 TS

nTnWpdrz o M) ERRLET,

package PR, FEENES. Ny r—THROaR—
R R E, R =BT A AT —
AIEWMERRTLET,

{bootflash: | flash: | harddisk: |webui:} A VA R— Ry —oulr—3 g %
BELET,
rollback RIEESNTNAA VA R L— 3 v B
fFireohnzyY 7 =7 2y FE2FRLE
7,
summary TIT 47, T I7T 47, Ay MNER
BILENT-y 7 —20 ) 2 MIET 51
HERRTLET,
uncommitted FAFRR S P =D DT 7T 4 =g
VEFRRLET,
ATV R E—F HitE EXEC (#)
avy FERE Jyy—x TEHAE
Cisco I0S XE Everest 16.6.1 ooy RREAINE L,

FEREDHA KSq4y VAR RNy T —VDAT—=Z A%FKRT HITIE, show 2~ REMEHLET,

va7igEavo R )



. show install

15l
&IZ. showinstall package =~ > FOHA#IEZ R L 9,

SRFLEEIATUFR |

Device# show install package bootflash:cat3k-universalk9.2017-01-10_13.15.1.

CSCxxx.SSA.dmp.bin

Name: cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SS
Version: 16.6.1.0.199.1484082952..Everest

Platform: Catalyst3k

Package Type: dmp

Defect ID: CSCxxx

Package State: Added

Supersedes List: {}

Smu ID: 1

wIZ. showingtall summary =2~ > ROHAHIZ R LET,

Device# show install summary

Active Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Inactive Packages:
No packages
Committed Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Uncommitted Packages:
No packages
Device#

TORI, THAATVARNICERRINDIEER 74—V FDOIU A MERLET,

% 5:show install summary 7 « —)L K D E5iEA

T4—ILF Bl

Active Packages TIT 4T, AR N—)V Ry —V DA,

Inactive Packages T IT 4 TR =D A B,

Committed Packages EEN)e— RFUBELFERT LI, N—FT 4 ATIZEH
ERAEELIZaI Y PLEA VA =L RNy =,

Uncommitted Packages KB A L A N—IL R —DT 7T 4 _"— 3

RIZ, show install log 2~ ROWMHHIZRLET,

Device# show install log

Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017
Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

3linstall add( FATAL)]: File path (scp) is not yet supported for this command

[
[
[3linstall _add]: START Sun Feb 26 05:55:31 UTC 2017
[
[

4linstall add]: START Sun Feb 26 05:57:04 UTC 2017
[4]install_add]: END SUCCESS

/bootflash/cat3k-universalk9.2017-01-10 13.15.1.CSCvb12345.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
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show install .
[5]install_activate]: START Sun Feb 26 05:58:41 UTC 2017
BEavF avw YR B
install SMU/Rw r—% A VA =L LET,

va7igEavo R )



. show license all

show license all

SRFLEEIATUFR |

MERRAT B 15 2 Fom 3 D121, Hi#E EXEC £ — R T show licenseall =~ > RZFEH L £1,

show license all

XD Zoavy RIZFBIEELITF—V— REH Y FHA,

AT R T4~ FFHEEXEC (#)

avy FERE 1)1)—=

EEAR

Cisco 10S XE Fuji 16.9.1

Zoavwy RPREAINE LT,

FEREDHA KSq4y O RFTE A= I7A B APADIRoTOENE S5, BT BN THND T
RTCDOITA VU RFEHE, a VT ITA TV ARAT—H AR ELEREINET,

BEav K avU R

B

show license status

FAV L ADA LT TAT VART —H A%
FRLET,

show license summary

TRCDT I T 4T 274 ADEK & F
%Li—é‘o

show license udi

UDI #FERLET,

show license usage

TA B AEREREFRTLET,

show tech-support license

TNy I IR LET,

. DATLEEIOTUR



| v27L88a<UF

show license status .

show license status

B DEREA

—

AR TIAIE

FGABLADALTFTA TV ARAT —H AT HITIE, FibE EXEC & — R T show license
status =~ > R&FHLF9,

show license status
Toa=wy RIZEIBIEELIIF—U—RiIb ) A,

¥rME EXEC (#)

avy FERE

1) =R EEAR
Cisco I0S XE Fuji 16.9.1 Zoavwy RPREAINE LT,
451

&IZ. show licensestatus =~ > RO Al AR LET,

Device# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: Cisco Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: First Attempt Pending
Last Renewal Attempt: SUCCEEDED on Jul 19 14:49:49 2018 IST
Next Renewal Attempt: Jan 15 14:49:47 2019 IST
Registration Expires: Jul 19 14:43:47 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 28 07:02:56 2018 IST
Next Communication Attempt: Aug 27 07:02:56 2018 IST
Communication Deadline: Oct 26 06:57:50 2018 IST

BEav >R

avw R EEA
show license all FERRFT iR A TR LET,

va7igEavo R )
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. show license status

av Uk s BA

show license summary TRXCDT I T 4T T4 ADEK &K
RLUET,

show license udi UDI &R L E£7,

show license usage TA B AEREHREERTLET,

show tech-support license FNRy THAEFRLET,
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show license summary .

show license summary

TRCDT I T A TIRTA VL ADER &2 FKRT 5121, $7HE EXEC £ — K C show license
summary 2~ > K& L ET,

show license summary

KT EEA Zoavwy NIEBIEELITF—TU—NEdb ) £HA,

AT R FI4 L FHEEXEC (B)

vy RERE J1)y—=x EERAR
Cisco I0S XE Fuji 16.9.1 Zoavy RPNEAINE LT,
EEav> R avUFR B
show license all HEPRA G R LT
show license status TARADA T IAT UV ARAT —H A%
FrRLET,
show license udi UDI Z %R LET,
show license usage T4 o AERHEREERTLET,
show tech-support license FRy STHAERFERLET,

va7igEavo R )
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. show license udi

show license udi

BT /N1 251+ (UDI) %#FRrd 5I121E, F##E EXEC &— KT show licenseudi =< > K
AL £,

show license udi

XD Ioawy RZEBIEELEF—TY—REH D THA,

ATV R FIo4 )+ FFHEEXEC (#)

avy FERE )1y —= EEHNE
CiscolOSXEFuji169.1 Zpa~<wy FREAINE L,
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show license usage

T A & AEREREFRT B2, FHE EXEC & — R T show license usage =~ > K & {# ]

AR TIAIE

LET,

show license usage

show license usage .

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

HikE EXEC (#)

)1)—2x

EERE

Cisco IOS XE Fuji 16.9.1

Zoawy RPREAINE LT,

avU kR

B

show license all

MERRAT G4 & 2R L £ 7,

show license status

TA®ADIA LT FTAT VART—H A%
FRLET,

show license summary

TRXCDOT I T4 TI2T7A B ADE RN
RLET,

show license udi

UDI Z &R LET,

show tech-support license

Foy I N ERFLET

va7igEavo R )



. show location

SRFLEEIATUFR |

show location

T RRA v boualr—y g UEREFRRT D121, Fi# EXEC = — F T show location =<
VREMEALET,

show location

[{admin-tag | civic-location{identifier identifier-string | interface type number | static} |
custom-location{identifier identifier-string|interface type number | static} | elin-location{identifier
identifier-string | interface type number | static} | geo-location{identifier identifier-string | interface
type number | static} | host}]

B DEREA

av>U R FI4ILk

aAvU kR E—F

admin-tag Y 7 EIIY A MEREFERLET,

civic-location Wiialr—ya U fEReEELET,

identifier v ab—ay, HRELAaS— g2 FIITHIERZERTA
identifier-string v —3 g ORI,

interface type number (L X —T A ZADEA T LFE R

FONA AR DH/BE AT HOWTIE, BEH () oF T4
VAVTHSEEEE R LTSS,

static RESNVE Y7 BAL A ETITHEZERR R 7 — 3 o1
WEFRTLET,

custom-location NAL L vlr—ya EREEELET,

elin-location Bonsr—ya fFH (BLIN) 2ELET,

geo-location 2R n r— a UIERERE L7,

host By WAL L ETITHBEEMARAR A N v r—3 g UfER
EHRELET,

T 7 4V N OEBHEREIZH Y TR AL

F#HE EXEC

avy FERE

)1)—x EENE
Cisco IOS XE Gibraltar 16.11.1 =<y FREAINLE LT,

&k @ show location civic-location =~ > RO FIIE. FEE SN7-i%0F (identifier
1) Oy rubr— g NEREFRLET,

Device# show location civic-location identifier 1
Civic location information
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show location .

Identifier 1
County Santa Clara
Street number 3550
Building 19
Room Co
Primary road name Example
City San Jose
State CA
Country Us
MEav> R avUR A A
location TV RAA v Mear—va UEREREL

£7,

va7igEavo R )



. show logging onboard switch uptime

show logging onboard switch uptime

SRFLEEIATUFR |

VAT LNOTRTODEY 2—/VETIAA v TFOTXTO Yy NAHOBREARRT HIC
%, show logging onboard switch uptime =~ > R&fiH L £7,

show logging onboard switch { switch-number | active | standby } uptime [ [ [continuous |
detail ] [start hour day month [year] [end hour day monthyear] 1] |summary]

BX DA switch switch-number AL o F R LEF. AA v FEEE AT
LET
active TITAT A VAR AEEELET,
standby AL, A VAR AFRE L E T,
continuous (LE) #Ei7r — 2 2R RLET,
detall (L) R — 2 28R LET,

start hour day month year

(ER) 7= 2 2T HBmZ 2 E L
jzﬁﬂo

end hour day month year

(ER) T2 2RRT O TR ZREEL
i‘a‘o

summary (ER) BT —FaFRLET,
AvY R E—F FrHE EXEC (#)
avr FERE )1y—2 TERE

Zoavy RPRLUTICEEENE L,

Cisco IOS XE Gibraltar 16.10.1

Zoavwry ROMABREFRIN, AXvIN
DA NRNDY a— FEENRERIND L HIC
0 FE LT,

RIZHZRLFET

KIZ, show logging onboard switch active uptime continuous =~ > KO /1l 2R L E T,

Device# show logging onboard switch active uptime continuous

Time Stamp | Reset
MM/DD/YYYY HH:MM:SS | Reason

06/17/2018 19:42:56 Reload
06/17/2018 19:56:31 Reload

| BRZSEN R
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06/17/2018
06/17/2018
06/17/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/19/2018
06/19/2018
06/19/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018

20:
20:
20:

17

17:
18:
19:
19:
20:
20:
21:
21:
21:
21:
21:
22:
22:
22:
00:
00:
01:
02:
02:
03:
03:
03:
03:
03:
04:

10:
23:
37:
:09:
18:
33:
03:
40:
37:
51:
04:
18:
31:
45:
59:
11:
24:
39:
01:
13:
05:
37:
50:
02:
14:
26:
38:
52:
05:

46
48
20
23
39
33
05
30
47
13
08
23
25
15
02
41
27
14
59
21
42
16
03
13
26
44
58
43
16

Reload
Reload

Reload Command
Reload Command

redundancy
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload

force-switchover

Reload Command
Reload Command

redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy

force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover

show logging onboard switch uptime .

o

O O O O O OO OO0 O0O0O0O00O0O0O0O0O0O0O0OO0O0O0O0OOOLOOLOOLOOLOOLOO OO
O O O O O OO OO0 O0OO0O0O00O00O0OO0O0O0O0O00O0O0OOOLOOLOOLOOLOOLO O OO
O O O O O OO OOOOOOOOOOOOOOOOLOLOL O OO
OO O OO OO OO OOODODODOOODODOODOoOOFr OoONOOO
[ BN BN, RN, BNC, BNC, BNC, NG, NE, BN, BN, BN~ E, BNC, BN G, B, BN C, B E BN, NG, BNC, BN G, BN C, BN G, BN C, BN, NG, RGBS, ]

&Iz, show logging onboard switch active uptimedetail =~ > FOH Il Z R L E9,

Device# show logging onboard switch active uptime detail

First customer power on

Total uptime

Total downtime

Number of resets

Number of slot changes
Current reset reason
Current reset timestamp

Current slot
Chassis type

Current uptime

06/10/2017 09:28:22

0 vyears 50 weeks 4
0 vyears 15 weeks 4

75
9

PowerOn
09/17/2018 10:59:57

days 13 hours 38 minutes
days 11 hours 52 minutes

days 0 hours 0 minutes

Time Stamp
MM/DD/YYYY

Reset
Reason

| Uptime
| years weeks days hours minutes

06/10/2017
<snip>

09/17/2018
09/17/2018
09/17/2018

PowerOn

Reload Command

PowerOn

0 0 0 0 0
0 0 3 15 5
0 0 0 1 5
0 0 0 0 5
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. show logging onboard switch uptime

SRFLEEIATUFR |

&IZ. show logging onboard switch standby uptime detail =~ > KOH B &R L E T,

Device# show logging onboard switch standby uptime detail

First customer power on
Total uptime

Total downtime

Number of resets

Number of slot changes

Current
Current
Current
Chassis
Current

reset reason
reset timestamp
slot

type

uptime

06/10/2017 11:51:26
0 vyears 46 weeks
0 vyears 20 weeks

79

13

PowerOn

09/17/2018 10:59:57

44 minutes
45 minutes

5 minutes

Time Stamp | Reset
MM/DD/YYYY HH:MM:SS | Reason

06/10/2017 11:51:26 Reload

<snip>

08/10/2018 09:13:58 LocalSoft

08/28/2018 14:21:42 Reload Slot Command
08/28/2018 14:34:29 System requested reload
09/11/2018 09:08:15 Reload

09/11/2018 19:15:06 redundancy force-switchover

09/13/2018 16:50:18 Reload Command
09/17/2018 10:55:09 PowerOn

days 11 hours
days 10 hours
days 0 hours
| Uptime

O O O O o o o

O O O O o o o

ORr O OODN

0 0
5 4
3 5
0 0
8 5
9 4
21 6
0 5

W1z, show logging onboard switch active uptime summary =~ > RO 1z~ L E T,

Device# show logging onboard switch active uptime summary

First customer power on
Total uptime

Total downtime

Number of resets

Number of slot changes

Current
Current
Current
Chassis
Current

reset reason
reset timestamp
slot

type

uptime

04/26/2018 21:45:39
0 vyears 20 weeks
0 vyears 2 weeks

1900

18

Reload Command

09/26/2018 20:43:15

12 hours
8 hours

22 hours

22 minutes
40 minutes

5 minutes

B s x7LEBEaTUR
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show mac address-table .

show mac address-table

MAC 7 RULAF—7 L5235t 5I121%. showmacaddresstable =~ > R & 44 EXEC E— R
THEALET,

show macaddress-table [{ address mac-addr [ interface type/number |vlan vian-id ] | aging-time
[ routed-mac |vlan vlan-id] | control-packet-learn | count [ summary |vlan vian-id] |[
dynamic |secure |static ][ address mac-addr ][ interface type/number |vlan vian-id ] | interface
type/number | learning [ vlan vlan-id] | multicast [ count ][ igmp-snooping | mld-snooping |
user ][ vlan vlan-id] | notification { change [ interface [ type/number ]] | mac-move |
threshold } | vlan vian-id }]

B DEREA

address mac-addr EE) BEDMACT RLZDMAC 7 RL A2 F—7 LI
T HEMERRLET,

inter face type/number EE) BEDA v 2 —T 24 ZADT RLAZFRLET,

vlan vian-id (fEE) $ED VLAN DT RL 22 F R LET,

aging-time[routed-mac|vlan  ({f£&) N—7 v FMAC £72(IVLAN D= —V > 7 2 A Lk
vian-id] BRLET,

control-packet-learn (&) HIE A7y FDO MAC B RFG A—F HF R LET,

count (L) MACT7 RL A T—7 A NOBEOT L N A FxR
LET,

dynamic L&) FAFIv I T RLADRERRLET,

secure FEE) EX%a7 7 RVARETEERLET,

static EE) AXT 47T RLAORERRLET,

learning ({EE) VLANE/3A v —T oA ZADFEE TR LET,

multicast (EE) v VvFF*Fx¥ A RNMACT KL ATF—7 x> MU

(BT DM e RN LET

igmp-snooping (%) Internet Group Management Protocol (IGMP) A X —Lt°
YKo THEERSNET FLARAZFRLET,

mld-snooping (f£&) Multicast Listener Discover version 2 (MLDv2) A X—
UKo THEEENZT RLAEZFRRLET,

user EE) FEICANLE (A¥T 4w 7)) TRLVAZFRLE
75
notification change MAC @5 T A — 2 B L OB —7 e E R LET,
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. show mac address-table

notification mac-move MAC BEEM AT — X A% F5 £,
notification threshold BAHAEY (CAM) F— 7 AFIEEN AT — & 2 %F05n LE
—g—o
ATUFE—F FiHE EXEC (#)
AV FREE UDRS ZENE

CiscolOS XE Gibraltar 16.11.1 —pa~<w> @8 AINE LT,

Cisco IOS XE Gibraltar 16.124 v 22DV 7 v =757 74 K7 7 A (SD-Access)
Va—2a MEHEND MACT FLAZERTDH LI
show macaddress-tablevlanvian-id 2~ > R2ZEHF S E L7,

FEEEDHA KS4 > macaddr DEIZ48 By PO MAC 7 RLATY, A2 7 4+—~ v MIHHH TY,

interface-number 545 ClX, £V a2 — N LR — b ESEEBTELET, AOEIL. EESN-A
B =Tz A ALAT, BIWMEHINDI VY=V EEVa2a—NICH-oTERVET, 22
X, 13 Ay b ¥y —3Z248 78— b 10/100BASE-T A —H% % v b TV 2 — /L0 EH I TWn
HZHEIC, FAEY P AV XYy N AV E—T oA AZBETDHE, BV a2a—NVEFOHR
EIX1~ 13, A= FESOFREIZ1 ~ 4812720 £7,

KIZ. show mac address-table =~ > KO A2~ L F1,

Device# show mac address-table

Mac Address Table

Vlan Mac Address Type Ports
All 0100.0ccc.cccc STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0002 STATIC CPU
All 0180.c200.0003 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
All 0180.c200.0006 STATIC CPU
All 0180.c200.0007 STATIC CPU
All 0180.c200.0008 STATIC CPU
All 0180.c200.0009 STATIC CPU
All 0180.c200.000a STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU
All 0180.c200.0021 STATIC CPU
All ffff . ffff. ff£~F STATIC CPU

1 780c.f0el.1ldc3 STATIC V1l
51 0000.1111.2222 STATIC V151
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show mac address-table .

51 780c.f0el.1ldc6 STATIC V151
1021 0000.0c9f.f45¢c STATIC V11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gi6/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gi6/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10

<output truncated>

wIZ, BEDMACT RLADMACT RLAT—T NV EFRTHH 2R LET,

Device# show mac address-table address fc58.9a02.7382

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

WIT, BED VLAN ICHERESN TWERZ— 0 F 2 A A FRT D0 2RLE
7,

Device# show mac address-table aging-time vlan 1
Global Aging Time: 300

Vlan Aging Time

WIZ, BEDA B —T 2 A ZADMAC T KL AT —7 VT A A ERT S H
ZnLET,

Device# show mac address-table interface TenGigabitEthernetl/0/1

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

RIZ, MAC BENEINI AT — X A2 For T o0l 2R~ L £7,

Device# show mac address-table notification mac-move

MAC Move Notification: Enabled

wIZ, CAM 7T —7 NVR @A T — X AT T 0%~ LET,

Device# show mac address-table notification threshold

Status limit Interval
_____________ o
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. show mac address-table

enabled 50 120

WRIZ, FEDA X —T A AD MAC HBHI/NT A —X LIBRT — T NV E2FRT HH)
ZRLET,

Device# show mac address-table notification change interface tenGigabitEthernetl/0/1

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

TenGigabitEthernetl1/0/1 Disabled Disabled

Wiz, FFEDVLANDMACT RV AT—T WZHETAIEREZFRTH0 2R L ET,

N

(GE) v Az2dDSD-Access V¥ U = — a Y EEH L TWAHEEIL, CP_LEARN % A 'O MAC
7 RUABRFRENET,

Device# show mac address-table vlan 1021

Mac Address Table

Vlan Mac Address Type Ports
1021 0000.0c9f.f45¢c STATIC v11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gie/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gie/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10
1021 0002.02cc.000b STATIC Gie/0/11
1021 0002.02cc.000c STATIC Gie/0/12
1021 0002.02cc.000d STATIC Gi6/0/13
1021 0002.02cc.000e STATIC Gie/0/14
1021 0002.02cc.000f STATIC Gi6/0/15
1021 0002.02cc.0010 STATIC Gie/0/16
1021 0002.02cc.0011 STATIC Gi6/0/17
1021 0002.02cc.0012 STATIC Gi6/0/18
1021 0002.02cc.0013 STATIC Gi6/0/19
1021 0002.02cc.0014 STATIC Gi6/0/20
1021 0002.0100.0001 CP_LEARN TuO

1021 0002.0100.0002 CP_LEARN TuO

1021 0002.0100.0003 CP_LEARN TuO

1021 0002.0100.0004 CP_LEARN TuO

1021 0002.0100.0005 CP_LEARN TuO

1021 0002.0100.0006 CP_LEARN TuO

1021 0002.0100.0007 CP_LEARN TuO

1021 0002.0100.0008 CP_LEARN TuO

1021 0002.0100.0009 CP_LEARN TuO
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1021 0002.0100.000a CP_LEARN Tu0
Total Mac Addresses for this criterion: 114

show mac address-table .

K DFT, show mac addresstable DH ICERSNDEER 7 A — LV FEHHALET,

5 6:show mac address-table 7 1+ — )L K M BA

J4—ILF B
VLAN VLAN %75,
Mac Address TNV DOMACT RV A,
B AT T RLVADHA T,
A=k R—h ZA 7,
Total MAC addresses [ MAC 7 R L 25— 7 )LDOEEMACT R L 2,
BEavF av YR BL)]
clear mac addresstable |MAC 7 KL A T —7Ainb 4 A4+ v s = b U EHIRLET,
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. show mac address-table move update

show mac address-table move update

TNAZEDMACT RV AT =7 VBB HEEE#AZFK T 5121%, EXEC E— F T showmac
address-table moveupdate =~ > R&# A L £,

show mac addr ess-table move update

SO ZOaAvy FIZFBIEERITZF—V—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

aAYURE—R =—4 EXEC
¥#HE EXEC

vy FRERE J1)y—2 TEAR
Cisco 10S XE Gibraltar 16.11.1 ooy RRBAINE L
151

KIZ, show mac address-table moveupdate =~ > RO EZ R LET,

Device# show mac address-table move update

Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : O

Rcv threshold exceed count : O

Rcv last sequence# this min : O

Rcv last interface : Po2

Rcv last src-mac-address : 0003.£fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : O

Xmt packet count this min : 0O

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : 0

Xmt last interface : None
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show parser encrypt file status .

show parser encrypt file status

TTAN— FREDKEFALAT —F A% K" 5I21%, show parser encrypt file status =~ >
NEfEHLET,

show parser encrypt file status

XD Ioawry RZEBIEELEF—TY—FEH D THA,

aAvURFIALE AL

SRUFT_F | == FEXEC

avy FERE J1y—=x EEAR

CiscoIOS XE Gibraltar 16.11.1 = pa<> FRNEAINE LT,

" WDz~ FHI, HEEESERRRET, 77 A ARSI TWD 2 LR LE
T, ZrAME RT3 M BT,

Device> enable

Device# show parser encrypt file status
Feature: Enabled

File Format: Cipher text
Encryption Version: verl

BEEav R avw Uk il

=111}

serviceprivate-configrencryption | 75 ¢ ~— NE¥E 7 7 A LW LA BT LET,
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. show platform hardware fpga

show platform hardware fpga

AFAEADT 4— VR TFa sl A —Kk T LA (FPGA) O

EXEC “&— KT show platform hardwarefpga =~ > R&fH L £,

show platform hardware fpga

HET D EE8H Zoavy RIZIFBIERELITF—V— REH Y FHA,

ARV RFIALE EL

v RKRE—F FrtE EXEC (#)

SRFLEEIATUFR |

RIEZFRT HITIE, Rtk

avy RER Jiy—=x

LEAE

Cisco IOS XE Fuji 16.9.1

Zoawy RpREAINE L,

1

RIZ, Cisco Catalyst 9300 > J — & Z A » F T show platform hardwarefpga =~ >~
RFOHAFZ R L ET,

Device# show platform hardware fpga

Register Addr
0x00000000
0x00000004
0x00000008
0x0000000c
0x00000028
0x0000002c
0x00000030
0x00000034
0x00000010
<snip>

FPGA Reg Description
Board ID
FPGA Version
Reset Regl
Reset Reg2
FRU LED DATA Regl
FRU LED DATA Reg2
FRU Control Reg
Doppler Misc Reg
SBC Enable

0x00006053
0x00000206
0x00010204
0x00000000
0x00001008
0x00001008
0x0000c015
0x00000311
0x0000000£

RIZ., Cisco Catalyst 9500 2V — X A A FTD show platform hardwarefpga =~ >
RO Apl%ERLET,

Device# show platform hardware fpga

Register Addr
0x00000000
0x00000040
0x00000020
0x00000024
0x00000044
0x00000048
0x00000038
<snip>

| BRZSEN R

FPGA Reg Description
FPGA Version
FRU Power Cntrl Reg
System Reset Cntrl Reg
Beacon LED Cntrl Reg
1588 Sync Pulse Reg
Mainboard Misc Cntrl Reg
DopplerD Misc Cntrl Reg

0x00000110
0x00000112
0x00000000
0x00000000
0x00000000
0x0000000a
0x000000£ff£
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show platform integrity .

show platform integrity

EENEEOTF = v 7 AL a— REFRRT HITIE, F5HE EXEC *£— R Cshow platformintegrity
a~vy REfHLET,

show platform integrity [sign [nonce <nonce>] ]

X DA sign ER) B4ExHRrLET,
nonce (EE) FrAfiz AT LFET,
avY RE—FK F5HE EXEC (#)
avy FERE J1)— ZEERNE
R

Zoawr FREASRE L,

I WiT. REEEDF = v 7P 4 L a— R ERT AR L E T

Device# show platform integrity sign

PCRO: EE47F8644C2887D9BD4DE3E468DD27EBI93F4A606006A0B7006E2928C50C7C9AB
PCR8: E7B61EC32AFA43DAlFF4D77F108CA266848B32924834F5E41A9F6893A9CB7A38
Signature version: 1

Signature:
816C5A29741BBAC1961C109FFC36DA5459A44DBF211025F539AFB4868EF91834C05789
5DAFBC7474F301916B7D0OD08ABESEOSE66598426A73E921024C21504383228B6787B74
8526A305B17DAD3CF8705BACFD51A2D55A333415CABC73DAFDEEFD8777AAT 7TF482EC4B
731A09826A41FB3EFFC46DCO2FBA666534DBEC7DCC0C029298DB8462A70DBA26833C2A
1472D1F08D721BA941CB94A418E43803699174572A5759445B3564D8EAEES7D64AE304
EE1D2A9C53E93E05B24A92387E261199CEDS8DSAOCE7134596FF8D2D6E6DAT773757C70C
D3BA91C43A591268C248DF32658999276FB972153ABE823FOACFE9F3B6F0ADIAOOE257
4A4CC41C954015A59FB8FE

Platform: WS-C3650-12X48UZ
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. show platform software audit

show platform software audit

SRFLEEIATUFR |

SE Linux ¥4 v 7' % K89 5 121%, 7 EXEC & — K T show platform softwareaudit =~ > K

2L ET,

show platform softwareaudit {all | summary |
{0 | FO | RO | {FP | RP} {active}}}

[switch {switch-number | active | standby}]

EX DA all TRTCOAT Y hLOBERn FE2FRLE
TO
summary TRTCOAE Y " LOERr 7 OEK D
VRERRLET,
switch BEDAAL v TFDATy MIOWTOER D

JHEFRLET,

switch-number

FRELIEAA v TR/ TDAA v F 2R L E
R

switch active AL TFDTIT 4 TA VAR AR RN L
iﬁ‘o

standby AZA FDRARUINA A LV AB Y AETRIR L
\i—g—o

0 SPA AL H—T A A FutyH Zmy ko0
DEEn 7 2R LET,

FO Embedded-Service-Processor A 17 b 0 DB
nJERRLET,

RO Route-Processor A 12 h 0 DEEFE 1 7 % Ko
L\iTO

FP active 7 27 4 7 73 Embedded-Service-Processor A
oy hOESo 7 2FRLET,

RP active 7 2 4 773 Route-Processor A 1 v k DEEHY
0 s ERRLET,

av YR E—F HiHE EXEC (#)

avy RNERE

EELEOHA KS4> D=~ R, CiscolOS XE Gibraltar 16.10.1 C SELinux 7 1] & — RHRED & L CTEA X
AUE L7z, show platform softwareaudit =~ > Ri%, 77 B REXA XV MGV AT A1

JHaEFRLET,
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show platform software audit .

Cisco I0S XE Gibraltar 16.10.1 TiX, #F A€ — K TO#AEIX, IOSXE 77 v b7 4 — LDFFE
DayR—=xr kb (FavRAERIEIT SV r—vay) #HRT5 B0 TR TE £4, &
F—RTIE, 77 BRERA RV MBREEN, VAT LA PERINETR, A XV M E
I ER IR T ey 7 SNEF A, 2DV Y 2—3 g 0%, BT VB RERBHE—RT
EL £,

&Iz, show software platform software audit summary =~ > KO H /1l 2R LET,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

iz, show software platform software audit all =~ > RO B Z R L £,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loop0" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438600.897:120): avc: denied { execute no trans } for pid=8300
comm="sh"
path="/tmp/sw/mount/cat9k-rpbase.2018-10-02 00.13 mhungund.SSA.pkg/nyquist/usr/bin/id"
dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438615.535:121): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l
type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
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. show platform software audit

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539440246.697:149): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539440299.119:150): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============

iz, show software platform software audit switch =~ > ROHFFlE2 R L ET,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l

type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
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show platform software audit .

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

END
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. show platform software fed switch punt cause

show platform software fed switch punt cause

AVB—=T 2 ARATRE LAy bB3V—F2T7at vy (RP) 123 FESTWHEHIZE
T HIEMEFRT DL, HFiME EXEC & — KT show platform software fed switch punt cpugq
cause 2~ K&l L £,

show platform software fed switch {switch-number |active |standby} punt{cause id |clear
| summary}

XD switch {switch-number | =z 1 v F|ZRET HIEMAFRLET, ROBIRENRH Y £7,

active | standby}
« switch-number,

sactive : 77T 4 TR AA v FICHETHERERRLET,

e gandby : FFAET HELE. AX A AL v FICEHT HIEHREFE
~LET,

G¥) ZOF—U—FEIHR—FSNTHEEA,

cause_id AR TR T AOMERHDIRRO ID 2fEELET,
clear TRCOFROHE 227 V7 LET, FREZZ V745 E, #Ehc

FIEWAECDATREMENR BV £7,

summary SN NEHOMELRRLET,

aATYRFIHLE AL

avU R E—F ¥rME EXEC (#)

avy FERE J1y—= TEAR
CiscolOSXEY 7 I 0 Z 116101 ZDa~<y RBREAINE L,

EREDAA FSS L

£l
&IZ. show platform software fed switch active punt cause summary =~ > K H 774
EaRLET,

Device# show platform software fed switch active punt cause summary
Statistics for all causes

Cause Cause Info Rcvd Dropped
7 ARP request or response 1 0
21 RP<->QFP keepalive 22314 0
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show platform software fed switch punt cause .

55 For-us control 12 0
60 IP subnet or broadcast packet 21 0
96 Layer2 control protocols 133808 0

Iz, show platform software fed switch active punt cause cause-id ==~ > KD H /)i &
~LET,

Device# show platform software fed switch active punt cause 21
Detailed Statistics

Sub Cause Rcvd Dropped
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. show platform software fed switch punt cpuq

SRFLEEIATUFR |

show platform software fed switch punt cpuq

CPU Fa2—D/R T 7 4y ZICET H1F® &R T 21213, K EXEC &— T show
platform software fed switch punt cpuq =~ > R&fEH L £,

show platform software fed switch {switch-number |active |standby} punt cpuq {cpuq id

|all |brief |clear |rates}

X DA switch {switch-number active standby}

A2y FICHET DERER R LET, RO
BRI H 0 £,

« switch-number,

cactive : 77T 4 T AA v FITET
HEWMEFRRLET,

s gandby : FET DA, AX /3 A
Ay FICET HERERTLET,
GE) ZOF—U—RI¥FR—F
NTWERA,

punt

Ny MEBREFRLET,

cpuq

CPUZEFX = —IZBT o EHRER L E
7,

cpuq_id

KEED CPU F = —|Z[EF OFMAERETE L E
7,

all

TRTOCPUF =2 —DFFHERRLET,

brief

ZEBIOFRny SN oy b
DFME L, TRTOF2—DFEH Iz
Mtz 2R LET,

clear

T_RTOCPU F=2—DfEE2 27 U7 LE
T, CPUF2—% 7 VT35 L, HiHTr
JEMWNEC D AREMERH D F97,

rates

Ry hOR M L— hEFRRLET,

ATV RFI+LE AL

aAvTYRE—F M EXEC (#)
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show platform software fed switch punt cpuq .

avy RERE

IJIJ——;(

CiscolOSXE 27 7 /041 16.10.1 ZDa~y RREAINE LT,

FEREDAA RS>

L

1

KIZ, show platform software fed switch active punt cpuq brief =~ > KO 736 % 7R~

L%

¥

Device#show platform software fed switch active punt cpuq brief

Punt CPU Q Statistics Brief
Q | Queue | Rx | Drop | Drop | Drop
no | Name cur | delta | prev | cur | delta
0 CPU_Q DOT1X AUTH 0 0 0 0 0
1 CPU_Q L2 CONTROL 6772 6772 0 0 0
2 CPU_Q FORUS_TRAFFIC 0 0 0 0 0
3 CPU_Q ICMP GEN 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 12 12 0 0 0
5 CPU_Q FORUS_ADDR RESOLUTION 1 1 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0 0
7 CPU_Q INTER_FED TRAFFIC 0 0 0 0 0
8 CPU_Q L2LVX CONTROL_PKT 0 0 0 0 0
9 CPU_Q EWLC_CONTROL 0 0 0 0 0
10 CPU_Q EWLC_DATA 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0
12 CPU_Q BROADCAST 21 21 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0
14 CPU_Q SW_FORWARDING 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 127300 127300 0 0 0
16 CPU_Q PROTO_SNOOPING 0 0 0 0 0
17 CPU_Q BFD_LOW_ LATENCY 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0
19 CPU_Q RPF_FAILED 0 0 0 0 0
20 CPU_Q MCAST_END STATION_ SERVICE 0 0 0 0 0 0
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. show platform software fed switch punt cpuq

21

22

23

24

25

26

27

28

29

30

31

CPU_Q_LOGGING
CPU_Q PUNT WEBAUTH

CPU Q HIGH RATE APP
CPU Q EXCEPTION

CPU Q SYSTEM CRITICAL
CPU Q NFL SAMPLED DATA
CPU_Q LOW LATENCY

CPU Q EGR EXCEPTION
CPU_Q_FSS

CPU Q MCAST DATA

CPU_Q_GOLD_PKT

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

SRFLEEIATUFR |

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 7:show platform software fed switch active punt cpuq brief 7 «+ — )L K D 55EA

J4—)L K |EHBEA

Qno ¥ =2 —0 1D,

Queue ¥ 2 — D4,

Name

Rx ZEENT ATy N,
Fry7 | Fay 7SN "ry SO

KIZ. show platform software fed switch active punt cpuq cpug_id =~ > RO H /6%
R~LET,

Device#show platform software fed switch active punt cpuq 1

Punt CPU Q Statistics

CPU Q Id

CPU Q Name

Packets received from ASIC
Send to IOSd total attempts
Send to IOSd failed count

RX
RX
RX
RX
RX
RX
RX

suspend count

unsuspend count

unsuspend send count
unsuspend send failed count
consumed count

dropped count

non-active dropped count
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show platform software fed switch punt cpuq .

RX conversion failure dropped : O
RX INTACK count : 6761
RX packets dg'd after intack : 0
Active RxQ event : 6761
RX spurious interrupt : 0

Replenish Stats for all rxqg:

Number of replenish : 61969
Number of replenish suspend : 0
Number of replenish un-suspend : 0
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. show platform sudi certificate

show platform sudi certificate

FREDOSUDIDTF = v 7 AL a— RER AT HIZIE, Fi#E EXEC E— KT show platform sudi
certificate =~ > RZEHA L £,

show platform sudi certificate [sign [nonce <nonce>] ]

X DERA sign EE) BarxFErLET,
nonce ER) T Az A LET,
ATV R E—FR KikE EXEC (#)
avy FERE Jy— ZEHEAR
Z

Zoavy RPEAINE L,

151 WIZ. BED SUDI OF = v 7 H b L a— FaEFAET L0557 LET,
FNA A4 show platform sudi certificate

MIIDQzCCAiugAwWIBAgIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGOwOBAQUFADAL
MRYWFAYDVQQKEwW1DaXNjbyBTeXNOZW1 zMRswGQYDVQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM] AxNzEyWhcNM) kwNTEOMIAyNTQyW)A1MRYwFAYDVQQK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWgGEIAOIBAQCWMrmrp68Kd6ficbal0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuoqrpuOhWISEWdovyDOMy5jOAmaHBKeN8hEF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJu5Tm8sUxJIszR2tKyS7McQr/4NEb7Y9JHcI6r8ggB9g
VvYgDxFUl4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPkOEStz1ivMW/VgpSdH
FWnO£84bcNS5wGyDWbs2mAag8EtKpP6BrXruOIIt6eke01laO06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
0lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFg0roIlgX9p7L60owEAY JKwYBBAGCNXUBBAMCAQAWDQY JKoZ IhvcNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFBi171R803UXHO] gxkhLtv5MOhmBVrBW7hmiW
Ygpao2TB9k5UM8BZ3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyO0vhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd91i7rp77rMKSsH0T81lasz
BvtIYAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VOOKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIWNDgwW
HheNMTEWN MwMT ¢ 1N5 U3WheNMJ kwNTEOM) AyNTQyW AnMQ4wDAY DVQQKEWVDaX N
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOmMS513THIXA9tN/hS5gR/ 6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHOS5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gqPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO])SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBWjCCAVYwWCwYDVROPBAQD
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show platform sudi certificate .

AgHGMBOGA1UdDgQWBBRIZPHXxwnNDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgGBFUWUZzZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRINH7KND15618yfVP
0IFJZBGrooCRBjOSWEvV8cpWChbmWdPaCQT2nwIjTfY8c=

MIIDhjCCAM6gAWIBAGIDCtWKkMAOGCSQGSIb3DOEBCWUAMCCexDIAMBGNVBAOTBUND
c2NVMRUWEwWYDVQQDEwxBQ1QyIFNVREkgQOEWHhcNMTUwODA2MDgwODI 5WhcNMjUw
ODA2MDgwODI5W]BzMSwwKgYDVQOFEYNQSUQ6VIMtOzZM2NTAtMTIYNDhVWiBT T pG
RE8xOTMyWDAWQzEOMAWGAL1UEChMFQ21zY28xGDAWBgNVBASTDOFDVCOyIExpdGUg
UlVESTEZMBCGAIUEAXMQVIMtQzM2NTAtMTJIYNDhVW)CCASIwDQYJKoZIhvcNAQER
BOADggEPADCCAQoCggEBANZxOGYI0eUl4HcSwjL4HO75gTj19C2BHG3ufce9ikkN
xwGX18gg8vKxuB9tRYRaJCS5bP1WMoqg7+ZJtQA079xE4X14s0NbkgbNaUhh7RB1wD
1RUJVTE£COzVICbNfbzvtB30I75tCarFNmpdO0K6AFrIad4l1U9880GgaC)7R1JrYNaj
nC73UXXM/hCOHtNRSmhyger5Y2qjjzo6tHZYqrrx2eS1X0a2627SQriAxmaH/KLC
K97ywyRBAJ1xBRX3hGtK1og8nASB8WpXgBINVCERzUajwU3L/kg2BsCqwiY2m7HW
UlcerTxgthuyUkdNI+Jg6iGApm2+s8E9hsHPBPMCAIsCAWEAAaNVMGOwDgYDVROP
AQH/BAQDAGXgMAWGA1UJEWER/wQCMAAWTQYDVRORBEYWRKBCBgkrBgEEAQkKVAGOg
NRMzQ2hpcElEPVVZSk50RMRRRIFVN1IZIVmxJRT1gZENBeU9DOXhPRGO3T1RveELT
QVg5eWcIMAOGCSgGSIb3DQEBCWUAA4IBAQBKicTRZDOVCRIVIREMQCWXUTO086v6OE]
HahDHTts3YpQoyAVfioNg2x8J6EXcEaudvoyVu+eMUuoNL4szPhmmDcULEf1iCGBcA
/R3EFUoVMIzNTOgeziytsCEf728KGwloGuosgVjNGOOahUELu4+F/My7bIJNbH+PD
KJIFmhJpJdg0F3gl7yClAeXvdl3g3W3931i35d00Lm5L1WbBfQtyBaOLAbxsHvutrX
ulvVZ5sdgSTwTkkO9vKMaQjh7a8J/AmJIi93jvzM69pe5711P1zqZfYfpiJ3cyJOxf
I4brQlsmdczloFD4asF7A+1vor5e4VDBPOppme FAJVCQ52JTp]j0M001D

va7igEavo R )



SRFLEEIATUFR |
. show running-config

show running-config
REFEITENTOVDERET 7ANVETLIIHEDEY 22— /LD LAY 2VLAN, 7 T A~ v/,
AVB—T 2 A, v T I TA KRY—~v7 FEFEMERR (VO 77 ADEED
WA % Fr$ 5121, show running-config ==~ > N & 45 EXEC =— R CHEH L £,

show running-config [options]

X DA *+7 (ER) WO A ~A4 XEHENDFT—V— K, HEOX—TU— &2 AJJTX
va E£9,
Ve

+ aaa [accounting | attribute | authentication | authorization | diameter | group | Idap |
miscellaneous | radius-server | server | tacacs-server | user-name|username] : AAA O
REZRRLET,

al: 774/ hRT A= TCHRESN-a~vy REELLHICHAZRILET,
al ¥—U—Fa2HLRWGE, 7740 bRTA=F TRESNZa~ Y NiE
HNZER RSN EE A,

bridge-domain {id | parameterizedvlan} : 7'V v KA A > OFfTH a7 4 £
L—variEFRrLET,

cbrief : BET =M AL SN T 4 LV Z OFFMR L TRIEZF R LET,

« classmap [name] [linenum] : 7 7 A~ v FEHE=F R L ET,

« cts[interface| policy-server | rbm-rbac | server | sxp] : Cisco TrustSec DR E & 27~ L

jzj«o

edeprecated : FE{TH L T 4 Fal—vart b bIlEIESNEREEFERLE
7

+ eap {method | profiles} : EAP F XOKEEL T u 7 v A VEFRLET,

« flow {exporter | monitor |record} : 7 u—/ )L Ju— a7 4 X2l — a3 3
v FEFRFLET,

<full - SERRREEFRRLET,

« identity {policy | profile} : 7A T > 7 47 4 IR 7 7 A NEIFRY —IFR%E
FRLET,
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show running-config .

« interface type number : f > ¥ —7 = A ZAEAORENHHAEZFK R LET, interface
F—U—FEEATEAF. AV F—T 2 AfA RAEA T A VB =T = A"
(7= & 21X, interfaceGigabitEthernet V/0/1 72 ¥) A2 fRETHMENH Y £§, ¥
AT LATHEHATEDA L H—T A AEFFET HIZ1E, showruninterface? =<
Y REFEHALET,

« ip dhcp pool [name] : IPv4 DHCP 7" — /L D% EEF /R L E 7,

« ipv6 dhcp pool [name] : IPv6 DHCP 7' — /L DR EZF R L7,

« linenum [brief | full | partition] : ) DITHEEEZFRLET,

» map-class [atm | dialer | frame-relay] [name] : ~ v 77 7 AE#RE R R LET,

» mdns-sd [gateway | location-group | service-definition | service-list | service-peer |
service-policy] : ¥/L'F % ¥ A k DNS #— b ZfiH (mDNS-SD) DF%EX TR L
£7.

* partition {access-list | class-map | common | global-cdp | interface | ip-as-path |
ip-community | ip-prefix-list | ip-static-routes| line | policy-map | route-map | router |
snmp | tacacs} : /N—T o4 ¥ 3 NIRRT OREEL R R LET,

« policy-map [name] [linenum] : R U ¥ —~ v 7R E2 LR L ET,
« switch number : FEE L7 AL v FOREEFRLET,

sview[full] : ERRFATHO L 7 4 Xa b—T g VEFRRARICLET, i,
WE, FFEOE 2 —IZT7 7 B AT HHERDB D LR ET~Y L RORLERRTED
Ea—_—20a—HmEiT 1,

e vlan [Vian-id] : £ VLAN &2 &R LET, AR7EIL 1 ~ 4094 T,

o vrf[vrf-name] : (fABL—F 1 > 7 8B L OMERE (VRF) XHGRREDEY 2 — &K 5%
KR LET,

ARV R FI4IRL T AN H v 7 A0 show running-config Tk, 7 7 4V ho8T A— X EflH L CERE
Enjca~y RERE, FThar 7 ¥al—va v ONFERRFLET,

avU R E—F ¥ M EXEC (#)

av Yy RERE Jy—2 EERE

CiscoIOS XE Gibraltar 16.11.1 = oo~ RREAINE L1,

FELEDHA K54 > showrunning-config ==~ > ik, £IfAYIZIE more system:running-config =~ > Koz~ > R
TAVT A (REVE v 7 AFRFERY 27 A) T, E0ELDa~y REMHHT
LHZEEHIELETN (7Y b7+ — AR THEEDHR —SNTEBY, JLEARRY V2 v
A Toh5HT®) | showrunning-config =~ > NiE, IEA<MHEHL, showrun 2 D> 2 — b
Ny FEANTELLIITADDEFITR>TWVET,
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. show running-config

3l

SRFLEEIATUFR |

show running-configinterface =~ > RiZ, #HEOA & —7 = A AN HLGEITFRFEDA
S =7 = A ADREZ MR T DBRITESLL £,

linenum ¥— VU — RZHETH &, (TESVHNDICERSINET, 2047 aid, FEFIC
KRB 72 5% E DRFE DERIY 2 i3 2 DI H E 9,

F T a DX =T = RORBRIINATLF () 2F3DHTET, avr Ky y 7 XZEMN
DO IMERITE2 AN TEET, 72L& 21X, show running-config interface GigabitEthernet 1/0/1
linenum | begin 372 &' T4, F—U— NIZEH AR M MEM T2 R RTHI121F, ¥F—TU—F
DHIZN?2HADLET, FEHLTWDE T Ty b7+ —AIZK-5 T, options51EDF—U— R
ERIBIT R DG ERH D £,

show running-configall =~ RiL, 77 4/ bR ELCMEE GO T, BERREHREF R L
F£9, 7= & 2IE. Cisco Discovery Protocol (Hi71Ci% CDP & 4HE) DOERERE DN T 7 41
FO 180 ICRESNTWND & LET,

« show running-config =~ > R TIXZ DENRFRRINER A,
« show running-config all CiZ cdp holdtime 180 % i/ L £7°,

Cisco Discovery Protocol DB %2 T 7 4 /L R LA OAE (100 72 E) (AT 5 L. show
running-config = < > K & showrunning-configall 2~ > ROHNIIFR G220 £3, 2F 0,
BRIE LTI A =R M shvET,

show running-config =~ > RIXACL iz For LE3, HI10 5 ACLIEHRZERANT D I12IE,
show running | section exclude ip access | accesslist =~ > K& H L £,

WIZ. GigabitEthernet0/0 % —7 = A A& RETHH AR LET, 74—/ FOH
BIXETY,

Device# show running-config interface gigabitEthernet0/0
Building configuration...

Current configuration : 130 bytes
|

interface GigabitEthernet0/0

vrf forwarding Mgmt-vrf

ip address 10.5.20.10 255.255.0.0
negotiation auto

ntp broadcast
end

W2, 2=y FHOICATE S Z&E L. e+ 2600 L T101T B 2> b &R 2 flsh
THHERLET, 74— FOBBAIZAMATT,

Device# show running-config linenum | begin 10

10 : boot-start-marker
11 : boot-end-marker
12 ¢!

13 : no logging buffered
14 : enable password #####
|

15 ¢ !
16 : spe 1/0 1/7
17 : firmware location bootflash:mica-modem-pw.10.16.0.0.bin

| BRZSEN R



| v27L88a<UF
show running-config .

18 : !

19 : !

20 : resource-pool disable

21 !

22 : no aaa new-model

23 : ip subnet-zero

24 : ip domain name cisco.com

25 : ip name-server 172.16.11.48
26 : ip name-server 172.16.2.133

27 !

28 !

29 : isdn switch-type primary-5ess
30 ¢ !

126 : end

show running-config =~ > FOROH /15 TiX, shapeaverage =~ > FIZ L - TATM
DRI T4 I 2= TDE ==y T T T 4 TREBI>TND
ZEDRENTWET, BRAS-DSLAM O 5 7 AL Z A 7L qing T, MMAFEEFRD
BT MEE A TIEATM T X 77— a &S5 (AALS) (2D & snap-rbe (2720 F
T 74—V ROBBHITABATY,

Device# show running-config

subscriber policy recording rules limit 64
no mpls traffic-eng auto-bw timers frequency 0
call rsvp-sync

|

controller T1 2/0

framing sf

linecode ami

|

controller T1 2/1

framing sf

linecode ami

|

!

policy-map unit-test

class class-default

shape average percent 10 account ging aalb snap-rbe
|

iz, showrunning-configclassmap =~ > KO AFIEZ R LET, HAKIE7 4 —b
RO b FRSNET,

Device# show running-config class-map
Building configuration...

Current configuration : 2157 bytes
|
class-map match-any system-cpp-police-ewlc-control
description EWLC Control
class-map match-any system-cpp-police-topology-control
description Topology control
class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data packets, LOGGING, Transit Traffic
class—-map match-any system-cpp-default
description EWLC Data, Inter FED Traffic
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. show running-config

class-map match-any system-cpp-police-sys-data
description Openflow, Exception, EGR Exception, NFL Sampled Data, RPF Failed

class-map match-any system-cpp-police-punt-webauth
description Punt Webauth

class-map match-any system-cpp-police-121lvx-control
description L2 LVX control packets

class-map match-any system-cpp-police-forus
description Forus Address resolution and Forus traffic

class-map match-any system-cpp-police-multicast-end-station
description MCAST END STATION

class-map match-any system-cpp-police-high-rate-app
description High Rate Applications

class-map match-any system-cpp-police-multicast
description MCAST Data

class-map match-any system-cpp-police-12-control
description L2 control

class-map match-any system-cpp-police-dotlx-auth
description DOT1X Auth

class-map match-any system-cpp-police-data
description ICMP redirect, ICMP_GEN and BROADCAST

class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual OOB

WIZ, teletype (tty) [EIFR2 BN 2FHD a7 & OWERICTHENTOWAHZ R L E
j—o

Device# show running
Building configuration...

Current configuration:
|
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname device
|
enable password lab
|
no ip subnet-zero
|
|
!
interface EthernetO
ip address 10.25.213.150 255.255.255.128
no ip directed-broadcast
no logging event link-status
|
interface Serial0
no ip address
no ip directed-broadcast
no ip mroute-cache
shutdown
no fair-queue
|
interface Seriall
no ip address
no ip directed-broadcast
shutdown
|

ip default-gateway 10.25.213.129
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ip classless

ip route 0.0.0.0 0.0.0.0 10.25.213.129
!

line con O

transport input none

line 1 6

no exec

transport input all
line 7

no exec
exec-timeout 300 0
transport input all
line 8 9

no exec

transport input all
line 10

no exec

transport input all
stopbits 1
line 11 12

no exec

transport input all
line 13

no exec

transport input all
speed 115200
line 14 16

no exec

transport input all
line aux 0
line vty 0 4
password cisco

show running-config .

login
!
end
BEa<v R Command Description

copy running-config
startup-config

FITar 74X a2l =Y aEAA— Ty T ar7 4 F¥al—
vaiZav—LET (copy system:running-config
nvram:startup-config 2~ KD a~ K=o T RA) |

show startup-config

NVRAM OWNEZEKRT D0 FIEL TWTHDRES) . £
I3 CONFIG FILE BREEZAMIC L > THESNTWOIRET 7 1 /L
ZFor L E 7T (morenvram startup-config 2~ KD a~> K=

A YT R)
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. show sdm prefer

SRFLEEIATUFR |

show sdm prefer

REDOHEBHAOY AT LY Y —RERRICTHEOIEATE L7 7L — MIET D 1EHRE
FoRT DI, FrHEEXEC & — KN CTshowsdmprefer =~ > R&MH LEd, BEOT 7L —
FERRTHITIE, F—U— REEEETICa~vy REERALET,

show sdm prefer [advanced]

BX DA

aAavv R TFI4ILk

AUk E—F

advanced  ({LE) mfERT 7 L— MIBTAE#RAEFRLET,

T 7 4V F OEHEREIZH Y TR AL

¥5HE EXEC

avy FERE

FEREDHA FS14 Y

=2 LERE

CiscoIOS XE Gibraltar 16.11.1 —pa~<w> RpEAINE L7,

sdmprefer 7 u— 3L a7 4 Fal—vay avy REANBRICAAS vFE2Ua—KLT
W2R WA, show sdm prefer 54 EXEC =~ RTIE, HILSHEESNT=T 7L — hTh
SBEHHPOT 7L — MRFRENET,

ET T — FTERENDIEFIL. BHEEDY V—RZBIT2B8BLF0RRMIZRD £
T, MICERE SNTEREOEBEORTICL X570, EBEOBTLIXBR2L25A013H0 £,
72 & 21X, devicelZ 16 A DN—T v R A Z—T x4 A (7 x> b VLAN) B3H D58
Gy TN EIOT T L— N TIL, AlER=F% v A h MAC 7 K L 2DO#1% 6000 AJii 12
RHZENRDHY FT,

451
wIZ, show sdm prefer =~ ROHIIBIZ R LET,

T /3A A# show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 7680
Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 1024
Netflow ACEs: 1024
Input Microflow policer ACEs: 256
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Output Microflow policer ACEs:

Flow SPAN ACEs:

Tunnels:

Control Plane Entries:
Input Netflow flows:
Output Netflow flows:
SGT/DGT entries:

SGT/DGT Overflow entries:

256
256
256
512

8192
16384
4096

512

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;

so only half as many entries can be created.

TN A

show sdm prefer .
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. show tech-support license

show tech-support license

TNy T B FoRT BT, K EXEC E— R C show licensetech support =2~ > K% {i ]
LET,

show tech-support license

XD Ioawy RZEBIEELEF—TY—REH D THA,

AT R T4~ FFHEEXEC (#)

av Y FERE 1)1)—=x EENE
Cisco 10S XE Fuji 16.9.1 oavwry RREAINE L,
£l

I, show tech-support license =~ > RO HH 2R L £,

Device# show tech-support license

*12:35:48.561 EDT Tue Jul 17 2018

Cisco IOS XE Software, Version 16.09.01lprd7

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.1prd7,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 10-Jul-18 08:47 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.
BEav R av vk EBA
show license all MHERRfT Gt a2 FRoR LET,
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show tech-support license .

avU R ERBA

show license status TA®ADA LT IFTAT VART—H A%
FRLFET,

show license summary FTRCOT I T 4TI B RAOENER
RLET,

show license udi UDI &R LET,

show license usage TA v AEREREFRTRLET,
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. show tech-support platform

SRFLEEIATUFR |

show tech-support platform

B DEREA

ATV R E—F

T = ANYR—MNMUFEATE7T y b7 32— AT LIS RE T DI, FFHEEXEC
& — KT show tech-support platform =~ RZ{HH L F9,

show tech-support platform
Zoawy RS ELEFF—TU—REH D A,

HikE EXEC (#)

av Y RERE

FEREDHA K4V

3l

1) =2 ZERNE
Cisco IOS XE ¥7" 7 /L% /L 16.10.1 Zoavy RREASE LR,

Zoavw NI, Ty N7 —AEAEOT NNy ZIERINET, HAZE, CPUMAHE,
Ternary Content Addressable Memory (TCAM) OffEf#, &, A€ VHEMHERE, 77 v b
74— LI T DM RS R SN E T,

showtech-supportplatform =~ > RO IIIHEFICRLS 20 £, ZOHNERR I LT
DITIE, B =B NDOEZRABARERA ML=V, FLEFVEF— 77 A VAT LT, ZOH
NEINE7 7 A ) A4 L7 hLET (72& 21X, show tech-support platform | redirect
flash:filename) .

showtech-support platform =~ > RO AIZIE, —HEHO vy REZDOHIBRFRENET,
INHDav U Rt Ty b7 — ALK TREDIHERDHY £,

KIZ, show tech-support platform =< > RO NHIZR L ET,

Device# show tech-support platform

Load Average
Slot Status 1-Min 5-Min 15-Min
1-RP0 Healthy 0.25 0.17 0.12

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
1-RP0 Healthy 3964428 2212476 (56%) 1751952 (44%) 3420472 (86%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
1-RPO 0 1.40 0.90 0.00 97.60 0.00 0.10 0.00
1 2.00 0.20 0.00 97.79 0.00 0.00 0.00
2 0.20 0.00 0.00 99.80 0.00 0.00 0.00
3 0.79 0.19 0.00 99.00 0.00 0.00 0.00
4 5.61 0.50 0.00 93.88 0.00 0.00 0.00
5 2.90 0.40 0.00 96.70 0.00 0.00 0.00
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*: interface is up

IHQ: pkts in input hold queue

OHQ: pkts in output hold queue

show tech-support platform .

IQD: pkts dropped from input queue
OQD: pkts dropped from output queue

RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)

TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ IQD OHQ 0QD RXBS RXPS

TXBS TXPS TRTL

Vlanl 0 0 0 0 0 0
0 0

GigabitEthernet0/0 0 10179 0 0 2000 4
0 0

GigabitEthernetl1/0/1 0 0 0 0 0 0
0 0

GigabitEthernetl/0/2 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/3 0 0 0 0 0 0
0 0

GigabitEthernetl/0/4 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/5 0 0 0 0 0 0
0 0

GigabitEthernetl/0/6 0 0 0 0 0 0
0 0

GigabitEthernetl/0/7 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/8 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/9 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/10 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/11 0 0 0 0 0 0
0 0

GigabitEthernetl/0/12 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/13 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/14 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/15 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/16 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/17 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/18 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/19 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/20 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/21 0 0 0 0 0 0
0 0

GigabitEthernetl/0/22 0 0 0 0 0 0
0 0

GigabitEthernetl1/0/23 0 0 0 0 0 0
0 0
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. show tech-support platform

GigabitEthernetl/0/24

0 0
GigabitEthernetl1/0/25

0 0
GigabitEthernetl1/0/26

0 0
GigabitEthernetl1/0/27

0 0
GigabitEthernetl1/0/28

0 0
GigabitEthernetl1/0/29

0 0
GigabitEthernetl1/0/30

0 0
GigabitEthernetl1/0/31

0 0
GigabitEthernetl1/0/32

0 0
GigabitEthernetl1/0/33

0 0
GigabitEthernetl/0/34

0 0
GigabitEthernetl1/0/35

0 0
GigabitEthernetl1/0/36

0 0
Tel/0/37

0 0
Tel/0/38

0 0
Tel/0/39

0 0
Tel/0/40

0 0
Tel/0/41

0 0
Tel/0/42

0 0
Tel/0/43

0 0
Tel/0/44

0 0
Tel/0/45

0 0
Tel/0/46

0 0
Tel/0/47

0 0
Tel/0/48

0 0
Tel/1/1

0 0
Tel/1/2

0 0
Tel/1/3

0 0
Tel/1/4

0 0

| BRZSEN R

0 HASH Table 0 Software info:
0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
2: Unicast MAC addresses srip 0 1

FSE 0

SRFLEEIATUFR |

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
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MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 1 Software info: FSE 0
MAB 0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
MAB 2: Unicast MAC addresses srip 0 1
MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 2 Software info: FSE 1
MAB 0: L3 Multicast entries srip 2 3
MAB 1: L3 Multicast entries srip 2 3
MAB 2: SGT_DGT srip 0 1

MAB 3: SGT_DGT srip 0 1

MAB 4: (null) srip

MAB 5: (null) srip

MAB 6: (null) srip

MAB 7: (null) srip

W7 40—V ROBEMKITEB T,

show tech-support platform .

2

avx

~

-

K

avy kR

Bl

show tech-support platform evpn_vxlan

EVPN-VXLANBED 7 Z v~ k7 5 — A
HHREFRLET,

show tech-support platform fabric

AL F 777V v 7B DGR
ZFRRLET,

show tech-support platform igmp_snooping

TN—TFIZBT 5 IGMP A X—t° o 7
wMAERRLET,

show tech-support platform layer3

LAY3 7Ty b7 — ARk RE R
F<LET,

show tech-support platform mld_snooping

I N—FIZET 5 MLD A X— ' 7
WERRLET,
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. show tech-support platform evpn_vxlan

show tech-support platform evpn_vxlan

T =NV R— MEHAT 54— %> h VPN (EVPN) Virtual Extensible LAN (VXLAN)
BED 77 v N7+ — LA R AT HITIE, F#HE EXEC & — R T show tech-support platform
evpn_vxlan =~ R&fHAL £,

show tech-support platform evpn_vxlan switch switch-number

B DEREA

AR E—F

switch switch-number BEINTZAL v FIZETH1E
WERRLET, ARMEITIL

N9b(“j—0

4 ke EXEC ()

avy FERE

HEREDAA K1Y

3l

) y—2 LERE

Zoavwry RPREASnE LK,

CiscoIOS XE 7 7 /L% L 16.10.1

Zoavy ROHMIFEFITRLS RV ET, ZOHNEZIRILET HIE, vn—hLrDF
TIABATREIRA ML — FFVE—F T 7 ANV AT LT, ZOHNEINNRT 74012V
AL 7 hLET (2L 2%, show tech-support platform evpn_vxlan switch 1| redirect
flash:filename) ,

KIZ, show tech-support platform evpn_vxlan =~ > RO 2R L E T,

Device# show tech-support platform evpn_vxlan switch 1

"show clock"

"show version"

"show running-config"switch no: 1
————— sh sdm prefer -----

Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512

L2 Multicast entries: 4096
Overflow L2 Multicast entries: 512

L3 Multicast entries: 4096
Overflow L3 Multicast entries: 512

Directly connected routes: 16384
Indirect routes: 7168
STP Instances: 4096
Security Access Control Entries: 3072
QoS Access Control Entries: 2560
Policy Based Routing ACEs: 1024
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Netflow ACEs:

Flow SPAN ACEs:

Tunnels:

LISP Instance Mapping Entries:

Control Plane Entries:

Input Netflow flows:

Output Netflow flows:

SGT/DGT (or) MPLS VPN entries:

SGT/DGT (or) MPLS VPN Overflow

Wired clients:

MACSec SPD Entries:

MPLS L3 VPN VRF:

MPLS Labels:

MPLS L3 VPN Routes VRF Mode:

MPLS L3 VPN Routes Prefix Mode

MVPN MDT Tunnels:

L2 VPN EOMPLS Attachment Circu

MAX VPLS Bridge Domains

MAX VPLS Peers Per Bridge Doma

MAX VPLS/VPWS Pseudowires
These numbers are typical for L2
Some features such as IPv6, use
so only half as many entries can
* values can be modified by sdm

Total Mac number of addresses::
*a_ time=aging_ time (secs)
Type:

MAT DYNAMIC ADDR 0x1
0x4 MAT DISCARD ADDR
MAT ALL VLANS 0x10
0x40 MAT RESYNC
MAT DO NOT AGE 0x100
0x400 MAT DROP ADDR
MAT DUP ADDR 0x1000
0x4000 MAT ROUTER ADDR
MAT WIRELESS ADDR 0x10000
0x40000 MAT WIRED TUNNEL ADDR
MAT DLR_ADDR 0x100000
0x400000 MAT LISP LOCAL ADDR

MAT LISP_REMOTE ADDR 0x1000000
Device#

W7 40—V ROBEMKIZEB T,

show tech-support platform evpn_vxlan .

768
512
256
256
512
8192
16384
4096
512
2048
256
127
2048
7168
: 3072
256
256
64
in: 8
256

entries:

it:

and IPv4 features.

up double the entry size;
be created.

cli.

0

*e time=total elapsed time (secs)

MAT STATIC ADDR 0x2
0x8
MAT NO_FORWARD 0x%20
0x80
MAT SECURE_ADDR 0%200
0x800
MAT NULL_DESTINATION 0x2000
0x8000
MAT SECURE_CFG_ADDR 0x20000
0x80000
MAT MRP ADDR 0%200000
0x800000
MAT VPLS_ADDR 0%2000000

MAT CPU ADDR
MAT IPMULT ADDR
MAT NO PORT

MAT DOT1X ADDR

MAT OPQ DATA PRESENT

MAT MSRP_ADDR
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. show tech-support platform evpn_vxlan

BEa<w> R avw vk SR BA
show tech-support platform T = NP R— MEAT A7 v b
74— LT AR R L E

—é‘o

. SAFLEEOTUR
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show tech-support platform fabric

show tech-support platform fabric .

AA v F 777V v 7 IZHATHEREFRT HITIE, FiHE EXEC £ — KT show tech-support

platform fabric =~ R&@H L E7,

show tech-support platform fabric [{display-cli | vrf vrf-name {ipv4 display-cli | ipv6 display-cli
| sourceinstance-id instance-id {ipv4 ip-address/ip-prefix | ipv6 ipv6-address/ipv6-prefix | mac
mac-address} {dest instance-id instance-id } {ipv4 ip-address/ip-prefix | ipv6 ipve-address/ipve-prefix

| mac mac-address} [{display-cli}]}}]

X DA display-cli UEE) —oa<wy FOHAT
{FHAIRE72 show ==~ > KDY
A NEFRRLET,
vrf vrf-name (f£E) $57& L7z Virtual

Routing and Forwarding (VRF)
AVABRLADT 7TV 7B
HIFRAERRLET,

ipv4 ip-address/ip-prefix

(&) HEm 2135 1P
VRED 7 7 7V v 7 g # %
FrRLET,

ipv6 ipv6-address/ipve-prefix

(B EIETEITsiseIPve
VRED 7 7 7'V v 7 BE#EE R %
FRLET,

source

(L&) EHETVREO 7 77
Uy 7 BEERE R R LET,

instance-id instance-id

(EE) EETOT Y FRA v
~iAl+ (EID) (ZBE9 215
BFRRLET,

mac mac-address

(&) VA Y2iERO%
{508 L U%ESE MAC VRF @
777V EEEREFRRL
N

avY RE—FR ¥rHE EXEC (#)

avy FERE 1)1)—=

Cisco IOS XE Gibraltar 16.10.1

Ioavwy RPREAINE L,
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. show tech-support platform fabric

FEHEDHA KSq4y ZOaxy FOMMTHEFICRS RV ET, ZOHNER I AET LI2F n—TLroFE
ZIABFRRIRA P L—D ) XV E— R TI 7 ANV AT AT, ZOWHNEINET 7 A 112V
¥4 v 7 NLET (=& x21E. show tech-support platform fabric | redirect flash:filename) .

Zoavwy FOHAITE, —#Eoa~v REFOEMRFREINET, ZhbDa~r R,
TT o hN T —LILKoTERRDIBEER DY £,

B RIZ. show tech-support platform fabric vrf source instance-id ipv4 dest instance-id ipv4
avr RO ZRLET,

Device# show tech-support platform fabric vrf DEFAULT VN source instance-id
4098 ipv4 10.1.1.1/32 dest instance-id 4098 ipv4 10.12.12.12/32

————— show ip lisp eid-table vrf DEFAULT VN forwarding eid remote 10.12.12.12-----

Prefix Fwd action Locator status bits encap_iid
10.12.12.12/32 encap 0x00000001 N/A
packets/bytes 1/576
path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble, rif, hwcn]
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES8
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Encapsulating to proxy ETR

10.1.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -

————— show lisp instance-id 4098 ipv4 map-cache detail-----

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Sources: static-send-map-request
State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 2(676 bytes) (~ 02:45:38 ago)
Configured as EID address space
Encapsulating to proxy ETR

101.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Sources: NONE
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State:
Exempt,

send-map-request,
Packets out: 0(0 bytes)

last modified:

show tech-support platform fabric .

02:46:01, map-source: local

Configured as
Configured as

EID address space
dynamic-EID address space

Encapsulating dynamic-EID traffic
Encapsulating to proxy ETR
10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1

Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 02:45:54 (rtt 1ms)

————— show lisp instance-id 4098 ipv4 map-cache

10.12.12.12/32

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098),

3 entries

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1

Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 02:45:54 (rtt 1ms)

10.12.12.12/32, epoch 1, flags [sc, lisp elig], refcnt 6,
sources: LISP, IPL
feature space:
Broker: linked, distributed at 1st priority
subblocks:

per-destination sharing

SC owned, sourced: LISP remote EID - locator status bits 0x00000001

LISP remote EID:

1 packets 576 bytes fwd action encap,

cfg as EID space

LISP source path list

path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble
ifnums:
LISP0.4098(78): 192.0.2.2
1 path
path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4

nexthop 192.0.2.2 LISP0.4098,
TF44FB8E86CES
1 output chain

IP midchain out of LISP0.4098,

, rif, hwcn]

addr 192.0.2.2

addr 192.0.2.2 7F44F8E86CES

chain[0]:

IP midchain out of LISP0.4098,

IP adj out of GigabitEthernetl/0/1,

addr 10.0.2.1 7F44F8E87378

Dependent covered prefix type LISP,

cover 0.0.0.0/0

2 IPL sources [no flags]
ifnums:
LISP0.4098(78): 192.0.2.2

path list 7F44EEC2C188,
path 7F44F8B5AFFO,

3 locks,

share 10/10,

per-destination,

type attached nexthop,

flags 0x49
for

[shble,
IPv4

rif, hwcn]
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. show tech-support platform fabric

nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44FB8E86CES
output chain:
PushCounter (LISP:10.12.12.12/32) 7F44F3C8RB8D8
IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378
switch no: 1

Device# show tech-support platform fabric vrf Campus_VN source instance-id 8189
mac 00b7.7128.00al dest instance-id 8189 mac 00b7.7128.00a0 | i show

—————————————————— show running-config ------------—-—-—-
—————————————————— show device-tracking database ------------------
—————————————————— show lisp site ---------------—-—-
77777777777777777777 show mac address-table address 00B7.7128.00A0-----
77777777777777777777 show ip arp vrf Campus VN-----

Device#

74— FOEWRIZEPTY,

BEaI<T YK TV R BILs
show tech-support platform T =N YR— N T 5T T > b
7 x— LT DR R L E

ﬁ‘o
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show tech-support platform igmp_snooping .

show tech-support platform igmp_snooping

7 N—71ZB9 % Internet Group Management Protocol (IGMP) A X —¥ » J{F#M 2K RT DI
I%. ¥i#E EXEC % — K T show tech-support platform igmp_snooping =~ > FZ&{EMA L £,

show tech-support platform igmp_snooping [{Group_ipAddr ipvd-address| [{vlan vian-ID}]}]

B DA Group_ipAddr EE) fHELEZV—TT
VAT 2 AX—E v T EH
ERARALET,
ipv4-address EE) /I Vv—7DIPvd 7 K
LA,
vlan vian-1D (£5E) IGMP A X—tE 7

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avU R E—F i EXEC (#)
avy FERE )1y —= LEEHNE
Cisco IOS XE ¥ 7 7 /L4 )1 16.10.1 TOawy RREASRE L,

Zoavy FOHNIFFICRL LV EF, ZoHNEghR kI BT 5ITE, n—
ANDEZABARERA ML —Y FFVE— b7 7 A VAT AT, ZOHN%E
T AMIVEA LT NLET (72 & 21X, showtech-support platformigmp_snooping
| redirect flash:filename) .

Bl iz, show tech-support platform igmp_snooping =~ > KOl %~ L £7,

Device# show tech-support platform igmp_snooping GroupIPAddr 226.6.6.6 vlan

5 226.6.6.6 user Gii/o/8, Gili/0/27, Gil/0/28,
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. show tech-support platform igmp_snooping

Vlan ports
23 Router
24 Router
25 Router

————— show ip igmp snooping querier -----

Vlan IP Address IGMP Version Port
23 10.1.1.1 v2 Router
24 10.1.2.1 v2 Router
25 10.1.3.1 v2 Router

IGMP snooping : Enabled

Global PIM Snooping : Disabled

IGMPv3 snooping : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count HE

Robustness variable H

Last member query count HE

Last member query interval : 1000

Vlan 5

IGMP snooping : Enabled
Pim Snooping : Disabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Robustness variable H

Last member query count : 2

Last member query interval : 1000

Vlan Group Type Version Port List

5 226.6.6.6 user Gil/0/8, Gil/0/27, Gil/0/28,
Giz2/0/7, Gi2/0/8, Gi2/0/27,

Gi2/0/28
5 238.192.0.1 user Gi2/0/28

| BRZSEN R



| v27L88a<UF

IGMPSN Enabled : On

PIMSN Enabled : Off
Flood Mode : On
I-Mrouter : Off
Oper State : Up
STP TCN Flood : Off
Routing Enabled : Off
PIM Enabled : Off
PVLAN : No

In Retry : 0x0
L3mcast Adj :
Mrouter PortQ

Flood PortQ

show tech-support platform igmp_snooping .

————— show platform software fed active ip igmp snooping groups | begin 226.6.6.6 --—---

Vlan:5 Group:226.6.6.6
Member ports

CAPWAP ports

Host Type Flags: O

Failure Flags : O

DI handle : 0x7£f11151cbad8
REP RI handle 0x7£11151cc018

SI handle 0x7£11151cd198
HTM handle 0x7£11151cd518

si hdl 0x7£11151cd198 rep ri hdl
0x7£11151cd518

Device#

W7 40—V ROBEMKIZEB T,

0x7£11151cc018 di hdl

0x7£f11151cbad8 htm hdl

EEav> R

avw U rR s EA
ip igmp snooping IGMP A X — V> 7 % 7 — )L E T2

A B —T 24 ATHDIZLET,

show ip igmp snooping

F R
Rl

A ZADIGMP A X —VY' v FREX
F9,

show tech-support platform

T
7%
hd‘o

=NV R— MNUFEHTDH T v b
— AT B EME R E RN L E

va7igEavo R )



SRFLEEIATUFR |
. show tech-support platform layer3

show tech-support platform layer3

LAY 37Ty N7 — LREEREFRRT HIT1E, FiME EXEC “£— K C show tech-support
platform layer3 =~ R L £,

show tech-support platform layer3 {multicast Group_ipAddr ipv4-address switch switch-number
srcl Pipvd-address | unicast {dstlPipv4-addresssrcl P ipv4-address | vrf vrf-name destl P ipv4-address
srcl P ipv4-address} }

EX DA multicast <A F X v A MEREFRLE
ﬁ‘o
Group_ipv6Addr ipv4-address BELEZALTF¥ AN T L—
7T RUAICET DA FR
Lij—o
switch switch-number FBELI-AA v FIZET D 1EH
ZFRRLET, ARREITL~
9 TY,
srcl P ipv4-address FRE L7ekE 7 FLRIZET
LiFHmERRLET,
unicast =%y R MEAEDOEHR A RKR
L%,
dstl P ipv4-address FRE L5 T FL AT 5
HwmarRRLET,
vrf vrf-name =% % A b EEO Virtual
Routing and Forwarding (VRF)
HEmERRLET,
avU R E—F ¥t EXEC (#)
av Yy FERE )1)—= EEANE
Cisco IOS XE 7 7 /L% /L 16.10.1 Zoawy RPHEAShELE,

ERALEDAA KSq4y ZOavy ROENEFHEFEICELS 2V EF, ZOHNEDRILAT HIE, n—HL0HE
SIABFREIRA P L=V TV ET—= M T 7 ANV AT LT, ZOHNZINRT 7 A4 112V
ALV 7 NLET (=& ziE. showtech-support platform layer 3multicast group 224.1.1.1 switch
1srclP 10.10.0.2 | redirect flash:filename)
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1

show tech-support platform layer3 .

&IZ. show tech-support platform layer3 multicast group =~ > KOH B &R L F

‘3—‘0

Device# show tech-support platform layer3 multicast group_ ipAddr 224.1.1.1
switch 1 srcIp 10.10.0.2

destination IP:

224.1.1.1

source IP:
switch no:

10.10.0.2
1

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,
T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,
Y - Joined MDT-data group, y - Sending to MDT-data group,
G - Received BGP C-Mroute, g - Sent BGP C-Mroute,
N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
Q - Received BGP S-A Route, g - Sent BGP S-A Route,
V - RD & Vector, v - Vector, p - PIM Joins on route,
x - VxLAN group, c¢ - PFP-SA cache created entry
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
(10.10.0.2, 224.1.1.1), 00:00:22/00:02:37, flags: LFT
Incoming interface: GigabitEthernetl1/0/10, RPF nbr 0.0.0.0, Registering
Outgoing interface list:
Vl1an20, Forward/Sparse, 00:00:22/00:02:37, A
————— show ip mfib 224.1.1.1 10.10.0.2 -----
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
ET - Data Rate Exceeds Threshold, K - Keepalive
DDE - Data Driven Event, HW - Hardware Installed
ME - MoFRR ECMP entry, MNE - MoFRR Non-ECMP entry, MP - MFIB

I/0 Item Flags:

Forwarding

Other counts:
I/0 Item Counts:

Default

(10.10.0.2,224.1.1.1)
SW Forwarding:
HW Forwarding:

MoFRR Primary,
MS - MoFRR Entry in Sync,
IC - Internal Copy,
NS - Negate Signalling, SP
A - Accept,

RP - MRIB MoFRR Primary,

P - MoFRR Primary
MC - MoFRR entry in MoFRR Client.

NP - Not platform switched,

- Signal Present,

F - Forward, RA - MRIB Accept, RF - MRIB Forward,

MA - MFIB Accept, A2 - Accept backup,

RA2 - MRIB Accept backup,

Counts:

Flags: HW
0/0/0/0, Other: 1/1/0
NA/NA/NA/NA, Other:

MA2 - MFIB Accept backup

Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Total/RPF failed/Other drops
FS Pkt Count/PS Pkt Count

NA/NA/NA
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. show tech-support platform layer3

GigabitEthernetl1/0/10 Flags: A
Vlan20 Flags: F IC

Pkts: 0/0
TunnelO Flags: F
Pkts: 0/0

————— show platform software fed switch 1 ip multicast interface summary -----

Multicast Interface database

VRF Interface IF ID PIM Status State RI
Handle SVI

0 GigabitEthernetl1/0/10 0x000000000000005f enabled 0x0000000000000010
0x00007fb414b1£108 false

0 Vl1an20 0x0000000000000060 enabled 0x0000000000000010

0x00007fb414b31a98 true

————— show platform software fed switch 1 ip multicast groups summary -----
Multicast Groups database

Mvrf id: 0 Mroute: (*, 224.0.1.40/32) Flags: C IC
Htm: 0x00007fb414b23ce8 Si: 0x00007fb414b23a08 Di: 0x00007fb414b240e8 Rep ri:
0x00007£fb414b245£8

Mvrf id: 0 Mroute: (*, 224.0.0.0/4) Flags: C
Htm: 0x00007fb4143549e8 Si: 0x00007fb414b20a48 Di: 0x00007fb414blfe78 Rep ri:
0x00007£fb414b20428

Mvrf id: 0 Mroute: (*, 224.1.1.1/32) Flags: C IC
Htm: 0x00007fb414b2cc98 Si: 0x00007fb414b2b678 Di: 0x00007fb414b2ab98 Rep ri:
0x00007£fb414b2b0c8

Mvrf id: 0 Mroute: (10.10.0.2, 224.1.1.1/32) Flags: IC
Htm: 0x00007fb414b2£348 Si: 0x00007fb414b321d8 Di: 0x00007fb41l4b2dba8 Rep ri:
0x00007£fb414b30ed8

————— show platform software fed switch 1 ip multicast groups count —-----

Total Number of entries:4

————— show platform software fed switch 1 ip multicast groups 224.1.1.1/32
source 10.10.0.2 detail -----

MROUTE ENTRY vrf O (10.10.0.2, 224.1.1.1/32)
HW Handle: 140411418055080 Flags: IC

RPF interface: GigabitEthernetl/0/10(95)):
HW Handle:140411418055080 Flags:A

Number of OIF: 3

Flags: 0x4 Pkts : O

OIF Details:

TunnelO Adj: 0x£f8000636 F
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show tech-support platform layer3 .

Vlan20 Adj: 0xf8000601 F IC
GigabitEthernetl1/0/10 A
Htm: O0x7fb414b2£348 Si: 0x7fb414b321d8 Di: 0x7fb414b2dba8 Rep ri: 0x7fb414b30ed8

DI details

Handle:0x7fb414b2dba8 Res-Type:ASIC RSC DI Res-Switch-Num:255 Asic-Num:255
Feature-ID:AL FID L3

MULTICAST IPV4 Lkp-ftr-id:LKP_FEAT INVALID ref count:1

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x538e
mtu_index/13u ri index0:0x0 index1:0x538e mtu index/13u ri index1:0x0
Cookie length: 56

00 00 00 00 00O 00 0O 00 00 00 00 00 02 00 Oa 0Oa 01 01 01 0O 00 0O 00 00 00 00 00 00 0O
00 00 00

00 00 00 00 0O 00 0O 00 00O 00 00O 00 OO 0O OO 0O OO 0O OO0 0O 00 00 00 00
Detailed Resource Information (ASIC# 0)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctilo0 = 0x9

ctilol = 0

ctilo2 = 0

cpu@QNumO0 = 0x9e

cpuQNuml = 0

cpuQNum2 = 0

npulndex = 0

strip_seg = 0x0

copy_seg = 0x0

Detailed Resource Information (ASIC# 1)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctiLo0 = 0x9
ctilLol = 0
ctilLo2 = 0
cpu@QNum0 = 0x9e
cpuQNuml = 0
cpuQNum2 = 0
npulndex = 0
strip_seg = 0x0
copy_seg = 0x0

RI details

Handle:0x7fb414b30ed8 Res-Type:ASIC RSC RI REP Res-Switch-Num:255 Asic-Num:255 Feature-ID:
AL _FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x5
mtu_index/13u_ri_index0:0x0

index1:0x5 mtu_index/13u_ri_index1:0x0
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Cookie length: 56
00 00 00 00 00 00
00 00 00 00

00 00 00 00 00 00
Detailed Resource

00 00 00 00

00 00 00 00
Information

SRFLEEIATUFR |

00 00 02 00 Oa 0Oa 01 01 01 e0 00O 00 OO 0O OO 0O OO0 0O OO

00 00 00 00 0O 00 0O 00 00O 00 00 0O OO
(ASIC# 0)

SI details

Handle:0x7fb414b321d8 Res-Type:ASIC_RSC SI STATS Res-Switch-Num:255 Asic-Num:255

Feature-ID:

AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x4004
mtu_index/13u_ri_index0:
0x0 sm handle 0:0x7fb414b2df98 index1:0x4004 mtu index/13u_ri indexl:0x0

Cookie length: 56
00 00 00 00 00 00
00 00

00 00 00 00 00 00
Detailed Resource

00 00 00 00

00 00 00 00
Information

00 00 02 00 Oa 0Oa 01 01 01 e0 00O 00 OO 0O OO 0O OO 0O OO

00 00 00 00 0O 00 0O 00 0O 00 00O 0O 00 0O OO
(ASIC# 0)

Handle:0x7fb414b2f348 Res-Type:ASIC RSC HASH TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT IPV4 MCAST SG ref count:1l
priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: handle0:0x7fb414b2£558

Detailed Resource

Information

(ASIC# 0)

Number of HTM Entries: 1

Entry #0: (handle 0x7fb414b2£558)

KEY - src_addr:10.10.0.2 starg station index: 16387
MASK - src_addr:0.0.0.0 starg station index: 0
AD: use starg match: 0 mcast bridge frame: 0 mcast rep frame: 0 rpf valid: 1 rpf le ptr:

0

afd client flag: 0 dest mod bridge: 0 dest mod route: 1 cpp type: O dest mod index: 0

rp_index:

0 priority: 5 rpf le: 36 station _index: 16388 capwap mgid present: 0 mgid O

IZ. show tech-support platform layer3 unicast vif =2~ RO Nl ZR L ET,

Device# show tech-support platform layer3 unicast vrf vrl dstIP 10.0.0.20

srcIP 10.0.0.10

destination IP: 10.0.0.20

source IP: 10.0.0.

vrf name
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show tech-support platform layer3 .

Switch/Stack Mac Address : 5006.ab89.0280 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active 5006.ab89.0280 1 vO02 Ready

10.0.0.10 => 10.0.0.20 =>IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20

————— show ip cef exact-route platform 10.0.0.10 10.0.0.20 --—---

nexthop is 10.0.0.20

Protocol Interface Address

IP GigabitEthernetl1/0/7 10.0.0.20(8)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 0

Encap length 14
00211BFDE6495006AB8902C00800

L2 destination address byte offset 0
L2 destination address byte length 6
Link-type after encap: ip

ARP

Routing entry for 10.0.0.0/24
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via GigabitEthernetl1/0/7
Route metric is 0, traffic share count is 1

————— show ip route 10.0.0.20 —---—-

10.0.0.20/32, epoch 3, flags [attached]
Adj source: IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20 FF90E67820
Dependent covered prefix type adjfib, cover 10.0.0.0/24
attached to GigabitEthernetl/0/7

————— show ip cef 10.0.0.20 detail -----
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ip prefix: 10.0.0.20/32

Forwarding Table

10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached

OM handle: 0x10205416d8

————— show platform software ip switch 1 RO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

SRFLEEIATUFR |

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0
Encap Length: 14, Encap Type: MCP_ET ARPA, MTU:
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP _ADJ IPFRR NONE 0

OM handle: 0x1020541348

Forwarding Table

10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached

aom id: 393, HW handle: (nil) (created)

————— show platform software ip switch 1 FO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0
Encap Length: 14, Encap Type: MCP_ET ARPA, MTU:
Flags: no-13-inject

Incomplete behavior type: None
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show tech-support platform layer3 .

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP_ADJ IPFRR NONE 0

aom id: 391, HW handle: (nil) (created)

found aom id: 391

Object identifier: 391
Description: adj 0Oxld, Flags None
Status: Done, Epoch: 0, Client data: 0Oxc6a747a8

Object identifier: 66
Description: intf GigabitEthernetl/0/7, handle 31, hw handle 31, HW dirty: NONE AOM

dirty NONE
Status: Done

————— show platform software object-manager switch 1 FO object 391 parents -----

Object identifier: 393
Description: PREFIX 10.0.0.20/32 (Table id 0)
Status: Done

W7 04—V ROBEMKIZEB T,

BEa<v KR avy kR A
show tech-support platform T = NP R— MEAT 7T v b
74— LT LREMIE e FoR L E

j—O
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. show tech-support platform mld_snooping

show tech-support platform mld_snooping

IN—TWZE T o~NFxx AU AT =il (MLD) AX—t v 7FREFRT HITE, FF
¥E EXEC & — R C show tech-support platform mld_snooping =t~ R&fEH L E9,

show tech-support platform mld_snooping [ {Group_ipv6Addr ipv6-address} |[{vlan vian-ID}]

*ﬁi@%ﬁﬂﬂ Group_IpV6Addr ('f{:ﬁ) jﬂéﬁi—» L/7L: 7/]/_‘7077 ]\
L AT A A X — v IS
EFRRLET,
ipv6-address EE) FV—7DIPv6e 7 K
LA,
vlan vian-1D ({£&) MLD AX—¥

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avY K E—F FiHE EXEC (#)
avy FERE )1y —= EEHNE
Cisco IOS XE V7 /L4 )L 16.10.1 TOawy RREAIRE L,

FEREDHA KSq4y ZOaxy FOMDITIFFIZRS RV £4, ZOHNWEDRICLEST 52T, m—hLDE
TIABFFERA L —, FRIFZVET— R T 7 ANV AT AT, ZOHNEINET 7 A 112V
¥4 v7 NLET (72L& 21X, show tech-support platform mid_snooping | redirect
flagh:filename) ,

Bl &IZ. show tech-support platform mld_snooping =~ > ROz R L £,

Device# show tech-support platform mld snooping GroupIPv6Addr FF02::5:1

Building configuration...

Current configuration : 11419 bytes
!

! Last configuration change at 09:17:04 UTC Thu Sep 6 2018
|

version 16.10

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service call-home
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no platform punt-keepalive disable-kernel-core

|
hostname Switch
|
!
vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
|
address-family ipv6
exit-address-family
|
|

no aaa new-model

switch 1 provision ws-c3650-12x48uqg

call-home

show tech-support platform mld_snooping .

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "profile-1"
active

destination transport-method http
no destination transport-method email

ip admission watch-list expiry-time O

|
|
!
login on-success log
!
|

no device-tracking logging theft

crypto pki trustpoint TP-self-signed-559433368

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-559433368

revocation-check none

rsakeypair TP-self-signed-559433368

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2
revocation-check crl

|

!

crypto pki certificate chain
certificate self-signed 01
30820229 30820192 A0030201
30312E30 2C060355 04031325
69666963 6174652D 35353934
325A170D 32303031 30313030
532D5365 6C662D53 69676E65

TP-self-signed-559433368

02020101
494F532D
33333336
30303030
642D4365

300D0609
53656C66
38301E17
5A303031
72746966

2D536967
0D313531
2E302C06
69636174

27864886

F70D0101
6E65642D
32303331
03550403
652D3535

05050030
43657274
32353432
1325494F
39343333
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. show tech-support platform mld_snooping

33363830 819F300D 06092A86
ADBCI9C3B FEET7FFC8 986837D2
46365D0A E47E3F4F C774CA5B
AASBCA4CD FC2EQO2F6 FEO8BL7F
6DC8FC20 CA12C0D6 1CB28EDA
02030100 01A35330 51300F06
23041830 16801448 668D668E
1D0E0416 04144866 8D668ECY
4886F70D 01010505 00038181
59927D55 9D70CADO D64830EB
5E5515DB D098304F 5086F6CE
5C892D78 600FB655 E6C5A4DO0
88CF24DE DAA19474 51B535A5
quit

crypto pki certificate chain
certificate ca 01
30820321 30820209 A0030201
32310E30 0C060355 040A1305
6F204C69 63656E73 696E6720
3834375A 170D3338 30353330
43697363 6F312030 1E060355
526F6F74 20434130 82012230
82010A02 82010100 A6BCBDY96
CBB4C798 212AA147 C655D8D7
1C394D78 462EF239 C659F715
4AA4EB0D DB6FD1ICY9 60B1FD18
7390A3EB 2B5436AD C847A2C5
68E69491 20F320E7 948E71D7
C7479096 B4CB2D62 EA2F505D
C55F0D76 61F9A4CD 3D992327
DFC7C6CFEF 04DD7FD1 02030100
06300F06 03551D13 0101FF04
4B3D31E5 1B3E6Al7 606AF333
03820101 00507F24 D3932A66
604EDCDE FF4FED2B 77FC460E
D98987BF E40CBD9E 1AECAQ0C2
467A3DF4 4D565700 6ADFOFOD
7CATBTE6 ClAF74F6 152E99B7
S5FBODAO6 B92AFET7F 494E8AQE
80DDCD16 D6BACECA EEBCT7CFEF9
418616A9 4093E049 4D10AB75
D697DF7F 28
quit

|

|

|

4886F70D
4C126172
73E2A8DD
0164FC19
6ADD6DFA
03551D13
C92914BB
2914BB69
0000F1D3
D54380AD
88E8B576
6C1F1B9A
oc

01010105
446C3C53
B72A2E98
7DC84ABB
TE3E8281
0101FF04
69E9BA6G4
E9BAG4F6
3DD1ESF1
D2B5B613
F6B93A88
3AECAS550

SLA-TrustPoint

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BB03BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

diagnostic bootup level minimal

diagnostic monitor syslog
|

spanning-tree mode rapid-pvst

spanning-tree extend system-id

|
|
!
redundancy
mode sso

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DETFE
F3A58BE1
35202CDC
932E35B5

0003818D
E040F798
C66DB196
C99D91D6
4A189A9A
05300301
F61228DE
1228DE13
EB714A95
F8AFTASB
F458FDCF
E3DC0881

27864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAFO071A
OCFEBEA3
A2617DE7
58E9F3E3
4BC8EOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
092A8648
6D4DF6B0
3A5673AB
CD98B646
21E878AC
5BDDEB86
1A48A229
60E4616A
8862FDAE

class-map match-any system-cpp-police-topology-control
description Topology control
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00308189
4BA61C97
94E8150F
398233FF
AA44FCCO
01FF301F
132E2030
2E20300D
D5819933
1F801134
91A42D7E
01C4D004

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FBS8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37ClE69
B623CDBD
0275156F

SRTLEEITUFR |

02818100
7506FDCE
0B669CF6
814EF6DA
BA9BDS8AS
0603551D
1D060355
06092786
CAD0OCY943
246F760D
FA741908
7TAB65BC3

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0
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show tech-support platform mld_snooping .

class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data, LOGGING

class—-map match-any system-cpp-default
description EWLC control, EWLC data, Inter FED

class-map match-any system-cpp-police-sys-data
description Learning cache ovfl, High Rate App, Exception, EGR Exception, NFL SAMPLED
DATA, RPF Failed

class—-map match-any AutoQos-4.0-RT1-Class

match dscp ef

match dscp csé6

class-map match-any system-cpp-police-punt-webauth
description Punt Webauth

class—map match-any AutoQos-4.0-RT2-Class

match dscp cs4

match dscp cs3

match dscp af4l

class-map match-any system-cpp-police-121lvx-control
description L2 LVX control packets

class-map match-any system-cpp-police-forus
description Forus Address resolution and Forus traffic

class-map match-any system-cpp-police-multicast-end-station
description MCAST END STATION

class-map match-any system-cpp-police-multicast
description Transit Traffic and MCAST Data

class-map match-any system-cpp-police-12-control
description L2 control

class-map match-any system-cpp-police-dotlx-auth
description DOT1X Auth

class-map match-any system-cpp-police-data
description ICMP redirect, ICMP_GEN and BROADCAST

class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual

class-map match-any system-cpp-police-control-low-priority
description ICMP redirect and general punt

class-map match-any system-cpp-police-wireless-priorityl
description Wireless priority 1

class-map match-any system-cpp-police-wireless-priority?2
description Wireless priority 2

class-map match-any system-cpp-police-wireless-priority3-4-5
description Wireless priority 3,4 and 5

class-map match-any non-client-nrt-class

class-map match-any system-cpp-police-routing-control
description Routing control and Low Latency

class-map match-any system-cpp-police-protocol-snooping
description Protocol snooping

class-map match-any system-cpp-police-dhcp-snooping
description DHCP snooping

class-map match-any system-cpp-police-system-critical
description System Critical and Gold Pkt

|

policy-map system-cpp-policy

class system-cpp-police-data
police rate 200 pps

class system-cpp-police-routing-control
police rate 500 pps

class system-cpp-police-control-low-priority

class system-cpp-police-wireless-priorityl

class system-cpp-police-wireless-priority2

class system-cpp-police-wireless-priority3-4-5

policy-map port child policy

class non-client-nrt-class
bandwidth remaining ratio 10
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. show tech-support platform mld_snooping

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

no ip address
speed 1000
negotiation auto

interface GigabitEthernetl/0/1

switchport mode access
macsec network-link

interface

interface

interface

interface

interface

interface

interface

Vlanl

no ip address
shutdown

ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server

ip access-list extended AutoQos-4.0-wlan-Acl-Bulk-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

ip access-list extended AutoQos-4.0-wlan-Acl-MultiEnhanced-Conf
permit udp any any range 16384 32767

permit tcp any any range 50000 59999

ip access-list extended AutoQos-4.0-wlan-Acl-Scavanger

range 2300 2400

range 2300 2400

range 6881 6999

range 28800 29100

permit
permit
permit
permit
permit
permit
permit
permit
permit

ip access-list extended AutoQos-4.0-wlan-Acl-Signaling

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp
udp
tcp
tcp
tcp
udp
tcp
udp
tcp

| BRZSEN R

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

€q
€q
€q
€q
€q

GigabitEthernetl/0/2
GigabitEthernetl1/0/3
TenGigabitEthernetl/1/1
TenGigabitEthernetl/1/2
TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

22

465

143

993

995

1914

ftp
ftp-data
smtp
pop3

1214
1214
3689
3689
11999
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show tech-support platform mld_snooping .

permit tcp any any range 2000 2002
permit tcp any any range 5060 5061
permit udp any any range 5060 5061
ip access-list extended AutoQos-4.0-wlan-Acl-Transactional-Data
permit tcp any any eqg 443

permit tcp any any eqg 1521

permit udp any any eqg 1521

permit tcp any any eqg 1526

permit udp any any eq 1526

permit tcp any any eqg 1575

permit udp any any eq 1575

permit tcp any any eqg 1630

permit udp any any eqg 1630

permit tcp any any eq 1527

permit tcp any any eqg 6200

permit tcp any any eqg 3389

permit tcp any any eqg 5985

permit tcp any any eg 8080

|

|

!

ipv6 access-list preauth ipvé_acl
permit udp any any eq domain
permit tcp any any eq domain
permit icmp any any nd-ns

permit icmp any any nd-na

permit icmp any any router-solicitation
permit icmp any any router-advertisement
permit icmp any any redirect
permit udp any eq 547 any eq 546
permit udp any eq 546 any eq 547
deny ipv6 any any

|

control-plane

service-policy input system-cpp-policy
|

!

line con 0

stopbits 1

line aux 0

stopbits 1

line vty 0 4

login

line vty 5 15

login

|

|

mac address-table notification mac-move

end

————— show switch | Include Ready-----

*1 Active 188b.9dfc.eb00 1 V00 Ready

————— show ipv6 mld snooping address | 1 FF02::5:1 ---—--

Vlan Group Type Version Port List
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. show tech-support platform mld_snooping

123 FF02::5:1 mld v2 Gi2/0/1

Device#

W7 40—V ROBEMKIZEB T,

o< R avw Uk SR BA

ipv6 mld snooping MLDV2 7a KAV AX—¥ L 75
2= VA LET,

show ipv6 mld snooping MLDV2 A X —¥E U JIEREFR L E
e

show tech-support platform T =NV AR— MUEHT 577 > b
74— LT OFEMEmAE R R LE
ﬁ‘o
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show tech-support port .

show tech-support port

B DEREA

AR E—F

T = AN R— M 2R — FEEOE R AR R T 5121%, Kk EXEC £ — R T show
tech-support port =~ > RZ#fF L £,

show tech-support port
Zoawy RZFSIEELEFTF—TU—NEH D A,

¥rME EXEC (#)

avy FERE

EREDAARZA4 Y

J1)—= EEAR
Cisco I0S XE Gibraltar 16.10.1 Zhavwr RREAINE LS,

showtech-supportport =~ > ROHNIIFFICELS 20 £T, ZOHNEHRLIIAETHIC
i, B—= I NVDEZIABARERA ML —Y ERIEFIVE—F T 7 A VAT AT, ZOHD%E
77 AN XA L7 hLET (72 & 21E, show tech-support port | redirect
flash:filename) .

Zoawy ROMMZIROa~y RRFEREINET,
» show clock
« show version
+ show module
» show inventory
» show interface status
« show interface counters
+ show interface counterserrors
» show interfaces
« show interfaces capabilities
« show controllers
+ show controllersutilization
» show idprom interface
+ show controller ethernet-controller phy detail
» show switch
» show platform software fed switch active port summary
« show platform software fed switch ifm interfaces ethernet

» show platform software fed switch ifm mappings
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show tech-support port

+ show platform software fed switch ifm mappings|Ipn

» show platform software fed switch ifm mappings gpn

+ show platform software fed switch ifm mappings port-le
« show platform software fed switch ifm if-id

+ show platform software fed switch active port if_id

KIZ. show tech-support port =2~ > ROHFHIZ R L ET,

Device# show tech-support port

Port Receive Utilization Transmit Utilization
Gil/0/1 0 0
Gil/0/2 0 0
Gil/0/3 0 0
Gil/0/4 0 0
Gil/0/5 0 0
Gil/0/6 0 0
Gil/0/7 0 0
Gil/0/8 0 0
Gil/0/9 0 0
Gil1/0/10 0 0
Gil/0/11 0 0
Gil/0/12 0 0
Gil1/0/13 0 0
Gil/0/14 0 0
Gil1/0/15 0 0
Gil/0/16 0 0
Gil1/0/17 0 0
Gil1/0/18 0 0
Gil1/0/19 0 0
Gi1/0/20 0 0
Gil/0/21 0 0
Gil/0/22 0 0
Gi1/0/23 0 0
Gil/0/24 0 0
Gi1/0/25 0 0
Gil/0/26 0 0
Gil1/0/27 0 0
Gil1/0/28 0 0
Gi1/0/29 0 0
Gi1/0/30 0 0
Gil/0/31 0 0
Gil/0/32 0 0
Gi1/0/33 0 0
Gil1/0/34 0 0
Gi1/0/35 0 0
Gil1/0/36 0 0
Tel/0/37 0 0
Tel/0/38 0 0
Tel/0/39 0 0
Tel/0/40 0 0
Tel/0/41 0 0
Tel/0/42 0 0

. DATLEEIOTUR
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show tech-support port .

Tel/0/43 0 0
Tel/0/44 0 0
Tel/0/45 0 0
Tel/0/46 0 0
Tel/0/47 0 0
Tel/0/48 0 0
Tel/1/1 0 0
Tel/1/2 0 0
Tel/1/3 0 0
Tel/1/4 0 0

Total Ports : 52
Total Ports Receive Bandwidth Percentage Utilization : 0

Total Ports Transmit Bandwidth Percentage Utilization : 0
Average Switch Percentage Utilization : O

*Sep 7 08:57:24.249: No module is present

W7 40—V ROBEMKIZEB T,
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. show version

show version

BAEO—RENTWAEY 7 =T OEREN—FR 2T BLIOT A AEREFRTDHI
13, =—% EXEC &— NF 721344 EXEC E— R T showversion =~ > REHFEHLET,

show version [{switch node}][{installed | provisioned | running}]

BX DA switch node (EE) 1 DOAAL v TFORERETEET, T 74V NI, AF v Tk
DY AT LAHNDTRTDAAL v FTT,
running EE) BEFITIN TV 7 7 A T D ERERELET,
provisioned (EE) 7rEeVa=r 78RN T0W5 Y7 b7 7 7AWl 5 1ERE
fBELET,
installed RPICA VA F—=ILENTWDE YT by =T IZET A EREFEE L E T,

user-interface | —H A L F —7 = RTEET D T 7 A VBT HIEREIEE L £,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FK = —% EXEC (>)
4 ke EXEC (#)
av Y FER )1)—X EEARE

CiscoIOS XE Gibraltar 16.11.1 | = pa~ > FREAINE LT,

ZDawy RTIE, T3 A THEEFITHOD CiscolOS Y 7 b7 =7 D/3—Y 32 ROME=
HAET =TT V7 T2TONR=Vay, BLEORVATAAEY OEEETe/N—R
7 THERIZOWTORFRRFREINET, ZOa~ FTRHY 7 o7 EN—FRuT7 D
W DERNEREIND D, Zoa~vy Kol Hikshowhardwarez~ > RO A LRI T T
9" (show hardware =~ > FiZ showversion =~ > KD a~<> oA U7 2 TY) |

show version =< > Rid, BEMIZIIROEREZRELL F7,
« V7 My =T IEHR
e XA D CiscolOS A A= DR—V g
« XA 2D CiscolOS £ A—TDOfRE (74 —F+v& v )

*ROM ND T — ~ 7 7 A )VDIGFET & £
e T =TTV af A=V DNR=Tay (T b T4 —bICEoTERD)

FEREDAA RZA4 Y

« TA AEA O

. ?j/\‘/l) X%
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show version .

o« VAT HOEIEAR]
« VAT ADY m— ROHH

* config-register ix it

s RIEID Y 1 — RE D config-register X E (77 v M7+ — AL >THERRD)
= R =T H#H

T T N T F—LEAT

eIty AT

Tty =Ry JEVa

cHHINTWDHIALS Y (Trkyd) A€ OFRE

cHEHEINTND VO AEY DR E

HHENTVWDELAATDTT v a AT ORE (FTv M7+ —AlTk->THA

%)
« 7mty¥R—FKID

Zoa<wy ROHIIoERITRO LB TI,

Cisco IOS Software, <platform> Software (<image-id>), Version <software-version>,
<software-type

Technical Support: http://www.cisco.com/techsupport
Copyright (c) <date-range> by Cisco Systems, Inc.
Compiled <day> <date> <time> by <compiler-id>

ROM: System Bootstrap, Version <software-version>, <software-type>
BOOTLDR: <platform> Software (image-id), Version <software-version>, <software-type>

<router-name> uptime is <w> weeks, <d> days, <h> hours,

<m> minutes

System returned to ROM by reload at <time> <day> <date>

System image file is "<filesystem-location>/<software-image-name>"
Last reload reason: <reload-reason>Cisco <platform-processor-type>
processor (revision <processor-revision-id>) with <free-DRAM-memory>
K/<packet-memory>K bytes of memory.

Processor board ID <ID-number

<CPU-type> CPU at <clock-speed>Mhz, Implementation <number>, Rev <
Revision-number>, <kilobytes-Processor-Cache-Memory>KB <cache-Level> Cache

ZOHIDOT 4= ROFTINZOWTIE, ] Z2ZRLTZ30,

showversion # A/J 3% &, IOSXE Y 7 b7 =7 DO/NX—V 3 EI0SXE Y7 MU =T /R R
AMFRINET, TONRY RUVIE, A v TFTIHEITENDY 7 N =T DERREY b
WS 2 —EO@ERI Ny r—UNEENTVET,

show version running =~ > N, AA v F THREEITIN TWEE A DRy r—TD ) A |k
ERRFLET, A VAP E—RTEBLEZSGS, @IS L7 e ya=rr 77 A
JNZY A RENTNWDE ARy r—U Oy MR T, N FLE— RNCTEE LGA, @
IR RILVIZEEFNTWA R —20y M2 £4,
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. show version

showversionprovisioned =~ > Rix, 7RV a=vr a8z v r—%y MCET 5 1E®
BRRALET,

YKIZ, Cisco Catalyst9300 2V — X XA+ F T showversion 2~ > RO Al ZR L
iﬁ—o

Device# show version

Cisco IOS XE Software, Version BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.10.20180903:072347

[v1610_ throttle-/nobackup/mcpre/BLD-BLD V1610 THROTTLE LATEST 20180903 070602 183]

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 03-Sep-18 11:53 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.10.1r, RELEASE SOFTWARE (P)

C9300 uptime is 20 hours, 7 minutes

Uptime for this control processor is 20 hours, 8 minutes
System returned to ROM by Image Install

System image file is "flash:packages.conf"

Last reload reason: Image Install

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
dna-advantage Subscription Smart License dna-advantage
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show version

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco C9300-24U (X86) processor with 1415813K/6147K bytes of memory.
Processor board ID FCW2125LOBH

8 Virtual Ethernet interfaces

56 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 TwentyFive Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
1638400K bytes of Crash Files at crashinfo-2:.
11264000K bytes of Flash at flash:.

11264000K bytes of Flash at flash-2:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 70:d3:79:be:6c:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPX

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U

System Serial Number : FCW2125LOBH

Switch Ports Model SW Version SW Image Mode

* 1 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL
2 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL

Switch 02

Switch uptime : 20 hours, 8 minutes

Base Ethernet MAC Address : 70:d3:79:84:85:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPK

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U0

System Serial Number : FCW2125L03W

Last reload reason : Image Install

Configuration register is 0x102

IZ, Cisco Catalyst 9300 > U — X A A » F T show verson running =~ > K& AL
T 2AURRAE I DWMBGTDAA v FTEIEFATSN TN DNy =PI 51
WERTTDHERLET,

Device# show version running
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991bae5b94de0df8083550£827a3c01756c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvle 10 0 101 2,

status: active
Role: rp base
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show version

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: n/a

Package: guestshell, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: active

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%a926acc6be0541440b8d7

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
active

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg, on:
RPO/0

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: active

Role: srdriver

File:
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show version .

/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: active

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

WIZ, 2ANARE T DT T 4T AA v F T b Cisco Catalyst 9300 V) — & A
A 7T show version provisioned =~ > K& AN LTI=BEDOHZ R L £7, show
versonprovisioned 2~ Rix, YrbEVa=r 7 &y r—Y%y MEENT
WHNRy r—UICBlT S ERER T LET,

Device# show version provisioned
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991baebb94de0df8083550£827a3c01756¢c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp base

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: guestshell, version: BLD V1610 THROTTLE_ LATEST 20180903 070602 _Vle 10 _0_101_2,
status: n/a

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%9a%926acc6be0541440b8d7

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: n/a

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: n/a

Role: rp daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885
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show version

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:

n/a

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE_LATEST_ 20180903 _070602_V16 10 _0_ 101 2.SSA.pkg, on:
RPO

Built: 2018-09-03 13.11, by: mcpre
File SHAl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: wlc, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
n/a

Role: rp_wlc

File: /flash/cat9k-wlc.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: ada2lbb3d57elb03e5af2329503ed6caa7236d6ée

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: n/a

Role: srdriver

File:
/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: espbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vlée 10 0 101 2,
status: n/a

Role: fp

File:
/flash/cat9k-espbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: ESPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 1a2317485£285a3945b3lae57aa64c56ed30a8c0

Package: sipbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vle 10 0 101 2,
status: n/a

Role: cc

File:
/flash/cat9k-sipbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: ce821195f0c0bd5e44£f21e32fca76cf9b2eed02b

Package: sipspa, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a
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show version .

Role: cc_spa

File:
/flash/cat9k-sipspa.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 54645404860b662d72f8ff7fa5e6e88cb0960e20

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: n/a

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

5 8: show version running D 7 « — )L F DR 8A

J4—JL K|

Package: & DY TR r— T D4,

version: B DY TR r—DR— g

status : FEEDA—INNA PR a2 — VIR L TR T —UNT I T 4 T ThDHNIET 7
T4 T ThHDHNN

File: Bx DI =T 7 A NDT 7 A NH,

on. DR T —=UNFEITENTWDT 7T 4 TERFRZ N DA—r3, FD

Zn vy A,

Built: fEl % D23y r— P PMERR S U= B A,
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. system env temperature threshold yellow

system env temperature threshold yellow

AT —DLEWVMEZRET D, fZe—LLy FORELEWVEOELRET D12, 7
o—sL a7 4 Fab—g avy RT system env temperature threshold yellow =~ >
REHEHALET, 7740 MEICERTICIE, Z0a~r Fono BREEHAL £,

system env temperature threshold yellow value
no system env temperature threshold yellow value

B DEREA Ve f T —& Ly ROLEWEDEZELET (BR) , HETEHHMHIL10~25T
—é—O

ATV RFI4LN T 7ANVMEZROEBY TT,

RIGBRELEWVMEDT 74U ME

FINA |4TO—¢LYED Ly
z = r1

14 °C 60 °C

DLy ROBELEWVESRET S I LI TE R AL

aAavYRE—FK Ju—sNLary 7 4 F¥al—g v
avy FERE )1)—=2 EEAR

Cisco IOS XE Gibraltar 16.11.1 = pa<> FRNEAIILE LT,

FRLEOHA RSy 7V =Ly FOLEWVMEZRET DI LIITEEEAN, A T —DLEWVEZRET D
ZLEFTEET, AT =L Ly FOLIWEDOEZEEL T, A To—D LI VWVEEZHRET
5HIZi%. system env temperaturethreshold yellow value 72— 3L 27 4 X a2 b— g
:?VF%ﬁ%Liﬁ‘ﬁini Ly RLEUVMEN 66°C AT, A —u— L EWMEE 5]
CITRRIET HITIL, LEWVEDZEE 15 ITRET H72DIT, system env temper ature threshold
y&mﬂSﬂ?/F%@%bi? 7-Ez2iE, Ly RLEVWED 60°C DFEHIC, £ —z—1L
FUVMEZ SI°CIZRET HITIE, LEVEDZEZ IITRET H72HIZ, system envtemperature

threshold yellow 9 ==~ > R&H L £,

N

GE)  TAAZANEOIRE Y o —TU AT ANOIREZHEST D720, +5°C DN L 5 Alhetk:
NV ET,

#l WOBITIE, A=a—b Ly RO LXVMEDES 15 ICRET S HEERLET,
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system env temperature threshold yellow .

Device (config) # system env temperature threshold yellow 15
Device (config) #
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. test cable-diagnostics tdr

SRFLEEIATUFR |

test cable-diagnostics tdr

A B—=T 2 A XA ETHEA L AL CRGHEGEE (TDR) BEEZ T3 5113, FiHEEXEC E—
KT test cable-diagnosticstdr =~ > R&fiH L £,

test cable-diagnostics tdr interface interface-id

BX DA

aAvU R TFI4ILE

aAvU R E—F

interfaceid TDR #3479 514 % —7 =1 A,

77 AV N OEIERIEIL S D FE A

¥+ EXEC

avy FERE

EREDAARZA

Jiy—=x TEARE
Cisco IOS XE Gibraltar 16.11.1 = o~y R ASHE LT,

TDR I%, $AFROA —H %> k 10/100/100 R— F 72 THR—FENET, 10X HTE Y b A —
# % v b AR— b F721F Small Form-Factor Pluggable (SFP) £ =—/L i"— h CiEH R — h &
NEE A,

test cable-diagnosticstdr interfaceinterface-id =~ > K& f#f L C TDR % %17 L7=#%. show
cable-diagnosticstdr interface interface-id 7 EXEC =2~ > REMH L CREREZFRLET,

WOFITIE, A Z—T x4 AL TTDR 2 ETTHHEEZRLET,

Device# test cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test started on interface Gil/0/2

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results

AE—=T 2 A ADY 7 AT —Z ZRT » FIRRETHEED 10 Mb/s £ 7213 100 Mb/s
Toh D4, test cable-diagnosticstdr interfaceinterface-id =~ > K& A 95 & &
DA =V NERINET,

Device# test cable-diagnostics tdr interface gigabitethernetl/0/3
TDR test on Gil/0/9 will affect link state and traffic

TDR test started on interface Gil/0/3

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results.
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traceroute mac .

traceroute mac

FBEDEEITLMAC 7 RLUANLIREDS N MAC 7 KL AL TE/ry R @IBT 5L A
2 X2 FBFRT HITIE, FikE EXEC £ — RN T traceroutemac =~ > Rafdif L £,

traceroute mac [interface interface-id] source-mac-address [interface interface-id]
destination-mac-address [vlan vlan-id] [detail]

BXDEREA

aAavU R FI4ILE

aAvU R E—F

inter face interface-id R FELELIIET A A LDA I =T =4 ZEHRELF

(
ER

source-mac-address  SEEITLT A AD 16 HIERD MAC 7 R L&,

degtination-mac-address 5 57 /34 2D 16 #FERD MAC 7 R L %,

vlan vian-id (BB BETT A ANDIHT NA AETE Ny "EIRT 5
LAY2D_ 2% L —ATAHVLANZIRELE T, HHETZ 5 VLAN
ID O#FIZ 1 ~ 4094 T4,

detail (EE) FEMfEmEzRRT oL 2mELET,

77 4V h OEBHERAEIZH Y TR AL

¥t EXEC

avy FERE

)1)—x EENE
Cisco IOS XE Gibraltar 16.11.1 = pa<> FREAIILE LT,

FEREDHA KSq4Yy LAT20FL—A)b— FZJEUNITEERE S H 2 (21%, CiscoDiscovery Protocol (CDP) 75% > b

U= DT RCDTNRA AT RZ—=T VIR TWABULENHY £, CDPEZT 4 &—T7 T
THZ T L&YY,

TNA ARV A F2RANTLA 2 FL—RAb— &P R —F L TWRWNT NS R L
TP E. TAALAEZLAY2 FL—RA7 Y REE LT, A4 L7 7 MILET,

INAWTCREEBI T BE 72 e KR » 77 %5%id 10 T,

LA ¥ 2traceroute 1T2=F ¥ A~ NI 74 v 7T EYR—FLET, LT H ¥ X DOk
BIELIFSHEMACT FLAZREL T, WEHR AR TG @SNt =7 — Ay kt—v
NERENET,

BEESNIEETBLO%EET KU A2E L VLAN IZH 58554, traceroutemac =~ > K )
XAV 22 2FR R LET,

HI2DVLANIZH D EE B L OSEET RLAZRE LTEGA. LA Y2823k &g,
TG — Avb—UNFRINET,
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. traceroute mac

SRFLEEIATUFR |

EETLETITFESE MAC 7 KL AREHD VLAN IZBT A541%. HEELE L U%%E MAC 7
RLZADMWGFHRELTWS VLAN 24 8ETHHLERNH Y £3,

VLAN Zf8E L7gW &, RAFGRMEnT, =7 — A ve—UBFRRrEINET,

BEOIEBENANT 2N LT 1 OOR— MIER SN TWDIES (722 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RX—N 1 DDFR— s THRHEINTZEHE, LAY 2 R 3IESNT, =5—
Ay—UNREFSNET,

ZOMEEEIX., F—2 U 7 VLAN Tl AR—FEREH A,

1

ROFITIE, FETLBLOSEEMACT FLAZIEETHZ LT, LA V2D 2%
RKRTDHHEERLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOFITIL, detall ¥— U — FEFEHT22L T, LA V2O E2ERT D5 HEER
L/i—a—o

Device# traceroute mac 0000.0201.0601 0000.0201.0201 detail

Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 / WS-C3750E-24PD / 2.2.6.6 :
Gi0/0/2 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con?2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ROBITIE, ERETB LT A ADA U F—T =2 A AL ETLHZET, LA
Y2DONRAERRTRT D HEERLET,

Device# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1
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traceroute mac .

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOBITIL, T3 A%
74?\‘ L/Sz—é—o

TCT A AR I N T RWGED LA ¥ 2 DN A%

paflls

Device# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C3750E-24TD] (2.2.5.5)
con5 / WS-C3750E-24TD / 2.2.5.5
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOFITIE, T3 ANEETTMAC 7 KL ADSEHAR— ERIETE R0V gEED L
A¥ 2D 2R LUET,

Device# traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

OB TIE, FMETB IO T NA ZARERRD VLANIZHDHED LA ¥ 2 DI/RA
R LET,

Device# traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

WOFITIE, SHEMACT RLANRSALF XY AN T RLADEAD LAY 2 DI/RA
%i—\‘ [_/i‘j‘o

Device# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address

WOHITIE, FMETB LV T A ADBEED VLANIZHDHGED LA ¥ 2 DI/RA
wRLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.
Layer2 trace aborted.
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. traceroute mac ip

SRFLEEIATUFR |

traceroute mac ip

FREDHFETLIP 7 FURAFETIHRR MM G, FREDSEIP 7 N A E IR R M & @il
T o7y DL AT 2R EFRART HITIE, Rt EXEC E— R Ctraceroutemacip 2~ K
EHALET,

traceroute mac ip {source-ip-addresssource-hostname} {destination-ip-address destination-hostname}
[detail]

B DEREA

aAvU R FI4ILE

aAvU kR E—F

source-ip-address 32 &y FofEl (R bFE 10 R THRESWERERELT /N A0
IP7 LA,

source-hostname YEAZTET A ADIP KA N,

degtination-ip-address 32 £ hOfill (K MMI& 10 #FKFD) THRESNIZ5E /T /3 AD IP
T RLA,

destination-hostname %545 /34 2D IP 78 A M4,

detail (EE) EMERA R~ T2 L9 BELET,

77 AV N OEIERIEILD D FE A

¥+ EXEC

avy FERE

EREDAARZA

J1y—= TEAR
Cisco IOS XE Gibraltar 16.11.1 = o~y FEASHE LT,

LAY20D b b—A/)L— & EYNIHEEE ¥ 521X, CiscoDiscovery Protocol (CDP) 723 % v h
T =0 DET NAATA RX—T NIl >TWAHMERHY £3, CDPET 4 E—7/WIZTHT
EIEET T EE Y,

FRAANMLA T 2NANTLA T2 FL—Z— R E2HR—F L TWRNT SN ZEREL
BE. TAL AL ATY2 hL—R2 72 ZE LT, A4 L7 7 MTLET,

INANTRHBIFTRE A Fe KA » 77 8ki% 10 T,
BEINEEE LB LO%EDIP 7 RLARFE—OH 7%y NNIZH D84, traceroutemac
ip =y PR LA Y2 "2 &FRLET,

IP7 RLARZIE LIEEA . 77351 A% Address Resolution Protocol (ARP) ZfEH L. IP 7 K
LA EFHUCHIET D MAC 7 KL AB LV VLANID x5t SHF 3,

FREDIPT RLAD ARP D F U BWHEAELTWDLIEA, 734 AT Sz
MAC 7 RV AZBEHL, WESXEZ#HBI L E7,
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traceroute mac ip .
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DR SN2 WA IR, SRR EN T, =7 — X vk —URFRINET,

BEOIEBENANT N LT 1 OOR— MR SN TWDIES (72 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA R—N 1 DDFR— s THRHEINTEZHE, LAY 2RI EINT, =T—
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1

WOHFITIE, detall F—U—RE2EHL T, BELEMEDIPT FLRAEZRET D
LT, LAY 2DRREFRRTDHHFEEZTRLET,

Device# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C3750E-24TD / 2.2.6.6 :
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOFITIL, BHEILBLUSHAA NMERETDHILET, LAY 2DORAEFRT
DIEERLET,

Device# traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on coné
con6 (2.2.6.6) :Gi0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Fal0/1

Destination 0000.0201.0201 found on con2
Layer 2 trace completed
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. traceroute mac ip

Device# traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.
Layer2 trace aborted.
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typefilesystem: /ffile-url...
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fileytem: 7 7> A LY ZF LDTA VYT A, VAT A R—K 7T v 2 T340 2|21 flash:
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Cisco IOS XE Gibraltar 16.11.1 ~pa<> RAEAINLE LT,
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TrANDY A MEIFET DL, 57 7 A VONENARERSNET,

RIS, 77 ANVONEZRRT OB ZRLET,

Device: type flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image_name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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. unset

unset
1O FOBEEHAZ )y FT AT, 7— e —FE—FTunsst 2~ REFHLET,
unset variable...

BX DA variable variable IZ1%, RITRTHF—U— FOWFhna i L £,
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unset .

MANUAL BOOT B&5:Z84%1%. noboot manual 72—/ )L 207 4 XFab—v g a<w 2 R
ZEAL TV Y M52 L TEET,

BOOT BBi A%, nobootsystem 7/ m— )L 27 4 Fal—v gy a<wy ReHALTY
oy bTDHZEHLTEET,

ENABLE BREAK B&5iZ5%%1%. noboot enable-break 7 o — )L 207 4 Fal—v gy aw
YREFERALTI Yy hFLZ b TEET,

HELPER B&BEA%E. noboot helper 7 o— 3L a7 4 X al—vay avr REEHALT
Vty hTHZ b TEET,

CONFIG_FILE B2H#225 %1%, noboot config-file 7 m— )L 27 4 Fal—v g avy N
FERALTYV Yy M52 &b TEET,

151
RIZ, SWITCH_PRIORITY BREZEHA Yy o6l R~ LET,

Device: unset SWITCH_PRIORITY
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. version

version
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