INA TFRASEYTF4 aT2FR

« clear secure-stackwise-virtual interface (2 ~X—3")

» debug secure-stackwise-virtual (3 ~X—1)

* hw-module beacon (4 ~<X—73)

e main-cpu (5 ~<X—3)

*mode sso (6 ~X—3)

» policy config-sync prc reload (7 ~~—2)

* redundancy (8 ~X—7)

e reload (9 X—)

« secure-stackwise-virtual authorization-key 128-bits (11 ~<—13)
« secure-stackwise-virtual zeroize shal-key (12 ~=<—3")
* show redundancy (13 ~X—2)

* show redundancy config-sync (17 ~X—73")

« show secure-stackwise-virtual (20 ~~—<)

» standby console enable (22 ~<X—7)

N FRASEY T4 aAIK .
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. clear secure-stackwise-virtual interface

clear secure-stackwise-virtual interface

A B —T A AEHEREZ 7 Y T3 BHI21E. $#HE EXEC £ — K C clear secure-stackwise-virtual
interface =2~ > R&EH L F T,

clear secure-stackwise-virtualinter faceinterface-id

avY RE—FK ¥5HE EXEC (#)

av Yy FERE )1)—2=R EEARE
CiscoIOS XE Gibraltar 16.12.x = a<> RREAINE LT,

&1

RIZ. Secure StackWise Virtual 40 ¥ &y s f =V Ry b A LV HX—T =2A A% 7 VT
THEERLET,

Device# clear secure-stackwise-virtual interface fortyGigabitEthernet 1/0/10
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debug secure-stackwise-virtual .

debug secure-stackwise-virtual

Secure StackWise Virtual D7 /3> 7 2 323 5 121%, FiME EXEC £ — KT
debugsecure-stackwise-virtual =~ > R&H L £,

F Xy TN T 5 I121E, undebug secure-stackwise-virtual =< > K& L £,

debug secure-stackwise-virtual
undebug secure-stackwise-virtual

ARV TFIANE TAYITRTAETATT,

aAavYRE—FK FyMe EXEC

av Y REE ) 1)—2 RENE
CiscoIOS XE Gibraltar 16.12.x = (o~ RREAINE LT,

&1

I, debugsecure-stackwise-virtual =~ > RO B ZR L £,

Device# debug secure-stackwise-virtual
Secure-SVL debugging is on
Switch#

IZ. undebugsecure-stackwise-virtual =~ KO FHZ R L ET,

Device# undebug secure-stackwise-virtual
Secure-SVL debugging is off
Switch#
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. hw-module beacon

hw-module beacon

Field Replaceable Unit (FRU) &7 /L— b —=1 > LED %9 5 (2%, 74 EXEC =— KT
hw-module beacon =~ > K& L £,

hw-module beacon {RP{active|standby} |fan-tray | power-supply power-supply slot number | slot
slot number } {off |on | status}

BX DA RP BIRLTIZAAS v FONL— Tty P ERINLET,
fan-tray BIRLTZAAL v FOT7 7 U EBIRLET,
power-supply BROAT Yy PESERELET, ARMEIT1~4TT,
power-supply slot number
slot slot-number Zny MESEEELES, AT ~4 TT,
off BIRLIZAA v FOL—FFakyHhE Ay kO —a 2 LED

AL, 7y EBRELTZICLET,

on BIRLE-AAS v FONL— Tty oy hOE—=a LED
AL, 7y EEBBREATZICLET,

status WIRLT-AAL v TFOAL— N TFatyh, 77 MA, ERAT
F, BLOZ2ey hOE—a LED AF—&Z A& F R LET,

ATV RFIFLE AL

v RKRE—F et EXEC (#)

av Yy FERE 1)) —= EERNR
Cisco IOS XE Gibraltar 16.11.1 Zpa<> FAEAINE LT,
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main-cpu .

main-cpu
TEAA Y a7 4 FXal—a 75— RERIBL, AZ N, A=A, P EV 2 —
N X—=T VT BT, TR 7 4 F2b—3 3> F— KT man-cpu =~ > K&
LET,
main-cpu

O Zoavy RIZFBIERERITF—V— REH Y FHA,

ARV RFIALE EL

ATV R E—F TEa7 4F¥2b—3 a3 (config-red)
avr FERE )1)—=2 EERNE

Cisco IOS XE Gibraltar 16.11.1 Zpa<> RAEAINLE LT,

FEREDHA KS4y ILEAM Y a7 4F¥alb—var B 7%F— b, sandby consoleenable =1 > R % i ]
LTCREZ N, Z— NS P T2 —NE A RF—T NI LET,

WIZ, TMEAA Y a7 4 F¥al—rary B T7E—REHIBL, AX A 2=
NAYP BTV a— NV 2—T MIT LB %RLET,

Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable
Device#
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. mode sso

mode sso

BX DA

ARV R TIAIE

ATV R E—F

N TRLSEYTcazor |

MEE—REAT—F 7NV AL vFF—s3— (SSO) IZHRETDHITIE, TEI 74 F2b—
gy EF—RTmodesso 2~ REHFEHALET,

mode sso
Zoawy NI ELITF—U— R A,
L

NEavy74F¥a2l—v 3

avy RERE

FEREDAA RS>

=32 ZERR
Cisco IOS XE Gibraltar 16.11.1 Zpa<> RAEAINLE LT,

modesso 2~ NiF, MEIV 74 X2l —3 3y BT— RTOAANTEET,
VAT L% SSO E— NICRET 2L E1E. IROFEEFHIES TS EIN,
¢SSO EF— RZHYAFR— 502, A=A P EY 22— )L TIEF—D Cisco I0S A A —

PN OMENRH Y £, Cisco10S U U — R DOAEDIZOIZ, TLRIKEENEIEL
RWEERHY £,

c BV 2 LOWEHERK (OR) 2FETT 5586, TV a— LOREFBITRE (Ready L
SOIRIE) THHBEIIT, AF— b TN AL v FA—S—DBICAL v FIEY £ b
L. #— bk 27— MIFEHLET,

cHREIERAN— A (FIB) 7—7 /IR v FA—"—lZEESNET, » =T v K F7
T4, =TT AREI RV AT L ETHIT S E T,

’OFITIE, TWEE— F% SSO IZHKRET D HEEZ R LET,

Device (config) # redundancy
Device (config-red) # mode sso
Device (config-red) #
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policy config-sync prc reload .

policy config-sync prc reload

Parser Return Code (PRC) DFEEN L7 4 X o b— g VORBITICRA LIZHEEICAZ v
N A=A FVa—LZ2)r—RTHI0F, TRay74F¥2b—3 a3 F—RT
policy config-syncreload =~ > R&ffiH L £ 7, Parser Return Code (PRC) DFEFHE R L7
AW AZ N, A= NP FVa— AR — RLARNWEIIHEETDHICIE, Zoav
Y RO noBEXEHEHL ET,

policy config-sync {bulk | Ibl} prc reload
no policy config-sync {bulk | Ibl} prc reload

X DA buk ~n7 a7 xXar—v a3y ET—RaETELET,

Ibl 11726 (bl) a7 4 X2l —varE— REEELET,

ATV RFEIFIR DAY URE TT7ANRTIEAR—T AT,

AT R E—FR Eav7 4X¥ab—3 3 (config-red)
A%y FEE 1y—2 EEAR

Cisco IOS XE Gibraltar 16.11.1 = o~y RAEASHE L,

WKIZ . Parser Return Code (PRC) DEZEMN a7 4 X 2 L— g OREIBUEPICHAE
L7ZGAIL, AZ A, A=A PV a— AN n—REh2Wk IR ET S
Bl R L ET,

Device (config-red)# no policy config-sync bulk prc reload
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. redundancy

redundancy
TNEaV7 4 X¥alb—ra = RRelBTH2E, Z7a—ar7 s Fal—vaE—
KCredundancy =~ > &AL £,
redundancy

XD Zoavwy RIZEEBIEELITF—TV—NEb VY £ A,

ARV R FIAAE L

aAavYRE—FK Ja—s\) ar7 4 Fal— 3 (config)
avr FERE )1)—Z EERAR

Cisco IOS XE Gibraltar 16.11.1 —pa< RAEAINLE LT,

FEALOHA KSA4> NEIL 74X a2l — a3y F— NI, A2, A= NS P TV 22— L&A x—T )T
THEDIHEHEND A A CPUY T E— FERBT -0 S ET,

AA L CPUY 7 E— REBIMET DICIE, LRIy 74 F 2l —v 3 F— K Tman-cpu 2~
YREMBHLET,

AL INA A=A W BT 2 — L EFITDHITIE, A A > CPU Y7 E— KD sandby
consoleenable =~ > R&fHH L F1,

MEaV 74 FX2lb—varyT—FREETT2I003, exit a~> FEFEHLET,

KIiZ, MEarvy 74 X2l —vay B— F2BBETA6 %5 LET,

T /3A A (config) # redundancy
T /3A A (config-red) #

WOFITIE, A A2 CPUV T E— REBRIBET B HEEZRLET,

T /31 A (config) # redundancy
T34 A (config-red) # main-cpu
T34 A (config-r-mc) #

BEa<w> R avw vk SR BA

show redundancy NEZ77 vV T 4 EREFRLET,
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reload

reload .

VAT AERE ) — KL, RELAEAZWHT 521, KM EXEC £— R Creoad =~ > F
PEMAL £,

reload [{/noverify |/verify}] [{at |cancel |in |pause | reason reason }]

BX DA

aAavU R TFI4ILE

AR E—F

Inoverify (EE) Vu—RORNCTZ 7 AV V7 =F ¥ 2R L2 X
IITHEELET,

Iverify (EE) Ve— RO 7 7 ANV 7 =F ¥ Z a8 LET,

at EE) Vr— N&2379 5K % hhomm A THRE L £
R

cancel (8 BT O) n—ReFyr e LET,

in (EE) Ve—RFz2E T3 2MREHEELET,

pause (EE) Vae— Rz gk LET,

reason reason (FEE) A7 2%V ue— T 58AZHEELET,

VAT AERETEBIZ)n— L, REDERZHNILET,

¥rME EXEC (#)

avy FERE

3l

=2 EENE
Cisco IOS XE Gibraltar 16.11.1 = o~ RApUEASHE LT,

WORFNL, StackWise Virtual #A£ P Catalyst 9600 >V — X AA v FTOT 7T 4T
AT DY a—RERLTWET,

Device# reload

System configuration has been modified. Save? [yes/no]: yes

Reload command is being issued on Active unit, this will reload the whole stack
Proceed with reload? [confirm] yes

*Jan 17 08:49:38.035: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command.

Jan 17 08:49:50.023: $PMAN-5-EXITACTION: BO/0: pvp: Process manager is exiting: process
exit with reload fru code

Jan 17 08:50:18.805: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: process
exit with reload chassis code

Initializing Hardware...

Initializing Hardware......
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. reload

System Bootstrap, Version 17.7.1r[FC3], RELEASE SOFTWARE (P)
Compiled Thu Oct 28 00:16:50 2021 by rel

Current ROMMON image : Primary Rommon Image
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secure-stackwise-virtual authorization-key 128-bits .

secure-stackwise-virtual authorization-key 128-bits

AR TIFILE

aAvU R E—F

Secure StackWise Virtual iRFEF —Z X ETDITiE, Fe— b a7 4 Xal— g E—FR
T secure-stackwise-virtual authorization-key 128-bits =~ > K& H L 9,

TRTO /) — FOFBFEXF—ZHIBRT HI21E, Zoa~r FonoBERXEFEHLET,

secure-stackwise-virtual authorization-key 128-bits
nosecure-stackwise-virtual authorization-key 128-hits

L

Ju—)L a7 4 ¥ 2 b—3 3 (config)

avy FERE

FEREDAA RZM4 Y

=R ZENE
CiscoIOS XE Gibraltar 16.12.x = pa~y FMEASINE L=,

StackWise Virtual #3EFX—(%, A ¥ v ZIZBMT DHHIT, TXTDAL v 7 A LN TEBINZER
ETHVLERHY 9,

AT DT RTDANIF LRIEF— 2 RETOILENH Y F9,

nosecur e-stackwise-virtualauthorization-key =~ > R T, BaEF—IZ B o b S FICHIBR S
NET, AZ T OFTXTDORA LN HBFEF — %ﬁﬂﬁ%ﬁ‘éb%ﬁ:% 0ET,

1

KIZ, secure-stackwise-virtual authorization-key 128-bits =~ > KO filZ R~ L £,

Device (config) #secure-stackwise-virtual authorization-key 128-bits
Device (config) #$ual authorization-key FACEFACEFACEFACEFACEFACEFACEFACE
SECURE SVL key successfully set.

The stacking will run in SECURE SVL

mode after the reload. Make sure you set the

same secure-svl key on all the members of the stack.

nyq SVL(config) #

nr7Rq45ey7sazvr i



. secure-stackwise-virtua

N TRA45EYTavvk |
| zeroize shal-key

secure-stackwise-virtual zeroize shal-key

F 34 A7>6 Secure StackWise Virtual SHA-1 ¥ —%2 P {4 2121%, Fe—b a7 4 ¥
L—¥ 3 F— R T secure-stackwise-virtual zeroizeshal-key =~ > R&ZH L 9,

secure-stackwise-virtual zeroize shal-key

AR R TFIAILE

L

AT R E—F

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy RERE

1)1)—=R EERNE
CiscoIOS XE Gibraltar 16.12.x Z o~ RREAINE LT,

FEREDHA FS14 Y

N

GE) ZoawrRiE, TRAAMBIOS A A=Vt ar7 4 Xal—rar 77 AVEHIRT S

Z LTk o T, FNAL AN Secure StackWise Virtual SHA-1 ¥ —4F ok L £1,

51

IZ., secure-stackwise-virtual zeroizeshal-key =~ > KO 1Bl E R L ET,

Device (config) #secure-stackwise-virtual zeroize shal-key

**Critical Warning** - This command is irreversible and will zeroize the Secure-SVL-VPK
by Deleting the IOS image and config files, please use extreme caution and confirm with
Yes on each of three

iterations to complete. The system will reboot after the command executes successfully

Proceed ?7? (yes/[no]): yes
Proceed ?7? (yes/[no]): yes
Proceed with zeroization ?? (yes/[no]): yes

[

% Proceeding to zeroize image. "Reload" session to remove the loaded image.
*Dec 14 11:04:43.004: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Removing packages.conf

The configuration is reset and the system will now reboot
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show redundancy

TWEZ 7V V7 4 H#RAEFRTRT DT, FiME EXEC ©— R Cshow redundancy =t~ > K% i

)EH L/\jz—gﬂo

show redundancy .

show redundancy [{clients|config-sync|counters|history [{reload |reverse}]| {clients|counters}
| states| switchover history [domain default]}]

BX DA

clients ULE) MRZ 7> VT4 7747 Mt AHERERRLET,

config-sync (EE) 27 4 X = b—a UEEO KR E 72 13 S 7172 Mismatched
Command List (MCL) ##/R~L E7,

counters EE) TRZ773 V74 AU 2Bl T HERERTLET,

history UEE) TE 773U T4 DBEDAT—X 200 7'E L OMEER % £

TLET,

history reload

(EE) TRZ7 72 VT4 0EDOY v— FMEREFRLET,

history reverse

FEE) WEZ77V VT A DBEDAT—FZ AR LI OBEERBRO O 7 %3
IECHRRLET,

clients EEVEN L H) AL v TFDTRXRTCORNET 7 VT4 7 T7AT V MR
I_/i‘ﬂ—e

counters FBEAL IR AL v TFDTXTCOI T U ENFRENET,

states (EE) MEZ7 7 VT4 0ORiE (T 1&—7 0, Wb, AZ A

TOTATRE) HETHIEREFRRLET,

switchover history

EE) WEZ7 73 VT 4 DAL v FF— =BT HIEREFR L
9,

domain default

EE) A v TFA—N—@REEFRT DAL L LTT 7L R
A EFRLET,

ATV RFI+LE RL
avURKRE—FK FrtE EXEC (#)
avy RER Jiy—=x EERNE

Cisco IOS XE Gibraltar 16.11.1 Zpa<> RAEAINLE LT,

ROPITIE, WRT 7V VT 4 ICBETDFmERrT o HEEZRLET,
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. show redundancy

Device# show redundancy

Redundant System Information :
Available system uptime = 6 days, 5 hours, 28 minutes
Switchovers system experienced = 0
Standby failures 0
Last switchover reason = none

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled

Communications = Up

Current Processor Information :

Active Location = slot 5
Current Software state = ACTIVE
Uptime in current state = 6 days, 5 hours, 28 minutes

Image Version = Cisco IOS Software, Catalyst L3 Switch Software
(CAT9K_IOSXE),Experimental Version 16.x.x [SZC—build—vl6x7throttle—4064—/
nobackup/mcpre/BLD-BLD V16x THROTTLE LATEST 102]

Copyright (c) 1986-201x by Cisco Systems, Inc.
Compiled Mon 07-Oct-xx 03:57 by mcpre
BOOT = bootflash:packages.conf;
Configuration register = 0x102

Peer Processor Information :
Standby Location = slot 6
Current Software state = STANDBY HOT
Uptime in current state = 6 days, 5 hours, 25 minutes
Image Version = Cisco IOS Software, Catalyst L3 Switch Software
(CAT9K_IOSXE), Experimental Version 16.x.X [SZC—build—vl6x7throttle—4064—/
nobackup/mcpre/BLD-BLD V16x THROTTLE LATEST 20191007 000645 102]
Copyright (c) 1986-201x by Cisco Systems, Inc.
Compiled Mon 07-Oct-xx 03:57 by mcpre
BOOT = bootflash:packages.conf;
CONFIG FILE
Configuration register
Device#

0x102

ROBITIZ, WRZ 7 VT 427 74T MEREFTRT Dk RLET,

Device# show redundancy clients

Group ID = 1
clientID = 29 clientSeqg = 60 Redundancy Mode RF
clientID = 139 clientSeqg = 62 IfIndex
clientID = 25 clientSeq = 71 CHKPT RF
clientID = 10001 clientSeqg = 85 QEMU Platform RF
clientID = 77 clientSeq = 87 Event Manager
clientID = 1340 clientSeqg = 104 RP Platform RF
clientID = 1501 clientSeqg = 105 CWAN HA
clientID = 78 clientSeq = 109 TSPTUN HA
clientID = 305 clientSeq = 110 Multicast ISSU Consolidation RF
clientID = 304 clientSeqg = 111 IP multicast RF Client
clientID = 22 clientSeqg = 112 Network RF Client
clientID = 88 clientSeqg = 113 HSRP
clientID = 114 clientSeqg = 114 GLBP
clientID = 225 clientSeqg = 115 VRRP
clientID = 4700 clientSeq = 118 COND DEBUG RF
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show redundancy .

clientID = 1341 clientSeqg = 119 IOSXE DPIDX
clientID = 1505 clientSeqg = 120 IOSXE SPA TSM
clientID = 75 clientSeqg = 130 Tableid HA

clientID = 501 clientSeqg = 137 LAN-Switch VTP VLAN

<output truncated>

HZE, ROERPERSNLET,

eclientiD IZ1%. 7947 O ID HZBENFRENET,
s clientSeq (21X, 7 747 MW@MY —F ARG NRRINET,

cBIEDTNE 7 72U T 4 OIREE,

ROPITIE, METZ 7 VT4 WU ZIERERTT D HEEZRLET,

Device# show redundancy counters

Redundancy Facility OMs
comm link up
comm link down

invalid client tx
null tx by client

tx failures

tx msg length invalid

client not rxing msgs

rx peer msg routing errors
null peer msg rx

errored peer msg rx

buffers tx
tx buffers unavailable
buffers rx
buffer release errors

duplicate client registers
failed to register client

Invalid client syncs

Device#

o O

o O O O

o O O O

135884

0

135109

0

WROFITIE, TTRT7 7 v VT o JBIENE e Fornd 5 5ik2 R LET,

Device# show redundancy history

00:00:04 client added:
00:00:04 client added:

Redundancy Mode RF (29

seqg=60

00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:
00:00:

04
04
04
04
04
04
04
04
04
04
04
04
04

client
client
client
client
client
client
client
client
client
client
client
client
client

added:
added:
added:
added:
added:
added:
added:
added:
added:
added:
added:
added:
added:

IfIndex (139) seg=62

CHKPT RF (25) seg=71

QEMU Platform RF(10001) seg=85
Event Manager (77) seg=87

RP Platform RF (1340) seg=104
CWAN HA (1501) seg=105

Network RF Client (22) seg=112
IOSXE SPA TSM(1505) seg=120
LAN-Switch VTP VLAN(501) seg=137
XDR RRP RF Client (71) seg=139
CEF RRP RF Client (24) seg=140
MFIB RRP RF Client (306) seg=150
REFS RF (520) seg=163

k1ib(33014) seg=167
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. show redundancy

00:00:04 client added: Config Sync RF client(5) seg=168
00:00:04 client added: NGWC FEC Rf client (10007) seg=173
00:00:04 client added: LAN-Switch Port Manager (502) seg=190
00:00:04 client added: Access Tunnel (530) seg=192

00:00:04 client added: Mac address Table Manager (519) seg=193
00:00:04 client added: DHCPC(100) seg=238

00:00:04 client added: DHCPD(101) seg=239

00:00:04 client added: SNMP RF Client(34) seg=251

00:00:04 client added: CWAN APS HA RF Client (1502) seg=252
00:00:04 client added: History RF Client(35) seg=261

<output truncated>

ROBITIE, TR 72U 7 4 OREICET O FREFZ T 5 7EELRLET,

Device# show redundancy states

my state = 13 -ACTIVE
peer state = 8 -STANDBY HOT
Mode = Duplex
Unit = Primary
Unit ID = 5

Redundancy Mode (Operational) = sso

Redundancy Mode (Configured) = sso

Redundancy State = sso
Maintenance Mode = Disabled
Manual Swact = enabled

Communications = Up

client count = 115
client notification TMR = 30000 milliseconds
RF debug mask = 0x0

Device#
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show redundancy config-sync .

show redundancy config-sync

a2 7 4 Fa b— g VREIMIEERER E 2R X 72 Mismatched Command List (MCL) (%
T 254A) #Frd 5i2iE. EXEC € — KT show redundancy config-sync =~ > RZ{Ef L
7,

show redundancy config-sync {failures {bem |mcl |prc} |ignored failures mcl}

BX DA

failures MCL == hY F/2iEZ_RA =7 4— b (BEM) /(/X—H— U X —
2— F (PRC) DfEEEFRFLET,

bem BEM [EEa~< > RY A REERL, AZ N, A=A P TV 22—
JLERREIRIZY 7 — R LET,

mcl AL v FDFEIFAL T 4 X2 b—a VIHFET DN AL S A—3
NRAYP T a—LDA A=V THR—FENTW RN~y REER
L. ZAZ UL ZA—NNRSA P T 2 — LZREINIC) 77— s LET,

prc PRCEEaZ< L RYU R NELRRL, AN, A=A P E2—)
ZREIRC Y 7 — F LET,

ignored failuresmcl #6451 X 7= MCL B 2 &R L£7,

aAvYRFIANLE AL
Sv U FE—F = EXEC
¥5HE EXEC
avy FER Jyyy—z= TEAR

FEREDAA RZA4 Y

CiscolOS XE Gibraltar 16.11.1 = pa~<> RREAINE LT,

2OM/NN—3 D CiscolOS A A—TUNEFENTWVDEEIL, TNENDA A—TIZL->T
YR—hrEhda~vry ey MPRERRDIAEERH Y T, 20X BRARA—FHa~vr Fong
NPT TT 4 T A=A P T2 — LV TETINTEE, A2, A=A F
Va— L TEDaATY RERBTERVAREENRH D, 2KV BREOR—EIRREN A L
FF, SAZEHFIICAZ N, A= NSNS EV 2 — L Ta~vy ROELT = v 7 NI
T5L. aw U RIIMCLIZBEIL, AZ " 2= A P TV a— 13y FENTE
To TRTOR—Fa~vr REFRRT HIZiE, showredundancy config-syncfailuresmel =~ >
RZfEHLET,

MCL ZHETHI2iE. ROFIEZFEITLET,

1L 7547 2= Y P EVa— LDOFE[TFary 74 Xal—arhb, fA—FKavr
NEFT_XTHIFRL E7,
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. show redundancy config-sync

2. redundancy config-syncvalidate mismatched-commands =~ > K& L T, {&1E L7-54T
2T 4 X2l — g UCESOT MCL Z FAER L £,

3 AREUNA, A= INA P EFVa— L&Y r—FLET,
FoE, WOFIAZFEITLCMCL 28414252 L T ET,
1. redundancy config-sync ignore mismatched-commands =~ > R& A L ET,

2. ARBUNAL Z— I NNRNA P Va2 —NEVr—FLET, VAT LT SSOE— NIZERL
EC

N

CE) AR—Baoa~vr FE2EHRTIEE. 77747 A=A VP TV a2—)LE RAF LA ZA—R
A EDa—ADRP LTINS T 4 Falb—a NIFELEEE T,

3. MM X7= MCL 1%, show redundancy config-syncignored mcl =~ > K&/ L CHEGR T
TET,

Ka~2 KTk, TOa~vr RERETDIT 72 a UEEICBWTRED 22— RRREINE
T TORDa—RiE, avy RREFIZFETINZNEIDERLETS, 777 47 A=
NAYP BTV a—1E, T2~ ROETHICPRC ZHERFLET, AX AL 2= 0H £
Va—Fa<wr REFETL, 72547 ZA—R_AA P EP2—LICPRCEELET, Zh
52 OOPRCHA—FHLARWE, PRCIEENEELES, » 7AW EZIT1197Z2L D (LBL)
FIHIFIZ A Z N ZA—= R P E P 2— /L TPRCZ T —NEUTGAE, AX /N Z—%
WAV ED 22— FVEy hanEd, T XTOPRCIEEAFKRT 5HI21%, showredundancy
config-sync failuresprc =~ > K& H L £,

N2k =73 — 5K (BEM) =7 —% &K "7 5121%, show redundancy config-sync failures
bem =~ R L ET,

WIZ, BEM EEZFRT 502~ LET,

Device> show redundancy config-sync failures bem
BEM Failed Command List

The list is Empty

WIZ, MCL [BEZFRRT 502 LET,

Device> show redundancy config-sync failures mcl
Mismatched Command List

The list is Empty

KIZ, PRC &2 FRRmd 2012~ LET,
Device# show redundancy config-sync failures prc

PRC Failed Command List

. N FRLSEY T4 aATUFR
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show redundancy config-sync .

The list is Empty
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. show secure-stackwise-virtual

show secure-stackwise-virtual

Secure StackWise Virtual D% M & FRx9 5121%. ¥ EXEC E— R T
showsecure-stackwise-virtual =< > F&2#H L £9°,

show secure stackwise-virtual { authorization-key |interfaceinterface-id |status

BX DA authorization-key 5,34 2|21 A b —/LEN TV 5 Secure StackWise Virtual F2aF % — %
FRLET,

interfaceinterface-id StackWise Virtual interface A > % — 7 = A 2D EHEREZFR L E T,

status 31 A D Secure StackWise Virtual D A5 —H A2 FK R LE T,

ATV RFIHLE RL

avYRKE—FK et EXEC (#)

avy FERE )1)—= EENE
CiscoIOS XE Gibraltar 16.12.x = a<> RREAINE LT,

51

RIZ. show secure-stackwise-virtual authorization key =~ > FOH 1%~ L E T,

Device# show secure-stackwise-virtual authorization-key
SECURE-SVL: Stored key (16) : FACEFACEFACEFACEFACEFACEFACEFACE

&Iz, show secure-stackwise-virtual interface =~ > FOHHIFlIZ R L E7,

Device# show secure-stackwise-virtual interface fortyGigabitEthernet 1/0/10
Secure-SVL is enabled

Replay protect : Strict

Replay window : 0

Cipher : GCM-AES-XPN-128

Session Number : 0

Number of Rekeys : O

Transmit Secure-SVL Channel
Encrypt Pkts : 80245
Cumulative Encrypt Pkts : 80245

Receive Secure-SVL Channel

Valid Pkts : 80927
Invalid Pkts : 0
Delay Pkts : 0
Cumulative Valid Pkts : 80927

Port Statistics
Egress untag pkts
Ingress untag pkts : 0

o
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show secure-stackwise-virtual .

Ingress notag pkts : 0
Ingress badtag pkts : 0
Ingress noSCI pkts : 0

&IZ. show secure-stackwise-virtual status =~ > RO Al Z7< LET,

Device# show secure-stackwise-virtual status
Switch is running in SECURE-SVL mode
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. standby console enable

N TRA45EYTavvk |

standby console enable

BX DA

AU RTIAIE

ATV R E—F

ABZ N A=) A=A P BT 2 — ) ~DT I A% A X —T T HI2%. IE
AA v ary7 4 ¥ al—yar % 7E— T sandby consoleenable =~ > R&H L £7,

-

2B A=) A=A P T a2 — L ~DT I RAET 4 —7 T AT, =
Da<wr FonBEXEEHALET,

standby console enable
no standby console enable

Zoawy RIFBIEELIIF—TU—RiEdb v £ A,
AB RS, A=) A=A T 2= ~DT 7B AIT 4 =T LT,

TEAAfy a7 4 Xal— gy B 7TE—F

av Y RERE

FEREDHA K542

)1)—2 EENE
CiscoIOS XE Gibraltar 16.11.1 Zpa<> RREAINE LA,

ZDAR Y RE, AZ N, ar Y= WIET OREDT —Z 2N L, MR 572D
SINET, a~vr R, B RAanT 7 =N R— MIYRT AL ZAD N T Ty a—
T AT AT DICEL DL ET,

WIZ, EAAA a7 4 X2l —ya P TE2E—RERRBL, AX AL ay YV —
VA=A T 2= N ~DT T8 AE A X—T M TBH 2R LET,

Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable
Device (config-r-mc) #
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