Cisco TrustSec A< > F

s address (CTS) (3 X—)

s clear cts environment-data (5 ~3—37)

* clear cts policy-server statistics (6 ~<—13)
* content-type json (7 ~—1)

* cts authorization list (8 ~X—1)

s cts change-password (10 ~X—73)

s cts credentials (11 ~X—73)

» cts environment-data enable (13 ~X—73)
» cts policy-server device-id (14 ~X—37)

s cts policy-server name (15 ~<—137)

» cts policy-server order random (16 ~X—)
s cts policy-server username (17 ~X—3)
s ctsrefresh (19 ~X—7)

s ctsrekey (21 ~—2)

* cts role-based enforcement (22 ~—737)
s cts role-based 12-vrf (24 ~—73)

* cts role-based monitor (26 ~—73)

* cts role-based permissions (28 ~X—73)

* cts role-based sgt-caching (30 ~X—73)

« cts role-based sgt-map (31 ~~—2)

* cts sxp connection peer (34 ~X—3)

* cts sxp default password (37 ~X—)

» cts sxp default source-ip (39 ~<—73)

s cts sxp filter-enable (41 ~X—73)

s cts sxp filter-group (42 ~X—7)

« cts sxp filter-list (44 ~<—2)

* cts sxp log binding-changes (46 ~<—737)
» cts sxp reconciliation period (47 ~—3)

s cts sxp retry period (48 ~X—3)
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« debug cts environment-data (49 ~X—)
« debug cts policy-server (51 ~<X—1)
eport (CTS) (52 =—%)

* propagate sgt (cts manual) (53 ~—73)

s retransmit (CTS) (55 ~—)

» sap mode-list (cts manual) (56 ~—73)

« show cts credentials (58 ~~—73”)

» show cts environment-data (59 ~—73")

» show cts interface (60 ~X—1)

» show cts policy-server (63 ~X—1)

» show cts role-based counters (66 ~X—3)
» show cts role-based permissions (68 ~X—73)
» show cts server-list (70 ~<—1)

s show cts sxp (73 ~X—7)

s timeout (CTS) (76 ~—%)

» tls server-trustpoint (77 ~X—13)
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address (CTS) .

address (CTS)

Cisco TrustSec R U & —H— D7 FLURAEZFRET HIZIE, RV —PV—nR a7 ¥l —
valrE— RTaddressza~ > REHFEHALET, R —F =7 FLREZHIRT 52,
Zoawry FonoBERNEERLET,

address {domain-name name | ipv4 policy-server-address | ipv6 policy-server-address}
no address {domain-name |ipv4 |ipv6}

B DR

ul
&

AR R TFI4ILE

aAvU R E—F

domain-name name RY S —H =D RKAA 4%
BELET,

ipv4 policy-server-address RY L —H— RO T KL Z
FHRELET,

ipv6 RY L —HF— "D IPv6 7 KL
AERELET,

WY =P =T FLRTRESNTOERE A,

RY == a7 4 F ol — a3 (config-policy-server)

avy FNERE

FEREDAHA RS2

3l

) y—2 EENE
Cisco IOS XE Amsterdam 17.1.1 Thavwr s RREAINE LA,

Ry —P—nR a7 F¥al—gry F—RERHEBETAHICE. R —F—R_LEHREL
7,

WIZ, RY =P =D RAL 2 E2RET DB R LET,

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server_ 2

Device (config-policy-server) # address domain-name ISE_domain

wIZ, RY—HF—R_"DIPT FLRAEZRETLHHZRLET,

Device# enable

Device# configure terminal

Device (config) # cts policy-server name ise_server 2
Device (config-policy-server)# address ipv4 10.1.1.1

Cisco TrustSec A< > K .



Cisco TrustSec A7 > K |
. address (CTS)

BEa<w> R avw vk SR BA
cts policy-server name RY =P —ROLHEHREL, R

v—Y—R a7 4 FXal—T g
ET— FEBBLET,
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clear cts environment-data .

clear cts environment-data

Cisco TrustSec DERIET — X % 7 U 73 5121k, F5#E EXEC £ — K C clear ctsenvironment-data
a<wr REFEHRALET,

clear ctsenvironment-data

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

avY RE—FK ¥5HE EXEC (#)
avy FER )1)y—2= EERNE

Cisco I0S XE Amsterdam 17.1.1 Zoawry RPNEAINE L,
Bl Wio. BEET— 4% YT oHETLET

Device# enable
Device# clear cts environment-data

MEavr R avo kR B
ctsenvironment-data enable BIET— A OX Y a— e LE
R
debug cts environment-data Cisco TrustSec BT — Z #{EDT N >

7 EANTLET,

show cts environment-data Cisco TrustSec DEREET — ¥ {FHll & For
l./ \i—a—o
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. clear cts policy-server statistics

clear cts policy-server statistics

Cisco TrustSec 7K U o —H— _OEEHERE 7 UV 73 HI121L., F#E EXEC £— KT clear cts
policy-server statistics =~ &AL £,

clear ctspolicy-server statistics {active | all}

BX 05N active 7T AT HRTRTORY v—
Y OfERHERE 2 U T LE
R
al FTRTORY —H— Ot
HmE 27 V7T LET,
avY RE—FR K5t EXEC (#)
avy FEE )1)—2 EERAE
Cisco IOS XE Amsterdam 17.1.1 Zoawy RREAINE LT,
il WIT, TRTORY = — _OFFEERE 7 ) 7T BHERLET,
Device# enable
Device# clear cts policy-server statistics all

cts policy-server name Cisco TrustSec 78 U 2 —H— " Z3&E L,
RY)—P—Rar7 4 ¥al—3
v E— REBBLET,
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content-type json

JavaScript Object Notation (JSON) % =2 7YX A4 7L L THMIT HIZIE, KU —H—
a7 4 Fab— g E— RTcontent-typejson 2~ > REFHALET, Zoarro vy
A THEEIET HI21Z. Z0a~vr Rono BREEMALET,

aAavY R FI4ILk

AU kRE—F

content-typejson
no content-type json

content-type json .

COa=y FIZFBIEELEEF— TV —FEH D A,

JSON ot T > Z A RN > TWET,

RY =P =N a7 ¥ a2l — a3 (config-policy-server)

avy FERE

EREDAARZA4

3l

1)1)—=x EENE
Cisco I0S XE Amsterdam 17.1.1 Zhavwr  RREAINE LA,

JSON |Z, Cisco Identity Services Engine (ISE) moH&F 2 UFT 4 JNV—TF T/ EA 3 bu—
VU AR (SGACL) BRUBRET —# 44 v n— NI 57200ary7 Y2478 LTE

ISy % Sr e

WIZ, JSON 2 F U B A FH NI T 5052~ LE T,

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server_ 2
Device (config-policy-server)# content-type json

EEav> R

avwU kR

BLL]

cts policy-server name

R =P —R"OL4FIEHEL, RY
—Y—R a7 4 Fal—g
T— RZHBLET,
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. cts authorization list

cts authorization list

TrustSec ¥ — R T /3A A THEHT HFRFE. 7Fr, BEORT U T 107 (AAA) H—D Y
A NEFRET HIZIE, Cisco TrustSec ¥ — KT RNA AT/ a— L a7 4 Fal—va v
£— R Cctsauthorizationlist =~ > RZHEH L 9, FBAEHIZY X NOEHEEIET 51T,
Zoavwr RonBEREFEHLET,

cts authorization list server_list

no cts authorization list server_list

EXDiRHA server_list Cisco TrustSec AAA H— 7 )L—7F,

ARVRFILLE L

ATV R E—F Jua—) a7 4 F¥Fab— a3 (config)

YR—btEIhd1—Ho—L
EHZE (Administrator)

avy FERE J1y—x EERAR
Cisco I0S XE Fuji 16.9.1 Zoavwy RPNEAINEL
77

FEREDHA KSq4y ZOATL NI = RTFAA REFTE, T — RT3 ZiE, TrustSec BREET —# D=
R—=%2 h& LT TrustSec I—t T 4 7r—HF DO ET 25 D TrustSec AAA H— 31U 2 %A HL
HLET,

WDENL, TrustSec > — RFNXAL ZAD AAA 27 4 Fal—ary®HRLET,

Device# cts credentials id Devicel password Ciscol23

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication dotlx default group radius

# aaa authorization network MLIST group radius

# cts authorization list MLIST

# aaa accounting dotlx default start-stop group radius

# radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key

( )
Device (configqg)
Device (config)
Device (configqg)
Device (configqg)
AbCel234
Device (config) # radius-server vsa send authentication
Device (config) # dotlx system-auth-control

Device (config) # exit
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EEav> R

av>v R S5ER
show cts RADIUS H— \REZF R LFET,
server-list

cts authorization list .
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cts change-password

02— BT N, ALY — RO T/NA T — REE BT 521X, ctschange-password F#HE
EXEC 2~ REMEALET,

cts change-password server ipv4_address udp port {a-id hex string | key radius key }[{source
interface list}]

BX DA

AU R TIHIE

aAvU R E—F

server i nJ‘_E'}j\P‘/\%?EHﬂ;Li—g«
ipv4_address PRFE— "D IP 7 KL A,
udp_port ZWEEH— /30D UDP AR— k.,

a-id hex_string  ACS %— O#BISCFHNZHEE L E T,

key FuvYa =T 5 RADIUS ¥ —%fEE L E£9,

sourceinterface list  ({£&) FREND YU A M- T, ERAAY » FOEETT RLADA
VHE—=T 2 AL T EFDBINNT A =L ETRTE LET,

L

HikE EXEC (#)

HYiR—btEhbda—Ho—)L
¥ (Administrator)

avy FERE

HEREDAA K1Y

)1)—=x EERNE
Cisco I0S XE Fuji 16.9.1 oavwry RBREAINEL
77

ctschange-password 2~ > RIZ XV | FEEIIFRAE — " ZHEE LR TH, m—A TN
A A & Cisco Secure ACS FFE Y — R THEHA S NDH XAV = REEHTHZ ENTEET,

Iz, A A »F & Cisco Secure ACS D [H] T Cisco TrustSec /XA U — R AL H 45 5] %27
l_/\i‘j—‘o

Device# cts change-password server 192.168.2.2 88 a-id ffef
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cts credentials .

cts credentials

Ry RT— T F N A TrustSec ID B LUOVIA U — REEET AI101E. ¥ EXEC =— RT
ctscredentials 2~ > R&EEA L 9, v 74 ERZHIRT 51213, dear ctscredentials =<
VREMEALET,

cts credentialsid cts id password cts pwd

BX DA

AR R TFIAILE

aAvU R E—F

credentialsid cts id EAP-FAST % f#i f L THh o> Cisco TrustSec 7 /31 A2 TERAFT 5 & (2
F XA ANMEH TS Cisco TrustSec 734 A IDZHEELET, Cts-ldﬁ%é(
X, mR32 XFTRLFE/NLFE X LET,

password cts pwd EAP-FAST % f#i ] L THLOD Cisco TrustSec 7 /31 A TEREFT 5 & (T
TN APMERT DAV —REFRTLET,

L

H:HE EXEC (B)

HR—rEhda1—Ho—)L
B (Administrator)

av Y RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.1 Ioavwr RPNEAINEL
72,

ctscredentials =~ > Fid, EAP-FAST % 1{#F L Cfti Cisco TrustSec 7 /XA A CiBilE$ 5 & &=
W Z DT A ARFET 5 Cisco TrustSec 7 /34 A ID BLUOV/IA T — REFFE L E9, Cisco
TrustSec D1 7 A NERIZAX — T v 7 a7 4 X ab— g TlEa F—Z T ICHRAF
I TWDH72, Cisco TrustSec D 17 27 A AAFMOIRBEIRGI I A FEH AR (NVGEN) 7'rt
ATIHEITEINERT A, T34 A1, Cisco Secure Access Control Server (ACS) 7>5 Cisco
TrustSec 7 A 7> 7 4 7 4 ZHID B THNDH, ACSHHERINIZ L ZITH LWLWIRAT—R
FHEBENRTHILOICTEET, Zhboul A U ERIE. F—A NTTRES N, EfTa
T4 FX 2= g VERETALEMN 2L 72 9, Cisco TrustSec 731 A ID #FKR_7 5
IZ1%, show ctscredentials =~ R&EH L ET, RGESNIZANRAT—REIFRRSNERA,

FTNAAID TN RA T — RELEFEST AL, a2 RE2FANLET, F—AT%72 U
T3 5121, clear ctscredentials =~ > RAHH L £,
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. cts credentials

A\

GE)  Cisco TrustSec 734 A ID BNEFT S 7-#4 . Protected Access Credential (PAC) X\ T /34
ZIDIZEBEMIT HN TR, HILWT AT T 4T IR L TUTAED TRV, 3TO
PAC IZF—A N T M HiEESINET,

IZ, Cisco TrustSec 7 /34 A ID BLONRRAT — RERETDHH 2R LET,

Device# cts credentials id ctsl password passwordl

CTS device ID and password have been inserted in the local keystore. Please make sure
that

the same ID and password are configured in the server database.

WIZ, Cisco TrustSec 7 /XA A ID % cts_new, /XA — K% password123 (228532 4l
ZRLET,

Device# cts credentials id cts_new pacssword passwordl23

A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure

that
the same ID and password are configured in the server database.

WIZ. Cisco TrustSec T34 A ID BL R T — ROREEEZF TR TAHEZ R LET,

Device# show cts credentials

CTS password is defined in keystore, device-id = cts new

BEa<w> KR avw >R SiBA
clear cts Cisco TrustSec /34 A ID &2 U— K227 V7 L%,
credentials
show cts BIJED Cisco TrustSec 7 /34 AIDHB L UVVSZA T — ROREEZ R LE T,
credentials
show ctskeystore | N\~ Ry = 7B LRV 7 727 OF—ZA NTONEEFRLET,
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cts environment-data enable .

cts environment-data enable

AU R FI4ILE

O R E—F

REST 7 7V r—vary 7a’l o307 A =74 A (APD) ICKDBET -2 DX T
n— REHENCTHI4E, F7a—sL a7 ¥ a2 b—3 3 F— T ctsenvironment-data
enable =~ REMHLET, BET —F DX v oan— REEHZTHI2EF, Zoav s R
D no WAAEMEHLET,

cts environment-data enable
no cts environment-data enable

Zoawy RSB ELIZF—TU—FiEH Y A,
BT —20F Ty a— RIAENI > TOWERA,

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FREDHA FSA Y

3l

)1)—=x EHEAR
Cisco I0S XE Amsterdam 17.1.1 Zoawry RPREAINE L,

ctsenvironment-dataenable =~ > K & ctsauthorization list =~ > RZ —#I2E A5 2 &1
T&E £t A, ctsauthorizationlist =~ R TIL, RADIUSIC K ABRET —# DX 7 m— K3
BT £,

ctsauthorization list =< > K& L C RADIUS N— X DR EZRAIT LIz & ZIT cts
environment-dataenable =~ > FA T TIZTREINLTND L, 2V —LITIROTZT— A v
T—UNERRINET,

Error: 'cts policy-server or cts environment-data' related configs are enabled.
Disable http-based configs, to enable 'cts authorization'

KIZ, BRET =2 DX n— ReFlT 262" LET,

Device# enable
Device# configure terminal
Device (config) # cts environment-data enable

BEav> R

av vk EBA

clear ctsenvironment-data BET—2%27 V7 LET,

debug cts environment-data Cisco TrustSec BIE T — X B{EDT /X >
T EAINZLUET,

show cts environment-data Cisco TrustSec DEIR T — # fF# & &R
LET,
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. cts policy-server device-id

cts policy-server device-id

RY =P —R"OFT A ZAIDERHETHIZIE, Fa— a7 4 Fal—y 3 F—RFT
ctspolicy-server device-id =~ > FEMH L £, KU o—H— D734 21D ZHIBRT 51
X, Zoa<r Fono BXEHEHLET,

cts policy-server device-id device-ID
no cts policy-server device-id device-1D

B DR

i
&

device-ID Cisco TrustSec 7 /XA A DT /N
A % 1D,

ATV R FI4NLE TOAADERESNATOHEEA,

AT RE—FK Ja—s\)ary7 4 ¥ al—3 3 (config)
av Y REE ) 1y—2 RENE
Cisco IOS XE Amsterdam 17.1.1 Thavwr s RREAINE LA,

EELEDOHA KSq4> 773 AIDIE, Ciscoldentity Services Engine (ISE) T* v hU—2 772 F/31 2 (NAD)
BT LD LD LR L THLINLERDHY £7, ZDID &, Cisco ISE (ZBEE
T ERERETDIOIENSNET,

i Wiz, BY S —H—_OF A RID ERET DE %R L ET

Device# enable
Device# configure terminal
Device (config) # cts policy-server device-id serverl

BEa<w> R avw Uk i AR

cts policy-server name Cisco TrustSec 7 U 2 —H— " Z3E L,
RYI—HP—N a7 FXal—33
v E—REBRMHLET,
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cts policy-server name .

cts policy-server name

Cisco TrustSec R Y o —H—NREHREL, R —HP—R a7 s Fal—rar t—KaH
W52k, Zu— L ar 7 ¥ a2 b— 3 E— RTctspolicy-server name 2~ > K%
FRLET, RY S —F—RZHIERT AL, Z0a~r Fono BREFEHLET,

cts policy-server name server-name
no cts policy-server name server-name

X DA server-name F Y etk

ATV R TFI4LR BRI NERESNLTWEEA,

ATV R E—FK Ja—s ) ar7 4 ¥alb—v a3 (config)
Qv RERE 1y —2 EERAR
Cisco IOS XE Amsterdam 17.1.1 Thavwr  RREAINE LA,

FRLEOHA KSqy R —VP—AIFT_XTOXLFEEHTEET, R —HF—BaRETDHL, a2~
T4 X2l =gy T—FNRR) =Y =N a7 Falb—g 80 Eby 4, =
DFE— KT, N =P —ROZDOMOFEMERETEET,

i Wic, BY —H— e BET AR LET,

Device# enable

Device# configure terminal

Device (config) # cts policy-server name ISEl
Device (config-policy-server) #

BEa<w> R avw R SR BA
show cts policy-server RY —P—fFRrFRrLET,
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. cts policy-server order random

cts policy-server order random

aAavY R FI4ILk

AU kRE—F

Y= NBINE Uy 7 % T X A FRICERT 5T, 7E%Aw:/74%Jwaa/%%
RC ctspolicy-server order random =2~ > RZEH L ET, 774/ MIETICIE, Z0=a~
Y Rono BXEHFERALET,

cts policy-server order random
no cts policy-server order random

COa=y FIZEBIEELEEF— TV —FEH D A,
T 7 4V MINEF ERB Y ORIRTT,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

EREDAARZA

3l

)1)—=x EENE
Cisco I0S XE Amsterdam 17.1.1 Zhavwr y RREAINE LS,

TNA ZTHEBOHTTP R Y & —H = "PBRE SN TV D HE, WICRIICRE S L —A
PIBINE NS &, 12D Cisco Identity Services Engine (ISE) - > A 5’ Y APBARIT 2 D ATHE
PERBH Y F9, ZORNAERET DI21E, BT ANAATT X LI —"ERIRLET, T
B BRFTGINT AL AL 5 TERS I, ZOFFITEASNW T —"RERINET, 71
AZ LT o H LRF G EERT DITIE, T A AO—E DR — FID & Cisco TrustSec 7' 1 &
ZID ZEA L TEIEY = L—F 28k L £,

P—N\®IRa Ty 7 E2T X L HFRITET T HITIL, ctspolicy-server order random =2~ > K
%ﬁ%bi#o_®:V/b#@ﬁéhfwﬁwﬁA\f7¢wkm@$5x0@@mﬁ@@
ShET,

EFF 30 OFIRTIE, y—"BRESNTNEF (KT Y v 7 —"U 2R EFFT s
H— RSN (FT7AX= =Y 2 }) TERSNET, b—"DBERENDE, £
DY—"PTy FREEL L Tv—27 SNDETHEASN, TORITY X FORD P —/ 373841
ShET,

W, P—="BRe Yy 7 2 BHS 56 2R L ET,

Device# enable
Device# configure terminal
Device (config) # cts policy-server order random

BE&E O

vk

avw vk i AR

ctspolicy-server name Cisco TrustSec 7" U > —H— " Z5%7E L
T)/%%wﬂﬂ/74%:V%Va

v E—FZBhMmLET,
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cts policy-server username .

cts policy-server username

R =P = RO =P L ERETHIZIE, 7o— a7 ¥l — g F— RKTdas
policy-server username =~ > REZEHLET, RAY o —H— O —FLZHIRT 5121E,
Zoa<wry Rono BREFHLET,

cts policy-server username usernamepassword {0 | 6 | 7 password } password
no cts policy-server username

BXDEREA

AU RTIHIbE

ATV R E—F

username REST7 7V r—vay rual
FIVITAVE—T A A
(API) IZT7 7B TAH-DD

Z—4,

password 2= ORFETHEHT 532
U— RZHEELET,

0 RSN TVRNWSA T — R
FRRELET,

6 Bk R AT — R&FRE L £
ﬁ‘o

7 FERTONRRAT— FEEELE
—a—o

password W5t E 73R 5 b XA D —
R,

a—Hu s ERITRESHTOEEA,

Jua—n)Lar7 4 ¥ 2 b—3 3 (config)

av Y RERE

FEREDHA K42

3l

J1)—= EERNE
Cisco I0S XE Amsterdam 17.1.1 ZThavwr s RREAINE LS,

T ATERET HHINT, Ciscoldentity Services Engine (ISE) T —#4; & /XA U — K% REST
APLT7 78 ZDm 7 A AF#HE L THRE L TE LERH Y £97, FMIONTIE,  Cisco
TrustSec Policies Configuration| D #ED [TrustSec HTTPS — 3| &7 v g VSR L T EE
AN

RIZ, RY—H—rnou A AFHRERET D0 2R LET,

Device# enable
Device# configure terminal
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Cisco TrustSec A7 > K |

. cts policy-server username

Device (config) # policy-server username userl password 0 ise-password

BEa< R avw ok %A
cts policy-server name RY =P —ROLHEREL., RNV

—HP—NarT7 4 X2l — g
t— F%Eﬂﬁﬁbjﬁj‘o
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cts refresh

cts refresh .

T _CTFE = IIHFE D Cisco TrustSec BT D TrustSec BT #RFER T > —%2 U 7 L v a$ 50,
FRREY— LT AR RF T — RENZSGACL R Y v—% 1 7 L v a3 5120
¥t EXEC £=— R Cctsrefresh =~ RaH L £,

cts refresh {peer [peer_id] | sgt [{sgt_number | default | unknown}]}

BX DA

AU R TIAIE

ATV R E—F

environment-data gg57— %% 7L v 2 LET,

peer Peer-1D (EE) peer-id NRESNDHE. FESNI BT HERICEET LR Y o —
IR 7y vashEd,

sgt sgt_number (EE) FiE— "B DOSGACLAR Y —DHIEY 7Ly v 22 FETLE

hj‘o
SGT HE SN ESINTWDAEA, TD SCT ICBE#T R Y > —72iFn Y 7
[/“/‘,\/:L éﬂi‘ﬂ—o

default (EE) 74NV EDSGACLARY v—% U 7L vyalLET,

unknown (BB RED SGACLRY v —%2 U 7L viaLET,

L

HikE EXEC (#)

HR—rEhda1—Ho—)L
B (Administrator)

avy FERE

FRLEDHA KSA4 Y

=2 EENE

Cisco 10S XE Fuji 16.9.1 Zoavwy RREAINE LT,

T _XTD TrustSec ET7 DETRBGER Y v—%2 U 7Ly ad 5120, 7 ID ZEELRWT
ctspolicy refresh # AJJ L £,

7 #RA[AR Y > —L EAP-FAST NDAC #BRIED i H D Fe %12 Cisco ACS 2> Bl ¥ 7 m— K
éz"bi@* Cisco ACS IZE T RRFEAR Y o — % HHT 5 L HITHE SN TWET 2, ctspolicy
refresh 2~ > RiZ XY, CiscoACS ¥ A ~—BHIBRYINIZ 72 DRI A U > — ORI 5 Hr & Jhil
T&FET, Zoavr RNE, EX=2U7 4 Jv—7 X7 (SGT) #WHTE, ¥Xx=2U7 4
TN—T T8 Aarba—1 U AL (SGACL) %5EH|T& 5 TrustSec 7 /3A A 72T 2 Bk
L9,

WIZ, T_RTOET D TrustSec ETFRIERY o —% ) 7L v a4 5052 RLET,

Cisco TrustSec A< > K .



. cts refresh

Cisco TrustSec A7 > K |

Device# cts policy refresh
Policy refresh in progress

WIZ, T_XTOET D TrustSec BT #RGER Y v —2F R+ HHAFZRLET,

VSS-1# show cts policy peer

CTS Peer Policy

device-id of the peer that this local device is connected to
Peer name: VSS-2T-1

Peer SGT: 1-02
Trusted Peer:

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009
Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied

= NONE

BEa<w> K avU R

Bl

clear ctspolicy

Cisco TrustSec R Y o —%F_XTHZ U T4 50, 7 ID £721X SGT IZ &
D7 I)TLET,

show ctspolicy
peer

FTRCTELIIFED TrustSec BT DETERARY L —RFEREINET,

. Cisco TrustSec A< > K
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cts rekey .

cts rekey
X274 7YY= ar T a han (SAP) THHTLIRT VA A AL —F—%F
AT DI, ctsrekey FiHE EXEC 2~ R&fiH L £,
cts rekey interface type dot/port

X DA interface type slot/port SAP 2 — % {4 %9 % Cisco TrustSec > ¥ — 7 = A AZIFE L £7,

aAvU R TFI4ILE

aAvU R E—F

L

et EXEC (#)

YR—rZhd1—¥o—)
P (Administrator)

avy FERE

FEREDHA KS4 Y

)= EENE
Cisco 10S XE Fuji 16.9.1 Zoavwr RBREAINEL
776

SAPDNXT U A XAv AL —F— (PMK) OU 7Ly yaldilEy, v hU—7 A4 FBLO
mmxmn’%ﬁﬁéaﬁﬁﬁAﬁW%&4v OMAEDLEIZEY MU H—&h, HENIC
fTonEd, BEXr—%2TFECTEHTIHEEIL. Z2<DEAE, *Yy hT—27 T RI=A L —
varoOkbxa VT 4 BEO—EHTY, FEITPMKDOY 7 L v ¥ = Z58ifl4 5 121%, ctsrekey
avr REFEHRLET,

TrustSec /%, dotIXFRAETAA v FDY > 7 MK 5L A AER T 2 LED IR WFEja 7  F
L—yary E—REYR—FLET, ZOHAE. PMK L., sap pmk Cisco TrustSec T-H#j1 >
H—TxAfA R Ay 4 F¥al—raryavy RefHALTI V7 OESEOT /SA ATFET
BRESIVET,

wIZ, BELIEA 2 —T 2 A AL TPMK ZHARKRT A2 R LET,

Device# cts rekey interface gigabitEthernet 2/1

BEav >R

avw > R ERBA

sap mode-list (ctsmanual) | :&E— R Cisco TrustSec SAP Z#HE L £,

Cisco TrustSec A< > K .



. cts role-based enforcement

Cisco TrustSec A7 > K |

cts role-based enforcement

B DEREA

AU R TIFIE

aAvU R E—F

Cisco TrustSec il L7z v — N X—2AD7T 7 2 Az 7 v — VB LORED LA ¥ 3 A
VHE—T 2 A ATEHENCT AT, Za— L ar 7 4 Xal—iaryET—RBIOS ¥ —
T AT 4 X2 b— g F— KTctsrole-based enforcement =~ > R & Z L Z Ul
ALET, 0= _=2DT7 7 v AHIEDOA 2 F—T =4 A L~ULTOMEM 2 EHT 51
X, Zoa<wr FonBEREHEALET,

ctsrole-based enforcement
no ctsrole-based enforcement

ZOawy NIZiEF—U— FERE3EEEH D A,

O— L _R—2ADT 7RG DOA B —T 2 A4 AL YL TOBEHAILT 0 — VIR 2> T
WEJ,

Ju—n)Lar7 4 ¥ 2 b—3 3 (config)

AH—T A A7 4 Fa2lb— 3 (config-if)

avy FERE

EREDAARZA

)1)—=x EEAR
Cisco 10S XE Fuji Zhavwy RPNEAINE L,
16.9.1

Jua—sN)L a7 4Fab—3 g F— KT asrole-based enforcement =~ > K& #HI 5
L. B R_R—=2DT 7B AHIEN T a— I EC R £, a—_—2D T 7 & Al
BN T a— N ZHENCIR D L, THRALADTXRTOULAYIA U H—T =4 ATHEIZA
T F9, FFEDLATYIA LU F—T 2 ATR—IR—=ADT 7 & AHlHE NI 5
Wi, A =T 2 AT 4 Fal—aryT—RTIDa<vy FonBRXEHHLE
T A H—T A A AT X2l — 3 F— NTctsrole-based enforcement =2~ > K
EHEATLE FFEDOLAYIA U H—T 2 AT —)L_X—ADT 7 & Al O F A rlHE
W2 9,

BER—2DT 7B AHIFEY) A T, *y MU —27 534 AD Cisco TrustSec 7 7 & A il
FPEELTCEHELET, X274/ N—TF 77823 be— U AL (SGACL) I3,
X2 T 4 VN —TF %Y (SGT) DIEIZHASNWCTT VR %7 A VAT A28 LA
347 72 AHNE Y A R TY, WE. 7 o4 X AERX Cisco TrustSec KA A OISR — N THE
fTangd+, n—A_—=207 7 A#|#H Y 2 b (RBACL) & SGACL &\ 9 HFEIXE Uk
TR, EHLLEEN—ZADT 7t X{il#l (ABAC) RN —EF LV CHEHIND MR
o IKE L2V ACL 2Rk LET,

KIZ, XHTEY A —Y Ry b A v B —T 2 AT —LR—Z2ADT 7t RfHEE
T HhH 2R LET,

Device> enable
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I Cisco TrustSec I 7 > K
cts role-based enforcement .

Device# configure terminal

Device (config) # interface gigabitethernet 1/1/3
Device (config-if)# cts role-based enforcement
Device (config-if)# end

Cisco TrustSec A< > K .



. cts role-based 12-vrf

Cisco TrustSec A7 > K |

cts role-based 12-vrf

LA ¥ 2 VLAN O Virtual Routing and Forwarding (VRF) A > A X A &=ERTHIZ1F, 72—
SNV ary 7 4 X alb— gy F— KT csrolebased 12-vrf =< FEFEHALE4, REZH
Bdaicix, Zoa~r FonoBEXE#HL £,

cts role-based [2-vrf vrf-namevlan-list {all vian-ID} [{,}] [{-}]
no cts role-based [2-vrf vrf-namevlan-list {all vian-ID} [{,}] [{-}]

B DEREA

AU RTIFILE

AR E—F

vrf-name  VRF A > A% A DL |,

vian-lis  VREA v 2 Z L R ZED B THND VLAND Y 2 R &2FELET,

all T _TO VLAN ZFEE L E7,

vian-ID  VLANID, A%h72MEI% 1 ~ 4094 T,

) () Bl VLAN 5 >~ TR > TIHELET,

- (f£#) VLAN O#iHZ A 7 TR > THELET,

VRF A VA% A EREINTWER A,

Ju—n)Lar7 4 ¥ 2 b—3 a3 (config)

avy FERE

EREDAARZA

J1)—= EEAR
Cisco IOS XE Fuji Zhavwy RNEAINE L,
16.9.1

vian-list 5150 IZE— VLANID, 5>~ TRUIHN7Z VLANID DY & b, F72i3 A 7
TRE &M= VLANID O#ilAfEE T £7,

al ¥F—TU—FiF, Xy FT—2F N4 2L > THER—FEN TS VLAN OLHiF & 74
TY, al F—U— FNi&, REEMAER (NVGEN) et XA ThiFFSNEE A,

ctsrole-based 12-vrf 2~ > R23E U VREICEEEIFEITEINDGE, ATSNdHEFE L& a~
v Ri%, FBE &7z VRF IZ VLANID B L £,

ctsrole-based [2-vrf =2~ > R CERE 72 VRFEID 4 TiZ, VLAN 2 I//I’JVZVLAN &L CHE
FFSNTWBHRIET 77 4 7 CT¥, VREDEID Y TRT 77 1 77ic, F¥ L7z IP-SGT N
AT 4 7B VRFEIP ST f 3" —2 g AT %hf:iﬁ%/%i&&—x (FIB) 7—
TIZBMENET, VLANDODAAS v FARIEA v HZ—T A A (SV) BT VT4 Tl hbH L,
VRF 7> 5 VLAN ~OE| D BCTHRIET 77 4 712720 VLAN TEEINTZTXTONAS T 4
¥ 75 SVI @ VRF [ZBEAH T B FIB 77— 7 /VICBE S E T,

SVIA V¥ —T oA A%FET DI interfacevlan =2~ > RZ#HL, VRF A L AX L A%
A B =T = A AZBHEAT B 21X vrf forwarding 2~ > R&2 A L £4,
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cts role-based 12-vrf .

VRF 75 VLAN ~OE| ) 4 Tix, BV Y THRIET 77 4 77> THRFFSNET, SVIR
HIBR S ALz, I SVIDOIP 7 RLADERINTZIGAICHET 77 1« 7{banEd, H7 7
T 4 T ENTHE . IP-SGT A 7 « > 71X, SVI @ FIB I[ZBH#f} 1) S/ FIB 7—7 v
M5, ctsrole-based 12-vrf =< > RIZ K - THEID ¥ ToH 72 VREIZESES T 5N /ZFIBT—7
IR ENET,

WIZ, VRFA v AZ U AZEID B THILD VLAND Y X M EBIRT 2612~ LET,
Device (config) # cts role-based 12-vrf vrfl vlan-list 20
WIZ, SVIA »H—T 2 f A&EHE L, VRFA VAKX o A& AT 202~ LET,

Device (config) # interface vlan 101
Device (config-if)# vrf forwarding vrfl

BEEavTY K

avok Bl
interface vlan VLAN f > X —T7 =2 ZAEBELET,
vrf forwarding VRF A VAR AEIMFERER Yy NI =0 %A X —T oA

ZAFEFIZYTA v E—T = A RZEEMTET,

show ctsrole-based permissions| SGACL O#ERRY &2 M52 FE L ET,

Cisco TrustSec A< > K .



. cts role-based monitor

Cisco TrustSec A7 > K |

cts role-based monitor

D= _N—=2R (EX2 VT4 N—TF) TI7HRV A E=F Y T HRAMITHITIE, 7
n—/N)L a7 X ab— 3 F— KT ctsrole-based monitor =~ R&fH L £,

02—/ _X—=RA T 7R VAN E=ZY T EHIFRTHICIE, Z0a~wr RO no B ZE
L/\i‘jﬁo

ctsrole-based monitor {all | permissions {default [{ipv4 | ipv6}] | from {sgt | unknown} to
{sgt | unknown} [{ipv4 |ipv6}]}}

no ctsrole-based monitor {all | permissions {default [{ipv4 | ipv6}] | from {sgt | unknown} to
{sgt | unknown} [{ipv4 |ipv6}]}}

B DEREA

aAavv R FI4ILk

AR E—F

all TRTDFES T ~DFT_XRTOFETLE VOWREE=% LET,

permissions | SOEFILY 7 1 DD S J~OHREZE=4% L ¥,

default T AN NOMHER) A NEE=X LET,

ipv4 (&) IPvd 7a ba L &4EE L £,

ipv6 (EE) IPv6 7u b a Lz fRE L £ T,

from TUANBEN U TENDNT T 4 v I OEGERIN—T X T 2B ELET,
sgt X UT 0 I N—T5 7 (SGT) AL 2 ~ 65519 T,

unknown  SREIOEETCEIIsE S NV—TF % 7 (DST) HiEELET,

0=/ X=X TR ayra—)LE=Z) U TIIEMNIR>TOEREA,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

EREDAARZA

1)1)—=x EERNE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.1

Ja—/N)LE=HE— REAGNCT 5L, ctsrole-basedmonitorall =~ > R&FEH L £,
ctsrole-based monitor all =~ > R E STV 554, show ctsrole-based permissions =2~
Y ROHAIZIE, BREESNTWHDLTRTORY —DF=HET— N true L FREINFET,
WIZ, EETLY TSRS 7 ~D SGACL =X % ET HH 2R LET,

Device (config) # cts role-based monitor permissions from 10 to 11
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cts role-based monitor .

EEav> R

avy kR

Bl

show ctsrole-based per missions

SGACL DHERR Y A F & FKoR LET,

Cisco TrustSec A< > K .



. cts role-based permissions

Cisco TrustSec A7 > K |

cts role-based permissions

1 DOREBIRITN—T 00 1 DOFELETN—T ~OWEREGHZTHIZE, ZTa—L ayv
7 4 X2l —3 3 F— RTcsrole-based permissions =~ > FZ2EH L £3, HEREZHIERT
HI2iE, Zoavwr FonoBEXEfHALE T,

ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name |
ipv4d | ipv6}

no ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name
| ipv4 | ipv6}

B DB

i
&

AR TFIAILE

AR E—F

default T HNVEOMER) A NERELET, ¥Xa2 VT4 IN—T TR 3k
m—,L U A K (SGACL) RN E - IZBICRESN T RNTRTO®
U (SGTX7) X, 74/ bDOITIVIZBLET,

from TUNEN T ENDENT T 4wV DEETLIN—T 2 T 5 EELET,

sot tX 2T 4 VNV —F %27 (SGT) HEWMEIX 2 ~ 65519 T,

unknown  SREIOEE T E ISk SN —T X T EIEELET,

rbacl-name g—n _X—2x 772 a> ra—n J X~ (RBACL) F7-1% SGACL D4 i,
ZOBRETITRK 16 D SGACL ZfETE £7,

ipv4 IPvd 71 ha L EEELET,

ipv6 IPv6 71 ha L EfELET,

1 ODEET T N—T735 1 DO 7 V— T ~DWERITHERN > TOEE A,

Jua—)b ar7 4 ¥alb—3 3 (config)

avy FERE

FEREDAHA RS2

Jy—= EEAR
Cisco 10S XE Fuji TOavy KREBAINE LA,
16.9.1

FEEDKEEIL I N—T2 7 (SGT) | %6/ /Vv—7% 7 (DGT) X7 ® SGACL DV A h % &
FLioh, BEH2Z0, HIBRLIZY 35121, csrole-based permissions =~ > R&fH L
F9, ZORY =X, FUDGT £721XSCTIZHTDHHX AT I v 7R =N nin& D
HEhT,

ctsrole-based permissionsdefault =~ > R Cix, R U DGTICKTHX A FI v 772K o—
MIRNINED | T 74V ERY U —DSGACL DU A hEEFR LY, BEHz/7-0, HIBRL
T HZEenTEET,

WRIZ, BT N—T OMHEREFNZT DH %2R L ET,

. Cisco TrustSec A< > K



| CiscoTrustSec a7 > K
cts role-based permissions .

Device (config) # cts role-based permissions from 6 to 6 mon_2

BEa<w> R avUR SR AA

show ctsrole-based permissions| SGACL D#ERR Y 2 k& #R L £,

Cisco TrustSec A< > K .



. cts role-based sgt-caching

Cisco TrustSec A7 > K |

cts role-based sgt-caching

YX2 T4 0 N—T%27 (SGT) v v v 77— UWZHEMNITBHIZiE, 7 a—L
a7 4 ¥ alb—3 3 E— N Tdsrole-based sgt-caching =~ > FZHEH L EJ, SGTF v v
U EHIBRT A, 2oavy RonoERAEFEHLET,

ctsrole-based sgt-caching [vlan-list {vlan-id | all}]
no ctsrole-based sgt-caching [vlan-list {vlan-id | all}]

B DR

i
&

vlan-list vian-id ({£E) VLANID #f§ €L ¥
9, % VLANID (34 >~ TKX
6, ID OHIFHIFANA 7
THREINET., AR72EI]

~ 4094 T,
al (fE&) 9T VLAN %
RLUETF,
ATV R TFI4LL  SGTHFY v ZiIERESNTHEREA,
AT R E—F Jra—s )b a7 4 ¥ alb—3 3 (config)
Qv RERE 1y —2 EERE
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAIRE L,

FEREDHA KSA4 Y

VLAN T SGT &% v ¥ 72 GMTT 5I2i%, ctsrole-based sgt-caching =~ K& cts
role-based sgt-caching vlan-liss =~ > RO 2R ETHLERH Y £,

451
&IZ, VLAN TSGT ¥ v v v 72 HMIT 502 R LET,

Device# configure terminal
Device (config) # cts role-based sgt-caching
Device (config)# cts role-based sgt-caching vlan-list 4
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cts role-based sgt-map .

cts role-based sgt-map

RARNEILZVREF OWTNNTERITLIP T KL RAZ®F 2 VT4 F—74% 7 (SGT) IZF
Ty B THI0E, Fue—sb a7 X o L— 3 F— K Tctsrole-based sgt-map
a<w s REFEALET, v v BT REIBRTAI2E. Zoa<wr FonoBAEHHLET,

ctsrole-based sgt-map

{ipv4_netaddress|ipv6_netaddress|ipv4_netaddress/prefix | ipv6_netaddress/prefix} sgt sgt-number
ctsrole-based sgt-map host {ipv4_hostaddress|ipv6_hostaddress} sgt sgt-number
ctsrole-based sgt-map vlan-list [{vlan_ids|all}] sgt sgt-number

ctsrole-based sgt-map vrf instance_name

{ipv4_netaddress|ipv6_netaddress| ipv4_netaddress/prefix | ipv6_netaddress/prefix | host
{ipv4_hostaddress| ipv6_hostaddress}} sgt sgt-number

no ctsrole-based sgt-map

BXDEREA

ipv4_netaddress | SGTIZRIi#fHF 5% v FU—Z &4REELET, IPv4T FLX

ipv6_netaddress Z Ry MEX 10 EHERT T, IPv6 21 2 16 HEHETTA
SILET,

ipv4_netaddress/prefix | FRELEY 73y b7 FLA (IPv4 £7212 IPv6) OFTXTOD

ipv6_netaddress/prefix ARARMISGT A2~y E 7 LET, IPVvAIZ Ry Mix 10 #
¥ CIDR LT, IPv6 T 16 HEERRTIRESNET,

host {ipv4_hostaddress | FEELERARNPT RLAZSGT &34 RLET, IPv4T

ipv6_hostaddress} KL R% Ry MEE 10 #EEEFL T, IPv6 2202 16 HE
FLTCADLET,

vlan-list {vlan_ids | all} VLANID Z45E L £,

o (%) vlan_ids: % VLANID (34 >~ T 5, ID
DOFIPHIINA 7 THRESNE T,

o (f£E) al: ¥+ _T?HVLANID Zf5E L E7,

AR TIHIE

ATV R E—F

vrf instance_name PIRTT NA ACERR L7 VRF A v A X L AEEELET,
sgt sgt-number SGT &5 (0 ~ 65,535) #iEELET,
L

Jua—) ar7 4 X2 lb—3 g (config)

av Y RERE

Jj1y—= EZERNE
Cisco I0S XE Fuji Zoawy RREAINE L,
16.9.1
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. cts role-based sgt-map

Cisco TrustSec A7 > K |

FEHEDHA KSq4>y HEBWIZSGT ZXEFELIP T LRI vy B 757280, Cisco Identity Services Engine,

3l

Cisco Secure ACS, ¥4I v 77 RUAMERLT 1 b2/ (ARP) A VAT g, 8K
A Ml 7’2 b 2b (DHCP) AX—E 27 RA NN vF U 7BERATERWEE, ds
role-based sgt-map =~ > RZfEf LT SGT #RONFIZ~Y v B I TEXET,

e Hi—RA MDD IPV4 F721LIPV6 7 KL A

«IPv4 £/21XIPV6 F v FU =7 £33V T %y b U—2 EOTRTHOKRA b
« VRF

o H—F 72135 VLAN

ctsrole-based sgt-map =~ > Ni&, fRESNIxry NU—2 7 RLAHPHEANDT v M, 5
E ST SGT &3 » FLET,

SXPIHRESNFR Yy MV —7 RIEH T X b U —7 NOFT S TORREZR AR IP-SGT /31
YT A T DUENERE 7 AR— R LET, V6 A T 4 T EYT Ry koS v
F AU TIESXP A=V a V2D SXP U A — BT I 7 AR— FENET, YIRS
I, RIS S NTHR A ML T 4 TR0, RA NS TRy S T 0 71Tk
LTSXPMOREELITFEENTZERA M, 0T 4 o T EENER AL

ctsrole-based sgt-map host =~ > Fi&, IPEEILT RUADRIEERA T RLAT—H LY
AT, ZOFEE Ty MTHEESGT #3414 » RLET, ZOIP-SGT N T 4 v JIIESIE
PR BIELS . MO ETHSEICHE SNZZOMD AL T 47 (SXPET-iZn—h
JVCRRREE AR A N2 L) DMEET DA BRI ET, N1 T 4 71, SGTA YRy
v a VB XOSGACL il T A A L Ca—h il EnEd, 2oL T 0 TR
FRELEARARNIPT RLAICHEIRENDME—DAAS T 4 o T THIHEE. 2NN SXP ET
W=/ AR— RN ENET,

vrf % —17— KX, LRI vif definition 7 02—/ 3L 2307 4 o b—v gy avwy RTERS
NN —T 4 T BN T+ V=T 4 77 —7 NV EFEE L £7, ctsrole-based sgt-map
vif 77— a7 4 Falb— gy avwy RCHREESNZIP-SGT N1 T 4 7%, 5
EESN/ZVREFE, ANSNEZIPT RLADH A FIZE > TURENDIP 2 b a /LD NR—V g
ANZBHEART B2 IP-SGT DT — 7 VI AT ENET,

ctsrole-based sgt-map vlan-list =~ > Ri&, SGT Z+5/E S 4172 VLAN £721L VLAN D& v T
NA L RLET, F—U—Falld, 74 ZATHR—FEN TS VLAN O L [F U
T, REFEMEARR (NVGEN) e X CRESNET A, F5ESGTIXFEE L7 VLAN DWW
NN TZELEEE 7y NS vy FEhEd, ¥ A7 A TiE, DHCP/ARP AX—tE 7
BIHTIP T NRAARNT X 7)) REOKBRHFREZHEH LT, Z0avr NZk-Tvo
YT ENTZVLAN OWTNUNTT 7T 4 TR A e LET, £72, % VLAN @ SVI 2
BEfTF N 7%y hEBESNSGTICY Yy B /T4 2 TxES, SXP I, AN
AT AT DEATITIECT, RO T 4 v T AR—FLET,

WIZ, BETXIP T KL A% SGTIZFEI T vy B 7350 a R LET,

Device (config) # cts role-based sgt-map 10.10.1.1 sgt 77
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cts role-based sgt-map .

WKOHFITIE, TNNAATHRARNIPT KA 10.12.1 % SGT3 124> RL. 10.1.22
ZSGTA4ITA Y RLTWET, 2L T 4 7%, SXPIZ X > T SGACL
TR OT NA ATk SNET,

Device (config) # cts role-based sgt-map host 10.1.2.1 sgt 3
Device (config)# cts role-based sgt-map host 10.1.2.2 sgt 4

BEEa~v

> >

avyU kR

B

show ctsrole-based sgt-map

2— )L _X—ADT 7 AFIEOEREF R LET,

Cisco TrustSec A< > K .



. cts sxp connection peer

cts sxp connection peer

Cisco TrustSec £ ¥ = V7 4 V=T Z V7 a bar DT OIP T RLAZ AL, ©7
Pl AT — R T 20 E D NEREL, VAT —FRIFA =N —FT A AD T n—
FVIRIR— L R ZFRE L, BT CTh 2038 DEIBET S, Fr—Lay
74X al—v 3 F— FTcsskp connectionpeer =~ > REfHLET, Zhbove 7 #

R DRE & HIBR T 51213,

Cisco TrustSec A7 > K |

Zoa<wry RonBXEfFERALET,

cts sxp connection peer ipvd-address {source | password} {default | none} mode {local |
peer} [{[[{listener | speaker}] [{hold-time minimum-time maximum-time | vrf vrf-name}]] |

both [vrf vrf-name]}]

cts sxp connection peer ipv4-address {source | password} {default | none} mode {local |
peer} [{[[{listener | speaker}] [{hold-time minimum-time maximum-time | vrf vrf-name}]] |

both [vrf vrf-name]}]

B DEREA

ipv4-address SXPETDIPv4 7T LA,

source EEITLDOIPVE 7 LA ZIREL T,

password BT BERIC SXP NA Y — REMHT 2 L5 ICRELET,
default T 7 AN D SXP NRAT— REMHATLHEIITHRELET,
none RNRAT— REFEHA LN ICHEELET,

mode 0=V EIXE T OWNTRND SXP it — FEfRE L £,
local SXP #ftE— RTR—A VT NA AEZZRT L LI ITHELET,
peer SXP EfiE— RCET T NA AEBMT 5L O ITHEELET,
listener () T3 AZEROY 2AF—L LTHRELET,

speaker EE) THAA AZEROAE—T—L LTIRELET,

hold-time minimum-time
maxi mum-time

EE) 711 ADFR—/V REFHZ AL CTRRE L E T, R/ &
BRI O#FPAIL 0 ~ 65535 T,

maximum-time DfE L, F— 7 — K peer speaker 35 & U local listener
ZEMT 256 OHMETT, TS OLEIL. minimumtime O
EHDHIPEETT,

GE) /N & e KRR O 5 3 M BE 72 354 . maximum-time @
& %2 minimum-time OELL BT 201 H D £,

vrf vrf-name

({£&) v 7 IZxtd % Virtual Routing and Forwarding (VRF) A > A
B AR ERELET,
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cts sxp connection peer .

both (TE) T3 R &R SXP HH D A — B — & ) A F—Djfi 7
ELTHRELET,

AU R TIHIE

CTS-SXPETIPT RLAIIHREINTEH T, ETERFICCTS-SXP 7 /X2 U — NI &
NWEHE A,

CTS-SXP 85/ S AU — RKDT 7 4 /b DK EIX none T,

aAvU R E—F

Jua—)Lar7 4 ¥ 2 b— a3 (config)

avy FERE

J1)—= EEAR
Cisco 10S XE Fuji Zoawy RREASINE L,
16.9.1

FEREDAHA RS2

BT ~0 CTS-SXP ##5i 7 ctssxp connection peer 1~ > & L CRE SN BHE.

E—REFEEECTEET, if $—T— NI4T a2 TF, VREADBEE STV,

FIZIX VRF 42 default ¥ — U — R CHRESINTWDAGE, 8FET 74V br—7 4 v 7%
X7 4V —T 4 VT RAAL VTRESNET,

hold-time maximum-period D%, F—7 — K peer speaker 35 L W local listener Zffi 4 %5
HEOHMETT, ZNLSNOEEIEL, hold-time minimum-period DE D 73 L EE T,

\)

GE)  maximum-period fE (%, minimum-period fEL D b REWHELLSTHLERSH D 7,

3l

MIF1h] SXP #ERi 25X T T HI2iE, both F—U— FN&2FEH L £9, NIFFIH SXP DREE R —
rA5ZL T, ETIEIRAEY—I—EL U 27— L5 LTHEEL, BH—0#s AT 5
MHBOD SXP NA V REBIEFETE D910 £,

WIZ, CTS-SXP %A X —7/LZ L, Device A (At —#H—) TDevice B (U A7)} —)
~OD SXP BT Hifi A ET DBl AR LET,

Device A> enable

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

Iz, Device B (U A7) —) TDevice A (A —H—) ~0 CTS-SXP &7 Hifi % i%
ET DBl RLET,

Device B> enable

Device B# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23
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. cts sxp connection peer

Device B(config)# cts s

Cisco TrustSec A7 > K |

xp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

S)(P‘E?ﬁLO)ti77éil_1n7E

DEFOIPT RUAZRETHIEHTEET, ctssxp

connection 2~ > R CEEFEILIPT RLAZRETH L, T 740 MEN EEXINE

—;«O

Device A(config)# cts s
mode local speaker

Device B(config)# cts s
mode local listener

xp connection peer 51.51.51.1 source 51.51.51.2 password none

xp connection peer 51.51.51.2 source 51.51.51.1 password none

WORFNL, M7\ CTS-SXP A4 k. L. Device A 0 SXP &7 8/ Device B IZ#%

fed o L O RET Dk

Device A> enable

R LET,

Device A# configure terminal

Device A#(config)# cts

(
Device A#(config)# cts
Device A#(config)# cts
Device A#(config)# cts

sxp enable

sxp default password Ciscol23

sxp default source-ip 10.10.1.1

sxp connection peer 10.20.2.2 password default mode local both

BEavy R avwv R

8

cts sxp default password

Cisco TrustSec SXP DF 7 /)L h AU — REHJRELF T,

cts sxp default source-ip

Cisco TrustSec SXP DEE 7L IPv4 7 KL AZHRTE L E T,

cts sxp enable

)3 A T Cisco TrustSec SXP ZH%hz L £,

ctssxp log

IPL SCTONA VT 4 T OEFROaX V2B LUET,

cts sxp reconciliation

Cisco TrustSec SXP D IFHIM 2 A L £,

ctssxp retry

Cisco TrustSec SXP O HFATHIM ¥ A ~— %L HE L £,

ctssxp speaker hold-time

Cisco TrustSec SGT SXPv4 %~ h U —ZIZRBIF B A —H—F /34
AD T — )Vl —)L R 2R E L7,

ctssxp listener hold-time

Cisco TrustSec SGT SXPv4 % v T —ZZRBITDH U AT —FT /34 R
D7 a—rLIp R —)L R Z 3% E LE T,

show cts sxp

Cisco TrustSec SXP D+ R TOBRED AT —H A& Fr LET,
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cts sxp default password .

cts sxp default password

CiscoTrustSec ¥ = V7 4 7 /L—7% 7 (SGT) &7 v k)b (CTS-SXP) DT 7 4 /b kX
AT — RERETHICE, Fe— UL a7 4 X a b—3 g F— K Tcssxpdefault password
a<y REMHALET, CTS-SXP DF 7 4L b 32T — REHIERT 52T, Zoavr Ro
no IERAEERA L £,

cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7 encrypted-keycleartext-pwd}
no cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7
encrypted-keycleartext-pwd}

B DEREA

AU R TIHIE

AR E—F

0 unencrypted-pwd | i Z-{ S FL TV CTS-SXP 7 7 4 /L /S ZA T — R3f5e< Z & A FREL
F4, SR T— FORKEIL 32 XFTT,

Gencrypted-key | & 7 6 W EAL/SA T — & CTSSXP 7 7 4 /b b /82D — K & LT
THILEIBELET, NAT— RORKEL 32 XFTT,

7 encrypted-key BAT THERBAL/RAT — R% CTSSXP 7 7 4 /L h 2T — K& LTfEH
TAHZLEEEBELET, RAT— ROREKEIT 2 XTFTT,

cleartext-pwd JUTTFHARDCISSXPT 7 4/ hSA T — REEELET, AT —
RORKEIL 32 XFTT,

A T70 (ZIUTTHFAR)

sua—s L ary7 4 F¥ab— 3 (config)

avy FERE

FEREDHA FS14 Y

3l

1) =2 EEANE
Cisco I0S XE Fuji Zoavy RPEASHE L,
16.9.1

ctssxp default password =~ > RiZ, 7 /31 RTRE STV DT T O SXP HEt I ATE T
325 CTS-SXP 7 7 4 /L kAT — REHELET, CTS-SXP NAT—RiZ, 7 U TTFA
NEIX0, 7, 6K L F A T =T —REMFH L TS LI b OZEH LET, Bk
ATN0DBEEIT, BEALESNTWARNWI U T THFARRRAT— RRFEE ET,

KIZ, CTS-SXP %A r—7/MIZ L, Device A (A& —74—) TDevice B (U 2AF—)
~D SXP E T i i E T Dl AR LET,

Device_ A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
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. cts sxp default password

Cisco TrustSec A7 > K |

KIZ, Device B (U AF—) T Device A (AE—H—) ~® CTS-SXP &7 i & i

ET DB R LET,

Device_ B# configure te
Device B(config)# cts
Device B(config)# cts
Device B(config)# cts
Device B(config)#

rminal

sxp enable

sxp default password Ciscol23
sxp default source-ip 10.20.2.2

cts sxp connection peer 10.10.1.1 password default mode local listener

BEa<w> KR avU R

358

cts sxp connection peer

CTS-SXPETDIP T RLAZ AL, ETHEHEHIZ/NNAY — K&
AT 5hEINEiEELET,

cts sxp default source-ip

CTS-SXP DEETLIPVA 7 RL AZRELET,

cts sxp enable

F A AT CTS-SXP Z B LET,

ctssxp log

IPL SGTDNRA T 4 T OEFOaX V28 LET,

cts sxp reconciliation

CTS-SXP ORI ZZET L £ 7,

ctssxp retry

CTS-SXP OEFREI T # A ~—%EH L ET,

show cts sxp

SXP DT R TCOREDAT —H AEFTR~LET,
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cts sxp default source-ip .

cts sxp default source-ip

Cisco TrustSec ¥ = U7 4 7 /V—7% 7 (SGT) &#7' v h =2/ (CTS-SXP) DiX{E7T IPv4
T RUVAERET DL, 7r— a7 4 X o b—3 g F— R Totssxpdefault source-ip
g~y REMALET, CTS-SXP DF 7 4V FOEETIP 7 KL AZHIBT HI12iE, Zo=
~ U RO noBEXEHEHLET,

cts sxp default source-ip ipv4-address
no cts sxp default source-ip ipv4-address

BX DA

AR TFIHILE

AUk E—F

ip-address |CTS-SXP OF 7 # /L k DEETLIPVA T R LA,

CTS-SXP DEEILIP 7 RL A TR EINTHER A,

Jua—srar7 4 Xalb— 3 (config)

avy FERE

FEREDAA RZM4 Y

3l

J1)—=x EEAR
Cisco 10S XE Fuji Zoavwy RBREAINE LT,
16.9.1

ctssxp default source-ip =2~ > Ri&, EFEILIP 7 KL AREE SN TV RWEAIZ, CTS-SXP
DFHLD TCP Hife T XTI T AT 74V FORETIP 7 FLAEZRELET, BAFED
TCP#fElL, ZDa~y RRAN SN THRELZITEE A, CTS-SXPHEHEILI DD X A ~—
IR o THIE = E T,

s RATH A ~—
cHIFEDER—IV KA T H A ~—
IS A ~—

WIZ., CTS-SXP %A —7 /ML, Device A (At —74—) TDevice B (U 2AJ—)
~OD SXP BT iRt i E T Dl s LET,

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

KIZ, Device B (U AJ—) T Device A (AE—H—) ~D CTS-SXP &7 ##5i & ik
ET DBl R LET,

Device_ B# configure terminal
Device B(config)# cts sxp enable

Cisco TrustSec A< > K .



Cisco TrustSec 1< > K |
. cts sxp default source-ip

Device B(config)# cts sxp default password Ciscol23
Device B(config)# cts sxp default source-ip 10.20.2.2
Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

BEEav R av R R AR

ctssxp connectionpeer  |CTS-SXP 7D IP 7 FL 2&Z AN L, ETEHIT AT — R&fd
AT 20nErmERELET,

cts sxp default password | CTS-SXP D5 7 # /L b /SA T — RZ#ELET,

cts sxp enable T34 AT CTS-SXP A%z LT,

ctssxp log IPLSGTDONRA LT 4 TOEFEOuX L T HM LET,

cts sxp reconciliation CTS-SXP OEIFHM A2 A H LET,

ctssxp retry CTS-SXP OFRITHM A ~—%2EF L ET,

show ctssxp SXP DT _RTOREDAT —H A5 Fr LET,
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cts sxp filter-enable .

cts sxp filter-enable

TANBEIYANBIORT A VE T N—TDIERZRIZ T 4V E ) o 72T DL, 7 r—
sV a7 4 X ab—vay E— RTossxpfilter-enable =~ > FEMHLEST, 7414
Vo P EEHNCTHICE. Zoavry ROon R EFEHLET,

cts sxp filter-enable
no cts sxp filter-enable

BX DA Zoawy NZEF—U— RELIZEIEEH Y A,
aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)
avr FERE )1y—2 EEANAE
Cisco I0S XE Fuji Zhavwy RPNEAINE L,
16.9.1

FEREDHA KSq4y O RNE Z40Z ) T e ERITENIT H7DICVnOTHEATE 4, &E
LTeZANE YA RNET A NEITN—T1F, TANEZ) T EH/MN LT H%ICDBT 4 VF )
VI DFEIMHATEET, TANET I ar TR TANE Y T RN LTI A
ENTNRAL T 4V TORNT A NE Y T EINET, T4 AT )T E/MNTT DRI
EINT=ANRA T 4 T L THIRIRIZH Y T A,

15'] Device (config)# cts sxp filter-enable
BEavU R avU kR EREA
cts sxp filter-list IP /L7 4 v 27 A, SGT. £7213%F DM 5 OMHEDEITHESNT

IP-SGT A VT4 T HTANEY T T 52800 SXP 7 4 V4
UANEERRLET,

cts sxp filter-group —EOETEIN—T LT T4 NEZ YA NEEAT 20D 7 4
BT N—T AR L ET,

show ctssxp filter-group | % E SN TWD 7 4 L Z 7 —T 1T AR EFR L ET,

show ctssxp filter-list  |FHESNTNDE 7 4 L2 Y 2 MIMT A E#REFR R LET,

debug cts sxp filter TANZ YA NBLOT 4 VZ T N—T OV, BBk, B2
events TAHARY Neu A IZE3 s LET,
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. cts sxp filter-group

Cisco TrustSec A7 > K |

cts sxp filter-group

—EOET EIN—T LT T ANEZ IR NEEHAT D007 4 VEZ T N—T%EKT DI
X, Ze—orar 7 4 X b—v g E— RTCoassxpfilter-group 2~ K& L ET,
T4NETNA—TEYERT AT, Z0a~vr RO noBERAEHALET,

cts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}
nocts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}

BX DA

listener —HDY AF—DT 4 NE T N—TEVER L ET,
speaker —HEDAE—H—DT 4 NE T N—T R L ET,
global TN ADTRTCOAE =T —F7213 U A F—% 7 A —TF{LLET,

filter-group-name | 7 ¢ )L % 7' )L — 7 D4 i,

filter-list-name 7 4B YA SDOLH,

ATV R E—F

Jua—N)L a7 4 ¥ ab—3 3 (config)

avy FNERE

EREDAARZA

J1)y—= EEAR
Cisco I0S XE Fuji Zhavwy RPNEAINE L,
16.9.1

TDOawy RERITTDHE, TRAANT4NE TA—TF a7 4 Fal— gy ET— R
BROET, ZOF—RT, IN—TDET AL AZEE L, 74 NI TN—TITT 4%
ANEBEHATEET,

FNRAAFERFET 27 N—1BNT 5700 a~y FOBERITKDO EEBY T,

peer ipv4 peer-IP

15Daxy FTIOOET ZBMTEET, E7 2368 512iE, LEREEKIZT =
~v Rz )R LET,

TUNEV AR NI A—FICERT 00 a~y ROBRITHD LB T,

filter filter-list-name

Ja— LY 2 F—BL R g — RNV A= —D T 4 NVNETN—TF T g TIEET U A
MIfEETEERA, ZOBRE, 74 NMZITTATO SXP HEFICHEH S NET,
Ta—N)VIR T A NE T N—T L T RXR—=ADT 4 VA T A—T O STREA SN TN 58
B, T — LT g VBB ISNET, T e— Y A F—F i e — A= —D
WTINDT 4 NVH TNA—T DIENEREII TGS, TDOHBTOIRT a—s)L T 4 )L H
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cts sxp filter-group .

VU BMEREINET, b9 —HOHFRIZOWTIL, BT X—AD 7 4 VX T)L—TFRFEEX
nEd,

B RIZ, group 1 & W5 U RFT =T N—"T%E L, TDIN—TIZET L7 42
ANEEID Y THHZRLET,

Device# configure terminal

Device (config) # cts sxp filter-group listener group 1
Device (config-filter-group)# filter filter_ 1

Device (config-filter-group)# peer ipv4 10.0.0.1
Device (config-filter-group) # peer ipv4 10.10.10.1

RIZ, group 2 LW H Vo — L) R F— TN —TEAENT DB 2R LET,

Device# configure terminal
Device (config) # cts sxp filter-group listener global group_ 2

BEa<w> R avw Uk SR BA

ctssxp filter-list IP 7LV 7 ¢ w7 A, SGT. £7-1XF DT OMAEDLEITHESNT
IP-SGT XA T 4 T o T4 NE ) U TF B0 SXP 7 4 VA4
URANEERRLET,

cts sxp filter-enable TANEY T B LET,

show ctssxp filter-group | 3@ &N TWD 7 4 W& Z—TICBET A2 R L £,

show ctssxp filter-list | EENTWA T 4 A F U X MIETAEREETRLET,

debug cts sxp filter T4 NE YA RNBIOT 4 VZ T A—TOVERL, HIBR, EHNCREE
events FTAHARY Neu A Ic@ELET,
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. cts sxp filter-list

cts sxp filter-list

IP-SGT XA T 4V T T 4 NE Y T T DHIZDD—HD T (VXN — )Lk T 5 SXP 7 ¢
WA YA REERT AT, Ja— L a7 X alb—3 3y B— RTctssxp filter-list =
U REFERHLEST, 7402 VA RNEHIBRT DX, Z0a~vr RonoBXNEEHLET,

cts sxp filter-list filter-list-name
no cts sxp filter-list filter-list-name

XD EREA filter-list-name| 7 ¢ L % U 2 F D4 HiL

aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)

avr FERE )1y—2 EEANAE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.1

FEREDHA KSq4y ZOAXURFERITTDLE, TNAANT4NE YA a7 Falb—ar =Rk
NFET, ZOF—KRT, Z74NVZVAIDNL—VEFETEET,

T4 NENL—UE, SGT, IP V7 4 v 7 A, £721ESGT L IP L7 v 7 ADW ST O
AbFICESWTRETEET,
T N—F V=V ZBINT A0 a~vy ROERIZRO LB T,

sequence-number action(per mit/deny) filter-type(ipv4/ipve/sgt) valuelvalues

7= & 20X, SGT 220 TH D SGT-IP XA VT 4 VT HFH AT B/ —MFRD L H T F
T,

30 permit sgt 20

V=l VAR FEA T a T, Y VAR GERE LW RIE, VAT ALK TAE
RENET, V=T U AR, RBRICERBRESNT - —7 v AEFENS BEIRNIZ 10 7
WhSnhET, 2 00BGFEONL— VDO —F U AT S ERETHZ LICL>TH LVWIL—
NEFEATEET,

5072 SGTEDO AL 2 ~ 65519 T3, 1 DD — L2 D SGTIE A ET A1, A2—
2EFRALTHEEZXEID £9°, 1 DONL—IZEK S SO SCGT A ETx £,

SGT L IP L7 4 v A& fAEDLET-IL—L T, V=IO DOERFINA T 4 T
D—BRHHLGE, V=D 2 OB THRESNT 7 v ardEeanEd, &z
E. ROAL—LTIE, IP 7 L7 ¢ v 7 2 10.0.0.1 O SGT EAS 20 DB, L—IL DEAMIDIESY
THRA T A VT RHFAEINTH, T 53 T 4 VI BERESNET,

Device (config-filter-list)# 10 permit sgt 30 20 deny 10.0.0.1/24
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cts sxp filter-list .

EIEEIC. IRONL—)L T, IP L7 ¢ v 7 % 10.0.0.1 D SGT 7520 THAIDOT 7 a o TiEN
AT A TRHFRIENRTH, SGTIE20 DA VT 4 T RFRENET,

Device (config-filter-list)# 10 deny 10.0.0.1/24 permit sgt 30 20

i WIZ, T4 NE VR RNEERLTWHL OO L— L5 BINT A6 %257 LET,

Device# configure terminal

Device (config)# cts sxp filter-list filter 1

Device (config-filter-list)# 10 deny ipv4 10.0.0.1/24 permit sgt 100
Device (config-filter-list)# 20 permit sgt 60 61 62 63

BEaT R avyU kR B

cts sxp filter-enable SXPDOIP 7V 7 4 v 7 ABLNSGT R—ADT 4 VE ) T hAg
iz LE9,

cts sxp filter-group —HOETE I N—F LTI 4N E Y A NEH#EATA7-0D7 ¢
WNE T N—T B LET,

show ctssxp filter-group | ZRE SN TWD 7 4 V& T A—FICET A REFR L ET,

show ctssxp filter-list  |EFSNTND 7 42 Y X MIBET 2 ERAR R LET,

debug cts sxp filter TUNEY A RNBEIOT 4 VE T A—FOVERL, HIFR, EHNCREE
events THANY hEuZICiRLET,
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. cts sxp log binding-changes

cts sxp log binding-changes

IP & Cisco TrustSec € ¥ = V7 4 7 /L—7% 27 (SGT) &KHi~7' v k=L (CTS-SXP) D/3A >
FU L TOEROuX L T EACTHICIE, Fe— L ar 7 4 ¥ al—y gy EF—FRT
ctssxp log binding-changes =~ > R&fH L 7, »¥ o 72 Wicd5i2iL, Zoa~v R
DO noERAEEHRLET,

cts sxp log binding-changes
no cts sxp log binding-changes

ATV R TFTI4IE  BFXFUTIFEYICL o TWET,

A2 R E—R sua—s )L ary7 4 Fab— a3 (config)

avy FERE Jy—=x EERNAE
Cisco IOS XE Fuji Zoawy RREAINE L,
16.9.1

FEHEEDHA K54 > ctssxplogbinding-changes =~ &4 2 &, IP & SGT D/ T 4 T DELDO R F
YIUBEINIIRD ET, IPT RLRE SGT DA T 4 71BN, Bk, EEMNEAET D
72 TNZ SXP @ syslog (sev 5 syslog) MERIALET, T4 DEEL SXP #f TFHE ST
RSN ET,

BEEav R av U R SR AA

ctssxp connectionpeer  CTS-SXP E7 D IP 7 KL A&Z AN L, ETEHIC SAT — Fa&Afl
HT 2020 EHBELET,

cts sxp default password |CTS-SXP DT 7 4 /b k /XA T — REBELET,

cts sxp default source-ip |CTS-SXP DEETC IPVvE 7 RL A% E L ET,

cts sxp enable T NA AT CTS-SXP ANz LET,

cts sxp reconciliation CTS-SXP O IRHIR A E LE T,

ctssxp retry CTS-SXP O FAATHIM Z A ~— %2 EH L E£7,

show ctssxp TRTOSXPH/REDAT — X AEFrR LET,
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cts sxp reconciliation period .

cts sxp reconciliation period

Cisco TrustSec £ ¥ = U 7 ¢ 7/ )L—7% 7 (SGT) A#~7 v k2L (CTS-SXP) D 228
HIBHIZiE, Ja— b a7 4F¥ab—3 32 F— KT ctsskp reconciliation period =~
Y REFEHLET, CTS-SXP OERMMEZT 7 4/ MEICRETIZIZ, Z0a~r RO no B
EEHALET,

cts sxp reconciliation period seconds
no cts sxp reconciliation period seconds

BX DA

seconds | CTS-SXP IR % A ~— (B) ., #iPHIL 0~ 64000 T4, 57 #/L i 120 TY,

ARV K TIAIE

AUk E—F

120 % (2 43)

Jua— )b ar7 4 X2 lb—3 3 (config)

avy FERE

1)1)—= EERNAE
Cisco IOS XE Fuji Zhavwy RPREAINRELA,
16.9.1

FEREDAA RZM4 Y

BT 2 CTS-SXP #7156 &, WEOHIBRE—V KT o Z A4 ~—0BIcESET, Hl
PRAS—IV RE T B A~ =TT HRNCE T D4R 5 & CTS-SXPER & A ~—03Bilhs
ENFET, CTS-SXPEIRWIM # A ~—NT 77 4 772, CTS-SXP ¥ 7 + v = 7 |ZHilalD#EE
WTHFEELIESGT vy 7= MU ARFFL, B MY ZHIBR L £7, SXP 1w
WA ORICHRETHE. ZA—NTF 4 B—T IRV, JiEOEEOTXToOZ Y 34|
PrEnEd,

BEEa<v2 R

avw Uk i AA

ctssxp connection peer |CTS-SXP 7D IP 7 FL 2&Z AN L, ETEHIT AT — R&ff

M omEIMERELET,

cts sxp default password | CTS-SXP D5 7 # /L b /SA T — RZ#ELET,

cts sxp default source-ip |CTS-SXP OEEILIPvA 7 RL A EZHRELE T,

ctssxp enable T34 AT CTS-SXP A% LE9,

ctssxp log IPL SGT DA VT 4 T OEEOuX L VA iz LET,
ctssxp retry CTS-SXP OFRITHM A A ~—2EF L ET,
show cts sxp CTS-SXP DT _RTOB/ED AT — X A FRLET,
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. cts sxp retry period

cts sxp retry period

CiscoTrustSec &t ¥ = V7 4 7 /L—7% 7 (SGT) &7 k=L (CTS-SXP) D FHAITHIM #
A~—%EHETHIE, ZJu— b ar 7 F¥alb—var E— KNTctssxpretry period =
~V REFEHLES, CTS-SXPOFFITHIMZ A ~—%7T 7 4/ MEICRTIZIX, Zoa~vy
RO noEXAEHEHALET,

cts sxpretry period seconds
no cts sxpretry period seconds

X DA seconds | CTS-SXP Fakf74# A ~— (B) . #ilHIL 0~ 64000 T¥, 57 /b X 120 TT,

aTXURFI4LL 1200 25)

STV RE—F Jua—s ) ary7 X2 lb— 3 (config)

av Yy FER J1)y—= EEAR
Cisco 10S XE Fuji Zoawy RRNEAINE L,
16.9.1

ERALDHA RS54y FRITEA~—1E, D7l E b 120 CTS-SXP #RIKEB L TV ARWEAIC h Y H—ShvE
T, ZOXA~—OMIRRGIND & B L CTS-SXP #:3ekfT SN E T, ErofEid, R
ITRFAELRLS R ET,

BEa<w> KR avw >R SR AA

ctssxp connectionpeer  |CTS-SXP 7 D IP 7 KL A% AS L, ETHERIC/ KA T — R4 ff
AT onhErnalmELET,

ctssxp default password | CTS-SXP DF 7 # /L k NAU— R&RELET,

ctssxp default source-ip |CTS-SXP DFE L IPvE 7 RL 24/ ELET,

cts sxp enable T34 AT CTS-SXP Az LET,

ctssxp log IPESGT DA T 4V TOEEORX L T/ LET,

cts sxp reconciliation CTS-SXP DEIFHIMAZEE L £ 7,

show ctssxp CTS-SXP DT RTOFREDAT —HX A KR LET,
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debug cts environment-data .

debug cts environment-data

Cisco TrustSec Bg5e 7 — X BAEOT N ZHHNZT 2ITIE. KM EXEC £ — N T debug cts
environment-data =~ > RZFEHA L ET, BET —F#EOT Ry V25T 5121, Zo=
<> RFoOno BEXEHEALET,

debug ctsenvironment-data [{aaa | all | default-epg | default-sg | events | platform | sg-epg} ]
no debug cts environment-data [{aaa | all | default-epg | default-sg | events | platform | sg-epg}]

X DA aaa (fEE) BRRE. FFrl, BLOT
BT 4T (AAA) A
=TT NNy TEEELE
KR

all (FEB) X TCoOEET—#
A=Y DOT RNy T EREL
*7,

default-epg EE) T 741 b= RBRA
vk Zn—7 (EPG) A vE—
COTF Ny T EEELET,

defavit-= UEE) 7740 b H—r5 7
N—T X =V DTNy Tk
fELET.

events (EE) BRET—ZA X2 FD
TRy TEEELET,

platform EE) X2 VT4 IN—7F
%7 (SGT) EPG 77 v b
T —BA =0T Ry T

EHEELET,
sg-epg (fF&) SP-EPG~ vy B> 7D
TRy T ERELET,
avY RE—FR ¥rtE EXEC (#)
avy FERE 1)1y —= EEHNE
Cisco I0S XE Amsterdam 17.1.1 Thavwr RREAINE LA,
Bl WiT, BHEF— 2 A U hOF Ny Z T B0l T LET,
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. debug cts environment-data

Device# enable
Device# debug cts environment-data events

Cisco TrustSec A7 > K |

BEEav R avwvk

L)

cts environment-data enable

BT — 20 u— REAENC LE
—é‘o

clear ctsenvironment-data

RET—2%27 )7 LET,

show cts environment-data

Cisco TrustSec DERFET — X 1 H & £~
L/i .ﬁ‘o
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debug cts policy-server .

debug cts policy-server

Cisco TrustSec AN YU & —H—= DT/ 7% A 2 —T7 VT DHITIE, FiHEEXEC £ — R Tdebug
ctspolicy-server =~ RZEHA L %7,

debug ctspolicy-server {all | {http |json}{all |error |events}}

EX D3 all RY =P —=RDFTOF
Ny T oA X—T M LET,

http HTTP 7 AT > hDOT Ry 7
BARX—T M LET,

json JSON R—H—DFT R 7% A
=TT LET,

error HITP =5 — DT Ry T & A
F—T I LET,

events HTTP A X hDF R T E A
F—T N LET,

ARV R E—F F#HE EXEC (#)
avy FERE J1)—2 EEAR

Cisco I0S XE Amsterdam 17.1.1 Tohawy RPEASNE LR,
2 KIZ, HTTP 2 AT v b2 T —=DT Ny 7oA F =T MIT BBl Z R LET,

Device# enable
Device# debug cts policy-server http error

MEa<v R av vk £ BA
cts policy-server name RY ——_OLFIEZEL, R

=Y =N a7 4 Fal— g
E— FZBBLET,

show cts policy-server Cisco TrustSec 8 U 3 —H— DIFH %
ERLET,
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. port (CTS)

port (CTS)

RY =P —=ROR—FERETDINE, RV =P =R a7 X2l —3 F—RT
port =~ REMHLET, KU —F—RDOR—rEHIRTHICE,. ZDa<2r Rono B

A& LET,
port port-number
no port
ST EHBA port-number RY =P —RDOR— &S,
A %721 1025 ~ 65535 C
ﬁ—o
AT RFIHILR 57 )b hiR— R 9063 T,
STV R E—F RY =W —N a7 Xz b— 3 (config-policy-server)
vy RERE )1)—2x EEANE
Cisco 10S XE Amsterdam 17.1.1 Zoavwy RPREAINE L,

ERALEDAA K54 MHBRESTful #—E 2 (ERS) A— k& LTHKR—FIHDDIE 9063 DATT,

#l KT, Y e ROE— B BRET B AR L £

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server_2
Device (config-policy-server)# port 9063

fEav >R av vk Bl
cts policy-server name RY —P—R_OL4HEREL, RN

Y= Rar T 4 Fal—ar
T FEBLET,
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propagate sgt (cts manual) .

propagate sgt (cts manual)
Cisco TrustSec Security (CTS) A > H—7 =2 A ATLA¥2D®F =V T 4 Z—F%7 (SGT)
[REEZANCTHICIE, AV F—T =2 A a7 4 X2l —3 3 F— FTpropagatesgt =
~V REHEHALET, SGTREEZENCTHITIE, Z0a~vr Fono BREHEHLET,

propagate sgt

XD Ioawry RZEBIEELEF—TY—REH D THA,

ATV R FI4)~  SGTABDRENH /> TWET,

ATV R E—FR CTS FlhAf v ¥ —T 2 A A a7 4 Falb— 3 EF—FK (config-if-cts-manual)
avr FERE )1)—Z EERE

Cisco 10S XE Fuji Zoa<wy RREAINE LT,

16.9.1

FEREDHA KSq > SGTARHDIREIZ L > T, CTS HIEDA 7 —7 = A AT L2 SGT ¥ 725N T CTS A ¥
T—% (CMD) ZZEBLOEETEET, ET7 T A AN SCGT 225 TET . ZORR.
SGT # 7 & L2~y X —IZFE TERVIRILT, £ ¥ —7 = A AD SGTIniZEE T+ 512
/X nopropagatesgt =~ > RafiHLET,

#l Wiz . FHITRE SN TrustSee KGO A o % —7 = A AT SGTAZE 2 AN 5 i
B LET,

Device# configure terminal

Device (config)# interface gigabitethernet 0
Device (config-if)# cts manual

Device (config-if-cts-manual) # no propagate sgt

KIZ, XHEY b A—YRXy N A —T x4 A0 TSGTIBENEN/R>TND
FlZ R L £,

Device#show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE
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. propagate sgt (cts manual)

BEEav R av R 5 BA

cts manual CTISDA v X —T =2 A AEHMNZ LET,

show ctsinterface | ¢ > % —7 = 4 2 =& ® Cisco TrustSec A7 — M5 X UOEEHEWAE TR L
F7,
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retransmit (CTS) .

retransmit (CTS)

B ADHDOREKRY kT A B ERET B, B o—HF—Nar 7 Fal—s g B
K-Cretransmit 2~ RE2EALET, T 740 MIETIZIE, Zoa~<r Ko no Xz
HALET,

retransmit number-of-retries
no retransmit

‘X0

'_E_Iu“:I

B number-of-retries U NI A DRI, A7REIT
0~57TT,

ATV R FI4ILR FI7HV M4 TT,

AT R E—F RY—H—nR a7 ¥ 2l — a3 (config-policy-server)

avy FNERE )1)—=R EEAR

Cisco I0S XE Amsterdam 17.1.1 Thavwr s RREAINE LA,

i Wic, Bk Y b oA ERRAEEE S AR LET,

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server 2
Device (config-policy-server)# retransmit 3

BEav > KR avU R SR BA

cts policy-server name RY o —HP—ROLFIEREL. R
VN ar T g l—g
E— FZRBLET,
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. sap mode-list (cts manual)

Cisco TrustSec A7 > K |

sap mode-list (cts manual)

2MHDOA B —T 2 ZADMDO Y I E b E R T — T 57O S 41D Security
Association Protocol (SAP) DFEGE &K EALE— K (Fmi b EARITERIRM T Shve) %k
W21, CTSdotlx A v H—T = A a7 4 F 2l —3 3 F— KN Tsapmodelist =~
VREFEHALET, T RFRURAREZHBRLTT 740 MCETICE, Z0Oa~<> Ko no B
EEALE9,

2{EDA B —7 = A AHTMACsec DV VI HAbE R T =— M 57202, XTTA X
~ A4 —%— (PMK) ¢& Security Association Protocol (SAP) DFEFER K OWF BT — K& T8
THETICIE, sapmodelist 2~ FEMFEHLET, REEZEDICTHITE, Zoavw R
D noFERAEHEH L ET,

sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]
nosap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]

B DR

i
&

AR R FIHILbE

ATV R E—F

pmk hex_value 16 ##7 — % PMK ##5E L
FT T o 0x7e L, B
D16 EHSLFE2 AT D, %
I TRWEEIE, REOXT
(Z0DT VT o w7 AN
D) .

mode-list T RARNZ AL XENTZE—RD
VA NERELET (W&
O BARI B IEN AT )

gcm-encrypt GMAC8FE, GCM KBt % 5
ELET,

gmac GMAC FBFEE T ZfRE L, W
FEERE L EE A,

no-encap 7 7' EFRE LEE A,

null AT 'MESH Y . WEER L.
Wefb/e LERE L ET,

T 7 4V k@1 7V {kiE sap pmk mode-list gcm-encrypt null T3, BT A X —T = A AN
802.1AE MACsec 721X 802.REV L' A ¥ 2 UV v Vs G{b xR — b L2WGA, 7740 bD
KE=ZbiX null T,

CTS FEIA v H—T =2 A A a7 4 ¥ 2L —3 3 (config-if-cts-manual)
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sap mode-list (cts manual) .

avy RERE

J1)—=x EERNE
Cisco I0S XE Fuji Zhawry RREAINE LT,
16.9.1

EREDAARZA

3l

FRE & M b T AR ET £ 121%. sap pmk mode-list =~ > F&EH L £,

X2 T 4TV o— g7 bajl (SAP) 1X802.11IIEEE 7 v hi/L D KT 7 h /83—
Vg L NHASWEREER—OREB LU e F 2L TF, SAPIIMACsec VAR — 43
A H—T x4 XD 802.1AE V > 7 [kFE{t (MACsec) ZHESLIS L OVEELT B 7= DI
Li‘é—o

SAPB L UNRT T A Xv A% —F— (PMK) %, sappmk modelist =~ > REZFEH LT, 21
DA Z =T A ARICFEITRIET D22 L HTEET, 802 IXFREEZ MM T 256, Wk
7V B RBLOAE—8 T 1 —4) M Cisco Secure Access Control Server 75 BT D
R—HFDPMK BLOMACT RLAZZELET,

T ANCTS KR Y 7 b =7 %2 FATL TN T, ~N— R =7 BCTSIEXNETH 5513
sap mode-list no-encap =~ > R&flEH L CTh 7/ b zER L E T,

KIZ, FHAEY A=Y Xy N A F—T x4 ZATSAP ZHETHHZRLET,

Device# configure terminal

Device (config) # interface gigabitethernet 2/1

DeviceD (config-if)# cts manual

Device (config-if-cts-manual)# sap pmk FFFEE mode-list gcm-encrypt

BEEavTY R

avrk BL)]

cts manual CTS DA v H—T =2 A AEHFINZ LET,

propagate sgt (ctsmanual) | Cisco TrustSec Security (CTS) A > % —7 = A AD LA Y 2 TD
X2 VT4 =T %7 (SGT) DIREEAHLET,

show ctsinterface Cisco TrustSec f > # —7 = A AREDEIHFREF R LE T,
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. show cts credentials

show cts credentials

Cisco TrustSec (CTS) T /3A A ID #F <7 5121%, EXEC £— RFE7/2IIFHE EXEC £— KT
show ctscredentials =~ > RZfH L £7,

show ctscredentials

BT DR Zoavwy R, a~vr FEREF—UV—FEIH Y 5 A,
aAavY R E—F ¥t EXEC (#) =— EXEC (>)
av Y FERE )1)—=x EERNR
Cisco I0S XE Fuji Zoawy FREAINE LR,
16.9.1
& Wiz, HABIZERLET,

Device# show cts credentials

CTS password is defined in keystore, device-id = r4

BEa<w> R =l VN N SR AR

ctscredentials TrustSec ID B L UVRRA U —REEELET,
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show cts environment-data .

show cts environment-data

ATV R E—F

Cisco TrustSec DEREET — ¥ {5 & £/ 9 5 121%, ¥ EXEC & — KT show ctsenvironment-data
o< FEFEHALET,

show cts environment-data

Zoawry NI, 5lIEBIOF—U—FEH Y A,

HikE EXEC (#)

Qv RERE J1y—2 EERAE
Cisco I0S XE Amsterdam 17.1.1 Zoavwy RPREAINELE,
#l &Iz, show ctsenvironment-data =~ > RO 1FIZ R L ET,
Device# enable
Device# show cts environment-data
TS Environment Data
Current state = START
Last status = Failed
Environment data is empty
State Machine is running
Retry timer (60 secs) is running
H17 40—V ROBEWIZHHTY,
MEav> K av vk iER
cts environment-data enable BEST—20F 7 a0— REEMILE
7
clear ctsenvironment-data migEs—2% 2707 LET,
debug cts environment-data Cisco TrustSec Bgii 7 — Z #{EDT /N
T EHINZLET,
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. show cts interface

show cts interface

A H—T A AD Cisco TrustSec (CTS) XEDHMat &+ ~d HI12i%, EXECE— FE 7134
e EXEC =— R C showctsinterface =~ > R&2FEHA L £ 7,

show ctsinterface [{GigabitEthernet port| Vlan number | brief | summary}]

EX DA port rE) Py hA— PRy h A BZ—T 2 A AT, O L2 —T AR
DODIULEARAT—FZ AR IINRIREINET,

number (f£&) VLAN A > #Z—7 = A 2% 5 (1 ~4095) .

brief L) T _RTOCTS A v ¥ —7 = A ADEMEAT —# A% Frm LET,

summary | (f£E) A > X —7 =4 AT L2, TRXRTOCTS A v F—T A ADH <1 —
O AMEFIZISMOF— AT —2 2 74— )L REFEOREATERLET,

aRVRFILLE L

ATV R E—FR EXEC (>) f#H EXEC (#)

avr FERE )1y—2 EEANE
Cisco I0S XE Fuji Zoawy RREANINE LT,
16.9.1

ERLEDHA KS4Y TRTDCTS A V=7 = f ADTRAT =4 A% FFRT HITE, ¥—T— FeMHEIc
show ctsinterface =~ R&2{#FEH L E 4,

Bl Wiz, ¥—U— FEEREFIC N 2R R T 205 R LET (F_TOCTSA > ¥ —
T2 A ADTEAT—HF R) |

Device# show cts interface

Global Dotlx feature is Disabled
Interface GigabitEthernet0/1/0:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Interface Active for 00:00:18.232

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT

. Cisco TrustSec A< > K




I Cisco TrustSec A< > K

Sele

cted cipher:

Propagate SGT: Enabled

Cache In
Cach

Statisti
auth
auth
auth
auth
auth
sap
sap
auth
auth
port
Ingr

Egre

RIZ, brief %

Device# show

Global Dotlx
Interface Gi
CTS is e

IFC stat
Interfac
Authenti
Peer

Peer
Authoriz

SAP Stat
Propagat
Cache In
Cach

fo:
e applied to link : NONE

cs:
Cc success:

c reject:

c failure:

C no response:

c logoff:

success:

fail:

Z success:

z fail:

auth fail:

ess:

control frame bypassed:
sap frame bypassed:

esp packets:

unknown sa:

invalid sa:

inverse binding failed:
auth failed:

replay error:

ss:

control frame bypassed:
esp packets:

sgt filtered:

sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

O O OO OO oo oo

O O O O O o o o

O O O O o o

—U— PRz Ll Aple R L £,

cts interface brief

feature is Disabled

gabitEthernet0/1/0:

nabled, mode: MANUAL

e: OPEN

e Active for 00:00:40.386
cation Status: NOT APPLICABLE
identity: "unknown"

's advertised capabilities: ""

ation Status: NOT APPLICABLE

us: NOT APPLICARBLE

e SGT: Enabled

fo:

e applied to link : NONE

show cts interface .

avU kR

BLL]

cts manual

CTS DA v B —T = A ZAEFHHT LET,

ctssxp enable

F v RU—27 FNA AT SXP A ELET,
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. show cts interface

avw vk SR BA

propagate sgt | Cisco TrustSec Security (CTS) A > X —7 =4 ADL A ¥ 2 TOEXF2Y T 4
TN—7" 27 (SGT) DIniExAMILET,
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show cts policy-server .

show cts policy-server

Cisco TrustSec 78 U 3 —H— "OIE# 2 £~ 5121, KM EXEC £ — R T show ctspolicy-server

a<wr REFEHRALET,

show cts policy-server {details | statistics } {active | all name}

B DEREA

details RY o —P—_OFEMHE TR L
iﬁ—o

statistics AU —P—R_OFEEERL
F9,

active TIT 4 TIRRY =P —Z
B2 EWMERRTLET,

all FTRTCOP— BT D HERHE
HwEFRRLET,

name R =P =4,

aAvU R E—F

et EXEC (#)

avy FERE

1

IJIJ——

A

EEAR

Cisco IOS XE Amsterdam 17.1.1

Zoavr FREASRELL,

Iz, show cts policy-server detailsall =~ > RO HHZR L £,

Device# enable
Device# show cts policy-server details all

Server
Server
IPv4
IPv4
IPv4
IPvV6
IPvV6

Name

Address
Address
Address
Address
Address

Domain-name

: ise 151
Status :

Inactive
: 10.1.1.1
: 10.2.2.2
: 10.2.2.3
: 2001:db8::1
: 2001:db8::3
: www.cisco.ise.com

Trustpoint : trust ise 151
Port-num : 9063
Retransmit count : 3

Timeout : 15

App Content type : JSON

Server
Server

Name

: ise 150
Status :
IPv4 Address

Inactive
: 10.64.69.151

Trustpoint : trust ise 151
Port-num : 9063
Retransmit count : 3
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. show cts policy-server

Timeout : 15
App Content type : JSON

IZ. show cts policy-server statisticsall =~ > KOl % 7~ L E7,

Device# show cts policy-server statistics all

Server Name : ise_server_ 1
Server State : ALIVE
Number of Request sent
Number of Request sent fail
Number of Response received
Number of Response recv fail
HTTP 200 OK
HTTP 400 BadReq
HTTP 401 UnAuthorized Reqg
HTTP 403 Reqg Forbidden
HTTP 404 NotFound
HTTP 408 ReqgTimeout
HTTP 415 UnSupported Media
HTTP 500 ServerErr
HTTP 501 Reqg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O WO OOOOOOO O kWb o

I, show cts policy-server statisticsname =2~ > RO Bz R L E4,

Device# show cts policy-server statistics name ise server 1

Server Name : ise server 1
Server State : ALIVE
Number of Request sent
Number of Request sent fail
Number of Response received
Number of Response recv fail
HTTP 200 OK
HTTP 400 BadReq
HTTP 401 UnAuthorized Reqg
HTTP 403 Reqg Forbidden
HTTP 404 NotFound
HTTP 408 RegTimeout
HTTP 415 UnSupported Media
HTTP 500 ServerErr
HTTP 501 Reqg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O WO O OO OOOOO b Wb o

ROFIZ, ZOHNTERREINDELERT 4 —/V FOBHZRLET,

5= 1:show cts policy-server statistics 0 7 « — )L K D E5EA

Cisco TrustSec A7 > K |

J4—ILFK SBA
HTTP 200 OK TIA4T v NERNEFIZZIFANONEL
7=,

. Cisco TrustSec A< > K



I Cisco TrustSec A< > K

show cts policy-server .

TJ4—ILF A
HTTP 400 BadReq FEROEADNIE L < 22070, BERITHEE) 708
TA=EBNEENTNET,

HTTP 401 UnAuthorized Req

U= ZT7 7 AT B0 ha 7 A
NEHR (=4 ERRAT— ) BNEESH
TWEH A,

HTTP 403 Req Forbidden

TIAT v NERNY—N"DBHEEEINEL
776

HTTP 404 NotFound

URL N 5T,

HTTP 408 ReqTimeout

BURWEZA LT U M LE L,

HTTP 415 UnSupported Media

P N CUETX o NI T Y X A T RE
RahFz L,

HTTP 500 ServerErr

WER Y — = T —F 73BT E L E Lz,

TCP or TLS handshake error

SN2 N T A MARA » bARE T, TP IZEE
T & 72\ ) Transport Layer Security (TLS) 2~
VRV A 7ITRIELE LT,

BEav> K

avy kR

L]

cts policy-server name

Cisco TrustSec R J v —H— R E L.
RV —HP—R a7 40Xzl —T3
v E—RNERBLET,

debug cts policy-server

Cisco TrustSec R Y > —H— _"DF Ry
T A f—T M LET,
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. show cts role-based counters

show cts role-based counters

Cisco TrustSec A7 > K |

X2 VT4 V=TT A ar ha—/L AL (ACL) OO IEHREFRT DI
1., = —% EXEC &— F £ 7= 13%5# EXEC &= — K T show ctsrole-based counters =~ > K& f#

)EH sz—;«o

show ctsrole-based counters[{default [{ipv4 | ipv6}]}] [{from {sgt-number | unknown}[{ipv4 |

ipv6 |to | {sgt-number | unknown}

ipv6}1}] [{ipv4 | ipv6}]

[[{ipv4 | ipv6}]}]} 1[{to {sgt-number | unknown} [{ipv4 |

WX D5 defauilt (L) 7470 bEY v—h
T AT AERE SRR LE
TO
from EE) XETEX2VT 4/
=TT AEREERLE
7,
ipv4 (&) IPvd Yy hU—27 D%
X2 )T 4 T A—7ICBT A
WEFRLET,
ipv6 (£&) IPv6 x>y hU—27 Dtk
X2 UTF 4 TA—F T B
WEFRLET,
to EE) skt x=2VT 42
N—TICET A IEREF R L E
7,
sgt-number FE) X2 V74 N—F
B 7&K, Ah7EIZ 0~
65533 T,
unknown (EE) T TORETLT N—
TICET A EREFRRLET,
avY R E—F =—% EXEC (>)
HkE EXEC (B)
avy FEREE )1)—x

Cisco 10S XE Fuji 16.9.1

Zoawy RpNEAINE L,
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EREDAARZA

show cts role-based counters .

TRCEIMERORFEAOHERZ U v 95121, clear ctsrole-based counters =~ >

RZEfHLET,

from ¥—U— R CEETLSGT &, toX—U— R T4 SGT 2 ELE£J, fromB LD tod
M OX—T— REEETDH L, TRTOHGHERPERINET,

default ¥ —7U— Ri&, 7740 FDO2=F % X hORY —iiHEHRAEFR R LET, ipvd B
EWipv6 DNFTNOF—U— FHIRELRWEE, ZOa~xy NEIPvd B U o 2121 27K

LET,

Cisco TrustSec & =4 & —

KCiX, &N "T 74 v 7 DH 7 Z SW-Permitt 7 ~L D

TIZEREN, HEESINZ N T 7 4 v 7 OH D 2 )3 SW-Monitor 7 ~bD FIZFRRINET,

1

RIZ., show ctsrole-based counters

Device# show cts role-based counters

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
12 24 0 0 0 0 0 0
12 77 0 0 5 0 0 0

FTORIZ, TAATLANICERINDIEER 74— FOY R 2R LET,

& 2: show cts role-based counters ) 7 « —)L KD ERBA

TJa4—ILK s BA

From EELTEX2Y T4 7N,

To st x=a VT 4 I N—7,

SW-Permitt RSN T T4 I DAY A,

SW-Monitor HESNZ T 74w DRT A,
E&Ea< U F av vk BLL]

clear role-basedcounters

SGACL#Et v 2%y FLET,

ctsrole-based

IP7RLVA, LA Y3 F—Txf A B
JONVRF # SGT IZ~¥ v B> 27 LEd, Cisco
TrustSec ¥ v v 2> 27" & SGACL Dl 2 A %)
IZLET,
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. show cts role-based permissions

show cts role-based permissions

B—L_X—=2 (EFX2UT 4 N—T) Tr7vAar ba— /LR 2 M EFRT 52T, §
}E EXEC & — R C show ctsrole-based permissions =~ > K& L £,

show cts role-based permissions[{default [{details | ipv4 [details] | ipv6 [details]}] | from
{{sgt | unknown }[{ipv4 | ipv6 | to{{sgt | unknown}[{details | ipv4[details]| ipv6
[details]}13}}] | ipv4 | ipv6 | platform | to {sgt | unknown}[{ipv4 | ipv6}]}]

BX DA

AU R E—F

default L) T 74/ FOMRY 2 MIBET 5 EREF R LET,

details UEE) TEvTFEINET 7R 2> bae—nL R (ACL) OFMEFRZTLE

o
ipv4 (EE) IPva 7'm b aViCBlT 2 mERRLET,
ipvé (LE) IPv6 71 b 2 WIZBT 2 1F AR R LET,
from UEE) RETI/N—T T ERERR LET,
sgt ERE) X2 VT4 IA—7 27, HEHEIE 2 ~ 65519 TT,
to (LR) s/ N —7 1T 2 MaE R R LET,

unknown  (ff:3) RHAZREEILT N—T L5k /N —TICBET A IEREFR R L ET,

platform — ({£i&) 77 v b7 4+ —AICBTAERER T L ET,

4 ke EXEC (#)

avy FERE

FEREDAHA RS2

Jy—= EEAR
Cisco 10S XE Fuji Zoawy RpREAINE L,
16.9.1

o<y Rit. SGACLMER~ R w7 ZADar T oy aFErLET, BHETEdFal T 0
TN—TF%27 (SGT) FfromF—U— RZHEH LT, %856 SGTITto¥x—V— R&EH L T
ETEET, MTDOF—U—RFZEETDH L, H—E/LDRBACL PERINET, FEK
L, toFXF—U—REFEHLEGAICOARAERINET, T2EIL, fromF—TU—RFEFEHL
TEHEICERENET, MR~ Y v 7 A2KE, fromF—TU— K& toF—TU— KOl %
B LG8 ERINET,

a~vr FHE, 794~V =03 SGTBL O & U F—DikfF5C SGT TY— k
SINFET, FENLVDSGACL 1L, RETERIANTNDHO LA UNEF T, 721X Cisco Identity
Services Engine (ISE) 7»HHUG L72EF THERRSNET,
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show cts role-based permissions .

details ¥ — 7V — FiX, from*¥—U—R&to¥X—UV— ROMAGZEETLHZ LT, H—DtL
PR ENTHBICFRRENET, details *—U— FREESNTVWDEA. H—tLrD
SGACL O7 7 & Afilil= > b U NFRENET,

&IZ, show role-based permissions =~ > KO il Z2R L E T,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):

default sgacl-02

Permit IP-00

IPv4 Role-based permissions from group 305:sgt to group 306:dgt (monitored):

test reg tcp permit-02

RBACL Monitor All for Dynamic Policies : TRUE

RBACL Monitor All for Configured Policies : FALSE

IPv4 Role-based permissions from group 6:SGT 6 to group 6:SGT_6 (configured):
mon_1

IPv4 Role-based permissions from group 10 to group 11 (configured):
mon_2

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

BEa<TUR

avw vk 5 BA

ctsrole-based permissions| 24(5 5t 7/ /L — 7 M BEESE S N — TR D HERR 2 AN L E T,

ctsrole-based monitor 0= _R—ZADT VAV A NDE=XY LT BN LUET,
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. show cts server-list

Cisco TrustSec A7 > K |

show cts server-list

BXDEREA

AR E—F

Cisco TrustSec > — KRB LI — R34 2 THIAEEZ: HTTP $—/ X & RADIUS — D
U R R &EFRT DI, =—V EXEC T — R FE 7213454 EXEC & — K T show ctsserver-list =
~  REHFEALET,

show cts server-list
ZOawy RIZEBIEELITF—U—RiZhb Y A,

= — EXEC (>)

¥rME EXEC (#)

avy FERE

FRLEDHA KS14 Y

3l

)1)—=2 EEAR
Cisco IOS XE Fuji 16.9.1 Zoawy RpNEAINE L,

CiscoIOS XE Amsterdam 17.1.1 | ==~ RO IR EH S, HTTPH—D7 KL X & %
T AERPFTREIND IRV E LT,

CiscoIOS XE Amsterdam 17.2.1 | = o=~ ROHAINEE X, HTTP — D IPv6 7 K L
ANMFBREIND LT F LT,

Z M3 RiE. Cisco TrustSec RADIUS H— DT KL R L 25— % 2 E#MEZINET H DI
fECcEET,

Cisco IOS XE Gibraltar 17.1.1 LAED Y UV — 2 TiX, ZDa<y ROHEDIZHTTP — D7 R
VAL AT —H AERBERSINET,

Cisco I0S XE Gibraltar 17.2.1 ABED Y V — 2 TliL, Z D a< 2 KO IZ HTTP ¥ — 30D IPv4
T RUVALILZIPV6 7 RLAREKRENE T,

Cisco IOSXE Amsterdam 17.2.1 LIED Y U — &

RO show ctsserver-lit =<2 ROH I TIL, HTTP H— 3D IPv4 7 KL AEB LW
IPV6 7 RL AL FDAT — X AERNERINTWET,

Device> show cts server-list

HTTP Server-list:
Server Name : cts private server 0
Server State : ALIVE
IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
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show cts server-list .

Server Name : cts private server 1
Server State : ALIVE

IPv4 Address : 10.10.10.3

IPv4 Address : 10.10.10.2

IPv6 Address : 2001:db8::20

IPv6 Address : 2001:db8::21
Domain-name : www.lise.cisco.com
Trustpoint : cts_trustpoint 1

Cisco IOS XE Amsterdam 17.1.1

&K@ show ctsserver-list =< RO SFITIX, HTTP — & FD AT —Z ZEWM

FREINTNET,

Device> show cts server-list

HTTP Server-list:

Server Name: Http Server 1

Server Status: DEAD
IPv4 Address: 10.78.105.148
IPv6 Address: Not Supported
Domain-name: http server l.ise.com
Port: 9063

Server Name: Http Server 2

Server Status: ALIVE
IPv4 Address: 10.78.105.149
IPv6 Address: Not Supported
Domain-name: http server 2.ise.com
Status = ALIVE

Cisco IOSXE Amsterdam 17.1.1 L VW EiDO Y U — =R
OB TrE, Cisco TrustSec RADIUS — 3D Y A b RFRENTWET,

Device> show cts server-list

CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)
Preferred list, 1 server(s):
*Server: 10.0.1.6, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: ACSServerListl-0001, 1 server(s):
*Server: 101.0.2.61, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs

avw >R SR AA

addressipv4 (config-radius-server) |PAC u v g = ZIZ{EHT % RADIUS — DT H
T AT BIOSRRENNT A= B ELET,
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. show cts server-list

Cisco TrustSec A7 > K |

avy kR

Bl

pac key

PAC 55— & E L £,

. Cisco TrustSec A< > K



I Cisco TrustSec A< > K

show cts sxp .

show cts sxp

CiscoTrustSec ¥ X = U7 4 F —7 %7 (SGT) A7 v k=2, (CTS-SXP) i £ 7213415
JLIP & SGT O~ v B> i A F T 512X, =—V% EXEC &— N E 72135 EXEC E— R
Tshowctssxp 2~ > REHHLET,

show cts sxp {connections[{brief | vrf instance-name}] | filter-group [{detailed | global |
listener | speaker }] | filter-list filter-list-name | sgt-map [{brief | vrf instance-name}]} [{brief
| vrf instance-name} ]

B DEREA

aAvY R FI4ILE

O R E—F

connections Cisco TrustSec SXP #kt DA R R L £9,
brief (EE) SXP fEHMOBMI & FR LET,
vrf instance-name (f£#&) #57€ L7z Virtual Routing and Forwarding (VRF) A

VAR AD SXP IEHREFRRLET,

filter-group {detailed | global | UEE) 74 NEITN—TEREFRLET,

listener | speaker }

filter-list filter-list-name (HFEE) 74V FZ YA MEREFRLET,

sgt-map (&) SXPRRHETZELZIP L SGTDO~ v L I %FHE
RLET,

2L

22— EXEC (>) #5# EXEC (#)

avy FERE

3l

Jjy—= ETREAR
Cisco I0S XE Fuji Zoawry RREASHE L,
16.9.1

WIT, brief F—U— FZfH L T SXP #fix £nd 5042~ LET,

Device# show cts sxp connection brief

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs

Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.10.10.1 10.10.10.2 On 0:00:02:14 (dd:hr:mm:sec)
10.10.2.1 10.10.2.2 On 0:00:02:14 (dd:hr:mm:sec)
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. show cts sxp

Total num of SXP Connections = 2

RIZ, CTS-SXP #fea Fard o0 ar~LET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.10.10.1
Source IP : 10.10.10.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
TCP conn fd I

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)
Total num of SXP Connections = 2

WIZ, TNNAANAE =T —L U A F—0DM 5 Th DA TP iR D CTS-SXP £
EFRTHHERLET,

Device# show cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: Not Set

Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is running

Peer IP : 2.0.0.2

Source IP 1.0.0.2

Conn status : On (Speaker) :: On (Listener)
Conn version : 4

Local mode : Both

Connection inst# : 1

TCP conn fd : 1(Speaker) 3 (Listener)

TCP conn password: default SXP password

Duration since last state change: 1:03:38:03 (dd:hr:mm:sec) :: 0:00:00:46 (dd:hr:mm:sec)
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show cts sxp .

RIZ, SXP A B — 1 —~DEH D EIWT S 472 CTS-SXP U A F—M 6D B~ L E
9, BEILIP L SGTO~ v B 71X 1200 (HIBROKR— NV RE T 2 A ~—DFT 7 %
v ME) ORISR ET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set
Default Source IP: Not

Set

Connection retry open period: 10 secs
Reconcile period: 120 secs

Retry open timer is not running
Peer IP : 10.10.10.1
Source IP : 10.10.10.2

Set up : Peer

Conn status : Delete Hold Down
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : -1

TCP conn password: not set (using default SXP password)
Delete hold down timer is running
Duration since last state change: 0:00:00:16 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection inst# : 1

TCP conn fd : 2

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:05:49 (dd:hr:mm:sec)
Total num of SXP Connections = 2

BEa~v

~

R

avwo kR

aiBA

cts sxp connection peer

CiscoTrustSecSXPE T DIP T FL AZ AN L. B THSEEIZ AT —
REFHATLINEI DERELET,

ctssxp default password

Cisco TrustSec SXP DF 7 /)L kAU — REHRELF T,

cts sxp default source-ip

Cisco TrustSec SXP DEETLIPVvA 7 RLAZHRTEL X7,

cts sxp enable

5 /34 AT Cisco TrustSec SXP ZA%hic L E 1,

ctssxp log

IPL SGTONRNA VT 4 T OEFOaX Va2 HCLET,

cts sxp reconciliation

Cisco TrustSec SXP D IFHARI Z AT L £9°,

ctssxp retry

Cisco TrustSec SXP D FRITHIMI # 4 ~— %L H L £7,
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. timeout (CTS)

timeout (CTS)

WWEDZA LT N () 2RETHINE. RV —P—NRar7 X2l —v gy T—
K-Ctimeout =2~ FEFEHALET, WEDHXA LT U NET 74V MCETIZIE, 2o~
Y RFono BRAEFEHLET,

timeout seconds
no timeout

X DA seconds WA DOZ A LT 7 METT,
AHEMEIZ 1 ~ 60 T,

AR R FTI4AL  TIANMNMISHTT,

av R E—F RY =P =R 37 s F¥2 b — 3 (config-policy-server)
A%y FEE 1y—2 RENE

Cisco IOS XE Amsterdam 17.1.1 Zhavwr s RREAINE LA,
Bl WIT, KUY S —ADH A LT B EETHH 2R LET,

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server 2
Device (config-policy-server)# timeout 8

BEav R QU R B
cts policy-server name RY o —P— ROLFTEREL, K

=Y =R a7 4 Fal—T g
E— NERBLET,
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tls server-trustpoint .

tls server-trustpoint

Transport Layer Security (TLS) O K7 A hARA > b EFHETHITIL, RY v—P—nar 7y
Xal— 3z ET— FCtlsserver-trustpoint =~ > R&HHALE9, TLS 7 A hRA > b
ZHIRT 2121%, Zoa~r Rono FEXE2#HALET,

tls server-trustpoint name
no tls server-trustpoint

X DR name FZ A RKRA Y M4,

ATV R FI4 R TLS BEESILTVET,

AT R E—F RY—P—" a7 ¥ 2L — 3 (config-policy-server)
Qv RERE 1y —2 EERAR
Cisco IOS XE Amsterdam 17.1.1 Toavwy RREAINE LT,

FEEEDHA K54 > TLSIZ. Cisco Identity Services Engine (ISE) (ZHEfi T 572D F > U —27 731 AT &
NEJI, T8 RT LD TLS B OMESLIZIE [Make or Break] O 7 ' —F 03I, 7
/3A A & Cisco ISE DN K#EHT7e TLS Beftiddo  EH A, TLS HEi SN STk, & Dk
WA LT, 7734 A5 FFE D Uniform Resource Locator (URL) (2%t REST API =1 —
NERETEET, TXTORESTERPLIEND &, F— 3 BEDTCP-FIN A v & —I|Z
Ko TN SN E T, H LV RESTAPI 2 — /L& EET DI, — 3 & O LBkt
EHESLT DM ERNH Y 7,

MEh72 N T A RBA L RBEREINTWAEEA, TLS /Y Rz A Z 13RI L, — 303 1k
L Cw—27&NET,

#l KT, TLS F T A FEA L kR RET BHIE R LET

Device# enable

Device# configure terminal

Device (config) # policy-server name ise_server_ 2

Device (config-policy-server)# tls server-trustpoint ise_trust

BEa<vy KR av R i AR

ctspolicy-server name RY =P —ROLFZHTE L, &V
VY —nRar T s Fal—var
E— REBABLET,
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. tls server-trustpoint
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