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carp (4 X—7)
*boot (5—7)

scat (73—

s copy (8X—Y)

* copy startup-config tftp: (9 ~X—1)

* copy tftp: startup-config (10 ~<—73)

+ debug voice diagnostics mac-address (11 ~3—73)
+ debug platform condition feature multicast controlplane (12 ~X—3")
+ debug platform condition mac (14 ~<—3°)

* debug platformrep (16 ~<—73")

+ debug ilpower powerman (18 ~X—1)

e delete (21 ~—72)

o dir (22 %—7Y)

« emergency-install (24 ~<X—3)

sexit (26 X—7)

s factory-reset (27 ~<—737)

« flash_init (30 ~X—)

*help (31 X—)

s hostname (32 ~X—7)

s install (34 X—7)

« ip ssh bulk-mode (38 ~X—73°)

* 12 traceroute (40 ~X—73)

* license boot level (41 ~X—3)

* license smart deregister (43 ~X—1)

* license smart register idtoken (44 ~X—1)

* license smart renew (45 ~X—3")

* location (46 ~<X—)

* location plm calibrating (50 ~~—3)

* mac address-table move update (51 ~<—73)
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e mgmt_init (53 ~X—)

» mkdir (54 ~X—71)

emore (55 ~X—7Y)

*no debug all (56 ~<—7)

s rename (57 ~X—3)

» request consent-token accept-response shell-access (58 ~<—137)
* request consent-token generate-challenge shell-access (59 ~—3°)
* request consent-token terminate-auth (60 ~X—73")

* request platform software console attach switch (61 ~X—1)
sreset (63 ~—)

e rmdir (64 ~X—2)

* sdm prefer (65 ~—73)

* service private-config-encryption (66 ~X—3°)

eset (67 <—72)

* show avc client (70 ~X—)

s show debug (71 ~=X—7)

s show env (72 ~X—7)

* show env xps (74 ~X—72)

* show flow monitor (78 ~X—73")

* show install (80 ~—73)

* show license all (83 ~X—73)

» show license status (85 ~X—7)

» show license summary (87 ~X—13)

* show license udi (88 ~<—<)

* show license usage (89 ~~—7°)

* show location (90 ~X—3")

* show logging onboard switch uptime (92 ~X—737)

+ show mac address-table (95 ~X—737)

+ show mac address-table move update (100 ~<—13)

« show parser encrypt file status (101 ~<—3”)

* show platform hardware fpga (102 ~=X—3")

» show platform integrity (103 ~<—73”)

* show platform software audit (104 ~X—2°)

» show platform software fed switch punt cause (108 ~X—13)
» show platform software fed switch punt cpuq (110 ~X—73)
» show platform sudi certificate (114 ~3—73)

* show romvar (116 ~—3)

* show running-config (117 ~X—7%)

* show sdm prefer (123 ~X—3)

» show tech-support license (125 ~X—)

» show tech-support platform (127 ~X—1)
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« show tech-support platform evpn_vxlan (131 ~<—737)

« show tech-support platform fabric (134 ~X—1)

» show tech-support platform igmp_snooping (138 ~X—737)
» show tech-support platform layer3 (141 ~<—13)

» show tech-support platform mld_snooping (149 ~X—73”)
» show tech-support port (156 ~X—1)

» show tech-support resource (159 ~<—3°)

» show version (164 ~X—)

* system env temperature threshold yellow (172 ~X—73")

s traceroute mac (174 ~X—737)

s traceroute mac ip (177 ~X—3)

. type (180 ~—77)

s unset (181 ~—737)

» upgrade rom-monitor capsule (183 ~X—1)

e version (185 ~X—)
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Address Resolution Protocol (ARP) 7—7 /VOWNE%F T HI21E, 77— ha—%E— RTarp
avy REMEHLET,

arp [ip_address]

BX DA

aAvU R TFI4ILE

ip_address  ({1-7&) ARPT— 7V £ EDIPT RLAD~ v B TR FRLET,

77 AV N OEIERIEIL S D FE A

ARV R E—F T—hr—4

avy FERE J1)—x EERNAE
Cisco I0S XE Everest Toavwy RNREAINE L,
16.5.1a

FEREDHA K542

3l

ARP 7—7/UZE, IP 7 FL AL MACT RLADV v BV 7 IURENET,

RIZ, ARP T —7 NV EFRT DB 2R LET,

Device: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1:25:ae, via port O
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boot .

boot
FATAHEA A=V & — FBXOT— LT, avr FIA 0 A ¥—T=4( X (CL) &%
RT A, T—bhr—FE—KTboot 2~ REMHEMALET,
boot [-post | -n | -p | flag] filesystem:/file-url...

X D& -post (LR JEBEB L ORMAPOSTIZE > Tr— RENTA A=V HFEITLET,

ZOXF—U—REMEHT DL, POST OFE TIZHET HRFHNAEL 20 £77,

-n (ERE) E#E#E I <IZ, CiscoIOS T /3y HHMRIE LT,
P LE) A A=Y Or—R%T T, JTAG 73y AHMRIE L E T,
filesystem: T7ANVATLEDTA YT A, YATLR—K 7T v a T4 A21%

flash: ZfEH L E£3, USB A€ U X7 ¢ v 7IZi% usbflash0: ZfEH L £,

fiile-url T NREIRA A=V DRA (FA L7 b Y) BROKHL, K1 A—T 40T
TIanrTREIY £,

ATV RFIHILE T 7 AN NOBERHEIZH Y FH A,

avURE—F 7—br—4

avy FERE Jy—2= FERNE

CiscolIOS XE Everest16.5.1a = o< RQRNEAINE LT,

EELEOHA RS> SIEEMBIEE LRV Tboot 2~ RE A Licia, 7754 A1X, BOOT BREEAHNZRE
ENTVWIEZEOFOERAMBEHLC, VAT AEZHBNICT—FLEI L LET,

fileurl 28Iz A A —JAFBE LSS, boot 2~ NiEEESNTAAA—C2 7T —FLED
ELET,

T—ha—Xboot A ROA S a  ERELESGAIT. Z0a~vwy RREEBICFETS
., BEO 7 —buo—Ftyra U EFICERIRET,
CHOOREMEEISNTREIO 7 — MLUBEICHERENS Z L 13H Y £ A,
Tr7ANLEBIOT L7 FULAIE, KXFENXFEXBILET,

i
WOFITIEL, new-imagebin 4 A=V ZH L CTF A 22T — T 5 HEEZRLE
TO
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. boot

Device: set BOOT flash:/new-images/new-image.bin
Device: boot

Zoavr REANTLE, By Ny T TSI AERBET DX IITRODLNET,
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cat [J|j

cat
12U EDT7 7 A NVORNFEFRTHICIEL, 7T—ha—FE—RKCeata~y FEFEHLET,

cat filesystem: /file-url...

X DiRHA filessydem 7 7 4 Lo 25 L EEE L E T,

flileurl  FRTHT7ANDNRA (T4 L7 F)) CARIEEELET, 77 ANM4AITA
NR—ZXATRYIY £,

ARV EFI4NAL  T AN FOBEREIZH Y EE A,

AT R E—F T—bhe—4

2T KRR =2 EENE

CiscoIOS XE Everest 16.5.1a = o~y RN A XuE L=,

ERLDHA KSAy 77ANABEIOT 4 L7 FUAIE, KIXFEALFERFILET,
T7ANDY A NERELTESGAIL. &7 7 A NVOREDBIRICERRSNET,

I WO T, A A—DT 7 4 NONEE TS TSR LET,

Device: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info _end:
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. copy

copy

TrANE AL =LA —RIlat—3 512k, T—hr—¥E—RTcopy 2~v 2 F%&
BRALET,

copy filesystem:/source-file-url filesystem:/destination-file-url

BXDEH filesystem T 7 ANV AFADTEA YT A, USB AEY AT 4 v 7 OEEIL,
usbflash0: ZflifH L £,

Isource-file-url ab—7TDONRR (T4 7 F)) BIXOTZ7 7 A4 V4 TY,

[degtination-fileurl = v —£p X2 (F4 L7 F)) BXOTZ 7 A4 LML TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEAR

CiscolIOS XE Everest16.5.1a = pa~> RQREAINE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RITFE/NTFERGILET,

AT yva () MIEETE DT 47 PULAITRK 127 LFTT, T4 L7 FUAIZIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, an U idEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A VALK T, A—A HIBRSCT,
ATy va, 5IH/, BEIaay, angifEHTEERA,

TrANERDOT 4 L7 bUIZa—F 5581, TDOT 4 L7 bUBEEL TWRITFIEAR
D EH A

i WOBITIE, V— MCb DT 7 A M E Tt —F 5 FiEER LET,

Device: copy usbflashO:testl.text usbflashO:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

Ty AP A= E D DEHERT AL, dir filesystem: 7' — b —F o<
REANTTLET,
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copy startup-config tftp: .

copy startup-config tftp:

AA v F MG TFTP — NCREE 2 B —3 5121, $5HE EXEC £ — K T copy startup-config
titp: =~ RZHEHALET,

copy startup-config tftp: remote host {ip-address}/{name}

B DEREA

AR R FI4ILE

aAvU R E—F

remote host {ip-address}/{name} 1 &=— r7R A FDFRA ML EZIZIPT RL A,

T 7 X/ N OEBERLHEIZH Y AL

M EXEC

2v Y FRE

EREDAARZA4

3l

)1)—=R EEAR

CiscolOSXE VU —216.1 Zha~y RREBAINE LI,

AL v FNLBEOREL 2 B —79 5I21%, copy startup-config tftp: ==~ R&EIT L, Hi<
FERICIEWE T, BIEMN TFTP b — N a v —SnE 1,

WIZ, BIOAAL v F~a 4 L, copy tftp: startup-config =~ > RZ 34T L T, K< R
PEWET, TN T, REFNOALS vy FIZabv—EnEd,

WIZ, TFTP — NI EE a2 —FT 202~ L ET,

Device: copy startup-config tftp:
Address or name of remote host []?
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. copy tftp: startup-config

copy tftp: startup-config

TFTP =SB LWAA v FICREZ A E—F52E, HLWAAL v F LT, Kb EXEC
£ — KT copy tftp: startup-config =~ > R&fEH L £,

copy tftp: startup-config remote host {ip-address}/{name}

X NN remote host {ip-address}/{name} J &— FARZ DA R ML ETZIXIPT FL A,

ATV ERFI4IAN T AN FOBESEIZH Y AL

ATy R E—FR H5HE EXEC

avy FER Jy—x EERE

CiscolOSXE VU —216.1 Zoa~xry RNREAINE LT,

FEREDHA KSq4y REZAE—LIKR, TORELHRET DL, writememory =~ > FafiifiL, £DH%A
A4 vF &Y ua— RFT50, F7iE copy startup-config running-config =~ > K& ET L £ 7,

#l WAZ. TFTP H— Sinb AL v FIciiE s o T D457 LET,

Device: copy tftp: startup-config
Address or name of remote host []?
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debug voice diagnostics mac-address .

debug voice diagnostics mac-address

BEITAT  NOBEFZMOT Ny 7GRN T 121, FrE EXEC £ — R T debug voice
diagnosticsmac-address =~ > RZEH L ET, T \y 728N T 52T, ZDOa~v RO
no IEAZMEH L £,

debug voice diagnostics mac-address mac-addressl verbose mac-address mac-address2 ver bose
nodebug voice diagnostics mac-address mac-address] verbose mac-address mac-address? ver bose

B DEREA

AU R TIHIE

voice diagnostics BRI IAT NOEFEOT NNy TEHELET,

mac-address mac-addressl mac-address 7 547 FOMACT RLAXRIEE LT,
mac-address2

verbose EEZHMONEET—FEZAEMNILET,

77 AV OBIERIELDH D EE A

AvU R E—F FitE EXEC

avy FERE )1)—X EZHERNRE
Cisco IOS XE Everest Zhawy RPNEAINE LT,
16.5.1a

LLFiZ. debug voice diagnostics mac-address ==~ > KO H 6T, MAC 7 KL A
00:1f:ca:cf:b6:60 THDLHEF I 74 T > bOEFZMOT Ny 7 EGNT 5 FIEE R
LTWET,

Device# debug voice diagnostics mac-address 00:1f:ca:cf:b6:60
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debug platform condition feature multicast controlplane

Internet Group Management Protocol (IGMP) B X N~/ F %+ & U 2F—kiH (MLD) O A
X— U THERED SR b L— A B AT HI2IE, FiME EXEC & — K T debug platform
condition feature multicast controlplane =~ > R&fiH L £ 3, MbHRE N L —RA 2 Wi+ %

I, Zoa<wr FonoEXE2EHLET,

debug platform condition featuremulticast controlplane{{igmp-debug | pim} group-ip {ipv4 address
| ipv6 address} | {mld-snooping | igmp-snooping} mac mac-address ip {ipv4 address | ipv6 address}

vlan vian-id } level {debug | error | info | verbose | warning}

no debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4
address | ipv6 address} | {mld-snooping | igmp-snooping} mac mac-addressip {ipv4 address | ipv6
address} vlan vian-id } level {debug | error | info | verbose | war ning}

BX D igmp-debug IGMP I DR - L— A %
BIZLET,
pim Protocol Independent Multicast

(PIM) HlIEIDOFEHR b L— R
AN LUET,

mld-snooping

MLD % X — Vo 7§ O fickt
BMEL—RZHMLET,

igmp-snooping

IGMP A X — ¥° o 7 il #8 D Jisckt
WMEL—2EHAMLET,

mac mac-address

ZAEHD MAC 7 R LA,

group-ip {ipv4 address | ipv6 address}

igmp-debug F 721% pim 7 /L —
7D IPv4 721X 1IPv6 7 N L
A,

ip {ipv4 address | ipv6 address}

mld-snooping ¥ 7213
igmp-snooping 7' /L — 7" @ IPv4
F2IEXIPv6 7 LA,

vlan vian-id VLANID, {ETZ 2#iHIX
1 ~ 4094 T,

level TRy TOBEKEL~)VER
L x4,

debug FRy T LYV EFRICLE
7,

error TT =T RNy TEEIILE

ﬁ—O
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debug platform condition feature multicast controlplane .

info BWT Ny 725G L E
7,
verbose FET N T EHEBICLE
j—o
warning LT Ny T EAMICLE
R
avY RE—FK ¥#HE EXEC (#)
avy FER J1)y—2= EERNE

CiscoIOS XE Gibraltar 16.10.1 — oo~ RpEAINE L7,

WIZ, IGMP A X — B> F DR b L—AFHNZT 0% R L ET,

Device# debug platform condition feature multicast controlplane igmp-snooping mac
000a.£330.344a ip 10.1.1.10 vlan 550 level warning

BEa< R Command Description
clear debug platform condition | >*Z » k7 4 — AZHEH SN TN DET Ny 7 EEEHIBR L £
all ¥
debug platform condition FRE L7223\ Cdebug 2~ > ROT Ny 7 1%

TANEY T LET,

debug platform condition start | & 257 ADOSAAT X T Ry VARG LT,

debug platform condition stop | 3 2 F ADFHAfTXF ANy FEEE LET,

show platform condition BUET 77 4 7T Ny FREEFK R LET,
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. debug platform condition mac

debug platform condition mac

MAC 7 —=2 7 Ol N L — A ZH1MT H121E, F#E EXEC “£— KT debug platform
conditionmac =~ K& LET, MAC 7—=2 7 OHBE N L— 228+ 5121,
Zoawr RFonBERXEFEHLET,

debug platform condition mac {mac-address{control-plane|egress|ingress} | access-list access-list
name {egress | ingress}}
no debug platform condition mac {mac-address{control-plane| egress|ingress} | access-list access-list
name {egress | ingress}}

X DiRHA mac mac-address EEINTMACT FL A |2H
SWTCHhZE T 4 VEZ) T
l/\gzj—()

access-list access-list name BESNET7E®RY R R
HAOSNWTHDETZ 4 NVEZY
7 LET,

control-plane ayhba— 7 L—rD)—
FUAEHTHA v E—VEER
i_\‘biﬁ‘o

egress FAET y MTEESW T
7 ANZE) T LET,

ingress FE/NT Y MZESWTH
EI74NEV T LUET,

avY RE—FR ¥rHE EXEC (#)

2% KERE y—2 EENE

CiscoIOS XE Gibraltar 16.10.1 =~ oo~ RMEAINE L7,

RIZ, MAC 7 RLARIZHEASNTT ANy ZH a7 4 V2 ) 7 D02 R L ET,

Device# debug platform condition mac bcl6.6509.3314 ingress

BEav R Command Description
show platform condition BUET 0T 4 TIRT Ny TREERRLET,
debug platform condition FRE L=V CTdebug 2~ FOF Ry Z i h %
TA4NEY T LUET,
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debug platform condition mac .

Command

Description

debug platform condition start

VAT LD ET Ny ZE2RBLET,

debug platform condition stop

VAT DOFMFET Ny FEEIE LET,

clear debug platform condition
all

7Ty b7 A= ATHEA SN TWDT Ny TR EHIBR L E
B
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. debug platform rep

debug platform rep

Resilient Ethernet Protocol (REP) #EHBED T N J & A 3 —T )W T HI1T1E. M EXEC £— K
Tdebugplatformrep =~ > REMFHLET, HELLEEFGZHIRT 2121, Z0oa~vr Fo
no &AL ET,

debug platform rep {all | error | event | packet | verbose}
no debug platform rep {all | error | event | packet | verbose}

A X =TV LET,

error REP =T —F Ny Tk A X —
T LET,

event REP A XV TNy 7 & A

F—T M LET,

packet REP /37y hT /Ny VA
F—7 Mz L ET,
verbose REP FEfl 7 Ny Ve A 12—
M LET,
AT R E—F HrtE EXEC (#)
av Y RER Jyy—x= EERE

CiscoIOS XE Gibraltar 16.10.1 — o< RpREAINF LT,

WIZ, TRTOEEDOT Ny VoA R—T /I T 02 RLET,

Device# debug platform rep all

debug platform rep verbose debugging is on

debug platform rep control pkt handle debugging is on
debug platform rep error debugging is on

debug platform rep event debugging is on

BEa<> R Command Description
show platform condition BUET 7T 4 71T Ny VR ERFRLET,
debug platform condition BELESEMIZESWTdebug 2~ > ROT Ny TH 1 %
TANEV T LET,
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debug platform rep .

Command

Description

debug platform condition start

VAT LD ET Ny ZE2RBLET,

debug platform condition stop

VAT DOFMFET Ny FEEIE LET,

clear debug platform condition
all

7Ty b7 A= ATHEA SN TWDT Ny TR EHIBR L E
B
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debug ilpower powerman

ARV R TIAIE

EIR 2 b r—F 8 LW Powerover Ethernet (PoE) AT LDT Ny T A4 X — T )W BT
%, $#HEEXEC &— K Cdebugilpower powerman 2~ > REHHALET, T30 7 %25 4 &—
TNZT BT, 20a<wy RO no BREFHLET,

Zoavy FIZFGIERELITF—UV—NIH Y FHA,

avURE—FK FiHE EXEC
vy FERE J1)y—= EENE
Cisco IOS XE Gibraltar 16.10.1 ZThavwr  RPREAINE LA,

KIZ, Cisco 10S XE Gibraltar 16.10.1 £ ¥ $HjD U U — 2D debugilpower powerman =
~V ROHNEIZRLUET,

Device# debug ilpower powerman

1. SILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface

Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,
power man id= 2,

Mar 8 16:35:17.801: power request level[] = 2640 0 0 0 O

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class O

Mar 8 16:35:18.115: ILP:: Gi1/0/48: State=NGWC ILP_ LINK UP S-6,

Event=NGWC_ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48
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pwrallocO
Mar 8 16:35:18.116:
Mar 8 16:35:18.116:

Gil/0/48: LLDP NOTIFY TLV:

curr/prevPower Pair) Signal/
PSE PwrSource

(curr/prev) PSE Allocation: 13000/0
(curr/prev) PD Request 13000/0

(curr/prev) PD Class Class 4/

(curr/prev) PD Priority low/unknown
(curr/prev) Power Type Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0

(

(

curr/prev) Primary/Unknown

IZ. Cisco 10S XE Gibraltar 16.10.1 LLF% 0> debug ilpower powerm

debug ilpower powerman .

Gi1/0/48 AUTO PORT PWR Allocl30 Request 130

an 2~ KO H 4

%7~ L%, power request level, PSE Allocation, 35 J OFPD Request (Z%5 /) D BT
(mW) 28BS TWET, power request level (2 1 LIS DIED N FRE N5 K

TV FE LT,

Device# debug ilpower powerman
1. 3ILPOWER-3-CONTROLLER PORT ERR: Controller po
Gix/y/z:

rt error, Interface

Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign

is done by proto CDP
Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,

power man_id= 2,

Mar 8 16:35:17.801: power request level (mW) = 26
<mmmmm e mW unit added, non-ze
Mar 8 16:35:17.801

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.802: Ilpowerinterface (Gil1/0/48)
consumption = 2640, alloc_power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil1/0/48)
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port
Mar 8 16:35:18.115: ILP:: Gil/0/48: State=NGWC I

Event=NGWC_ ILP IMAX FAULT EV-5
Mar 8 16:35:18.115: ilpowerdelete power from pdl

40
ro value display

msgto slot:1 port:48

power negotiation:

setting ICUT OFF

48
48
48
48
48

slot:
slot:
slot:

msgto
msgto
msgto
msgto slot:
msgto slot:1 port:
48 event 5 class 0
LP LINK UP S-6,

port:
port:
port:
port:

N

inkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT_ OFF
threshold to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116:

pwrallocO

Mar 8 16:35:18.116:

ilpower notify 1lldp power via mdi tlvGil/0/48

Gi1/0/48 AUTO PORT PWR Allocl30 Request 130

va7igEavo R )



. debug ilpower powerman

Mar 8 16:35:

(curr/prev)

curr/prev)
curr/prev)
curr/prev)
curr/prev)

(
(
(
(
(
(

curr/prev)

II DATLEEIOTUR

curr/prevPower Pair)

18.116: Gil/0/48: LLDP NOTIFY TLV:
PSE Allocation (mW): 13000/0
—————————————— mW unit added

PD Request (mW) 13000/0
—————————————— mW unit added
PD Class Class 4/

PD Priority low/unknown

Power Type Type 2 PSE/Type 2 PSE
mdi pwr support: 7/0
Signal/

PSE PwrSource Primary/Unknown

SRFLEEIATUFR |
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delete .

delete
BESNE T 7ANI AT AN 1IOULEO 7 7 A AEYIBRTAI2IE. T— o —¥E— KT
delete =~ FEEHLET,
delete filesystem: ffile-url...

X DA filesydem: 7 7 4 L3 ZF LD A YT A, USBAEY AT ¢ v 7 DYA1E, usbflash0: Zf#

AR TIFIbE

AR E—F

FALET.
flileurl... BT 277 A LDNRR (F4 L7 M) BIOLETITT, 77 A VAT AR—X
T £9,

T 7 4 v N OEMERMEIZH W FH AL

T—hu—%

avy FERE

HEREDAA K1Y

3l

1)1)—2R EEAR

CiscolOS XE Everest 16.5.1a = o~y RAEA SN E LI,

Tr7ANLBIOT 1 L7 FUAIE, RXFENXFEXBILET,
BT 7 ANEHIRT DANCHRZ RO LT T IR T AL R L > TRRENET,

WOBTIL, 22507 7 A NLZHIBRLET,

Device: delete usbflashO:test2.text usbflashO:test5.text

Are you sure you want to delete "usbflashO:test2.text" (y/n)°?y
File "usbflashO:test2.text" deleted

Are you sure you want to delete "usbflashO:test5.text" (y/n)?y
File "usbflashO:test2.text" deleted

77 AVDBHEIBR S Z & 2R T H121E, dir usbflash0: 7' — he—F a< 2 K& A
HLET,

va7igEavo R )
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BESNIZTZ 7 ANT AT LDT 7 ANVBEIOT 4 L7 FUDOY R M EaRRTHITIE, 7—h

0—ZF— RCdir 2~y REFEHALET,

dir filesystem:/file-url

B DEREA

filessydem 7 7> A LS 2T L DA VT R, AT L R—F 7T v a T34 A2 flash:

EHALET, USB AEY RXT 1 v 7 I1Z1F usbflash0: A L E 7,

[ffile-url

EE) BRTHaVTUYBPKENEINTWAENRR (T4 27 M) BXOS 4 L
7 FUDLEITTT, T4 V7 bULIFAL—=RATRYY £,

ATV R FI4ILE T 7 AN NOBERHEIZH Y EH AL

AU RE-F T hR—=s
e EXEC
av Y RER Jy—x EERE

Cisco IOS XE Everest 16.5.1a

Zoawy RREAINE L,

FEREDHA KSq4Y T4V 27 MIATIE, KLFLPLFREpIShET,

Bl WOFITIE, 7T v o2 AT YNDT 74 L eETT 5 lEET LET,

Device: dir flash:

Directory of flash:/

2  -rwx
3 -rwx
4 -rwx
6 drwx
645 drwx
647 -rwx
648 -rwx

96453632 bytes available

561

2160256

1048
512
512

4316

5

= 1:dir®7 «—)L FORHA

Mar
Mar
Mar
Mar
Mar
Mar
Mar

(25732096 bytes used)

01
01
01
01
01
01
01

2013
2013
2013
2013
2013
2013
2013

00

:48:
04:
00:
23:
00:
0l:
00:

18
01
11

01

15

148
:39
:42
0l:
14:
:39

11
05

express_setup.debug
c2960x-dmon-mz-150-2r.EX
multiple-fs
c2960x-universalk9-mz.150-2.EX
dc_profile dir

config.text
private-config.text

14—
K

BLL

2

TrANDA T v I AFKE
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T4—IL |EiBA
ke
Twx TrANDT A (ROWTID, 72133~ 0)

ed: T4 L7 RV
o1 per LY ATRE
W E S AL ATRE
- x : FATHIHE

1644045 TZr7ANDY AR

<date> | ffess A

env_vars 77 A V4

SRATLEBOATUR .

dir I
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. emergency-install

emergency-install

VAT LTEEA VA M=V EFATT DL, 7 — hr—&F— R Temergency-ingtall =~ >
REFEHLET,

\)

GE)  ZOFEREIE. Cisco Catalyst 9500 & U — X A NRT —< VA AL v FTEHA—FEnEH
/\/o

emergency-install url://<url>

BX DA <url> BRAA VA R— N KL A A— VRS TNA 7 7 A4 LD URL L 4T T,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AR E—F 7—hn—=%

vy FERE J1)y—= EEAR
Cisco IO0S XE Everest Zoavwr RRNEAINE LT,
16.5.1a

FEEEDHA KSq4y VAP MBIERICT— 7 Ty vaPBEShET, BEA VR P— A EELFIT L
#%. set BOOT flash:packages.conf ==~ > R%&{#H L C ROMMON 7' & > 7" kT BOOT £%# %
BWEL, 77— hr—4%%— FTboot flash:packages.conf =~ > K& FETHEITL TV AT L%
E#E L E9, ROMMON 7' 12 7 | TBOOT BN RE STV RV AL, AT LSS
LThb, Ze—s3L a7 4 F o b— 3 F— KT boot system flash: packages.conf =~
YREHFEHALTCT AL AT a7 N TBOOT B4 E L E7,

151
WIZ, £ A= T 7ANVONEEHEHL CTEREA VA M= NVEIEEZEITTHHE2RL
F9,

Device: emergency-install tftp:<url>

The bootflash will be erased during install operation, continue (y/n)?y
Starting emergency recovery (tftp:<url> ...

Reading full image into MEMOTY.......ooeiiiiiennenn.. done

Nova Bundle Image

Kernel Address : 0x6042d5c8
Kernel Size : 0x317ccc/3243212
Initramfs Address : 0x60745294
Initramfs Size : Oxdc6774/14444404

Compression Format: .mzip

Bootable image at @ ram:0x6042d5c8

| BRZSEN R
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emergency-install .

Bootable image segment 0 address range [0x81100000, 0x81b80000] is in range \
[0x80180000, 0x900000007.
[delddeccdeddeceeddceicieeddeceeddeccdeddeccedddecceddecceedddecdedddeccedddecedddeicicededd
File "sda9:c3850-recovery.bin" uncompressed and installed, entry point: 0x811060f0
Loading Linux kernel with entry point 0x811060f0

Bootloader: Done loading app on core mask: Oxf

### Launching Linux Kernel (flags = 0x5)

Initiating Emergency Installation of bundle \
tftp:<url>

Downloading bundle tftp:<url>...

Validating bundle tftp:<url>...

Installing bundle tftp:<url>...

Verifying bundle tftp:<url>...

Package cat3k caa-base.SPA.03.02.00SE.pkg is Digitally Signed
Package cat3k caa-drivers.SPA.03.02.00.SE.pkg is Digitally Signed
Package cat3k caa-infra.SPA.03.02.00SE.pkg is Digitally Signed
Package cat3k caa-iosd-universalk9.SPA.150-1.EX.pkg is Digitally Signed
Package cat3k caa-platform.SPA.03.02.00.SE.pkg is Digitally Signed
Package cat3k caa-wcm.SPA.10.0.100.0.pkg is Digitally Signed
Preparing flash...

Syncing device...

Emergency Install successful... Rebooting

Restarting system.\ufffd

Booting... (use DDR clock 667 MHz)Initializing and Testing RAM \
+++QRRR##HHH. . . +HQR++ER++RR++QR++RE++RR++QQR++@@done.
Memory Test Pass!

Base ethernet MAC Address: 20:37:06:ce:25:80
Initializing Flash...

flashfs[7] 0 files, 1 directories

flashfs[7] 0 orphaned files, 0 orphaned directories

flashfs[7]: Total bytes: 6784000

flashfs[7]: Bytes used: 1024

flashfs[7]: Bytes available: 6782976

flashfs[7] flashfs fsck took 1 seconds....done Initializing Flash.

The system is not configured to boot automatically. The
following command will finish loading the operating system
software:

boot

va7igEavo R )
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. exit

exit
PIHTOE— RIZE A9, CLIEXEC E— R&KTT2I1001%, exit a~<> REFEHALET,
exit

XDl Zoawy RIEBIEELZIEXF—U—NiEbH Y A,

ARV R FI4INAL  T7AN FOBERLEIZH Y EE A,

aAavy R E—FK it EXEC

Jua—n)ar7Z 4 Xal—rvar

avy FERE Jiy—=x ZHERNA
Cisco IOS XE Everest Zoavwry RREAINE L,
16.5.1a

KIZ, 27 4FXal—vary B— REETTA0%E2 R LET,

Device (config) # exit
Device#

II DATLEEIOTUR
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factory-reset .

factory-reset

BEREAGOTXTOT—FZHEL, 7 2% LHNMREOREICRE I, FriE EXEC
£— KT factory-reset =~ > K& L £,

\)

(GE)  NIST SP800-88 Rev. 1 TitBHEN TWA L H1IT, HFEITclear AV v K& —FHLE7,

Standalone Device
factory-reset { all [secure3-pass] | boot-vars | config }

Stacked Device
factory-reset { all [secure3-pass] | boot-vars | config | switch switch_number |all { all [secure

3-pass] | boot-vars |config} }

EX DA all NVRAM OFT_RTORNE., BEDOT — A A=, 7 — FEH, i
V74 Fal—TartETar T4 Xal—TarOF—%, BLOY
a—WF—F EETT_TD Ciscol0S 4 A —JEHEELET,

secure 3-pass 3-pass LEEZ TT AL ANLTRXTONEEHELET,

sPass 1 : T XTOT RLVRAABELRGT % 2 O e T LEXLE
TO

*Pass2 : TXTDT FLUAREERGITZ 2 EKRD 1 TLEXLET,

*Pass3 : T RXTCDT RLAA[RERGTZ T VX LE Yy h3FZ—2 T L

FEELET,

boot-vars a—PFIZ Lo TBMESNe 7 — MEFO AR EZHELET,

config AF—K"NT v ar7 s Xal—arOhrdELET,

switch BIRLTZAA v TFOarFoUrEEELET,

{switch_number | ]

all} « switch-number : A1 v FEGELEELET, FHETE DHAIT 1 ~
16 T9,

cadl : AZ Y ITNOTRTOAAL v FZEIRLET,

aRVRFILLE L

aAvY R E—F HME EXEC (#)
avy FEE 1) —2 EREAR
Cisco 10S XE Fuji 16.8.1a o=y RREASHE LS,

va7igEavo R )
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. factory-reset

)= ZEANR
Cisco 10S XE Amsterdam 17.2.1 secure 3-pass ¥ — 7 — K & switch ¥—7U— F

MEASHE L,

EELEOHA RS54 > factory-rest 2~ Kix, ko> U ATHASET,

ELFFR] (RMA) DTEDICTF A A% VA GEETAVERS AEAIT., —oa<wy
REMHH L CBEMEEGDOT — X 2T X THIBL THEHT /3 2D RMA FEBHEZ FifS L
F9,

e TN ANURFESNTWAEERFERRLZ LT v Uy VICARIEILT 78X SR 5EA1T.
ZDavwr REFEALTCT A, ZAZPH-ERTIZ) Yy FLTOHLHERTELET,

TIHHAEEOREE~D )y N TR ANREFRICHE T T5E, TXAANRY T—HFLT
ROMMON E£— Rz 0 4,

#l Wiz, factory-reset all Tv > RE [ LCF AL ZADFRCONEEEET 501575
L/i‘a‘o

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs

User data, startup and running configuration

: All IOS images, including the current boot image

OBFL logs

User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b &2FATT 2602 R L ET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs
User data, startup and running configuration
All IOS images, including the current boot image

OBFL logs
User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

O'\U'I»bwl\.)l—'

O‘\U’I»bwl\.)l—'
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factory-reset .

Protection key not found

9300L#0ct 25 09:53:05.740: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting:
reload fp action requested
Oct 25 09:53:07.277: $PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes
exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

FACTORYRESET - finish erase

o0 o0 d° e oo

% FACTORYRESET - Making File System sdl [0]

Discarding device blocks: done
Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID: £fcf01664-7c6f-41ce-99f0-6df1d941701e
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Writing superblocks and filesystem accounting information: done

FACTORYRESET - Mounting Back sdl [0]
FACTORYRESET - Handling Mounted sdl
FACTORYRESET - Factory Reset Done for sdl

o0 o0 oo

FACTORYRESET - Unmounting sd3

FACTORYRESET - Cleaning Up sd3 [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o0 o0 e oo

Chassis 2 reloading, reason - Factory Reset

Dec 12 01:02:12.500: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

De
Enabling factory reset for this reload cycle

Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via

//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
FACTORYRESET Started Cleaning Up.

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...

FACTORYRESET - write zero...

o0 o0 o0 e oo

After this the switch will come to boot prompt. Then the customer has to boot the device
from TFTP.

va7igEavo R )
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B flash_init

flash_init

flash: 7 7 A VT A7 L &EFAHET 121X, 7 — hr—#E— R Tflash_init =~ F &6
L%,

flash_init

XD Ioawy RZEBIEELEF—TY—REH D THA,

ATV RFo4 0k flash: 77 AT AT LT @EO AT LEETICHBIRICEE S L E T,

aAYU R E—F T—br—%

avy FER Jjy—= EHERNRE
Cisco I0S XE Everest ZOawr RREAINE L,
16.5.1a

FEREDAA KSq4 > flash: 77 AT AT NE @HEOT—F et 2RI ABICELS N ET,

Zoa< RiE, flash: 77 A NV AT A EFEICHOHMLLET, 2L XX RRATU—FER
NESHAE, FEFIERTICCoa~y RefHLET,

. DATLEEIOTUR
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help .

help
FHFRER A~y RERRT DI, 7—her—XE— R Thep 2~ R LET,

help

XD Zoavy RIZFBIEELITF—V— REH Y FHA,

ATV RFEIFIR T 7ANNOEEREITH Y EE A,

AT R E-F 7—hr—=¥

av v FERE J1y—2 EERE

CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

il
Wiz, FIHAREe 7 — ke —Fa<r ROV R MR RTHH2RLET,

Device:help

? -- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy -- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version

va7igEavo R )
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. hostname
hostname
Py NI =T P —R—DFEANEREETIIEET DL, Fe— b a7 X lb—
g F— RThosthame =<2 FZ&FHA L E£9,
hostname name
X NN name Fy N =7 —=NR—OF LWVE A N EIETE
Li—a—o

aAavv R TFI4ILk

AUk E—F

F 74V hDOFRA MLE, Tswitch] T,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

J1y—2 EEAR

CiscoIOS XE Everest 16.5.1a | = pa<y RREAINE LT,

FEREDHA FS14 Y

RARIL, e 7 eTF 740 b0ar7 4 FXFal—ary 77 AL THERAEISNET,

RIXF/ILFIEIER SN2 N DL BoTLZEW, 2L DA H—Fv N VYT T=T T
TV r—a O, RCFEDLFIEIRBN SN ET A, ARNEGE & FIERICKSCF TR 5
ORI TH D L H B ETN, HANCKY 20 B a— X {3 TR TUNIFTEREINE
9, FEAMIZ OV TIX, RFC 1178 @ ['ChoosingaNamefor Your Computer | % 2L CT< 72 S0,

A AL ARPANET AR A M D/L— U HHE ) BERH D 9, ZDO/N—/LTIEHRA ML IECF
THRED ., XFFHITEFTEDY ., ZOMIZIIT,. BT, 73 A 7 ULIMERATE E
FA, AANE 63 LT TFICTA2MERDH Y £7, MTOHDEKA N EERT 5 2 & 13
SNFEHEADR, TT—DPERINFERICEDORA NAITZTANGINET,

Device (config) #hostname 123
% Hostname contains one or more illegal characters.
123 (config) #

RABMAIE 10 CFRTEICT D52 & AHELEL 97, FEMIZ-DWTiL, RFC 1035 @ [Domain
Names--Implementation and Specification] # &ML T 72 &0,

WFEAEDYV AT AT, RA R ECLIOTF a7 MI30 LFEDOT 4 —/L FMEA SN T
WET, RAMMOESIZE-oTE, 274 Falb—varyET—ROEWSa 7 R3]0
BTONDARENRH DO THEELTLZESN, e 2E, h—bvA2ATurrAfLar7 g
Xal—vagryE—FRO7L7Far7Mi. kROEEBY T,

(config-service-profile) #

72720, ISwitch) KA ML ELTHEHAT R E, ROT a7 hETNRFRENET (1FE
IMEDT AT AT)

II DATLEEIOTUR
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3l

hostname .

Switch (config-service-profil) #

RA M ESBICRSTHE, RSNDLZT 0T MISHIZES 2D £7,

Basement-rtr2 (config-service) #

VAT MIARTEEID Y TAHABRIZ. ZoRICERELTLEEW (hosthameZ o — 3L a7 ¢
Xal—raryavwr REFERTIHE) . 2—YF—RBCLIOFESS—TarIEs L TE—
K7a o7 e fERAT D ETFREINDIGEIE. 9 LFLUTFDRA M EE Y B THLENRHY
iﬁqo

hosthname @ & 9 72 SCFEREIC ) (N7 RXT v a) 72 EORRTFE X O3 L%
FEREHTHE, Ho TEHBEINFT,

Device (config) #
Device (config) #hostname \99
% Hostname contains one or more illegal characters.

WOHITIE, SA M % Thostl] ICEFELET,

Device (config) # hostname hostl
hostl (config) #

va7igEavo R )
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. install

install

VINT 2T AT F AT v 7L —FK (SMU) Robr—2% A A M=t 5120%, B
¥EEXEC E— R Cingal i~ RZERLE1,

install {abort | activate |file {bootflash: |flash: | harddisk: | webui:} [{auto-abort-timer timer
timer prompt-level {all | none}}] |add file {bootflash: |flash: |ftp: | harddisk: | http: | https: |
rep: | scp: |tftp: |webui:} [{activate[{auto-abort-timer timerprompt-level {all | none}commit}]}]
| commit | auto-abort-timer stop | deactivatefile {bootflash: |flash: | harddisk: | webui:} |label
id{description description | label-namename} |remove {file {bootflash: |flash: | harddisk: | webui:}
|inactive} |rollback to {base | committed |id {install-ID } | label {label-name}}}

B DR

uj
&

abort HIEDA VA b—/VEEERKT LET,

activate install add =~ K% LT SMU 280 &
NTHENE I MERFELET,

ZDOXF—U— KL, HE#EF = v 7 BFELT
L. RN —VAT—HAEEHLET,

N lr =V FEE X DL AIERA M v
AR—=N AT VT e N) H—LTHER
Iav A FEET L), FITHER TS
RNy =V OEARIT Ve —RE U T —

Li‘a—o

file TIT 47T Ny r—VERELET,

{bootflash: | flash: | harddisk: | webui:} A VA=V LRy r—oualr—3 g
EHRELET,

auto-abort-timer timer EE) HEZZARA— "I A ~—F A LA —
LET,

prompt-level {all | none} FEB) AV A=A TIZT 4 ET £IZDOW

To7varF rEeEa—WFIIRRLET,

7= & 21X, activate ¥ —7U— KT VU m— Q%
MBI Xy r—ITx LT Y v— R & HERY
WRIAT—=LET, N —V%T7 0747
W DENS, FATT20E 9 Mo Ta—
IR T D7 a7 i FRENET,

al ¥—UV— K&+ n T N aA
F—T T BHZ ENTEET, noneF—
UV—RFx7er 7 vesr 4= LE
KR

| BRZSEN R



| v27L88a<UF

install .

add

TrANEYE— s — g (FIPE-
IX TFTP) MHT A AlZab—L, 7T v
N7 —b b A A= D/N—T 3 D SMU
HHWVET = v 7 2 FITLET,
ZOXF—TU—RiE, BELIAyF—UnT
Ty N7 —LTUTHR—FINDHELIIC
EAROHEHMNT = v 7 B FITLET,

{ bootflash: | flash: |ftp: |harddisk: |http: |https: |
rcp: | scp: | tftp: jwebui:}

BT oy r—VEBRELET,

commit

Jo—FRK#b SMU OEENEFRIND LD
[ =3

N lr—V%T 0T 4 7 LTtk, VAT A
DT FRREIZH D, EITHEIOY r—
RZIC2 Iy hEFATTEET, Ny r—v
DT 7T 47 hoTnWThaly hERT
WRWESIE, BAIDO Y v— RBIXT 77 4
TOREERLE T, 2BEDOY r— N
X777 0 TIREBER L EE A,

auto-abort-timer stop

HET R— F oA ~—&fFI LET,

deactivate

AV AN LR =D H T 7T 4T
CLETS

G RNobr—VEFETIT 47T D
L RN = AT —H AL T
S, Yok ARHEEEhFE T
n—RENDZE0NHY ET,

label id

SRNVEMTFAL A N—ILRAL L RO ID
FHEELET,

description

FBELEA A R—/LRA > MZEB 280
]\/iﬁ—o

label-name name

BEINFEA VA R—ILFEAL Y MZTLEL
ZBEMLET,

remove ALVA =N LIERN =V EEIRLET,
remove X — U — K%, BIEIET 77 1« 7R
Oy r—TORMERTEET,

inactive T 2T 4 TIRIEOFRTO S — D7/

A AMBHIERLET,

va7igEavo R )
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aAav> R FI4ILk

aAvYU R E—F

SRFLEEIATUFR |

rollback Fe BTN A H—T 2 A A (DMI) /v
e SMU B _—ZN—T g o gl a
Sy hENEARA—T g FRTBEAMOa
Sy hIDICE—L Ny 7 LET,

to base NR—ZA f A—VICRLET,
committed EDOa Iy MEMENFEITINZEE DA

A R —JVIRREICR L E T,

id install-1D BEDA A M—)LRA > FIDICELET,
BB, 1 ~ 4294967295 T,

R lr—=ViFA VA =L ENFEHEA,

¥rME EXEC (#)

avy FERE

FRLEDHA KSA Y

Jiy—=x EERNE
Cisco IOS XE Everest 16.6.1 ZhOavwr RREAINE LA,
Cisco I0S XE Fuji 16.9.1 Ry My FOVFR—IREASINE L, 1)

FIAA > SMU OHICERH S E Lz,

SMUIE, AT AZA VARV L TRy FEESCEX 2 VT B REZY U —AINTcA A—
DIRENTE LRy =T TF, 2Oy r—UI2E, Ny b —YONELETIRT 50D
PORABT—=2LLHIZ, V) =Ry TFEEHAT L2 DR/NEO—HED 7 7 A L5 E
nTWnET,

SMU &7 77 4 7T BHNC Ry r—Y BN 2 0ERH Y £,

Ny r =3, 77 v v aipbHlBRT SENCHET 7T 4 TICTH0ENH Y £, HIBRL
Ny r =3 b BN DRERDHY T,

WIZ, A VA =N lr—T % T N, ABINT 562~ LET,

Device# install add file
flash:cat9k_iosxe.BLD_SMU 20180302 085005 _TWIG_LATEST 20180306 _013805.3.SSA.smu.bin

install add: START Mon Mar 5 21:48:51 PST 2018
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin to
the selected switch (es)

Finished initial file syncing

Executing pre scripts....

Executing pre scripts done.
--- Starting SMU Add operation ---
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install .

Performing SMU ADD on all members
[1] SMU_ADD package(s) on switch 1
[1] Finished SMU_ADD on switch 1

Checking status of SMU ADD on [1]

SMU_ADD: Passed on [1]

Finished SMU Add operation

SUCCESS: install add
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:00 PST 2018

wIZ, A VA =R =% T 0T 4 T B0 2R LET,

Device# install activate file
flash:cat9k_iosxe.BLD_SMU 20180302 085005 _TWIG_LATEST 20180306 _013805.3.SSA.smu.bin

install activate: START Mon Mar 5 21:49:22 PST 2018
install activate: Activating SMU
Executing pre scripts....

Executing pre sripts done.

--— Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU ACTIVATE package(s) on switch 1
[1] Finished SMU ACTIVATE on switch 1

Checking status of SMU ACTIVATE on [1]

SMU ACTIVATE: Passed on [1]

Finished SMU Activate operation

SUCCESS: install activate
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:49:34 PST 2018

WIS, A VA= LTy r—U%aly hT562RLET,
Device# install commit

install commit: START Mon Mar 5 21:50:52 PST 2018
install commit: Committing SMU
Executing pre scripts....

Executing pre sripts done.

-—-- Starting SMU Commit operation ---

Performing SMU COMMIT on all members
[1] SMU_COMMIT package(s) on switch 1
[1] Finished SMU_COMMIT on switch 1

Checking status of SMU_COMMIT on [1]

SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:51:01 PST 2018

EEav >R

avw R SR AR
show install A VAR =Ry = VI AR A
FrLET,

va7igEavo R )



. ip ssh bulk-mode

SRFLEEIATUFR |

Ip ssh bulk-mode

B DEREA

AU R TIHIE

AU R E—FR

X7 =/t (SSH) 7SV T T —HEREE— Ra A 2 —7 /I3 H100E, Za—rL o
7 4F¥ a2l —varE—RCipsshbulk-mode 2~ REHHLET, ZOF—KE2T 1 &—
TNCT A, 2oa<vry Ron ka2 ERLET,

ip ssh bulk-mode
no ip ssh bulk-mode

Zoa<xy NIIBIEELIIF—U— NI A,
SSH —45E— RREFED > THERA,

Ju—n)Lar7 4 ¥ 2 b—3 3 (config)

avy FERE

FREDHA KS14 Y

1)1)—2R EEANE

Cisco I0S XE Amsterdam 17.2.1 = oo~y RANEASHE LT,

SSH—#5E— RZEHT DL, KEOT—HREEHEI 7y —V vy DA—T hX3T7 p—
VU AL EEE CEE T, A —ORELEIEHAT 57201, BX 27 a B —HEEN (L
INFE LI, ZOBRMEIE. D7 7 A VEREBIEL B L T, CPURAEY R EDT AT LY
V=A% LV HET LD, KRERT 7 A NV EEET 57200 ip ssh bulk-mode 2~ > R
EENCTDHZ 2B LET, VATLAY Y—ARKEICE—RFERNTWDHHAE, 20
avy REFHLRZNTIEIN, WBERTZ 7 ANVIRENTET Leh, 20avy ReT 4

=7z LET,

\}

GE) o —HETF — HEREE— L, BFEANRN—ZAFE2EIARY 2 — A5 _X— 2D SSH ¥ —HERRE &

3l

PR—FLTWER A,
o —EF—HHEEE— RNiZ, SSH A=V 3 0 1 T AR—FERLTOHERE A,

«ip ssh bulk-mode =~ > R34 R—T/L|Z7e > TV 54, ip sshwindow-size 2~ > &
RIELRNTL7EE 0,

WIZ, SSH = "T—HE7 —ZHGEE— REANCT D61 2R LET,

Device> enable

Device# configure terminal
Device (config)# ip ssh bulk-mode
Device (config) # exit
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ip ssh bulk-mode [JJj

EEav> R

avy kR

B

ip ssh window-size

Secure Copy Protocol D 1 &
RO A XEEHLET,

SRATLEBOATUR .



. 12 traceroute

12 traceroute

B DEREA

aAvU kR E—F

SRFLEEIATUFR |

LA4¥2 hL—R)b— b —REEHTTRICIE, Fe—)b a7 4F¥al— g F—
KTl2traceroute 2~ > RZfEHALEd, LA ¥2 hL—A)b— h—REHEHNTT BT,
Zoawry FonoBRNEERALET,

|2 traceroute
no |2 traceroute

COa=y FIZEBIEELEEF— TV —FEH D A,

Ju— )L a7 4 ¥ ab—3 a3 (configh)

avy FERE

FEREDHA FS14 Y

)1)—=R TEAR
Cisco I0S XE Everest 16.5.1a ooy RBMBMENE L,

LAY2 FL—ZA—MNIT 74NV FTEIADR->THEY, 2=V F—=2 775 Fn ka

)b (UDP) &"— h2228 CUR=V TV FBEET, UDPAR— F 2228 %P CTL A ¥ 2
ML —2— N BT A2, Fe— UL ar 7 4 Fab—3 3 2 F— R Tnol2traceroute
av s REHLET,

WIZ, 12traceroute 2~ REEALTLA ¥ 2 L —AL— FERETHHZ2RL
i‘j‘o

Device# configure terminal
Device (config) # 12 traceroute
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license hoot level .

license hoot level

TNWRAATH LW 7 =2 T IV AZRITHIZE, Fn—bar7 4 F¥a2lb—g
v F— RTlicensebootlevel 2~ REZfEALET, T _TOY T T =T T4 B AETFA
AADLEIRT A2, —oa<wry FonBEXadHLET,

license boot level base-license-level addon addon-license-level
no license boot level

X DA base-license-level 2« o FDiE) L1, #i] : network-essentials

R AREREART A AT DO LB T,

* Network Essentials

* Network Advantage (Network Essentials % 7 ¢2)

addon-license-level 345 54E, F7 L 7THEOETEHM THRETE 2BMT A £ A,
AR T KA T A2 A TRDEBY TT,
* Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % & 7¢)

SR EFEoAL R BRESHEA A—UTAL v FHERBLET,

aAvY R E—F Jsa—s)b ary7 ¥ 2 b—3 3 (config)
2% REE yy—2 KENE
Cisco IOS XE Fuji 16.9.1 ZoOa<wry RRNEAINE L,

HEALDHA K51 > licenseboot level =~ > FIZRoD BIIZAH L £
cTFTABLADE T T L—RET v ST L— R
 FHI T A 2 A LYLIRT A £ A OAINME L B
T T TV —=RIALBLADI VT
Ioawy RiE, BEDES 2—ADTALE L ALY TTART 7 F v THREEN TS T A

U AR TR L BEINTETA BV ALV TEETALIICTA BV AL T TR
TV TFxEHELET,
A v FHEIO—FRTHL, FABVV AL VT TANTIIF ¥ TCARAEZ— T v T a7
X2l —alOREIZTA B ABHDINE ) PBHERINET, REICTA B AR
bHGE, TOTARATAAL v FREHLET, T4 BV ARRWEGSE, 748U X
AT TARNT T F X TA A=V TTIA B ARHERINLET,

va7igEavo R )
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. license boot level

« W7 — REHIE T A B ABBIRGNOE G, TA B AL LT TART I F X THEED
BERBICHE ST T A L ARHER SN ET,

cRESNTZT— b TA B ART TIZHIBRYIIUZ R > TWBEHEE, 4BV AL VT TR
FNZ7 7 F ¥ CEBIZE-TITA B ADRHERINET,

I WIZ, AZA v FO&EY o— R network-essentals 7 1 & > 2 2 Fhbd A1 2R
LET,

Device (config) # license boot level network-essentals
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license smart deregister

license smart deregister .

Cisco Smart Software Manager (CSSM) ~DT /3A ZADX 5% F v V3 5I121E, i EXEC
£— KT licensesmart deregister =~ RZEH L F9,

license smart deregister

HET D EE8H Zoavy RIZFBIERERITF—V— REH Y FHA,

ATV R FI4+  FIHEEXEC (#)

avy FER Jiy—=x

EERE

Cisco 10S XE Fuji 16.9.1

Zoavwy RPREAINE LT,

EELEDOHA KS4q> licensesmart deregister =~ > RIZRDO HIIZHEH L £,

« TNRA R Ry N MBI E X

« TS A% FHELE OO OG5 & &

« TNA R BHOT- DI EEFFA] (RMA) 7R X2 L Ty A aZkAT 5 L&

1

TRIZ., CSSM ~DF A 2 DB T T 02T~ LET,

Device# license smart deregister

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing
De-registration with the Cisco Smart Software Manager or satellite was successful
*Jun 25 00:20:13.291 PDT: %SMART LIC-5-EVAL START: Entering evaluation period

*Jun 25 00:20:13.291 PDT: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled
features is Not Allowed for udi PID:ISR4461/K9,SN:FD0O2213A0GL

BEEavT R av R

B

license smart register idtoken

CSSMIZT A A8 LET,

show license all

MERRAT G4z 2R L £ 9,

show license status

FABLADAL T FTAT LV ART —H A%
%ZT—\‘ Li—g—o

show license summary

TRCDT I T AT 7274 AOEK & F
RLFET,

show license usage

TA v AR R R LET,

va7igEavo R )



. license smart register idtoken

SRFLEEIATUFR |

license smart register idtoken

Cisco Smart Software Manager (CSSM) 72°6 b —27 U WA SN2 T NA R & B8k T HI1TI%,
Hé EXEC & — R C license smart register idtoken ==~ > K& H L F9°,

license smart register idtoken token ID {force}

B DEREA

AR E—F

token_ID CSSM 726 b — 27 U RNERE ST /34 A,

force TN ANBERINTWBENE I B S
TN, R B REEICB S L E T,

HikE EXEC (#)

avy FERE

)1)—=x EENE
Cisco 10S XE Fuji 16.9.1 Zoavwry RREAINE L,
£l

WIZ. CSSM IZT A A Z kT B2~ LET,

Device# license smart register idtoken
$T14UytrNXBzbEslck8veUtWaG5abnZJOFdDalFwbVRa%$0Ab1RMbz0%3D%0A

Registration process is in progress. Use the 'show license status' command to check the
progress and result

Device#% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (elapsed time was 0 seconds)

BEEa~Y

> >

avy Kk El:L

license smart deregister CSSM ~DT NA ADXGkE X v BN LE
7

show license all MERRA G-iE R A2 R~ LET,

show license status FTARADAV T TAT VART—H A%
FoRLET,

show license summary TRCDT I T 4T 7274 AOEK &K
RLET,

show license usage FA e AEREREFR R LET,
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license smart renew .

license smart renew

Cisco Smart Software Manager (CSSM) T7 /34 ZAD ID £ 721348 E2 TEICTHEF T D121E, FF
¥€ EXEC E— R C licensesmart renew =~ > K& L 7,

license smart renew {auth | id}

B DEREA

AU R TIHIE

auth ARETHFLET,

id IDZ5HH LET,

kg EXEC (#)

avy FERE

FEREDAA RZA Y

J1y—=x ETEAR
Cisco I0S XE Fuji 16.9.1 Zoawry RBREAINE L,

PREHIENE, A —FRIA B AT AT AZL S T30 AT EICHEHINET, T4 AN

HGBH ) FI2L T2 T T4 T RER ] ORBEBIZHDHIRY | FEREIR SR S Ed,
WL, ERREMIR2NEE S LRlth S E T, MTWIRT, 72374 B2 THIRY)
M RRBICZR D & VAT MISIE & BRI O B 25T L 47, BRUTICET 5 &
B LWAREHIF 2B S E T,

151
WIZ, TNRAZDTA L A EHTHHZRLET,

Device# license smart renew auth

EEav >R

avvk BL)]

show license all FERA G =R LT

show license status TARADAL T TAT VARAT =R A%
FRLET,

show license usage TA B AERHEREERTLET,

va7igEavo R )



. location

location

SRFLEEIATUFR |

Ty RS horr—va AFRERET DL, Fe— b ar 7 4 Fal—va vy E—
RFClocation =~ > RZHEHALET, vr—a VEREHIRT212E, Zoa~<2 Kono

e LET,

location {admin-tag string | civic-location identifier {hostid} | civic-location identifier {hostid} |
elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

nolocation {admin-tag string|civic-locationidentifier {hostid} |civic-locationidentifier {hostid}
| elin-location {string |identifier id} | geo-location identifier {hostid} | prefer {cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

admin-tagstring

i
&

B DR

BEL 7 EI23YA MERERELET, TR0V
A MERE/IT 0 r— 3 SR,

civic-location

Wwhinsr—a UERERELET,

identifier

#timr—vay, Bansr—yar MW 04
ATz E LE T,

host

AR NOE T r— g oM R E% L E
ﬁ—o

Wiy — gy, Baar— gL, MEGREFTOL
ﬁﬁo

(G¥)  LLDP-MED AA v F TLV TOHHFin r—3 3
D ID X250 N1 FLAFICHIBRSET, AA >
FREFIHEHTE LNy 77 AR—RZHT
HrT— Ay—UkERET DT, FHTTR
r—a v IDICHRE SN T XToORT a7 —
va UEROESEROE IR 25031 N EB R
XolcLET,

elin-location

Banls—ra U (ELIN) 3 ELET,

geo-location

HIFRZEMA e r— a UERAERE L ET,

prefer

oy —3 g U NEROY—ADTI5AF VT 4 R ELE
‘g—o

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH A,
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location .

avy RERE

FEREDHA FS1 Y

J1)y—= EEAR
Cisco I0S XE Everest Toavwry RRNEAINE L,
16.5.1a

location civic-location identifier 7 o — 3L 237 4 X al— 3y a~<wy REAN%. &
nr—vararZ4X¥al—yvarE— RPBIET, location geo-location identifier
ra—\LaryZ 4 Xalb—varavy ReAN%, Ve —yararz i Xal—
vary E— RBRBEINET,

v sr— 3 ID X250 3 MEBZ IR £HA,

BRANIDIEAR b0 — g ROHBRZE N 2R G AR E LE T, ID AR A R TR
WIGE, IDIZA v H—T 24 ATHRTE ZMBZEMW T 7L — N EEinr—va
VIETEERELET,
host ¥— U — NiZ, 71 ZADGFi & E#HK L £, identifier & host ¥ —U— RZfEH L Tk
ERRERA T n r—Ya v AT v a IR T TY, Mifins—vararv s Fal—vay
T— FTROETH O r— gy A7 a 2B ETEET,

- additional-code : B Hin r—vay a— REELET,

- additional-location-information : JBAI#L i 7r— = UM ARE LET,

« branch-road-name: 77 v F oo — R4 ZHEL £ T,

« building : & DOFEHREZRE L £7

e city : A EHELET,

e country : 2 XD ISO 3166 DE = — REREL £,

e county : Bl AR E LET,

sdefault : =2~ > R&T 74/ MEIZERELET,

« division : HTOHIX DL FTEFHE L £7,

cexit : Hiinsr—varyaryrr7 s Xal—varyE—REKTLET,

e floor : BEEARELET,

e landmark : BEI & R 2 M OEHEHE L E T,

« leading-street-dir : MT 4 HEHIAH G- S D HAEZRELET,

ename: FE{EEAZRELET,

* neighborhood : %A /X—7 v RERERE L £,

eno: FEESNEH T r—vay T2 &AL, T 74N MEEZRELET,

e number : B4 FEHIZ 5% E L £ 7,

» post-office-box : FAEF & 5% E L £ 7,

- postal-code : B{HEF S A5 E L 7,

» postal-community-name : B2 X 2 =7 A EREL T T,

« primary-road-name : FEBEROARTZHE L E T,

« road-section : TEHEOXMZRE L 7,

eroom : HEOIEHMEZHE L E T,

e seat : JEEDOERERELET,

. state : INDOARTZFRE L ET,

SRAFLEEOTUR .



. location

SRFLEEIATUFR |

« street-group : BT & FHD 7N — T E L ET,
- street-name-postmodifier : A4 FEHDOHRIORA NET 4 77 AT HRELET,
« street-name-premodifier : T4 FZEHOLZFIO T VET 4 77 A TEHELE T,
« street-number-suffix : FTZFEHOFZ DYV 7 4 v 7 AEHFRELET,
- street-suffix : ATAFE ROV 7 ¢ v 7 A %FELET,
» sub-branch-road-name : 35 X B2 L7ZBEA 2 E L E T,
« trailing-street-suffix : &Ik < T4 FHOY 7 ¢+ 7 AR ELET,
« type-of-place : HHTDO X A T HFELET,
e unit : BALERELET,
WP r—Yay ar 7 4 X ab—v gy F— RCROMBZF e r—y g UIERE

fRETEET,

e dtitude : EHIDERZPEL. A— P, F2FT7 40— FEATRELET,
o latitude : ., 4y, POBERBREZRTE LT, ®AIX-90 ~90 E T4, EOfEIE, JRE
XvdtmiofrEs R LET,

« longitude : £, 43,

TP OREDEMAZ R E L E T, #iPHIL-180~ 180 T, IEDOMHIL,

7YV =y VRO RAOMEE R LET,

- resolution : F& & RREDGEREA R E L E T, DERELIEELRWEES. 10mDT 7+
IV MEDSTEEE &R D3 fiFRE/ N T A — X I ShvE T, BELREDLA. HfRiEDH
AT A— PV THIE SN ET, HMEEEOEIT/ NI THIRETE £,

sdefault : 77 4V hDOBEMEIZ L > T, HEMMELZRELET,

cexit : I m r—y g a7 4 X¥al—vary T—RFEKRTLET,

eno : FEESNIHIER) R T A= ZER L, 774/ MEZRELET,

alr—a YTV 27 4 E—7 273 5%, no Ildp med-tlv-select location information
VH =Tz AT 4 Falb—varavr REEHLET, 7740V TR, v —v 3

> TLV 134 x— 7 IZ

REESNTWET,

ROFITIZ, AA vy FIZHdivr— a AAFRERET 2 lEZRLET,

Device
Device (config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #

Device
Device
Device
Device
Device
Device
Device
Device

config) # location civic-location identifier 1

number 3550

primary-road-name “Cisco Way”
city “San Jose”

state CA

building 19

room C6

county “Santa Clara”

country US

end

FE A EERT A 1Z1%. show location civic-location 45 EXEC =~ > R&Z A LET,
WOBTIE, A vF LTBREar— 3 UBERARETHHFEEZRLET,

Device (config)# location elin-location 14085553881 identifier 1

PRE X R HI21E. show location elin ### EXEC =2~ > R&EZ AN LE7,
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location .

WIZ, AA T, HBRZEf v r— a UFRERET 202~ L ET,

Device (config)# location geo-location identifier host
Device (config-geo) # latitude 12.34

Device (config-geo) # longitude 37.23

Device (config-geo) # altitude 5 floor

Device (config-geo) # resolution 12.34

BRE S AT HIERZE IR 22 5 P OFEM 2 # o 9 £ 12I,  showlocation geo-location identifier
av s R LET,

va7igEavo R )
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. location plm calibrating

location plm calibrating

7 T4 7 2 FONSZRIAE (CCXS60) ERZRET HICIE, /r—rb a7 ¥
L —3 = ¥ %&— KT location plm calibrating =~ > R&#H L £,

location plm calibrating {multiband | uniband}

BX DA multiband B3 {1 & 417= 802.11a F 7213 802.11b/g FEAR TOFMIEK Y T4 7> h DA%
HESEREZRELET,

uniband  BELF T 54072 802.11a/b/g HER T ORI Y 54 7 o b DS ZIBIEE R 245
ELET,

ATV R FI4NN T AN NOBEERMEITH Y A,

avY RE—FK sa—s\)aryz 4 Fal—ra v

avy FERE J1)y—=x EEAR
Cisco IOS XE Everest Zoavwy RRNEAINE LT,
16.5.1a

FREDHA KSqy BHOERY TA47 2 MTid, (BERNT 27 V30 FT, 24 GHz & 5 GHz O DT
LENMETEZ S L LCH) uniband NENHE T, EEOMR Y 7 A 7 I, multiband 737
MNBhET,

Wiz, BEATT 5072 802.11a/b/g EERR T ORMIE 7 T A 7 o b D/ AR I E R A 7%
ETHEIERLET,

Device# configure terminal
Device (config)# location plm calibrating uniband
Device (config) # end
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mac address-table move update .

mac address-table move update

MAC 7 RV AT =7 VBATHEHHEEEZ AT DIZIE, A v TFRF v 7 EFTAZ L RT
R AA v FOTa—rYb a7 X2 b— 3 F— KT mac addresstable move update
av U REFHLET, T 740 FRECETICE. Z0oa~vr RonoBERNEAHH L £,

mac address-table move update {receive | transmit}
no mac address-table move update {receive | transmit}

B DEREA

AR TFI4I0LE

ATV R E—F

receive A v FNMACT LA T—TNABITEHA v —VF0LPET S L 5 ITfREL
‘i?‘o

transmit 7S (< UL I RE T L, ZAZ UL U RNEEB LSS, A v FN
MACT RLATF—TABITEHA v —Vh Ry NT—7 DD AL v FITHEE
THEIIHEELET,

F 7 4L FTlE, MAC T RL AT —7 ABITEIFKEILIT 1 E—7 L T1,

Ja—)L a7 4 FXal—g

av Yy FER

avy FER J1)—X EEAR
Cisco 10S XE Everest TOawy RREAINE LT,
16.5.1a

FEREDHA K4

MAC 7 RV AT —7 ABATEHERRICL Y, 7I7A4~Y (T4 TU—T 7)) VU IRED
YU, ABRAL VTN T T4 v I DT T—T 4 T wBE LTS E. A v T I3EE
BIFRAN—=D = Rt TE E 9,

TIAY VU INE L, AZ AL VU INEEN LGS, T27®A AL v FIMAC
T RVAT—TABITERA v b=V RETIHIIICHETEET, T TV 7 AL T
N, MACT RLAT—TABITEFRA vE—V52ZEB LTS L) ITHRETXFET,

il

WOFITIX, T78AZA AL v TFNBMACT RLA T—TLUBITERA v E—V%%E
THEIHRET D HEERLET,

Device# configure terminal
Device (config) # mac address-table move update transmit
Device (config) # end

KOFITIX, T TV o7 AL FNBMACT RLAT—TLUBITEHA vE—T%
PGB IOWET 2 LI ET D HEERLET,
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. mac address-table move update

Device# configure terminal
Device (config) # mac address-table move update receive
Device (config) # end

RROE & MERR T 5 121X, show mac address-table move update 45+ EXEC =2~ > K%& A /)
LET,
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mgmt_init .

mgmt_init

A —PFxy MEHKR— M EYHLT 212X, 7 — be—%F— K Tmgmt_init 2~ > K&
LET,

mgmt_init

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

aAYU R E—F T—br—%

avy FER Jjy—= EHERNRE
Cisco I0S XE Everest ZOawr RREAINE L,
16.5.1a

ERLEDHA RS54 A—VFy MEEFA— FOF /Ny Zdizod:, mgmt_init 2~ FEEALET,

#l WOBITIE. A —F %o NEBEA— 2L 5 kR LET,

Device: mgmt_init

SRAFLEEOTUR .
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mkdir

SRFLEEIATUFR |

RESNTETZ 7 ANV AT AN EOT 4 V7 B ZERT 5101, 77— b —FE—F
Tmkdir 2~ FE2FEHLET,

mkdir filesystem:/directory-url...

B DEREA

AR TFI4ILE

AR E—F

filesystem: T7ANY AT LDITA YT A, USBAEY 25 4 v 7 OYA1E. usbflasho:
L ET,

[directory-url... {Ek+ 25 4 L2 U DARITT, T4 L7 MULAITAS—ATRYY £,

T 7 v N OEWERMEIZH W FH AL

T—hu—=4

avy FERE

HEREDAA K1Y

)1)—2R EEAE

CiscoIOS XE Everest16.5.1a ~ o< FRNEAINE LT,

T4 L7 MUATIE, RXFLNFRERIShET,

2T yva () BIHEETE LT 4 V7 MYAIETRK 127 XFTY, 74 L2 FUAIZIEH
MHCF, A=A HIBRXT, A7 vya, 5l Elans] apq3ERTE EE A,

i
WOBITIX, T4 L7 b U Saved Configs Z1ER9 % iz~ L %7,

Device: mkdir usbflash0O:Saved Configs
Directory "usbflash0O:Saved Configs" created

. DATLEEIOTUR
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more .

more

12U EO7 7 A NVONEEZERTHIZIE, T—ro—FF—FTmorea~> FEFHALE
7,

mor e filesystem: ffile-url...

X DA fleytem 7> ANV AFADZA VT A, VAT AR—K 75 v a F1 ZI21F flash:
ZEMAL £,

flilewrl... FRTH77ANDNRZ (F4 L7 b)) BROLRITT, 77 A VAT AN—Z
T £9,

ARV R FI4NAL  T AN FOBEREIZH Y EE A,

v R E—F T—hrr—4

2 KRR Jy—2 EERR

CiscolOS XE Everest 16.5.1a = o~y RAEA SN E LI,

FEHREDAA KSq4y 77 ANMNBBIOT o L7 FUAIZ, RKCFENDLFEXBILET,
T7ANDY A NERELIELAEIT. &7 7 A VORNENIRICR RS ET,

#l Wio. 77 A NOWNEEFTFT D HET LET,

Device: more flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:
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. no debug all

no debug all

AL FOT Ny TN T HI21E, FiME EXEC £— KT nodebugall =~ R&fHLE
R

no debug all

ARV R FI4INAL  T7AN FOBERLEIZH Y EE A,

aAavYRE—FK FMe EXEC

av > FERE J1)y—x FERNE

CiscolOSXE VU —2 161 Zha~vy RREAINE L,

Bl WIT. AL 9 FTF Ay 7Bt 5657 L £,

Device: no debug all
All possible debugging has been turned off.
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rename .

rename
T ANDAFIEERTHIZIE, 7—har74¥alb—rarE— RCTrenamea~> K%
AL ET,
rename filesystem:/source-file-url filesystem:/destination-file-url

BX DA filesystem Tr ANV AFADTEA YT A, USB AEY AT 4 v 7 OEEIL,

usbflash0: = L ¥ 5,

Isource-file-url TDORA (T4 7 b)) BIOTZ 7 A4 V4TY,

[dedtination-file-url gL v <2 (F4 L 27 FU) BEIORT7 7 A NVELTT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEAR

CiscolIOS XE Everest16.5.1a = pa~> RREAINE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RICTFE/NTFERGILET,

AT vva () MICEETED2T 47 FUAIIKRK 127 LFTY, 74 V27 b UAITIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, andEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A NAIIEHIEISC T, AX—A HIBRSCT,
AT wva, BIAMK, BEIavy, agifFEHTEERA,

Bl WORFITIL, 7 7 A /L config.text D4 ij % configl.text |[ZZ8H L £,

Device: rename usbflashO:config.text usbflashO:configl.text

T 7 ANDARINER SN0 E D D EERT 51X, dir filesystem: 7' — b —4 =2
~ U REANNLET,

va7igEavo R )
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. request consent-token accept-response shell-access

request consent-token accept-response shell-access

PIRNZAER SN2 T ¥ Lo DI T D RE b — 7 VINE A EET 5121E, request consent-token
accept-response shell-access =~ > K& H L 9,

reguest consent-token accept-response shell-access response-string

BX DA

BX BTLL]

response-string INE BRI UTHNEREELET,
AT R E—F F¢HE EXEC E— K (#)
avy RERE )1)—=x EEANE

Cisco IOS XE Gibraltar 16.11.1 Zoavwy RREAINE LA,

ERLDHA RSA > WELTINE, Fx¥ Ly POERMNBI0FUNICANT RERH Y 4, AJLAaNEFv
LU UNEIREINICAR YD T LWTFy LUV OERNDMNEIZ Y 9,

1
KIZ, request consent-token accept-response shell-access response-string =~ > KO 165 % 7~
L%,

Device# request consent-token accept-response shell-access

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:

Shell access 0).

. SAFLEEOTUR



| v27L88a<UF

request consent-token generate-challenge shell-access .

request consent-token generate-challenge shell-access

VAT LY VT AT DEE b= o F v Lo VR AR T DI, request consent-token
gener ate-challenge shell-access =~ > & H L £,

request consent-token gener ate-challenge shell-access auth-timeout time-validity-slot

BX DA

X B

auth-timeout time-validity-slot VI NVNT IR ARERT DA LAy b
(43) ZHELET,

¥eHE EXEC E— K (#)

AU kRE—F
avy FERE 1)1)—=x EEAR
Cisco IOS XE Gibraltar 16.11.1 Thavwr  RREAINE LA,

EREDHA FS14 Y

VAT LYV VKT AER LIS A LAy SBRHIRRYINICR D L. By a VITEEIMIIZ
BT LET,
VAT AV VT TR ADERKKBE A LT U MITHETT,

!l
KIZ, request consent-token gener ate-challenge shell-access auth-timeout time-validity-dot =~ >~
ROz~ L ET,

Device# request consent-token generate challenge shell-access auth -timeout 900

Dev1ce#
*Jan 18 02:47:06.733: $CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation

attempt: Shell access 0).
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. request consent-token terminate-auth

request consent-token terminate-auth

AUk E—F

VAT LY KT BRE b — 7 = A DEREK T 5I2IE. request consent-token
terminate-auth =~ > R&ZHHA L £,

request consent-token ter minate-auth

¥eHE EXEC E— K (#)

avy FERE

FEREDHA FS14 Y

Y= EENE
Cisco IOS XE Gibraltar 16.11.1 Thavwr  RREAINE LA,

VATFAYINT I EADYF VA TIE, oA EKTLTH, KBEALT Y MNRET S
FTHAGRITK T LEE A,

VAT AV VT 7B AOHNEERK LT D, request consent-token terminate-auth =< K
ZIHTRHNCRITT D Z LIk o T, VAT LAY = VOKREZHEK T T D & /R L £,

request consent-token terminate-auth =~ > R&fEH L CBIEDORAELZ K T Lizhda, =—W
WY AT LY 2 VT 78 AT HBICHERIE S 0 ANMNEEITR ) £3,

£l
I, request consent-token terminate-auth =~ > KOl &2~ L 9,

Device# request consent-token terminate-auth shell-access
% Consent token authorization termination success

Device#

*Mar 13 01:45:39.197: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#

. SAFLEEOTUR



| v27L88a<UF

request platform software console attach switch .

request platform software console attach switch

AUNAAL v F TRy va s ERBT AT, FiHE EXEC £ — KT request platform software
console attach switch =~ > K& H L £,

N

GE)

AHB x T AL »F (Catalyst 3650/3850/9200/9300 A A ~F) TlE, ZDa~wr REAZ v
NAaryy—LTtyarZlET 555 ICOMEHTE £9, Catalyst 9500 2 A v F T
X, 2@ o< RN Stackwise Virtual Ty v 7 v 7 TORYR—FENET, A NNZAA v F
Ty arzZBT56Z L3 TCEEFA, 7740 FTIE, TXTOaL Y —/WEITTIZT
IT AT THDHID, TIT 47 mary)—LTryaraET 58RIz T —I1220 %
R

request platform software console attach switch { switch-number | active | standby } { 0/0 | RO }

BX DA

aAavv R TFI4ILk

aAvU kR E—F

switch-number 2w FFSAEE L £7, HETX DL ~9 TT,

active TITF 4T AL FEIEELET,

GE)  Zo5#iE, Catalyst 9500 A4 v F TlEHAR— SN TWEHA,

standby AL N, AL v FEFRELET,

0/0 SPA-Inter-Processor A1 > h7230 T, XA N0 THHZ L HEELET,
GE) ZOFTvarEBEAX XU T AL v FLEBITHALARNTLES
VW, FUI= T2 £9,
RO N—h 7oy Aoy R0 THEZ EE2EELET,

TN NTIE, AZ Y ITHNDTRTCDAL v FIET 7T 47 TY,

et EXEC (#)

avy FERE

FEREDHA RS14 Y

3l

J)1)—=x ZERNAE
Cisco 10S XE Everest Toawy RREAINE L,
16.5.1a

W]

AR N AA T TRy v a rERIIFT 1203, RUNCEETEDNCTILERHY 7,

W, ARUNA AL v F LDy g 275057 LET,

Device# configure terminal
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. request platform software console attach switch

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable

Device (config-r-mc) # end

Device# request platform software console attach switch standby RO
#

# Connecting to the IOS console on the route-processor in slot 0.
# Enter Control-C to exit.

#

Device-stby> enable

Device-stby#
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reset

BXDEREA

AR FIAILE

reset .

VAT ATHN—RIEy FEETTHICNE, V—ha—FE—RTreset a~2 RZFETLFE
T, N—FKUty h&EITH &, T ZOEBEFRUIEZICERZHRATHFIEL FEEIZ, 72

ot LURAX BXOAEY ONENHESINET,
reset
Za=wy RZIBIEELITFT—U—RIb ) A,

T 74N OBEREIRSH D EH A,

AR E—F 7—hr—=¥

avy FERE )1y—= EERNE
Cisco IOS XE Everest ZOawy RREAINE L,
16.5.1a

3l

ROPITIZ, AT 6%V kY FTLHEEZRLET,

Device: reset
Are you sure you want to reset the system (y/n)? y
System resetting...
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. rmdir

rmdir
BESNET7ANVAT AN 1O EOZEOT L7 U REIRT 21203, 7—he—4%
EF—RFTrmdir 2~ RE2FEHALET,
rmdir filesystem:/directory-url...

X DA filesystem: T7ANYV AT LDITA YT A, USBAEY 2T 4 v 7 DAL, usbflashO:

AR TIFIbE

AR E—F

2L ET

[directory-url... Hil&4 22274 L7 FYDARZA (F4L27 M) BEOLHTITE, S 17
FUAIFAR—ATXEY 97,

T 7 4 v N OEMERMEIZH W FH AL

7—br—¥

avy FERE

FRLEDHA KS1 Y

1)) == EEAE

CiscolOS XE Everest 16.5.1a = o~y RAEASHE LI,

2Fvva () BITHEETES2T 4 V7 M ULAITRK 45 LF T, KXFE/NLFOXBBH
DNET, T4 L7 MIAIIEEESTTE, A=, BIRXF, AT via, I, BEIan
V. BXOao A TE £ AL

T4 LT MY EHIBRT AN, FIT 4L 7 PUNOT7 7 A VETXTHIBRT A2MLERHD F
j—o

TNRAAE, BT 4 V7 M) ERHIRTARIC, RERDLZTa 7 raHLET,

1
ROBITIZ, T4 V7 M) %1 DHIBRT 2 HEERLET,

Device: rmdir usbflashO:Test

T4 L7 FUDBHIBRS N E D 0 AR T AL, dir filesystem: 7 — b r— & a2+
Y READLET,
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sdm prefer .

sdm prefer
2L v FTHMTHSDM T 7 L— b ZEETHITIE, Ze— b ar 7 Falb—vay
F— FTsdmprefer =< R&MHHLET,
sdm prefer
{advanced}
X DA advanced NetFlow 72 & O 7abREZ VAR — b L £,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ATy R E—FR Ja—sN v aryZ 4 X¥al—ig

vy FERE Jy—=x EERNE
Cisco 10S XE Everest o<y RBREAIHE L,
16.5.1a

FBREDHA KSq > device AX v 7 TlE, TRTDRL v 7 AN T 7T 4772 device IZIRAF ST [F]—D
SDM 7 7' L — h & D0 E R H Y £

HrHl device N AZ v ZIZIEMEND L. TV T 4 7 device ITIEFEENTZSDM 27 4 ¥ =
L— 3 0E, lax O device ICRRXESNTWDT 7 L—haE EEEXLET,

151
WIT, BERT VT L—  NERETLHHEZRLET,

Device (config)# sdm prefer advanced
Device (config) # exit
Device# reload
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. service private-config-encryption

service private-config-encryption

TTAR— R RIET 7 A NVDOREFLE AT HIZIE, service private-config-encryption =~

-
[
-

—

YREMHLET, ZOMREZENITHIE. Zoavr Fono A EA L ET,

service private-config-encryption
no service private-config-encryption

X DERHA Zoawy FIFRIEELITF—U—FNEIH Y £HEA,

ATV RFEIHIR T 7ANNOEERHEIZH Y A,

ATV R E—F Jua—s)L a7 4 Fab— 3 (config)
avy FERE )1)—= EEAR
Cisco IOS XE Fuji Zoa<wy FREAINE LT,
16.8.1a
Bl Wi, F5 A NEEET 7 A MO AN T B %7 L E T

Device> enable
Device# configure terminal
Device (config) # service private-config-encryption

BEEavTR av U R

EIDII:I

BA

show parser encrypt filestatus| 5 ¢ ~— RRIEDHEF LA T — ¥ A% £ RLET,
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set |

set
ERAREELIIFTTHICINE, 77— o —FE— RTsat a~ REMHLET, BREE
Wﬁi\7—hm HEFITTNAA ATHE L TWAHID Y 7 N7 = 7 2814 5 7212 FH
TEET,
set variable value
BXDEREA 254 fE variableds X Otvalue D BI 2l IE, IROWT D F—T — REHHLET,

MANUAL_BOOT : 731 A D8 & HE) TIT 5 FE)TIT O hakiELET,

BB 1/Yes & 0/No T, 0 E/-IE No ICHRESNTWAHES, 77— 2—
IV AT L& BEICES L £, MOMEICRESNLTWAEAIL. 77—
0 —4%F— RNLFHTT NS AZRETHLENH Y 5,

BOOT filesystem:/file-url : HENEEIRFIZ 7 — NI X OVET SN D FATHREY 7 A
NDEIan XYY YRR aEsLET,

BOOT BBEEAKDPHREINTWRWES, AT AIX, 7I7via 7740
AT DRI G 7R R 21T > T, AN SN EITAMREA A —T %
12— R LTHETZRAALET, BOOT ZHENEEIINLTWNTSH, FHEINIA A —
/%m~%f%ﬁ#otﬁm VAT ANIT T v a Ty AN VAT AT
R LB e 7 v A VAR REN L L D & LET,

ENABLE_BREAK : t—#321 Y — L0 Break % — 4 & HEhiEHEh 7 0 & =%
ZHMICED LI £,

BEh7efEiX 1. Yes, On. 0. No. BLOOff TF, 1. Yes. F721F On TR E S
NTWAEEIE. 75 v a 77 AN AT 20 %Iz 2 Y —)L | T Break
F—%HTZ LT, HEEE Yo A PRI TE ET,

HELPER filesystem:/ffile-url : 7 — ks v —X% OfIHHLHICEINIC 2 — REh b —
RAMEZ 7 A DB I av XYY U R ML LES, ~A"—T 7 AT
T == OBREEIE LT, RNy TFEY TR LET,

PSlprompt: 7 — F B —%¥ E— ROBPHIZ, a~vr FIA4 Frnr 7 e LT
T2 CFHNERE L ET,

CONFIG_FILE flash: ffile-url : CiscoI0S 783 A 7 A3 E D AFEINM: 2 & — D Fi A
T2 77 A N EIRELET,

va7igEavo R )
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BAUDrate: => Y —/LDOHR— L— MIEHTLHE Y MRy (bls) ZfEELE
T, AT 4 X2l —a 77 AMIBOFRENTRTE S ILTWRWRY | Cisco
0SY 7 by =T 7 —ba—&nbR— L— MREZMA L, ZOEE5| X
SHEHLET, FBHETE5HAIZ0~128000b/s T3, AZMEIX. 50, 75, 110,
150, 300, 600, 1200, 1800, 2000, 2400, 3600, 4800, 7200, 9600, 14400,
19200, 28800, 38400, 56000, 57600, 115200, I JTX 128000 T3,

b — A 7L, 300, 1200, 2400, 9600, 19200, 57600, 5 XX 115200 C
KR

SWITCH_NUMBER stack-member-number : A% 7 AL /8D A L "FK S IR
]\/\iﬁqo

SWITCH_PRIORITY priority-number : 2% v 27 AL RXDT T4 4V T 4 fHEZE
FLET,

BRIRABOT 7 4V MEX, kO LB TT,
MANUAL_BOOT: No (0)
BOOT: XV A hU > F

ENABLE BREAK : No (Off £721%0) (=¥ Y —/L LT Break ¥— % L CHENELE 7 0k
AT D LIXTEERA) &

HELPER: 7 # /L MEIZH D AL (~A— T 7 A VTHBIICE— RENEETA) |
PS1 /34 A :
CONFIG_FILE: config.text

BAUD : 9600 b/s
SWITCH_NUMBER: 1
SWITCH_PRIORITY: 1

\)

ATk E—F

GE)  fEA a&ﬁéént RIEAEIE, BT 7ANDT T a Ty ANV AT AUREESNET, 77

A NDFEITITIE, BRELELAL L EZITRHV T, ZOEBOENEESNET,

DT 7 ANMIERENTORWERIZIHERH D THA, BRENTWIUEXLV A RY 7
THoTHMERH Y £, Null XFH (=& 21" BDRESNTWAHEHIT., [HRHRESN
T G

%< OREABITFANER SN TEY . 774/ MEPNRE SN TNET,

ZT—hu—=4&

avy RERE

Jy—2 ZENE

CiscoIOS XE Everest16.5.1a = pa~> RQREAINE LT,
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EREDAARZA

set |

BRESAEBUIRILF LN FOXR R D0 | FHREEBVICANTLHEN DY £,

BEEEOBELEHIL. 75 v a 774N VATFAOMMIHDB 7T via AEVITHEEIN
iﬁ—o

WH ORI T, REARORELZLE T LLETH Y XA,

MANUAL BOOT A %%, boot manual 72— 3L a7 4 Xab— gy avy Raff
HALTERETH L TEET,

BOOT BREZA#Z. boot system filesystem:/fileurl 72— 3L 27 4 Fal—ay avy
FEMHLTRETL2ZIEHTEET,

ENABLE BREAK B5iZ5%%(%. boot enablebreak 7 m— 3L 27 4 Fal— gy a<wy
FEfHLTRETL2IEHTEET,

HELPER ERE525#01%. boot helper filesystem: / fileurl 72— )L 207 4 Fal—vay avw
VREEHLTRETDHIEHTEET,

CONFIG_FILE B84 %%1%. boot config-fileflash: flileurl 72— 3L 2307 4 FaLb— g v
av U REHLTRETHZEHTEET,

SWITCH NUMBER Eg525%¢13. switch current-stack-member-number renumber
new-stack-member-number 7' 2 — 3L a7 4 X al—v gy avry REHHALTHRET DS
EHLTEET,

SWITCH_PRIORITY EREEZ%L1X. device stack-member-number priority priority-number 7" = — /3
NAarZ 4 FXalb—vary avy FEEALTRETLIZETEET,

T—btun—FZOTarT N AN S (PS1) IZiE, HE (=) &R, BARRER T A
120 XFFE CHRETEET,

51
IZ, SWITCH PRIORITY BREiZE$ A% E T 5%~ L£T,

Device: set SWITCH_PRIORITY 2

RELXMERT HITIT, set 7—br—Favr R LET,
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. show ave client

show avc client

AT T r— g ORI BT A IE R A FoRT AI21E. HEHE EXEC £ — K C show avc client
o< FEFEHALET,

show avc client client-mactop napplication [aggregate | upstream | downstream]

EX DA clientclientmac 75 4 7. FdO MAC 7 RLAZEELE T,

topnapplication #2747 > hO AL IN) HOT 7V r— 2 v o¥EfRELET,

AR R FTI4INAL  T AN FOBERLEIZH Y A,

avYRE—R it EXEC
aAvy FEE ))— ZEEARE
z

Zoawy FPHEASELRL,

iz, showavcdlient =~ > RO %2R~ L E7,
T /3A A4 sh ave client 0040.96ae.65ec top 10 application aggregate

Cumulative Stats:

No. AppName Packet-Count Byte-Count AvgPkt-Size usages
1 skinny 7343 449860 61 94
2 unknown 99 13631 137 3
3 dhcp 18 8752 486 2
4 http 18 3264 181 1
5 tftp 9 534 59 0
6 dns 2 224 112 0

Last Interval (90 seconds) Stats:

No. AppName Packet-Count Byte-Count AvgPkt-Size usages
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show debug

show debug .

AA v FTHATE DT NTOD debug 2~ REF/RT B2, KM EXEC £ — KT show
debug =~ &AL £,

show debug

show debug condition Condition identifier | All conditions

B DEREA

AR R TFIHILE

avURE—F

Conditionidentifier {i /] i1 2 Sl 7O A3 E L E 3. #PFHIE. 1~1000 T,

All conditions FERTRER TR TORMNMNET Ry I AT a v 2R LET,

77 4V FOBEREIZH D EE A,

HrHE EXEC

avy FERE

FEREDHA KSA4 Y

3l

)=z EEAR

CiscolOSXE VU —216.1 Zha~y RNREAINE LT,

TNy THINECPU 7r v A TET TAF VT A BED L THNTWDIZD, Ty 7
EATH EVAT ANFHTERLS D2 ERHV T, LR - T, debug a2~ REEHT
LD, FFEORED ST TN a—T 4 VI, ETET A aDT 7 =T R— MEYE
BN T TN a—T 4 T EITIGEIZREL TSN, BT, debuga~ 2 RiE,
Fy NU—2 T 7 4 w73l 2= b hne XIEATL2O08KETT, Z0L9
IR 2R A TT Ny F &2 FTTH L. debug 2~ ROMEOAHIZ L > T 2T LF
DB Z T D AREMEN D7 e 5,

WIZ. show debug =~ > RO IHIZR L £7,

Device# show debug condition all

F Ry T EENCT SHI2IE, nodebugall =< REMALET,
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. show env
show env
AA v F (RFX U RTOAVAAL T A ITDTIT 4T AL vF, FREFAX T A
N—=) O7 7 BE, BLOEREHREZEZRT HIZIL, EXEC E— R Tshowenv 2~ K
EHALET,
showenv { all | fan | power [all | switch [switch-number]] | stack [stack-number ] |
temperature [status] }
X DERHA all Ty, WE, BXOERBRRED AT — & A% FKR
Liﬁ_o
fan AA v FDOT 7 OWREEF R LET,
power EBIREED AT —H A2 FRLET,
all TE) TRCOBFUEBO AT — 2 Ak FR L E
7,
switch switch-number (=B BEDAL v FOBFEBEDOAT —F A%
FRLET,
stack switch-number (EE) A2 v I DH/AL v FEITBESNIZ A

aAv R TFI4ILE

Ay FOFTRCOBREAT — X A%FRrLET, 15
ETEDLHPIT, AZ v ITHADAAL v F XA N\FEH
IZfE>T1~9 T,

temperature A FDWEAT —F A RKRLET,

status (1) BEAT—XZ AL LEMEEZERLET,

77 4V FOBEREIZH D EE A,

avYRKRE—FK = —4 EXEC
H#E EXEC
av Y FRER J1)—2 EERNE

FEREDAA RZM4 Y

CiscolOS XE Everest16.5.1a = pa~> RQREAINE LT,

EEDAUNAL T NHAL v TNO AL » FIZEET B 1EHRZFK T 5I21E, showenv stack
[switch-number] =~ > R&fEH L £,

AA o FOREAT —H AL LEVEL~LERRT HIZIE, show env temperature status =
~U REEEHLET,
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show env .

#l WOBITIE, AF—=AAL v TFNHRAE v 7 AN IS AEREFRT D TEE
74?\‘ ]\/\i—gﬂo

Device> show env stack 1

Device 1:

Device Fan 1 is OK

Device Fan 2 is OK

Device Fan 3 is OK

FAN-PS1 is OK

FAN-PS2 is NOT PRESENT

Device 1: SYSTEM TEMPERATURE is OK
Temperature Value: 32 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 41 Degree Celsius
Red Threshold : 56 Degree Celsius

Device>

WIZ, R, KRB, BIOLEWEZERRT 262 RLET,

Device> show env temperature status
Temperature Value: 32 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 41 Degree Celsius
Red Threshold : 56 Degree Celsius

Device>

% 2:show env temperature status A< > FHAD A 57— b

IRRE Description

T — | 2L v FORENEEZ2EERMEICH Y £,
N

A= BENEEFRMICHY £, A4 v FONORLIDRE 2R T 2HLERH Y £,

= —

Ly B HRERZ VT 4 DAFICH Y 9, IBERZOEEICHL5E. A v FRIER
ICEATSNRWATREMER & D £97,
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show env xps

show env xps

Cisco eXpandable Power System (XPS) 2200 D/ 3T = v Midsy, #E. B/, BX OV AT A
I WA 27T 512 1E, KM EXEC £ — R T show env xps =1~ > R& Al L £,

SRFLEEIATUFR |

show env xps { budgeting | configuration | port [ al | number 1] | power | system

| thermal

| upgrade | version }

X DA budgeting

XPS BNV x v hORSY (BIRAS v 7 ICE %
B TRTOAL v FIHT HBHOE D % T
LAVEy M) ERRLET.

configuration

power xps £##E EXEC =1~ > K& F(T L= ROk
ExFrm LET, XPSREILXPS IZRfFSNLE
9", show env xps configuration =~ > K& A /19 %
&L T 7 AN MBS OBRERBIF SN ET,

port [all

number

]

TRTOR— FELIZFEED XPS K — FDOEE &
AT —HAERRLET, A—FEFIE. 1~9
<7,

power

XPS BICKED AT — 4 AL FR LET,

system

XPS VAT A AT —H AEFRRLET,

thermal

XPSRERT —H A FKrm LET,

upgrade

XPST v IS L— R AF—H A%FH xLET,

version

XPS R— g VO ER R LET,

ATy R E—FR ¥5HE EXEC

avy FERE

J)—R ZEEARAR

122(55)SE1 Z o~ RpPEASHE LT,

FEREDHA K42

3l

XPS 2200 OfE & £ HIZ1E, show env xps F##E EXEC 2~ > R&EMHA L 7,

I, show env xps budgeting ==~ > KD Hl &7~ L E9,

Switch#

XPS 0101.0100.0000 :
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show env xps .

Data Current Power Power Port Switch # PS A PS B Role-State
Committed
Budget
———— —m————— —mm— mmmm mmmmm e e 1 - - 715 SP-PS
223
1543
2 - - - SP-PS 223 223
3 — — — — — —
4 — — — — — —
5 — — — — — —
6 — — — — — —
7 — — — — — —
8 — — — — — —
9 1 1100 - RPS-NB 223 070
XPS - - 1100 - -

IZ. show env xps configuration =~ > RO Nl ZR L ET,

Switch# show env xps configuration

XPS 0101.0100.0000

power xps port 4 priority 5
power xps port 5 mode disable
power xps port 5 priority 6
power xps port 6 priority 7
power xps port 7 priority 8
power xps port 8 priority 9
power xps port 9 priority 4

KIZ. show env xps portall =< > RO NHIZRLET,

Switch#
XPS 010

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority : 1

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 2

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority H

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 3

Port name HE

Connected : No

Mode : Enabled (On)

Priority : 3

Data stack switch # : - Configured role : Auto-SP Run mode I

Cable faults
<output truncated>

KIZ. show env xps power 2~ > RO I1HIZ R L ET,
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. show env xps

XPS 0101.0100.0000

Port-Supply SW PID Serial# Status Mode Watts
XPS-A Not present

XPS-B NG3K-PWR-1100WAC LIT13320NTV OK SP 1100
1-A - - - -

1-B - - - - SP 715
2-A - - - -

2-B - - - -

9-A 100WAC LIT141307RK OK RPS 1100
9-B esent

IZ. show env xps system =< > RO 1 Z2 R L E7,

Switch#

XPS 0101.0100.0000

XPS Cfg Cfg RPS Switch Current Data Port XPS Port Name
Mode Role Pri Conn Role-State Switch #

1 - On Auto-SP 1 Yes SP-PS -
2 - On Auto-SP 2 Yes SP-PS -
3 - On Auto-SP 3 No - -
4 none On Auto-SP 5 No - -
5 - Off Auto-SP 6 No - -
6 - On Auto-SP 7 No - -
7 - On Auto-SP 8 No - -
8 - On Auto-SP 9 No -

9 test On Auto-SP 4 Yes RPS-NB

I, show env xps thermal =~ > ROl %~ L £9,

Switch#

XPS 0101.0100.0000

Fan Status

1 OK

2 OK

3 NOT PRESENT PS-1 NOT PRESENT PS-2 OK Temperature is OK

WIZ, T v 77 L— RNFELT STV 72 WA D show env xps upgrade =2~ > KO H )
e L ET,

Switch# show env xps upgrade
No XPS is connected and upgrading.

WIZ, T w77 L— RBRETH DO%A O show env xps upgrade =~ > KO H /)il &7~ L
i‘j‘o

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog
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show env xps .

1 Waiting 0%

Switch#

*Mar 22 03:12:46.723: SPLATFORM XPS-6-UPGRADE_START: XPS 0022.bdd7.9bl4 upgrade has
started through the Service Port.

Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

1 Receiving 1%

Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

1 Receiving 5%

Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

1 Reloading 100%

Switch#

*Mar 22 03:16:01.733: SPLATFORM XPS-6-UPGRADE_DONE: XPS 0022.bdd7.9b14 upgrade has
completed and the XPS is reloading.

IZ. show env xps version =~ > RO IH %~ L E9,

Switch# show env xps version

XPS 0022.bdd7.9b14:

Serial Number: FDO13490KUT
Hardware Version: 8
Bootloader Version: 7
Software Version: 18

= 3:EEaTUFR

avw > R £BH

powerxps (/' m— )L a7 4 Fal—3 g 2 |XPS EXPSHA— hOLARIEZRTELET,
< R)

power xps (¥7#E EXEC =2~ ) XPS R— RV AT LEHRELET,
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. show flow monitor

SRFLEEIATUFR |

show flow monitor

Ta— = DAT—HALFEHEREF T 512X, R EXEC £ — K ¢ show flow monitor
o< REFEHRALET,

BX DA

name (EE) 7o— =4 D4HizfHEL £,

monitor-name  ({£:3) FANCRE S N7 17— =X DA,

cache (ER) 7 —E=40DF v vy Va2 ONFERRLET,
format UEE) TAAT VA HNIO T —~y F T a oz fEifld s
EERBELET,
Csv (EE) 7u— E=ZDX v v aONKE I o~FEVE (CSV) BT
FKRLET,
record EE) 7u— =4 DX v v a2ONEELa— B TERLET,
table (LE) 7r— F=XDX ¥ v a2 ODNEE*FRBRCTERLET,
statistics (LE) 7n— E=FOfEHEREF T LET,
=CAVANE SN it EXEC
avy FERE )1)—=x EERNE
CiscoIOS XE Everest16.5.1a = pa~<> NREAINE LT,
FEHEEDHA KS4> cacheX—U—RNTiL, 7740 FTla— FEABMENSLET,
show flowmonitor monitor-namecache =~ > KDOF 4 A7 LA HAIZEEND KLFDOT 4 —
U R&IL, 7a—oFRN BMMER+T 5% — 7 ¢+ —/L K9, show flow monitor monitor-name
cachea~ > FDT 4 AL LA HNTEEND/NLFDOT 4 —/V R4, DX+ v 2B
T4 L TEEZET DIEX— 7 41—V FTT,
#l

=

ROFITIZ, 70— F=FDAT—HA%ERELET,
/31 A4 show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
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show flow monitor .

Active Timeout: 1800 secs

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 4: show flow monitor monitor-name 2 1« —)L K D788

TJ4—ILFK

e

Flow Monitor

JELTZ T — F=F DL4HI,

Description FoHITHRE LI, £ida—EROT 7 4L FO#H,
Flow Record Ju— =X ZEDYToONETR— La— R,
Flow Exporter | 7o — £=X |28V 4 CTHh/cmy AKR—4,
Cache Tu— =X DOF ¥ v lZBT D,
Type Tu— = HOF Y v a XA T, TOMEIXFEIZ normal £V FF, i
DHg—PR—FINTWDLX Y vz XA 7 TT,
Status TH—=F=HDXY vV aDAT—H A,
ROMEDFATRE T,
sallocated : ¥ v ¥ 2 NFD B THNTNET,
« being deleted : ¥ ¥ v > 2 BHIREN TWET,
s notallocated : ¥ ¥ v aNF VY THNTWVERA,
Size BIEDOF ¥ v o A X,
Inactive Timeout | 3£ 7 7 7 7 X A4 LT U N OBIEDME (RPEAL)

Active Timeout

TIT 4T ZADLT YU NOBIEOHE (BHAL) .

W OF| T, FLOW-MONITOR-1 & WHAFID T 01— FT=HDAT—H A, it
., BLOT—¥E2FRrLET,

ROEXT, ZOWNIFERENLEERT — /L FEHHLET,

WOFHITIL, FLOW-MONITOR-1 & WIHLRID 7 — FE=ZDAT—F X #Hitlh
W, BT —#2REATERLET,

WOHTiE, FLOW-MONITOR-IPV6 £ W) ZRTD 7 v — F=F (Fx v 2|l IPv6
TR B DAT—H A, FEHIER, BXOTFT—%%2 1L a— NEXTERLET,

ROBITIE, 7r— E=FDAT—F A LFEHEREER R LET,
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. show install

show install

SRFLEEIATUFR |

A VAR — Ry —DICET DA TR T 51X, F7HE EXEC £ — KT showinstall =2~

VREMEALET,

show install {active | committed |inactive |log | package {bootflash: |flash: | webui:} | rollback

| summary | uncommitted}

FESCDERA active TIT 4 TNy —JICET AR AR

74?\‘ L/\gz—éqo

committed KRR or =P DT I T 4= a v
FFRRLET,

inactive T IT 4 TIpNr—VhFRLET,

log Oy A ARL—Yay Ny 7 7 TS
nTnWpdrz o M) ERRLET,

package iR, FEENEHR, Ny —UNOa R —

RN E, R =BT A AT —
AIEWMERRTLET,

{bootflash: | flash: | harddisk: |webui:}

A VA=V RNy r—vOul—valk
BELET,

rollback BESATWEA LA R L—3 g |2
fFrenrzy 7 =7y NEFERLE
7,
summary TIT 47, T I7T 47, Ay MNER,
BEIEES TR r—D U A MIET A
wMERRLET,
uncommitted WG P =D DT 7T 4 =g
VEFERLET,
avYRKRE—FK ke EXEC (#)
vy FRERE )1)—= EERNE

Cisco IOS XE Everest 16.6.1

Zoavwr FREASRELL,

FEREDHA KSq4y (VAN Ny T —VDAT—=Z A%FKRT HITIE, show 2~ REMEHLET,

. SAFLEEOTUR



| v27L88a<UF

15l
KIZ. showinstall package =~ > FOHA#lEZ R L 9,

show install .

Device# show install package bootflash:cat3k-universalk9.2017-01-10_13.15.1.

CSCxxx.SSA.dmp.bin

Name: cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SS
Version: 16.6.1.0.199.1484082952..Everest

Platform: Catalyst3k

Package Type: dmp

Defect ID: CSCxxx

Package State: Added

Supersedes List: {}

Smu ID: 1

wIZ. showingtall summary =~ ROHAHIZ R LET,

Device# show install summary

Active Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Inactive Packages:
No packages
Committed Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Uncommitted Packages:
No packages
Device#

TORI, THAATVARNICERRINDIEER 74—V FDOIU A MERLET,

% 5:show install summary 7 « —)L K D EiEA

T4—ILF Bl

Active Packages TIT 4T, AR N—)V Ry r—Y DA,

Inactive Packages T IT 4 TR =D A B,

Committed Packages EEN)e—RFUBELFERT LI, N—FT 4 ATIZEH
ERAEELIZaI Y PLEA VA =L RNy r—,

Uncommitted Packages KB IR A L A N—IL R —DT 7T 4 _"— 3

RIZ, show install log 2~ ROWHHIZRLET,

Device# show install log

Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017
Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

3linstall add( FATAL)]: File path (scp) is not yet supported for this command

[
[
[3linstall _add]: START Sun Feb 26 05:55:31 UTC 2017
[
[

4linstall add]: START Sun Feb 26 05:57:04 UTC 2017
[4]install_add]: END SUCCESS

/bootflash/cat3k-universalk9.2017-01-10 13.15.1.CSCvb12345.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

va7igEavo R )
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. show install
[5]install_activate]: START Sun Feb 26 05:58:41 UTC 2017
BEavF avw YR B

install SMU Ry r—T %A VA =L LET,
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show license all
MERRAT 515 M 2 35~ B I121%. Hi#E EXEC £— R T showlicenseall =~ > R&FH L £9,

BX DA

AU R TIHIE

show license all
Zoa=wy RIZIBIEELITF—U—RiIb Y A,

HikE EXEC (#)

show license all .

avy FERE

FEREDHA RKS4A4 Y

J1y—=x ETEAR
Cisco 10S XE Fuji 16.9.1 Zoawry RPREAINE L,

ZDawy RTIE, Av— b T4 B ARFDI o TWDENE DI I, BEAM T LI THD T

RTCDOIA VU RFHE, a VT ITATVARAT—H AR ELEREINET,

451
Wiz, showlicenseall =~ > FOH B 2R L E T,

Device# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CISCO Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 16 09:44:50 2018 IST
Last Renewal Attempt: None
Next Renewal Attempt: Jan 12 09:44:49 2019 IST
Registration Expires: Jul 16 09:39:05 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 31 17:30:02 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 31 17:30:02 2018 IST
Next Communication Attempt: Aug 30 17:30:01 2018 IST
Communication Deadline: Oct 29 17:24:12 2018 IST

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

va7igEavo R )
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. show license all

Transport:
Type: Callhome

License Usage

C9500 48Y4C DNA Advantage (C9500-DNA-48Y4C-A):
Description: C9500 48Y4C DNA Advantage
Count: 1
Version: 1.0
Status: AUTHORIZED
Export status: NOT RESTRICTED

C9500 48Y4C NW Advantage (C9500-48Y4C-A):
Description: C9500 48Y4C NW Advantage
Count: 1
Version: 1.0
Status: AUTHORIZED
Export status: NOT RESTRICTED

Product Information

UDI: PID:C9500-48Y4C, SN:CAT2150L5HK

Agent Version

Smart Agent for Licensing: 4.5.2 rel/32
Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info

License reservation: DISABLED

BEav R avv kR E%EA

show license status FAR L ADAL T FTAT VART—H A%
%ZT—\‘ Li—g—o

show license summary FTRCOT I T AT 274 AOEK EF
RLET,

show license udi UDI &R~ LET,

show license usage FA B AERAEREZRLET,

show tech-support license FRy TH N EFRLET,
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show license status .

show license status

B DEREA

—

AR TIAIE

FGABLADALTFTA TV ARAT —H AT HITIE, FibE EXEC & — R T show license
status =~ > R&FHLF9,

show license status
Toa=wy RIZEIBIEELIIF—U—RiIb ) A,

¥rME EXEC (#)

avy FERE

1) =R EEAR
Cisco I0S XE Fuji 16.9.1 Zoavwy RPREAINE LT,
451

&IZ. show licensestatus =~ > RO Al AR LET,

Device# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: Cisco Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: First Attempt Pending
Last Renewal Attempt: SUCCEEDED on Jul 19 14:49:49 2018 IST
Next Renewal Attempt: Jan 15 14:49:47 2019 IST
Registration Expires: Jul 19 14:43:47 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 28 07:02:56 2018 IST
Next Communication Attempt: Aug 27 07:02:56 2018 IST
Communication Deadline: Oct 26 06:57:50 2018 IST

BEav >R

avw R EEA
show license all FERRFT iR A TR LET,
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. show license status

av Uk s BA

show license summary TRXCDT I T 4T T4 ADEK &K
RLUET,

show license udi UDI &R L E£7,

show license usage TA B AEREHREERTLET,

show tech-support license FNRy THAEFRLET,

| BRZSEN R



| v27L88a<UF

show license summary

show license summary .

TRCDT I T 477074 AOEK KT DHI21E, i EXEC £— R T show license

summary 2~ > K& L ET,

show license summary

B DEREA

AT R FI4 L FHEEXEC (B)

ZOawy FIESIEELITF—U—NEH Y A,

avy B 1)) —=

EENE

Cisco 10S XE Fuji 16.9.1

Zoavwr FREASHE L,

&IZ, show licensesummary =2~ > ROl Z R L ET,

Device# show license summary Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CISCO Systems
Virtual Account: NPR

Export-Controlled Functionality: Allowed

Last Renewal Attempt: None

Next Renewal Attempt: Jan 12 09:44:49 2019 IST

License Authorization:
Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Aug 30 17:30:02 2018 IST

License Usage:
License

C9500 48Y4C DNA Adva...
C9500 48Y4C NW Advan...

Entitlement tag Count Status

1 AUTHORIZED
1 AUTHORIZED

(C9500-DNA-48Y4C-A)
(C9500-48Y4C-A)

BEav R avUR

FiEA

show license all

MERRA G4 &2 2R L £,

show license status

FoRLET,

show license udi

UDI KR L £,

show license usage

TA B AEREREFRTLET,

show tech-support license

TNy I N IR LET,

va7igEavo R )

TA®VLADA LT IFTAT VART—H A%




SRFLEEIATUFR |
. show license udi

show license udi

BT /N1 251+ (UDI) %#FRrd 5I121E, F##E EXEC &— KT show licenseudi =< > K
AL £,

show license udi

XD Ioawy RZEBIEELEF—TY—REH D THA,

ATV R FIo4 )+ FFHEEXEC (#)

avy FERE )1y —= EEHNE
CiscolOSXEFuji169.1 Zpa~<wy FREAINE L,

451
&Iz, showlicenseudi =~ > ROHNFIZ R LET,

Device# show license udi
UDI: PID:C9500-48Y4C,SN:CAT2150L5HK
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show license usage

T A & AR Z TR HI2IE. $iHE EXEC £ — R T show license usage =~ > K Zfii /]

AR TIAIE

LE7,

show license usage

show license usage .

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

HikE EXEC (#)

)1)—2x

EERE

Cisco IOS XE Fuji 16.9.1

Zoawy RPREAINE LT,

1

&Iz, show licenseusage =~ > RO 1l Z R L £,

Device# show license usage

License Authorization:

Status: AUTHORIZED on Jul 31 17:30:02 2018 IST

C9500 48Y4C DNA Advantage
Description: C9500 48Y4C DNA Advantage

Count: 1
Version: 1.0
Status: AUTHORIZED

Export status: NOT RESTRICTED

C9500 48Y4C NW Advantage
Description: C9500 48Y4C NW Advantage

Count: 1
Version: 1.0
Status: AUTHORIZED

Export status: NOT RESTRICTED

(C9500-48Y4C-A) :

(C9500-DNA-48Y4C-A) :

avy kR

B

show license all

MERRA G &2 2R L £,

show license status

TA®LADA LT IFTAT VART—H A%
FRLET,

show license summary

TRCOT I T 4TI B RADOENER
RLET,

show license udi

UDI &K RLET,

show tech-support license

TNy I IR LET,

va7igEavo R )



. show location

SRFLEEIATUFR |

show location

T RRA v boualr—y g UEREFRRT D121, Fi# EXEC = — F T show location =<
VREMEALET,

show location

[{admin-tag | civic-location{identifier identifier-string | interface type number | static} |
custom-location{identifier identifier-string|interface type number | static} | elin-location{identifier
identifier-string | interface type number | static} | geo-location{identifier identifier-string | interface
type number | static} | host}]

‘X0

‘E-IDII:I

B

av>U R FI4ILk

admin-tag Y 7 EIIY A MEREFERLET,

civic-location Wiialr—ya U fEReEELET,

identifier v ab—ay, HRELAaS— g2 FIITHIERZERTA
identifier-string v —3 g ORI,

interface type number (L X —T A ZADEA T LFE R

FONA AR DH/BE AT HOWTIE, BEH () oF T4
VAVTHSEEEE R LTSS,

static RESNVE Y7 BAL A ETITHEZERR R 7 — 3 o1
WEFRTLET,

custom-location NAL L vlr—ya EREEELET,

elin-location Bonsr—ya fFH (BLIN) 2ELET,

geo-location 2R n r— a UIERERE L7,

host By WAL L ETITHBEEMARAR A N v r—3 g UfER
EHRELET,

T 7 4V N OEBHEREIZH Y TR AL

ARV R E—F Frite EXEC

avy FER J1)—= EEAR
Cisco I0S XE Everest Zoavwry RRNEAINE L,
16.5.1a

& @ show location civic-location =< > RO HFNL, FEE SN7=ik0+ (identifier
1) Dby rubr— g NEREFRLET,

. DATLEEIOTUR
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show location .

Device# show location civic-location identifier 1

Civic location information

Identifier 1
County : Santa Clara
Street number : 3550
Building : 19
Room : C6
Primary road name : Example
City : San Jose
State : CA
Country : US
BEa<w R av vk 5 BA
location T RARA v Moalr—ya UEREHREL

jz‘@—o

va7igEavo R )
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. show logging onboard switch uptime

show logging onboard switch uptime

VAT LNOTRTODEY 2—/VETIAA v TFOTXTO Yy NAHOBREARRT HIC
%, show logging onboard switch uptime =~ > R&fiH L £7,

show logging onboard switch { switch-number | active | standby } uptime [ [ [continuous |

detail ] [start hour day month [year] [end hour day monthyear] 1] |summary]
BX DA switch switch-number A o FEEELET, 2 v FREE AT
L\ij—()
active TIT AT A VAR AERELET,
standby AR N, A AR AEIRE L ET,
continuous (LE) #Ei7r — 2 2R RLET,
detail (LR FFMT — 2 2R RLET,
start hour day month year EE) T2 27T HHERAEZHEL
£
end hour day month year (EE) T —F&2RTTHETRAZEEL
i‘g‘o
summary (ER) BT —2ERTLET,
ATV R E—FR FHE EXEC (%)
2wy REE y1y—2 KENE
Cisco IOS XE Everest 16.5.1a Zoa~xy NP FICEEINE Lz, Cisco
Catalyst 9500 >V — X A A v F
Cisco I0S XE Gibraltar 16.10.1 Zoa<wy ROHDNERIN, AX v I
DAAOY m— REHRFRIND LI IC
e FE L,

RIZBIZERLETS,
KIZ, show logging onboard switch active uptime continuous =~ > RO /1l 2R L E T,

Device# show logging onboard switch active uptime continuous

Time Stamp | Reset | Uptime
MM/DD/YYYY HH:MM:SS | Reason | years weeks days hours minutes

| BRZSEN R
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06/17/2018
06/17/2018
06/17/2018
06/17/2018
06/17/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/19/2018
06/19/2018
06/19/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018

19:
19:
20:
20:
20:
17:
17:
18:
19:
19:
20:
20:
21:
21:
21:

21

21:
22:
22:
22:
00:
00:
01:
02:
02:
03:
03:
03:
03:
03:
04:

42
56:
10:
23:
37:
09:
18:
33:
03:
40:
37:
51:
04:
18:
31:
:45:
59:
11:
24:
39:
01:
13:
05:
37:
50:
02:
14:
26:
38:
52:
05:

56
31
46
48
20
23
39
33
05
30
47
13
08
23
25
15
02
41
27
14
59
21
42
16
03
13
26
44
58
43
16

Reload
Reload
Reload
Reload

Reload Command
Reload Command

redundancy
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload

force-switchover

Reload Command
Reload Command

redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy

force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover

show logging onboard switch uptime .

O O O O O OO OO OO0 O0OO0O0O0OO0O0O0O0O0O0O0O0OO0OOOLOOLOOLOLOOOOO
O O O O O OO OO OO0 O0OO0O0OO0O0O0O0O0O0O00OO0OOOLOOLOOLOLOOLOOOO
O O O O O OO OOOOOOOOOOOOOOOOOLOLOLO OO O
OO O OO OO OO OODODODODODOOODODOOFrHONOOOOO
[ BN, BN, INE; BNE, BNC, BNC, BN G, INC, BN, BN, BN -G, BN C, BN, BN, B C, BN E BN, NG, BNC, BN C, BN, BN, BN G, BN, NG, B G, BN, BN, €

&Iz, show logging onboard switch active uptimedetail =~ > FOH Il Z R L E9,

Device# show logging onboard switch active uptime detail

First customer power on

Total uptime

Total downtime

Number of resets

Number of slot changes
Current reset reason
Current reset timestamp

Current slot
Chassis type

Current uptime

06/10/2017 09:28:22

0 vyears 50 weeks 4
0 vyears 15 weeks 4

75
9

PowerOn
09/17/2018 10:59:57

days 13 hours 38 minutes
days 11 hours 52 minutes

days 0 hours 0 minutes

Time Stamp
MM/DD/YYYY

Reset
Reason

| Uptime

06/10/2017
<snip>

09/17/2018
09/17/2018

09:
10:

Reload

PowerOn

Reload Command

0 0 0 0 0
0 0 3 15 5
0 0 0 1 5
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. show logging onboard switch uptime

09/17/2018 10:59:57 PowerOn 0 0 0 0 5

&IZ. show logging onboard switch standby uptime detail =~ > KOH B %2R L E T,
Device# show logging onboard switch standby uptime detail

First customer power on : 06/10/2017 11:51:26

Total uptime : 0 years 46 weeks 0 days 11 hours 44 minutes
Total downtime : 0 years 20 weeks 1 days 10 hours 45 minutes
Number of resets : 79

Number of slot changes : 13

Current reset reason : PowerOn

Current reset timestamp : 09/17/2018 10:59:57

Current slot H

Chassis type : 0

Current uptime : 0 years 0 weeks 0 days O hours 5 minutes

Time Stamp | Reset | Uptime

MM/DD/YYYY HH:MM:SS | Reason | years weeks days hours minutes
06/10/2017 11:51:26 Reload 0 0 0 0 0
<snip>

08/10/2018 09:13:58 LocalSoft 0 0 2 5 4
08/28/2018 14:21:42 Reload Slot Command 0 0 0 3 5
08/28/2018 14:34:29 System requested reload 0 0 0 0 0
09/11/2018 09:08:15 Reload 0 0 1 8 5
09/11/2018 19:15:06 redundancy force-switchover 0 0 0 9 4
09/13/2018 16:50:18 Reload Command 0 0 1 21 6
09/17/2018 10:55:09 PowerOn 0 0 0 0 5

Iz, show logging onboard switch active uptime summary =~ > RO 1z~ L E T,

Device# show logging onboard switch active uptime summary

First customer power on : 04/26/2018 21:45:39

Total uptime : 0 vyears 20 weeks 2 days 12 hours 22 minutes
Total downtime : 0 vyears 2 weeks 2 days 8 hours 40 minutes
Number of resets : 1900

Number of slot changes : 18

Current reset reason : Reload Command

Current reset timestamp : 09/26/2018 20:43:15

Current slot : 1

Chassis type : 91

Current uptime : 0 vyears 0 weeks 5 days 22 hours 5 minutes
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show mac address-table .

show mac address-table

MAC 7 RULAF—7 L5235t 5I121%. showmacaddresstable =~ > R & 44 EXEC E— R
THEALET,

show macaddress-table [{ address mac-addr [ interface type/number |vlan vian-id ] | aging-time
[ routed-mac |vlan vlan-id] | control-packet-learn | count [ summary |vlan vian-id] |[
dynamic |secure |static ][ address mac-addr ][ interface type/number |vlan vian-id ] | interface
type/number | learning [ vlan vlan-id] | multicast [ count ][ igmp-snooping | mld-snooping |
user ][ vlan vlan-id] | notification { change [ interface [ type/number ]] | mac-move |
threshold } | vlan vian-id }]

B DEREA

address mac-addr EE) BEDMACT RLZDMAC 7 RL A2 F—7 LI
T HEMERRLET,

inter face type/number EE) BEDA v 2 —T 24 ZADT RLAZFRLET,

vlan vian-id (fEE) $ED VLAN DT RL 22 F R LET,

aging-time[routed-mac|vlan  ({f£&) N—7 v FMAC £72(IVLAN D= —V > 7 2 A Lk
vian-id] BRLET,

control-packet-learn (&) HIE A7y FDO MAC B RFG A—F HF R LET,

count (L) MACT7 RL A T—7 A NOBEOT L N A FxR
LET,

dynamic L&) FAFIv I T RLADRERRLET,

secure FEE) EX%a7 7 RVARETEERLET,

static EE) AXT 47T RLAORERRLET,

learning ({EE) VLANE/3A v —T oA ZADFEE TR LET,

multicast (EE) v VvFF*Fx¥ A RNMACT KL ATF—7 x> MU

(BT DM e RN LET

igmp-snooping (%) Internet Group Management Protocol (IGMP) A X —Lt°
YKo THEERSNET FLARAZFRLET,

mld-snooping (f£&) Multicast Listener Discover version 2 (MLDv2) A X—
UKo THEEENZT RLAEZFRRLET,

user EE) FEICANLE (A¥T 4w 7)) TRLVAZFRLE
75
notification change MAC @5 T A — 2 B L OB —7 e E R LET,
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. show mac address-table

SRFLEEIATUFR |

notification mac-move

MAC BEhBRM AT — % A FKRLFET,

notification threshold

HEAEY (CAM) T—7NVFHBMAT —H A FTRLE

—g—o
AU R E—F e EXEC (#)
AV FEE Y1—2 ZERE

Cisco IOS XE Everest 16.5.1a

Zoavwry FRHEASLE L,

Cisco I0S XE Gibraltar 16.12.4

SAaADI T v =2T T 77 A KT 7 A (SD-Access)
Va—3a A ENAMACT RLA%EFKRT D L 91T show
mac address-tablevlan vian-id =~ > R23EFH S £ L7,

FEREDHA K54 > macaddr OffIL48 B RO MAC 7 RLATY, Axh/e 7 4+—~ v MIHHH TY,

interface-number 54X ClX, TV a2 — VbR — M ESEZBELET, AOMEIL. FESN-A1 v
H—T a2 AARALTAT BEOMEHAHINDI VY=V EEV 22— X TRV ET, 722

I, 1322y b ¥ —3248 AR— | 10/100BASE-T A —% % v b Y 2 — A RHFE#H I T
HPHEIT, FHEY M A=Y Ry b AV Z—T 2 A AEZEETHELE, TEV2—NVEZOHEL)
EIX1~ 13, A= FESOFEIZ1 ~ 4812720 £7,

&Iz, show mac addresstable =~ > RO 2~ L £,

Device# show mac address-table

Vlan
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

51

Mac Address Table

0100.0ccc.cccc
0100.0ccc.ccecd
0180.c200.0000
0180.c200.0001
0180.c200.0002
0180.c200.0003
0180.c200.0004
0180.c200.0005
0180.c200.0006
0180.c200.0007
0180.c200.0008
0180.c200.0009
0180.c200.000a
0180.c200.000b
0180.c200.000c
0180.c200.000d
0180.c200.000e
0180.c200.000f
0180.c200.0010
0180.c200.0021
ffff. fE££.£££FF
780c.f0el.1ldc3
0000.1111.2222

| BRZSEN R
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STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
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show mac address-table .

51 780c.f0el.1ldc6 STATIC V151
1021 0000.0c9f.f45¢c STATIC V11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gi6/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gi6/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10

<output truncated>

wIZ, BEDMACT RLADMACT RLAT—T NV EFRTHH 2R LET,

Device# show mac address-table address fc58.9a02.7382

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

WIT, BED VLAN ICHERESN TWERZ— 0 F 2 A A FRT D0 2RLE
7,

Device# show mac address-table aging-time vlan 1
Global Aging Time: 300

Vlan Aging Time

WIZ, BEDA B —T 2 A ZADMAC T KL AT —7 VT A A ERT S H
ZnLET,

Device# show mac address-table interface TenGigabitEthernetl/0/1

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

RIZ, MAC BENEINI AT — X A2 For T o0l 2R~ L £7,

Device# show mac address-table notification mac-move

MAC Move Notification: Enabled

wIZ, CAM 7T —7 NVR @A T — X AT T 0%~ LET,

Device# show mac address-table notification threshold

Status limit Interval
_____________ o

va7igEavo R )
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. show mac address-table

enabled 50 120

WRIZ, FEDA X —T A AD MAC HBHI/NT A —X LIBRT — T NV E2FRT HH)
ZRLET,

Device# show mac address-table notification change interface tenGigabitEthernetl/0/1

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

TenGigabitEthernetl1/0/1 Disabled Disabled

Wiz, FFEDVLANDMACT RV AT—T WZHETAIEREZFRTH0 2R L ET,

N

(GE) v Az2dDSD-Access V¥ U = — a Y EEH L TWAHEEIL, CP_LEARN % A 'O MAC
7 RUABRFRENET,

Device# show mac address-table vlan 1021

Mac Address Table

Vlan Mac Address Type Ports
1021 0000.0c9f.f45¢c STATIC v11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gie/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gie/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10
1021 0002.02cc.000b STATIC Gie/0/11
1021 0002.02cc.000c STATIC Gie/0/12
1021 0002.02cc.000d STATIC Gi6/0/13
1021 0002.02cc.000e STATIC Gie/0/14
1021 0002.02cc.000f STATIC Gi6/0/15
1021 0002.02cc.0010 STATIC Gie/0/16
1021 0002.02cc.0011 STATIC Gi6/0/17
1021 0002.02cc.0012 STATIC Gi6/0/18
1021 0002.02cc.0013 STATIC Gi6/0/19
1021 0002.02cc.0014 STATIC Gi6/0/20
1021 0002.0100.0001 CP_LEARN TuO

1021 0002.0100.0002 CP_LEARN TuO

1021 0002.0100.0003 CP_LEARN TuO

1021 0002.0100.0004 CP_LEARN TuO

1021 0002.0100.0005 CP_LEARN TuO

1021 0002.0100.0006 CP_LEARN TuO

1021 0002.0100.0007 CP_LEARN TuO

1021 0002.0100.0008 CP_LEARN TuO

1021 0002.0100.0009 CP_LEARN TuO
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1021 0002.0100.000a CP_LEARN Tu0
Total Mac Addresses for this criterion: 114

show mac address-table .

K DFT, show mac addresstable DH ICERSNDEER 7 A — LV FEHHALET,

5 6:show mac address-table 7 1+ — )L K M BA

J4—ILF B
VLAN VLAN %75,
Mac Address TNV DOMACT RV A,
B AT T RLVADHA T,
A=k R—h ZA 7,
Total MAC addresses [ MAC 7 R L 25— 7 )LDOEEMACT R L 2,
BEavF av YR BL)]
clear mac addresstable |MAC 7 KL A T —7Ainb 4 A4+ v s = b U EHIRLET,

va7igEavo R )
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. show mac address-table move update

show mac address-table move update

TNAZEDMACT RV AT =7 VBB HEEE#AZFK T 5121%, EXEC E— F T showmac
address-table moveupdate =~ > R&# A L £,

show mac addr ess-table move update

SO ZOaAvy FIZFBIEERITZF—V—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

aAYURE—R =—4 EXEC
e EXEC

avy FERE Jy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,
1

KIZ, show mac address-table moveupdate =~ > RO EZ R LET,

Device# show mac address-table move update

Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : O

Rcv threshold exceed count : O

Rcv last sequence# this min : O

Rcv last interface : Po2

Rcv last src-mac-address : 0003.£fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : O

Xmt packet count this min : 0O

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : 0

Xmt last interface : None
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show parser encrypt file status .

show parser encrypt file status

TTAN— FREDKEFALAT —F A% K" 5I21%, show parser encrypt file status =~ >
NEfEHLET,

show parser encrypt file status

XD Ioawry RZEBIEELEF—TY—FEH D THA,

aAvURFIALE AL

avYRKRE—FK = —% EXEC
Q< REE Y1y—2 ETEAE
Cisco I0S XE Fuji ooy RREAINE LT,
16.8.1a
Bl WD a s R, BRENE AT, 77 A AR LS TS = L AR L

T, 77 AT TREETF$ 2 M BT,

Device> enable

Device# show parser encrypt file status
Feature: Enabled

File Format: Cipher text
Encryption Version: verl

BEEav K avU R

EIDII:I

A

serviceprivate-config-encryption | °5 4 _X— NEEE 7 7 4 L OREEALE BT LE T,
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. show platform hardware fpga

show platform hardware fpga

AFAEADT 4— VR TFa sl A —Kk T LA (FPGA) O

EXEC “&— KT show platform hardwarefpga =~ > R&fH L £,

show platform hardware fpga

HET D EE8H Zoavy RIZIFBIERELITF—V— REH Y FHA,

ARV RFIALE EL

v RKRE—F FrtE EXEC (#)

SRFLEEIATUFR |

RIEZFRT HITIE, Rtk

avy RER Jiy—=x

LEAE

Cisco IOS XE Fuji 16.9.1

Zoawy RpREAINE L,

1

RIZ, Cisco Catalyst 9300 > J — & Z A » F T show platform hardwarefpga =~ >~
RFOHAFZ R L ET,

Device# show platform hardware fpga

Register Addr
0x00000000
0x00000004
0x00000008
0x0000000c
0x00000028
0x0000002c
0x00000030
0x00000034
0x00000010
<snip>

FPGA Reg Description
Board ID
FPGA Version
Reset Regl
Reset Reg2
FRU LED DATA Regl
FRU LED DATA Reg2
FRU Control Reg
Doppler Misc Reg
SBC Enable

0x00006053
0x00000206
0x00010204
0x00000000
0x00001008
0x00001008
0x0000c015
0x00000311
0x0000000£

RIZ., Cisco Catalyst 9500 2V — X A A FTD show platform hardwarefpga =~ >
RO Apl%ERLET,

Device# show platform hardware fpga

Register Addr
0x00000000
0x00000040
0x00000020
0x00000024
0x00000044
0x00000048
0x00000038
<snip>

| BRZSEN R

FPGA Reg Description
FPGA Version
FRU Power Cntrl Reg
System Reset Cntrl Reg
Beacon LED Cntrl Reg
1588 Sync Pulse Reg
Mainboard Misc Cntrl Reg
DopplerD Misc Cntrl Reg

0x00000110
0x00000112
0x00000000
0x00000000
0x00000000
0x0000000a
0x000000£ff£
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show platform integrity .

show platform integrity

EENEEOTF = v 7 AL a— REFRRT HITIE, F5HE EXEC *£— R Cshow platformintegrity
a~vy REfHLET,

show platform integrity [sign [nonce <nonce>] ]

X DA sign ER) B4ExHRrLET,
nonce (EE) FrAfiz AT LFET,
avY RE—FK F5HE EXEC (#)
avy FERE J1)— ZEERNE
R

Zoawr FREASRE L,

I WiT. REEEDF = v 7P 4 L a— R ERT AR L E T

Device# show platform integrity sign

PCRO: EE47F8644C2887D9BD4DE3E468DD27EBI93F4A606006A0B7006E2928C50C7C9AB
PCR8: E7B61EC32AFA43DAlFF4D77F108CA266848B32924834F5E41A9F6893A9CB7A38
Signature version: 1

Signature:
816C5A29741BBAC1961C109FFC36DA5459A44DBF211025F539AFB4868EF91834C05789
5DAFBC7474F301916B7D0OD08ABESEOSE66598426A73E921024C21504383228B6787B74
8526A305B17DAD3CF8705BACFD51A2D55A333415CABC73DAFDEEFD8777AAT 7TF482EC4B
731A09826A41FB3EFFC46DCO2FBA666534DBEC7DCC0C029298DB8462A70DBA26833C2A
1472D1F08D721BA941CB94A418E43803699174572A5759445B3564D8EAEES7D64AE304
EE1D2A9C53E93E05B24A92387E261199CEDS8DSAOCE7134596FF8D2D6E6DAT773757C70C
D3BA91C43A591268C248DF32658999276FB972153ABE823FOACFE9F3B6F0ADIAOOE257
4A4CC41C954015A59FB8FE

Platform: WS-C3650-12X48UZ
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. show platform software audit

show platform software audit

SE Linux ¥4 v 7' % K89 5 121%, 7 EXEC & — K T show platform softwareaudit =~ > K

2L ET,

show platform softwareaudit {all | summary |
{0 | FO | RO | {FP | RP} {active}}}

SRFLEEIATUFR |

[switch {switch-number | active | standby}]

BXDEREA

aAvU kR E—F

all TRTCOAT Y hLOBERn FE2FRLE
TO

summary TRTCOAT Y ML OERT 7 OB D Y
VRERRLET,

switch BEDAAL v TFDATy MIOWTOER D

JHEFRLET,

switch-number

FRELIZAA v FEGODAL v F 2B L E
R

switch active AL TFDTIT 4 TA VAR AR RN L
i‘a‘o

standby AA I F DAL LN A AR RETRIR L
\i—a—o

0 SPAAf > H—TxzA A TakyHh Ay 0
DEEn 7 2R LET,

FO Embedded-Service-Processor A 17 b 0 DB
nJERRLET,

RO Route-Processor A 2 v b 0 DEE 0 7 %2 FKoR
LETO

FP active 7 27 4 7 73 Embedded-Service-Processor A
oy hOESo 7 2FRLET,

RP active 7 2 4 773 Route-Processor A 1 v k DEEHY

0 s ERRLET,

4 ke EXEC (B)

avy FNERE

IJ IJ—X

EERE

Cisco IOS XE Gibraltar 16.10.1

Zoavwr FRHEASHE L,
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EREDAA

 —_

3

12

show platform software audit .

ZDa< X, CiscolOS XE Gibraltar 16.10.1 T SELinux & [ — FHBEO—# L L TEA S
N FE L7=, showplatform softwareaudit =~ > RiL, 77 B RAENA XV hEGIev AT A1
ThFRRLET,

Cisco I0S XE Gibraltar 16.10.1 TiX, #F A€ — K TO#AEIX, IOSXE 77 v b7 4 — LDKFFE
DayR—xr b (FuvAE3T7 7V r—ay) #HBRT2 TR CTE £, 7
F—RTIE, 727 BRERKA RV MR EN, VAT LA PNERINETR, AV M E
I EE IR T ey 7 ENERF A, 2DV Y 2—3 g 0%, BT VB RERBHE—RT
@EL £,

Iz, show software platform software audit summary =~ > RO &R L E T,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

iz, show software platform software audit all =~ > RO B 2R L £,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loop0" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438600.897:120): avc: denied { execute no trans } for pid=8300
comm="sh"

path="/tmp/sw/mount/cat9k-rpbase.2018-10-02 00.13 mhungund.SSA.pkg/nyquist/usr/bin/id"
dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438615.535:121): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l
type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307

va7igEavo R )



SRFLEEIATUFR |
. show platform software audit

comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539440246.697:149): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539440299.119:150): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
========== END ============

iz, show software platform software audit switch =~ > ROH FFlA2 R L ET,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
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show platform software audit .

comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

END
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. show platform software fed switch punt cause

show platform software fed switch punt cause

AVB—=T 2 ARATRE LAy bB3V—F2T7at vy (RP) 123 FESTWHEHIZE
T HIEMEFRT DL, HFiME EXEC & — KT show platform software fed switch punt cpugq
cause 2~ K&l L £,

show platform software fed switch {switch-number |active |standby} punt{cause id |clear
| summary}

XD switch {switch-number | =z 1 v F|ZRET HIEMAFRLET, ROBIRENRH Y £7,

active | standby}
« switch-number,

sactive : 77T 4 TR AA v FICHETHERERRLET,

e gandby : FFAET HELE. AX A AL v FICEHT HIEHREFE
~LET,

G¥) ZOF—U—FEIHR—FSNTHEEA,

cause_id AR TR T AOMERHDIRRO ID 2fEELET,
clear TRCOFROHE 227 V7 LET, FREZZ V745 E, #Ehc

FIEWAECDATREMENR BV £7,

summary SN NEHOMELRRLET,

aATYRFIHLE AL

avU R E—F ¥rME EXEC (#)

avy FERE J1y—= TEAR
CiscolOSXEY 7 I 0 Z 116101 ZDa~<y RBREAINE L,

EREDAA FSS L

£l
&IZ. show platform software fed switch active punt cause summary =~ > K H 774
EaRLET,

Device# show platform software fed switch active punt cause summary
Statistics for all causes

Cause Cause Info Rcvd Dropped
7 ARP request or response 1 0
21 RP<->QFP keepalive 22314 0
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show platform software fed switch punt cause .

55 For-us control 12 0
60 IP subnet or broadcast packet 21 0
96 Layer2 control protocols 133808 0

Iz, show platform software fed switch active punt cause cause-id ==~ > KD H /)i &
~LET,

Device# show platform software fed switch active punt cause 21
Detailed Statistics

Sub Cause Rcvd Dropped
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. show platform software fed switch punt cpuq

SRFLEEIATUFR |

show platform software fed switch punt cpuq

CPU Fa2—D/R T 7 4y ZICET H1F® &R T 21213, K EXEC &— T show
platform software fed switch punt cpuq =~ > R&fEH L £,

show platform software fed switch {switch-number |active |standby} punt cpuq {cpuq id

|all |brief |clear |rates}

X DA switch {switch-number active standby}

A2y FICHET DERER R LET, RO
BRI H 0 £,

« switch-number,

cactive : 77T 4 T AA v FITET
HEWMEFRRLET,

s gandby : FET DA, AX /3 A
Ay FICET HERERTLET,
GE) ZOF—U—RI¥FR—F
NTWERA,

punt

Ny MEBREFRLET,

cpuq

CPUZEFX = —IZBT o EHRER L E
7,

cpuq_id

KEED CPU F = —|Z[EF OFMAERETE L E
7,

all

TRTOCPUF =2 —DFFHERRLET,

brief

ZEBIOFRny SN oy b
DFME L, TRTOF2—DFEH Iz
Mtz 2R LET,

clear

T_RTOCPU F=2—DfEE2 27 U7 LE
T, CPUF2—% 7 VT35 L, HiHTr
JEMWNEC D AREMERH D F97,

rates

Ry hOR M L— hEFRRLET,

ATV RFI+LE AL

aAvTYRE—F M EXEC (#)
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show platform software fed switch punt cpuq .

avy RERE

IJIJ——;(

CiscolOSXE 27 7 /041 16.10.1 ZDa~y RREAINE LT,

FEREDAA RS>

L

1

KIZ, show platform software fed switch active punt cpuq brief =~ > KO 736 % 7R~

L%

¥

Device#show platform software fed switch active punt cpuq brief

Punt CPU Q Statistics Brief
Q | Queue | Rx | Drop | Drop | Drop
no | Name cur | delta | prev | cur | delta
0 CPU_Q DOT1X AUTH 0 0 0 0 0
1 CPU_Q L2 CONTROL 6772 6772 0 0 0
2 CPU_Q FORUS_TRAFFIC 0 0 0 0 0
3 CPU_Q ICMP GEN 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 12 12 0 0 0
5 CPU_Q FORUS_ADDR RESOLUTION 1 1 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0 0
7 CPU_Q INTER_FED TRAFFIC 0 0 0 0 0
8 CPU_Q L2LVX CONTROL_PKT 0 0 0 0 0
9 CPU_Q EWLC_CONTROL 0 0 0 0 0
10 CPU_Q EWLC_DATA 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0
12 CPU_Q BROADCAST 21 21 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0
14 CPU_Q SW_FORWARDING 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 127300 127300 0 0 0
16 CPU_Q PROTO_SNOOPING 0 0 0 0 0
17 CPU_Q BFD_LOW_ LATENCY 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0
19 CPU_Q RPF_FAILED 0 0 0 0 0
20 CPU_Q MCAST_END STATION_ SERVICE 0 0 0 0 0 0
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. show platform software fed switch punt cpuq

21

22

23

24

25

26

27

28

29

30

31

CPU_Q_LOGGING
CPU_Q PUNT WEBAUTH

CPU Q HIGH RATE APP
CPU Q EXCEPTION

CPU Q SYSTEM CRITICAL
CPU Q NFL SAMPLED DATA
CPU_Q LOW LATENCY

CPU Q EGR EXCEPTION
CPU_Q_FSS

CPU Q MCAST DATA

CPU_Q_GOLD_PKT

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

SRFLEEIATUFR |

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 7:show platform software fed switch active punt cpuq brief 7 «+ — )L K D 55EA

J4—)L K |EHBEA

Qno ¥ =2 —0 1D,

Queue ¥ 2 — D4,

Name

Rx ZEENT ATy N,
Fry7 | Fay 7SN "ry SO

KIZ. show platform software fed switch active punt cpuq cpug_id =~ > RO H /6%
R~LET,

Device#show platform software fed switch active punt cpuq 1

Punt CPU Q Statistics

CPU Q Id

CPU Q Name

Packets received from ASIC
Send to IOSd total attempts
Send to IOSd failed count

RX
RX
RX
RX
RX
RX
RX

suspend count

unsuspend count

unsuspend send count
unsuspend send failed count
consumed count

dropped count

non-active dropped count
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show platform software fed switch punt cpuq .

RX conversion failure dropped : O
RX INTACK count : 6761
RX packets dg'd after intack : 0
Active RxQ event : 6761
RX spurious interrupt : 0

Replenish Stats for all rxqg:

Number of replenish : 61969
Number of replenish suspend : 0
Number of replenish un-suspend : 0
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. show platform sudi certificate

show platform sudi certificate

FREDOSUDIDTF = v 7 AL a— RER AT HIZIE, Fi#E EXEC E— KT show platform sudi
certificate =~ > RZEHA L £,

show platform sudi certificate [sign [nonce <nonce>] ]

X DERA sign EE) BarxFErLET,
nonce ER) T Az A LET,
ATV R E—FR KikE EXEC (#)
avy FERE Jy— ZEHEAR
Z

Zoavy RPEAINE L,

151 WIZ. BED SUDI OF = v 7 H b L a— FaEFAET L0557 LET,
FNA A4 show platform sudi certificate

MIIDQzCCAiugAwWIBAgIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGOwOBAQUFADAL
MRYWFAYDVQQKEwW1DaXNjbyBTeXNOZW1 zMRswGQYDVQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM] AxNzEyWhcNM) kwNTEOMIAyNTQyW)A1MRYwFAYDVQQK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWgGEIAOIBAQCWMrmrp68Kd6ficbal0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuoqrpuOhWISEWdovyDOMy5jOAmaHBKeN8hEF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJu5Tm8sUxJIszR2tKyS7McQr/4NEb7Y9JHcI6r8ggB9g
VvYgDxFUl4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPkOEStz1ivMW/VgpSdH
FWnO£84bcNS5wGyDWbs2mAag8EtKpP6BrXruOIIt6eke01laO06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
0lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFg0roIlgX9p7L60owEAY JKwYBBAGCNXUBBAMCAQAWDQY JKoZ IhvcNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFBi171R803UXHO] gxkhLtv5MOhmBVrBW7hmiW
Ygpao2TB9k5UM8BZ3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyO0vhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd91i7rp77rMKSsH0T81lasz
BvtIYAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VOOKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIWNDgwW
HheNMTEWN MwMT ¢ 1N5 U3WheNMJ kwNTEOM) AyNTQyW AnMQ4wDAY DVQQKEWVDaX N
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOmMS513THIXA9tN/hS5gR/ 6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHOS5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gqPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO])SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBWjCCAVYwWCwYDVROPBAQD
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show platform sudi certificate .

AgHGMBOGA1UdDgQWBBRIZPHXxwnNDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgGBFUWUZzZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRINH7KND15618yfVP
0IFJZBGrooCRBjOSWEvV8cpWChbmWdPaCQT2nwIjTfY8c=

MIIDhjCCAM6gAWIBAGIDCtWKkMAOGCSQGSIb3DOEBCWUAMCCexDIAMBGNVBAOTBUND
c2NVMRUWEwWYDVQQDEwxBQ1QyIFNVREkgQOEWHhcNMTUwODA2MDgwODI 5WhcNMjUw
ODA2MDgwODI5W]BzMSwwKgYDVQOFEYNQSUQ6VIMtOzZM2NTAtMTIYNDhVWiBT T pG
RE8xOTMyWDAWQzEOMAWGAL1UEChMFQ21zY28xGDAWBgNVBASTDOFDVCOyIExpdGUg
UlVESTEZMBCGAIUEAXMQVIMtQzM2NTAtMTJIYNDhVW)CCASIwDQYJKoZIhvcNAQER
BOADggEPADCCAQoCggEBANZxOGYI0eUl4HcSwjL4HO75gTj19C2BHG3ufce9ikkN
xwGX18gg8vKxuB9tRYRaJCS5bP1WMoqg7+ZJtQA079xE4X14s0NbkgbNaUhh7RB1wD
1RUJVTE£COzVICbNfbzvtB30I75tCarFNmpdO0K6AFrIad4l1U9880GgaC)7R1JrYNaj
nC73UXXM/hCOHtNRSmhyger5Y2qjjzo6tHZYqrrx2eS1X0a2627SQriAxmaH/KLC
K97ywyRBAJ1xBRX3hGtK1og8nASB8WpXgBINVCERzUajwU3L/kg2BsCqwiY2m7HW
UlcerTxgthuyUkdNI+Jg6iGApm2+s8E9hsHPBPMCAIsCAWEAAaNVMGOwDgYDVROP
AQH/BAQDAGXgMAWGA1UJEWER/wQCMAAWTQYDVRORBEYWRKBCBgkrBgEEAQkKVAGOg
NRMzQ2hpcElEPVVZSk50RMRRRIFVN1IZIVmxJRT1gZENBeU9DOXhPRGO3T1RveELT
QVg5eWcIMAOGCSgGSIb3DQEBCWUAA4IBAQBKicTRZDOVCRIVIREMQCWXUTO086v6OE]
HahDHTts3YpQoyAVfioNg2x8J6EXcEaudvoyVu+eMUuoNL4szPhmmDcULEf1iCGBcA
/R3EFUoVMIzNTOgeziytsCEf728KGwloGuosgVjNGOOahUELu4+F/My7bIJNbH+PD
KJIFmhJpJdg0F3gl7yClAeXvdl3g3W3931i35d00Lm5L1WbBfQtyBaOLAbxsHvutrX
ulvVZ5sdgSTwTkkO9vKMaQjh7a8J/AmJIi93jvzM69pe5711P1zqZfYfpiJ3cyJOxf
I4brQlsmdczloFD4asF7A+1vor5e4VDBPOppme FAJVCQ52JTp]j0M001D
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. show romvar

SRFLEEIATUFR |

show romvar

aAav>v R TFI4ILk

JXT O ROMMON BREEA S a £rnd HI2i%, showromvar 2~ > REFHLET, FFEDOV
Y — A DB AR & FT D I21E, show romvar | i resource name il L £ 9,

show romvar

ZOawy FIESIBEELITF—V—NEH Y A,

avURE—F FFHE EXEC
avy FERE Jiy—=x EERNE
Cisco IOS XE Gibraltar 16.10.1 ZOavwy RREAINE LA,

Iz, showromvar =~ ROHAEIZ 7L £,

Device# show romvar
ROMMON variables:

BOARDID="20610"

MODEL NUM="C9500-40X"

SYSTEM SERIAL NUM="FCW2215A1AM"
MOTHERBOARD SERIAL NUM="FOC22141LY6"
MOTHERBOARD REVISION NUM="BO"
MOTHERBOARD ASSEMBLY NUM="73-18140-03"
MODEL REVISION NUM="CO"
BAUD="115200"

DC_COPY="yes"

SWITCH NUMBER="1"

SWITCH PRIORITY="15"

MAC ADDR="00:01:02:02:aa:bb"
TAG_ID="E20034120131FB00098B2957"
ENABLE BREAK="yes"
TEMPLATE="distribution"
TFTP_BLKSIZE="8192"

VERSION ID="VO1"
CRASHINFO="crashinfo:crashinfo RP_00 00 20180704-001727-UTC"
TFTP_SERVER="10.8.0.6"
BOOT="flash:packages.conf;"
AUTOREBOOT RESTORE="0"

D_STACK DAD=""

LICENSE BOOT LEVEL="network-essentials+dna-essentials,all:C9500 40X;"
MANUAL BOOT="yes"

RET 2 RTS=""
ABNORMAL RESET COUNT="1"

IP ADDRESS="10.8.40.173"

IP_SUBNET MASK="255.255.0.0"

DEFAULT GATEWAY="10.8.0.1"
ROMMON_AUTOBOOT ATTEMPT="3"

BSI="0"

RET 2 RCALTS=""

RANDOM NUM="1494148250"
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show running-config .

show running-config

BIEFEITENTVWDEIRET 7 ANVERITIBEEDEY 2—L DL AF¥2VLAN, 7 5 2% v,
AV B =T 2 A, vy T I TA, R —<v 7 FEIIMAEERK (VC) 7T ADRED
WA % FR$ 5121, show running-config ==~ > N & 45 EXEC =— R CHEH L £,

show running-config [options]

X DA *7 (ER) WHhoOhAY~A4 XEHENDF—V— K, HEOX—TU— &2 AJJTX
va E¥9,
Ve

+ aaa [accounting | attribute | authentication | authorization | diameter | group | Idap |
miscellaneous | radius-server | server | tacacs-server | user-name|username] : AAA O
REZRRLET,

al: 774/ hRT A= TCHRESNT-a~y REELLIICHAZRILET,
al ¥—U—Fa2HLRWGE, 7741 bRTA=F TRESNZa~ Y NiE
HNZER RSN EE A,

bridge-domain {id | parameterizedvlan} : 7'V v KA A > OFfTH a7 4 £
L—variEFRrLET,

cbrief : BET =M AL SN T 4 VZ OFFMR L TRIEZF R LET,

« classmap [name] [linenum] : 7 7 A~ v F1EHE=F R L ET,

« cts[interface| policy-server | rbm-rbac | server | sxp] : Cisco TrustSec DR E % 27~ L

jzj«o

edeprecated : FE{TH L T 4 Fal—vart bl bIlEIESNEREEFE R LE
7

+ eap {method | profiles} : EAP F XOFKE L T v 7 v A VEFRRLET,

« flow {exporter | monitor |record} : ' u—/ )L Ju— a7 4 X2l — 3 3
~r FEFRFLET,

<full - SERRREEFRRLET,

« identity {policy | profile} : 7A T > 7T 47 4 IR 7 7 A NEIFRY —IFR%E
FRLET,
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. show running-config

aAvY KT+

ARk E—F

SRFLEEIATUFR |

« interface type number : f > ¥ —7 = A ZAEAORENHHAEZFK R LET, interface
F—U—FEEATEAF. AV F—T 2 Af RAEA T AV E—T = A"
(7= & 21X, interfaceGigabitEthernet /0/1 72 ¥) A2 fRETHMERNH Y £§, ¥
AT LATHEHATEDA L H—T A AEFFET HIZ1E, showruninterface? =<
Y REFEHALET,

« ip dhcp pool [name] : IPv4 DHCP 7" — /L D% EEF /R L E7,

« ipv6 dhcp pool [name] : IPv6 DHCP 7' — /L DR EZF R L7,

« linenum [brief | full | partition] : HHDITHEEEZFRLET,

» map-class[atm | dialer | frame-relay] [name] : ~ v 77 T AE#RERRLET,

» mdns-sd [gateway | location-group | service-definition | service-list | service-peer |
service-policy] : ¥/LF % ¥ A k DNS #— b ZfiHi (mDNS-SD) DF%EX TR L
=7,

* partition {access-list | class-map | common | global-cdp | interface | ip-as-path |
ip-community | ip-prefix-list | ip-static-routes| line | policy-map | route-map | router |
snmp | tacacs} @ /N—T o4 ¥ 3 NIRRT OREE R R LET,

« policy-map [name] [linenum] : R U ¥ —~ v 7R E2 LR L E T,
« switch number : FEE L7 AL v FOFEEFRLET,

eview[full] : ERRFATHO L 7 4 Xa b—T g VEFRRARICLET, i,
WE, FFEOE 2 —IZT VB AT HHERB D HRET~Y L ROBLERRTED
Ea—_—20a—HnHiT 1,

e vlan [Vian-id] : £¥ D VLAN &2 &R LET, AR7EIL 1 ~ 4094 T,

o vrf[vrf-name] : (fABL—F 1 > 78 L OMERE (VRF) XHGRREDEY 2 — &K 5%
FKRLET,

T 74 ) b H 7 AD show running-config Tix, 7 7 4 /L hXT7 A —X 2 L TERE
ENfza~vy FERE, Frhar 7 Fal—var ONFERRLET,

KM EXEC (#)

avy FERE

J1y—2 EEAR

CiscoIOS XE Everest 16.5.1a = o~y RAMEA S E L7,

FELEDHA K54 > showrunning-config ==~ > ik, £IfAYIZIE more system:running-config =~ & Rz~ > R

TAVT A (REVE v 7 AFRFERY 27 A) T, E0ELDa~y REfHT
LHZEEHIRELETN (7Y b7 4+ — A THEEDHR SN TEBY, JLEARRY V2 v
A TohDHT®) | showrunning-config =~ > NiE, IEA<MHEHL, showrun 2 D> 2 — b

Ny FEANTELLIITADDEFITR>TNET,
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3l

show running-config .

show running-configinterface =~ > RiX, #HEOA & —7 = A AN HLGEITFRFEDA
S =7 = A ADRE L MR T DBRITELL £,

linenum ¥— VU — RZHETH &, (TESVHNICERSNET, 2047 aidk, FEFIC
KRR 72 5% E DRFE DERIY 2 i3 2 DI H E 9,

F T a DX =T = RORBRIINATLF () 2F3DHTET, avr Ky y 7 XZEMN
DO IERI A2 AN TEET, 72L& 21X, show running-config interface GigabitEthernet 1/0/1
linenum | begin 372 &' T4, F—U— NIZEH AR M MEM T2 R AT HI121F, ¥F—TU—F
DHIZN?2HADLET, FEHLTWDE T Ty b7+ — AL -5 T, options51EDF—U— R
ERIBIT R DG AR £,

show running-configall =~ RiL, 77 4/ bR ELCMEE GO T, BERREHREFRL
F£9, 7=& 2IE. Cisco Discovery Protocol (Hi71Ci% CDP &4HE) DOERERE DN T 7 41
FO 180 ICRESNTND & LET,

« show running-config =~ > R TIXZ DENRFRINER A,
« show running-config all CiZ cdp holdtime 180 % i/ L £7°,

Cisco Discovery Protocol DRI % T 7 4 /L R LA OAE (100 72 L) ([ZEET45 L. show
running-config =~ > K & showrunning-configall 2~ > ROHNIIFR G220 £3, 2F 0,
BRIE LT /XT A—ZR M sivET,

show running-config =~ > RIXACL iz For LE3, HI10 5 ACLIERZBRANT D12,
show running | section exclude ip access | accesslist =~ > K& H L £,

WIZ. GigabitEthernet0/0 % —7 = A A& RETHH AR LET, 74—/ FOH
BIXEBTY,

Device# show running-config interface gigabitEthernet0/0
Building configuration...

Current configuration : 130 bytes
|

interface GigabitEthernet0/0

vrf forwarding Mgmt-vrf

ip address 10.5.20.10 255.255.0.0
negotiation auto

ntp broadcast
end

W2, =y FHOICATE S Z&E L, e+ 260 L T101T B 2> b &R 2 flsh
THHERLET, 74— FOBBAIZAMATT,

Device# show running-config linenum | begin 10

10 : boot-start-marker
11 : boot-end-marker
12 ¢!

13 : no logging buffered
14 : enable password #####
|

15 ¢ !
16 : spe 1/0 1/7
17 : firmware location bootflash:mica-modem-pw.10.16.0.0.bin
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. show running-config

18 : !

19 : !

20 : resource-pool disable

21 !

22 : no aaa new-model

23 : ip subnet-zero

24 : ip domain name cisco.com

25 : ip name-server 172.16.11.48
26 : ip name-server 172.16.2.133

27 !

28 !

29 : isdn switch-type primary-5ess
30 ¢ !

126 : end

show running-config =~ > FOROH /145 TiX, shapeaverage =~ > RIZ L - TATM
DRI T4 I e— T DE ==y T AT T 4 TREBI>TND
ZEDRENTWET, BRAS-DSLAM OB 7 AbZ A 7% qing T, MMAFEEFRD
BT MEE A TIEATM T X 77— a &S5 (AALS) (2S5 & snap-rbe (2720 F
T 74—V ROBBHITABATY,

Device# show running-config

subscriber policy recording rules limit 64
no mpls traffic-eng auto-bw timers frequency 0
call rsvp-sync

|

controller T1 2/0

framing sf

linecode ami

|

controller T1 2/1

framing sf

linecode ami

|

!

policy-map unit-test

class class-default

shape average percent 10 account ging aalb snap-rbe
|

iz, showrunning-configclassmap =~ > KO AFIEZ R LET, HAKIE7 4 —b
RO b FRENET,

Device# show running-config class-map
Building configuration...

Current configuration : 2157 bytes
|
class-map match-any system-cpp-police-ewlc-control
description EWLC Control
class-map match-any system-cpp-police-topology-control
description Topology control
class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data packets, LOGGING, Transit Traffic
class—-map match-any system-cpp-default
description EWLC Data, Inter FED Traffic
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class—-map match-any

system-cpp-police-sys-data

show running-config .

description Openflow, Exception, EGR Exception, NFL Sampled Data, RPF Failed

class—-map match-any

system-cpp-police-punt-webauth

description Punt Webauth

class—-map match-any

system-cpp-police-121vx-control

description L2 LVX control packets

class—-map match-any
description Forus
class—-map match-any
description MCAST
class—-map match-any

system-cpp-police-forus
Address resolution and Forus traffic

system-cpp-police-multicast-end-station

END STATION
system-cpp-police-high-rate-app

description High Rate Applications

class—-map match-any
description MCAST
class—-map match-any

system-cpp-police-multicast
Data
system-cpp-police-12-control

description L2 control

class—-map match-any
description DOT1X
class—-map match-any

system-cpp-police-dotlx-auth
Auth
system-cpp-police-data

description ICMP redirect, ICMP_GEN and BROADCAST
class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual OOB

WIZ, teletype (tty) [EIFR2 N2 FHD a7 & OWERICTHENTOAHZRL %

D

Device# show running

Building configuration...

Current configuration:

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-

hostname device

|

enable password lab
|

no ip subnet-zero

|

|

|

interface EthernetO

encryption

ip address 10.25.213.150 255.255.255.128
no ip directed-broadcast
no logging event link-status

|
interface SerialO
no ip address

no ip directed-broadcast

no ip mroute-cache
shutdown

no fair-queue

|

interface Seriall
no ip address

no ip directed-broadcast

shutdown
|

ip default-gateway 10.25.213.129
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. show running-config

ip classless

ip route 0.0.0.0 0.0.0.0 10.25.213.129
!

line con O

transport input none

line 1 6

no exec

transport input all
line 7

no exec
exec-timeout 300 0
transport input all
line 8 9

no exec

transport input all
line 10

no exec

transport input all
stopbits 1
line 11 12

no exec

transport input all
line 13

no exec

transport input all
speed 115200
line 14 16

no exec

transport input all
line aux 0
line vty 0 4
password cisco

SRFLEEIATUFR |

login
1
end
BEa<v R Command Description

copy running-config
startup-config

FITar 74 Xal—vaEAA— Ty T ar7 4 Fal—
vaviZav—LET (copy system:running-config
nvram:startup-config 2~ KD a~ K=o T RA) |

show startup-config

NVRAM OWNEZEKRT D0 FIEL TWTHDRES) . £72
I3 CONFIG FILE BREEZMIC L > THESN TWOIRET 7 1 /L
ZFor L E7T (morenvram startup-config 2~ > RKdDa~ K=

AUVTA)

| BRZSEN R



| v27L88a<UF

show sdm prefer .

show sdm prefer

BEOHREHADO Y AT LY V=25 HRICTHEOIHEHATE LT 7L — MCBET A 1EH %
FoRT B, FiHEEXEC T — K Cshowsdmprefer =~ R LE£4, BEDOT T —
FERRTHITIE, F—U— REEEETICa~vy REERALET,

show sdm prefer [ advanced ]

BX DA

aAavv R TFI4ILk

advanced  ({LE) mfERT 7 L— MIBTAE#RAFRLET,

77 4V F OEHEREIZH Y TR AL

ARV R E—F Frite EXEC

avy FERE 1)1)—=x EEAR
Cisco IO0S XE Everest Toavwy RRNEAINE L,
16.5.1a

FEREDHA FS1 Y

sdmprefer 7 m— L a7 4 FXFalb—vay avy REANRICT A A=Y —RKLT
W WA show sdm prefer #5HE EXEC 22~ RTIE, HIL<REINTT 7L — hTiX
RBIERERTOT L — RRERRINET,

KT T — P TCERINDIEFIL, FHEEDY V=R BT BBLFDORKEIC/RD F
T, MUICERE SNIMEREDO EBEOBKTIC L L5720, EBEOHTLIIRR DGR/ £9°,
T2, T RN HBADNV—T vy RA X —T x4 A (V7 %> N VLAN) BdH D
e, 774NV OT U L— MTHE, AR =F v A N MAC 7 K L 2DOHE 6000 Ajifi
W27 DY £7,

£l
Iz, show sdm prefer =2~ > RO IfFIZRLET,

Device# show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094

Unicast MAC addresses: 32768

Overflow Unicast MAC addresses: 512

IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 7680

Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 1024
Netflow ACEs: 1024
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. show sdm prefer

Input Microflow policer ACEs: 256

Output Microflow policer ACEs: 256

Flow SPAN ACEs: 256

Tunnels: 256

Control Plane Entries: 512

Input Netflow flows: 8192

Output Netflow flows: 16384

SGT/DGT entries: 4096
SGT/DGT Overflow entries: 512

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.
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show tech-support license .

show tech-support license

TNy T B FoRT BT, K EXEC £ — R C show licensetech support =2~ > K% {i ]
LET,

show tech-support license

XD Ioawry RZEBIEELEF—TY—FEH D THA,

AT R T4~ FFHEEXEC (#)

av Y FERE 1)1)—=x EENE
Cisco 10S XE Fuji 16.9.1 Ioavwry RREAINE L,
£l

I, show tech-support license =~ > RO HHI 2R L £,

Device# show tech-support license

*12:35:48.561 EDT Tue Jul 17 2018

Cisco IOS XE Software, Version 16.09.01lprd7

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.1prd7,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 10-Jul-18 08:47 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.
BEav R avw Uk EBA
show license all MHERRfT G E2FoR L ET,
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. show tech-support license

avUk A

show license status TA®LADA LT IFTAT VART—H A%
FrLET,

show license summary FTRCOT I T 4TI B RAOEHER
RLET,

show license udi UDI &K RLET,

show license usage TA v AERERE R LET,
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show tech-support platform .

show tech-support platform

B DEREA

ATV R E—F

T = ANYR—MNMUFERATE7T y b7 3 — AT LS R E T DI, FFHEEXEC
& — KT show tech-support platform =2~ > RZ{HH L F9,

show tech-support platform
Zoawy RZFSIEELEFF—TU—REH D A,

HikE EXEC (#)

av Y RERE

FEREDHA K4V

3l

1) =2 ZERE
Cisco IOS XE ¥ 7' 7 /L% /L 16.10.1 Zoavy RREASE LR,

Zoavw NI, Ty N7 —AEAEOT Ny ZIERHINET, HAZiE, CPUMEAHE,
Ternary Content Addressable Memory (TCAM) Offfi#, &, A€ VHEMERE, 77 v b
74— LT D FME RS RSN E T,

showtech-supportplatform =~ > RO ITIHEFICR LS 20 £79, ZOHNERR I LT
DITIE, B =B NDOEZRABARERA L=V, FREFVEF— 77 A VAT LT, ZOH
NEINE7 7 A ) Z A4 L7 hLET (72& 21X, show tech-support platform | redirect
flash:filename) .

showtech-support platform =~ RO AIZIE, —HEHO vy REZDOHABRFREINET,
INHDav U Rt Ty b7 — ALK TREDIHERDHY £,

KIZ, show tech-support platform =< > RO NHIZR L ET,

Device# show tech-support platform

Load Average
Slot Status 1-Min 5-Min 15-Min
1-RP0 Healthy 0.25 0.17 0.12

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
1-RP0 Healthy 3964428 2212476 (56%) 1751952 (44%) 3420472 (86%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
1-RPO 0 1.40 0.90 0.00 97.60 0.00 0.10 0.00
1 2.00 0.20 0.00 97.79 0.00 0.00 0.00
2 0.20 0.00 0.00 99.80 0.00 0.00 0.00
3 0.79 0.19 0.00 99.00 0.00 0.00 0.00
4 5.61 0.50 0.00 93.88 0.00 0.00 0.00
5 2.90 0.40 0.00 96.70 0.00 0.00 0.00
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. show tech-support platform

*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ IQD OHQ 0QD RXBS RXPS
TXBS TXPS TRTL
Vlanl 0 0 0 0 0 0
0 0 0
* GigabitEthernet0/0 0 10179 0 0 2000 4
0 0 0
GigabitEthernetl/0/1 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/2 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/3 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/4 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/5 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/6 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/7 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/8 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/9 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/10 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/11 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/12 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/13 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/14 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/15 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/16 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/17 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/18 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/19 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/20 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/21 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/22 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/23 0 0 0 0 0 0
0 0 0
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GigabitEthernetl/0/24

0 0
GigabitEthernetl1/0/25

0 0
GigabitEthernetl1/0/26

0 0
GigabitEthernetl/0/27

0 0
GigabitEthernetl1/0/28

0 0
GigabitEthernetl1/0/29

0 0
GigabitEthernetl1/0/30

0 0
GigabitEthernetl1/0/31

0 0
GigabitEthernetl/0/32

0 0
GigabitEthernetl1/0/33

0 0
GigabitEthernetl/0/34

0 0
GigabitEthernetl1/0/35

0 0
GigabitEthernetl1/0/36

0 0
Tel/0/37

0 0
Tel/0/38

0 0
Tel/0/39

0 0
Tel/0/40

0 0
Tel/0/41

0 0
Tel/0/42

0 0
Tel/0/43

0 0
Tel/0/44

0 0
Tel/0/45

0 0
Tel/0/46

0 0
Tel/0/47

0 0
Tel/0/48

0 0
Tel/1/1

0 0
Tel/1/2

0 0
Tel/1/3

0 0
Tel/1/4

0 0

0 HASH Table 0 Software info:
0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
2: Unicast MAC addresses srip 0 1

FSE 0

show tech-support platform .

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
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. show tech-support platform

MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 1 Software info: FSE 0
MAB 0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
MAB 2: Unicast MAC addresses srip 0 1
MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 2 Software info: FSE 1
MAB 0: L3 Multicast entries srip 2 3
MAB 1: L3 Multicast entries srip 2 3
MAB 2: SGT_DGT srip 0 1

MAB 3: SGT_DGT srip 0 1

MAB 4: (null) srip

MAB 5: (null) srip

MAB 6: (null) srip

MAB 7: (null) srip

W7 40—V ROBEMKIZEB T,
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EavUR avw R

Bl

show tech-support platform evpn_vxlan

EVPN-VXLANBED 7 F v~ k7 5 — A
HHREFRLET,

show tech-support platform fabric

ALy F 777V v 7B D REMIE R
ZFRRLET,

show tech-support platform igmp_snooping

TN—TFIZBT 5 IGMP A X—t° o 7
wMERRLET,

show tech-support platform layer3

LAY3TT v b7 — ARk RE R
FLET,

show tech-support platform mld_snooping

I N—FIZET 5 MLD A X— b 7
WERRLET,

| BRZSEN R
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show tech-support platform evpn_vxlan

show tech-support platform evpn_vxlan .

T =Y R— MIFERT LA —H %>~ k VPN (EVPN) Virtual Extensible LAN (VXLAN)
BED 77 v N7+ — AR AT HITIE, F#HE EXEC & — R T show tech-support platform

evpn_vxlan 2~ > R&EMHALET,

show tech-support platform evpn_vxlan switch switch-number

B DEREA

AR E—F

switch switch-number

FBESNIZAAL v FICETHE
WEFRLET, AT
~ 9 *(‘\j—o

4 ke EXEC ()

avy FERE

HEREDAA K1Y

3l

IJIJ——;(

CiscoIOS XE 7 7 /L% L 16.10.1

Zoavwy RPREASELE,

Zoa~y ROMMFEFIZEL LY T, ZOoHNEHRLAEST D ITE, v—hLroE
TIABATREIRA P L —2 FFVE—F T 7 ANV AT LT, ZOWHNEINNRT 74012V
AL 7 hLET (2L 2%, show tech-support platform evpn_vxlan switch 1 | redirect

flash:filename) .

KIZ, show tech-support platform evpn_vxlan ==~ > RO 2R L E T,

Device# show tech-support platform evpn_vxlan switch 1

"show clock"
"show version"

"show running-config"switch no:

————— sh sdm prefer -----
Showing SDM Template Info
This is the Advanced template.

Number of VLANs:
Unicast MAC addresses:

Overflow Unicast MAC addresses:

L2 Multicast entries:

Overflow L2 Multicast entries:
L3 Multicast entries:

Overflow L3 Multicast entries:
Directly connected routes:
Indirect routes:

STP Instances:

Security Access Control Entries:

QoS Access Control Entries:
Policy Based Routing ACEs:

4094
32768
512
4096
512
4096
512
16384
7168
4096
3072
2560
1024
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. show tech-support platform evpn_vxlan

Netflow ACEs: 768
Flow SPAN ACEs: 512
Tunnels: 256
LISP Instance Mapping Entries: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384
SGT/DGT (or) MPLS VPN entries: 4096
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 127
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 3072
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains : 64
MAX VPLS Peers Per Bridge Domain: 8
MAX VPLS/VPWS Pseudowires : 256

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.

Total Mac number of addresses:: 0
*a_ time=aging time(secs) *e time=total elapsed time (secs)
Type:
MAT DYNAMIC ADDR 0x1 MAT STATIC ADDR 0x2
O0x4 MAT DISCARD_ADDR 0x8
MAT ALL_VLANS 0x10 MAT NO FORWARD 0x20
0x40 MAT RESYNC 0x80
MAT DO NOT AGE 0x100 MAT SECURE_ADDR 0x200
0x400 MAT DROP_ADDR 0x800
MAT DUP_ADDR 0x1000 MAT NULL_DESTINATION 0x2000
0x4000 MAT ROUTER_ADDR 0x8000
MAT WIRELESS ADDR 0x10000 MAT SECURE_CFG_ADDR 0x20000
0x40000 MAT WIRED TUNNEL ADDR 0x80000
MAT DLR ADDR 0x100000 MAT MRP ADDR 0x200000
0x400000 MAT LISP_LOCAL ADDR  0x800000
MAT LISP_REMOTE ADDR 0x1000000 MAT VPLS ADDR 0x2000000
Device#

W7 40—V ROBEMKIZEB T,

ZTLEEaCUFR |
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MAT CPU ADDR
MAT IPMULT ADDR
MAT NO PORT

MAT DOT1X ADDR

MAT OPQ DATA PRESENT

MAT MSRP_ADDR
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show tech-support platform evpn_vxlan .

EEav> R

avy kR

Bl

show tech-support platform

T =HNYR— MR S57T v b
7 A —LICBET DR e RN L E
—/9]‘0
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. show tech-support platform fabric

show tech-support platform fabric

SRFLEEIATUFR |

AA v F 777V v 7IZHATHEREFRT HITIE, FiHE EXEC £ — KT show tech-support

platform fabric =~ R&@H L E7,

show tech-support platform fabric [{display-cli | vrf vrf-name {ipv4 display-cli | ipv6 display-cli
| sourceinstance-id instance-id {ipv4 ip-address/ip-prefix | ipv6 ipv6-address/ipv6-prefix | mac
mac-address} {dest instance-id instance-id } {ipv4 ip-address/ip-prefix | ipv6 ipve-address/ipve-prefix

| mac mac-address} [{display-cli}]}}]

X DA display-cli UEE) —oa<wy FOHAT
{FHAIRE72 show ==~ > RD Y
A NEFRRLET,
vrf vrf-name (f£E) $57& L7z Virtual

Routing and Forwarding (VRF)
AVABRLADT 7TV 7B
HIFRAERRLET,

ipv4 ip-address/ip-prefix

(&) HEm i 1P
VRED 7 7 7V v 7 g # %
FRLET,

ipv6 ipv6-address/ipve-prefix

(B EIETEITsiseIPve
VRED 7 7 7'V v 7 BEE R %
FRLET,

source

L&) EHETVREFEO 7 77
Uy 7 BEEERE R R LET,

instance-id instance-id

(EE) EETOT Y RRA v
~ikAl+ (EID) (ZBE9 215
BFRRLET,

mac mac-address

(&) VA Y2iERO%
{508 L U%ESE MAC VRF ©
777V EEEREFRR L
N

avY RE—FR e EXEC (#)

avy FERE 1)1)—=

Cisco IOS XE Gibraltar 16.10.1

Ioavwy RPREAINE L,
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show tech-support platform fabric .

FEREDHA KSq4y ZOaxry FOMMNIEFICRS RV ET, ZOHNER I QBT LI2F n—T1r0FE
ZIABFREIRA P L—D XV E— R T 7 ANV AT AT, ZOWHNEINET 7 A 112V
¥4 v7 NLET (=& 21E. show tech-support platform fabric | redirect flash:filename) .

Zoavwy FOHAITE, —#Eoa~ L REFOENMRFREINET, b0 a~r R,
TT o hN T —LICKoTERRDIBEER DY £,

B RIZ. show tech-support platform fabric vrf source instance-id ipv4 dest instance-id ipv4
avr RO ZRLET,

Device# show tech-support platform fabric vrf DEFAULT VN source instance-id
4098 ipv4 10.1.1.1/32 dest instance-id 4098 ipv4 10.12.12.12/32

————— show ip lisp eid-table vrf DEFAULT VN forwarding eid remote 10.12.12.12-----

Prefix Fwd action Locator status bits encap_iid
10.12.12.12/32 encap 0x00000001 N/A
packets/bytes 1/576
path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble, rif, hwcn]
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES8
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Encapsulating to proxy ETR

10.1.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -

————— show lisp instance-id 4098 ipv4 map-cache detail-----

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Sources: static-send-map-request
State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 2(676 bytes) (~ 02:45:38 ago)
Configured as EID address space
Encapsulating to proxy ETR

101.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Sources: NONE

va7igEavo R )



. show tech-support platform fabric

ZTLEEaCUFR |

\

State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 0(0 bytes)
Configured as EID address space
Configured as dynamic-EID address space
Encapsulating dynamic-EID traffic
Encapsulating to proxy ETR
10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1

Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 02:45:54 (rtt 1ms)

show lisp instance-id 4098 ipv4 map-cache

10.12.12.12/32

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098),

3 entries

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1
Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 02:45:54 (rtt 1ms)

10.12.12.12/32, epoch 1, flags [sc, lisp elig], refcnt 6,
sources: LISP, IPL
feature space:
Broker: linked, distributed at 1st priority
subblocks:

per-destination sharing

SC owned, sourced: LISP remote EID - locator status bits 0x00000001

LISP remote EID:

1 packets 576 bytes fwd action encap,

cfg as EID space

LISP source path list

path list 7F44EEC2C188, 4 locks, per
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10,
nexthop 192.0.2.2 LISP0.4098,

-destination, flags 0x49 [shble

type attached nexthop, for IPv4
IP midchain out of LISP0.4098,

, rif, hwcn]

addr 192.0.2.2

addr 192.0.2.2 7F44F8E86CES

TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098,

IP adj out of GigabitEthernetl/0/1,

addr 10.0.2.1 7F44F8E87378

Dependent covered prefix type LISP,

cover 0.0.0.0/0

2 IPL sources [no flags]
ifnums:
LISP0.4098(78): 192.0.2.2

path list 7F44EEC2C188,
path 7F44F8B5AFFO,

II VATLEEOTUFR

3 locks,

share 10/10,

per-destination,

type attached nexthop,

flags 0x49
for

[shble,
IPv4

rif, hwcn]



| v27L88a<UF
show tech-support platform fabric .

nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44FB8E86CES
output chain:
PushCounter (LISP:10.12.12.12/32) 7F44F3C8B8D8
IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378
switch no: 1

Device# show tech-support platform fabric vrf Campus_VN source instance-id 8189
mac 00b7.7128.00al dest instance-id 8189 mac 00b7.7128.00a0 | i show

—————————————————— show running-config ------------—-—-—-
—————————————————— show device-tracking database ---------------—---
—————————————————— show lisp site --—--------------—-—-
77777777777777777777 show mac address-table address 00B7.7128.00A0-----
77777777777777777777 show ip arp vrf Campus VN-----

Device#

74— FOEWRIZEPTY,

EEav R avw vk B
show tech-support platform T =N YR— NS 5T T > b
7 x— LT DR R R L E

ﬁ‘o
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. show tech-support platform igmp_snooping

show tech-support platform igmp_snooping

7 N—71ZB9 % Internet Group Management Protocol (IGMP) A X—¥ » J{F#M 2K RT DI
I%. H#HE EXEC & — R T show tech-support platform igmp_snooping =~ > &4 H L 4,

show tech-support platform igmp_snooping [{Group_ipAddr ipvd-address| [{vlan vian-ID}]}]

B DA Group_ipAddr EE) fHELEIV—TT K
VAT 2 AX—E v T EH
ERARALET,
ipv4-address EE) /I Vv—7DIPvd 7 K
LA,
vlan vian-1D (£5E) IGMP A X—tE 7

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avY K E—F FiHE EXEC (#)
avy FERE )1y —= EEHNE
Cisco IOS XE V7 /L4 )L 16.10.1 TOawy RREAIRE L,

Zoavy FOHNIFFICRL LV EF, ZoHNzghR kI BT 5I1TE, n—
ANDEZABARERA N L —Y FFVE— b7 7 A VT RAT AT, ZOHN%E
T AMIIEA LT NLET (72 & 21X, showtech-support platformigmp_snooping
| redirect flash:filename) .

Bl i, show tech-support platform igmp_snooping =~ > KOl %~ L £7,

Device# show tech-support platform igmp_snooping GroupIPAddr 226.6.6.6 vlan

5 226.6.6.6 user Gii/o/8, Gii/0/27, Gil/0/28,

. SAFLEEOTUR
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show tech-support platform igmp_snooping .

Vlan ports
23 Router
24 Router
25 Router

Vlan IP Address IGMP Version Port
23 10.1.1.1 v2 Router
24 10.1.2.1 v2 Router
25 10.1.3.1 v2 Router

IGMP snooping : Enabled

Global PIM Snooping : Disabled

IGMPv3 snooping : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable H

Last member query count HE

Last member query interval : 1000

Vlan 5

IGMP snooping : Enabled
Pim Snooping : Disabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Robustness variable H

Last member query count HE

Last member query interval : 1000

Vlan Group Type Version Port List

5 226.6.6.6 user Gil/0/8, Gil/0/27, Gil/0/28,
Giz2/0/7, Gi2/0/8, Gi2/0/27,

Gi2/0/28
5 238.192.0.1 user Gi2/0/28
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. show tech-support platform igmp_snooping

Vlan 5
IGMPSN Enabled : On
PIMSN Enabled : Off
Flood Mode : On
I-Mrouter : Off
Oper State : Up
STP TCN Flood : Off
Routing Enabled : Off
PIM Enabled : Off
PVLAN : No

In Retry : 0x0
L3mcast Adj :
Mrouter PortQ

Flood PortQ

————— show platform software fed active ip igmp snooping groups | begin 226.6.6.6 -—---

Vlan:5 Group:226.6.6.6

Member ports
CAPWAP ports
Host Type Flags: O

Failure Flags : O

DI handle : 0x7£f11151cbad8

REP RI handle : 0x7£f11151cc018

SI handle : 0x7£11151cd198

HTM handle : 0x7£11151cd518

si hdl : 0x7£f11151cd198 rep ri hdl : 0x7f11151cc018 di hdl : O0x7f11151cbad8 htm hdl
0x7£11151cd518

Device#

W7 40—V ROBEMKIZEB T,

BEITFR av vk A

ip igmp snooping IGMP A X — V> 7 % 7 a—/ )L E T2
A B —T A ZATHNILET,

show ip igmp snooping F A ADIGMP A X — V' T REZF
RLET,

show tech-support platform T =Y AR— MUEHT 577 > b
74— LT OFEMEmAE R R LE
hd‘o
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show tech-support platform layer3

show tech-support platform layer3 .

LAY 37Ty N7 — LREEREFRRT HI21E, R EXEC £ — K C show tech-support

platform layer3 =~ R L £,

show tech-support platform layer3 {multicast Group_ipAddr ipv4-address switch switch-number
srcl Pipvd-address | unicast {dstlPipv4-addresssrcl P ipv4-address | vrf vrf-name destl P ipv4-address

srcl P ipv4-address} }

BXDEREA

ATk E—F

multicast

VIV T X A MEREFRRLE
ﬁ‘o

Group_ipv6Addr ipv4-address

BELEZLVFXY A b7 L—
7T RUVRICET DA R
l/\gzjqo

switch switch-number

FRE LIZAA » FIZBET D16
ZFRRLET, ARRMEITL~
9 T,

srcl P ipv4-address

faE Lok BT R AIZET
LM EFRLET,

unicast

=% ¢ A FEEOE#E FR
l/\ngO

dstl P ipv4-address

FBELSET FLRICET S
BWERRTLET,

vrf vrf-name

=% ¥ A b O Virtual
Routing and Forwarding (VRF)
HmaE R LET,

HeME EXEC (#)

avy FERE

FRLEDHA KS1 Y

)1)—=

LEAE

Cisco IOS XE 7 7 /L4 /L 16.10.1

ZOawy RpREAINE LT,

Zoawy ROWNIEFICES< RV E£3, ZOMNEHFELMET HI2E, a—aLroE
SIABATRERA P L= FRBFVET= R T 7 ANV AT AT, ZOHNEINET 7 A4 I
ALV 7 NLET (=& ziE. showtech-support platform layer 3multicast group 224.1.1.1 switch

1srclP 10.10.0.2 | redirect flash:filename)
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. show tech-support platform layer3

SRFLEEIATUFR |

B &IZ. show tech-support platform layer3 multicast group =~ > KOH B E R L F

‘3—‘0

Device# show tech-support platform layer3 multicast group_ ipAddr 224.1.1.1

switch 1 srcIp 10.10.0.2

destination IP: 224.1.1.1
source IP: 10.10.0.2
switch no: 1

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected,

E - Extranet,

L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry,

X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,

Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group,

G - Received BGP C-Mroute, g - Sent BGP C-Mroute,

N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

Q - Received BGP S-A Route, g - Sent BGP S-A Route,

V - RD & Vector, v - Vector, p - PIM Joins on route,

x - VxLAN group, c¢ - PFP-SA cache created entry

Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

(10.10.0.2, 224.1.1.1), 00:00:22/00:02:37, flags: LFT

Incoming interface: GigabitEthernetl1/0/10, RPF nbr 0.0.0.0,

Outgoing interface list:
Vl1an20, Forward/Sparse, 00:00:22/00:02:37, A

Entry Flags:

Registering

C - Directly Connected, S - Signal, IA - Inherit A flag,

ET - Data Rate Exceeds Threshold, K - Keepalive
DDE - Data Driven Event, HW - Hardware Installed
ME - MoFRR ECMP entry, MNE - MoFRR Non-ECMP entry, MP - MFIB

MoFRR Primary, RP - MRIB MoFRR Primary,

P - MoFRR Primary

MS - MoFRR Entry in Sync, MC - MoFRR entry in MoFRR Client.
I/0 Item Flags: IC - Internal Copy, NP - Not platform switched,

NS - Negate Signalling, SP - Signal Present,

A - Accept, F - Forward, RA - MRIB Accept, RF - MRIB Forward,

MA - MFIB Accept, A2 - Accept backup,

RA2 - MRIB Accept backup, MA2 - MFIB Accept backup

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops
I/0 Item Counts: FS Pkt Count/PS Pkt Count
Default
(10.10.0.2,224.1.1.1) Flags: HW
SW Forwarding: 0/0/0/0, Other: 1/1/0
HW Forwarding: NA/NA/NA/NA, Other: NA/NA/NA
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GigabitEthernetl1/0/10 Flags: A

Vlan20 Flags: F IC
Pkts: 0/0

TunnelO Flags: F
Pkts: 0/0

show platform software fed switch 1 ip multicast

Multicast Interface database

show tech-support platform layer3 .

interface summary

VRF Interface IF ID PIM Status State RI
Handle SVI

0 GigabitEthernetl1/0/10 0x000000000000005f enabled 0x0000000000000010
0x00007fpb414b1£108 false

0 Vl1an20 0x0000000000000060 enabled 0x0000000000000010
0x00007fb414b31a98 true

show platform software fed switch 1 ip multicast

Multicast Groups database

Mvrf id: 0 Mroute: (*, 224.0.1.40/32) Flags: C IC
Htm: 0x00007fb414b23ce8 Si: 0x00007fb414b23a08 Di:
0x00007£fb414b245£8

Mvrf id: 0 Mroute: (*, 224.0.0.0/4) Flags: C
Htm: 0x00007fb4143549e8 Si: 0x00007fb414b20ad48 Di:
0x00007£fb414b20428

Mvrf id: 0 Mroute: (*, 224.1.1.1/32) Flags: C IC
Htm: 0x00007fb414b2cc98 Si: 0x00007fb414b2b678 Di:
0x00007£fb414b2b0c8

Mvrf id: 0 Mroute: (10.10.0.2, 224.1.1.1/32) Flags:
Htm: 0x00007fb414b2f348 Si: 0x00007fb414b321d8 Di:
0x00007£fb414b30ed8

show platform software fed switch 1 ip multicast

Total Number of entries:4

show platform software fed switch 1 ip multicast
source 10.10.0.2 detail

MROUTE ENTRY vrf O (10.10.0.2, 224.1.1.1/32)
HW Handle: 140411418055080 Flags: IC

RPF interface: GigabitEthernetl/0/10(95)):
HW Handle:140411418055080 Flags:A

Number of OIF: 3

Flags: 0x4 Pkts : O
OIF Details:
TunnelO Adj: 0x£f8000636 F

groups summary

0x00007fb414b240e8 Rep ri:
0x00007fb414blfe78 Rep ri:
0x00007fb414b2ab98 Rep ri:
IC

0x00007fb414b2dba8 Rep ri:

groups count

groups 224.1.1.1/32
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. show tech-support platform layer3

Vl1an20 Adj: 0xf8000601 F IC
GigabitEthernetl1/0/10 A
Htm: O0x7fb414b2£348 Si: 0x7fb414b321d8 Di: 0x7fb414b2dba8 Rep ri: 0x7fb414b30ed8

DI details

Handle:0x7fb414b2dba8 Res-Type:ASIC_RSC DI Res-Switch-Num:255 Asic-Num:255
Feature-ID:AL FID L3

MULTICAST IPV4 Lkp-ftr-id:LKP_FEAT INVALID ref count:1

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x538e
mtu_index/13u ri index0:0x0 index1:0x538e mtu index/13u ri index1:0x0
Cookie length: 56

00 00 00 00 00O 00 0O 00 00 00 00 00 02 00 Oa 0Oa 01 01 01 0O 00 0O 00 00 00 00 00 00 0O
00 00 00

00 00 00 00 0O 00 0O 00 00O 00 00O 00 00O 0O OO 0O OO 0O OO0 0O 00 00 00 00
Detailed Resource Information (ASIC# 0)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctilo0 = 0x9

ctilol = 0

ctilo2 = 0

cpu@QNum0 = 0x9e

cpuQNuml = 0

cpuQNum2 = 0

npulndex = 0

strip_seg = 0x0

copy_seg = 0x0

Detailed Resource Information (ASIC# 1)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctiLo0 = 0x9
ctilLol = 0
ctilLo2 = 0
cpu@QNum0 = 0x9e
cpuQNuml = 0
cpuQNum2 = 0
npulndex = 0
strip_seg = 0x0
copy_seg = 0x0

RI details

Handle:0x7fb414b30ed8 Res-Type:ASIC RSC RI REP Res-Switch-Num:255 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x5
mtu_index/13u_ri_index0:0x0

index1:0x5 mtu_index/13u_ri_index1:0x0
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show tech-support platform layer3 .

Cookie length: 56

00 00 00 00 00 00 00O 00 00 00 00 00 02 00 Oa 0Oa 01 01 01 e0 00 00O 00 00 00 00O 00 00 0O
00 00 00 00

00 00 00 00 00 00 00 00 0O 00 0O 00 OO 00O 00 0O 00 00O 00 0O 00 00 0O

Detailed Resource Information (ASIC# 0)

SI details

Handle:0x7fb414b321d8 Res-Type:ASIC RSC SI STATS Res-Switch-Num:255 Asic-Num:255
Feature-ID:

AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x4004
mtu_index/13u_ri_index0:

0x0 sm handle 0:0x7fb414b2df98 index1:0x4004 mtu index/13u_ri indexl:0x0
Cookie length: 56

00 00 00 00 00 00 00 OO OO0 00 00 00 02 00 Oa 0Oa 01 01 01 €0 00 00 00 00 OO0 OO 00 00 00
00 00

00 00 00 00 00 00 00 OO OO OO OO 00 OO0 0O 0O 0O 00 00 00 0O 0O 00 00 00 0O
Detailed Resource Information (ASIC# 0)

Handle:0x7fb414b2f348 Res-Type:ASIC RSC HASH TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT IPV4 MCAST SG ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: handle0:0x7fb414b2£558

Detailed Resource Information (ASIC# 0)

Number of HTM Entries: 1
Entry #0: (handle 0x7fb414b2£558)

KEY - src_addr:10.10.0.2 starg station index: 16387

MASK - src_addr:0.0.0.0 starg station index: 0

AD: use_starg match: 0 mcast bridge frame: 0 mcast rep frame: 0 rpf valid: 1 rpf le ptr:
0

afd client flag: 0 dest mod bridge: 0 dest mod route: 1 cpp type: O dest mod index: 0

rp_index:

0 priority: 5 rpf le: 36 station _index: 16388 capwap mgid present: 0 mgid O

&IZ, show tech-support platform layer3 unicast vif =2~ > RO Nl ZR L ET,

Device# show tech-support platform layer3 unicast vrf vrl dstIP 10.0.0.20
srcIP 10.0.0.10

destination IP: 10.0.0.20
source IP: 10.0.0.10
vrf name
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. show tech-support platform layer3

Switch/Stack Mac Address : 5006.ab89.0280 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active 5006.ab89.0280 1 vO02 Ready

10.0.0.10 => 10.0.0.20 =>IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20

————— show ip cef exact-route platform 10.0.0.10 10.0.0.20 -----

nexthop is 10.0.0.20

Protocol Interface Address

IP GigabitEthernetl1/0/7 10.0.0.20¢(8)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 0

Encap length 14
00211BFDE6495006AB8902C00800

L2 destination address byte offset 0
L2 destination address byte length 6
Link-type after encap: ip

ARP

Routing entry for 10.0.0.0/24
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via GigabitEthernetl1/0/7
Route metric is 0, traffic share count is 1

————— show ip route 10.0.0.20 —---—-

10.0.0.20/32, epoch 3, flags [attached]
Adj source: IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20 FF90E67820
Dependent covered prefix type adjfib, cover 10.0.0.0/24
attached to GigabitEthernetl/0/7

————— show ip cef 10.0.0.20 detail -----
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ip prefix: 10.0.0.20/32

Forwarding Table
10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached
OM handle: 0x10205416d8

————— show platform software ip switch 1 RO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

show tech-support platform layer3 .

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP ADJ IPFRR NONE 0

OM handle: 0x1020541348

Forwarding Table
10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached
aom id: 393, HW handle: (nil) (created)

————— show platform software ip switch 1 FO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None
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. show tech-support platform layer3

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP_ADJ IPFRR NONE 0

aom id: 391, HW handle: (nil) (created)

found aom id: 391

Object identifier: 391
Description: adj 0Oxld, Flags None
Status: Done, Epoch: 0, Client data: 0Oxc6a747a8

Object identifier: 66

Description: intf GigabitEthernetl/0/7, handle 31, hw handle 31, HW dirty: NONE AOM
dirty NONE

Status: Done

————— show platform software object-manager switch 1 FO object 391 parents -----

Object identifier: 393
Description: PREFIX 10.0.0.20/32 (Table id 0)
Status: Done

W7 40—V ROBEMKIZEB T,

BEa<v KR avy kR A
show tech-support platform T = NP R— MERT 7T v b
74— N LREMIE e FoR L E

j—O
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show tech-support platform mld_snooping .

show tech-support platform mld_snooping

IN—TWZHT o~V FFx AU AT =il (MLD) AX—t v 7iFREFRT HITE, FF
¥E EXEC & — R C show tech-support platform mld_snooping =t~ R&fEH L E9,

show tech-support platform mld_snooping [ {Group_ipv6Addr ipv6-address}|[{vlan vian-ID}]

*ﬁi@%ﬁﬂﬂ Group_IpV6Addr ('f{:ﬁ) jﬂéﬁi—» L/7L: 7/]/_‘7077 ]\
L AT A A X — v SR
EFRRLET,
ipv6-address EE) FVv—7DIPv6e 7 K
LA,
vlan vian-1D (&) MLD AX—¥t 7

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avYRKE—FK ¥5HE EXEC (#)
avy FERE )1y —= LEEHNE
Cisco IOS XE v 7 F /L4 )1 16.10.1 TOawy RREASRE L,

FEREDHA KSq4y ZOaxy FOMDITIFFICRS ARV £4, ZOHNWEZDRICLESTHI2T, m—hLDE
TIABFFERA ML —, FRIFZVE— R T 7 ANV AT AT, ZOHNEINET 7 A 112V
X417 NLET (72L& 21X, show tech-support platform mid_snooping | redirect
flagh:filename) ,

Bl &IZ. show tech-support platform mld_snooping =~ > ROz R L E£7,

Device# show tech-support platform mld snooping GroupIPv6Addr FF02::5:1

Building configuration...

Current configuration : 11419 bytes
!

! Last configuration change at 09:17:04 UTC Thu Sep 6 2018
|

version 16.10

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service call-home
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. show tech-support platform mld_snooping

no platform punt-keepalive disable-kernel-core

|
hostname Switch
|
!
vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
|
address-family ipv6
exit-address-family
|
|

no aaa new-model

switch 1 provision ws-c3650-12x48uqg

call-home

SRFLEEIATUFR |

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "profile-1"
active

destination transport-method http
no destination transport-method email

ip admission watch-list expiry-time O

|
|
!
login on-success log
!
|

no device-tracking logging theft

crypto pki trustpoint TP-self-signed-559433368

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-559433368

revocation-check none

rsakeypair TP-self-signed-559433368

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2
revocation-check crl

|

!

crypto pki certificate chain
certificate self-signed 01
30820229 30820192 A0030201
30312E30 2C060355 04031325
69666963 6174652D 35353934
325A170D 32303031 30313030
532D5365 6C662D53 69676E65
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TP-self-signed-559433368

02020101
494F532D
33333336
30303030
642D4365

300D0609
53656C66
38301E17
5A303031
72746966

27864886
2D536967
0D313531
2E302C06
69636174

F70D0101
6E65642D
32303331
03550403
652D3535

05050030
43657274
32353432
1325494F
39343333
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show tech-support platform mld_snooping .

33363830 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100
ADBCI9C3B FEET7FFC8 986837D2 4C126172 446C3C53 E040F798 4BA61C97 7506FDCE
46365D0A E47E3F4F C774CA5B 73E2A8DD B72A2E98 C66DB196 94E8150F 0B669CF6
AAS5BCA4CD FC2EO02F6 FE08B17F 0164FC19 7DC84ABB C99D91D6 398233FF 814EF6DA
6DC8FC20 CA12C0D6 1CB28EDA 6ADD6DFA 7E3E8281 4A189A9A AA44FCCO BA9BDS8AS
02030100 01A35330 51300F06 03551D13 0101FF04 05300301 Ol1FF301F 0603551D
23041830 16801448 668D668E C92914BB 69E9BA64 F61228DE 132E2030 1D060355
1DOE0416 04144866 8D668ECY 2914BB69 E9BAG4F6 1228DE13 2E20300D 06092A86
4886F70D 01010505 00038181 0000F1D3 3DDI1ESF1 EB714A95 D5819933 CADOC943
59927D55 9D70CADO D64830EB D54380AD D2B5B613 F8AFT7AS5B 1F801134 246F760D
S5E5515DB D098304F 5086F6CE 88E8B576 F6B93A88 F458FDCEF 91A42D7E FA741908
5C892D78 600FB655 E6C5A4D0 6C1F1B9A 3AECA550 E3DC0881 01C4D004 7AB65BC3
88CF24DE DAA19474 51B535A5 0C
quit
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBDY96 131E05F7 145EA72C 2CD686E6 17222EAl F1EFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38ES520
1C394D78 462EF239 C659F715 B98COA59 5BBBS5CBD OCFEBEA3 700A8BF7 D8F256EE
4AA4EB0D DB6FDICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DABS553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF O0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 O1lFF301D 0603551D OE041604 1449DC85
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F EB838AESC 6D4DF6BO 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF E40CBD9E 1AECAOC2 2189BB5C 8FA85686 CD98B646 5575B146 B8DFC66A8
467A3DF4 4D565700 6ADFOFOD CF835015 3CO04FF7C 21E878AC 11BA9CD2 55A9232C
7CATBT7E6 ClAF74F6 152E99B7 B1lFCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
S5FBODAO6 B92AFET7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37ClE69 39F08678
80DDCD16 D6BACECA EEBCT7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2FO0
D697DF7F 28
quit
|
|
!
diagnostic bootup level minimal
diagnostic monitor syslog
|
spanning-tree mode rapid-pvst
spanning-tree extend system-id
|
|
!
redundancy
mode sso

class-map match-any system-cpp-police-topology-control
description Topology control
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. show tech-support platform mld_snooping

class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data, LOGGING

class—-map match-any system-cpp-default
description EWLC control, EWLC data, Inter FED

class-map match-any system-cpp-police-sys-data
description Learning cache ovfl, High Rate App, Exception, EGR Exception, NFL SAMPLED
DATA, RPF Failed

class—-map match-any AutoQos-4.0-RT1-Class

match dscp ef

match dscp csé6

class-map match-any system-cpp-police-punt-webauth
description Punt Webauth

class—-map match-any AutoQos-4.0-RT2-Class

match dscp cs4

match dscp cs3

match dscp af4l

class-map match-any system-cpp-police-121lvx-control
description L2 LVX control packets

class-map match-any system-cpp-police-forus
description Forus Address resolution and Forus traffic

class-map match-any system-cpp-police-multicast-end-station
description MCAST END STATION

class-map match-any system-cpp-police-multicast
description Transit Traffic and MCAST Data

class-map match-any system-cpp-police-12-control
description L2 control

class-map match-any system-cpp-police-dotlx-auth
description DOT1X Auth

class-map match-any system-cpp-police-data
description ICMP redirect, ICMP_GEN and BROADCAST

class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual

class-map match-any system-cpp-police-control-low-priority
description ICMP redirect and general punt

class-map match-any system-cpp-police-wireless-priorityl
description Wireless priority 1

class-map match-any system-cpp-police-wireless-priority?2
description Wireless priority 2

class-map match-any system-cpp-police-wireless-priority3-4-5
description Wireless priority 3,4 and 5

class-map match-any non-client-nrt-class

class-map match-any system-cpp-police-routing-control
description Routing control and Low Latency

class-map match-any system-cpp-police-protocol-snooping
description Protocol snooping

class-map match-any system-cpp-police-dhcp-snooping
description DHCP snooping

class-map match-any system-cpp-police-system-critical
description System Critical and Gold Pkt

|

policy-map system-cpp-policy

class system-cpp-police-data
police rate 200 pps

class system-cpp-police-routing-control
police rate 500 pps

class system-cpp-police-control-low-priority

class system-cpp-police-wireless-priorityl

class system-cpp-police-wireless-priority2

class system-cpp-police-wireless-priority3-4-5

policy-map port child policy

class non-client-nrt-class
bandwidth remaining ratio 10
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interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

no ip address
speed 1000
negotiation auto

interface GigabitEthernetl/0/1

switchport mode access
macsec network-link

interface

interface

interface

interface

interface

interface

interface Vlanl
no ip address
shutdown

ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server

ip access-list extended AutoQos-4.0-wlan-Acl-Bulk-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

GigabitEthernetl/0/2
GigabitEthernetl1/0/3
TenGigabitEthernetl/1/1
TenGigabitEthernetl/1/2
TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

22

465

143

993

995

1914

ftp
ftp-data
smtp
pop3

show tech-support platform mld_snooping .

ip access-list extended AutoQos-4.0-wlan-Acl-MultiEnhanced-Conf

permit udp any any range 16384 32767

permit tcp any any range 50000 59999

ip access-list extended AutoQos-4.0-wlan-Acl-Scavanger
range 2300 2400

range 2300 2400

range 6881 6999

range 28800 29100

permit
permit
permit
permit
permit
permit
permit
permit
permit

ip access-list extended AutoQos-4.0-wlan-Acl-Signaling

tcp
udp
tcp
tcp
tcp
udp
tcp
udp
tcp

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q

1214
1214
3689
3689
11999
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. show tech-support platform mld_snooping

permit tcp any any range 2000 2002
permit tcp any any range 5060 5061
permit udp any any range 5060 5061
ip access-list extended AutoQos-4.0-wlan-Acl-Transactional-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

|

|

|

ipv6 access-list preauth ipvé_acl
udp any any eq domain
tcp any any eq domain

permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
tcp
tcp
tcp
tcp

icmp
icmp
icmp
icmp
icmp

any
any
any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any

any
any
any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any

deny ipv6 any any

control-plane

service-policy input system-cpp-policy

line con O
stopbits 1
line aux O
stopbits 1
line vty 0 4

login

line vty 5 15

login
|
|

mac address-table notification mac-move

————— show switch

————— show ipv6 mld snooping address

Act

Gr
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oup

| Include Ready

188b.9dfc.eb00

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

443

1521
1521
1526
1526
1575
1575
1630
1630
1527
6200
3389
5985
8080

nd-ns
nd-na

router-solicitation
router-advertisement
redirect

udp any eq 547 any eq 546

udp any eq 546 any eq 547

i FF02::5:1
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show tech-support platform mld_snooping .

123 FF02::5:1 mld v2 Gi2/0/1

Device#

W7 40—V ROBEMKIZEB T,

o< R avw Uk SR BA

ipv6 mld snooping MLDV2 7u N /L AX—¥ v 7%
H— VAN LET,

show ipv6 mld snooping MLDV2 A X —¥E o JIEREFR L E
e

show tech-support platform T =NV AR— MUEHT 577 > b
74— LT OFEMEmAE R R LE
ﬁ‘o

SRAFLEEOTUR .
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. show tech-support port

show tech-support port

T = AN R— M 2R — FEEOE R AR R T 5121%, Kk EXEC £ — R T show
tech-support port =~ > RZ#H L £,

show tech-support port

XD EREA Zoawy REEIEELITF—TI—FNEH Y A,
avY R E—F KiHE EXEC (#)
v FER =2 EENE
Cisco 10S XE Gibraltar 16.10.1 Tooawy RREASHE LS,

FEHEDHA K54 > showtech-supportport =< > ROHNIFIEFICES 2D £3, ZoOHNE2RI AT LI
I, B— I NVDOEZALAERA N —Y FREFIVE—NTI7 ANV AT AT, ZOMh%E
7 7 AN XA L7 hLET (72 & 21E. show tech-support port | redirect
flash:filename) .

Zoawy ROMMZIKROa~y RRFERENET,
» show clock
» show version
+ show module
« show inventory
» show interface status
« show interface counters
+ show interface counterserrors
» show interfaces
« show interfaces capabilities
« show controllers
+ show controllersutilization
+ show idprom interface
+ show controller ethernet-controller phy detail
» show switch
» show platform software fed switch active port summary
« show platform software fed switch ifm interfaces ethernet

» show platform software fed switch ifm mappings

. SAFLEEOTUR
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+ show platform software fed switch ifm mappings|Ipn

» show platform software fed switch ifm mappings gpn

+ show platform software fed switch ifm mappings port-le
« show platform software fed switch ifm if-id

+ show platform software fed switch active port if_id

IZ. show tech-support port =2~ > ROHAHIZR L ET,

Device# show tech-support port

Port Receive Utilization Transmit Utilization
Gil/0/1 0 0
Gil/0/2 0 0
Gil/0/3 0 0
Gil/0/4 0 0
Gil/0/5 0 0
Gil/0/6 0 0
Gil/0/7 0 0
Gil/0/8 0 0
Gil/0/9 0 0
Gi1/0/10 0 0
Gil/0/11 0 0
Gil/0/12 0 0
Gil1/0/13 0 0
Gil/0/14 0 0
Gil1/0/15 0 0
Gil/0/16 0 0
Gil1/0/17 0 0
Gil1/0/18 0 0
Gi1/0/19 0 0
Gi1/0/20 0 0
Gil/0/21 0 0
Gil/0/22 0 0
Gi1/0/23 0 0
Gil/0/24 0 0
Gi1/0/25 0 0
Gil/0/26 0 0
Gil1/0/27 0 0
Gil1/0/28 0 0
Gi1/0/29 0 0
Gi1/0/30 0 0
Gil/0/31 0 0
Gil1/0/32 0 0
Gi1/0/33 0 0
Gil1/0/34 0 0
Gi1/0/35 0 0
Gil1/0/36 0 0
Tel/0/37 0 0
Tel/0/38 0 0
Tel/0/39 0 0
Tel/0/40 0 0
Tel/0/41 0 0
Tel/0/42 0 0

show tech-support port .
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. show tech-support port

Tel/0/43 0 0
Tel/0/44 0 0
Tel/0/45 0 0
Tel/0/46 0 0
Tel/0/47 0 0
Tel/0/48 0 0
Tel/1/1 0 0
Tel/1/2 0 0
Tel/1/3 0 0
Tel/1/4 0 0

Total Ports : 52

Total Ports Receive Bandwidth Percentage Utilization : 0
Total Ports Transmit Bandwidth Percentage Utilization : 0
Average Switch Percentage Utilization : O

*Sep 7 08:57:24.249: No module is present

W7 40—V ROBEMKIZEB T,
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show tech-support resource .

show tech-support resource

AL v FOV Y —AEREFRRT HI1E, FibE EXEC & — K C show tech-support resource =
~U REEEHLET,

show tech-support resource

XD Ioawry RZEBIEELEF—TY—FEH D THA,
avY RE—FK ¥5HE EXEC (#)
av Y FERE )1)—=x EENE
Cisco I0S XE Amsterdam 17.2.1 Zoavwr  RPREAINELE,
I IZ, show tech-support resource =~ > KOl 2R LE T,

Device> enable
Device# show tech-support resource
—————————————————— show clock —--------—--——--—-—----

*17:57:36.220 UTC Fri Jun 4 2021

Cisco IOS XE Software, Version 17.03.03

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.3.3,
RELEASE SOFTWARE (fc7)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

Compiled Thu 04-Mar-21 12:32 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2021 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 17.5.2r, RELEASE SOFTWARE (P)

stack-nygcr8 uptime is 3 weeks, 1 day, 19 hours, 18 minutes

Uptime for this control processor is 3 weeks, 1 day, 19 hours, 21 minutes
System returned to ROM by Reload Command

System image file is "flash:packages.conf"

Last reload reason: Reload Command
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. show tech-support resource

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
dna-advantage Subscription Smart License dna-advantage

AIR License Level: AIR DNA Advantage
Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco C9300-48S (X86) processor with 1331521K/6147K bytes of memory.
Processor board ID FCW2315G10C

2 Virtual Ethernet interfaces

224 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

100 Ten Gigabit Ethernet interfaces

16 TwentyFive Gigabit Ethernet interfaces

16 Forty Gigabit Ethernet interfaces

48 Five Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : 4c:bc:48:97:ec:80

Motherboard Assembly Number : 73-19406-03C

Motherboard Serial Number : FOC23122J45

Model Revision Number : A0

Motherboard Revision Number : 07

Model Number : C9300-48s

System Serial Number : FCW2315Gl0C

CLEI Code Number : INM2900ARB

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48s 17.03.03 CAT9K_TOSXE INSTALL

Configuration register is 0x102
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Building configuration...

Current configuration : 31750 bytes

show tech-support resource .

! Last configuration change at 17:55:02 UTC Fri Jun 4 2021

!
version
service
service
service

17.3
timestamps debug datetime msec
timestamps log datetime msec

call-home
platform punt-keepalive disable-kernel-core

hostname stack-nygcr8

vrf definition Mgmt-vrf

address-family ipv4
exit-address-family

address-family ipv6
exit-address-family

logging buffered 1000000
|

no aaa new-model
boot system switch

switch
switch
switch
switch
switch
switch
switch
switch
softwar

1
2
3
4
5
6
7
8

e

provision
provision
provision
provision
provision
provision
provision
provision

all flash:packages.conf
c9300-48s

c9300-48p

c9300-24u

c9300-24s

c9300-48p

c9300-24ux

c9300-48un

c9300-48uxm

auto-upgrade enable

ip domain name byodis

login on-success log

no device-tracking logging theft

crypto pki trustpoint TP-self-signed-1829944574

enrollment selfsigned
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subject-name cn=I0S-Self-Signed-Certificate-1829944574
revocation-check none
rsakeypair TP-self-signed-1829944574

crypto pki trustpoint DNAC-CA

enrollment mode ra

enrollment terminal

usage ssl-client

revocation-check crl none

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

crypto pki certificate chain
certificate self-signed 01

30820330 30820218
31312F30 2D060355
69666963 6174652D
33375A17 0D333130
4F532D53 656C662D
34343537 34308201
0A028201 0100DDCC
E69AA12C 434C6ECE
0700AC7C 55B79266
4F363522 A3CA9E43
4B625216 F5DD11CO
99DD3D44 2F55BB2E
CDD33E49 7B814E3D
D3C6B337 E768E664
4B968C9E 92E10203
301F0603 551D2304
28301D06 03551DOE
300D0609 2A864886
EE8C0514 21ECC597
509946C4 F1DC5E8D
448A1E05 0C726EA7
BODF87FE E255864C
5F13A7CC 2C5A6BA9
85274D7A 994A8543
CCBF2032 9D03BF11
B355144A FC6CC495
quit

A0030201
04031326
31383239
35313232
5369676E
22300D06
BE7D66CE
98A34568
C628FES55
736CATA9
B667F9D4
ED85826F
03C90538
10FF3E35
010001A3
18301680
04160414
F70D0101
24BC3B3B
10184A79
6F641AA9
5DC87D26
052E8D13
F6D8B8B1
92FB4D62
8058EFB2

crypto pki certificate chain

certificate ca 43338DDB13667FF821F1D6502649F8926E67C11C

308203A5 3082028D
67C11C30 0D06092A
36613236 3864642D
65306431 16301406
0355040B 0C104369
32303431 30315A17
030C2437 36613236
62656137 65306431
19301706 0355040B
06092A86 4886F70D
74C29B94 6E2AQFAL
8C7D9D3B AFDD99D2
EED21295 B20CACB3
66595D17 EBES521A2
5CFA6105 C783F6C6
626C2AC5 6B4532DA
D459851C 5C45875A
0892726B BB7CD254
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A0030201
864886F7
38393936
0355040A
73636F20
0D323430
3864642D
16301406
0C104369
01010105
A45D07B3
235098C5
24273372
E3AA10BF
3D414CB9
39429736
88619DF5
FFE9AEAA

TP-self-signed-1829944574

02020101
494F532D
39343435
32313233
65642D43
092A8648
FFE20EF3
870DF666
1CA371A0
4C350C13
1A6681E1
91AE530E
C410F9F4
93624B3F
53305130
14FDB525
FDB52561
05050003
D72A34CB
33050AC0
6A6172CO0
339309D3
6D27B405
9E94AAA9
8AA3A09D
4CF83651

DNAC-CA

02021443
0D01010B
2D366138
0C0D4369
444E4120
31313832
38393936
0355040A
73636F20
00038201
FD560BEC
C5B56FD1
DF15FBAB
7T66F3A83
AS5A572E6
55D99A14
22220D6C
769395F5

300D0609
53656C66
3734301E
375A3031
65727469
86F70D01
725757F3
CC4CO9EA
B5C47C4D
F4C2B5EC
197B2C18
968AD28F
59147E4F
187AD6A4
0F060355
614E9C81
4E9C8140
82010100
CBF950CC
8CD235DA
4E2EAB90
813E0B66
41984D8C
AA660F19
374DB7DD
149BA5SDB

338DDB13
05003062
322D6533
73636F20
43656E74
30343130
2D366138
0C0D4369
444E4120
0F003082
0603B1C4
3EFC8258
A396FB54
8046F031
FEB4CDOF
4A69D702
B689FEGF
1A930E7B

27864886
2D536967
170D3231
312F302D
66696361
01010500
6FAFCT721
A80AE81C
5445996A
59EDEAEC
E7767A0A
36767EEE
083B4143
55C404BE
1D130101
4060EFC6
60EFC634
2EACES5C4
82BADAE2
501C47BA
CF758F0B
FD916E73
DDB15B21
951E2DB8
8566452B

667FF821
312D302B
65352D34
53797374
6572301E
315A3062
322D6533
73636F20
43656E74
010A0282
8B140AA3
6FD37FEE
FF348FB1
26F0A642
DI9B66208
158469D6
989C8573
4ADOB5C6

F70D0101
6E65642D
30353132
06035504
74652D31
0382010F
94D4D60B
D607FAA3
OE6ADFBO
D7D74EF4
B798E120
4597726E
40482C56
F1993665
FF040530
349A80E2
9A80E28B
6BB136ES
F58CD72B
6920B007
08A5F319
2319F717
11E06F27
EA473526
4DEAOAF4

F1D65026
06035504
36663366
656D7331
170D3231
312D302B
65352D34
53797374
65723082
010100AF
A69877B8
1783B463
B3A34B49
609CF57D
D253F222
S5F6A6CBFE
2E5492EE
603D2B02

SRTLEEITUFR |

05050030
43657274
32323132
03132649
38323939
00308201
6233AD79
A8B3022E
ClFF962D
BF4ECET77
D4616BCB
2D997AA0
0CES5D3CD
B18FC6A3
030101FF
8BOF25F9
0F25F928
28204E25
BEOAOBBY
FDF82BD3
83D42DA1
6F8EF279
D36723F6
89ED4161
5B0OD88B1

49F8926E
030C2437
62656137
19301706
30343233
06035504
36663366
656D7331
0122300D
43FF5F25
6FAE6348
A490022A
59B1113A
6F6BCE6C
A2DEFEB9
A311BO98F
9F69E108
03010001
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A3533051
76D4DD30
D376D4DD
010B0500
DF2750DC
EOB0153A
7108D675
A4EEEAQ7
C4E206FB
99DB5D14
42781701
582F1A97
quit

301D0603
1F060355
300F0603
03820101
7D146E0D
447E9CC3
5859CC7E
73F92A61
8E2A236A
4DO0CBF8
C5FC45C2
E5AF26B5

551DO0E04
1D230418
551D1301
00719B9F
094F17C6
4A87B2D2
C2AABAAY
9B6AE6IF
D3A2D012
EF67CE28
D8BOCES82
65

crypto pki certificate chain
certificate ca 01

3082031B
2F310E30
6E73696E
5A170D33
636F311D
56308201
01009C56
F1AEBFDE
179196FA
DDI9F27B4
3EBC1385
AEC48C68
7CE521B5
6D081172
01C50203
1D130101
4D1BB702
F1B1lF2AE
DF07E06C
EDA6462F
005A282F
11872DEO
07B2BDED
C3215B87
CF52CF22
quit
|
|

license boot level network-advantage addon dna-advantage

30820203
0C060355
6720526F
33303432
301B0603
22300D06
7101D61E
B67BD6AD
4FB3F2ED
517C2BDE
2D9BADI98
F6D45267
F277EBF6
26916B41
010001A3
FF040530
36E664CB
AET7D2F9C
AAQOF4325
CFC43967
8B518A5A
CF1200D0
DFC1605B
6FC74304
50A7D23E

A0030201
040A1305
6F74202D
34323135
55040313
092A8648
DF2EBCC3
7DAD7B43
3942C756
DOEB5BY9A
68D3AEQ07
OE365F44
03B7BOA4
FBO7DF42
42304030
030101FF
EC8B6530
AB0351C3
9FB4C4AE
C024AB32
8C6FI9B3C
D1018FD9
4D16007B
241E59D7
FA9F6B0O7

license smart transport off
<output truncated>

160414CC 002C9091
30168014 CC002C90
01FF0405 30030101
S5D4AFTFFE 29071394
6A8559E6 O90FEAILE
9AT52F09 776CE638
C1027074 3B2E0195
379F3F77 CEF6A89B
DEDBB99D 8DEI1C4Al
ACT77AEL17 88ECDAAS
1306D4E4 7C617076

SLA-TrustPoint

02020101 300D0609
43697363 6F311D30
20444556 301E170D
3534335A 302F310E
144C6963 656E7369
86F70D01 01010500
BA7AEODB B241B3B4
F582753B FFCC1CAS5
BEF1CAOA9 CC98ATAT
787BA085 DI9BBFO003
5C27987C 6B814B99
B4456E11 96DCB950
958C9C7D 5460C20B
EBO9B9408 EC346138
0E060355 1DOF0101
301D0603 551D0EO4
0D06092A 864886F7
29E3F1AE 982DF11F
2080F675 8C3B7ACS
EE3CCDCF AO04B9DAE
AABA3446 32EF3A75
AC685968 167E421C
68723E25 55908512
C7C02C6D BD3042F5
FBOF6386 9DCC3BBC

065EESET
91065EE9
FF300D06
1E82BF02
E2734F18
4404391F
02F2822C
0270F25F
D4BE3AEC
199F7F88
FB562A07

27864886
1B060355
31333034
300C0603
6E672052
0382010F
328A9B00
AT7841A07
FOE43724
FO0563BEQ
0686B14A
233C8ADB
CEF9CCFC7
23FBD8C4
FF040403
16041443
0D01010B
S5E3C90F6
4EAAAQ3E
1BBABBDA
C2F45450
9BC394ED
4EEBOA70
196E8133
65250693

003B5F10
E7003B5F
092A8648
TF8BF38E
4A7D8647
F898179E
14B7F168
2319E4FD
97A2CDE3
9F513851
A3CAF126

F70D0101
04031314
32343231
55040A13
6F6F7420
00308201
EB8B8ASODO
6934D3AF
DI9E61D47
A4450C8F
5F61753C
9FEEBAF1
14B80F58
19909697
02010630
214521B5
05000382
00B3CDED
C5B50A2F
C8DF5587
7TA9BCFEFD3
9BC85463
B2AT74C2A
TA4446A4
38CF6BA6

show tech-support resource .

ED1A1ED3
10EDIALE
86F70D01
796BDEC7
A1AD4190
73752372
EC4F91D1
3795DFB6
7DB719FC
37ECCA2F
5B860C56

0B050030
4C696365
35353433
05436973
2D204445
0A028201
2AAB86F5E
99078EF6
89E9ET792
127B5583
813089E6
2B5F3BB6
B5268947
A30845F3
0F060355
FB217A1A
01010085
5A1491FB
670AFF87
CF51CBI1C
0C8BES4A
83B28146
CB1EC882
81216E70
CB8EFD
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. show version

show version

REO—RINTWEY 7 b7 =T DFREN— R 2T BLOT A AEREFTRT DI
1. = —¥ EXEC &— F£7213%# EXEC = — R T showversion =< > R&FEH L £,

show version [{switch node}][{installed | provisioned | running}]

BX DA switch node (EE) 1 DOAAL v TFORERETEET, T 74V NI, AF v Tk
DY AT LAHNDTRTDAAL v FTT,
running EE) BEFITIN TV 7 7 A T D ERERELET,
provisioned (EE) 7rEeVa=r 78RN T0W5 Y7 b7 7 7AWl 5 1ERE
fBELET,
installed RPICA VA F—=ILENTWDE YT by =T IZET A EREFEE L E T,

user-interface | —H A L F —7 = RTEET D T 7 A VBT HIEREIEE L £,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FK = —% EXEC (>)
4 ke EXEC (#)

av Yy FER J1)y—= EEAR
Cisco I0S XE Everest Zhawr RNEAINE LA,
16.5.1a

FEHEDHA KSq4y DXL RTE, 785 ATBIEFITPO CiscolOS V7 U =7 D/3— 5 /. ROME =
BLT—=T7T93a VT hy=2TOR=Var BIOVATLAAEY OEEZET/N—F
Y TRERRICOWTOFFRNETRENET, 2Oa~ L RTCREY 7 N7 e n— K770
W OB RPERENL D, ZOa~vy Ko ldshowhardwarezi~ > Ko LR LT
4 (show hardware =~ > FiZ showversion =~ FDa~< > RoA U7 2 TY) |

show version =< Rid, BEFIZIIROEREZREL L F7,
o« VT hU = TIEH
e XA LD CiscolOS A A—TDNRX—T g
e AA D CiscolOS £ A—DfE (74 —F vk 1)
*ROM DT — + 7 7 A )L DIFT & 47
T =TT aA A= DNRN=V gy (F Ty h T4 —DbIlLoTHRRD)
o T AEH O

L] 5““/\‘/( XZ{
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show version .

o« VAT HOEIEAR]
« VAT ADY m— ROHH

* config-register ix it

s RIEID Y 1 — RE D config-register X E (77 v M7+ — AL >THERRD)
= R =T H#H

T T N T F—LEAT

eIty AT

Tty =Ry JEVa

cHHINTWDHIALS Y (Trkyd) A€ OFRE

cHEHEINTND VO AEY DR E

HHENTVWDELAATDTT v a AT ORE (FTv M7+ —AlTk->THA

%)
« 7mty¥R—FKID

Zoa<wy ROHIIoERITRO LB TI,

Cisco IOS Software, <platform> Software (<image-id>), Version <software-version>,
<software-type

Technical Support: http://www.cisco.com/techsupport
Copyright (c) <date-range> by Cisco Systems, Inc.
Compiled <day> <date> <time> by <compiler-id>

ROM: System Bootstrap, Version <software-version>, <software-type>
BOOTLDR: <platform> Software (image-id), Version <software-version>, <software-type>

<router-name> uptime is <w> weeks, <d> days, <h> hours,

<m> minutes

System returned to ROM by reload at <time> <day> <date>

System image file is "<filesystem-location>/<software-image-name>"
Last reload reason: <reload-reason>Cisco <platform-processor-type>
processor (revision <processor-revision-id>) with <free-DRAM-memory>
K/<packet-memory>K bytes of memory.

Processor board ID <ID-number

<CPU-type> CPU at <clock-speed>Mhz, Implementation <number>, Rev <
Revision-number>, <kilobytes-Processor-Cache-Memory>KB <cache-Level> Cache

ZOHIDOT 4= ROFTINZOWTIE, ] Z2ZRLTZ30,

showversion # A/J 3% &, IOSXE Y 7 b7 =7 DO/NX—V 3 EI0SXE Y7 MU =T /R R
AMFRINET, TONRY RUVIE, A v TFTIHEITENDY 7 N =T DERREY b
WS 2 —EO@ERI Ny r—UNEENTVET,

show version running =~ > N, AA v F THREEITIN TWEE A DRy r—TD ) A |k
ERRFLET, A VAP E—RTEBLEZSGS, @IS L7 e ya=rr 77 A
JNZY A RENTNWDE ARy r—U Oy MR T, N FLE— RNCTEE LGA, @
IR RILVIZEEFNTWA R —20y M2 £4,
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. show version

showversionprovisioned =~ > Rix, 7RV a=vr a8z v r—%y MCET 5 1E®
BRRALET,

YKIZ, Cisco Catalyst9300 2V — X XA+ F T showversion 2~ > RO Al ZR L
iﬁ—o

Device# show version

Cisco IOS XE Software, Version BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.10.20180903:072347

[v1610_ throttle-/nobackup/mcpre/BLD-BLD V1610 THROTTLE LATEST 20180903 070602 183]

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 03-Sep-18 11:53 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.10.1r, RELEASE SOFTWARE (P)

C9300 uptime is 20 hours, 7 minutes

Uptime for this control processor is 20 hours, 8 minutes
System returned to ROM by Image Install

System image file is "flash:packages.conf"

Last reload reason: Image Install

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
dna-advantage Subscription Smart License dna-advantage

. VATLEEOTUF



| vx7o8@Ba<or

show version

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco C9300-24U (X86) processor with 1415813K/6147K bytes of memory.
Processor board ID FCW2125LOBH

8 Virtual Ethernet interfaces

56 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 TwentyFive Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
1638400K bytes of Crash Files at crashinfo-2:.
11264000K bytes of Flash at flash:.

11264000K bytes of Flash at flash-2:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 70:d3:79:be:6c:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPX

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U

System Serial Number : FCW2125LOBH

Switch Ports Model SW Version SW Image Mode

* 1 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL
2 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL

Switch 02

Switch uptime : 20 hours, 8 minutes

Base Ethernet MAC Address : 70:d3:79:84:85:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPK

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U0

System Serial Number : FCW2125L03W

Last reload reason : Image Install

Configuration register is 0x102

IZ, Cisco Catalyst 9300 > U — X A A » F T show verson running =~ > K& AL
T 2AURRAE I DWMBGTDAA v FTEIEFATSN TN DNy =PI 51
WERTTDHERLET,

Device# show version running
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991bae5b94de0df8083550£827a3c01756c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvle 10 0 101 2,

status: active
Role: rp base
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show version

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: n/a

Package: guestshell, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: active

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%a926acc6be0541440b8d7

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
active

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg, on:
RPO/0

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: active

Role: srdriver

File:
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show version .

/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: active

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

WIZ, 2ANARE T DT T 4T AA v F T b Cisco Catalyst 9300 V) — & A
A 7T show version provisioned =~ > K& AN LTI=BEDOHZ R L £7, show
versonprovisioned 2~ Rix, YrbEVa=r 7 &y r—Y%y MEENT
WHNRy r—UICBlT S ERER T LET,

Device# show version provisioned
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991baebb94de0df8083550£827a3c01756¢c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp base

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: guestshell, version: BLD V1610 THROTTLE_ LATEST 20180903 070602 _Vle 10 _0_101_2,
status: n/a

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%9a%926acc6be0541440b8d7

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: n/a

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: n/a

Role: rp daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885
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show version

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:

n/a

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE_LATEST_ 20180903 _070602_V16 10 _0_ 101 2.SSA.pkg, on:
RPO

Built: 2018-09-03 13.11, by: mcpre
File SHAl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: wlc, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
n/a

Role: rp_wlc

File: /flash/cat9k-wlc.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: ada2lbb3d57elb03e5af2329503ed6caa7236d6ée

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: n/a

Role: srdriver

File:
/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: espbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vlée 10 0 101 2,
status: n/a

Role: fp

File:
/flash/cat9k-espbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: ESPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 1a2317485£285a3945b3lae57aa64c56ed30a8c0

Package: sipbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vle 10 0 101 2,
status: n/a

Role: cc

File:
/flash/cat9k-sipbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: ce821195f0c0bd5e44£f21e32fca76cf9b2eed02b

Package: sipspa, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a
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show version .

Role: cc_spa

File:
/flash/cat9k-sipspa.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 54645404860b662d72f8ff7fa5e6e88cb0960e20

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: n/a

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

5 8: show version running D 7 « — )L F DR 8A

J4—JL K|

Package: & DY TR r— T D4,

version: B DY TR r—DR— g

status : FEEDA—INNA PR a2 — VIR L TR T —UNT I T 4 T ThDHNIET 7
T4 T ThHDHNN

File: Bx DI =T 7 A NDT 7 A NH,

on. DR T —=UNFEITENTWDT 7T 4 TERFRZ N DA—r3, FD

Zn vy A,

Built: fEl % D23y r— P PMERR S U= B A,
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. system env temperature threshold yellow

system env temperature threshold yellow

AT —DLEWVMEZRET D, fZe—LLy FORELEWVEOELRET D12, 7
o—sL a7 4 Fab—g avy RT system env temperature threshold yellow =~ >
REHEHALET, 7740 MEICERTICIE, Z0a~r Fono BREEHAL £,

system env temperature threshold yellow value
no system env temperature threshold yellow value

BX DA

Vble fto—b Ly ROLEVMEDEZIEELET (BRK) , fFETX2&MIZ10~25T
—é—O

AR TFIHILE

T 74/ MERKRDO LB TT,

RIGBRELEWVMEDT 74U ME

FINAR |[4TA—ELYED | Ly
= N

Catalyst 14 °C 60 °C
9500

DLy ROBRELEWVESRET S I LIITE R AL

AR E—F

Ja—) a7 4 F¥al—T g

avy FERE

Jiy—=x EERNA
Cisco IOS XE Everest Zoavwr RRNEAINE L,
16.5.1a

FEREDAA RZM4 Y

TV —=v by ROLEWEZRET DI LI TEEEAN, A2 —DLEWEEZRET D
ZLEFTEET, AT =L Ly FOLIWEDEZEEL T, A To—D LI VWVEEZHRET
5I21%, system env temperaturethreshold yellow value 7 e — )L 237 4 Fab— 3 v

avy REHBALET, 2E2E, Ly RLEVMER66°C DAL, A = —LEWMEE 5]
CCIZRRET DITIE. LEVMEDZEL 15 ITRET H72HIT,  system env temperature threshold
yellow15 a2~ REEHLET, & 2iE, by RLEUVMED 60°C DHFEIC, f=r—1L

TUMEZE SICCIZHET HITIE, LEVWVEDEEZ 9ITHRET H7-0IT, systemenvtemperature
threshold yellow 9 =~ > F&HA L £,

)

GE) TS ANEOBEE L Y —CTU AT ANOBREZNET D728, £5°C DZENET 5 AlHE

WY ET,

P
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system env temperature threshold yellow .

Bl WOBITIH, fTa—k Ly RO LEWMEDEE 15 ICBET 5 HikeRLET,

Device (config) # system env temperature threshold yellow 15

Device (config) #
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traceroute mac

FBEDEEITLMAC 7 RLUANLIBEDS N MAC 7 RLAE TE/ry R EIBT 5L A
2 X2 HFRT HITIL, FikE EXEC E— RN T traceroutemac =~ > Rafdif L £,

traceroute mac [interface interface-id] source-mac-address [interface interface-id]
destination-mac-address [vlan vlan-id] [detail]

BXDEREA

aAavU R FI4ILE

inter face interface-id R FELELIIET A A LDA I =T = ZEHRELF

(
ER

source-mac-address  SEEITLT A AD 16 HIERD MAC 7 KL A&,

degtination-mac-address 5 57 /34 2D 16 #EERD MAC 7 R L %,

vlan vian-id (BB BETT A ANDLIHT NA AL TE Ny "REERT 5
LAY2DR_ A% L —ATAHVLANZIRELE T, HHETE 5 VLAN
ID O#FIZ 1 ~ 4094 T4,

detail (EE) MMz RT oL 2mELET,

77 4V F OEBHEREIZH Y TR AL

ARV R E—F Frite EXEC

avy FER J1)—= EEAR
Cisco I0S XE Everest Zoavwry RREAINE L,
16.5.1a

EREDAARZA

LAY20D b b—A/)L— & EYNIHEEE ¥ 521X, CiscoDiscovery Protocol (CDP) 723 % w h
V=0 DFXTDT A ATA =TI 5> TWDRERHY £3, CDPET 1 E—T7 /T
T5HZ LTSI E,
FRAANLAF2RANTLA T2 FL—Zb— 2P R —F LTWARWT A 22 %L
et T AL A Y2 L—R7 2V ZEE LT, #4277 MILET,

INAN TR ATRE 7R e R AR » 7 801% 10 T,

LA ¥ 2traceroute 1T2=F v A~ NI 7 4 w72V R—FLET, LT H¥ X DOk
BIRETITSEAEMACT RLAZIEL TH, MR ASAFF R ST, =7 — A vte—¥
DEREINET,

BESNEEETLB L O%%LT RUANE L VLAN ICH D34, traceroutemac =~ > N
LAY 232 2F R LET,

B AVLANICH AEETLB I OSELET FLAZEELEES. LA V23 33A &,
TT— AvE—URRRINET,
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traceroute mac .

EETLETITFESE MAC 7 R L AREHD VLAN IZBT A541%. EELE L U%%E MAC 7
RLZADMWGFHRE LTS VLAN 2 8ETHHLERNH Y £3,

VLAN ZfE L7gW &, RAFGRMEn T, =7 — A ve—UBFRRrEINET,

BEOIEBENANT N LT 1 OOR— MR SN TWDIES (72 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RXR—N 1 DDR— s THRHEINTZEHE, LAY 2 R 3IBEINT, =5—
Ay—UNREFSNET,

ZOMEEEIX., F—2 VU 7 VLAN Tl R—FEREHA,

1

ROFITIE, FETLBLOSEAEMACT FLAZIEETHZ LT, LA V2D 2%
RKRTHHEERLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOFITI, detaill ¥— U — FEFEHT22L T, LA V2O E2ERT D HEER
L/i—a—o

Device# traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 / WS-C3750E-24PD / 2.2.6.6 :

Gi0/0/2 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con?2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ROBITIE, EETB LT A ADA U F—T =2 A ALEETLHZET, LA
Y2DONRARRTRT D HEERLET,

Device# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)

con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

va7igEavo R )



SRFLEEIATUFR |
. traceroute mac

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOBITIE, T ANRKETLT A AR SN T RNGEEDO LA ¥ 2D/ R %

ZT—\‘ L/ji—g—o

paflls

Device# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C3750E-24TD] (2.2.5.5)
con5 / WS-C3750E-24TD / 2.2.5.5
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOFITIE, T3 ANEETTMAC 7 KL ADSEHEAR— ERIETE R0V gEED L
A¥ 2D 2R LUET,

Device# traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

OB TIE, FMETB IO T NA ARERRD VLANIZHDHED LA ¥ 2 DI/RA
R LET,

Device# traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

WOFITIL, SEHEMACT RLANRSALF XY AN T RLADEAD LAY 2 DI/RA
%i—\‘ [_/i‘j‘o

Device# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address

OB TIE, FMETB LV T A ADBEED VLANIZHDHED LA ¥ 2 DI/RA
wRLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.
Layer2 trace aborted.
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traceroute mac ip .

traceroute mac ip

FREOREFEITLIP 7 RVRAEIIARA MG, HEDSEIP 7 RUAE TR A MM & @i
FTHNRT Y FDOLA Y2 RERKRT HITIE, KM EXEC £— R Ctraceroutemacip =~ K
EHEALET,

traceroute mac ip {source-ip-addresssource-hostname} {destination-ip-address destination-hostname}
[detail]

B DEREA

aAvU R FI4ILE

source-ip-address 32 'y hoofif (K MfE 10 #EED) THESHERETT /A AD
IP7 RL A

source-hostname YEAZTET A ADIP KA N,

degtination-ip-address 32 £ FOfE (K MMt 10 #EEL) THE S5 T 31 ZAD [P
7 RL A,

destination-hostname %5 45 /34 2D IP 75 A M4,

detail (EE) EMERA R T2 L9 BELET,

77 AV N OEIERIEILD D FE A

aTURE—F e EXEC

avy FERE )1)—= EEAR
Cisco 10S XE Everest o=y RREASNE L
16.5.1a

FREDHA FSA4 Y

LAY2D b L—A)L— N & EYUNIHEEE X 5 121E, CiscoDiscovery Protocol (CDP) 723% v h
V=0 DET N ZATA R—=T I o TWAHMENRHY £¥, CDPEZT 4 E—7 T 5T
BT T IEE N,

FNRAANMLA T 2RNANTLA T2 FL—Z— R E2HR— K L TWRNDT SN ZEREL
e, T AFLAY2 hL—R 72U ZEE LET. A4 L7 7 MCLET,

INAWN T ATRE 7R e R AR » 7 801% 10 T,
BEINTEEE LB LOEDIP T FLARFE—OH 7 %y NNIZH DA, traceroutemac
ipa~y FHZVA V2 X2 E2RRLET,

IP7 RLAZRE LEEA. T /351 A% Address Resolution Protocol (ARP) ZfEH L. IP 7 K
LA & Z ﬂﬁ#éNMCTIvx£i$WANm%ﬂméﬁi¢o

cFREDIPT RLAD ARP D F U BHEAELTWDLIEA, 734 AT Sz
MACT7 RV AZBEHL, WE/SXZ#HEI L E7,
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. traceroute mac ip
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«ARP D M UMNIFELRWEE, T8 AL ARP 7= U Z%[E L., IP 7 R L R & ik
LEoERDFET, IPT7 RLRZFE—OH 7%y MCHAVLERHYET, IPT FLXZ
DR SN2 WA R, SRR EN T, =7 — X ve—URFRINET,

Device# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C3750E-24TD / 2.2.6.6 :
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

Device# traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on conb
con6 (2.2.6.6) :G6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Fal0/1

Destination 0000.0201.0201 found on con2
Layer 2 trace completed

| BRZSEN R

BEOIEBENANT 2N LT 1 OOR— MIER SN TWDIES (722 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RXR—N 1 DDFR— s THRHEINTZHE, LAY 2 R 3IEINT, =5—
Ao —UNRNERINET,

ZOMEEEIX., F—2 U 7 VLAN Tl AR—FEREH A,

WOHFITIE, detall F—U—RE2EHL T, BELEMEDIPT FLRAEZRET D
LT, LAY 2DRREFRRTDHHFEEZTRLET,

WOFITIL, BHEILBLUSHAA NMERETHILET, LAY 2DORAEFRT
HIEERLET,

WORFITIL, ARPBEFILIP 7 KL R ExHET D MAC 7 K LR Z BIEAT T Hiu7e0n
BED, LAY 2DRRERLET,



| v2x7L88Ba< R
traceroute mac ip .

Device# traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.
Layer2 trace aborted.
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. type

type

SRFLEEIATUFR |

12U EDOT7 7 A NONEEFTTHIZIE, 7—he—FE—RTtypea~ FEfHLE

To

typefilesystem: /ffile-url...

B DEREA

aAavY R TFI4ILk

aAvU kR E—F

fileytem: 7 7> A LY ZF LDTA VYT A, VAT A R—FK 7T v 2 T340 2|21 flash:
ZEMALET, USB AEURXT ¢ v 7 I|Z1F usbflashO: ZfEH L £,

flileurl... £RFTZT77 A NVLDNRA (Fo L7 F)) BIOLETTT, 77 A VAT AR—X

T £,

T 74N FOBERLERSH D R A,

T—tu—%

avwy FERE

FEREDHA FS1 Y

il

=2 EEAR

CiscolOS XE Everest16.5.1a Zpa<w> RRNEAINE LT,

T7ANLBRIOT 4 L7 FUAIE, RLFENLFEXBILET,
TrANDY A NEIRET DL, 57 7 A VONENIERFRSNET,

RIS, 77 ANVONEZRRT OB 2RLET,

Device: type flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image_name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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unset .

unset
1O FOBEEA )y FTAIZE, 7— e —FE— FTunsst 2~ REFHLET,
unset variable...

X DA variable variable IZ1%, RITRTHF—U— FOWFhna i L £,

MANUAL_BOOTMANUAL_BOOT : 7/ A 2D % HB) T/ 5 2> F#) T T
IINE I MEIEELET,

BOOT : HEhEEIFFIC, EfTAREY 7 A LD U A &2y FLT, B—FKE
FOFEATLE T, BOOTREAMMDHESNTWRWESE, VAT AL, 77>
Va7 ANV AT ARRICHIRI IR R 21T o T, RIS S 73
ITAlREA A —V &2 — FLTHEITEZRAE T, BOOTEHMHE SN TNTH,
BEINTA A=V — RTERDoTGE, VAT AIT7TFvva 774
VAT NTCRINCER L R# e 7 v A VA2 RE) L L) & LET,

ENABLE BREAK : 77 v a7 7 A LY AT ALK, 2y —L
O Break ¥—%# @A L CHB Y — F 7o A&l C& 508 ) 1 EEELE
S

HELPER : 7 — b e —Z OfI#{bHIcEIice — K& b e — RAa[fE7 7 1 /L
OEIaa XYY YR NEBRILET, ~X—T AL, T—br—4F
OMREZJEIE LT=0, Ry T EY T LET,

PSl: 77— ho—X E— ROBPAIZ, a~r RSy e LTHEAT
HXTFHNERELET,

CONFIG_FILE : Cisco I0S 73 27 LG IE D RFEFENE 7 & — D7 & | ff )
To577A4N0% %Yy FLET,

BAUD : =V — /L CHEH SN D#E (B M (bs) HAL) ZUky FLE
T, ar74Xal—ay ZrANMCHOBRENEESNL TRV ED
CiscolOS Y 7 b7 =77 — b —F bR — L— MREZMAL, ZOfE%x
FlEfexfEALET,

aAvY R TFI4ILE

77 4V FOBIEREIZH Y EE A,

ARV R E—F T—hr—4

avy FER J)1)—x ZERNAE
Cisco 10S XE Everest TOawy RREAINE LT,
16.5.1a
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. unset

FEREDHA KSq4 > BHEORETIE, BREAMORELZELTTLLETHY A,

MANUAL BOOT B84 %%(%. noboot manual 72— 3L 207 4 Fal— gy a<w K
ZERALTYI Y P22 TEET,

BOOT BB A%, nobootsystem 7/ m— )L a7 4 Falb—v gy a<vy ReEfALTY
oy bTBHZEBTEET,

ENABLE BREAK Bl %%(%. noboot enable-break 72— )L 2> 7 4 Fal— g a~
YREMEHAL Ty FT2Z b TEET,

HELPER Bi53Z#%1%. noboot helper 7 m— L a7 4 Fal—var avwry REfHLT
Uty hT5Z 8 TEET,

CONFIG FILE 8534 %%. noboot config-file 7/ m—/\)L a7 4 Falb—v gy avwr N
EHLTY Yy P92 &b TEET,

£l
RIZ, SWITCH_PRIORITY B a Uty o6l R L E T,

Device: unset SWITCH_PRIORITY
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upgrade rom-monitor capsule .

upgrade rom-monitor capsule

AT vNTREEH L THARY HFHAEYE=% (ROMMON) %7 v 77 L— F¥ 51213,
¥5HE EXEC £— KT upgrade rom-monitor capsule =~ > Rz L 7,

AR RET7RY TINAR

upgrade rom-monitor capsule {golden | primary}[{RO | RP active}]

N TRALSEYTARIETINA R
upgrade rom-monitor capsule {golden | primary}[{RO | R1 | RP {active | standby}}]

StackWise Virtual xtix7 /34 X
upgrade rom-monitor capsule {golden | primary}[{RO | R1 | RP {active | standby} | switch
{switch_number | active | standby}{RO | R1 | RP {active | standby}}}]

X DA

golden Ty 7 T L—R$T5HI—/LT 2 ROMMON Z45E L £,

primary Ty 77— RT57714~Y ROMMON Z#E L £,

RO N— 7 aty¥ (RP) Ary k30O ROMMON #7 » 77 L —
FLET,

R1 RP A2 v k4 ®ROMMON 27 v 77 L—RLET,

RP {active| standby}

RP Ay h 1 BIORRAEZY 2D ROMMON 27 v 727 1L — KL
iﬁ‘o

cactive: 7757 4 TA VAE U AREELET,

estandby : AX LA A AL U AEIRELE T,

switch {switch_number |
active| standby}

2L v FEBELET,
« switch_number : 2 A v F D ID, ARh7e#MHAIL 1 ~2 TY,
cactive: 77T 4 T AL v FEIFELET,
sstandby : A¥ U NNA AL v FEFRELET,

ARV R TIFILE

aAvYU R E—F

ZoOa<wry NI, TN IRENRDHY EH AL

¥rME EXEC (#)

avy FERE

)1)—A

EEAR

Cisco IOS XE Gibraltar 16.12.2 | = Dz~ N, ¥ U —XD C9500-12Q. C9500-16X,

C9500-24Q, C9500-40X ET /N THOIHEAINTE LT,

va7igEavo R )
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. upgrade rom-monitor capsule

EELEOHA KS4> ROMMON A=Y a0 D7 v 77 L— KRRV 7 MU =7 8= 2 A FRED & 9 & el
THIE, #HETEY 7 b7 VY —ZADY U—R /) — FEBRL T ZEN,

https://www.cisco.com/c/en/us/support/switches/catalyst-9500-series-switches/products-release-notes-list.html

ZOT Y —ZXD C9500-12Q, €9500-16X, €9500-24Q, C9500-40X E7 /L TlL, I—/T P
X771~ Y ROMMON % Cisco 10S XE Gibraltar 16.12.2 225546 L CFEITT v 77 L —

RTDMERHY 7,
& WUz, StackWise Virtual %I 7 /34 A T2 —/L 7> ROMMON 27 v 77 L— K45
Bz R LET,

Device# upgrade rom-monitor capsule golden switch active RO

This operation will reload the switch and take a few minutes to complete.
Do you want to proceed (y/n)? [confirm]y

Device#

Initializing Hardware ...

Warning : New region (type 2) access rights will be modified
Updating Block at FFFFF000h 100%

Restarting switch to complete capsule upgrade

<output truncated>
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version .

version
T—ha—HONR—=Va rERRTHIIE, T—bhr—FE—RRTveason a2~ REfHL
£7
version

X DI ZOawy RIS ELITF—T— Rixdb v 8 A,

ATVRTFIFIR T 7ANNOEEREITH Y A,

ATV R E—F T—br—%

avy FERE J1y—=x EEARAR

CiscoIOS XE Everest 16.5.1a = a<> RREA XN E LT,

B WIZ. FALADT — k=B D= 3 v e Fqit D57 LET,

SRAFLEEOTUR .
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. version
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