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L2 I % C9500
QoS ANy =—v s C9500X
VPLS QoS C9500X
VLAN BEALOR Y > —8B LR — NEALOR Y H— C9500X
QoS LAN F = —A > 7 R U v —DiEA COS/DSCP L X\ | C9500X
i

Easy QoS : match-all J&{# C9500X
S Ty MR C9500X
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T RE UTD/INY 72 bTEYER—FEnEL
DSCP/Prec/COS/MPLS 7LD 7 T AR—Z = —t L |C9500X
e

ARV o7 C9500X
Hh~A7m 7o —5%EHNR) o7 C9500X
EtherType D 4348 C9500X
LAY 337y NRIZESLS Ny N3 HE C9500X
PACL C9500X
[Pty arZEDQoS C9500X
Fa—TLDORYP— C9500X
QoS F—HX DT AR— |k C9500X
QoS L2 DRE LT=/ry ARy v s C9500X

tXxal) T
HEEE LLTD/NN) 7Y FTlIEYR— AL
BRI C9500, C9500X

Wake-on-LAN (WoL)

C9500H, C9500X

MACsec : C9500X

o A T MNBHEA F~D MACsec

*CiscoTrustSec t X = U7 ¢ 7V — g 7m b

=y 4

c T F =Ny F—

* MACsec EAP-TLS
MAC ACL C9500X
A— K ACL C9500X
VLAN ACL C9500X
IPYV—A J—RK C9500X
IPv6 Y — A JJ— R C9500X

14




Hae LUTDONY 7Y bTIEYR— SRR

Web ~<— X8 C9500X
RAR—rEFXF=2UT 4 C9500X

DSCP. PREC. F7-1% COS TS\ ELLHT T o & 2 | C9500X
Bt (WRED) A =XLA

IEEE 802.1x R— h X— 2 DFRF C9500X
HAFI 7 ARPA VAT Vg v C9500X

HAFIv T ARPA LV ART gy AX— C9500X

DRATFLEH

HEHE UTONY 7Y RTlIEYR— i

Network-Based Application Recognition (NBAR) 5 J TNk | C9500H, C9500X
f{NBAR (NBAR2)

2=F ¥ AMMACT RLR 74 v YT C9500X

VLAN

HRe UTD/NY 72 bTIEYR—FIRiE
QinQ VLAN ¥ v &> C9500

H#EAF v 7 PVLAN C9500X

77 A4 ~— |k VLAN C9500X

HIPRSEIH & HFIF IR

Cisco Catalyst 9500 'V — X A A v F & Cisco Catalyst 9500 >V — R A A v F -NA NRT A —< R : AL v FET )V
THR— F SN TORVEREIZOWTIE, HlfRFELHFKIFENGTH SN TV THBEET 2MLEIH Y HA, TR—
F EN TV DHERRIZ OV TORIRFESCHKFED LM SN TV DGEET. RSN ET VEEN LIS T DHNED
EIOn e LET, E7AFEZHIR I TORWHIRFEE 72 1 THFFHIT, K2V —ZXOFT X TOET /U]
SNET,

cHERI T — g

HEh x> m—3 3 (speedauto 2~ F) BLOY-"H (duplexhalf =~ ) [, 10 Mbps 35 L T 100 Mbps
DL D GLC-T £72I1XGLC-TE F 7 v — TV R — SN FH AL, T, U —XD C9500-48Y4C 5 L O
C9500-24Y4C EF VOB S E T,
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HEiR I —a DA O8I, BiFRYETIE (FEC) 2EF LW I aBEd L3, Jiui. K
J — XD C9500-32C, C9500-32QC., C9500-24Y4C, I L TXC9500-48Y4C &7 /LD 100G/40G/25G CU 47— 7 VAT i
Hanxd,

ey hua—/L FL—2 R Y (CoPP) : system-cpp policy CaXE SIIZT T ANT 7 /L MED F F D
B, NSO T AT AT show running-config =~ > R TFERENEHA, bV IC, HiHE EXEC £—
R C show policy-map system-cpp-policy 5 721 show policy-map control-plane =< > RZ#FEH L TL 72X,

* Cisco StackWise Virtual

» Cisco Catalyst 9500 +* U — X A A » F T, Cisco StackWise Virtual i E STV DA, 4X10G 7 L—2 7T
U Nr—=TNVEEM LT V—2 7 U hAR— bR Cisco QSFP to SFP/SFP+ Adapter (QSA £ =—/L) (7 —
AR—hE L TOHMEHTEET, StackWise Virtual U 7 (SVL) R°FT =27 V7 77 4 7 (DAD) Vv
7 DFEEIIIMEATE EE A,

* Cisco Catalyst 9500 ' U — X A A »F - A N7 3 —< A TIL,

« Cisco StackWise Virtual NFRE SN D &, 4X25G F£72134X10G DT L —27 T U r—TJ NV FH+ 57
L—27 79 MR—=NMNIT—FR—FOHZEFEHTEET, SVLY 27 £721EDAD U > 7 O EICILMEH
TXE¥A,

» Cisco StackWise Virtual 235% € STV 5 %54E . 10G SFP £ ¥ = — /L & ## L 7= Cisco QSA E ¥ = — /L%
F—HR—rE LTHEATES1E0, SVLLDAD U v 7 O EICHHEHATE £,

» Cisco StackWise Virtual 235% € SN TV 584, 1GSFPE Y = — /L& #5# L 72 CiscoQSA £ ¥ = — /LT T —
ZR—=FELTHEHATESIEN, DAD UV 7 OFREICHHEHATEES, 1IGA ¥ —7 = A A TITSVL
I R—FENnRpn=®H, SVL OREIZIIFEHTE A,

« Cisco TrustSec DFIFIFIA : Cisco TrustSec (TP A L X —T 2 f ATOLRETE, #wHA LV X —7 =14 A TILK
ETEETA,

» Flexible NetFlow Dl fRF1H
o A —Hxy MEEEAR— I (GigabitEthernet0/0) %M L T NetFlow =7 AR — FE&RET HZ LILTEEH

Poe
s LAV2LR=FF YN, V=T N7 RRNVREDGHREA =T 2 A AT 0 —FE=H ERET HZ
LITTEERE A

A UA v H—=T 2 A ADEUCHFENZOWT, RLZA 7 (IPv4, IPv6, E/-I1XT7—X V7)) OT7a—F=H
PHERRETHZLIITEE A,

e N— R =7 OFIRFEE TV 2—1)

* Cisco QSA ¥ = —/L (CVR-QSFP-SFP10G) f}& ® 1G 1%, C9500-24Y4C 3 L 8 C9500-48Y4C ET /L DT
TV R— R TR PSR THEEA,

* €9500-24Y4C 3 L 1} €C9500-48Y4C ~0 SFP-10G-T-X & = — /L OV AT IC B3 2 HIH0 I « [ AR —
r &4 5 SFP-10G-T-X ¥ =2 — /O 8 7215 T, BEFEDT 77 4 772 8 fHld SFP-10G-T-X E ¥ = —/L
L0/ NENWEEDR—FMZIFEHD SFP-10G-T-X EY 2—/LZHHATHE, Ja—RIckoT9OHFHAD k
T3P L, SFP-10G-T-X €Y =2 — /AW 1T oz BEFORKESFOR— MR F—FT & —7



JVIRRBIZ 720 £F, UL, NEWEBOR— OV I BREYNCT v 7725, ERFA— ) 277 v 7E
FIZXoRAELEST, ZoOHRIE, A2 F7ar, BXO2ED C9500-24Y4C £ 7213 C9500-48Y4C A A
F %9 % Cisco StackWise Virtual v M7 v FIC@#EH I E T, KA1 v FIZiE 8 2D SFP-10G-T-X &
Va—VEEHTEET,

8ODEY a—NANT I T 4 T RIRETIBHDODEY 2a—NEZHATHE, a2V —MIKRDTZ T —NERS
nEJ,

“$IOMD ETHER GEIM-4-MAX LIMIT XCVR: RO/0: iomd: Number of SFP-10G-T-X that can be
supported has reached the max limit of 8, transceiver is err-disabled. Unplug the
transceiver in interface TwentyFiveGigE1l/0/29

« SFP-10G-T-X X, BT T A AL DHBIF I T —3 9 2H30 T 100Mbps/1G/10G DFE %2R — bk LE
T MU A"INOREREZEHT DI LIETEEE A,

e N— R =7 OF|[RHIE
e B'— LED A4 7IZWV 2 AIZIE MODE AR & &2 L £,
¢« T _XTDHAR— b LED OEIMEIL, £ F—T = A ADRERICHELEN D EF TEREINE T A,

« Cisco QSA E ¥ = —/L (CVR-QSFP-SFP10G) |Z Cisco 1000Base-T i SFP (GLC-T) 7213 Cisco 1G 7 7 A
NSFPEVa—/V (WA FE—RT7747) BEREINTOD5E, RORIRFEAEH SLET,

= L

CQSARRHDIG7 7 A NEY 2—/L Tk, HEIR I = —2 a Vi R— S EHA, BRT A AT
WIEEI R I o — g VEENCTAMNERDH Y 7,

« =+ > K [no] speed nonegotiate (%, CLIIZITR TR SIET A, QSARKHD 1G 7 7 A NEY 2 — /L TIEH
A—hSNEHEA,

s HEpr v = —v 3 X QSARRE D GLC-T DA TYAR— hEhEd,

* QSA R D GLC-T CiE, 1000Mb/s DR — MEED LN R—hInEd, ~N— R =7 OHIRIZLY
10/100 Mb/s DR — FHEEIZH AR — F I FEH A,

» Cisco QSFP-4SFP10G-CUxM B 85#5edi 7 — 7 VT 2356, HEir I =—a VBT 7 4L N TH)
RV ET, b —FHOERETHEIRT o — 3 VR R—FERTWARWES, Vo ZidiEdd#LEs
Ao

« HEir v m—3 3 0%, €9500-48Y4C €5 /L ™ HundredGigabitEthernet1/0/49 7> & HundredGigabitEthernet1/0/52
~OT v 7Y T AR— bk, BEOCI500-24Y4C 7 /LD HundredGigabitEthernet1/0/25 7> 5
HundredGigabitEthernet1/0/28 ~D 7 » 7' o 7 R— F TiEH AR — F I FH A, QSFP-H40G-CUxx 1 LY
QSFP-H40G-ACUxx 7 — 7 VA L TWAHIEAIE., B 75T, A THEI Ry = — g V28 LET,

+ QSFP-H100G-CUxx 7 —7 /L Cl&, €9500-48Y4C 35 L TN C9500-24Y4C €7 VL, #t O Wil A C9500-48Y4C
F 7213 C9500-24Y4C DY AN DIrir — T N HR— s LET,

+ C9500-32C ET VDA, POG THEL V) TAESOERIII2EDOZ 7o n3b 0, QCS THEDH VI T
NFZFOEIRIIL 1 D7 7 B3 H Y £9°, show environment status =~ > R&EEfATH L, 1 ko7 7%
EHLICEREY 22— APEREY2— L2y MRV MHT O TWDIEAIE. 1 DD 7 70 D7 7oA
T—H ANEIT [N/A] EFR RS E T,  [Configuring Internal Power Supplies] ZZH L T 7230y,
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o fHAE A PEDOHIBR I « Cisco QSFP-4SFP10G-CUXM [EL##56H1 7 — 7 /L 2 L72 40G V v 7 28T, U v 7
D— 75 Catalyst 9400 >V — X A A »FTH 9 — 5 Catalyst 9500 >V — R A A v FOFLE, V7137 v 7k
REIZZR B0 — TORT » REBIZR 0 £F, ZOT /3, AW O HEREORMEE B8 5121, Catalyst
9500 >V — X AA v F DA ¥ —7 A AT speed nonegotiate =~ > REMHA L 7, D=~ Rk, HEbx
AT —varEEHIILTY 72T vy R LES, BRI m—r 3 U &2EIET 5121, no speed
nonegotiation =~ > RZfEH L £,

« In-Service Software Upgrade (ISSU)

e AV —UU—RARFL A (16x, 17x, F721T 18x) WTIE, ISSUIX3IFELNIZY VU —AEZN5 220D EM
McTYyHR—hENET,

e ATy —U U= KL ANT, ISSU ZKROHZEIZTHR— IR THET,
«{EE®EM (EMI1, EM2, EM3) /55300 EM (EM1, EM2, EM3) ~
Bl 16.9.x 205 16.12.x ~, 17.3.x 05 17.6.x ~, 17.6.x 7>5 17.9.x ~
c[Jl—EMHNOTRTHY J—2A
Bl 1 16.9.2 205 16.9.3 £721%16.9.4 £721F 16.9.x ~, 16.12.1 75 16.12.2 £7213 16.12.3 £7212 16.12. x
~ 17317061732 £721% 1733 £72013 17.3.x ~
e ATV —U U= KA URETIE, ISSUIRKRDOEZEIZH R — S THEREA,
AV =V U =AML A DEMMBHIDAT ¥ —U U —Z Kb A D EM "~
Bl 16.xx D 17.xx ~, £721F 17.xx 7D 18.x.x ~T AR — hxf54t+
*SM 225 EM, F£721X EM 225 SM ~
B 0 16.10x £721F 16.11.x 235 16.12.x ~IE VAR — F%kf44oh

cISSUIL, = P=T VT Ay L V) —2ABL P sA A=Y (£ CET2E0) TP R—F
INTWERTA,

¢ ISSU . A4 B RAF—Z 1 u— RiE5{t (LDPE) &A1 o— RIS bFED 720y (NPE) Cisco I0S XE
TR 2T A A=VHTIEY A= IR TWETA,

ISSUX U7 L— Rid¥#R—hShEHEhA,

« Cisco Catalyst 9500 > U — & A A v F - A /X7 p—=< 1 A (C9500-24Y4C, C9500-32C. C9500-32QC. ¥ kX
TN C9500-48Y4C) TlE. Cisco IOS XE Gibraltar 16.12.1 LA T Z Cisco StackWise Virtual Z i L 7= ISSU 23
PHR—FENTWET, LEB-ST, ZOV IV —ANLZNLUEDOY U —ZA~DT v 77 L — RIZDONTDH
ISSU #9347 TC& £,

ISSU T H T A LR LT v 7L —REFETTEXETN, AT ABBRICORFEITTLH L%
BEIHOLET,

V7 hU T VU —RATEHEAIIN-H LWVEEE TREDEFENMLIELMEAEIC W T, ISSU OFEITERICHZ)
IZL72NWTL7ZE0,



AT L — RBEONR—=a DI T N T 2T A A= THEATE RWEREIC DWW T, ISSU 2 BRLEd 2 i
I LT 72 &0,

* QoS DifillK)FH
W OHIFRIL, UADP #£# D Catalyst 9500 33 J U8 Catalyst 9500 /NA /X7 f—< 2 AET /IO RHEH S E T,

QS Fa—A VIR V—ZRETIHEIT., Fa—A LI RNyT77DOEFHN100% 2B 2N E LT
él/\o

cHTA L E—T A ATOR) VU TEBLIR~—F L TR — RN R — FENTWVET,
e A vFRBA L HE—T A A (SVI) TORY >—D<—F 0 IR R—FENTHET,

e HR—= b F ¥ RN AL HF—T A A, PR EZ—T 24 A, BIOFOMOIHREAS X —T = A ATIX
QoS A Y v—iF¥FR—hEINEHA,

eE¥ 27 >z (SSH)
*SSH A=V g 2 AL TLEZEV, SSHA—=Ya v 1 ER—FEShTnEEA,

* SCP 35 XL OV SSH DI BALBAED FZATH X, SCP OFtAM Y 7o ANZETTDHET, 7/34 2D CPU 3 E <
RAZEDRBEINFT, SCPIT. Xv NU—Z FOFRA MNHTO 7 7 A NEEEZ Y R—F L TEY ., EEIC
SSH ZfEH L £,

SCP B L SSH ORI HAEIZI NN — R Y =2 TSk P THAR— F &R T v, ekt iE 51k
DT EANY 7 by THEITEINDZ ETCPUREL 2D FT, SCPBLUSSHD ' rt& A2 L 5 CPU
ERZEN 40 ~ S0% IZRDEENHV ETN, T AN Yy hEU LV ENDZ EEHD FH AL

R —HHALIZA~— T AL X : CiscolOS XE Amsterdam 17.3.2a LA, RY v —%fFH LI A~—F T4

T ADBEANZLY WA VAT AFEINTIT N ADERA ML EFHE L TH. Unique Device Identifier (UDI)
DIENERINET, TOFRFOEEF, UFio) J—ATHA MPERIN TN ETXTOITAS BV A2—
TA4VT =P —A =T oA ATHRCTEET, ZHNICTEVMOEIDT A B AN EELZITHZ L
EH0 EFHA, ZOHIRIZHT HEHERITH D A,

ZORIRDOEELZTHT7A v Aa—FT 4 VT 4 La—F—A o F—7 = A AZIE, Cisco Smart Software Manager
(CSSM) . Cisco Smart License Utility (CSLU) . Smart Software Manager On-Prem (SSM On-Prem) D& 13 £ 4L
i ‘j‘o

Z OiilfRiX, CiscolOS XE Cupertino 17.9.1 N HHIFRSNE LTz, A NEREL, FAMOT T A RN —% 1
N3 5 & (nolicensesmart privacy hosthame 72— 3L 27 4 X2 b— g a<w 2 R) | BA NAERHN
B VAR ANBEEEN, ST~ X —T = A (CSSM, CSLU, SSM 4> 7L I &) 2%
RENET, FHMICHOWVWTIEL, 2OV YV —20av R U 77 LU RAESRLTIIEIN,

*TACACS L v —a< R : L —tacacsserver host 2~ REHRELRNWTL7ZE, 2o~y RiTgELR
NFLFE, A RAETHEITENTWSE Y 7 b =7 23— g 70 Cisco 10S XE Gibraltar 16.12.2 LARED U 1) —
AThLGE, VI —a~y REERT 2 ERGEN KT 2R e £9, /a— L a7 4 Falb—
3 F— RTCtacacsserver =~ K& L 9,
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« USB DFEE : CiscoUSB KT A T A A w F IR T 5 &, RO B(LFRA X —T N7 4 7 OFRGENRIT &
NFET, USB FT7 A 70 BILFEIEH O X —23%1(E S/ iz 8, passwordencryptionaest~ > R&Z AT 5 L =
V= VZIRD A v — U NEREINET,

Device (config) # password encryption aes
Master key change notification called without new or old key

« Catalyst 9000 >V — X A A v FIL, MACsec A A v Fli#Rz Yy R—rLExd, F— =LA Xy NU—F TR
A v FNBIRA R ~0D MACsec #ft ik ET 5 Z LIFHERE SN EE A, BHFEDOAA v FnHARA b ~D MACsec
DFIEFTTRGI L E2—IZOo0nTE, Y RAaOEERYEELITT ¥ 13— M —IZBVWEDOE LS ZEN,

* VLAN OFHIIREIE : A1 v FORERICT —FBLOEH RAA V2 ERT DBEICITEYICER SN 08217 5
e, FEAA v TF AL v 7 BRTHER VLAN L 1387257 —% VLAN Z#FfT 2 2 L2680 LET, 1 2D
AV HE—=T 2 A ALDOT—H LEFEFR KA A K LT L VLAN R E STV DA, CPUMHARNEL 2D |
TN ANEEEZ T DA RN H Y £,

« F % Application Visibility and Control O il [RF1H :

*NBAR2 (QoSHEILUTvu b o) RETHRWEER— N TORFFAISNET, =& 21E, VLAN, F— b
Fy N, BELOMOGREA L F—T 2 A AR EORBEA V F—T oA ATIEHFR— IR THERA,

* NBAR2 _— 2 DO—FH N [match protocol| 1%, ~—F > 777 a v BLOKRY Vo T T 72 a3 TORFF
A SE T, NBAR2 BT, Fa—o Y I7HESRESN TR U —THFFT s £ A,

e =¥ 7o han] T _XTORY T —THERK256 OFRIEFICERS 70 ha,

* NBAR2 & 13D NetFlow (XA UA 7 —7 = A4 A TCTRIFIZERETE £ A, 7272 L. NBAR2 & A# AVC
Flexible NetFlow IZ[E U A % —7 = A A CRIMFICHRETE £,

e IPv4 =% % Z  (TCP/UDP) OLMNYHR— K EINFET,
¢ AVC (ZEEEAR— bk (Gig0/0) THEHAR—hrSnEHA,

* NBAR2 D#fieid. WBET 7 ¥ AR — P TOHRETTLHLLENHY £, Ty 7 V73 -7 v 7Y~
7 THY, R—=FFx X NO—EHTRINIBEHR TEET,

e RT F—< VA AL v F AL R—F, 50% Rl CPUE AR T, 1BH7=0 500 0kt (CPS) Z#ULFLT
EFET, ZOL—bEBXD AVC Y —E R IEEEINER A,

cHREREME 24O T VB AR — h T EIZHR KA 5000 DR T a—& . A8fED T 7 AR — kT L 1210000 DI
Jim T a— T £,

*YANG ¥ —# 5 U 'V OHKIBREIH : ¥ — b &5 NETCONF O K[AEEYE v a3 81320 v a T,

« Embedded EventManager : 7 A4 7 7 47 4 A X2~ T 47 7 %X, Embedded Event Manager ClIH R — K &4 T
WEHE A,

« Cisco Catalyst 9500X >V — X A A v F Tk, TCAM A X— R THEREZ L ICIX TR SN E A, HHTHEZR TCAM
A= AL, MR TR S ET,

s T T ANV AT LT =7 (fsck) 2—T 4 VT 41E, A VA F—/LE— RTEYAR—FSNTWEREA,
* service-routingmdns-sd =~ > RiIFEIESET, PV IZ, mdnssdgateway =~ REMH L T 7Z S0,



s AL v T D Web Ul TiL, 77— VLAN DA EZHETE, HF VLAN TR ETEEHA, Web Ul ZHH L TA >
H—T 2 AZHESNTNDER VLAN ZHIFRTH &, TOA ¥ —7 = A AZHEEMT 5N TNBTTO
F—% VLAN b7 7 /L F THIR S £,

— ~

A4t R
Cisco Catalyst 9000 > U — R A A v F Tl F AT RE 7RI LB 72 T A & 2 A DFEMIIZ DWW TiX,  TConfiguring Licenses
on Cisco Catalyst 9000 Series Switches] ZZH L T 7Z &0,

Cisco Catalyst 9000 2 U — X A A » FIZEHHET 2T X TOT A U AEHIZ, 212 3 2= (Cisco Catalyst 9000
Switching Family Licensing) TAFTX E 7,

FARREGE S M4t XETILEERIER

« Cisco I0S XE Fuji 16.8.x AR : RTU A B ANTF 7 4L hTHY ., FA B AZEHT L0 R— ST
WAHME—DFETT,

» Cisco IOS XE Fuji 16.9.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A< — T A BV ANRT 74V FTHY, T4 A
EEBET DO R— SN TWDHME—DHFIETT,

B

Cisco Catalyst 9500 > U — X A A »F - /A /X7 4 —< 2 A TIL, Cisco I0S XE Fuji 16.8.1a 7» 5 Cisco I0S XE
Amsterdam 17.3.1 £ TT9,

* Cisco IOS XE Amsterdam 17.32a LA : RY > — AL 7ZA~— b IA4 LA (RA~— T A B ADPLENR—
Tay) W74V ETHY, TABVAZERT L0 AR — N ENTWHME—DJETT,

BEfaE<T c)w o R

Cisco Catalyst 9500 2V — X A1 » F Cisco Identity Services Engine, 33 & U Cisco Prime Infrastructure ] Y 7 b 7 =7
HHVETERZ MR T 55615, [Cisco Catalyst 9000 Series Switches Software Version Compatibility Matrix] % 28 L T<
7230,

RAAYF JIT b7 N—2 3 UiEHR

Zokv7va TR VY TZ7 =T A A—Y, ROMMON, I L NField-Programmable Gate Array (FGPA) D/3X— =
T DR L £,

IRz T7 N—U 3 DR
CiscolOSXEY 7 N =T DNy —2T 7 A WE, VAT LAR— RO 7T v a5/ A (flash:) IR EFESINET,
show version $## EXEC o~ R&2EATDHE, AL v TFTHEH L TWDHY 7 b7 X—Va VAR TEET,
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show version DHEIZIZAA v F THEIL TWAY T h T 2T A4 A—URNHICERINETH, RBICERINSE
FIULTITHHEREORETHY, Y7 2T 74 AET v 7 7L —RFLTbHERTINERA,

F 7=, dir filesystem: $##£ EXEC 2~ > REEHA LT, 77 v a AEVIZRGFL TV DL AEEO S MO Y 7 T =
TAA=YDOT 4 L7 NI A EFRTEET,

YIRDITA*2A—TDER

)= A A= B4T T7A4ILA

Cisco 10S XE 17.16.1 CATI9K_I0SXE cat9k_iosxe.17.16.01.SPA.bin

~Af u— FIEB{k7r L (NPE) |cat9k iosxe npe.17.16.01.SPA.bin

VT RNT2TAA—THEF T —RT51I2E, Y7 b7 OX 7 a— R~— (CiscoCatalyst 9500 Series Switches)
&\—77‘12;( [_/.’C<7Lx_él/\o

ROMMON /N\—2 3 >

ROMMON |37 — h =& —L I, T3S ZAOEFRRA LTV ¥y MRICETSNLG 77— 0 =T TY, 7
gty NN— R T EHHAE L., X —FT 4T VAT L Y7727 (CiscolOSXE V7 h =7 A4 A—)
ZE#BLET, ROMMONIZ, AA v F EORDV VTN RV T 2TV A F—TxA4 A (SPI) 7T v 2T 34 A
RIS ET,

s TTA=Y L ZZIRFEEINTWAEDIE, TS ADERERAT DO, 72013V Y T H7NTT AT A0
&4 5 ROMMON T,

o« I—/LT v ZIIBREFEZINLTWVS ROMMON 3Ny 7 7 v Fa e —T4, 774~ UWNDROMMON A iFEJ
HE, A—F L SPI 7T v 2T 8 ZD ROMMON 7 B #8ic g L £,

T =AU =T DREAEMGILIZY, FHEEE VR — b3 5121, ROMMONODT v 77 L— RAANEIZ R BHAN
HOFETHR, TRTOY YV —=RH LA —= 9 UBMEET A LR Y 8 A,

WDFIZ, Cisco Catalyst 9500 > U — & A A »~F D ROMMON N— 3 UAE#H %k L £, CiscolOS XE 16xx U U —
A @D ROMMON N— = ANHFHRIZHOWTIX, ENENDT T > b7 4+ —LDO%ET 5 CiscolOSXE 16.xx J U —R /) —
ML TLEE0,

Jy—= ROMMON N— 3 > ROMMON /A— 3 & ROMMON NA— 3 >
(C9500-12Q. C9500-24Q. | (C9500-32C. (C9500X)

C9500-16X. C9500-40X) | C9500-32QC.
C9500-24Y 4C.

C9500-48Y 4C)
17.17.1 17.12.1r 17.8.1r[FC1] 17.11.1r
17.16.1 17.12.1r 17.8.1r[FC1] 17.11.1r
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https://www.cisco.com/c/en/us/support/switches/catalyst-9500-series-switches/series.html#~tab-downloads

)1)—R

ROMMON /A\—2 3 >
(C9500-12Q. C9500-24Q.
C9500-16X, C9500-40X)

ROMMON /N\—Y 3 >

(C9500-32C.
C9500-32QC.
C9500-24Y 4C.

ROMMON /A\—2 3 >
(C9500X)

C9500-48Y 4C)

17.15.3 17.12.1r 17.14.1r 17.13.1r
17.15.2 17.12.1r 17.8.1r[FC1] 17.11.1r
17.15.1 17.12.1r 17.8.1r[FC1] 17.11.1r
17.14.1 17.12.1r 17.8.1r[FC1] 17.11.1r
17.13.1 17.12.1r 17.8.11[FC1] 17.11.1r
Dublin 17.12.4 17.12.1r 17.8.1r[FC1] 17.11.1r
Dublin 17.12.3 17.12.1r 17.8.11[FC1] 17.11.1r
Dublin 17.12.2 17.12.1r 17.8.1r[FC1] 17.11.1r
Dublin 17.12.1 17.12.1r 17.8.11[FC1] 17.11.1r
Dublin 17.11.1 17.11.11[FC1] 17.8.1r[FC1] 17.11.1r
Dublin 17.10.1 17.10.1r 17.8.11[FC1] 17.8.1r
Cupertino 17.9.5 17.9.2r 17.8.11[FC1] 17.8.1r
Cupertino 17.9.4 17.9.2r 17.8.1r[FC1] 17.8.1r
Cupertino 17.9.3 17.9.2r 17.8.1r[FC1] 17.8.1r
Cupertino 17.9.2 17.9.1r 17.8.1r[FC1] 17.8.1r
Cupertino 17.9.1 17.9.1r 17.8.11[FC1] 17.8.1r
Cupertino 17.8.1 17.8.1r 17.7.11[FC3] 17.8.1r
Cupertino 17.7.1 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.7 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.6a 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.6 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.5 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.4 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.3 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.2 17.6.11[FC1] 17.6.1r -

23



)1)—R

ROMMON /A\—2 3 >
(C9500-12Q. C9500-24Q.
C9500-16X, C9500-40X)

ROMMON /A— 3 >
(C9500-32C.
C9500-32QC.
C9500-24Y4C.,
C9500-48Y 4C)

ROMMON /A\—2 3 >
(C9500X)

Bengaluru 17.6.1

17.6.11[FC1]

17.6.1r

Bengaluru 17.5.1

17.5.1r

17.3.11[FC2]

Bengaluru 17.4.1

17.4.1r

17.3.11[FC2]

Amsterdam 17.3.8a

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.8

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.7

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.6

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.5

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.4

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.3

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.2a

17.3.1r[FC2]

17.3.1r[FC2]

Amsterdam 17.3.1

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.2.1

17.2.11[FC1]

17.1.1[FC2]

Amsterdam 17.1.1

17.1.1r [FC1]

17.1.1[FC1]

J24—ILKRTAGSTINLST—rTZLADIN—23 007 v T L—FK

T 4=V R T I< T F— T LA (FPGA) 1%, YAAAAL v F FIZFET AT a5 AEY F/314 R
O—FETT, ZNbiX, FFEOTHHAIEDIERN % IHEIC T 5 FFa% € AT RE /2 im BR AR T,

BIED FPGA N—V 3 U & fEiR T 5121, ROMMON £— RCverson-v =~ K& AJ) L £7, Cisco Catalyst 9500X
V=X AL v FOBA. FitE EXEC £— KT show firmwareversionall =< > K& AJJLE9,

ERES

T RTDOY 7’ I =zT VY —ATFPGA D=V a UINEHRINLIDITTIEH Y FHA,

e N—=TVa VOERIF, BEOY T N =TT v T L— RO—EE LTIThbh, MISENOFIEE ST 2 0E
LdH 0 £ A,
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AAYFIIT DT DT7YvITTIL—FKERADUTL—F

TR arTIE TAAAY TN 2T OT v T T L—REFT T L— RICHET 5 &% I E AR MOV TELA
LET,

=2 op

WebUIZHLCT A AT v 2T 2 A =N, Tov7 T L—K, U7 L—FTA5Z LI TEEEA,

A 2RAM=ILE—FKTOT7Yv T L—F

WO FINRIZHEND, A A F—/LEF—RTCingal a2~ RE2FEHALT, DV V—2A0nLROV ) —RIZT v 77 L—
NLET, Y7 U =2TARA=TVDT v 77 b— R&379 5I121E, boot flash:packages.conf % 1] L T 10S % #l )9
HENH D T,

TyTFIL—FRIDY) ) —& FAI ST TyvTJIL—FEO))—R

Cisco 10S XE Everest 16.5.1a £7-1% request platform software =~ > K7 | Cisco I0S XE 17.16.x
Cisco 10S XE Everest 16.6.1

Cisco IOS XE Everest 16.6.2 LU D3 X | Cisco Catalyst 9500 'V — X A A v F
TnYJ—2A TIE, ingtall =~ FE 723 request
platform software =t > ROV VE 7

Cisco Catalyst 9500 3/ U — XA A v T -

INANT =< ATE, A VA F—
La<wy ROH2

! request platformsoftware =< > RIZBEIL S E L7z, LR - T, CLIKIEFRREINZEFICAD £9725, ingall
av U REHRHTLZ L2 HRELET,
> Cisco I0S XE Fuji 16.8.1a THA S E L7-,

ZOFETIE, ingall =i~ REEHALTAA vF ED CiscolOS XE V7 k7 = 7 % Cisco [0S XE 17.15.1 725 Cisco
IOSXE 1716127 v 77 L—RTH5AT v TR L, TORICHIIBZRLET,

ATV 7 V—=0T o7
install remove inactive

Zoa<vy FEHEALT, BENRRLTOOGERICENAS VA M=V T 7 AN V=T v 7L, 7
7 v 2l 1GB U OB Z MR LT, LA A—V2RHALET,

ATVT2 HiLnAA—VET Ty vallat—
a) copy tftp:[[//location]/directory] /filename flash:

Zoawy REMEHLT, TFIPH— 57T v a AEVIZH LWA A—2 %2 a ™ — L Ed, location
X, IP 7 RLVAEIEHRA MTT, 77 ANVAIE 77 ANVEEZRIERSNDT 0 L7 b U OF%t

25



ATvT3

ATvT4

ATy TH

ATvT6

26

NATHELET, LA A=V ZTFTPF— AT 5813, ZORT v 722Xy T LT
<IEENWy,
b) dir flash:
Zoavwy REFHLT, A A—YR 7Ty Va2l ERICa—SNEZ E a2 LET,
7 — MR R
a) boot system flash: packages.conf
Zoavy REMFHALT, 77— %% flash:packages.conf IZ5%E L £ 7,
b) no boot manual

A v FHE T — MCRETDITIE, Z0a~vr FEEHLET, BEIFZAZ A A vF L[F
HaenEd G474 2558)

c) writememory
Zoavy REFHLT, 7— MREZRIFELET,
d) show bootvar F 7z 1% show boot
Zoavwy REMEHLT, 77— M5 (packages.conf) & FEi7 — MRE (no) ZfER L ET,

ARA=THET Ty allA A M=)V
install add file activate commit

Coaw s REFEHALTC, A A—=VE A A =L LET,

AA=ThT7Tya A IZabt— LA, TFIP Y — N EDY —AA A=V EIET 7T 4 7 A
AYTFDT7Tvva F‘?/f7%ﬂ‘/ﬁ/]\ﬁ“é;k%?&“biﬁ‘o AUNAA o F (T I T 4 TUSNDAAL v
F) DT7T7 a2 RTIATERLIFZUSB R IATICHHA A=V EEETDHG. EER7 T v a RIA4
TEIIFIUSB RIA THFRELRNE A A= /WITRBLET, 72X A AT RARN=Z, Y
F3DT7T7 v a RT7A47 (flash-3) (28 DHYE . switch install add file

flash-3:cat9% iosxe.17.16.01.SPA.bin activate commit D& L:,I: ET%)M%?)%) ) iﬁ—o

@ install add fileactivatecommit =~ > RZET L-HEIC, VAT ATHBHICY 2 —RFLET,

) VAT LEFEIT) e — RTAHAMLETHD FH A,

A AR N =V E TR

VTR 2T DAV AM—LNIEFIZE T L6, dirflash: 2~ REHHALT, 77 vy at—F 4
a0 HOFT LV pxg 77 AINE 2 DD cont 77 ANNHDZ & ZRLET,

a) dir flash:*.pkg

b) dir flash:*.conf

show version

AA=VUPEH LD, Z0avy REEHLTHLWNA A =YD=V g VAR LET,



il

WOHIL, install removeinactive 2~ > REfFH L CREHO 7 vy A N E I V=0T v LEHEOH T %R
LTWET,

Switch# install remove inactive

install remove: START Mon Dec 09 19:51:48 UTC 2024
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc srdriver.17.15.01.SPA.pkg
File is in use, will not delete.

cat9k-espbase.17.15.01
File is in use, will
cat9k-guestshell.17.15.
File is in use, will

.SPA.pkg

not delete.
01.SPA.pkg
not delete.

cat9k-rpbase.
File is in
cat9k-rpboot
File is in

17.15.01.SPA.pkg
use, will not delete.

.17.15.01.SPA.pkg

use, will not delete.

cat9k-sipbase.17.15.01.SPA.pkg

File is in use,

will not delete.

cat9k-sipspa.l7.15.01.SPA.pkg

File is in use,
cat9k-srdriver.17.
File is in use,
cat9k-webui.17.15.

will not delete.
15.01.SPA.pkg
will not delete.
01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.15.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
The following files will be deleted:
[RO] :
/flash/cat9k-cc_srdriver.17.15.01.SPA.pkg
/flash/cat9k-espbase.17.15.01.SPA.pkg
/flash/cat9k-guestshell.17.15.01.SPA.pkg
/flash/cat9k-rpbase.17.15.01.SPA.pkg
/flash/cat9k-rpboot.17.15.01.SPA.pkg
/flash/cat9k-sipbase.17.15.01.SPA.pkg
/flash/cat9k-sipspa.17.15.01.SPA.pkg
/flash/cat9k-srdriver.17.15.01.SPA.pkg
/flash/cat9k-webui.17.15.01.SPA.pkg
/flash/cat9k-wlc.17.15.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[RO]:

Deleting file flash:cat9k-cc srdriver.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.l17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.l17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.l17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.15.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.15.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.
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--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Dec 09 19:52:25 UTC 2024
Switch#

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.16.01.SPA.bin flash:
destination filename [cat9k iosxe.17.16.01.SPA.bin]?
Accessing tftp://10.8.0.6/image/cat9k iosxe.17.16.01.SPA.bin...

Loading /cat9kiiosxe.17.16.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
RN NN RN R NN RN NN NN RN

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Dec 09 2024 10:18:11 -07:00 cat9k iosxe.17.16.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

Switch (config) # boot system flash:packages.conf

Switch (config)# no boot manual
Switch (config)# exit

Switch# write memory

Switch# show bootvar <<on the C9500-24Y4C,C9500-32C, C9500-32QC, and C9500-48Y4C models
BOOT variable = bootflash:packages.conf

MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist

CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

Switch# show boot <<on the C9500-12Q,C9500-16X C9500-24Q, and C9500-40X models
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

WOFIIL, CiscolOSXE17.16.1 Y 7 N 2T ARA—TH T T v a AT VIIA VA M=V LEGEOH 2R
LTWET,
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Switch# install add file flash:cat9k_iosxe.l17.16.01.SPA.bin activate commit

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

--- Starting Add ---

Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO

Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.16.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.16.01.SPA.pkg
/flash/cat9k-webui.17.16.01.SPA.pkg
/flash/cat9k-srdriver.17.16.01.SPA.pkg
/flash/cat9k-sipspa.17.16.01.SPA.pkg
/flash/cat9k-sipbase.17.16.01.SPA.pkg
/flash/cat9k-rpboot.17.16.01.SPA.pkg
/flash/cat9k-rpbase.17.16.01.SPA.pkg
/flash/cat9k-guestshell.17.16.01.SPA.pkg
/flash/cat9k-espbase.17.16.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.16.01.SPA.pkg

This operation may require a reload of the system.

--- Starting Activate ---

Performing Activate on Active/Standby
[1] Activate package(s) on RO

Do you want to proceed? [y/n] y

--- Starting list of software package changes ---

0ld files list:
Removed cat9k-cc srdriver.17.15.01.SPA.pkg
Removed cat9k-espbase.17.15.01.SPA.pkg
Removed cat9k-guestshell.17.15.01.SPA.pkg
Removed cat9k-rpbase.17.15.01.SPA.pkg
Removed cat9k-rpboot.17.15.01.SPA.pkg
Removed cat9k-sipbase.17.15.01.SPA.pkg
Removed cat9k-sipspa.l17.15.01.SPA.pkg
Removed cat9k-srdriver.17.15.01.SPA.pkg
Removed cat9k-webui.17.15.01.SPA.pkg
Removed cat9k-wlc.17.15.01.SPA.pkg
New files list:
Added cat9k-cc srdriver.17.16.01.SSA.pkg
Added cat9k-espbase.17.16.01.SSA.pkg
Added cat9k-guestshell.17.16.01.SSA.pkg
Added cat9k-1ni.17.16.01.SSA.pkg
Added cat9k-rpbase.17.16.01.SSA.pkg
Added cat9k-rpboot.17.16.01.SSA.pkg
Added cat9k-sipbase.17.16.01.SSA.pkg
Added cat9k-sipspa.17.16.01.SSA.pkg
Added cat9k-srdriver.17.16.01.SSA.pkg
Added cat9k-webui.l7.16.01.SSA.pkg
Added cat9k-wlc.17.16.01.SSA.pkg
Finished list of software package changes
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
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Performing Commit on Active/Standby
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit
Send model notification for install add activate commit before reload
Install will reload the system now!
SUCCESS: install add activate commit Mon Dec 09 12:13:05 IST 2024

Switch#Dec 09 12:13:11.023: $PMANTACTION: FO0/Ovp: Process manager is exiting: n requested
Dec 09 12:13:11.028: $PMAN-5-EXITACTION: Cl1/0: pvp: Process manager is exiting: reload fru action requested
Dec 09 12:13:11.825: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action requested

Initializing Hardware...
System Bootstrap, Version 17.4.1r[FC2], RELEASE SOFTWARE (P)

Compiled 11-27-2024 12:00:00.00 by rel

Current ROMMON image : Primary Rommon Image

Last reset cause:LocalSoft

C9500-32QC platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 5 5 /=\1/-\1/-4 \NI/=N1/-\13 /=\1/-\1/-2
\NI/=NT/-\1 /=\1/-\1/-0

boot: attempting to boot from [bootflash:packages.conf]

boot: reading file packages.conf
<output truncated>

Wiz, dir flash:*.pkg =~ > RO A 25 LET,

Switch# dir flash:*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 24 2024 09:52:41 -07:00 cat9k-cc _srdriver.17.15.01.SPA.pkg
475141 -rw- 70333380 Jul 24 2024 09:52:44 -07:00 cat9k-espbase.l17.15.01.SPA.pkg
475142 -rw- 13256 Jul 24 2024 09:52:44 -07:00 cat9k-guestshell.17.15.01.SPA.pkg
475143 -rw- 349635524 Jul 24 2024 09:52:54 -07:00 cat9k-rpbase.17.15.01.SPA.pkg
475149 -rw- 24248187 Jul 24 2024 09:53:02 -07:00 cat9k-rpboot.17.15.01.SPA.pkg
475144 -rw- 25285572 Jul 24 2024 09:52:55 -07:00 cat9k-sipbase.l17.15.01.SPA.pkg
475145 -rw- 20947908 Jul 24 2024 09:52:55 -07:00 cat9k-sipspa.l17.15.01.SPA.pkg
475146 -rw- 2962372 Jul 24 2024 09:52:56 -07:00 cat9k-srdriver.17.15.01.SPA.pkg
475147 -rw- 13284288 Jul 24 2024 09:52:56 -07:00 cat9k-webui.1l7.15.01.SPA.pkg
475148 -rw- 13248 Jul 24 2024 09:52:56 -07:00 cat9k-wlc.17.15.01.SPA.pkg

491524 -rw- 25711568 Dec 09 2024 11:49:33 -07:00 cat9k-cc srdriver.17.16.01.SPA.pkg
491525 -rw- 78484428 Dec 09 2024 11:49:35 -07:00 cat9k-espbase.l17.16.01.SPA.pkg
491526 -rw- 1598412 Dec 09 2024 11:49:35 -07:00 cat9k-guestshell.17.16.01.SPA.pkg
491527 -rw- 404153288 Dec 09 2024 11:49:47 -07:00 cat9k-rpbase.17.16.01.SPA.pkg
491533 -rw- 31657374 Dec 09 2024 11:50:09 -07:00 cat9k-rpboot.17.16.01.SPA.pkg
491528 -rw- 27681740 Dec 09 2024 11:49:48 -07:00 cat9k-sipbase.l17.16.01.SPA.pkg
491529 -rw- 52224968 Dec 09 2024 11:49:49 -07:00 cat9k-sipspa.17.16.01.SPA.pkg
491530 -rw- 31130572 Dec 09 2024 11:49:50 -07:00 cat9k-srdriver.17.16.01.SPA.pkg
491531 -rw- 14783432 Dec 09 2024 11:49:51 -07:00 cat9k-webui.1l7.16.01.SPA.pkg

491532 -rw- 9160 Dec 09 2024 11:49:51 -07:00 cat9k-wlc.17.16.01.SPA.pkg
11353194496 bytes total (9544245248 bytes free)
Switch#

Iz, dir flash:*.conf =2~ > FOH Il R LET, 77 v a2/X—T 432 a D220 conf 7 7 A IVINER
S TWVET,

® packages.conf : %ﬁb< A A=)V LT= .pkg 77/1)/141%%@%\_ L7 7 A

* cat9k iosxe.17.16.01.SPA.conf : BT L < A > A h—/ L L7z packages.conf 7 7 A L D/N> 7 T 7 3 E—
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Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Dec 09 2024 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Dec 09 2024 10:58:08 -07:00 cat9k iosxe.17.16.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

KD show version =~ > RO FITIL, T34 2D Cisco I0S XE 17.16.1 £ A=Y OFBFEWMNFEREN TV E
hd‘o

Switch# show version

Cisco I0S XE Software, Version 17.16.01

Cisco IOS Software, Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.16.1, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2024 by Cisco Systems, Inc.
<output truncated>

A 2RAR=ILE—FTODEHYUYL—FK
2T, BBV Y =AMLY ) =R VA R—LE— R TE T L — RT5FEEZRLET,
ZOFEZ. OEF TS L— RO F YA THFHATEET,

T L—REinYy))—X FHRI ST oV L—FEDY)—X
Cisco IOS XE 17.16.x « Cisco Catalyst 9500 V) — & 2 A~ | Cisco IOS XE 17.15.x LLHiD U J — &

FTIL, ingall =2~ REZIF
request platform software =~ > R
DELBM, ¢

» Cisco Catalyst 9500 > U — X & A
F A NT F—~ AT,
ingall =~ KD

° request platform software =~ > RIZBEIE S E L7z, LA o T, CLICIEF RS- EEI0/R 0 £925, ingtall
avy REffT 52 L e L £,

=2 op

HHVY) —2EZEEH L CTH LS EAINTEAS Y FETFAEL T L —RT 52 LT TEERA, HTILWLWAAL vF
ETNANERONCHEE L TEASNZI YV —2ZAN, ZOETNLNOR/N 7 N 2T N—=Ta T,

ZOFIETHE, ingal 2> FE#H L TAA v F ED CiscolOSXE ¥ 7 b7 =7 % Cisco I0S XE 17.16.1 »>% Cisco
IOSXE 17.15.1 \ZX U T L—RTHAT v T hpR L, TORICH OB ZRLET,

ATV 7 V—=vT w7
install remove inactive
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ATy T2

ATvT3

ATy T4

ATy TH
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Zoavw s REFHLT, FESFRELTWDAIHEICEHEWA ANV T 7 A NEI V=T v 7L, 7
7wy all 1GB UL EOMEAMKR LT, g A—V%REILET,
LA RA—VET Ty vallat—
a) copy tftp:[[//location]/directory] /filename flash:
Zoavy REEH LT, TFIPY— 67 7 v a2 AEVITH LA A—VZa b —LE T, location
IE. IP7 RLVRAEZIFIFRA M TT, 77 A NVAIE, 77 A MVEREICER IS T 4 L7 b Y OfExt
SNATHRELET, HLWAA=VETFIP Y — DO EAT 561, ZOAT v TE2AFy 7 LT
<TIEENWY,
b) dir flash:
ZOavwr REEALT, AA—VRT7 Ty vall ERICat—SnNitl E2kRLET,
7 — N RE
a) boot system flash: packages.conf
Zoaxy RuefEH LT, 77— %% flash:packages.conf (3 E L £7,
b) no boot manual
AA T BB — MIRETHITIE, Zoa~vr FEFHLET, REITAX AL AL vTF L
HasnExd GRYT2558) .
¢) writememory
Zoavy REHEHLT, 77— MREZRMELET,
d) show bootvar % 7z 1% show boot
Zoawry REMHLT, 7— % (packages.conf) & FE)7— FRE (no) ZHER L FEJ,

VITRND2TARA—THEL T T L— R

install add file activate commit

Zoa<wy REHEALT, A A—VEAL VA =L LET,

ARA=VHET Ty aRAENICat =LA, TFTP VP —R_ED Y —RAA A=V FE I T 7T 4 T A
AVTFDOTT7 a2 RTATERA L NTDHIEEWRLET, AR T (TI7T 4 TUSNDAA v
F) DT7T v a RITATEEIZIUSB RIATIHDA AT EEET DHHE. EHR7 7 vy a2 RoA4
TEZIFUSB RIA TERELRNE A VA =LKL E T, 720X A A=V NRA L IN—AA v
FIDTT v a RTA47 (flash-3) 12H DA, Switch# install add file
flash-3:cat9k_iosxe.17.15.01.SPA.bin activate commit D X ) IZIFETHHLENH Y £,

E install add fileactivatecommit =~ > F&FE(T L72#%I12, VAT AFHBHICY n—FLE T,
) VAT AEFETIr— NI AMEETHY AL

NR— g VOWMER

show version

AA—TUNEIHLEZS, Z0avry REEALTHLWA A=~V g VAR LET,



E] VI NI 2T AA—=VHE T 7L —RLTH, ROMMONDAA—Y g THBIRICE 7 v 7

o) L—RENnFEHA, FHINTREDOE IR F5,

1

WOFENL, ingtall removeinactive 2~ REHHA L TREAO 7 7 A N2 V=T v 7 LEEHEOH &R
LTCTWET,

Switch# install remove inactive
install remove: START Mon Dec 09 11:42:27 IST 2024
Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.16.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.16.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Mon Dec 09 11:42:39 IST 2024

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.15.01.SPA.bin flash:
Destination filename [cat9k iosxe.17.15.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9%k iosxe.17.15.01.SPA.bin...

Loading /cat9k iosxe.17.15.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
S A A A A I O O O I A O A O A I N I N B

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/
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434184 -rw- 508584771 Dec 09 2024 13:35:16 -07:00 cat9k iosxe.17.15.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

Switch (config) # boot system flash:packages.conf

Switch(config)# no boot manual
Switch (config)# exit

Switch# write memory

Switch# show bootvar <<on the C9500-24Y4C,C9500-32C, C9500-32QC, and C9500-48Y4C models
BOOT variable = bootflash:packages.conf

MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE_TIMEOUT variable does not exist

CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

Switch# show boot <<on the C9500-12Q,C9500-16X C9500-24Q, and C9500-40X models
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

WOHFITIL, install add file activate commit 2~ > K& H LT CiscoIOS XE 17.15.1 Y 7 U =T A4 A—T%
7Ty allf AR LTWVET,

Switch# install add file flash:cat9k_iosxe.17.15.01.SPA.bin activate commit

install add _activate commit: Adding PACKAGE
install add_activate commit: Checking whether new add is allowed
--- Starting Add ---

Performing Add on Active/Standby

[1] Add package(s) on RO

[1] Finished Add on RO

Checking status of Add on [RO]

Add: Passed on [RO]

Finished Add

Image added. Version: 17.15.01.0.269
install add _activate commit: Activating PACKAGE

Following packages shall be activated:
/flash/cat9k-wlc.17.15.01.SPA.pkg
/flash/cat9k-webui.17.15.01.SPA.pkg
/flash/cat9k-srdriver.17.15.01.SPA.pkg
/flash/cat9k-sipspa.17.15.01.SPA.pkg
/flash/cat9k-sipbase.17.15.01.SPA.pkg
/flash/cat9k-rpboot.17.15.01.SPA.pkg
/flash/cat9k-rpbase.17.15.01.SPA.pkg
/flash/cat9k-guestshell.17.15.01.SPA.pkg
/flash/cat9k-espbase.17.15.01.SPA.pkg



/flash/cat9k-cc_srdriver.17.15.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n] y

Performing Activate on Active/Standby
1] Activate package(s) on RO
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.17.16.01.SSA.pkg
Removed cat9k-espbase.17.16.01.SSA.pkg
Removed cat9k-guestshell.17.16.01.SSA.pkg
Removed cat9k-1ni.17.16.01.SSA.pkg
Removed cat9k-rpbase.17.16.01.SSA.pkg
Removed cat9k-rpboot.17.16.01.SSA.pkg
Removed cat9k-sipbase.17.16.01.SSA.pkg
Removed cat9k-sipspa.l17.16.01.SSA.pkg
Removed cat9k-srdriver.17.16.01.SSA.pkg
Removed cat9k-webui.17.16.01.SSA.pkg
Removed cat9k-wlc.17.16.01.SSA.pkg
New files list:
Added cat9k-cc srdriver.17.15.01.SPA.pkg
Added cat9k-espbase.17.15.01.SPA.pkg
Added cat9k-guestshell.17.15.01.SPA.pkg
Added cat9k-rpbase.17.15.01.SPA.pkg
Added cat9k-rpboot.17.15.01.SPA.pkg
Added cat9k-sipbase.17.15.01.SPA.pkg
Added cat9k-sipspa.17.15.01.SPA.pkg
Added cat9k-srdriver.17.15.01.SPA.pkg
Added cat9k-webui.l7.15.01.SPA.pkg
Added cat9k-wlc.17.15.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit

Send model notification for install add activate commit before reload
Install will reload the system now!

SUCCESS: install add activate commit Mon Dec 09 11:51:01 IST 2024

Dec 09 11:51:07.505: %$PMANTvp: Process manager is exiting: ren requested

Dec 09 11:51:07.505: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting:
Dec 09 11:51:07.834: %PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting:

Initializing Hardware...

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled 30-03-2024 12:00:00.00 by rel
Current ROMMON image : Primary Rommon Image

Last reset cause:LocalSoft

C9500-32QC platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 5 5 /=\1/-\1/-4
\NI/=NT/=\ T /=\1/-\1/-0

boot: attempting to boot from [bootflash:packages.conf]

reload fru action requested

reload action requested

\NI/=NT/=\13

/=\1/=-\1/-2
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boot: reading file packages.conf

<output truncated>

& D show version == > RO AFITIZ. T34 AD Cisco IOS XE 17.15.1 £ A= OEBAFREIN TV E
K

Switch# show version

Cisco IOS XE Software, Version 17.15.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.15.1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2024 by Cisco Systems, Inc.

<output truncated>

(o] N >
ROMMON 7 v 75 L— K
TRCOAV Y=V V=R AT F LAY Y =2 ZH@HIIND ROMMON 72137 — b —X—D =T g U & ik
BT BHI21E. TROMMON X—T g > (223—2) | 28BL L&,
VIR 2TR_R—=a %7 v 77— T 5 E7-13#%IC. ROMMONA27 v 77 L—RT2ZENTEET, T v
TITVL—= ROV T N 2T =g U TH LUV ROMMON N—2 g URME A FRER SRR, LT XS I2ETLE
7,
e T4 <VUSPI 7T v 2T /A ADROMMON OF » 77 L— K
ZOROMMON [ZHEIMIZT v 77 L— RENET, A v TFOBEGFEO Y V—AnLZN0LUED Y U — R
TPy 7L — T2, HLWY U —XZH LV ROMMON N—2 5 U BB AESIE. A v FO N —FK
T2 T N—=T g NEDNWTTTIA< Y SPL 7T v 2T 8 AO ROMMON 2SBEIFICT v 77 L— K& E
j—O
« I— TSPl 7T v aT XA AD ROMMON OF » 77 L — R

ZDOROMMON [ZFETY v 77 L— T HMNERHV £, FEVT v 77 Lb—RiE, YV —XDFTXTOET
VI S vE 9, upgraderom-monitor capsule golden switch =~ > R4 EXEC E— R TAH L7,

B

* Cisco StackWise Virtual D& b7 v 7 DEEIE, 77T 4 T ERZUNA DAL v F =T v T T L—K
LET,

ROMMON 37 v 77 L—FR&nb L, kDY o— REHZENZR D £, ZORICLFIDOY J—RZRELTSH.
ROMMON (Z&4 7 v 7L — RENFEH A, BHFHEDO ROMMON (ZLETOTXTHOY Y —2 &P R— K LET,

Cisco StackWise Virtual T® In-Service Software Upgrade (ISSU)

In Service Software Upgrade (ISSU) (X, K> NV —27 037 v hOHREZME L TWAHRIZ, 735 2 EORIDOA A —
VICA A=V &T v 77— FF57mtATY, ISSUEEHTLHZLT, Xy NV—2Z2FLSETITY 7 MU=
TET T TL—RTHZENTEET, ISSUEA A M—E—RRTHR—FEINTHET,
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ISSU /. 5 = 7 /L SUP HA I X U8 StackWise Virtual & A7 ATHR—FENTWHWET, AP —ERA VYT " T =T
T T =Rt 1 2OOART v T ERIE3IODARAT v TONT NN TEITINET,

1)) —XED I1SSU HKR— bk

e AV —VUU—A LAY (16x, 17x, F721T18x) WNTIE, ISSUIXIHFELNITY UV —RAZIND2ODPLIEA
FFozx (EM) VY —ABTHR—FINFET,

e AV ¥ —UU—ARLAUNT, ISSU KOG HIZH R — I TWET,
«LE®DEM (EMI1, EM2, EM3) U U—ZXn 550 EM (EMI, EM2, EM3) U U —A~
il
16.9.x 75 16.12,
173x 15 17.6x, 173x 05 17.9x, 173x 75 17.12x 72 &
17.6x 75 17.9x, 17.6x 75 17.12x, 17.6x 105 17.15x 72 &
17.9x 75 17.12x, 17.9x 16 17.15x 72 &
c[Jl—EM U U—=ANOFTXTDOY J—=A
Bl
16.9.2 705 16.9.3, 169.4, F£721% 16.9.x
16.12.1 705 16.12.2, 16.12.3, £721% 16.12.x
17.3.1 775 17.3.2, 17.3.3, £33 17.3x

< ISSUICEIT HHELE : CCO TOHEEDEMHAELEY U — 235, CCO TOBRIEDEMAELEY V—2A~T v 77 L— K
L/i-g‘o

B op

ISSU %1l L T Cisco IOS XE 17.15.1 3 X WV 17.15.2 127 » 7' 7 L— R 5 #ilZ, snmp-server enable traps ener gywise
avr FBXOBEET Y 7 a~r REHIBRT2MERDH Y 7,

Catalyst 77 v b 7+ — 2D ISSU YA — MIZ-DOWTIL [In-Service Software Upgrade (ISSU)) 2 &M L., $E9RES L OMEHE
AT F A Y Y —RZ2OW T [Software Lifecycle Support Statement] %S L T 7230,

MERIEICE T & 1F%

BEREA 7 — VU T DHA KT A 2O TIK, IROGHTIZ&® % Cisco Catalyst 9500 >V — X A A v F DT —H 2 — h &
ZRLTLZEN,

https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9500-series-switches/datasheet-c78-738978.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-xe-16/bulletin-c25-2378701.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9500-series-switches/datasheet-c78-738978.html

ESPENE:

TOBIZarTiE, MO 2T VBN NI T a—T 4 U TERA~DY T R LET,

cSIONWNa—TFTa0Y
N TN a—T 4 2 T OEFOFEMERIZOWNTIL,  [Support & Downloads] (Z& % Cisco TAC Web ¥+ K & Z:Hf
LTL7EENY,

[Product Support] (ZBEIL, U A Fb R 2@ IRT 20 ®MOARTZ AT LET, BEL TWHRBEICET L 1F#®
% [Bo1F A IZi%, [Troubleshoot and Alerts] Z#ZHE L T 72 &\,

BLavY RAD7oER

CiscolIOSXEFuji16.8.1a LA TIX, EF 2 U T 4 kRO LT, RALa~r RIZT7 7B AT 5 HEPRERE ST
ij‘o

B L =2~ FiZ CiscoIOS XE WU D H Y F L0, CLINVFIITHEBEEN TWERATLE, OF0, VAT A
a7 TR () AAALTH, FEHTEX S a<vr FO—EIZETRINEFTA, ZNHDa~< 2 NiX, Cisco
TACIZEAEER NI TNy a—T 4 VT TOERAOAZHRE LTEY, XELLEINTWERATLE,

Cisco I0S XE Fuji 16.8.1a LAFg, fEL 2~ RIZLLFCEHTE £,

e T IV 1 BMEEXECE— REFIZ2— Y —EXECE— FROBLa~v > K, 2hboa<vy N7 78 x4 3T
X, FPIZ serviceinternal =~ > RE A LET,

e AT IY2: VT INDaALry 7 4 Fal—ralET—FK (Fa—n"Lof =TT AR E) OfaLav K,
b a<wy N2 OWTIL, saerviceinternal =~ RIZMEDH Y /A,
XL, ATV IRIO2OBELa<y NI I AEH I ET,

¢« A< RO CLI~NVT RS T, VAT A7 FTREAF () 2 ANT5L, EATEa~v 2 Fo—&
NEREINFET,

Eo 53 1 Tk, BB E2 AT 501 serviceinternal =<2 RE AT LET, 2, #573Y 2 Tl
EHD FEHA,

BLa~y REMMT 5 L. %PARSER-5-HIDDEN syslog A vt —U N ERKR S ET, Wil L ET,

*Feb 14 10:44:37.917: %PARSER-5-HIDDEN: Warning!!! 'show processes memory old-header ' is a hidden command.

Use of this command is not recommended/supported and will be removed in future.

HTIV1IBIO2UHNORE 2~ RIZCLIKEREINET, 6D~ ROV TIL, %PARSER-5-HIDDEN
syslog A v E—I3ERSNER A,
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https://www.cisco.com/c/en/us/support/index.html

[ E%
BLa<y FIZTAC b DIETRDO T TORMEAT 2 2 L 2T L F9,

BLavy FOMHANROH->T-5HE81%, TAC T — A%, EszVP&ﬂD%%%W%#é%@ﬁ%(H@C
ET—FDOELa~ ROgFE) | BlLa~vy KUANEZHH L CRICEEEZHRET S HE (aryr7 4 Falb—vay
FT—RFRDOELa~vy ROBE) 2L TLEEN,

FEEN
Cisco [0S XE 22\ TiE, [CiscoIOSXE] #ZM LT 7E S,
CiscoIOS XE @ U U — A Z2W\WTiL, [Networking Software (I0S & NX-0S)] #Z&M L T 72 &0,

Cisco Catalyst 9500 > U —RX AA v F OV FR— FEZNTNDHTRXTD RF¥a A MZOWTIE,  [Cisco Catalyst 9500
Series Switches] ZZM L T 7230,

VAARGEE AT A D K¥ 2 A2 MMZOWTIE,  [Cisco Validated Design Zone] # &M L T 7Z2E 0,

BRLIZT T v F 7 4 —2A, CiscolOS U U —A, BILUMREE v MIBET 25 MIB 2L TH 7 rm— Y5121
Cisco Feature Navigator {Z & % Cisco MIB Locator £ H L &7,

=
R mIER
Cisco Catalyst 9200 ' U — X A A v FIZEA OV AR — MET (EOL) IZBEHT HFEMIC DWW TIL, RO URLEZZSH L TL
72 &\, https://www.cisco.com/c/en/us/products/switches/catalyst-9500-series-switches/eos-eol-notice-listing.html

BIE. Y—EX. 8LV DMDIEER
s ARAMLH A LY — 7B A 52 LS 12X, Cisco Profile Manager TH A 7 v 7 L TL &0,
« EHERFEIIC L > TRD D EORAKE LG DHI21E, Cisco Services [FrE] IZT7 7B A L TLEE0Y,
e —E RV 7R NER[ET HITIL, Cisco Support [RFE] IZT7 7 EA LTS,
c BETHRIEEH DT X =TT R FADT TV r—vary, ®ih, YVa—var, BIOYV—ERZHELT
Z M4 5121%, Cisco DevNet [HFH] IZT7 7 EA LTS E IV,
s IRy NU—F . FL—=V7 RBEBEO MR Z AFT 521X, CiscoPress [FFE]|ICT 7 EALTLE
S,
« FEEDORELFETITRE T 7 I U ORFETE#Z BT 12IX, Cisco Warranty Finder IZ7 72 A L TL7Z2& 0,

SRADNTREY—I

SAADNAN TR —L (BST) 13, P2l by 7 o =7 OEE L MEIED LJ’EE’WK U A NEEBT D Cisco N
TBPR AT BA~DF— 7oA & UTHRET D, Web X—2ADY —/LTF, BSTIL, WL Y7 hr 27T 5
PR E SR AR L E T,
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https://www.cisco.com/go/designzone
https://cfnng.cisco.com/mibs
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https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
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https://developer.cisco.com/
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http://www.cisco-warrantyfinder.com
https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html
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