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* aaa accounting (4 ~X—737)

+ aaa accounting dotlx (8 ~X—37)

* aaa accounting identity (10 ~—73)

» aaa authentication dotlx (12 ~X—)

* aaa new-model (13 =X—72)

« authentication host-mode (15 ~X—73)

» authentication logging verbose (17 ~X—7)

« authentication mac-move permit (18 ~<—3”)

« authentication priority (20 ~<—3)

« authentication violation (23 ~X—%)

* cisp enable (25 ~X—Y)

* clear errdisable interface vlan (27 ~X—7)

» clear mac address-table (29 ~X—7)

« confidentiality-offset (31 ~<—2)

» debug aaa dead-criteria transaction (32 ~X—1)

* delay-protection (34 ~—73°)

edeny MACTZ A URALar74¥al—ay) (355—)
* device-role (IPv6 AX—E > 7) (39 _—)

« device-role (IPV6ND A > A7 g r) (40 X—2)
* device-tracking policy (41 ~~—72)

e dotlx critical (ZFa— 3L a7 4 Falb—a) (43X—=2)
» dotlx logging verbose (44 ~—73”)

« dotlx pae (45 ~<X—7)

+ dot1x supplicant controlled transient (46 ~X—13)

» dot1x supplicant force-multicast (47 ~X—3)

» dotlx test eapol-capable (48 ~—3)

* dotlx test timeout (49 ~X—12)

* dotlx timeout (50 ~X—3)

«dtls (53 <—2)

tx2u7«



t¥aUsq |

* enable password (55 ~—73)

* enable secret (58 ~X—)

* epm access-control open (62 ~X—137)

» include-icv-indicator (63 ~X—1)

s ip access-list (64 ~—7)

» ip access-list role-based (67 ~X—37)

* ip admission (68 ~X—17)

« ip admission name (69 ~X—1)

« ip dhcp snooping database (72 ~X—)

« ip dhcp snooping information option format remote-id (74 ~X—737)
» ip dhep snooping verify no-relay-agent-address (75 ~X—3")
« ip http access-class (76 ~—1)

« ip radius source-interface (78 ~X—3°)

« ip source binding (80 ~<—73”)

« ip ssh source-interface (82 ~<—73)

« ip verify source (83 ~X—71)

* ipv6 access-list (85 ~X—7)

* ipv6 snooping policy (88 ~X—1)

* key chain macsec (90 ~—73°)

» key config-key password-encrypt (91 ~X—)

* key-server (94 ~—737)

* limit address-count (96 ~X—73)

+ mab logging verbose (97 ~X—1)

» mab request format attribute 32 (98 ~X—73")

* macsec-cipher-suite (100 ~X—17)

* macsec network-link (102 ~X—12)

ematch (77 A~y ar74¥alb—rar) (103 3—Y)
+ mka pre-shared-key (105 ~X—3)

+ mka suppress syslogs sak-rekey (106 ~X—73")

» password encryption aes (107 ~X—73)

spermit  MACT7Z7EBA VAR a7 4Xal—ar) (110 =)
s protocol (IPv6 AX—t> 7)) (115 —)

e radius server (117 ~—73)

» radius-server dead-criteria (119 ~X—1)

» radius-server deadtime (121 ~X—7)

» radius-server directed-request (123 ~X—3")

» radius-server domain-stripping (126 ~<—3)

* sak-rekey (130 ~X—72)

* security level (IPv6 AX—E 7)) (132 X—Y)
» send-secure-announcements (133 ~X—1)

« server-private (RADIUS) (135 ~<—7)
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« server-private (TACACS+) (138 ~X—7)

* show aaa clients (140 ~—73")

* show aaa command handler (141 ~<—7%)

» show aaa dead-criteria (142 ~X—13)

- show aaalocal (144 ~—2)

* show aaa servers (146 ~X—3°)

» show aaa sessions (148 ~X—1)

+ show authentication brief (149 ~—73)

» show authentication sessions (152 ~<—73")

« show cisp (155 ~<—)

* show dotlx (157 ~—7)

* show eap pac peer (159 ~<—)

« show ip access-lists (160 ~X—1)

» show ip dhcp snooping statistics (163 ~X—37)
+ show radius server-group (166 ~X—73)

» show tech-support acl (168 ~X—3")

» show tech-support identity (173 ~2—3")

* show vlan access-map (182 ~<X—73”)

« show vlan filter (183 ~X—7)

* show vlan group (184 ~<X—73)

» ssci-based-on-sci (185 ~X—)

« switchport port-security aging (187 ~X—3)

» switchport port-security mac-address (189 ~X—73)
« switchport port-security maximum (192 ~X—13)
« switchport port-security violation (194 ~X—3)
s tacacs server (196 ~<X—73)

s tracking (IPv6 A X—E' > 7) (198 X—7)
« trusted-port (200 ~X—3)

» use-updated-eth-header (201 ~X—77)

« username (203 ~X—737)

» vlan access-map (209 ~X—7)

* vlan dot1Q tag native (211 ~3—3)
s vlan filter (212 ~X—7)

e vlan group (213 ~<—7)

| X7+« .



. aaa accounting

aaa accounting

RADIUS £ 7212 TACACS+ =T 2551, eV T BT, ExRkEN/-V—F

A DFLFE,

t¥auFq |

TR, BEXOT AT o7 (AAA) THOUT 4 TR AF—TNIZT DHIT

X, Zer— L a7 4 ¥aL—3 32— RCaaaaccounting 2~ > K& LET, AAA
TAVCT 4 T %T 4= MIT 512, Zoavr FonoEREHHLET,

aaaaccounting {auth-proxy | system | network | exec | connections | commands level }
{default | list-name} {start-stop | stop-only | none} [broadcast] group group-name
no aaa accounting {auth-proxy | system | network | exec | connections | commands
level} {default | list-name} {start-stop | stop-only | none} [broadcast] group group-name

B DEREA

auth-proxy FTARTCOBIEF AT B X 2—HF A X MBETLEREHILET,

system Vua— R EOa—FZBEEMT O THRNT AT AL~ LDTXTDA
RUNDT AT T 4 v T EFTLET,

network Fy hT—JZ T 2HBP LY —ERERIZT AV U T 4 T ERFEITL
£7

exec EXEC v =)k w i av DT AT 47 2FTLET, ZOF—TU—FK
%, autocommand =~ RIZ K-> TERINDEFEHRREO2—F T a7 7
AMMEREIRTZ ENTEET,

connection  xw NT—2 T U B R F— bR SNETRTOT Y RN N
BT D iE AR L £ T,

commands BELEEHEL L TTRTOa~v Ly ROT T 4 v T2 ETLET,

level B REHEL~L = R U120 ~ 15 DRHTT,

default ZOFBDBEICY R NENDT AT T AT RE, T T 4T
P—bEADOT 7 ANV RYARELTHEALET,

list-name KICHHENTVWDT I T4 7RO S, el b 10280
A N DOLHTEAT DI 5 XTI T

start-stop 71 2 OBHIGKRFIZ "start" accounting EN A IE(E L, 7B XD TR
"stop" accounting S HN & EFE LET, "start" T H T T 4 T L a— RiFNy
777 RTHEEINET, EkIhla—F 7 m& X%, "start" accounting
WHINT B T 4 T —NTZEENTZDE D NICBEFRZR S Bts S E
—a—o

stop-only FoRIN o2 —W T o RO TR, "stop" T H T T 4 VB EEE
LET,

none ZOEBEIFA L H =T 2 A RATTHO T 4 U T —ERET 1 &—7

M LET,

B tx2U7«
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aAav> R FI4ILk

aAvYU R E—F

aaa accounting .

broadcast (EE) HEDO AAA Y —R_"~DT H T T 4 T a— ROREEA 32—
TMILET, FITN—TDRPIOV—NXIL, THUT 4T a—
RERIFICEE LET, POV —"NEHTER2WGE, TV —T7HN
TERBRINTEAY I T v T —NEFHL 72— A — =L LE
R

group TAAAT BT 47 DFA] IR EnTnadF—U— KD 128 Ea
groupname EARLET,

AAAT AT T 4 2 TI3T 4 =T VT,

sua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

FRLEDHA KS1 Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwry RPREAINEL
77

THT T 4T BN L, BRI E I, v Z—T = A AR EDT H T 4 v T )F
RAEERTDL4HIMFEHEY A M EEKRT 521X, aaaaccounting =2~ > R&EfEH L ET,

R1VAATHI T4 UTAR

F——F S L

group radius aaagroup server radius =~ R CEHEIND
TP RADIUS H—3D U A |k & ZBAEICfE
ALET,

group tacacs* aaa group server tacacst =~ R TEH SN
53 _XTD TACACS+ P — 3D U A &5
WA LETS

group group-name group-name tr— )L —FTER LT L DI,
TR T 47 DI D RADIUS H—/3F
721X TACACS+ H— %7 v M L
jz —g—o

TAAAT BT 470k OF T, groupradius 72035 X O group tacacs+ 2013,
VIRNZER L7z —1# O RADIUS $— NF 72X TACACS+H— 22 L 7, KRR F—1%
RET DI, radiusserver I8k Ntacacsserver =~ > FEMEH L £, HEDF— 71—
7 &AERCT S 121X, aaagroup server radius ¥ L U aaagroup server tacacst =~ > R&ffEH L
£,

CiscolOSXE V7 F T = TIZRD 2 >DOT o vF 4 v 7R EYR— M LET,

X7+« .
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*RADIUS : X NU—2 T 7 BAY—NE TV T 47 L a— ROFEATRADIUS
X2 VT 4PN LTI T BT 2 RELET, KT AV T 4T
a— N7 AT T 47O Attribute-Value (AV) T 08 EEi, La—NItxal
T A= ET,

« TACACS+ : X NU—0 TR AY =L, THhHUoT 407 L a— FOEA TTACACS+
X2V T4 Y= NCH L Ca—FT I T T4 2 WELET, KT IV T o7
a— NZIET BT T 4 7 O Attribute-Value (AV) XTHREEN, La— RNigkx=l
T A= S E T,

THO T4y T OHFRIANMI, THU T 4 v T OFITHIEEZERLET, ARTETH
T 4T HR) A MY, BFEDORIRETITA LV H—T = A AT, BEOFEDOT I v
VT4 T RIMFEHTAREDOEX 2 VT e A ERETEET, lig-nameds &
method Z AFTLTCU A F&ERR L £, listnamelZlZZ DU A FO4RTE LT 51
BT (radius X° tacacs+ 72 EDF XA #Br<) ZfE L. method IZITFEES N> —7
VATRITT AR ERELET,

BEDT o T 4 > 7 OFFED aaaaccounting =~ > K%, ZRiftE ) 2 M&fEE LA
WTCHRITL78A. ARiftE ) 2 P OAHRMICER SN TV D LD ERWT, XTHA
VH—=T a2 A AT (ZOT AT T 4 T OREENEA S ND) IZT 7 40 b KA
UAMPHBIICEHE SNET (EXFAOFXY 2 NI, T 740 bOFRY A MIELL
F9) . 774NV ROFR) A IRERINTORWES, THU T 0 733 78 E®
Ao

)

GE)

VAT AT H I T 4 T TIRARMET Ao T 407U A MIMEREINT, VAT AT H

TT AT DIODT T AN DV AT EERTEET,

BANDT T 4 T DA, sop-only ¥—U— K& EELT, Ekanlza—¥ 7otk
ADE T Zstop L A— RT7 BT T 4V THAMERELET, SR T IO T 4 7D
A, dart-stop F—7U— RZ4RET S Z & T, RADIUS 7213 TACACS+ NER S hi= 7 vt
ADPIERHZ start 7 WU T 4 U T WAEFE L, TRE AR TR stop T AT T 4
T ERETDHEOICTEET, T YT 4> ZIERADIUS £ 721X TACACS+H— 272
TRFEENET, noneF—V— Rt F8ELZEBRELIZA VX —T 24 ADT I T 4V
TH—bRET =T M LET,

AAAT IO T A TRT I T 47128 NDE, Xy NT—I T 7 BAY—N[F, 2—%FN
FELeEX 2 )7 0 TS U T, BHlcBfRT2 RADIUS T A V7 7 @M E 721X
TACACS+AV X7 2E=X%LFT, Xy NI—I T 78RS — T oD@ ET o v
T4 L a—RELTLAR—ML, THOU VT 47 ba—REFoHEx T 0 —
DT AT T 47 a T IRFEINET,

N

GE)

Z Dz~ Ri&, TACACS £ 72134L5 TACACS IZITfEH TE £8 A,

. X2 T+« I
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aaa accounting .

WKOBITIX, T7ANV MDA~y RT AT 4T HRY A MEEZRELTOET,
ZOBDOT AT 4 T —E AL TACACS+ £X = U 7 ¢ — 3 Lo THfEX
AL, stop-only HlfR CHHHEL ~L 15 2~ FITRESINTWET,

Device> enable

Device# configure terminal

Device (config) # aaa accounting commands 15 default stop-only group TACACS+
Device (config) # exit

WROBITIZ, THT T 47— EARTACACS+EF = U T ¢ — TS h,
stop-only HI[R3 3 57 7 4 /L b @D auth-proxy 7 7 7 4 7 U A N DOEFHAE R
L %7, aaaaccounting 2~ NIFBAE7 X T U T4 TR T 7T 472
£7

Device> enable

Device# configure terminal

Device (config) # aaa new model

Device (config)# aaa authentication login default group TACACS+

Device (config) # aaa authorization auth-proxy default group TACACS+

Device (config)# aaa accounting auth-proxy default start-stop group TACACS+
Device (config) # exit

I X7+« .
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aaa accounting dot1x

FRE, BRAE, BEROT AT 4T (AAA) TAU T 4 T %A F—7/WZ LT, IEEE
821Xty a v DRFEDT h T 4 7 %, BN ETITA ¥ —T = A AHALT
EFT DR Y A D EAERT D I2iF aaaaccounting dotlx 7' o —/ 3L a7 4 X2 L— g v
g REMHALEYT, [EBEESQRIX T AT T 4 v 7T 48—t 5I00%, Zoaw
Y RO noBEXEHEHLET,

aaa accounting dotlx {name | default } start-stop {broadcast group {nhame | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting dotlx {name | default }

B DEREA

AU KR TFI4ILE

name P— R T —T74%, Ziit. broadcast group 3 X Otgroup F—TU — KDHZIZ AT
TOHGEIERNT 247 a o TY,

default  FT7 4 L N R NIHDLT AT T4 v T HRE, T T 47— 2
WHELET,

start-stop 7’1 & X DRIAEIFIC start accounting i1 A S L, 7 & 2D T HFIC stop
accounting B ZIEE LET, stat T AV T 4 b a— NI\ 7 7T F
TEFEESNET, TH T T 427 H—,30 start accounting 1 HI % 52 1T HL > 7=/
EMITFRR L, BEREA N —F T aw ARG I ET,

broadcast #HH D AAA D —RNICEEENDIT I T T4 b a—Ref F2—7 LT,
THIT 4T L a— RegTNV—TDEIOV— IR ELET, RO —
NAPERTERWNGEE, AL v T3 7T v 7= X N2 L TR
D — iR LET,

group T T 4 T —EREAT =T N—T2RELET, At —
INTN—TZIFTRD LB T,

e name : Y — 7 L—TF D4,
eradius : T _XTD RADIUS R A DU A b,

e tacacst : 9XTD TACACS+ R A DY A |,

broadcast group 3 L Ot group ¥ — 7 — RDO%IZANT 554, group F—V— K
AT arTd, A7 varogopF—TI—REVE DIEEATITEET,

radius ({EE) RADIUS TH Y VT 4 VA F—T M LET,

tacacs+ EE) TACACS+ T H U VT 4 T A F—T7 M LET,

AAA T BT 4 o TET 4 =T N TT,

B tx2U7«
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aAvU R E—F

aaa accounting dot1x .

Jua—N)L ar7 4¥alb—3 3 (config)

avy FERE

)1)—2x EENE
Cisco IOS XE Everest 16.6.1 Zawy RPREAINEL
77

FEREDHA K42

ZDa~< RiX, RADIUS —_R~DT 7 & AN NEETT,

A B —7 A AT IEEE 802.1X RADIUS 7 H U T 4 v 7 ZRET HHEIC, dotlx
reauthentication f X —7 =z A A A7 4 FXal—ar avry REANTAI L EHLEL
\iﬁqo

WOBTiX, IEEE802.IX T H T T 4 P hHETHHEEZ TR LET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa accounting dotlx default start-stop group radius
Device (config) # exit

t*2U74 |}
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aaa accounting identity

IEEE 802.1X, MAC fBFE/ A 732 (MAB) . BL U Web iBiEt v a VORGE. #rl. B&
KT HOT 47 (AAA) TAT T4 TEAX—TNMCTHIZIE, Fe—rar 7y
¥ L— 3 E— KT, aaaaccountingidentity =~ > Kz L ¥9, IEEE802.1X T 7
VTAVTET 4 =T MIT B, Zoavr FOon X EFEHLET,

aaa accounting identity {name | default } start-stop {broadcast group {name | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting identity {name | default }

B DR

i
N

AR TFIHILE

AUk E—F

name P— N T N—T74%4, ZhiX, broadcast group I X W group F—7 — RDO%RIZAT
TOGBIMHT 247> a T,

default  FT7 4L N R NIHDLT AT T4 v T HRE, TAHATT 47— 2
WIfERLET,

start-stop  7'= & 2 OBAGAKREIC start accounting A1 A E(E L, 7 12 & XD TIEZ stop
accounting WA 255 LET, stat 7T H U T 4 L a— gy 7 7T R
TREEINET., THI T4 v T —_"Nstart TH T T 4 v TR EZ T
Wo/eMmE S TiFBfRe <, ERENlca—F e AREBISNET,

broadcast #HH D AAA Y —RNICEEENDZT IV T4 b a—Ref 2—7 LT,
THIUT 4T a— ReE{ETN—TDRNOV—NIZEELET, KOV —
NPFHTERWNGE, AL v T3\ 7T =D ) X N2 L TERY)
DO —"E@LET,

group THO T 4 T Y= R AT V=T N—T2RELET, 47V —
NI N—TZITIRD ERBY TT,

e name : Y— 7 )L —TF DA,
eradius : XTD RADIUS R A DU A K,
e tacacst : X CD TACACS+ FA DY A b,

broadcast group 35 X Ot group ¥ — U — ROHZIZATT 2556, group F—T — R
34Ty a Ty, A7varOgopF—U—RELIVELDEEANTEET,

radius ({EE) RADIUS #FFilEx A 2 —7 /WZ LET,

tacacs+ ({EE) TACACS+ T H U VT 4 T A F—T7 M LET,

AAAT T T 4 73T 4 B—T7 0T,

Jua—s ary7 X2 lb— 3 (config)

B tx2U7«
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aaa accounting identity .

avy RERE

=2 EERE

Cisco I0S XE Everest 16.6.1 Zoawy RPREAINEL
77

FEREDAA R

5

42 AAAT AT AT TATUT AT AZAF—=T/NITDITE, Y = F—FaA F—

TMZTHHERHY T, RY v— = F2HNT DI, B EXEC £— KT
authentication display new-style =~ > K& A ) L £,

WOBTiX, IEBEE8RIAIX T H I v T 4 T AT T 4T 4 HRETDHIHERETL
iTO

Device# authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPvé6-capable. It
will only become IPvé6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

Device# configure terminal

Device (config) # aaa accounting identity default start-stop group radius
Device (config) # exit

t*2U74 |}
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aaa authentication dot1x

IEEE 802.1X FBAEICYEHL T D AR — N CEM T AF85E. 7 rl. BXOT U T 407 (AAA)
FHFREBET AL, Fe—=L a7y 3?1 L —3 3 v %&— KT aaa authentication dot1x
a<r REFERALET, BEEZ T I, Zoa<wr FonoBRXEHALET,

aaa authentication dotlx {default} methodl
no aaa authentication dot1x {default} methodl

BX DA

av R TFI4ILk

AR E—F

default o —¥Rn s (o F25LEDOT 740 hOJFE, ZO5EICEENTY A kIR
AEGADMER S ET,

methodl - — SERGEZFEE L 3, FBFEHICT TP RADIUS —D—E &2 FH T 51
I%. group radius ¥ —7Y— K&z A LET,

() a~vrRIADONNVT AR 7o F—U — Ry RRSNET
23, PAR— F & D DIT default 35 1 N group radius ¥ —7— ROAT
‘j‘o

POREIXFEIT SN E R A,

sua—srary7 X2 b— 3 (config)

avy FERE

FRLEDODHA KSA Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwr RPREAINEL
77

method 31311%., FRAET VI Y XANT T A4 T 2 b HDO/RAY — K&l 4 572018 E
DIEF TRA D TR AR E LET, IEEE 021X ITHEM L TWAM—D FRUZ, 7947k
T — 4 5 RADIUS #BREY— 2%t L CThERE S 415 group radius . T9,

group radius 5 € L7-%4A . radiusserver host 7 v — )L 27 4 Falb— gy a<wy
Rz AJ)LTRADIUS = "ZRETLLENH YD £7,

RE SRR O —E A Rk 511X, showrunning-config f##E EXEC 2~ > R&fiH L
ij‘o

KDOFITIXAAA Z A 2 — 7 /W2 LT IEEE 802. 1X #EMLOFREE Y A & 1ERkT 5 HiE%
Tbiﬁoz@mui HIZ RADIUS — L DARMEERAE T, ZOFETT
—NIEEENTESEE, 2—FITRy PV =T ~DT 7 B ARHFRENEE A,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication dotlx default group radius
Device (config) # exit

B tx2U7«
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aaa new-model .

aaa new-model

SEE. BRE, BEXOT AU T 47 (AAA) T 7 B AT T VERNCT AL, T r—
a7 4 X alb—y g F— KT aaanew-model =< FEEHALET, AA AT 7R
HIEEF LA T AI21E. Z0a~v2y RonoBERNE2FEH LT,

aaa new-model
no aaa new-model

XD ZOawy RIZEBIEELITF—T— REb Y FHA,

ATV RTFI4IR AAADERNTR S TV EREA,

av R E—F Jua—s b ar7 4 X¥alb—3 3 (config)
av Y FERE Jy—=x EEAR

Cisco IOS XE Everest 16.6.1 | = Do~ R3EA SN E LT,

FEREDAA KSq4y OIS RICEY AAA T 7 B Al 2T D3 AZR 0 £,
ARSREHR (VTY) (B LT loginlocal =2~ > RAHE SN TWAEE. aaanew-mode
avy REHIBRTDEXIE, A4y T2V —RLTT 740 MxEE X login =2~ > K%
BT 20ERHY ET, AL vFE2Ya—RKLEWEA, AA vFiL, VIY TET 7 4V
C loginlocal @~ RIZRESNET,

)

GEX)  aaanew-modd < N&EHIERT D Z LIdHEILEE A,

B WIT. AAA BRI B 057 LET,

Device> enable

Device# configure terminal
Device (config) # aaa new-model
Device (config) # exit

WIZ. VIY BEEF S T aaanew-model =~ > FRHIBREN-H A2 R LET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # line vty 0 15

Device (config-line)# login local

Device (config-line) # exit

Device (config) # no aaa new-model

Device (config) # exit

Device# show running-config | b line vty

line vty 0 4

I X7+« .
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login local !<=== Login local instead of "login"

line vty 5 15

login local
|

BEa<w> R Command

Description

aaa accounting

MEFITEX 2 U T4 BOT-DIZ, BEREh-—Ev R
DAAAT IO T 4 v T 32— I LET,

aaa authentication arap

TACACS+ Z i3 % ARAP ® AAA FIFF XA BN L E
‘a‘o

aaaauthentication enabledefault

D—PREME <~ RL-ULICT 7B A TE D0 E ) ha ik
ET D AAAFRIEZ BN LET,

aaa authentication login

A VEFD AAAFRGEERE L E T,

aaa authentication ppp

PPPEZEITL WAL U TNAA L HZ—T oA A ETHEHRATS
1 >F 7213 ED AAA R EREE L9,

aaa authorization

R N D) DT 7 AT 58T A5 %
ELET,

B tx2U7«
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authentication host-mode .

authentication host-mode

R— P CRIE~ X —V Y T— RERET DI, A F— 7:4x:/74%Jwaa/
& — KT authentication host-mode =~ > KZHH L 9, 77 4/V MR EICERTITIE, 2D
a< RO noEXEHEHLET,

authentication host-mode {multi-auth | multi-domain | multi-host | single-host}
no authentication host-mode

B DEREA

multi-auth RN— h DO~ /VFFREE— K (multi-auth T— F) %A
F—T M LET,

AU R TIHIE

AUk E—F

multi-domain A= FrDOVNLVF RAALE—REBAX—TWMIZLE
j‘o

multi-host A= RO ILFHRANE— R F—7 VI LET,

single-host R—=FDYV U TNVEKRAE— R 2= VI LE
7,

VUTNVIRA M E— RBA X =TI ENTWET,

AHE—=T xR a7 4 Falb— 3 (config-if)

avy FERE

FREDHA FS14 Y

)1)y—Xx ETERAR
Cisco IOS XE Everest 16.6.1 ZOavwy RNRBAINFEL
77

B SN TWAETF—Z R A MBI OFETOBREIT. YV IR A M E— FERETHLEND
Uif T NHRA RR— N TORIAEDTZOITHEFE T A A& LI T IZE N, R—
FCHEF VLAN R E SN TVt | FFET A AOFFA 8RB LE3,
T—HRARNIP 7 4 R THR— MIEHR SN TWAEAIL, VT RAAL UE— REK
ETHMLENRDHY 7, %m?/\%X%mE?éz\E#%‘éiw\ I, YIVFRAAL U E— %
RETHHLENRHY 5,

NTDOERIZT N, ZAERE L, ZNENERIEL TR— T 7 820X 2 U7 1 R T
EHEDITTHITFE, ATRIEET— FICRET DLENH Y £, HH VLAN BNRES L
TWA5EIE. ZOE—NCRIETEDHEHFTNA AL 1 2KEFTT,

2 ILVFHEARNE—RTH, NTHLOBEH R A NOTHODR— N7 7 AN SN FE T 723,
VIV FHRA NE— RTIE, RAOL—FNEIESINTZE TT A A% L CERIBROR— T
TR ANEZ bNET,

WOFITIL, R— DO LVFRIFE— R 2= NCT D HiEEZRLET,
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. authentication host-mode

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-auth
Device (config-if)# end

ROFITIE, R—=FDTLVF FAAL = R X—TNMIT D hEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if) # authentication host-mode multi-domain
Device (config-if)# end

ROPITIZ, R—=FDINVFRANE— R RX—TNWIT L HiEERLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-host
Device (config-if)# end

WOFTIE, R—FDL U TIVHRA NE— N2 X—TNMITHHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode single-host
Device (config-if)# end

E A FERT 5 1T1E. show authentication sessionsinterface interface details &% EXEC
o< FEANLET,

B tx2U7«
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authentication logging verbose .

authentication logging verbose

RAES AT LA vy E—UNOEMERE 7 AV Z U 7T DITIE, AA v FAZ v 7 FT2FTA
& R7 v AA v F L Tauthentication logging verbose =~ > K&/ — )L a7 4 ¥ =
L—varyE—RNTCHEHALET,

authentication logging verbose
no authentication logging verbose

O Zoavy RIZIFBIERERITF—V— REH D T8 A,

ARV ERFIFIILL VAT LA vE—VOFEMn JIIAMT o T ERE A,

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
av Y FERE )1)—= EEAR
Cisco IOS XE Everest 16.6.1 ZOavwy RREAINE L

776

BRALDAA ESA Y “Oavy RICED | BIEY AT LA vb—Uhh, FHEND AR L OGRS 7 4 1
YL TSHET, KA vV T 4 AE Y LT SREE AL,

verbose FREFV AT LA v —EB T 4 NA Y 7T AR, IROFIEITHENE T,

Device> enable

Device# configure terminal

Device (config) # authentication logging verbose
Device (config) # exit

R A ERT 5 I2IE, show running-config #i# EXEC =~ > R& AL £,

BEa<vY R av R ERBA
authentication logging verbose SHEES AT A A v E—U b EEERE 7 4

R T LET,

dot1x logging verbose 821X T AT LA v—U bt ERE 7 4
VA T UET,

mab logging verbose MACZEZENA 782 (MAB) VAT AR wvE—
U biEMERE T 4oV 2 Y T LET,

I X7+« .
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. authentication mac-move permit

authentication mac-move permit

FNRA A LETOMACBEIZA R—T7 T AI2E, Ju—_Lary7 4 Xalb—v g F—
K -C authentication mac-move permit 2~ > R&ZHHA L E3, MACBEIZT + E—7 L3
L2, Zoavr FonoBREHEHLET,

authentication mac-move permit
no authentication mac-move permit

XD Ioawry RZEBIEELEF—Y—REH D THA,

IRV R FI4L L MACEBIIEERICZ> TV ET,

aAavYRE—FK Ja—s\)ar7 4 ¥ alb—3 3 (config)
av Y REE == EERR
Cisco I0S XE Everest 16.6.1 Zoawry RREAINEL

77

BRLOHA RSqY ZOa~wy NEMEHT L, BIEERTA 2T A 2 EORFEXIEHR— ~ (MAC FBFE/ A
/XA (MAB) | 802.1X, F721%L Web-auth) M TREITAHZ N TEET, & xIE, WFEX
NIeARARNER—NOBIZT A ARHY , TOKRA MPRIOR— MIBE) LI2HE, &
Yy va SFRPIOFR— EMASEIRE, AR MIF LWAR— b ETHZBEREESNE T,

MAC BEINRT 4 E—7 LT, RIAFSNTZAZ FRBOR— MIBE) LT-5HE. £0OHR A M
ﬁuuuﬁén‘a— E}ii§ 75 %Eﬁibij_o

ROBITIE, T3 ZAETMACBE# & A X —T7 /W D hEERLET,

Device> enable

Device# configure terminal

Device (config) # authentication mac-move permit
Device (config) # exit

BEav R av Uk EnBA

access-session mac-move deny TNRAATMACB#NZT 4 —7 ML E
—a—o

authentication event BEOWIMA R " OT 7 a 2R ELE
7

authentication fallback IEEE802. IX#FAEZ R — L2V T4 T
l\ﬁﬁ@7ﬂ“—‘ﬂ//\/7ﬁﬁk L T Web RiE%x
FEHTAEL IR EHRELET,
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authentication mac-move permit .

avy kR SRER
authentication host-mode R— FN TR~ R — Vv E— RERELET,

authentication open

RN—=NTH—F T REAX—TIVET]-
XF 40— M LET,

authentication order

Zﬁ?‘_‘ ]\ T{iﬁﬁﬁ—émh quiJCUDJIIEF‘ %X L/i
R

authentication periodic

R— }‘@ﬁnu ulT:%f/])Z 7/1/3571:_ j:T/f“E‘—'
T LET,

authentication port-control

AN— FDOFRFEAT — b OFEFHIE %2 A 1 —
Lz L%,

authentication priority

R—=FTTAF VT 4 U A MRS AL B

authentication timer

802.IX Mo — FDH A LT 7 hIRT A—H
CHERRGE RN T A—H ERTELET,

authentication violation

H LT A ARR— M T D0, R—
MC?TK%kﬁ@?N4Xﬁ%ﬁLTD6
EXIT, LT S ZANRR— MTE#RE LTz
SO ETHENE—FEHRELET,

show authentication

TNA ADRBAET R — T ¥ A X MBI 5
HHREERLET,
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. authentication priority

authentication priority

70:7/1)2]_U5:/fu;<}‘\—munEj]ﬁ_té’ij—g«é X, A F— 731/1)2:[/7/1)3%:’—1/*‘\:/5/
“&— RN authentication priority =2~ > FZfEH L £ 7, 774/ MIRESIZIE, nofEXD=
~ U REMEHLUET,

authentication priority [dotlx | mab] {webauth}
no authentication priority [dotlx | mab] {webauth}

BX DA dot1x (EiE) AR ONE/FIZ 802.1X 2B L £
To
mab ((E85) kN ONERIC MAC IRIE S A /<A

(MAB) #BInLE,

webauth o niEjiJEODJIIE}_P Web ?g\gﬁ;&ﬁbﬂ L i ﬁ‘o

:7*/ F 7_—“771—}[/ I~ :7‘:\77]‘/1/ ]\0)703/(j-u 51/( Li\ 802.1X uign MAC munE/\/r/\X Web uAL‘n.[E@JIIE-/C‘a‘

ATV RE—FK AH =T 2 A AT 4 Fab— 3 (config-if)
av > FERE )1)—2 EENE
Cisco IOS XE Everest 16.6.1 Toavwry RREAINEL

77

FEREDHA KS4y JEFHTTIE 730 ZABR— MIER SN LT AA ZAEZFEREL £ 9 &5 & 12T
T oI ADNEFZHREL ET,

— MMZT7 =Ny 7 FREBEHEEERTT 5 & 15, Web i%GE (webauth) ZHH%IZERTE L T

<TEENY,
BB LFRC T TAFT VT 4 2BV LB THZLICLY, T4V T o 0EWERE, 7
74?)74 ®1&b\ETTEP@HLD£Eji‘AE J AFEEBHZ Eiﬂ’(%i@“

\}

GE) I IAT  FIITTIZRFES LTV DIGAEINT, T I7A4F VT 4 D@ FROEFN Y AL DFEAT
HE, HERESNDZ LD £,

WAEFKDOT 74V DT FZAF VT 41F, FITU X NONEFIZEBIT 5 ZDOALE & R U T,
802.1X nL‘nLE MAC?E vy uE/\/l) INA (MAB) Web i (i niE@”EVC@— @Tjj‘/l/ I\O)”/E\}_h%wﬁ
T 5121, F—7— K dotlx, mab, ¥ LU webauth ZfH L £,

WOFITIE, 802.1X ZHAIDFRAF T, Web ilil % 2 HHO DRI HFTNE LTERET D
FiEERLET,

. X2 T+« I
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authentication priority .

Device (config-if) # authentication priority dotlx webauth

WROBITIZ, MAB Z i) DFEFEST L, Web ik 4 2 O OFEFESNE L TRET S

TiEERLET,

Device> enable
Device# configure terminal

Device (config) # interface gigabitethernet 0/1/2
Device (config-if)# authentication priority mab webauth

Device (config-if)# end

BEaY

~

> >

avwo kR

aiBA

authentication control-direction

N— b T— N2 B I E 73T IS E
Lij—o

authentication event fail

PBRE~Y R — U X PNRRGET T — 2 i S /e
a—H I LF Uy LOFER E LT 5
FEEREELET,

authentication event no-response action

FRRE~ R — U ¢ DSRERET T — ZISE DR R
A M ORERE LTS 2 A E LETS

authentication event server alive action
reinitialize

VIRNZEIEARGE T o 72iBiE. #Frl. TA U
YT AT NPT REIC e o Te L F IS
PREY X —Y ¥y v a CEBYEHELET,

authentication event server dead action authorize

PBIE. R, TH T 4 TN
7f 27 o7 & %'LWUHE<?;K «/ﬁ’{fi/i/ﬂ
:/%fntl:j‘ Li‘j—o

authentication fallback

Web FBiFED 7 +—L Ny 7 FRE A 3—T )L
WZLET,

authentication host-mode

KA NOHIEIR— b ~DT 7 A% LE
Er

authentication open

R R CH—F LT IR %A F—T ML
i‘aAo

authentication order

B =y DR — P DI TAT D
PR A DA fRE L 7,

authentication periodic

AN— b0 HBEEEEZ A X—T VI LET,

authentication port-control

HEAR— FOFFRIAT— FERELET,

authentication timer inactivity

BERE L7 WERRE~ R — Y v & v v 3 v & 54
KTTHETORMZHRELET,
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. authentication priority

t¥auFq |

avy kR

B

authentication timer reauthenticate

?ﬁ?\gﬁ“\?* /’\7 NEFFAIAR— b DHR AL A& A A

HbEEEEL £

authentication timer restart

RRE~ — ¥ PEEFF AR — b DOFRGEA 7

HHbEZfEE L £,

authentication violation

R—b ETEFR2 )T @B LELCTZHAI
a7 7 varzimELET,

mab

ﬂf*‘}‘@MACwL‘nJ‘_E/\/I)/\Z%/]}Z 7/I/ﬂ L
7,

show authentication registrations

?@?ft’\?*—ykil;‘ﬁ%éhfb\ uunfkjit
B4 2FhaeRrLET,

show authentication sessions

BEOHIF~ R —V v v a AT L1E
WEFRRLET,

show authentication sessionsinterface

BEDA 2 —T = A ZADRFE~ T — ¥ T
BdoiFmazRLET,

B tx2U7«
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authentication violation .

authentication violation

FLWT A ANRKR— MR SNz L X ETRIEHRKEOT S, ARF— Mo I Tun
DARRETH LT A AR — MR SN & X ICRATENRE— REHRTET HITE, A
VHE—T 2 A AT 4K 2 b— g F— K Tauthenticationviolation =~ > F&HH L %
KR

authentication violation { protect | replace|restrict | shutdown }
no authentication violation{ protect |replace|restrict | shutdown }

BX DA

AR TFIHILE

aAvU R E—F

protect FTHILRWEEFEMACT KL 2% Koy 7 LE7, syslog
—XAEREINETA,
replace BEOE Yy a rZHIBRL, #TLWHAA ML DR8RE% B
WHBLET,
restrict EX T — ORI Syslog =7 — &Rk LET,
shutdown T2k oT, PHILARWMAC 7 RLUARFAET S

R— FERIIIER— PR T 1 £—T TR0 £,

Authentication violation shutdown &— K231 X —7 /LI ENTWET,

AVHE—Tx2ARXA AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K42

)1)—=R ETEAR
Cisco IOS XE Everest 16.6.1 Zoawy RPNBEAINREL
776

R—=FETEXR2 YT A ERNBE L EXICFHTTEHT 7 a U ERETHITIE
authentication violation =~ > RZ&fEHA L E9,

IROFITIX, LTS, AR — M 25810, errdisable IZ72 0 v v b
Z0 4% K DI IEEE 802X ®ISAHR— M EARET 5 HikE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation shutdown
Device (config-if)# end

OB TIL, BrLWT NS ZARR— MR T HEEIC. VAT AT —RAvb—
ZEKLT, A— FEHIRE— NIZEFET D L D280 IX KSR — M ERET D HiE
ZRLET,

Device> enable
Device# configure terminal

t*2U74 |}
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. authentication violation

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation restrict
Device (config-if)# end

WOBITIE, FLWT AN ADRR— M T 5 L X2, 20T A A& EHLT 5 K
1T 802X XHGAR— P ERET D HEE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation protect
Device (config-if)# end

WOBITIE, FLWT A ZANKR— M T 5 & X0, BIfEOE Yy v a U &EHIBR L.
HLWT S, 2L DHAFZBRIAT 5 X 512802 1X MR — M A RET DL HEERL
i‘j‘o

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation replace
Device (config-if)# end

REL MR T HI21. show authentication =~ > RE A LET,
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cisp enable

BX DA

AR TFIHILE

AU kRE—F

cisp enable .

7 734 A T Client Information Signalling Protocol (CISP) % A x—7/MZ LT, 7V Ik
TNAADHE =T 4 =2 L LTHEEL, A=k T4 =T A ZAOF TV b &
LCHERET D L 91T BITid. cisp enable 7 n— 3L 2o 7 4 X ab— gy a<wy Reff
ﬁH l—/ij‘o

cisp enable
no cisp enable

Zoa<wy RIZIBIEELIIF—U—NIb A,
T 7 4/ N OEBERLEIZDH U AL

Jua—s L ary7 X2 lb— 3 (config)

avy FERE

FEREDHA K42

)1)—=R EEAR
Cisco IOS XE Everest 16.6.1 Zoawy RPNEAINREL
776

F—= T4 =R VTV D NT AL ADOBDOY 7L T T, WFDOT AL AT
VTP %A F—7 M HHAE, VIP RAAL LANRFE—THY, VIP ET— RR3H—1Th%
VERH Y F97,

VIPE— REERTETHHEICMDS T = v 7/ P LDOAR—FKT T =l bR 0K 92T 5701

&@ﬁ%%mbf<témo

e VLAN BEAR D2 BEDF AL RTRESNTWARNZ L, FIL KA A T VTP $— 30
DEMFET A ENZOREOFREIZRDZENH 9,

e T DT NA AT, BED) BV g L BEENEL-TNEZ L,

OB TiL, CISP A X —7 N T B EE R LET,

Device> enable

Device# configure terminal
Device (config) # cisp enable
Device (config) # exit

BEav >R

av Uk EL: ]

dotlx credentials”' = 7 7 1 /L FaT A NEF T Y B NTFAL AR E
L/i‘a‘o

dot1x supplicant force-multicast 802IX VT U By R ALTF X X R
FERET D LD ICmAEI LET,
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. cisp enable

avyk ELE)

dot1x supplicant controlled transient 802 IX ¥ F VU Hy Mo LAHIET 7 & A%
Hﬂiﬂbiﬁ—c

show cisp BESNA 2 —7 A 2D CISP A
ALET,
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clear errdisable interface vlan .

clear errdisable interface vlan

error-disabled JRHEIZ 72 > TV /= VLAN Z O 1*— 7 /W2 T 5121, ¥ EXEC £ — R Tclear
errdisableinterface =~ > F&EH L E 1,

clear errdisable interface interface-id vlan [vian-list]

*ﬁi@%ﬂﬂﬁ interface-id A B—T A A %?EEL&TO

vian list L) HOA F—7 M2 T 5 VLAN D U A
FEFEELET, VLAN U X RZFRE LW
WA, T3TO VLAN RFRA 2—7 1T

0 FET,
ATV RFEIFIR T 7ANNOEEREITH Y EEA,
av YR E—F ke EXEC (#)
av Yy FER Jjy—= EEAR
Cisco I0S XE Everest 16.6.1 Zoavry RREAINE L,

FEREEDHA K54 > shutdown LW noshutdown DA X —T = A X a7 4 Falb—aryavy Rl
TAR— FEHRA =TT 5, cear erdisable f V' #—T = A Za< L R&EfERA LT
VLAN O error-disabled 227 U 7 CT& £,

#l WOBITIHE. XHE Y b £ —FF v b F— b 40/2 T errdisable 1272 > T 53T D
VLAN Z A 32— VT 5 HEE R LET,

Device# clear errdisable interface gigabitethernet4/0/2 vlan

EEa< R avo kR BTLL]
errdisable detect cause FrEDRAE, £33 X CTOFRICK LT
errdisable fi [ & A R —7 LI LET,
errdisable recovery FIEA D= X LB EBRELET,
show errdisable detect errdisable R AT — X A& HRK/RLET,
show errdisable recovery errdisable [F11 7 A ~ —DIFHRAZF R L £ T,

I X7+« .
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. clear errdisable interface vlan

avy kR SRER

show interfaces status err-disabled errdisable 27— R 72> TCWAA L X —T =
AADIYANDA LA —T =2 A A AT —H R
ERRALET,

B tx2U7«
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clear mac address-table

BEDHA T IV I T RVA, BEDA LV H—T 24 A LOTRTDODXAFI v I T RLA,
AL I AUNEDTRTCDEAF I v 7T RVA, £72038ED VLAN EOT_RTHOL A
FTIv I T RVREMACT RLAT—7 /U BHIERT 5121%. clear macaddresstable =~ >
REMEMEEXECE— RTHEALET, Z0a<> RIZEEMACT KL A@mMTa— L v

VAL IUTLET,

clear mac address-table .

clear macaddresstable {dynamic [address mac-addr | interface interface-id | vlan vian-id]

| moveupdate | notification}

BXDEREA

AU R TIFIE

AR E—F

dynamic

FTRTOFAFTI v MACT RLRAEHIFEL
ij‘o

address mac-addr

(8 fRESNIZAFI v MACT K1
AZHIBRLE T,

interface interface-id

EE) BEINTWEAR— N E2i3A— b
FX¥ XNV EOTRTCOEAFT IV IMACT F
VAEHIBRLET,

vlan vian-id

(=) ¥EESNT- VLAN O+ _XTOHE A F
S Y IJMACT FLARZHIBRLET, FHETE
HEPHIL 1 ~ 4094 T,

move update

MAC 7 KL A7 —7 L™ move-update 77 7 >
Bu7 VT LET,

notification

BT —T V@M E s VT L, AU A E
Uty hLET,

T 7 4V N OBEMERMEIZH W FH AL

ke EXEC (#)

avy FERE

FRLEDHA KS1 Y

)1)y—Xx ETEAR
Cisco IOS XE Everest 16.6.1 ZOavwy RRBAINFEL
77

HEWAYIBRENT-Z & 2R T 5I121%. show macaddresstable =~ > RE AL ET,

WOFITIE, FATFTI VI T RLVAT—TANLEED MAC T RLRAEZHIBRT 55

LEERLET,

X7+« .



. clear mac address-table

Device> enable

t¥auFq |

Device# clear mac address-table dynamic address 0008.0070.0007

BEEav R avwvk

B

mac address-table notification

MAC 7 R L ABFERER A r— T MIZ L E
_a‘o

mac addr ess-table move update {receive |
transmit}

FNRAADMACT RLATF—T VEEF %
HELET,

show mac address-table

MACT RVAT—TNVDAXT 4 v 7T b
VBIOFATIvI= U RNV ERRLET,

show mac address-table move update

FL AT HMACT L AT —7 L)
FEHERAE R TR LET,

show mac address-table notification

interface ¥ — 7 — RGBS &, 7T
DAV H—T oA AT E SN A o —
T A AT HMACT KL AR TE &
RLULET,

snmp trap mac-notification change

WrEDA X —T A4 ADSNMPMAC T KL
AEH ST v A X—T VI LET,

B tx2U7«
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confidentiality-offset

MACsec Key Agreement (MKA) 7= k2L & A2 LT MACsec BIEOIEEMEA 7 > M &
BETDHITIE, MKARY v— a7 4 X2 bL—3 3 F— KT confidentiality-offset =~ >

B DEREA

aAavY R FI4ILk

avY kR E—FK

REfERLEd, et 7ty b2 BT 5121,

confidentiality-offset
no confidentiality-offset

Zoawy NIZIFRIEERI

confidentiality-offset .

Zoa<wy RonoEXE2EHLET,

IF—U—FIHY A,

BEMA 7y FREZTR o TVET,

MKARY v — 237 4 X2 L —3 3 (config-mka-policy)

avy FERE

3l

)1)—2R

EEAR

Cisco IOS XE Everest 16.6.1

ooy RREAINE LT,

Wz, EEA 72y FEANCT DBl R L ET,

Device> enable

Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy)# confidentiality-offset

BEaT R

Command

Description

mka policy

MKA R U > —ZiiE LET,

delay-protection

MKPDU D% CIIER#EEZFEHTH L IOICMKAZRE LT,

include-icv-indicator

MKPDU IZICV A > P — R &0 E T,

key-server

MKA ¥—H%—_"F 7 g 2R ELET,

macsec-cipher-suite

SAK G+ 572D FAAL — N ELET,

sak-rekey

SAK ¥ —HAKMFEEZHRTE L E T,

send-secur e-announcements

MKPDU DXETEF 2T R T F U A% EET S X 512 MKA
FHRELET,

ssci-based-on-sci

SCIIZHESWT SSCI A3 E LE,

use-updated-eth-header

ICV BHREIZIFE T SNl — YRy by X —2 AL ET,
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. debug aaa dead-criteria transaction

debug aaa dead-criteria transaction

BX DA

AU R TIHIE

AUk E—F

FORE, FFR, BT AU T 47 (AAA) @ dead-criteria 7 W va UEEERRT HIC
I%. debugaaadead-criteriatransaction =~ > K& f5kE EXEC £ — N CfiHl L £7°, dead-criteria
DTNy T HEBEHCT HI2IE, Zoavry Fono BREHEH L x4,

debug aaa dead-criteria transaction
no debug aaa dead-criteria transaction

ZOawy RIZIEEBIEELITF—U— R £ A,
OV FRREINTWARWEA, Ty 34 1c 0 £8A,

HikE EXEC (#)

avy FERE

FRLEDHA KSA Y

3l

J1y—=x ETRAR
Cisco 10S XE Everest Zoawy RREASINE L,
16.6.1

dead-criteria s 7 W7 g VOB, AAANT VYT L a U D EICERDGARHY £T, £
IREND RO HMEDO—EIE, HESNDIRUEDO NTFoHF 7 va v, BEEORIT. B
J Wdead RIS T, ZNHDEIZOWTIE, ROFTHHALET,

Wiz, ¥ E DY — 7 )—TF D dead-criteria b 7 V7 2 g L OFEROFIEZR L ET,

Device> enable
Device# debug aaa dead-criteria transaction

AAA Transaction debugs debugging is on

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Retransmit Tries: 10, Current Tries: 3,
Current Max Tries: 10

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Dead Detect Interval: 10s, Elapsed Time:
317s, Current Max Interval: 10s

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Estimated Outstanding Transaction: 6, Current Max
Transaction: 6

ROEXT, ZOWNIRKRENLEERT 4 —/V FEBRH L £,

% 2:debug aaa dead-criteria transaction 7 4« —)L K D8

Z4—ILE B2l

AAA/SG/TRANSAC AAA V— T NV—TF N TP T g,

Computed Retransmit Tries HP—MNdead & L C~v—27 ENDHETO, BEHHEILTWY
% FREEL,

Current Tries 1% DA N TR E LR 0 e S BRI
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| €%2u74

debug aaa dead-criteria transaction .

J4—ILFK

Bl

Current Max Tries

BRICERES LT h T o g v U B REATREIE,

Computed Dead Detect Interval

H—r3Mdead & L CT~v—727 SNAHANIRRE T 2 FREMENH D
HET 7T 4 THE KEGEOEFER NI a b0
¥ . T 7T 4 THIRIE, live & AR ESND P — T
W va U REE IR L XICHIGSE T, dead IR
WX, T ARV — "% dead & L TC~—27 T DHHIIZ, F—
MO DIRE % T 3 AR IR <9,

feiEEf]  (Elapsed Time)

% DA RN 72 I LA SRt L 72 g,

Current Max Interval

BRI LI N T ooy a L UMOIET 77 ¢« THIRIO
B KAH,

Estimated Outstanding Transaction

PRI T BN TWD b T U7 v CoHEER,

Current Max Transaction

BRI LE N T o7 a  UBEORRK NI 7 a
v

o

BEaT R

avrk BL)]

radius-server dead-criteria |RADIUS #— %5 v NIRRE LFEET D720 DO WF R E
TFIIm &, FRE L ERTEALET,

show aaa dead-criteria AAA Y — 30D dead-criteria i HHE R A FR LE T,

X7+« .
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delay-protection

B DEREA

aAavY R FI4ILk

AU kRE—F

MACsec Key Agreement Protocol Data Unit (MKPDU) D53 Z R IELR# %3 5 X 912 MKA
EHRETHITIE, MKARY >— a7 4 X2 b —3 g F— N T delay-protection =~ > K
ZRERHLUET, BIEREEZINCT DT, Zoa~vr FOono a2 L ET,

delay-protection
no delay-protection

oo~y RIZIIBIEELIIRF—U— R A,
MKPDU DX IZ% T B IR TN /e > T ET,

MKARY v — 2327 4 ¥ =L —3 3 (config-mka-policy)

avy FERE

il

=2 EEAR

CiscoIOS XE Everest16.6.1 | = oo~ R EAINE LT,

WRIZ, MKPDU D55 THEIEIREEZFH T2 L 29I MKA & ET 502 R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # delay-protection

BEav >R

Command Description

mka policy MKA RV o —%2RELET,

confidentiality-offset BEmMEA 7y NERE LT MACsee ZEIESEE T,

include-icv-indicator MKPDU (2 ICV A > P —Z g E T,

key-server MKA ¥ —H—"F 7 a v 2RELET,

macsec-cipher-suite SAK Z BG4 57005 AL — 2R ELET,

sak-rekey SAK ¥ —fFAEkMREZHELET,

send-secure-announcements| MKPDU D45 T x 2727 F 7 A% %ET 5 K 912 MKA
ERELET,

ssci-based-on-sCi SCIIZHESWT SSCI #atH L £77,

use-updated-eth-header ICV RIS =2y b~y =2 LET,

B tx2U7«



| %2054

deny (MACFZ €2 YRk avT4%aL—va) [

deny MAC7V R YR AV IT4xXal—3Y)

RN —E LG AICIEIP b T 7 4 v I BERiE SRV E D ICT5ICE, MACT 7R A
MEEa 7 4 X2l —varyE—RTdeny a~>r FEMHLET, 4RiHFE MAC T 7 &
2 YR NDOBIEGSEEEERT A2, —oa~<vr FonoBERXE2EHA LT,

deny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lave-sca | Isap lsapmask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
xns-idp] [cos cos]

nodeny {any | host srccMAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
Xns-idp] [cos cos]

B DEREA

- TR TORETELIIAEMACT K LA
|Z:|: ]\/ i j—o
host src-MAC-addr | src-MAC-addr mask AANMACT RLALEEDOY T Xy k ~

A7 HEERLET, Ty FOKETLT L
ANERINTZT RLA—HT D54, £
DT RUANLDIEIP T 7 4 v 7 ITES S
nET,

host dst-MAC-addr | dst-MAC-addr mask SEEMACT LA LEROY 7 Xy b w2
JEERLET, Ty FOSEET FLAR
ERINTZT RLAC—HKTDHE. 20T
RUZA~DIETIP N T 7 4 v 7 3EG S E
EE

type mask (EE) 737 v b @ EtherType %5 & . Ethernet
M E7/-IXSNAP I 7L ERE L T, 7
roe kBRI ET,

type 121, 0~ 65535 D 16 LA EETE £
R

mask X, —E %7 A b9 5HIIZ EtherType (2
WA S5 don’tcare B RO~ AT T,

aarp L&) 7—2V> 27 T RLRE Ry hU—
7 7 RV RIZ= v B 27§ 5 EtherType
AppleTalk Address Resolution Protocol & f&7E L
e
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amber

({£7) EtherType DEC-Amber % & L £9°,

appletalk

({£:%) EtherType AppleTalk/EtherTalk % &€
l./ \i —é’—o

dec-spanning

({E:&) EtherType Digital Equipment Corporation
(DEC) ANR=r 7Y U —%ZHEELET,

decnet-iv

({E&) EtherType DECnet Phase IV 7’1 | =
NERRELET,

diagnostic

(%) EtherType DEC-Diagnostic % 57 L %
7

dsm

({E&) EtherType DEC-DSM ##E L £7,

etype-6000

(f£&) EtherType 0x6000 % +5E L £,

etype-8042

(f£) EtherType 0x8042 i L £,

lat

(&) EtherType DEC-LAT ##57& L £,

lavec-sca

(f£7) EtherType DEC-LAVC-SCA % f57E L
i j‘o

Isap Isap-number mask

EE) % v DO LSAP &R (0 ~ 65535)
L822I EFERH LT, Ny hOS
o haLERELET,

mask [X, —%H %7 X M9 HHIIZ LSAP FHFIZ
WA XA don’tcare B hD< R Y TY,

mop-console

(&) EtherType DEC-MOP Remote Console
ZHRELET,

mop-dump

({E&) EtherType DEC-MOP Dump %= #57E L
\i ﬁ—o

msdos

(f£&) EtherType DEC-MSDOS %57 L %
R

mumps

(f£7&) EtherType DEC-MUMPS %##5&E L £
—a—o

netbios

({£%) EtherType DEC-Network Basic
Input/Output System (NetBIOS) #f5E L £7°,

vines-echo

(&) Banyan Systems |Z & % EtherType
Virtual Integrated Network Service (VINES) Echo
ZHEELET,
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deny (MACFZ €2 YRk avT4%aL—va) [

vines-ip (f£&) EtherType VINESIP Z#f8E L £,

xns-idp (EE) 1065, 16 M5, F 7213 8 DT
. Ethertype T& 5 EtherType Xerox Network
Systems (XNS) & k=L A4 — K (0~
65535) ZHRELE,

Cos cos UEE) TI9AF VT4 Z2RETHZD, 0~
TETOY—E R ZF A (CoS) HAHELE
T, CoSIZHEASS T4 NE Y T 1F, ~N—F
U7 CIETEITAIBETY, cosA 7" a U »n
BRESNNTWNDENE I DEHERTHIEE A
U nFREINET,

AR TFI4ILbE

AU R E—F

Zoa<wy RE, T7HAVMEIHY ERHA, 7272 L. AFHiftE MACACLOT 74/ b 7
7 va RS Y,

MACT7 7R A MEEa 7 4 ¥ 21— 3 (config-ext-macl)

avy FERE

FEREDHA K4V

Jiy—=x EERNE
Cisco I0S XE Everest 16.6.1 Zoawy RPREAINEL
776

MACT7 27 tERARY A NMEEaYy 7 4 Xal—Y a3y T— FEBEET 5121, mac accesslist
extended 7o — NV a7 4 X al— gy avry FeEEHLET,

host %¥— 7 — R&EFHA LA, 7T RLASAZIZFANTEXEHA, hot F—U— R&HEHL
WAL, T RLASR A B AT HLERH D £,

Tr7BAaritu—/L b (ACE) W7 7kEAar bu—L ) X MIBINENZHE.
U A N OfFHITIIREER D deny-any-any 52 MFELE T, DF D, BB RWIGEITIIAN T v
MIFEGEEINET, 2720, PO ACE N BIENDHIIZ, VA MITRTONNTr v MEFF
mLET,

IPX N7 749 0% 7 40FZ V73 520E, FERHIILTWHBEIPX 1 7MLD& A 712G T
T, typemask £7213 Isap Isap mask ¥— 7 — Rz L £9, Novell HiE & Cisco 10S XE HiE
TOIPX BT vNMEZ A TIZHIGT D7 4 VMR EFRRLET,

R3I:UPXT 4 LB EHEE

IPXHh Tk s 17 PREGIEE-: -
Cisco 10S XE & Novel &

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
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IPXh TeiLiea 147 PEPIZE-$:
Cisco 10S XE £ Novel &

sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIE, T XTOEETI S MAC 7 KL 2 00c0.00a0.03fa ~? NETBIOS k &
T4 7 HEGTHLEMTE MACHRIET 782 VA A2 ERTHHEEZRLET,
TOVARNMI—HTHIN T 74 v 7 ITHEEINET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer
Device (config-ext-macl) # deny any host 00c0.00a0.03fa netbios.

Device (config-ext-macl) # end

WROFITIE, AHITE MACHEET 72 A U X FBIEGRIFEZHIRT 5 51z R L

i‘j—o

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_ layer
Device (config-ext-macl) # no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.

Device (config-ext-macl) # end

WIZ. EtherType 0x4321 DF_TO/7 v b &S T 127 LET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer
Device (config-ext-macl)# deny any any 0x4321 0

Device (config-ext-macl) # end

RE A MEFRT 511X, show access-lists 4 EXEC 2~ FE AN LET,

BEEavT R avw U R

aiBA

mac access-list extended

FEIP b T 74 v 7 HITMACT KL A _—X
DT 7RV A MEERLET,

per mit

MACT 7 AV A a7 42l —T a3
MNOFFRILET,

MR LG EIZIEIP T 7 4 v 7 3R
EINHOEHFALET,

show access-lists

T RNTRESNTT 7B ZHi# Y 2~ %
FoRLET,

B tx2U7«
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device-role (IPv6 R X —E > %) .

- (o) -~ N

device-role (IPv6 A X—E > %)
R MBS TWVAT AL A0 — LB ETET AL, IPv6 AX—EL 7 ar 7 X
L' —y 3y F— FCdevicerole a2~ K2R LET, ZORTELZHIBRTDIIZIE. Z0a~
YROnoEREFEHLET,
devicerole {node | switch}
no devicerole {node | switch}

EXDERHA node i SN7=T A AD— L% ) — RICRELET,

AR TFI4IE

aAvU kR E—F

FNAL 2D — T ) — KT,

IPv6 AX—VE 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

avy FERE

HEREDAA K1Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwry RREAINEL
77

devicerolez~ > Nit, A— MIEEHRINTWELIT AL 20—V ERELET, T 744 5
TlX, TA ADur—/UL /) — KTT,

switch¥—U—RiZ, VE—F T A ANRZAL v FTHY, =TIV AL v TFRLF AL v
FE-RFTEELTWDZE&RLET, R—FTEELEAS T 47 = MU

trunk port 7V 7 7 LA LAV T —7 EET, A— D trusted N— MMIEREI N TND
A, T 47 =2 b Uidtrunk trusted port 7Y 7 7 LU A LAL T — 7 SRUET,

WIZ, IPv6 AX—E > 7 KU v —4% policyl ETEF L, T /34 A% IPv6 A X —E
Jar74X¥al—varyE—RIL, T4 A%/ —RE L THRETDHHERLE
7

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipvé6-snooping) # device-role node
Device (config-ipv6-snooping) # end
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B cevice-role (PEND 12 2xH L3

device-role (IPv6 ND A ARG 3Y)

W SN TWVWAT AL AD R — L EEET AT, RANN—EHE (ND) A 2 AR
g v TJ — a7 4 Fal— g EF— RTdevicerdlez~> REFEHLET,

devicerole {host | switch}

EX DA host B INTET AL A0 — L E KA MIERELET,

switch B SN TF A 20— )L E AL v FITRELET,

:Ivsjlsj—_“jj_”/l\ ij/\‘/])Z@m‘_‘/l/lj:ﬂ:X I\‘/C\‘j—o

AT R E—F ND A v AXR7 gy R)r— a7 4F a2 b— 3 (config-nd-inspection)
av Y REE == EERE
Cisco 10S XE Everest 16.6.1 Zoavwr FRHEASRLEL
72

FEHEDHA KS4 > devicerolem~ > FiE, R— MIERSINLTWDLT NS A0 —LVEFELES, 774/ b
T, 7 ADE—=VZIHRA S THDHIZD, TRTOEFN—F T FRIZA XA N F
AV N AvE—VEFTay s IET,

switth*—U— KX, VE— R TS ARAAL v FTHY, B —HIV AL T NINLTF AL v
FE—RFCTENMELTWAZEEZRLET, R—hTEH LS T 47 = b IT

trunk_port7 V77 LA L LTy —7 SET, A— 2 trusted N — R LEQES%L“CD\%)
e, AT 47 = kU ldtrunk trusted port 7Y 7 7 LU A LAV T — T SVET,

KIZ. Neighbor Discovery Protocol (NDP) 7R U o —4 % policyl & EF L., T /31 A%
NDA VAR varyR)v—ar74Fal—varE—RIILT, T34 A%&7K
ARELTHRETDHIZRLET,

Device> enable

Device# configure terminal

Device (config)# ipvé nd inspection policy policyl
Device (config-nd-inspection) # device-role host
Device (config-nd-inspection) # end

B tx2U7«



| %2054

device-tracking policy .

device-tracking policy

AL TFHET X2 VT (B (SISF) R—ZADIPTFNNA A NFoFL 7 RY S —FHE
THIIE, Fr—rUL ary 7 4 Xal— gy F— KTdevicetracking 2~ > R&Zf L £
T, TRAA R T ovF 7R —%EIRT 2120, 20a<y FOnBEREFHA LTI,

device-tracking policy policy-name
no device-tracking policy policy-name

BX DA

AR TFIHILE

AUk E—F

policy-name  FNf 2 kT v X7 RY —Da—FERL, KD O —LAIITRHA 72
5% (Engineering 72 &) F£7-138&%k (072 L) #fEHTE £,

FRAA N TR TR —FRESNTHET A,

Jua—srar7 4 Xalb— 3 (config)

avy FERE

)1)—=R EEAR
Cisco IOS XE Everest 16.6.1 Zoawry RPNEAINREL
776

FEREDHA K4V

THNARNT X7 WY =% ERT %12, SISF ~X— 2 ? device-tracking policy =~ >
R&fEH LEF, devicetrackingpolicy 2~ RI¥A X —T VDA, a7 4 Fal—3
VE—RRT AL AN T X T ard 4 Fal—varyE®—RNIEEINET, ZOE—
R, BEHEPRO 7 7 —A MKy 7 %2 VT4 avr RERETEET,
« ({EE) devicerole{node] | switch} : AR— NMIEHE INT=T A AD&EE 2 HBELET,
7 7 4V hi& node T,

+ ({EE) limitaddress-countvalue : ¥ —7> > N T EIZFFRTEND T FLUAEERIRL 37,
e ({EE) no: a~vy REEHZT L0, E2EFZ0OT 74V MIEELET,

« (f£&) destination-glean{recovery|log-only}[dhcp]} : T—% T 7 4 v 7 DEETLT R
VA TN —== U TR A T4 7 T—TNVDREEEZ A X —T VI LET,

« (f£&) data-glean{recovery|log-only}[dhcp |ndp]} : ¥(EC7 RL AT —% 7 KL
ADT ) == TEBHA LT, T 4 v T—TNVDREE A F—T I LET,

« ({£E) security-level {glean|guardjinspect} : Z DKREIC L > TSN DX 22U T 4 D
LV EIRELE T, 7 74/ hMdguard TF,

gean: A vy E—U BT RLAZIEL, [MLIHERETICNS T 4 7 T =TI
ANLET,

guard : 7 RLZAZINEL, AvbE—V%BAELET, ZHIZ, RA B IV DHCP #—
NAyE—=VEHESELET, INUBT 74V OF T a TT,

t*2U74 |}
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. device-tracking policy

inspect : 7 FLAZINEL, A vbE—Y0 B L EIEZRHIEL T, 7 FL ADFA
MR L1,

« ({EE) tracking {disable|enable} : F T v ¥/ AT a EEELET,

o (fEE) trusted-port : [ CEHAR—bERELET, UKD, E4TH%—F > b
WX 20— KRBT 48— M2V 7, BETELOA— MRl L TFEE I A
YT MO EDR— M ERB L TEEINTEAL T o 7 KD bIEEIRE
T, T—TNAHICTZ S FY Z{ERCL TV D & ZTEEDBE LTS, BEHTEHAR— b
NERSET,

WIZ, THARANT X7 R v—aRET L0 %R LET,

Device> enable

Device# configure terminal

Device (config) # device-tracking policy policyl
Device (config-device-tracking) # trusted-port
Device (config-device-tracking) # end

B tx2U7«
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dotlx critical (/' O—/N)LaA> 74 Fal—>3Y) .

dotlx critical (Y OB—/\)L a4 F¥xalL—3Y)

IEEE 802.1X 7 U T 4 NGB T A —Z ZRETHIZIE, Fa— a7 4 Falb—g
v F— RTdotlx critical =~ > RZEH L E£1,

dot1x critical eapol

X DERHA eapol  F A ZANT VT 4 VIR — hEIEFICRIAET S L, AA v FHNEAPOLEIh A v & —
CERETHIIICHEELET,

ATV RFI4 0+ €pol i T7 4 =TT

ATy R E—FR Ju—s)p ary7 4 Falb— g (config)
avy FER Jiy—=x EENE
Cisco I0S XE Everest 16.6.1 Zoavry RREAINEL

77

chr_\ ?/\4’2#7 Ui:/fjj/l//_ﬁ ]‘ ;EIEI% \—mquTé& T/\/rXﬁ‘ EAPOLﬁkIjJ
Ay —VEFETLLOIHET DR LET,

Device> enable

Device# configure terminal

Device (config)# dotlx critical eapol
Device (config) # exit

t*2U74 |}
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dot1x logging verbose

BX DA

AR TFIAILE

aAvURE—F

802.IX T AT LA b=V MO MERE 7 4 NZ Y T T DI, TN ARZ 7 ET2lE
AH L RTa T84 A ETdotlx logging verbose =2~ K&/ ma— L a7 4 Fab—
varyE—RTHEHLET,

dotlx logging verbose
no dotlx logging verbose

ZOoawy RIZIEBIEELITF—U—RIIH Y A,
VAT AR E—UORME ZIIENT o TWER AL

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy RERE

FEREDHA K4V

Jiy—=x EENE
Cisco I0S XE Everest 16.6.1 Zoawy RPEAINEL
77

ZOawrRICED., 802XV AT LA vE—IUNG . PRI ARRKIN E O HRN 7 ¢
NED U TEINET, KA vE—IZ 74N 2 ) T EINERA,

WIZ. verbose 802.1X S AT A A v —V2 T 4 NANE Y T T AFERLUET,

Device> enable

Device# configure terminal

Device (config)# dotlx logging verbose
Device (config) # exit

BEa<w> R

av>U R SRER
authentication logging verbose AL AT LA v — U LRGSR E 7 ¢

AR T LET,

dot1x logging verbose 821X T AT LA v—U bt EmRE 7 4
NEY T LET,

mab logging ver bose MACFBRENA /XA (MAB) VAT LA v E—
U BEEMEHRE T NV Z ) T LET,
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dot1x pae

dot1x pae .

Port Access Entity (PAE) # A 7A2RET HIZIX, A F—T A A a7 1 Fal—ar
EF— RFTdotlxpae =~ FEEMLET, REISNTZPAE XA 74T 4 £ —7/MTTHIT
X, 2 FOonoBEXE AT LET,

dotlx pae {supplicant | authenticator }
no dotlx pae {supplicant | authenticator}

BX DA

AU R TIAIE

ATV R E—FR

supplicant AN B—=T A RIH TV I FE LTEFHREL., A—Y T 0 7y —Z it
DA v =SB LER A

authenticator o o % —7 = A A 34—k LT 4 r—F & LTHETEHEL, 7 U B> Mand
DA vE—VIEELER A,

PAE # A IIREINTWVER A,

AHE—T A A A7 4 Fa2lb— 3 (config-if)

av Y RERE

EREDAARZA

J1y—=x EENE
Cisco IOS XE Everest 16.6.1 Zoavwry RPREAINEL
770

IEEE 802.1X f8fE%# A~ — F ETT 4 E—7 T 584 1%, nodotlxpae f > ¥ —7 = A A 2
Y74 F¥alb—vary avr FEERHLET,

dotlxport-control f > 4 —7 = Af A a7 4 Fal—raravy ReEANTHRELTHR—
I ECIEEE 802.1X #iEA X E L= HE. 73 ATHBAYIZA — M % [EEE 802.1X A —t&
T4 —RE L THRELET, A—kT 47 —%DPAE#{EIX, nodotlxpaef > ¥ —7 =
AAAY T4 Falb—vayavr ReANLEBRTT 4 2—7 02720 £7,

W, A BZ—=T A ART TV FE LTEMETDLIICREEN TV DHIZR
LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) # dotlx pae supplicant

Device (config-if)# end
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. dot1x supplicant controlled transient

dot1x supplicant controlled transient

B DEREA

aAavY R FI4ILk

avY kR E—FK

FREHIZ 802X YU B RAR— b ~DT 7 R ZHIHT 521X, 7mwnw:/74%1
L—3 3 %— R T dotlx supplicant controlled transient =~ > K& L £ 7, FBIEFIC
FU B FOR—FE2BELIZIE, Z0a~vr FOnoBRE2HEH L ET,

dot1x supplicant controlled transient
no dot1x supplicant controlled transient

ZOawy FZIsIEERITSF—U—RIIDH D FHA,
FAFPIZ 802 IX U By FDIR— " ~DT 7B ANHFRIENFE T,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

FEREDAHA RS2

1)1)—=x EENE
Cisco IOS XE Everest 16.6.1 ZThavwry RPREAINEL
77

77 4V R TIL, meﬁ—Fﬁ4? T ENTA =T A r—F ALy FIZH T U
Y RDTAA REHGT DG, AT 45— FDOR— NIV TV I b AL  FOFEGE
T HRNCANN= 7Y 711' I\:/I/ (STP) 7V vy 7u bhairsy—4%=a=vk (BPDU)
ZfE LTcsrd . errdisable (REEIZ /2 D A[REMEDN H U 77, REEHIZY T B FOFR— b5
EEEND NT 7 4 v 7 &HIEITE £9, dotlx supplicant controlled transient =~ > K% A J)
T5HE, AR SE T T ARNCA— T 4 T —F R — Ry vy N THTENRRNLED
W2, BRERIC— R T U I ROR— IR T ay 7 SET, Rk L, 7Y
71> b OFR— FA3PHE £, nodotlx supplicant controlled transient =~ K& A 19 % &
PGEHIM IS 7Y B AR — RAE £, ZHIET 7 40 OEETT,

BPDU % — K723 spanning-treebpduguard enable f > % —7 = Af A a7 4 Falb—T a3 2
vV RZEV A=t T4 —F AL v F A= TAX—=T Mo TWDEE, 7V
> hF /34 AT dotlx supplicant controlled transient =~ > R&f4 25 Z & 2 HE L £,

WIZ, FRIEEDORNCT NA ZD8RAXY TV A2 FDR— b+ ~DT 7 & X &l 2 5
PrLET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant controlled transient
Device (config) # exit

. X2 T+«
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dot1x supplicant force-multicast .

dot1x supplicant force-multicast

BX DA

AR R TFI4ILbE

avU R E—F

V7Y B NAAL v FTwILTFF v A FFEILIT =%+ A ;D Extensible Authentication Protocol
overLAN (EAPOL) /37 v &S5 LT2HEIZ, WIZw /LT F v A NEAPOL N v NDH%
PEETHETHEIT AT, Fe— a7 X2 L— g F— FTdotdx supplicant
forcemulticast =~ > REFHLET, 774/ FHEICRETIZIE, Z0a~vr FonofEA%
EALETS,

dot1x supplicant force-multicast
no dotlx supplicant force-multicast

Zoawy R, 5l FEAIZF—UY—FIiEZH Y A,

BFU By FTFRL AL, 2=F v A REAPOL Y7 v &2 (ET A L. ==% v X N EAPOL
Ny MEERELET, FEIC, VT %+ X N EAPOL N7 v M &35 % &, EAPOL /¥
ry NEEELET,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA RKS4 Y

Jy—2 FENE
Cisco 10S XE Everest 16.6.1 Zawy RPREAINEL
776

Network Edge Access Topology (NEAT) 7239 _XTDAR A hE— N THRET 5 XL 5123 212,
PTIVB T RALALTZDavy Ref x—7 M LET,

WOBITIE, YT VA "NTANAL ARA =T 4 r—Z TN AN TFFx A b
EAPOL "7y h&XMET 2 L OICRET 2 HiEE R LET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant force-multicast
Device (config) # end

BEav> K

avU kR EBA

cisp enable TNA A RTCISPZA R—7 M LT, 7
VO NAAL v TFOF—k T4 r—F&EL
THRET H L 2lcLET,

dot1x credentials A= MIZ8RLIXY TV I DI LT Y
NERELET,
dot1x pae supplicant A B —=T 2 A AW T Y D ELTET

BEEET D L O ITREL 7,

X7+« .



. dot1x test eapol-capable

t¥auFq |

dot1x test eapol-capable

FT_RTDOAA vFHR— F EDIEEESRIX DT V7T 4 BT 4 &E=F VU 7 LT, IEEE802.1X
Y R— P T DHR— MR L TWDET A ADEFEREFRT DHITIL, FHEEXEC £— T
dotlx test eapol-capable =~ R&fiH L7,

dotlx test eapol-capable [interface interface-id]

BXDEREA

ARV R TIFIbE

aAvYU R E—F

interface interface-id L&) 7=V —%BOR—FTF,

T 7NV EEEILH Y EHA,

¥rME EXEC (#)

avy FERE

HEREDAA K1Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwry RREAINEL
77

AL v F EOTRTOR— FEIIHFEDOR— MIEHIT S5 51 2D [EEE 802.1X #He % 7
AT ARIZE, Zoa<wr ReFERALET,

Zoa<wy R, non BRI H Y AL

WOHI T, AA »F ETIEEE 802.1X D¥E[HTF =~ v 7 A F—T N2 LT, FA—h
IS LT =Y =TT B AR LET, £, B MO L T0 BT /3 2
FHERT D007 ) —DFEITHER— F 25325 L7z IEEE 802.1X %It T
HHZEERLET,

Device> enable
Device# dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

avy kR £ EA

dot1x test timeout timeout IEEE 802.1X #&fi§ 7 — U —{Zx}9 % EAPOL i
BERHET D720 END 2 A4 L7 7 b
ERELET,

B tx2U7«
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dot1x test timeout .

dot1x test timeout

IEEE 802.1X Y RiEA RS L TWAR— 225D EAPOL JEZEDFEICHER SN Z A LT
7 RMERET DI, 7D~Aw:/74%1v%ya/%%+fdmntatmmmzv
Y REMHFEHLET,

dotlx test timeout timeout

BXDEREA

AU R TIHIE

AU RFE—F

timeout EAPOL LA # b3 205 () . HBETE
HEPHIL 1 ~ 65535 T,

T 7 4V REEIL 10 T,

Jua—n)Lar7 4 ¥ 2 b— 3 (config)

avy FERE

FREDHA KS14 Y

)1)—Xx EEAR
Cisco IOS XE Everest 16.6.1 ZOavwy RNRBAINFEL
77

EAPOL JSE A ST DO SN XA L7 U MR ET 212E. Zoa~xy FafE
L/i—a—o

ZOawy RIZE no ERiTH Y £ A,

ROBITIE, EAPOL & % 27 BORIFHET 2 & 9 ICAA v FaET 2 HEE R L E
@—o

Device> enable
Device# dotlx test timeout 27

HALT T NREDAT —H X %&fEZRT HI21L, show running-config =~ K& A7)
I_/i‘j_‘O

avw >R Bz

dot1x test eapol-capable[ interfaceinterface-id] | ~~-Co» . F 7= |ZI5E X 1L7= IEEE 802.1X Xt
AR — MMZHEGET 57 /34 A T IEEE 802.1X
DIEERIE S TWDEINEMRLET,

X7+« .



. dot1x timeout

dot1x timeout

t¥auFq |

HRITAA LT FOEERET BT, Fe— L a7 Xal— gy B—RNELIT
A B —T 2 A AT 4 Fal— 3 F— NTdotlxtimeout =2~ > REFEHLET, &
BAITHA LT U bET 740 MEICETIZIE, Zoa<> RonoBRXEHHLET,

dotlx timeout {auth-period seconds | held-period seconds | quiet-period seconds |
ratelimit-period seconds | server-timeout seconds | start-period seconds | supp-timeout seconds

| tx-period seconds}

XD auth-period seconds

ﬁfvﬁybfﬁmx?ﬁkﬁ%ﬁéhéﬂﬁ(Oi@
YU I PREATICRIM LG EICHE I LT vy b
%%Ef%ifﬁ%%?éﬁﬁ)%&ﬁbifo

BRI EPFIL 1 ~ 65535 T9, T 74V ML 30 TY,

held-period seconds

%fuwybfﬁmx% %ﬁ%ﬁéhé@ﬁ(Oiw
YTV B FIEITICRI LGB HEZ LT vy b
ZiEETHETI ﬁ%ﬁéﬁﬁ)% RELET,

BHR®FIL 1 ~ 65535 T, T 74V ME 60 TI,

quiet-period seconds

R l‘ﬁi&@x?ﬁ %E&Lﬁ_&)k 7747 ]\O)ﬁuun
RADETIZA— T 4 r—% (=) DR RE
(HELD k%) ZfeiT 2 AR ELET,

BN ®FAIL 1 ~ 65535 T9, T 74/ ML 60 TY,

ratelimit-period seconds

BIEORIER 7 FA4 T FPC (7L 21E. T34 AALE

B DI S7273% EAP-START /X7 v M & E(ET 5

PC) 75 IE(E &N 5 EAP-START 247 v &8 L £,
« F—+ :/3:/1' b‘_‘& T — ]\%UKEH#FEﬁEP utun EJZIJJ

L7227 547 v k235O EAPOL-Start 2347~ |k Z AR
Liﬁ‘o

« BRh72#PHIE 1 ~ 65535 T, T 74/ FTiH, L—
FEIFRIZT f BE—T e > TWET,

server-timeout seconds

T L TEEEIND 220 EAPOL-Start 7 L— AR O E
(BWHALD) ZRELET,

« B2 #HIL 1 ~ 65535 T, 7 7 4/ ME30 T,

P — PRFEERFAIZ 8021X N7 v hADISE A EEL
WA, N7y MIFERESIRET,

B tx2U7«
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dot1x timeout .

start-period seconds B L CiE{E &5 2 5D EAPOL-Start 7 L — AR OEE
(BELLLD) #RELET,

BHRREHIL 1 ~ 65535 T, T 7 4V I 30 T,

supp-timeout seconds EAP ZR ID LIS O T D EAP A v E—I(22O0 T,
=T A —FDPERA M~OFEERMERTE L E
TO

B 7R#PHIL 1 ~ 65535 TF, T 7 #/L ME 30 TY,

tx-period seconds 7 T4 7T MTEAPERID X7 v M 2 EHEET HREE
USBEPZEINZNVBDOEELT) PR THRELE
?—O

« B2 %L 1 ~ 65535 T, 7 7 4/ ME30 T,

¢ 802.1X 7w R T Y F v MIEE SN, %@#ﬁ
Uhy MRERITHRZRIOSE Lo 2856, £0
Ry MIFEREINET,

AU R FI4ILE

O R E—F

TEWI 72 FRRREE & I 72 L — MR T E T,
Jua— )b ar7 4 X2 lb—3 3 (config)

A B —TxzA A AT 4F2b— 3 (config-if)

avy FNERE

)1)—2x EERNE
Cisco IOS XE Everest 16.6.1 Zoawy RPREAINEL
776

FEREDAA RZM4 Y

ZOawr ROT 74 MEE, V7 OEFEENRT LESGE, FEDZ 747 hEB X
UGERE — " OEMEICRIEDN & 55670 £ BE RIS T 2 EZIT IO LERH H & (T
[RoTEELTLEE,

dotlx reauthentication f > ¥ —7 = A A a7 4 Xalb— a3 avy REHH L TEHN
TRFRGEE A R — T W LT 72 1F D4, dotlx timeout reauth-period f > % —7 = A A =1/
T4 F¥alb—raryavy NI, 710 ZAOBMRICEELET,

R O], 73 2T LD &5 RRREER b2 T 9, Bab LEtA, 774V &
DHNSWEREANT D Z LICE» T, 2= ~OINERR 2 fifE T& 7,

ratelimit-period 230 (77 4/ 1) ICREINTZHGE. 735 AFFEFECHKII LTz 74 7
K5 @D EAPOL /N7 v & MEALL . Z41 6 % RADIUS H— N\ ZHRE L E T,

WIT, SESFERIXFEEBLIREZA LT Y MNFRBPRESINTWAHIZRLE
hd‘o

t*2U74 |}



. dot1x timeout

Device> enable

Device (config) # configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) #
Device (config-if) #

(

(

(

Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if

B tx2U7«

)
)
)
)
)
)
)
)

#
#
#
#
#
#
#

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
end

port-control auto

timeout
timeout
timeout
timeout
timeout
timeout
timeout

auth-period 2000
held-period 2400
quiet-period 600
start-period 90
supp-timeout 300
tx-period 60
server-timeout 60

t¥auFq |
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dtls

dais i

Datagram Transport Layer Security (DTLS) D737 A —# 3% E T H1ZiL, RADIUS #— N 22
T4 F¥2lb—vary E—FTCdilsa~ > FeffLET, 7740 PRECERTITIE, 20
av 2 RO no B EZHEHL E7,

dtls

connectiontimeout connection-timeout-value | idletimeout idle-timeout-value | [{ip |ipv6 }] { radius
source-interface interface-name | vrf forwarding forwarding-table-name } | match-server-identity
{ email-address email-address | hosthame hosthame | ip-address ip-address} | port port-number
| retries number-of-connection-retries | trustpoint { client trustpoint name | server trustpoint name

}

no dtls

B D

aAavU R TFI4ILE

ATV R E—F

connectiontimeout connection-timeout-value 1) DTLS X A L7 7 MEZZRTELE
R

idletimeout idle-timeout-value (T5E) DILS 74 RAX A LT 7 Mz BE
LET,
[ip | ipv6] {radius source-interface (FEE) IP 7203 IPv6 EE /3T A — 2 &%

interface-name | vrf forwarding FLET,
forwarding-table-name}

match-server-identity { email-address RadSec REWIA T A — X 2B ELET,
email-address| hostname host-name | ip-address

ip-address}

port port-number (fEE) DILS A— FEZERELET,
retries number-of-connection-retries (FE) DILSEmEaRiToREEZHELE T,
trustpoint {client trustpoint name| server L3 7947 F &Y — N|ZDTLS kT &
trustpoint name} FRA Y FERELET,

DILS i Z A LT 7 FDOF 7 4V MEIZ 5 B TF,
DTLS 74 RNVEA LT T SOT 7 4/ Ml 60 B T9,
¢« 774 /L h® DTLS &R— F&K51% 2083 T3,

* DTLS B il T DT 7 4 v MEIL S T,

RADIUS #—/N 27 ¢ ¥ a2 L—3 3 (config-radius-server)

t*2U74 |}
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FauFq |

avy FNERE

)= EEAR

Cisco I0S XE Everest 16.6.1 Zhavwr RREAINE LA,

Cisco IOS XE Gibraltar 16.10.1 | match-server-identity ¥ — 7 — K238 A S v E L7z,

Cisco I0S XE Amsterdam 17.1.1 | jpv6F— 7 — RAVNE A S E L7z,

FEREDAHA RS2

il

PRRE, BRI, BEOT AU T 47 (AAA) =T N—7"TlE, T XTTRU—F A
7 %M L. Transport Layer Security (TLS) D& 2> DTLS O&AIZT 5 Z & &AL L F97,

WRIZ, DTLS ##c % 1 L7 U MEZ 10 ICRET 202~ LET,

Device> enable
Device# configure terminal
Device (config) # radius server Rl

Device (config-radius-server) # dtls connectiontimeout 10

Device (config-radius-server) # end

EEav> R

Command

Description

show aaa servers

DTLS — NIZBAET 2 F R ARz R L ET,

clear aaa countersserversradius {server id |
al}

RADIUSDTLS E#& O#ittEhz 27 V7 LET,

debug radiusdtls

RADIUSDTLS [EH DT /Ny 7 H#H M LET,

. X2 T+«




| %2054

enable password

enable password .

SESERMERL~NNA~DT 7 AEHHTH 00— DN AT — RERET DL, 7 r—
a7 4 X2 lb— g E— FTenablepassword =2~ > K& LET, m—h1,3%

U— ROHIET 7 & 2 &4 51203,

Zoawr FonoBERNEERALET,

enable password [level level] {[0] unencrypted-password | [ encryption-type] encrypted-password}

no enable password [level level]

X MDA level level

(EE) A= R0 #EH IS LUV AR
ELET, 0~15DOEFEZMEH L THK 16
OWERL NV EZFETEET, UL RE
DL —H EXECE— R—HVHER T, leve
Navy REFIFa~ry FOnoBERTHEES
T RWGE HERL~/UIET 7 4L D
15127e0 £,

(EE) e fbEnTunins U 7FF 2 b
INAT—RERELET, SATU—RidtFx=
TNy o 7Y XA (SHA) 256 —7
Ly MBS TT A AR ENET,

unencrypted-password

A F—=TNE— REBBETH72DD/NAT —
KREHRELET,

encryption-type

(EE) mNAU— ROREFLIZHERNT 5 A
S E O T LT Y XA, encryption-type Z 5 7E
THEE. AT RO B{LE -
NRAZAT— K (T TIZTZAaF AL 22k - T
AL S NIRRT —R) THHLERH Y
F9, HEFRTONRRAT — i 2 & 2RT
ZATTERIBBETEET,

encrypted-password

WOTINA ZAFEN S 2 B — LIzl /32
ZA

ATV RFEIFL R AT RBERSNTOEEA,

AT R E—F Jua—s b ar7 4 X¥alb—3 3 (config)

avy FERE 1)1)—=

EEAE

Cisco IOS XE Everest 16.6.1

Zoavwry RpRBASnE LK,

t*2U74 |}



. enable password

FauFq |

FEHEEDHA K54 > enablepassword =~ | & enablesecret =~ > FOWTNHRHRE STV RWGE, a0 Y —
JVDEFRSA T — RBEE SN TOIUE, 22— VO SA T — RRFTRTOVTY (Telnet
BLOEF2Tv =/ (SSH) ) By a DA RX—TNNRAT—RELTHRELET,

3l

FEEDMHER L~V DRAT — REERT H5E1E, level 47> 3 V% H57E L T enablepassword
av R LETS, LV ERRTY—RERELTEDL, ZOLUWIT 7B AT H0ED
AP L NAT— &I LET, KLV TT IV EATEXSavy REEET ST,
privilegelevel 2> 7 4 X¥al—v gy avr REfALET,

W, a2 A 7t Y RAaT AL R L > THTIEE b ENTVWAIRRA T — REa ' —
LCZoa~y RIZE AT 285 8IC0ARATI L ET,

A

IR

Wb 2 A TEIEEL T YT TR MR T — REAN LTEEAIE. BOEHEEXECE— R
ERMGT B LI TEEHA, DENCKBILENTZ AU — REEN5E, BiET 2 2 LT
TXxFEHA,

service passwor d-encryption =~ > F23EE XL TV 54, morenvram:startup-config =~
v R&FEITT5H L&, enablepassword =~ > R CTIERT 5 /32 U — RAKES{b s 7o BT
IRESNET,

service password-encryption =~ > RZEH LT, /SATU— RO 5t 2 A% F 213884

HZ

LIRTEET,

A F—T NIRRT — ROEFRITRD EBY T,

)

BT, KT, DNLFEMABGDETZ 1 ~ 25 LTFOFRBETE2EZDLLERNH Y £7,

FHAIZANR—AZRE TS ETH, BHINET, 2L, PHBLOREBD AN—R(T
Ao SV E T

INAT— REERT 5 & X2, Crtl+V F— O A DbEEZM U THBRET () AN
THE, NAT—RICEMGEGEDHZENTEET, e 2I1E, abc?2123 LV H 82T —
REVERT DIiE, RO FIEEZFITLET,

1. abcx  AJILFET,
2. Crtl-v ## L £,
3. 2123 AN LET,

G¥)

/4

VAT LG enablepassword 2 v o KA AT 5 KO IZRD b A . BT ORI Cul+V
EANTHHMETRL NAT—=ROT a7 MZEDOE F abe?123 E AN TE £,

CEHEL UL 2 DN A T — K pswd2 BT HEERLET,

Device> enable

B tx2U7«
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Device# configure terminal

enable password .

Device (config) # enable password level 2 pswd2

RIZ, WHb2 A T TH2ERA LT, T RADary7 4 F¥alb—vay 774000
B — L7EHER L ~L 2 OB/ S 2 T — K $18i5Rkls3LoyxzS8t9 ik &3 2 il 47~ L

=7,

Device> enable
Device# configure terminal

Device (config) # enable password level 2 5 $1$i5Rkls3LoyxzS8t9

BEEavT YR

Command

Description

enable secret

enablepassword =~ > KL 0 Hifb L=k
2T 4 LA VERELET,

service passwor d-encryption

NAY— Rl st LET,

mor e nvram: startup-config

NVRAM IZfRE SN TWD, £700%
CONFIG_FILE BEeZ5 80 K » THE &AL TV
HDAR—KT T a7 4F¥al—gv
TrANVERRLET,

privilege level

a—HOMERL~LERELET,

t*2U74 |}



. enable secret

enable secret

t¥auFq |

enablepassword =~ > FE D b L2 VT 4 LA Y2 RET 512, Frn—r3L =
Y74 F¥al—v a3y E— KRCTenablesecret a~ > REFEHALET, A x—T L —7 Ly
MgEEZ A 7ICT BICIE, 03wy RO nofERA MM LET,

enable secret [level level] {[O] unencrypted-password | encryption-type encrypted-password}
no enable secret [level level] [encryption-type encrypted-password]

XN level level

(ER) ~AU—RR#EH NS LV A
ELET, 1 ~15OBFEMHL THRK 15
DR~V EFETEET, UL RE
WD —Y EXEC £— NERTY, level 232
< REFiFa~r FonoEXRTHEESNT
WRWGA, HERL~UIZT 7 4V hD 1512
20 FET,

(EE) e fbEnTuniens U 75 F 2 b
NMAT— RERELET, SAT—FRiiEx=
TNy 2 TAa) X (SHA) 256 >—7
Uy MIEB SN TT A AR FEENET,

unencrypted-password

2R, F—T T — REETHT-HO
NRAT—=RERELET, ZONRT— NI,
enablepassword =< > R CIER L7z S A T —
REITERRDBDIZT HHERDH Y £77,

encryption-type

INAT— ROy v 2 FHT 5 2 aiA
DOTNTY X A,

5. AvbE—U XAV AN T ALY R
A5 (MDS) ThsEfbsnizr—7 Ly
NEfRELET,

08 NRAT — R _— 2% —JRAERIE 2
(PBKDF2) @ SHA-256 Ty =2 i
7-v—7 Ly hERELET,

e 9 AT VTS R ThyvadZnNicyr—7
Ly hERELET,

encrypted-password

BT NRA ARENL A — Ly a2
AT — R,

AT YR TFIAINLR NRAT— RIZEZRINTWERT A,

B tx2U7«
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aAvU R E—F

enable secret .

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

FEREDAA RZA4 Y

Jiy—=x EERNE
Cisco IOS XE Everest 16.6.1 Zoawry RPREAINE L,

enablepassword =~ > K & enablesecret =~ ROWT N HRE SN TWRWES, 2> Y —
VDA SAT — RRRE SN TOIUL, 22— LDEFERAT — RBATRTOVTY (Telnet
BLXOEFaT7s =/l (SSH) ) By a v DA Rx—T A2 —RELTHELET,

enablesecret =~ > KX, enablepassword /SA U — KX b L7zt x 2 U T 4 LA Y245
ET DO LET, enablesecret =~ FTIE, AAHAY R SLARER A L T2
J—RERGFTHILETEX 2V T4 2M ESEET, ZOBENOEX2 T Bk A Y
E. NRRAT—= Ry FU—27 THEE SN DERES TFTP B — CRF I N D BREEIC IV T
MHET,

R BERLZ A NI, TARALZADaAy T 4 Fal— gy TrAANnbat’ — LERE{bR
AT—R&EZOavy NIV T 25820 AN LET,

A

FE

i

TEEHA,

Wb 2 A TEIEEL T I TTHRA MIRAT— REAN LTEEAIE, FOMEHEEXECE— R
ERMATHZ LIxTEEHA, DHEICK S LENT AR T = REENHE. BET L Z LT

enable password =~ > K& enablesecret =~ > RIZ[A U/XA T — REEH LIZGA, #HiEx
NBRWHETHDL L2 EET LT —A v —URRRINETR, AT — NIZIT AN
bET, 727 L, RUARRAT—REHEHTSH L, enablesecret =~ > N2 Lo TiEflka b
BINMOEX= YT 4 B ERbhET,

\)

G

) enablesecret 2~ REEH L TXAY— REZRE L7, enablepassword =~ K% fifi f

LCERE L2/ A U — KiL, enablesecret NN/ > TWDGAICOHEREL 7, F£7-.
WTNDFIETHEBL L2 XA T — Ry, ENEEAIIEE T £ A,

service passwor d-encryption =~ > RV E I LTV A 5A . morenvram:startup-config =~
Y REFEITTHE, ERT AT — KBRS ST RSN ET,

service password-encryption =~ > RZHEH LT, /SAT— KO EBA(LE B E -3 ehic 4
BT LMTEET,

AF—T NIRRT — ROEFRITRO LBV T,
BT K., IINCFERAEDET 1 ~25 LFOETFEEDHNENL Y 7,

CRHHICAN—ZAZIEE TS EIA, BHINES, 272 L, PRBIORROAR—21T
Ao SV E T

t*2U74 |}
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. enable secret

e AT — REMERRT A & X2, CrtV F—DLELEE L THhB%ME ) 2 AN
T5HE, NAT—RICEMGEZEHLZENTEET, 72203, abe?123 LV H 2T —
RZAERRKT 2121, RO FIRZFEITLET,

1. abcZ A LET,
2. Crtlv 2 L%,
3. 7123z ANLET,

\}

(GE) AT A0 D enablepassword 2~ > K& AT 5 K51k bn-8E, BEFORNIZ Cal+V
ZANNTLHME TR, NAT—ROF a7 MIFEDOEE abc?1238 AN TE £,

I W7, enablesecret T~ RAFF LT 82T — N5 ET 20157 LET,

Device> enable
Device# configure terminal
Device (config) # enable secret password

enablesecret =~ FZEFEHL TR —RFEHFEELEE, 22— R T—F
EANNLTT 7 BATHMLENHY £7, enablepassword =~ > RZFEH L TEES
TS AT — RIFHERE L 722 < 22 0 £ 97,

Password: password

WIZ, Wb Z A T4 FEH LT, A ZADary 74 Falb—ray 774005
2B — L7MER L~V 2 ORF B/ A U — K $1$FaD0$XytiSRkls3LoyxzS8 % A 2023
HBERLET,

Device> enable
Device# configure terminal
Device (config) # enable password level 2 4 $1$FaD0$Xyti5Rkls3LoyxzS8

WIZ, =—37 enable secret 4 encrypted-password 2~ > K& A L7 & S IZEREN
HEEEX o —TDOHEZ R LET,

Device> enable
Device# configure terminal
Device (config) # enable secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2id4ntXrpb4RFmfqY

WARNING: Command has been added to the configuration but Type 4 passwords have been
deprecated.

Migrate to a supported password type

Device (config) # end
Device# show running-config | inc secret

. X2 T+« I
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enable secret .

enable secret 4 tnhtc92DXBhelxjYk8LWJIrPV36S2i4ntXrpb4RFmfqgyY

EEav> R

avwo kR

Bl

enable password

SEIERMERLANA~DT 7 & A AT
LHa—HN RAY— REFZELET,

mor e nvram:startup-config

NVRAM IZfRE SN TS, £700X
CONFIG_FILE BREEZHUIZ Lo THRES ATV
DARAE—KT wvT a7 4F¥alb—varv
T ANERRLUET,

service passwor d-encryption

INAY = Rzhia b LET,
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epm access-control open

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

Tr7EAa ha—/L Y AL (ACL) BFEESNTWRWAR—MNIA—F T4 VI T4 7%
RIET DR, Za— L a7 4 X2 L—3 g 2 F— KT epm access-control open =~ >
REFEHLEST, A= T4 VI T4 75T 4 B—TMITDHIE, Zoavr Ronof
KzEHHLET,

epm access-control open
no epm access-control open

Zoa<y R, 5lEFEAIZTF—UY—FIEZHY FEA,
FTIFNVIDT 4 VI T 4 T RNEAINET,

Jua—s L ary7 4 F¥ab— 3 (config)

avy FERE

FRLEDODHA KS1 Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwry RREAINEL
77

ALT 4 w7 ACLWRESINIT 7B AR— MT, BARY —DRVARA N EFFa 54—
TUTAVIT AT ERET DI, ZOavy FEEALET, Zoavy FERE LR
e, A= MIREINTZACLORY >—% b T 74 v 7 ICHHALEST, R—NMIAZT 1 v
7 ACL B’BRE SN TWRWEE, T 74NV MBE A —T L OMGOT 4 VI T 4 TR —
MA~DOT 78 A EHFRLET,

RE & HERRT HITIE, show running-config =~ > RZ A LE1,

ROBITIE, A—=T T4 VI T4 TaRET 2 HEERLET,

Device> enable

Device# configure terminal

Device (config) # epm access-control open
Device (config) # exit

avy kR Hl:L
show running-config HEFRITINLTWAary7 4 Falb—a v
T ANVDONEEZRRLET

B tx2U7«
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include-icv-indicator

B DEREA

aAavY R FI4ILk

avY kR E—FK

MKPDU (ZHEGMET = v 7 fi

L —3 3 v F— FTincludeicv-indicator =< > R&FEH L £,

FTAHIE. Zoavr Ko

include-icv-indicator
no include-icv-indicator

ke AN EGIE

include-icv-indicator .

(ICV) A v —FZEHDHIZE. MKARY —ar 7 4 ¥a
ICV A T — & Z T
noFEX&EHAL £,

FF—U—FRIH A,

ICV A I —2NEENTWET,

MKARY v — 237 4 X2 L —3 3 (config-mka-policy)

avy FERE

3l

)1)—2R

EEAR

Cisco IOS XE Everest 16.6.1

ooy RREAINE LT,

/N

Device> enable

MKPDU (Z ICV 1 ¥~

=8k Ew ol e R LET,

Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy)# include-icv-indicator

BEaT R

Command

Description

mka policy

MKA R U > —ZiiE LET,

confidentiality-offset

A7ty FERE L TMACsee ZEIMESEE T,

delay-protection

MKPDU D55 CHEER#EZFEHT A L HOICMKAZRELE T,

key-server

MKA ¥—H%—_"F 7 g 2R ELET,

macsec-cipher-suite

SAK ZHUBT A7~ 0D AL — FERELET,

sak-rekey

SAK ¥ —FAHREEZELET,

send-secur e-announcements

MKPDU OEETCEXF 2T RT T UV AZEETH LD
FHRELET,

IZ MKA

ssci-based-on-sci

SCIIZHESWT SSCI A3 E LE,

use-updated-eth-header

ICV BHREIZIFE T SNl — YRy by X —2 AL ET,
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Ip access-list

P77 RAVANERIEIA T V=) IN—T T Aar ba—1 UAL (ACL) Z4HI
FIREHFFIC LS TERTDIHE. £, IP~R—T RLRSEEE L Oy DT 4L
BTN HEAIE. Fa— L a7 X2 L—3 g F— FTip accesslist =
~VREHEALET, P77 BRAYANERIEAT =7 N7 —7 ACL ZHIRT D854,
F20E, IPAL =T KL R5EEE Oy hDOT 4V E Y v TR T DA, 20
a<wr ROnoBXEMHLET,

ip access-list {{extended | resequence| standard} {access-list-numberaccess-list-name} | helper egress
check | log-updatethreshold threshold-number | logging {hash-generation | interval time} | per sistent
| role-based access-list-name}

ip access-list {{extended | resequence| standard} {access-list-numberaccess-list-name} | helper egress
check | log-updatethreshold | logging {hash-generation | interval} | persistent | role-based
access-list-name}

BX DA

standard EHETP 7 /B AV A RERELE T,
resequence WRELEIPTZ7ERAY R NEEELET,
extended JWERIP T 7 ®A VA MNERRELEST, A7 V=7 7 —7 ACL

O)%/El\ Fj: ‘/Z\Z/E\“/C:‘TO

access-list-name IP727R®AVRANERIFIAT V=27 h 7 V—7 ACL D4HI, Z0
ARNIIAN—=RELTBI A EEDH 2 LILTE T, BT
NETI7EBAVARNEHODLLI 272N E ), BT THO DY
ERHY FT,

access-list-number TIEA YA NDOEE,

HEHEIP 7 /B A U A NOFPHIL 1 — 99 £7213 1300 — 1999 T
hj‘o

CHEEIP 778 AU A hOFHAIL 100 — 199 F 7213 2000 — 2699
/G“j‘o

helper egress check [P ~ L R—KERER A L Coade ) — "7 FL AR L—&nd b7
T4 TIEONWT, A B2 —T =2 RTHWAENDIRIET 7R
A MOFRETIIER OB EELZ AN L ET,

log-update TIRAY A Na T OFEH L ET,

threshold TI7EAVARIBTZDOLEWVEEZRE LET, fHETE HHMHIL0
threshold-number ~ 2147483647 T,

logging TIREAYAMOOX T HFHIHEIL £,

hash-gener ation syslog /N ¥ 23— ROAERZ A LET,
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ip access-list .

interval time A A MO LR R S U R CRE LT, R
EHHPAIL 0 ~ 2147483647 T,

persistent Tr®A aritua—L Y (ACE) OV —F7 U AFFIL, U

n— FgEbRFFSNET,

(6=3) ZHIT 7 ANV N THEHTHY, Bz T5Z LTI TEE
A,

role-based =)L _—=2Z2DIPT 7 AV A FERELET,

AR TFIAILE

AU FE—F

PT77ERAVANEFRIZA TV 27 A —T ACL REFRIN TRV, 5 ACL 1T
IP~NR—=IZEoTY L —ENE N T 74 v 7 5BAEBIOT7 o2 U 7 LERA,

Jua—N)L a7 4¥ab—3 3 (config)

avy FERE

Jiy—=x EENE
Cisco IOS XE Everest Zhawry RNEBEAINE LA,
16.6.1

EREDAARZA

3l

LA EETFEEMEIP T/ RVAYV A MNEREFAT V=7 R NA—T7 ACL 2% ET HIT
i, Zoav s REERALET, a~vr RickoTC, TAAREIT V78RV A ar7 ¥
L—yaryE—RERBLET, 22T, denya~r FBXWpermit =<2 RZH LT,
HEET 7 AGMETITH AT 7 B AGM2ER LRITER D 8 A,

ipaccess-list =~ > K Cstandard ¥ 7= if extended DF¥F—U — RERETHZ LT, 77 ERY
Abar74Xal—varE—RFEBLILEESICERIND T r T FRRESNET,
F T2l NTNV—T ACL & EHKRT D% 1E, extended ¥ — 7 — FZEHT20ERH Y £
R

FT 2 NIN—TLIPT VAT A, £ AT V=7 b A—T ACL BN ERK
T&ET, 2F0, EEFELYWVWA T V2V NN —T L FEHATEET,

ipaccess-group =~ REMHL T, 778 AV A b2 v X —T oA AZHEHALET,

ip access-list helper egresscheck =~ > RiZ, P~/ 8—7 R L 25054 H o787 v hOFFA[ £
TITHESHREDRIE ACL~ vy F U 7 E AN LET, 2O~ N TRIGILIE ACL 25
5 L. HEEITLE IS D User Datagram Protocol (UDP) R— MMZEESWNT, IP ~/Lbo3—1)
L— b7 7 4 v 7 ZFFATETITHELR TE £, ip accesslist helper egresscheck =~ > N7
7 4V FTIRES T, ¥1E ACLIZ, IP~ =l o TY L—8NE T 7 4 v 7 2RE
BIOT74oE2V T LERA,

&Iz, Internetfilter & VN5 ZHTOIEHET 7 2 Y X N EEFRT HHEOHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list standard Internetfilter
Device (config-std-nacl)# permit 192.168.255.0 0.0.0.255
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Device (config-std-nacl) # permit 10.88.0.0 0.0.255.255
Device (config-std-nacl)# permit 10.0.0.0 0.255.255.255

Wiz, 7a hab R—

7% my_service_object_group THE S NToAR— b & —ET 545

12, my network object group WD L—WFNED /7y N T4 7= r N7
N—"7 ACL Z BT D12 R L E7,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended my ogacl_policy

Device (config-ext-nacl) # permit tcp object-group my network object group portgroup
my service_object_group any

Device (config-ext-nacl) # deny tcp any any

WIZ, ~N—=T R ADGEE SOy N TRIEACL 7 4 V& U o T HFH T

PR L ET,

Device> enable

Device# configure terminal
Device (config)# ip access-list helper egress check

BEa<T R Command

Description

deny

PRy NERET AR E P T /¥R A MRRAT V22 ]
ITN—7 ACL OF&MHEFELET,

ip access-group

ACLERIZA T2 NNV —TACLEZA VB —T 2 A AE 13—
EARY —< v AIEHALET,

obj ect-group network

F T2 NIN—TACL T Ry NTI—0 ATV b T
N—TEERELET,

obj ect-group service

ATVl NIV —=T ACL THRAT LY —EA AT V=T | 7 b—
TEEHRLET,

per mit

Ry NPT AL4FIEIP T 78RV A NERIZA T2 b
IN—7 ACL DFMZHTE L ET,

show ip access-list

P77 EBRAYRARNERIZFT T2 NV —F ACL ONEEZF R L
\iﬁ—c

show obj ect-group

RESNTWDAT V=7 T N—TIZHT D IFEMER T LET,

B tx2U7«
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ip access-list role-based .

Ip access-list role-based

0= _X—=2 (Ex =2 VT4 N—F) 77k xarba—1U 2+ (RBACL) Z1ERL T,
0=/ RXR—=ZAACL2>7 4 Fal—rarE—ReBETH003, ZJe—Lar7 X
L—y 3 F— KTip accesslist role-based =~ > F&MHL £, REEHIRT DI,

ZoawrRono BREHEHLET,

ip accesslist role-based accesslist-name
no ip accesslist role-based accesslist-name

BXDERA

accesslist-name X U5 4 S —FTF X ar ha—aA U Xk (SGACL) DO4Hi,

aAvU R FI4ILE

O R E—F

17—/l _R—ZD ACLIFRESNTWET AL

Jua—s )b ar7 4 X2 lb—3 3 (config)

avy FERE

J1—= EEAR

CiscoIOS XE Everest 16.6.1 =~ oo~y RABASHE LI,

FREDHA FS14 Y

SGACL 1 ¥ > 7 O41E, permitiplog 2~ RERETHLENHY 3, /-, 2=
<~V R, X147 v 7 SGACLDO v X2 7 % HhZ T 57=9HIZ, Cisco ldentity Services Engine
(ISE) THLRETHMLENRDH Y F7,

WIZ, IPVAT 7 4 v 7 ICEATESSGACL ZEEL, B—L_XR—A T 7 E2A U 2R
ka4 Xal—gy B— NEEGETAHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list role-based rbacll
Device (config-rb-acl) # permit ip log

Device (config-rb-acl)# end

BEav> K

avw Uk B

permit ip log BEINEZ NI ETAaX L T EHR LET,

show ip access-list | BI{EDT X THOIPT 7 A ) A hONFEEFRLET,
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Ip admission

FauFq |

Web FBAEAAZNCT HITIE, A v ¥ —T = A a7 4 Fal—ary - RERIEIT74+—
Ny 7 TaTryA)aryT7 4 ¥alb—3F— KCTipadmisson 2~ RZEHA L £,
Web il 7 4 =7 MIT HI21E, ZDa~y Rono BREHEH L £,

ip admission rule
noip admission rule

BX DA

AR TFIAILE

aAvU kR E—F

rue p7 RI v g l—LO4HRI

Web #BFEILT 4 E—7 /LT,

AB—TxzA A AT 4F2b— 3 (config-if)

Tr—NN_w a7y A) a7 1Falb— a3 (config-fallback-profile)

av Y RERE

EREDAARZA4

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoavwry RPREAINEL
72,

ipadmission =~ RiZAA v FHR— MZ web Bab/L—/LZTEH L E9,

OB TIE, AA v FHR— M Web ZBFELV— LV Z#EAT 3 HiEEZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip admission rulel

Device (config-if)# end

WOHITIL, IEEES2AXKED AL v FR— N THEHATLE 74—y 7T a7 7 A
JUZ Web §RREV— V2T 5 HikE R LET,

Device> enable

Device# configure terminal

Device (config)# fallback profile profilel

Device (config-fallback-profile)# ip admission rulel
Device (config-fallback-profile) # end

. X2 T+«
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ip admission name .

Ip admission name

Web i8FE% A 2 — 7 M T BT, 7D%/\/1/:1/74#11/w€/a/%%}\“0p admission
name 2~ > REFEHLET, WebiBitx 7 4 E—7MIZT 501X, 2O a~2 FO no g
ZEHLET,

ip admission name name {consent | proxy http} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy type tag service-policy-name]

noip admission name name {consent | proxyhttp} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy typetag service-policy-name]

B DEREA name Fv hT—2 T R vy a AlHL—1r04

Al

consent FRREY 1 % U TR Web ~X— % admission-name
S TCHRESNZIPT K vy a v —nZ
K S E T,

proxy http Web FBFED B A Y A_R—V 2% E L ET,

absolute-timer %y (EE) SMBY— "B H A LT T T HETD
Pk (4

inactivity-time 4y (EE) SNB7 7 A NV — "DPEERETH D
ERREND FE TORIBIEE (4)

list L) ESNIZA—ALET 7R 3k
o—/L U AL (ACL) (ZBH#fHTFE T,

acl PEAE PR Y A REFREDT R v i g Uil

AU R TIAIE

= VIZEHA L ET, EOHEIX 1~199, F
72 VX HEAES I T 1300 2> 5 2699 T,

acl-name LEIEXOT 78R R NEREEDT I v
a UHIEL—VICE L ET,
service-policy typetag EE) avyhbo— 70— P —ERRY
—HHRETEET,
service-policy-name policy-map type control tagpolicyname ==~ >~

R, ¥—=U—F, BRUOSIHEMLH L TRES
nNizar he—nLFL—r 70— AR
V—, ZORY v, T EZE L
EEDRANTOREZEHT H7-DITfEH S
nET,

Web J8GEIEXT 4 E—T VT,
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aAvU R E—F
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Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

)1)—2x EERNE
Cisco IOS XE Everest 16.6.1 Zawy RPEAINEL
77

FEREDHA K42

1

ip admission name =~ > RIZL D, AA v F BT Web fBREN 7 12— VLA R—T L7 )
£

AA v F ETWebidalbZ A F—7/WIZ L TH 5. ipaccess-groupin 3 L U ip admission web-rule
AV B —Tx2f A AT 4 Xalb—varyavry FefEHALT, HEDA X —T = A A L
T Web @ik a A X —7 MZLET,

chz\ X/l) ‘Y?: 7j_\9"— f\’CWeb mqu@ﬁ% ﬁiﬂj—éfgj%ﬂ—‘bi—g—

Device> enable

Device# configure terminal

Device (config) ip admission name http-rule proxy http
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip access-group 101 in

Device (config-if)# ip admission rule

Device (config-if)# end

OB T, AL v F R—=FTOT =Ry 7 ABH=ANE LT, WebRIEL & 1
\Z IEEE 802.1X RGEA R T T D Hika LT,

Device> enable

Device# configure terminal

Device (config)# ip admission name rule2 proxy http
Device (config) # fallback profile profilel

Device (config) # ip access group 101 in

Device (config)# ip admission name rule2

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# dotlx port-control auto

Device (config-if)# dotlx fallback profilel

Device (config-if)# end

BEa<y

K

avU R EBA

dot1x fallback IEEE802.1x Rk &2 AR — ~ L
TWRWZ IA4 T FHD
TH =Ny 7 HRE LT
Web SBFEA T 5 XL 51T
RN—FERELET,

fallback profile Web FBRED 7 4 — N3y 7
n7 7 ANEERLET,

B tx2U7«
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ip admission name .

avUk HER
Ip admission AR— 1T Web #iEA A K —7

JUZ LET,

show authentication sessionsinterface interface detail

Web FiftE v a v DAT—
A AT HERERRLE
7,

show ip admission

NACDOF v v oIz
r U E7IENACHREIZ DN T
DIEREFR T LET,
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Ip dhcp snooping database

Dynamic Host Configuration Protocol (DHCP) DA X —t' 2 7' F —H R— A ZFETHI1E, 7
0— 3L 37 4 ¥ a2 b—y 3 E— K Tipdhcp snoopingdatabase =~ > K& H L £,
DHCP AX—E' v JH =T 4 =T WITHI12iF, Zoa~xr RonoB i LES,

ip dhcp snooping database { crashinfo: url | flash: url | ftp:url | http:url | https: url

| rcp:url | scp:url | tftp:url | timeout seconds | usbflashO: url | write-delay
seconds }
no ip dhcp snooping database [ timeout | write-delay ]
abor
B DEREA crashinfo:url crashinfo Z I LT, =

V2R Bl nT —4
N—Z2DOURLZHEELET,

flash:url flash /LT, = FU %
AT Do DT — X R— 2R
? URL Zf57E L £

ftp:url FTP #fEHL T, = NV %
KA D120 DT —Z _— A
?DURL ZHEE L ET,

http:url HTTPZfEH LT, = hU %
AT D72 DF —F _N— 2
@D URL #HELET,

https:url % 27 HTTP (HTTPS) #%fii
MLT, = MY ZHNT 5
e DT —H X—ADURL %
fRELET,

rep:url JE— hat— (RCP) %&f#
HALT, = b ZKMNT 2
72O DT —H _X—AD URL %
RELET,

scp:url t¥aT7ar’— (SCP) ZfEMH
LT, =2 b 2T 572
HOF—H_N— 2D URL %5
ELET,

tftp:url TFTP#fEH LT, = FU %
BT 272 0DF — 2 _—2
D URL Z#fiE LE T,

B tx2U7«
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ip dhcp snooping database .

timeout seconds Xy A HALT TRV
2—)VEREELET, BR
fE1X 0 ~ 86,400 F» T,

usbflashO:url USB flash #ffH LT, = bk
VBT B2 00T —H
N—ZDOURLEZHEELET,

write-delay seconds 2—7 )L DHCP AX—t" 7
TR 2T — BN
INTHEH, DHCP AX—F
vy Y EAEY— AT

FEXIALT DHE TORMAETE
ELET, ARMEIE 15 ~
86,400 7 T,

ATV R FI4)k DHCP AX—VE U7 F—H_X—2 IR EINTOERA,

9T R E—F Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE 1)1)—=x EEAR

Cisco IOS XE Everest 16.6.1 Toavwry RPREAINEL

77

FEREDAHA RS2

Zoa<wy REANT BRI, A v Z—T7 24 ALETDHCP AX—E 2 T & A X—TNIZT 5
WEENH Y F£9, DHCP AX—E > 7% A 3x—7/LIZF 5HIZ1X, ip dhep snooping =~ > R%&
ERLET,

wIZ, TETP #fEH L TF— % _X— 2D URL #$EETHH %2~ LET,

Device> enable

Device# configure terminal

Device (config)# ip dhcp snooping database tftp://10.90.90.90/snooping-rp2
Device (config) # exit

KRIZ, DHCP A X —t' 7 x b A3 — N EZ AL £ TORM Z487E T % 6
ERLET,

evice> enable

Device# configure terminal

Device (config)# ip dhcp snooping database write-delay 15
Device (config) # exit
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. ip dhep snooping information option format remote-id

ip dhcp snooping information option format remote-id

F7varVE-FIDY T T a ZRETDITNE. T ADTa—rL a7 ¢
¥ = L—1 3 > F— K Tip dhcp snooping information option format remote-id =2~ > K % {# /]
LET, 774V OVE-RIDHTA T 3 U ERETHICE, Z0a~vr KonofBlz
HHLET,

ip dhcp snooping infor mation option format remote-id {hosthame | string string}
no ip dhcp snooping infor mation option format remote-id {hosthame | string string}

EXDiRHA hostname FNRAZADKRAMMZEZYE—RFID & LTHEELET,

string string 1 ~ 63 ™ ASCII X5 (A~X—27 L) AL, VE—MNIDZEELE
K

AT RFIAILR FNRAZADMAC T R A%, VE— KID T9,

9w R E—F Jua—sN)L ar7 4 X alb—3 3 (config)
A%y FEE 1y—2 RERNE
Cisco IOS XE Everest 16.6.1 Zoawry RPREAINEL

770

FEHEEDHA KS4 > DHCPAX—V U JVREZAMIT I21E, ipdhepsnooping 7 m—/ L a7 Fab—a
vawy REFEHLTDHCP A X — ' 7 & 7 a— Ui 32— T HMERH Y 9,
T3 QEEENRA R—T VDL, TNV IOV E—NIDYVTF T a3 I F A A
DMACT RLATY, Zoavwy REEHATLIE, T/ ADKA N ET-1X63 D ASCIT
LFH| (A=A L) OWTnEIVE—RID &£ LTHRETEFET,

Y

GE) HSAMNSXFEEB255E6. VT —hIDHRETIE 63 LFEUBITAK I ET,

KOFITIE, A7 ar QIVE—FIDYVTA Ty a v 2RETDIHEZTRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp snooping information option format remote-id hostname
Device (config) # exit
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ip dhcp snooping verify no-relay-agent-address .

ip dhcp snooping verify no-relay-agent-address

B DEREA

aAvY R FI4ILE

AR E—F

DHCP 7 FA 7 v hAvE—YDY L—2—V 2 b7 RL A (giaddr) DMEFETE 20V AR—
NEDIZTZATY I N—R U7 7 RLRIZ—HKTHZ L &MHERL T, DHCP AX—tE' > 7
MEE T 4 =7 T DI, Fe— L a7 0 X2 Lb—3 3 > F— R Tipdhepsnooping
verify no-relay-agent-address =~ > R&fiH L £9, MiExd A4 3—7 /W TDI2F, Zoa~
Y RO noBERXAEEHLET,

ip dhcp snooping verify no-relay-agent-address
no ip dhcp snooping verify no-relay-agent-address

ZoOa=y FIZEBIEELEEF—TY—FEH D EH A,

DHCP 2 X — > ZHRETIE, B TE2VWAR—F EODHCP 7 54 7> b A vE—Y DY
L—T—V =z FMIPT KL A (giaddr) 74—/ KPR 0 THDHI EEZMERLET,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

FEREDAHA RS2

1)1)—=x EENE
Cisco IOS XE Everest 16.6.1 ZThavwry RPREAINEL
77

F 7 4L hTid, DHCP A X — b Z i TIx, B TE 2R — K EODHCPZ 74 7 K
Avt—VDYL—2—T = FDIPT FL A (giaddr) 74—/ K0 THDHZ & a2MERL
9, giaddr 7 4 — L FAN 0 ThRWES, AvE—YE ey 7&anEzd, BRif27 1 &—7
23 %21, ip dhep snooping verify no-relay-agent-address =~ > K& H L £, MiEx
BEA 32 —7 W9 5121, noip dhep snooping verify no-relay-agent-address =~ > R % i
LET,

WIZ, DHCPZ 74 7 > b A v —V O giaddr ik & A X — 7 W T 5612 R LET,

Device> enable

Device# configure terminal

Device (config) # no ip dhcp snooping verify no-relay-agent-address
Device (config)# exit
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Ip http access-class

HTTP % —"~D7 7 2 A MRS H72OIMEMT 27 78X Y A MERET DL, T r—
SNV a7 4 F¥ 2 b— 3y F— KT iphttp access-class =2~ > K& L E9, LARTICE
ELTZT 78R A NOREMITEHIBRT 2I12E, Z0avr ROonoBREEH L ET,

ip http access-class { accesslist-number | ipv4 { accesslist-number | accesslist-name }
| ipv6 accesslist-name }

no ip http access-class { accesslist-number | ipv4 { accesslist-number | access-list-name
} | ipv6 accesslist-name }

B DEREA

AR R FIAILE

AU R E—F

access-list-number | S m— L 37 4 Fal— gy a< 2 N accesslis #FEH L THRE
ENb, 0~99 DIEAEIP 77 AU A hF i,

ipv4 Y X 27 HITP Y —_~DT7 7 B A %IRRT 2L HICIPvE T 72X U R
MEfRELET,

access-list-name  |ip accesslist =~ > K CTRRIE SNTIEHE IPv4 7 7 & A Y A h DA,

ipv6 ¥ 27 HITP — "~DT 7 & 22 H[B+25 L 52 IPv6 7 7 & 2 U %
NEfEELET,

T A UA ML, HITP U —XRIZi3@#HA SN ET A,

Jua— )b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDAA RZA4 Y

3l

)1)—2R EEAR

CiscoIOS XE Everest 16.6.1 | = oo~ F2EAINE LT,

ZOaw Y RRREENTWDE E, FBEENEZT 78 A U A2 MIHTTP Y —AZEH D B THN
F9, HTTP U — N3, a2 0 ANDHICT 78 A ) A M afER LEd, HRICklT 5
L. HTTP Y — N3 B R 2R L A,

WIZ, 7T78A VA RE20ICER LT, HTITP —ZHID B THHERLET,

Device> enable

Device (config)# ip access-list standard 20

Device (config-std-nacl) # permit 209.165.202.130 0.0.0.255
Device (config-std-nacl)# permit 209.165.201.1 0.0.255.255
Device (config-std-nacl)# permit 209.165.200.225 0.255.255.255
Device (config-std-nacl)# exit

Device (config)# ip http access-class 20

Device (config-std-nacl) # exit

WRIZ, IPv4 DRREFHAT 72 A U A MEEFRL T, HTTP — ZE| Y BT H 4%~
LET,
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ip http access-class .

Device> enable

Device (config)# ip access-list standard Internet filter
Device (config-std-nacl) # permit 1.2.3.4

Device (config-std-nacl) # exit

Device (config)# ip http access-class ipv4 Internet filter
Device (config) # exit

BEa<w> KR av R i AR

ipaccesslist (IDZ7 7 A YAMIEIVLET, 7T7HAVA MDAy 7 4 Xal—a
T—FZBBLET,

ip http server |HTTP 1.1 #—/% (CiscoWeb 77 % oo—W f L X —T = A% ET) & A
F—T NI LET,

I X7+« .



. ip radius source-interface

t¥auFq |

ip radius source-interface

T RTOFELE RADIUS X7 MIXF L THRESNT A VX —T = A ZADIP T RLAZEHT
% X 912 RADIUS 2% ETAI21E, Zu— L ary7 4 Xalb— g2 F— FTipradius
source-interface =~ &AL E9, T3TDOHRIE RADIUS /37 v MIxt L THEINT:
AUHE—=T A ADIP T RLRAEFEHLZNL 9IZRADIUS X ET HIZ1E, Z0a~v R
O no X EHHALET,

ip radius source-interface interface-name [vrf vrf-name ]
no ip radius source-interface

BX DA

ARV R TIFIE

AR E—F

interface-name | RADIUS 3 X COREE/ 7 v MIERT 541 v 4 —T = A ADLRTTT,

vrf vrf-name ({E&) Virtual Route Forwarding (VRF) HfLOFKE T,

T 7 4 v N OEMERMEIZSH W FH AL

Ju—n)Lar7 4 ¥ 2 b—3 3 (config)

avy FERE

FEREDAHA RS2

J1)—= EEAR
Cisco I0S XE Everest TOavwy RREAINE L,
16.6.1

Zoa<wy RiE, §XTOR(E RADIUS N7 > FOXEILT FLAEL LTHHT L1 & —
T2AADIPT RLAEZBRETHHAIHERALETS, A X —T=A ART v 7IRETHD
RO, ZOIP 7 FLAMNMER ELE T, RADIUS —XTid, IP7 FLAD U A b Z{fE4
HROVIC, TRTOFRY NI—T TIRA I TAT LU MK LTI ODIPT RLAT Y b
VEMHTEET, /X =T ART v TIRETHLINZ 7 IRIETH D 0ITBRR L,
BEAT O TWAAL v X —T 2 ADIP T RLUAMER S £,

FRZ, V=2 BB DA =T =2 A ANH Y | FFEDN—Z 5D T X TDRADIUS /87
MZFE—DIP 7 FLARGEEND K HI12T 5%61%, ipradiussource-interface =~ > RA3&
j%i‘é‘@

BESNIA L EZ—T oA RTHYDBRIP T RLARHY . 7T v DRETRWE . BREITED
IR EH A, FBESHIEA LV F—T A ZTARRIP 7 RLARRNBERL 7 L IRRET
HAHHA . RADIUS IZ & 5 T AAA — N~D i 70 b — MIHIST 52—V IP @IS
F9, TNEREBEETDICE, AV F—T oA AZHRIP T RLAZBINT 50, TDA
B—T A AT v IREBIZLET,

ZPDa~ N%& VRF B CERET A2, vrfvrf-namex—TU— R EBIEEHHLET, =1
W2k, 2—For— MO 2—FD)— b EDOHERBRN R WERON—T 4 T —T
VE T TEEET — B TX E 9,

B tx2U7«
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ip radius source-interface .

Bl WIZ, T_XTDFEIERADIUS X7 » M LTA v H—T =24 A2 DIPT KL A%
42 X 912 RADIUS #RET A%~ LET,

ip radius source-interface s2

RIZ. VRF DEZRIIK L TA X —7 = A % Ethernet0 D IP 7 FL AZfEHT 25 X9
\Z RADIUS # & ET HH 2R LET,

ip radius source-interface EthernetO vrf vrfl
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. ip source binding

Ip source binding

t¥auFq |

ABET 47 IPY—=ANAL T 407 = MY &8I 5121E, ip sourcebinding =~ > K
EHEMLES, AT 4y PV =AM T 407 22 M) RHIRT HI21E, Zoavy

RO no & L E7,

ip sourcebinding mac-address vlan vian-id ip-address interface interface-id
noip source binding mac-address vlan vlan-id ip-address interface interface-id

¥ TSR mac-address WNAVT 4V TRBMACT K
L ATY,
vlan vlan-id LA ¥ 2VLANID # E L %
T, ARNRMEIL 1~4094 T
KR
ip-address NAVT AV TRRIPT KL

ATY,

interface interface-id

WA R —T A ZADIDT
7,

ARV RTFI4ALE PEETAA T 4 TERESNTOEEA,

aAvY R E—F Ja—s)b a7 4 F 2 b—3 3 (config)

avy RER Jiy—=x

EERE

Cisco IOS XE Everest 16.6.1

Ihawry RRAEASNEL
7=,

ERALDHA KSq4Y Z0avU RE, AT 4y I IPY—ANL T 47 =2 b T EBINT 57D

TEET.

no L, et AP Y —ARXS T 47 o M) EHIBRLET, HIBRDIERICEITSN
B0, TRTOMENT A= PEMHIC—EHLRTNERY A, EAXAXT 47 1P
NRATF 47 2 FUIEMAC 7 FL AL VLAN BESRF—THHZ LICEELTLES
VW, 2= RIZEEFEDO MAC 7 KL AL VLAN H5BNEEN546. oA T 47
Y RUDMERENDROVICEGFEDONRA T 4 7 = FUDBFH LWWRT A =X THFT SN E

‘j—O

ROFITIE, AFT 4T IPV—ARNLT 407 = M) &IN5 5E%ERL

i@—o

Device> enable
Device# configure terminal

Device (config) ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
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ip source binding .

gigabitethernetl/0/1
Device (config) # exit
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. ip ssh source-interface

ip ssh source-interface

A B =T 24 ADIPT RLAZEX2T =/l (SSH) 7 I7A T2 FTFAAL AOEETT F
VAL LTHRETDIZE, Za—3L a7 ¥ ab—y g F— K Tipsshsourceinterface
av REMALET, BHEXLT FLALELTHRELEZIP 7 RLAZHIBRT 212X, o=
~ RO noBXEHEHLET,

ip ssh source-interface interface
no ip ssh source-interface interface

EXDiRHA interface | 7 KL 2% SSHZ 94 7> hDOREETLT FLAL LTHHATHA v Z—T =4 A,

ATV ERFI4IAL  BEICELENA SV E =T = ADT RUARKEILT FLRE LTENINET EbiLn
AV E =Tz A ALSSH Ty bBREFEINLHMNA L F—T = ATY) |

STV RE—F Jua—s )L ary7 4 Xab— 3 (config)
av > RERE J1)y—= EEAR

CiscoIOS XE Gibraltar 16.10.1 | = o=~ FpEAINE L7,
Cisco IOS XE Gibraltar 16.11.1

FERLEOHA KSq4y ZO0Oa~vryFREEETLILICLY, SSHYZ 747 2 FOKEILT FL AL LTHEELA
F=T2AAADIPT FL AR5 L5 ICHEH T £,

#l OB TIL, GigabitEthernet 1 > % —7 = A A 1/0/1 IZFID ¥ THNIZIP T RL AN
SSHZ 747 v FOREILT FLAL LT EhET,
Device> enable
Device# configure terminal

Device (config) # ip ssh source-interface GigabitEthernet 1/0/1
Device (config) # exit
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ip verify source .

ip verify source

A B =Tz A A LD V=2 =R AMNTHI0E, A V=T =X AT 4 F =
L—y a3 E—RTipveifysource 2~ > REEHALES, IP VY —R H— FEEHTTDHIT
X, Zoa~vr RonoBREHEHLET,

ip verify source [mac-check][tracking]
no ip verify source

mac-check () MAC 7 RLARRFEIC L5 IP Y —%
H— KA F—T Mz LET,

tracking (FE) B— R THIPT N2 25845
FOICIPR— X2 T 424 R—T
LET,

AU R TIHIE

ATV R E—F

P EIETLA — RIZF 4 E—7 LT,

A B —TxA A AT 4F 2l — 3 (config-if)

avY RERE

EREDAARZA4

3l

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoavwry RPREAINEL
72,

EETIPT RLA T4 BZ ) LB IP Y —A H— RaA F—7 M T 5, ip verify
source f > F—Tx2A AR AT 4 Fal—ary avwy REFHALET,

BEETIPT RLA T4 LH ) U ITBEOMACT RVARGECE D IP Y —A H— R& A F—
T T BHITIL, ipverifysourcemac-check f ' X —7 = A A a7 4 Xal—v gy avy
REFERHLET,

WO TIE, FETIPT RLA 74 NVZ Y TICEDBIP Y —RA =R Z—
T A ALETA R—T W TBHEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip verify source

Device (config-if)# end

WROFITIE, MACT RVADKGEIZ LD IP Y —A H— REA 3x—TNWZT 5 5Ex
RLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip wverify source mac-check

t*2U74 |}
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. ip verify source

Device (config-if)# end

R H RS HI2IE, showip verify source 2~ R&E AN LET,
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ipv6 access-list .

Ipv6 access-list

IPV6 7 7 BA VA REEELTT NS AEZIPVT 7 EBA YA a7 X2l — g T—
RIZERET DI, Ze—rL ar 7 4 Fab—v gy T— RTipvbaccesslist 2~ K&
ERALES, 778A VA MZHIRT2I2E,. Z0a<vr FonoBEREHHLET,

ipv6 access-list access-list-name | match-local-traffic | log-updatethreshold threshold-in-msgs
| role-based list-name

noipv6 access-list access-list-name | client permit-control-packets| log-update threshold |
role-based list-name

B DEREA

avY KT+

aAvU R E—F

ipv6 access-ist-name A & IPv6 ACL (iR 64 305°) ZAER L. IPv6 ACL =12/
T4 X2l —ar®—FERBLET,

access-list-name : IPv6 7 7 & A U A kDA |, £ARNIEL, Ai—
A, BRI AL ENTET, £, HFTHDDH T LITT

TEHA,
match-local-traffic H—ANVTERENTZ N T 74 v 71T 2 RE2 AT L%
-éAO
log-update threshold WD/ S O—FRIZ, syslog A v B—TUEBERT Dk
threshold-in-msgs BRELET,

threshold-in-msgs : Ak XL 5 37 v Mk,

role-based list-name 7 —/L~_—Z D [Pv6 ACL Z{ER L £,

IPv6 7718 A JAMIEBENTWERA,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

FEREDHA FS1 Y

)1)—=R EERAE

CiscoIOS XEEverest16.6.1 | = o~ R2EAINE LT,

IPv6 ACLE, Zu—/ 3L 37 4 ¥ a2l — g £— RTipvbaccesslist =~ K& 9
HZETERSIN, TOFREHEGORMEIZIPV6 T 7 A VAN a7 4 Falb— gy

E—RFRTdeny a2~ FBXUpemit 2~ FEfiHT 52 & TRESNET, ipvbaccesslist
OV RERETDHE, TRALRIIPVOT 7 EA VA ary 7 4 Xalb—i gy F—RIR
DNET, IPV6TI7ERA VAN a7 4Xal—gy T—RFhb, BEESD IPV6 ACL IZ
AR I ERORMFERETEET,

t*2U74 |}



. ipv6 access-list

3l

t¥auFq |

\)

6=

A) o IPv4 ACL & IPv6 ACL IX[F U4 RiZEF TEx 8 A,

IPv6 ACL IZ—BRLABNC L > TEZRINET (Pv6IZTFEE TSN ACLZ YR —FLEH

IPv6 X, 7 a— L a7 4 X2l —va B— 6PV 778X VAN a7 %2
L— gy E— RIZAH XD permitany any A7 — k 2> hEB LW deny any any A7 — b
AbhTTa bha) 247 L TCHBRICRESNET,

IPv6 ACLIZIZZE LA, IZIC—E L7 & LT, K2R permiticmp any any nd-na 27—
A2k, permiticmpanyanynd-ns 27— h A~ BIL WM denyipv6anyany A7 — K A
F3BH 0D £T (BTD 2 DD —F 1L, ICMPv6 R A N—ERZZHFF LET) , 1 DD IPv6
ACL IZ1%, BEBRD denyipv6anyany A7 — b A v &2 FIZT L7222 Eb 1 DDOx
YRIUDBEFEENTODLORENRS Y 7, IPv6 R A N—RKE T ATIE, IPv6 1y NU—7
Y —E 2 EFNHT D20, TT7HNVET, £ F—T A A LETDIPVE XA N—{RF T
N DEZAZ D IPV6 ACL I K o THEBRIIZFF A S E T, IPvd DIGE | IPv6 A N—ER T 1
T RHYT BT FLUAER7 e 2 (ARP) TiL, {@RlOT—42 Vo rE7ra ks anLzf]
32720, 774V T, A0 F—Tx2AALETOARP N7 v FNOEZ(EH 1Pv4 ACL 12
Ko THEBRICEF T S VE T,

IPv6 ACL % IPv6 A ¥ —7 = A AIZiEH T 5 I121%, access-list-name 5134 f57E L T ipv6
trafficfilter f v % —7 A XA a7 4 Fal—raravy FEEHALET, IPV6ACL 275
INA AL DFEEFR LG IPve (AR AR B I 3 5 121X, accesslist-name 51 ¥ A 57 L
T, ipv6accessclass 71 v a7 4 Falb—vary avry ReFEHLET,

ipv6 traffic-filter =~ RCA ¥ —7 = A AITH#H 45 IPv6 ACL 1L, 7 /31 AT K- TH
BINEFTFT7 4y 7 TERL, BESNTC T T4 v 727 A VZUBLET,

WIT, listl EWVOAFTO IPV6 ACL ZfREL, T/ A% IPv6 7 7 EAX U A | 3
TA4FX 2l —vary E—RNITHHERLET,

Device> enable

Device# configure terminal

Device (config) # ipv6é access-list listl
Device (config-ipv6-acl)# end

WIZ, lis2 LW I ARTD IPVOACL R EL, TDACLEA —H Ry A ¥ —T =
AA0 LORENT 7 4 v 7 ICEMT 62" LET, KT, IO ACL = R
I, & ¥ 87 —7 FEC0:0:0:2::/64 (E{ETLIPV6 T KL ADKYID 64> b & LTHA
ka—An 7 V7 47 A FEC0:0:0:22 Z£F>/3% v 1) 73 GigabitEthernet f > % —
Tx2AZ02POHTHTS 2L ZHERLET, 2FBOACL = UL, ZOfo
TRTCOIT T4 IBA =Ry b A F—T 2 A ZA0NLHTITS Z EEFFAIL
T3, 2/DOT U R UL, 45 IPv6 ACL DK IZHEERAI 7 deny all 50038 5 729,
MEEE 720 FT,

Device> enable

Device# configure terminal

Device (config) # ipvé access-list list2 deny FEC0:0:0:2::/64 any

Device (config) # ipvé access-list list2 permit any any
Device (config) # interface gigabitethernet 0/1/2
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ipv6 access-list .

Device (config-if)# ipvé traffic-filter 1list2 out
Device (config-if)# end

X7+«
I



. ipv6 snooping policy

FauFq |

Ipv6 snooping policy

IPv6 AX—E L7 R —FREL, IPV6AX—E LV a7 4 Xal—arET— N5
BT B2k, Zu—sL a7 ¥ a2 b— 3 > E— KT ipv6 snooping policy =2~ > K& i
FALET, IPv6 AX—E 7 KR —ZHIRT DI, Z0a~vy RonoBXEHEHALE
R

ipv6 snooping policy snooping-policy
no ipv6 snooping policy snooping-policy

BX DA

AU R TFI4ILE

AR E—F

snooping-policy 22X —t'> /" RY P —Da—HEFEL, RU T —L TR 72058
(Engineering 72 &) FE7213%H (0728) #EHTEET,

IPv6 AX—E 7 RY T —IREENTVER A,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

FEREDHA K54

=2 LERE
Cisco IOS XE Everest 16.6.1 ZToawry RREAINEL
776

IPv6 A X —E v 7 R o —%ERd 5121, ipv6snoopingpolicy =~ > K&fH L £9, ipv6
snooping policy =~ > RWA RX—T7 VDA, a7 4 X2 b— 3 F— KN IPv6 A X—
By / ar74Fal—rvary - NIEREINET, ZOF— KTE, BEHEDIKRD IPv6
Tr7—ANRy X2l T4 avr RERETEET,

e devicerole =~ Rid, A— MIER SN TWVWDEIT NS AD R —LEIFE L ET,

« limit address-count maximum =< > Ki%, A"— F A TE 5 IPv6 7 F L 2D EHIR
LET,

s protocol =< > R{%, 7 KL A% Dynamic Host Configuration Protocol (DHCP) ¥ 7zi%
Neighbor Discovery Protocol (NDP) TUUET HMERH DL Z L ARELE T,

e security-level =<2 Rk, @HINL2EX 2V T OV LVEEELET,

etracking 2~ > Rix, R—FrOTFT 73NV DT X T R —% EEXLET,

s truged-port =< Rk, R— F2EHTEHLR— L LTHRELET, 2FED, AvE—
VEZAG LI L FITHGENREMICETIN DD, Fo7o EfTSNERA,

WIZ, IPv6 AX—E 7 R o—2RET HH 2 R~LET,

Device> enable
Device# configure terminal
Device (config) # ipv6é snooping policy policyl

X2 T+«
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ipv6 snooping policy .

Device (config-ipv6-snooping) # end

X7+«
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. key chain macsec

FauFq |

key chain macsec

A X — (PSK) Z2HEGT D720 T N, A X —T = A AD MACsec F—F =— 2 D
AAiERETHITIE, Fa— L a7 4 ¥ a2 b—3 3 F— KT key chain macsec =~ >
REHHLEYT, CDPEZT 4 E—7 0T 512k, Zoa<wr RonoBRXEHHLEI,

key chain namemacsec
no key chain name[macsec ]

BX DA

AR TFIAILE

aAvU kR E—F

name x—%HS4 5720l 25— F = — 2 DLHi,

key chain macsec [T/ > TWET,

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy FERE

Jiy—=x EENE
Cisco IOS XE Everest 16.6.1 Zoawy RPREAINEL
77

Wiz, 128 By FOFEFHA X — (PSK) ZHET 57292 MACsec ¥ — F=— 2%
RETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 1000

Device (config-keychain-macsec) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-macsec-key) # key-string fb63e0269e2768c49bab8eef%9a5c2258f
Device (config-keychain-macsec-key) # end

Device#

Iz, 256 €y hOFFHEA F— (PSK) RSG5 72DIZ MACsec ¥ — F=—2 %
RETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 2000

Device (config-keychain-macsec) # cryptographic-algorithm aes-256-cmac

Device (config-keychain-macsec-key) # key-string c865632acb269022447c417504alb
£5db1c296449b52627ba01£2ba2574c2878

Device (config-keychain-macsec-key) # end

Device#
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key config-key password-encrypt .

key config-key password-encrypt

2AT 6 DR HX—%7 714 ~— K NVRAM [ZfR(FTDHICIL, Zu— b a7 4 Fal—
3 v & — KT key config-key password-encrypt 2~ > K& LEd, BEE{baT 4+ &—7
ST HICE, Zoa<wr FonoBEXAHEH L £,

key config-key passwor d-encrypt [text]
no key config-key passwor d-encrypt [text]

X DA tet (&) Password F7/-13 master ¥—,

GE)  FaEAXF RN EZICbHAESNARNWE I ITT L0, text BIEUIEHE
T, kb vicA /5’ 7774 7%F— R%&EM (keyconfig-key password-encrypt
g~ RE AN L7HBIC Enter $—%2H) 952 L &2HEL 9,

AR R FIFNAE  FAT6ATU—RIESF—137 T A ~N— b NVRAM [ZfRfF SN EH A

AT R E—FK yua—s) ar7 4 X2 lb— 3 (config)
avy FER Jiy—=x EENE
Cisco I0S XE Everest 16.6.1 Zoavwr RPREAINE L,

EELEDOHA KS4y CLIZHEALT, YL—rTF A MONRAT— RE XA 76 A TNVRAM ICZRITRAFTE
T4, XA T6MNRAYU— NI LS TWET, B SN7=/RA U — FAKEZ, MERL
OB LD 52 LITF TR, ENEE AL L TEBONRNRAT—NERET L2 LT
K9, key config-key password-encrypt ==~ >~ K% password encryptionaes =~ K& &
AT 5L, NAT—RERELTA X =T M TEET (F— ORI TR B — 1
FTH L EERFEEE (AES) MAMEH EHVET) . keyconfig-key password-encrypt =~ > K
AL TRESNTZARAT =R (F—) L. T ARNDZOMT X TOXF—%M 5t 5
VAL —EEX—L LTHEHINET,

password encryption aes =~ > F& gk T D%, [AIRFIC key config-key password-encrypt =2~

v R&FRE L7\ & show running-config =~ > X2 copy running-config startup-config =~

¥ Rl EDRRE SN TO LB AR MEERL (NVGEN) 7' AHPIZRO L S5 A vt —
Vst ENET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
INAT—FDER

keyconfig key passwor d- encrypt:m?‘/ REFEHLTRRAT =R (v AF—F—) BDEREIN
7256, ERIEREE I LEINZSGAITIE. VARLTARNINL, XA T 6BER AN T
I/\E>777)/7“—*‘/5 ./’E‘/:."‘/I//\\ ERAIOXF— L EBHFHZOXT—NEINET,

INR T — FDHIBR

I X7+« .
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. key config-key password-encrypt

3l

key config-key password-encrypt =~ > R&ZMH L TREINIZYAF —F =N AT A5
HIBRSID & AT 6D/NAY — RTRTHMMEHARANZ2 5 &) NEOEEN ) SivE
T (FRfIC, RO v o7 b ERRINET) . BEXF 2 VT 41K E LT, Bk
NRAT— R, CiscolOS Y7 hv=TIZko THEbLEND Z Eidnal 4, =720,
TTICHALIEL I, RRATU—FEHESTHZ LT TEET,

A

ol

key config-key password-encrypt =~ > RZfiH L CRRE SN/ AT — Ni&, —ERDILD
LHETEEEA, EOTD, NAT— REZRRGTNRGFL TR Z L2 LET,

INR D — FIESE DR EAERR

nopassword encryptionaes =~ > R&ffifl L T/SNA U — RiF AL OREE ML T BEFED
BAT 6 /XAT— RITXTEHEINTIZFKRIAVE T, key config-key password-encrypt =~
VREMHLTRE LILANRY =K (A X —F%—) BbhX, 77V r—va o TREIDG
CTCHAT 6/ AU— R&eEstTEET,

INR T — FDRTE

(key config-key password-encrypt =~ > Rl L TRE I N72) /AT — RiFFEICS T
Bl TERWIZD, TAAL AMBARAT— RERGT 2 HETH Y FEA, BHFEOEHRRAT —
varTiE, ZOREFICEF =SSN L OMLEND 2 L THD T, WA= FORNEE
[z ZEemTExET, ZOHE, NAT— NIEHAT — a VINEICZ IR T D%
EWRHY E9, TFTP 2 L TRFESNEREIL, AL R7arTlEhnizd, 754 A
WZiEn— R T £ A, HEET A Ao — RT50H1#%I121%.  (key config-key
password-encrypt 2~ > RZH L C) "AU—RNZFEHCENT2HERHY T3, Zo8
AU = RNE, REFSNERECTFHTEMTEET, 7L, ZRICE> TRENDTXTO
RAT—= REHOPERALTEDLLHITRDTID, FENCL D AT — ROBEIMI THhRNZ
EERHEREL 7,

PRNARD— FEEEFTRANRIT— FDRE

ANERTT > 8T 2 RR=Z R LIS U, ZRR~ A Z —F —|ZHE LRNGER~ A
Z—=X—=NFELLRWEETH, XBELIIREFSNET, LELIOBAICETI— Ay
T=—UNEIRINET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAR =X —EHHRICRETDHE, T T XA ROF LT E{LESh, #4760
F—IZRVET, TTICHA T 6 THDLIF—ITRBLENT, BIEDRENHERF S 1,
BEfF D~ A —X =N Kb GA. I3 ORNERRHDEA L. nokey config-key
password-encrypt =~ > RZHH L TFD~ A X —F—ZHIfrCT&E £4, v AZ—F—%HIk
LTH, BEFOR L/ SA Y — R, B b ENTREBOFE ET 31 AR ENITHRFFSNE
T TNHDONRAT— RIEFETEEEA,

WIT., AT 6 DI EF—% NVRAM IIRTET 502 R LET,

Device> enable
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key config-key password-encrypt .

Device# configure terminal
Device (config)# key config-key password-encrypt

BEav R avw >R £BA
password encryption aes AT 6 DAL EFRIIEE X —% A X —T L
W LET,
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. key-server

key-server
MKA ¥ —H—"F 72 a3 VEZRETHITIE, MKARY P —ar7 4 F¥alb—ar =R
Tkey-server 2~ RaEfHALET, MKA F—HV— 47 a3 o 28HT 5121, a~vr
RO no A& L £,
key-server priority value
no key-server priority

X DA priority value MKA ¥ —H—_O7 T A4 F VT 4 fEZfRE L

£

ATV R FI4)k  MKA F—H— N3l o TOET,

ATV R E—F MKA RU ¥ — a7 4 ¥ a2 b—3 3 (config-mka-policy)
av Y FEE )= EERE

Cisco IOS XE Everest 16.6.1 | = o~ R ASHE LT,

#l WIZ. MKA F—HF — %3 5 0% 57 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # key-server priority 33

BEa< R Command Description
mka policy MKA R Y o —%&ELET,
confidentiality-offset MBI 7 v b &2RE L TMACsee ZEMESHE £,
delay-protection MKPDU D5 THEIERH#E 2 M5 L 5 ICMKAZBE LET,
include-icv-indicator MKPDU (Z ICV A > ¥ —F #EDET,
macsec-cipher-suite SAK # BT 270D EAAL — MR ELET,
sak-rekey SAK F— AR Z R E L £7,
send-secure-announcements| MKPDU D E{E TE X 2727 77 22 %E4 5 L 912 MKA
ERELET,
ssci-based-on-sCi SCILIZHSW\T SSCI #3HH L £ 77,

. X2 T+«
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key-server .

Command

Description

use-updated-eth-header

ICVEEIZIEES SNz~ Ry b~ X —ZFHLET,
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. limit address-count
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limit address-count

R—= R THEHTEHIPv6 7 R L ADE AT 51T1%, Neighbor Discovery Protocol (NDP) A
VAR gy R = ar 7 4 FXFalb—ary B— RELIEIPVE AX—E T a7 g
¥a2l—3 3 E— FTlimitaddresscount =~ > R&EHHALET, T 74/ MIRDITIE,
nofEXoa~<r REEHALET,

limit address-count maximum
no limit address-count

B DEREA

AR TFI4ILbE

aAvU R E—F

maximum  R— K CTHA SN TNAST FL20%, &I 1 ~ 10000 T3,

T 7 /v MR EIT IR T,

IPv6 AX—E 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

ND A VAT gy R — a7 X alb—3 3 (config-nd-inspection)

av Y RERE

EREDAARZA

Jy—= EERNE
Cisco IOS XE Everest 16.6.1 Zoawry RPREAINEL
7.

limit address-count =~ > Fi&, KU =P @EHA SN TNWDHR— M THEATE 5 IPv6 7 F LA
OEAEHIBLEST, A— K EDIPV6 7 RLZADEHIRET L, A vF 4T F—T 0
A ZAOHIFRIZENL S £, &L 1 ~ 10000 T,

RIZ, NDP AU > —4 % policyl LEE L, A— M THEMATE S IPv6 7 FL 2D %
25 IZHIfRT 2l 2R LET

Device> enable

Device# configure terminal

Device (config)# ipvé nd inspection policy policyl
Device (config-nd-inspection) # limit address-count 25
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E 7R Y v —4% policyl LEFRL, N"— M THEMATZ 5 IPv6 7
R L ADEZ 25 ICHIRT o612~ L £,

Device> enable

Device# configure terminal

Device (config) # ipv6é snooping policy policyl

Device (config-ipv6-snooping) # limit address-count 25
Device (config-ipv6-snooping) # end
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mab logging verbose .

mab logging verbose

BX DA

AR TFIHILE

AU kRE—F

MAC 3B3E/SA 732 (MAB) DY AT LA vE—InbiiEdE 7 4 V2 Y o 7T 51T,
Ja—sNL ar 7 4 X2 lb— 3 F— K Tmab logging verbose =~ RZEH L 7,
MAB Y AT LA vE—V0OurX 72T 42 —7MIT25I2E, ZDa~r ROno R EH
ﬁHl—/ij‘O

mab logging verbose
no mab logging verbose

ZOoawy RIZIEBIEELITF—U—RIIH Y A,
VAT LA =V OFMa SIIANC o TV ER A,

Jua—s L ary7 X2 lb— 3 (config)

avy FERE

FEREDHA K42

)1)—=R EEAR
Cisco IOS XE Everest 16.6.1 Zoawy RPNEAINREL
776

ZDawr RIZEY, MACEEFASA /8% (MAB) AT A A vtE—I00, TRISNARRI
R EOFEMERN 7 4NV ) T INET, KA =BT 4oV F ) T SNERA,

vertbose MAB VAT b A vt —T% 7 4V Z ) 75120, IROFIEICHEVE T,

Device> enable

Device# configure terminal

Device (config) # mab logging verbose
Device (config) # exit

R A ERT 521X, show running-config =~ > R& AL ET,

BEa<w> R

avvk HL:L
authentication logging ver bose FAEY AT DA =BG RE 7 4

AR T LET,

dot1x logging verbose 821X T AT LA v—U bt EmRE 7 4
NEY T LET,

mab logging ver bose MACFBRENA /XA (MAB) VAT LA v E—

UinbEMERE 7 a2 ) 7 LET,
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. mab request format attribute 32

mab request format attribute 32

T A ETVLANID N—ZADMACRAEZ A X — 7 /MZT 5%, Fr— v a7 1¥a
L — =2 %F— K Tmab request format attribute 32 vlan access-vlan =~ > RZ&{Hf L &
T, TN IRECETICE. Zoavr FonoERAH A LET,

mab request format attribute 32 vlan access-vlan
no mab request format attribute 32 vlan access-vian

XD Zoawy RIZiE, SIEERIIF—T— NI A,

ATV R FI4J)~  VLAN-ID X—2 D MAC BikiXT 4 E—7 L TT,

aAavYRE—FK Ja—s\)ar7 4 ¥ alb—3 3 (config)
av Y REE == EERR
Cisco I0S XE Everest 16.6.1 Zoawry RREAINEL

77

FEHEDHA KS4 > RADIUS H— P33R A F MAC 7 FLZ & VLANIZHEASWTH LW —FEFEIETE 5 L 5|
TAHIZE, Zoa<wr FaEHLE9, Microsof IASRADIUS — A& L%y hU— 7
TZOREREAMT L E9, CiscoACSIZZ D~y REMEE L E1,

WIZ. T34 AT VLANID X— 2D MAC Rikx A X2 — 7 W+ 502~ LET,

Device> enable

Device# configure terminal

Device (config) # mab request format attribute 32 vlan access-vlan
Device (config) # exit

EEa<v >R avw vk HoL:L
authentication event B EDHBIHARX DT 7 ar#FZELE
ﬁ—o
authentication fallback IEEES802.1XFRGFE= Y HR— M L7227 4T

%fﬁ0)37j’_—/b/\//57ji4t&fL/7:\Vebuunﬁ%f
FHTE >R —bEHELET,

authentication host-mode A— N T~ —r T— RERTELET,

authentication open RN—=b"TH =TT AL X—TNVET
X7 =7 LET,

authentication order A= N THEHT LIRS RDIEFEEE L E
‘a‘o
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mab request format attribute 32 .

avy kR

B

authentication periodic

A— M CHEEE A X—TNVERITT &
Tz LET,

authentication port-control

R— FOFGFFAT— FOFIHHEE A 2 —7
Lz LFET,

authentication priority

7]‘3_]\705/1’2‘9 5:/1) Ux l\ \—muniﬁﬁ%

authentication timer

802.IX X — hDH A LT T hIRT A—H
AN T A—Z R ELET,

authentication violation

HLWT S, AR — MIEEFT 50, R—

%K#ﬁﬂ%kﬁ@?ﬂ%xﬁﬁﬁbfmé

gg:\%bw?ﬂ4xﬁf MZHERE LT
IZHAET DB E— RERTELET,

mab Zﬁ?’_‘ ]\ ] MAC—based At uﬂz%/]) Z‘ 7‘71/&1 L i
_é‘o
mab eap Extensible Authentication Protocol (EAP) % {#

AI2E9FR"—FraRELET,

show authentication

7/\/1’7\67).%&“\77\ /'\’/I)/\:/I\K;ng‘%)
iz R LET,
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. macsec-cipher-suite

macsec-cipher-suite

Security Association Key (SAK) #5957 D5 A A — M ERET HI2IE, MKA KR Y
U—ar 7 4 ¥ a2 b— 3 F— KT macsec-cipher-suite =~ > R&ffH L 7, SAK DK
T AA— MR EHTTHITE, Zoavwr FOono BREEH L ET,

macsec-cipher-suite {gcm-aes-128 | gcm-aes-256 }
Nno macsec-cipher-suite {gcm-aes-128 | gcm-aes-256 }

X DR gom-aes128 128 &' R EIZ L W SAK Z BG4 570D 5 A — hERE L E£7,

gm-aes256 256 £ hF S IZ L D SAK # ST 2720 D5 A — FERELET,

AT R TFI4)+  GCM-AES-128 i SALIZA N e > TWET,

AT R E—FR MKA R Y v — 227 4 X2 L — 3 (config-mka-policy)
av > FERE )1)—2 EERNE

CiscoIOS XE Everest16.6.1 | — p=a~> R EAINE LT,

FEEREDHA K54 773 A3 GCM-AES-128 35 L UNGCM-AES-256 D[ /7 D5 5 H XA ¥R — F L TV 2581,
A—PEROMKARY —2ER L THEA L, BIFCESNT, MO SEZED50, £
7213256 € FOBOGFEEDH I L2 BEID LET,

ol Wi, 256 v MEEALT SAK & BT 5 7= 50 MACsec 55 A A — b % 3¢9 % i
B LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-256

BEa< R Command Description
mka policy MKA RV o —ZRELET,
confidentiality-offset MM 7 v P &2RE L TMACsee ZEMESHE £,
delay-protection MKPDU D 4(5 CIEIEMR#EZ T2 X 9 ICMKA Z5E L £ 7,
include-icv-indicator MKPDU (2 ICV A > ¥ —F 2 E&DET,
key-server MKA F—H%— AT v a & ELET,
sak-rekey SAK F— AR Z R E L £7,
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macsec-cipher-suite .

Command

Description

send-secur e-announcements

MKPDU OEETEF TR T F U AZERETH L H I MKA
EERELET,

ssci-based-on-sci

SCIITHS W T SSCI B LT,

use-updated-eth-header

ICV BHREIZIFE T S nlcA — Ry by X —2HLET,
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. macsec network-link
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macsec network-link

TSV A H—T x4 AD MACsec Key Agreement (MKA) 7’0 k2 )VEREEZ AT
HliZ, AV HF—T 2 A AT (F 2l —3 3 F— KT macsec network-link =< > K%
FEFHLET, CDP 2T 4 &—7/MZT5I2F, Zoavr FonoBXaEHLET,

macsec networ k-link

no macsec networ k-link

B DEREA

AR TFI4ILbE

aAvU R E—F

macsec network-link EAP-TLSFBFE7 1 b 2L 2@ L CTF /A A A X —7 = A ADMKA
MACsec X EZAIMZLET,

macsec network-link (ZHENIZ 72 > TV ET,

AB—Tx2A R AT 4F 2 — 3 (config-if)

avy FERE

)1)—2x EENE
Cisco IOS XE Everest 16.6.1 Zoawry RPREAINEL
77

WIZ, EAP-TLS f8FE~7' 1 ha v &#fEH LT, 1 v ¥ —7 = A AT MACsec MKA %%
ETHHERLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/20
Device (config-if) # macsec network-link

Device (config-if)# end

Device#
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match (77X <3y FarvJqsF¥aL—3Y) .

match (7o +tX 2w avJ4F¥alL—3Y)

VLAN v 72 1 DFERI3EEDOT 7 A VA ey hERBET DL IICHRET HIZ
77?17yﬁ3774¥1V%V5V%%memmﬂva%ﬁmbiTo*ﬁﬂ7f%
2 EHIETAICIE, —oavry FonoEREFEHLET,

match {ip address {namenumber} [{namenumber}] [{namenumber}]. .. |ipv6 address
{namenumber} [{namenumber}] [{namenumber}]. .. |mac address {name} [{name}]
[{name}]. ..}

no match {ip address {namenumber} [{namenumber}] [{namenumber}]... |ipv6 address

{namenumber} [{namenumber}] [{namenumber}]... |mac address {name} [{name}]
[{name}]. ..}

BXDEREA

ARV R TIAIE

AR E—F

ip address X7y FEIPT RLATZ7H®A VRAMNEBRAETDHEICT 78 A ~v 7%

RELET,

ipv6 address X7 REZIPV6 7 KL A 7278 A YA NEBETEZLICT /B A <y TS
ERELET,

mac address 7w FE MACT FLA TR VR RNLBETALIIT IR~y
EELET,

name Ny NERETHT 782 U R FOLRTTT,

number Ky NeEBAETHT78A VA NOEFTT, 2047 a1d, MACT

7 A YA ML TIES T,

TN IDT I a TR, — BT A—X X VLAN v v I S EE A,

TR A~y T a7 4 ¥ al— 3 (config-access-map)

avy FERE

Jiy—=x EENE
Cisco IOS XE Everest 16.6.1 Zoa~wry RPREAINE L,

EELEDOHA KSq> Vilanaccessmap /7 m—/ L 2y 7 4 Falb—vay avy REfALT, 778A~vy 7 2

V74 Fal—aryE— RERBBLET,

12O0OT7 7% A VANDARTETIIEZFEZ AT THILENDHY £, ZTOMITMEE T,
Ty NI 1OFRITEBEOT 782 U A MIH LTRAETEET, WFhnro U Z b #ﬁ
THrLE, VO ELThHT S FENET,

TIORAwy T ar7 4 ¥al— gy F— RTlL, match =~ RAHH LT, VLAN T
WHXNDVLAN~ v OS2 ERTEET, actiona~r REEHIT5HE, o b
DEMIZ—H LI e XICFTTDT 7 a aXETEET,
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. match (79X Ty FarvIqa¥xalL—vay)

3l

Ry MEILBCFe hanv 2L TFOT77EA YA M LUTETRAEINET, IP X7 v
MI. IP7 272 YR MG LUTHRESIL, IPV6/X 7y MIIPv6e 7 7B R U R ML TH
BEN, FOMD Ry MITXTMACT Z7E®A URARMIMLTRESHET,

B~y = hUIZ, IPT RLA, IPv6 7 RLABLUMAC 7 RLRAZIETEX T,

WORFITIL, VLANT 7 A ~ v 7 vmap4 % EFE L C VLANS & VLAN 6 (2]
FEERLET, ZOT 78Ry 7T, Xy bBRT 7R VAR a2 IZE
NTEMe—8TsE, AV F—T A AIXIP Xy be Ry LET,

Device> enable

Device (config)# vlan access-map vmap4

Device (config-access-map) # match ip address al2
Device (config-access-map) # action drop

Device (config-access-map) # exit
(
(

+5
HS

Device (config)# wvlan filter vmap4 vlan-list 5-6
Device (config) # exit

R A ERT HI21E, show vlan accessmap =~ > R& AN LET,
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mka pre-shared-key .

mka pre-shared-key

FEidA X — (PSK) AL TT /A AA X —7 =14 ADMACsecKey Agreement (MKA)
MACsec ZiXET HIZIL, /7 r— L a7 4 X2 b—3 3 F— FT mkapreshared-key
key-chainkey-chainname =~ > K&l LEJ, CDPE27T 4 E—7 T 5I21F, ZDavy
RO no A& L £,

mka pre-shared-key key-chain key-chain-name
no mka pre-shared-key key-chain key-chain-name

B DR

i
N

AR TFI4ILE

aAvU R E—F

mka pre-shared-key key-chain pSK Z i/l L TF /34 A A v Z—7 = A ZAD MACsec MKA
WEEZANMLET,

mka pre-shared-key 137 4 £—7 /L CTT,

AB—TxzARA AT 4F 2l — 3 (config-if)

avy FERE

)1)—2x EERNE
Cisco IOS XE Everest 16.6.1 Zoavwy RPREAINEL
77

W2, PSKEFEAHLT, £ % —T7 A4 ZADMKAMACsec X ET HE 2R LET,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/20
Device (config-if) # mka pre-shared-key key-chain kcl
Device (config-if)# end

Device#
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. mka suppress syslogs sak-rekey

mka suppress syslogs sak-rekey

AU R FI4ILE

O R E—F

7 728UV T MACsecKey Agreement (MKA) %27 7Y v T—3 32 F— (SAK) D
X —FAERA vE—VEMHIT AL, Zr— b ar T 4 Falb— g F— KT mka
suppresssyslogs sak-rekey =~ > R4 LE4, MKA SAK F—fHARKRA v E—20r ¥
7 a2 T HITIE, ZDavr RO noBREZHEH L £,

mka suppres syslogs sak-rekey
no mka suppres sysogs sak-rekey

Zoavwy R3S ELEFF—U—FEH D £ A,
F_TD MKA SAK syslog A v EZ—URa s ) —MIRRENET,

Jua—s )L ary7 4 Xalb— 3 (config)

avy FERE

FREDHA FSA Y

)1)—=x EHEAR
Cisco I0S XE Gibraltar 16.9.1 Zoawry RPREAINE L,

MKA SAK syslog {9 TOx—FHAMKME CHRICERSI DT, DA 2 —7 =
A A TMKADRE SN TWDIGEITER I D syslog DEDIEFIZEL 720 £9, MKASAK
syslog Z 4 5121k, Zoa~vr REHLET,

5l
KIZ, MKA SAK syslog B X > 7 &l 4 262~ L £,

Device> enable
Device# configure terminal
Device (config) # mka suppress syslogs sak-rekey
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password encryption aes .

password encryption aes

B DEREA

aAavY R FI4ILk

avY kR E—FK

A AT 6D AL FRIA X —% A F—T T DL, Fa— a7 4 XFal—vay
£ — RNCpasswordencryptionaes 2~ > R&fEH LET, "AT— RO ELET 1 E—7 /L
W25, Zoavr RonoBXEHHALET,

password encryption aes
no password encryption aes

COa=y FIZFBIEELEEF—TY—FEH D A,
FHai A —I S LI TV ERA,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

EREDHA FS14 Y

=2 LERE
Cisco IOS XE Everest 16.6.1 Thavwr  RREAINE LA,

CLIZMEHLT, 7L =T %A MD/NRRAT—REH A7 6T NVRAM IZZRICRFETE
FT, XA T6DNRAT— RIFB{LEIhTWET, Bk AU —FAEKEZ, fEL
OB L0952 LIXAEETTA, %h%‘:fﬁh—ﬂ: LCEBRDNRRAY — RE2RET D2 LT
K #EC94, key config-key password-encrypt =~ > K% password encryptionaes =~ > R & &

WHERT 5L, NAT—RERELTA RX—T M TEET (F— DR SITIT B % — K
5 Th 5 mER SRR (AES) 2MEM S#LET) . keyconfig-key password-encrypt =~ >
EEALTCHRESNTZARAAT—FK (F—) I, »—FHNOZDOMT R COF—%F kT 5~
AR —HETF—L LTHEASRET,

password encryption aes =~ > F& gk 9 D%, [AIRFIC key config-key password-encrypt =~
v REZRTE L7 & show running-config =~ > K<° copy running-config startup-config = ~
¥ R ENFEAT SN D EERFCAHIEME AR (NVGEN) 7 a 2RO K ) A vtE—Y
N EnET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
INRT—FDER

key config-key password-encrypt =~ > R&ZfEH L TRV — K (v AF—F—) BDELIN
%A, TS LINTGEICE. VARV ANING, ZA4 7 6EERERHINT
WOT TV r—varE®Ya—bs BEFIOF—EEFRDOF—PNEISNET,

INR T — FDOHIRR

key config-key password-encrypt =~ > RZfH L TRESNTEVAZ —F =N AT L0 5
HIBRS LD &, AT 6DNAY = RERTHMERARANZR D LW NEDOESERH S E
T (FRRC, RO e 7 b RRINET) , BEX2 VT 55K E LT, BbEni
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. password encryption aes

3l
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RZAT — RiZ, CiscolOS V7 h U =T IZ ko THEBILENAZ &30 Ed, =771,
FTTICHALIZLYIC, NATU—REFRS (LT iz TEET,

A

ol

key config-key password-encrypt =~ > R&fiH L CRRE SN/ AT — NiE, —ERDILD
LHEETEEEA, £OD, NAT— REZRRGRGFL TR Z L2 LET,

INR D — FIESE DR EAERR

nopassword encryptionaes =~ > &Ml L T/SA U — RiF AL OREE ML T, BEFED
BAT 6 /XAT— RITXTEHEINTIZFKRIVE T, key config-key password-encrypt =~
VREMHLTRE LILASRAY =K (v RAZ—F%—) BZbhX, 77V r—va o TREIDG
CTCHAT 6 /"R — R&eEstTEET,

INRT— FDORTE

(key config-key password-encrypt =~ > Rl L TRE I N72) /N AT — RiFFEEICS T

el TERWD, V—FNHART— RERET 2 H kTS F¥ A, BFEOEHAT —
va T, EORTICF—BHMSND L H)bSND 2L THH T, "AYV— FORNE%L
2] ZEeNTEET, 200D, NATU— RFIEHY AT ANEIZLERITRITET DTN
HYFET, TFIPEZHEH L TRESNZREIL. AZ 2 R7r U TERWZD, —ZIiZiEr—
RTEEHAL, RELZ/NV—ZIZr— FT50[#%(21Z.  (key config-key password-encrypt =~
Y REMEHLT) NAT—FZF@HTENTO20ENRHY 3, ZONRT— R, RFSH
TREICTETEMTE ETA, THICL > TRENDTRTONRRAT — REE L BNMEBLT
X589 B0, FENCL DA T — ROBINI ThRNZ L2 #fE L £,

HR/NRAT— FFERIEFBENRRT— FDHRE

ANEZITZT Y v T RR—R R LIS IL, PR RAZ —F—|ZHE L WEERe~ 2
H—X—DNFELRWGETYH, ZBERIIRGFEINET, ZELZ0HAIZIROT 77— b
A=V NERENET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAR —F—THHICHRETHE, T =0T XA MDOFXF—TTRTREE(LEN, AT 6D
F—IZEHENFT, TTICZA T 6 THDLIF—IIRSbENT, BIEORE #HR SN E
7,

BEfE D~ A X —F =N Kb Ga, 32 ONENRHOYEATX, nokey config-key
password-encrypt 2~ > RZfH L CTEDO~vAZ —F—ZHIRCTE 7, BEFOR /A
U — R, BB bESNIREO T EAL—FHENRFESINET, 602 — NFES
fbEnEdA,

WRIZ, #4776 O ELFRIFEFX—%2 A X—TNMIZTDHERLET,

Device> enable
Device# configure terminal
Device (config)# password encryption aes

B tx2U7«
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password encryption aes .

EEav> R

avy kR

i

aun

key config-key passwor d-encrypt

2 AT 6 DEFEF—%T 714 ~— F NVRAM
WCRTFLET,

t*2U74 |}
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B oemit mac7 oz U LT FIL—aY)

permit MAC7 VX )X +arv74F¥alL—3Y)

LR LG EICIEIP N T 7 4 v 7 OEBEEHFA[THI21E. MACT 7R A K 3
T4 F¥al—raryE—FRTpamita~ FEEALET, IEEMACT 712X U X0k
R EGIRT AL, 2oa<ry RonEREAHEHLET,

{permit {any | hostsrc-MAC-addr | src-MAC-addr mask} {any | hostdst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isaplsap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
Xns-idp] [coscos]

nopermit {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
xns-idp] [coscos]

B DEREA

- TR TORETELIIAEMACT K LA
|Z:|: ]\/ i j—o
host src-MAC-addr |src-MAC-addr mask RABFNMACT RLALEEDOY T Xy b~

AT EWBELET, Ty FOEERLT L
ANERINTZT RLRA—HT D54, £
DT RUANLDIEIP b T 7 4 v 7 IFES S
nET,

host dst-MAC-addr | dst-MAC-addr mask SR MAC 7 RL A EEEBEDOY TRy b <&
JERBELET, Ty FOSET FLARN
ERSINET RLAC—ET D5, TOT
RUZADIEIP T 7 4 v 7 ITEG SV E
RS

type mask (EE) 737 v b @ EtherType %5 & . Ethernet
M E7-I1XSNAP 1 7 b AR E L T, 7
N A=R =G % 1= A=

e type (Z1E. 0~ 65535 D 16 EHAHHET
%ij‘o

emaskix, —E%& 7 A N9 5 Hi1IZ EtherType
[ 3 &35 don’tecare B ROD< A Y T
ﬁ_o

B tx2U7«
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

aarp EE) 7=V 7 T RLAEXRy hU—
7 7 RULR|IZ~ v B 7T 2% EtherType
AppleTalk Address Resolution Protocol % 45 7E L
EJsae

amber ({E%&) EtherType DEC-Amber % {57€ L £ 7,

appletalk (f£7&) EtherType AppleTalk/EtherTalk % &5 7E

LET,

dec-spanning

(ff:E) EtherType Digital Equipment Corporation
(DEC) ANR=0 7Y ) —%iHELET,

decnet-iv ({£:%E) EtherType DECnet Phase IV 7' |k =
NEFEELET,

diagnostic (&) EtherType DEC-Diagnostic # {5/& L %
o

dsm (%) EtherType DEC-DSM % f5/E L £7°,

etype-6000 (f£) EtherType 0x6000 % f8& L £,

etype-8042 (f£7) EtherType 0x8042 & L £,

lat (f£%) EtherType DEC-LAT Z45& L £,

lavc-sca (fE&) EtherType DEC-LAVC-SCA %57 L

£,

Isap Isap-number mask

(FE) 7 v FD LSAP &S (0~ 65535)
L822I EHERA LT, Xy hDT
o haLEEELET,

mask (X, —% %7 A b9 5 HIIZ LSAP & 52
WA EN A don’tcare B hDOD< A7 TT,

mop-console (L&) EtherType DEC-MOP Remote Console
EHRELET,

mop-dump (f£7) EtherType DEC-MOP Dump % 57 L
7

msdos (f£7) EtherType DEC-MSDOS # 5/ L %
ﬁ‘o

mumps (&) EtherType DEC-MUMPS % {§7E L &

R

X7+« .
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B oemit mac7 oz U LT FIL—aY)

AR TFI4ILE

AR R E—F

netbios (ff) EtherType DEC-Network Basic
Input/Output System (NetBIOS) #f5&E L 7,

vines-echo (&) Banyan Systems |Z & % EtherType
Virtual Integrated Network Service (VINES) Echo
ZRELET,

vines-ip (f£&) EtherType VINESIP Z#f8 & L £,

xns-idp ({E&) EtherType Xerox Network Systems

(XNS) 7m hajj 24— hEHEELET,

COS COS UEE) TI9AF VT4 ZRETHZD, 0~
7 £ TOEE D Class of Service (CoS) fE% 47
FELET, CoSIZHSL 742 7,
N=RT =T CREITFEITAIRETT, cos 4
VarNRESNTWDENE I NaiERT 5
X Y —UREREINET,

Zoa<wy RE, T7HNVMEIHY ERA, 7272 L. ARiftE MACACLOT 74/ kN 7
g AIERETY,

MACT7 27 A YANary74Xal— gy

avy FERE

FEREDHA KS4 Y

Jy—2 FENE
Cisco 10S XE Everest 16.6.1 ZOawy RBEAINEL
776

appletalk i, =2~ KT A O~V TANY U7 FRRSNETHN, —HEM & LT
A—hFENTWERA,

mac access-list extended 72— )L a7 4 X2l —T gy avw s REHH LT, MACT 2
A VANIy T4 Fal—ary B— REBBLET,

host ¥— 17— K& L7234, 7 RLASAZIZANTE EHA, any ¥—7— RE70E
host ¥— UV — FZFEHLRWESIL. 7T RLASZ 7 2 ANTHLENHY 3,

77 Aarba—L b (ACE) W7 7EAar hu—/L I A MOBIENZHA,
U A N OfFHITIIREER D deny-any-any 52 FELE T, DFE D, —BERRWIGEITIEAN T v
MIFEGEEINET, Z7E L, PO ACE N BIENDHIZ, VA MITRTONNTr v MEFF
"LET,

IPX N7 749 0% 7 4FZ V73 520E, FEHIIWTWEIPX 1 72Ut Z A 712G T
T, typemask 7213 Isap Isap mask ¥— 7 — Rz L £9°, Novell HiE & Cisco 10S XE HiE
TOIPX B T bZ A FITHIGT D7 4 NV E2 &M%, WORIC—EFRRLET,

B tx2U7«
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

RA:IPX T 4 LA HHEE

IPX A TFEies 47 PP E-%
Cisco 10S & Novell £

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIEZ, HHWPAFEETLIH MACT R L Z 00c0.00a0.03fa ~D NetBIOS N T 7 1 v
7 AT HLEMTE MACHEIET 782 U A N ERTHHEEZRLET, 20V
AMI—ETDH T 74 v 7R ESNET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any host 00c0.00a0.03fa netbios
Device (config-ext-macl) # end

WROBITIZ, AR E MACHEEY 782 U A S OFFARIEZHIRT 2 HiEZ R L
£,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # no permit any 00c0.00a0.03fa 0000.0000.0000 netbios
Device (config-ext-macl) # end

WOHITIE, EtherType 0x4321 DT XTO/Rr v MEFFRILET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any any 0x4321 0
Device (config-ext-macl) # end

HTEAMERT HI21E. show accesslists 2~ FEAS L ET,

BEEav> R avw >R Bz

deny MACT7Z7EAYARar7 4 ¥al— gy
PHEAELET, FER—BLT5BAIZIEP B
T4 IR EINDHDEEG LET,

mac access-list extended P FFT7 4w Z7HIZMACT RL A _R—2
DT 7 A YA RNEERLET,

I X7+« .
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avy kR SRER
show access-lists FNRL ZNZHESNT-T 7 2HI|Y 2 F %
FRLET,

B tx2U7«
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protocol (IPv6 R X—E > %) .

protocol (IPv6 R X—E > %)

S

7 R L A% Dynamic Host Configuration Protocol (DHCP) % 7213 Neighbor Discovery Protocol
(NDP) TUWUET DMENRH L Z L EZET D, 7a barzIPve 7L 7 4 v 7 AU X b
RS S DI2IE, IPv6 AX—E 7 a7 X alb— 3 F— RTprotocol =2~ R%&
i LEd, DHCP £72IENDP 2L 57 L ANEET 4 =TT DI, ZDa~<y
RO no &M L £,

protocol {dhcp | ndp}
no protocol {dhcp | ndp}

BXDEREA

AR R TFIAILE

ATV R E—F

dhep 7 FL2&2 XA FI v RAMary74X¥aL— g7 m hajs (DHCP) /347 v
FCETZUER DL Z L2 RELET,

ndp 7 RL2AZRANRN—ER 71 Fab (NDP) 47y FCTINETIZMNERH D Z L 2
FELET,

AX—¥ 7L U B3 X DHCP BLONNDP Ol 52 H L TEIT L £,

IPv6 AX—E 7 a7 4 X2 b—3 g F— K (config-ipv6-snooping)

avy RERE

EREDAARZA4

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoavwry RPREAINEL
77

7 KL A DHCP £ 721X NDP IZBH T bz v 7 0 v 7 2 U A NE—ELRWGEEIE,
HIEAry B Ry TS, XM UT 4T 7=V 2 NUDOY AN EZEOTa ha
JZHRF L TIEERIT SN E R A,
enoprotocol {dhcp | ndp} =~ FZfEMT 5L, v b a/WMIAX—E 7 Eiids
V—=V IR ETE A,

 noprotocol dhep =2~ > R&EMiHT 25 &, DHCPIXKARE LTS T 4 T T—T D
UARNVITHERTEET,

o« T —HINEIZ DHCP B L OYNDP TU AU TEXEFA, ey — NIZDHCPIZ L > TD
FUANY CEET,

WIZ, IPv6 ARX—E 7R Y v —4 % policyl £EFL., 7 KL ADUEIZ DHCP %
AT DEIICAR— FERETDHHZRLET,

Device> enable
Device# configure terminal
Device (config) # ipvé snooping policy policyl

t*2U74 |}
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. protocol (IPv6 R X—E > %)

Device (config-ipv6-snooping) # protocol dhcp
Device (config-ipv6-snooping) # end

B tx2U7«
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radius server .

radius server

RADIUS 74 7 7 4 7 & RADIUS §8iE% & T» RADIUS $— 30D /3T A — X B ET HIZ
X, Je—Lar 7 ¥ a2l — g F— RCradiusserver 2~ FEFEHALEST, 7+
JLRBREICETICE. 2oa~<r FonoBERNE2HEHLET,

radiusserver name

address {ipv4|ipv6} ip{address| hostname} auth-port udp-port acct-port udp-port
key string

automatetester name | retransmit value | timeout seconds

noradiusserver name

B DEREA

address{ipv4 |ipv6} RADIUS y— "D IP 7 RL A &$EE L 7,
ip{address | hostname}

auth-port udp-port (fI7) RADIUS ) — D UDP AA— F&$EE L ET, f5ETX
HHEPHIZ 0 ~ 65536 TI,

acct-port udp-port f£&) RADIUS 7 H 7 T 4 v 7% — "D UDP R"— h ZF5E L £

(
T, HETE 2L 0~ 65536 T,

key string (EE) F/3A A L RADIUS & —F > D3 <Td RADIUS i#{Z D
RAEXF—B L O S —%2HELET,

G¥)  F—I%. RADIUSH— THEHT LR bX—Ic—%T 57
FAR AN T TRIFNE D EHA, BT ZDavy
ROEMEE & L Tkey ZiXE LT L&V, IO A—
AR SN ETH, F—OHFMB L OREBEO AAL— R [T
AENET, key ICAXN—=AREENHHEIT, SIHGMR
key D—EBTRWRY | key Z5 G CHERNTLE S0,

automatetester name  ({1:7%) RADIUS #— "\ 2AF—X A0 HBH—F R h %A F—T )L
WL, HEIN 22—V EZRELET,

retransmit value (EE) = BRE L, FIURE N EWEAIZ, RADIUS 2
KkuEVEY M HEEEZRELET, IBETEHHMIL T~ 100 T
I, ZOREIL. radius-server retransmit 7 2 —/ %)L 2T 4 F o2 L—
vary avy NCE2REEX EFEELET,

timeout seconds (fEE) deviceNEER 2 F4E T SR RADIUS H— 300 b DI %
AT D EREIR 2 E L E 9, FBETE 56T 1 ~ 1000 T9,
Z O EIT radius-server timeout =~ R& FEX LE T,

AR R FIHILbE

*RADIUS T U > T 4 v 7 H%—30 UDP A — ~ i 1646 T,
« RADIUS Z8FFH—/30 UDP 7K— kT 1645 T,

cHEY— TR MIT 4 EB—TNLTT,

t*2U74 |}
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FauFq |

A A LT ML (1) <9,

c HEIT A " B3A 2—T VDA, UDPR— DT H 7T 4 7B LOGERICT 2 b

FITSINET,
FREEF—B LUK B % — (string) TR EINTWVERA,

aAavYRE—FK Ja—s\)ary7 4 ¥ al—3 3 (config)
avy FEE J1y—= EERE
Cisco IOS XE Everest 16.6.1 Iawy RRAEAINE LR,

EREDAARZA

*RADIUS 7 h v > 7 4 v 7 H— 33 L O'RADIUS #BFEY—/3D UDP AR — F &7 7 % /b b
ADIEICRET D Z L2 #ERR L £,

*RADIUS H— R a7 1 FXal—v g E— RTkeystringa~ > R+ 5 &, i

BLIOKWEX—2RETETET, T 20a~vy FOKKIHEA E L CTkey ZiEL T
S,

* RADIUS Hr—RAT—H ZAOHEY—NT A Mo A X—T7 ML, RSN 22— 4%

FEET 5 IT1%, automate-tester name F— U — R&EH L £,

WOFITIE, BIEV— O UDP R— %2 1645, T H 7T 4 27 H—30 UDP RK—
h%& 1646 [IZFRE L, XFEINERETHH 2~ LTI,

Devi
Devi
Devi
Devi
Devi
Devi

B tx2U7«

ce> enable

ce# configure terminal

ce(config)# radius server ISE

ce (config-radius-server)# address ipv4 10.1.1 auth-port 1645 acct-port 1646
ce (config-radius-server) # key ciscol23

ce (config-radius-server) # end
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radius-server dead-criteria .

radius-server dead-criteria

RADIUS #— "% dead & L C~—7 T H7-OIHEHT 2 EEO TN EZITH T 2RI
TV D EEITHEFIFNCERE T HI121%. radius-server dead-criteria =~ K& 7 m— 3L 2
T4 X 2lb—Ya B R CEHLET, RESN T EELZ T 5L, Z0avy
RO no R AEMEHLET,

radius-server dead-criteria [time seconds] [tries number-of-tries]
no radius-server dead-criteria [{time seconds|tries number-of-tries}]

BX DA

time seconds| ({1:#%) 5 /34 A7 RADIUS H— \inB G873 » b & B I2 55 LTh
O, = dead & LT¥—7 SNBDETIIRBTAMLED H DI/ (7
HAL) . T AOREMRIZ AT v MEZEETICH A LT U Mo o5
. OO ESNZb 0L LTSN TS, ZORRIZL ~
120 PICRRETE £,

» seconds 5 | &2 5% L2 WA, 2RIy —D T o varb—
MZIET T 10 ~ 60 Bz £1°,

GE) BRI O L RITRIBO MO T 2z L Tngng . S —o3%
Ty MIREELFEEINE R A,

tries (fE£7) RADIUS #—/3A8dead & LT~ —727 &N 5 £ TICF A ATRAET S
number-of-tries| g8 &, 2 it 7 4 57 7 MEK, F— SRFRIEE T H T LT 4 v S O &
FATTHEE. WMGOREHDO N v A ZOREICEENE T, ELIERS
TRV T y NI, A LT T Mo TWnWAbD0ELTAHY Y FaEnE
T, MPIDEEEHEEEZELT X TORER IV NENET, XA 2T T
MEEIE 1 ~ 100 ICRETE £7°,

« number-of-tries 5|5 & 5% & L2 W GG, HHE Y A A% 7 ML — 0

N oW g b— bk ERESINTODFEERBEICIESVNTI0~ 100

LR ET,

GE)  BHOEKM L BITREE O RO 2l L T s | =3
Ty MR EIEESNEE A,

AU R TIHIbE

ATV R E—F

RADIUS — 35 » NIRFEEL L C~—7 SNDFETILRAETIEGEX A 27 U bOEE
B]ix, Y= TP 7 ar L= P ERESNTWDHEEERIEIIGCTRLRY $97,

Jua—n)Lar7 4 ¥ 2 b—3 3 (config)

av Y RERE

J1y—= EENE
Cisco 10S XE Everest Zoawy RREAINE L,
16.6.1

X7+« .
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. radius-server dead-criteria

EREDAARZA

\)

GE) RO LRITRBO SO G 2l L TWhian s =37y FIREBEFREShLEE
/\/o

TDavwr FOnoERTIE, ROLIHIITRY F9,

» number-of-tries 5| %% ¢, number-of-tries 5% & no radius-server dead-criteria =2~ > NIZFRE
SINTWRWEAIE, R EFEITEEOB TR ZENHDT 74/ MUy hENET,

 HNTRE SN TWEZ M LT seconds 51BN EE SNT-5E . BRIZT 740 o
& (10 ~60) IV ty FENLET,

« ANCRE SN TV EA M L T number-of-tries 513N 6 € S iz a . BEIZT 7 #
v b OfEFFE (10 ~100) 2V &y hIET,

1A &_Wsﬂ#% LT A4 EDOFITRICT A AN dead & AR ENDH LT NRA 2%
RETHHE R LET,

Device> enable
Device# configure terminal
Device (config) # radius-server dead-criteria time 5 tries 4

&IZ. radius-server dead-criteria =@~ o FICERE STV =R & RATRIB D L%
T BH 2R LET,

Device (config) # no radius-server dead-criteria

WKIZ, radius-server dead-criteria =~ o RIZERTE ST W2 REM O JEHEZ EhIZ 9 5
iz~ LET,

Device (config) # no radius-server dead-criteria time 5

&IZ. radius-server dead-criteria =@~ o FIZERE ST =3 TR 0D HL e A 2250 |2
THFERLET,

Device (config) # no radius-server dead-criteria tries 4

BEa<v R Command Description

debug aaadead-criteriatransactions| v NGO AAA T o7 L a v OEEFR R LET,

show aaa dead-criteria AAA H— DT v REMICET D EREFRRLET,

show aaa server-private T _RTCHDT T A ~_X— h RADIUS — "D AT — % A% F
ﬁ\‘ Li‘g‘o

show aaa servers AAAY— L DRI TEZE SN FOFIZET 5
HHhzrFRrLET,

. X2 T+« I
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radius-server deadtime .

radius-server deadtime

—HBD Y — DM AREER Y E O RADIUS INERFR 2 0% L, AR U — 3% BIEREHZ A
%yf?éﬁm\m@m%wa%mmmzvyP%ﬁn%ﬂw2V74¥1V%V5V%%
KT L ET, deadtime % 0 IZRET AL, Zoa~<r FonoBAEHHLET,

radius-server deadtime minutes
no radius-server deadtime

B DEREA

minutes | 5 7 g BRI RADIUS 3— 3% 2% o 7 5 HIM (HAL, K 1440

4y QAR ) .

AR TFIHILE

Ty R A LTOICRESNET,

AUk E—F

Jua—srar7 4 Xalb— 3 (config)

avy FERE

Jiy—=x TEAR
Cisco I0S XE Everest Zoavwy RREAINE L,
16.6.1

FEREDAA RZM4 Y

Zoa<wy N, mem/7k917#mﬁ£* TR L7V RADIUS -— 3% dead & L

Tv—7TEHLEOICLET, ZhiC L RESNTWAROY— 3T T HENZERD
ﬁ%ﬁﬁ%ATﬁF’ﬁéikﬁ%EéﬂiTommkbfv—7éﬂkRMmBﬁ~ﬂﬁ
BEINT-HM (DHAD) | 20OMOERTAXF Y FENET, 727-L, dead b LTv—7 &
NTOZRN— "B WA R E £,

\)

3l

()  dead & L Cv—7 SN7-RADIUS h— "N FEFER A2 ZET D56, T OFHFEERKIZIRADIUS
=TI SNFEEA, X1 L7 FERIZRADIUS H—|Z @%héhét . RADIUS
P— N IH A VT FNEROMB T L E T,

WOW S DA ZT T LT85 12 RADIUS — 33 dead & L T~—27 S,

1L V= RNAHEETINE I DEZRETHEDIHERENDIRNROZ A L7 v FHIEN
W, RIEED N7 W7 v a AT 58807206 % RADIUS — "0 5515 Lgho
77

2. F/NRMEREREREEIC 1 (FEEES) ZIE LR, Ny RTRTO b
T YT v a Tl L CRADIUS P — ICEE SN, BER XA LT 7 MABINIC
P NN HN RSB EZIE Lotz

WIT . FREFFEERA~DISEITHIM L= RADIUS 1 —DF v R A L& 552 BETH

BlZR L ET,

t*2U74 |}
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. radius-server deadtime

Device> enable

Device# configure terminal

Device (config)# aaa new-model

Device (config)# radius-server deadtime 5

BEa<w R Command Description

deadtime (server-group RADIUS —1 Z)L—FDa T F A MNTT v RZA

configuration) LAERELET,

radius-server host RADIUS — " KRR R &FEELET,

radius-server retransmit Cisco [0S ¥ 7 K 7 = 7/ RADIUS h— N KA hD Y A
MR DR OR KL TEE L ET,

radius-server timeout T NRA NRIRET HETT A ARFHET 5 MR %
BELET,

B tx2U7«
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radius-server directed-request .

radius-server directed-request

PR RATADFR Yy FT =7 T 7 AP —N (NAS) 1Tr 7 A L THRFEH O RADIUS #—
NWERINTE 5 X H127 511, radius-server directed-request 2~ K& 7 — 3 Lar 7 4
Fal—rvaryrT—FCHEALET, FEERBELENCTHI2T. Z0avr FDnox
HHLET,

radius-server directed-request [restricted]
no radius-server directed-request [restricted]

BX DA

resricted | (fE8) fRE LY — M TERWES, 2—FREh &Y F—NTRE
SRRV E ST LET,

AU R TFI4ILE

AR E—F

I—PIF A aDNASICa 7 A o TERNWED, BAFHO RADIUS — Z 2RI L £1,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K4V

) y—2 LTENE
Cisco I0S XE Everest Thavwy RRNEAINE L,
16.6.1

radius-server directed-request =~ > FiZ, (@) L5 LV ETIO—FLHOESOHE (@) i
TORIHE LA A MIHMELES, 2D, Zoaxr F2AMITL L BREFHD
= RONTHUCHLEREZEEFETE, 2—FLAOLBREE L — N FEINE T,

\}

()  server-private (RADIUS) =2~ RZi&E L CT7 74 ~<— K RADIUS %— 3% 7 /L —7 4 —

ELTHEM L7254 1%, radius-server directed-request 2~ > RZFRET H I LIETEEH A,

RIZ, RADIUS #—NIZA v b=V % RET DL —HOA N MR LET,
« radius-server directed-request =~ > RZFE L7 HEIE, RO L DI F7°,

 ERMAFEILO — N EENET, RUIP T RLRAEFEOT— "B EEH 55
Ay BRIZFEICIP 7 R LA EZFFORM O — N IZOHEEF SET,

IREEZAE LeWGE, ERIIENDOT AT A MRS TV LT NTOY— N2k
(EISYOE3 N

DTN TINEZ AR Liahr ottt ERIFFHAY X FORFEICENET S £ T,
2FADTAY XA MIREN TV TA_NTOY—NZEEFESNET,

t*2U74 |}
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radius-server directed-request

\)

(B  FEILEOV—R"EERT L, BESNERIEEESINTZIP 7 KL RAZEOT— D F
KU R MNORY OV —RITN—T BB L ET, EHTERWEE, 7o —rUL 7 —LoHE
CIP T RVAZFEFORYIDY— TN —TNEBINET,

radius-server directed-request restricted =~ > K& 50U X NNO T X TOH— 71—
TZxt UCRE LT A, FBEEOY — "\ bInEEZETH5E T, 3R A o
BBICEETHET, ROT 7 a v BNETENET,

cHELDOY—NOIP T KL AERORADOV— "ZHH L CERPEE SINET,

cBULIPT RLAZEFFOV—A"RNP =T —THNIZHEONLRWEEIL, FELD
HF—ROIP T FLRAEZEST O — L — LNORHIIOF — _"B3ERSNET,

radius-server directed-request =~ > K% noradius-server directed-request =~ > FZf#H L T
BN LT E . A n (T@) SLsDRiE % ADMST) 237 7 44 k@ RADIUS H—3
WCHESNET, v—21F, VR MADEHOY— "D LIRIC— DY 2 FERELET,
LFHNEREFE L, b=\ ORYOISEEZ T ANET,

a—Hhra—FZO—EE L CHkBI S 7z RADIUS Y—/ NZHIBR9 5 121, radius-server
directed-request restricted =~ > R&fiH L £,

2 —HHRIZH—NIP T RUANR D L5, HELEOT— NIXZDERE 7V — 7 1ZiRET
HENCHFEDOY— NZHRiE L E T, 728 20E, user@10.0.0.1 72 £ D o — P ER N FHE LD —
NIZEEEN, ZO2—FERITIEEISNTWS IPT RLARYF—R"DIP T FL ZADEE,
HEIOY — [T — P EREFFEO — NI L E T,

BB DY — NP — T )—T LR A N — RO FIZEE SN TNV DGEITERE LIz —
NG E RO —VPERPFELOY —NICEEFEEIND &, FEEOY — T —VEREZ Y —
NI N—TIHEET HANIARA M — 2z LE T, 72 & 2, user@10.0.0.1 &9 2 —HF
BURNFFE L OH — N ZTHE(E &4, 10.0.0.1 AR A M F—_"DT RLATH LA, FHEko
PN — PR Z Y — TN — T LT DRI, A M=k LE T,

)

(G¥)  noradius-server directed-request restricted =~ > K& AJ19 % & | restricted 7 7 7 DA HHIBR
SH, directed-request 7 7 71 RFF SNVE T, FHEESREERE & )29 5 121X, noradius-server
directed-request =~ R AT LM ERH Y 7,

WIZ, HHEREEERET D02 L ET,

Device> enable

Device# configure terminal

Device (config) # radius server rad-1

Device (config-radius-server)# address ipv4 10.1.1.2
Device (config-radius-server) # key dummyl23

Device (config-radius-server) # exit

Device (config) # radius-server directed-request

. X2 T+« I
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radius-server directed-request .

EEav> R

Command

Description

aaa group server

EFEOYV—NHKAFNEBHEDO Y A s EBHEO SR 7 —T74k
LE9,

aaa new-model

AAAT 7 A arrue—)L 5 LEAX—T I LET,

server-private (RADIUS)

TN—" P —RZxtT 575 A X— k RADIUS V— D IP T
KL 2AEFRELET,

t*2U74 |}
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. radius-server domain-stripping

radius-server domain-stripping

2 —H4 % U E— F RADIUS —NICHRET DRI —F 4D 7 4 v 7V AZ AN v B
TID, FREY T4 v I AT VLT 4 v I ADEKFEA RN v ST XKy b
T —7 T 7 AP —s3 (NAS) ZF&ET HI2IL, radius-server domain-stripping =~ > K& 2
0= L a7 4 Xalb—v g E—RCHEALEST, AN vV ITREEZTNCT DI
X, Zoa<wr FonBEREHEALET,

)

GE) T IFNLIFOVvITADRERESNDETIZT 7 4/ FD VRE A D EFEICNULLEIZ 25 Xk 912,

ipvrfdefault =2~ > K&/ —/ L a7 X o b—3 3 2 F— RTRE L TH 5 radius-server
domain-gtripping 2~ > R&RET HLERH D £,

radius-server domain-stripping [{ [right-to-left] [ prefix-delimiter character [ character2
character7]] [delimiter character [character2 . . . character7]] |strip-suffix

suffix }] [ vrf vrf-name ]

no radius-server domain-stripping [{ [right-to-left] [ prefix-delimiter character |

character2 . . . character7]] [delimiter character [character2 . . . character7]]

| strip-suffix  suffix }] [vrf wvrf-name ]

B DEREA

right-to-left (EE) meRa—YRELANDEICHRITT 5 & &I S k)
DFUVIZTNASHA N v IR EXZBMAT AL IICHEELE
T 7 74/ FTiX, NASIE, 22 —FLE2ENLHEIHTT 5
EEITHRHEENTZHRYOT VI X TA N v TREZEA L

j‘o
prefix-delimiter EE) Vv 7497 ADARN) v BT EHRIL, VT4 w7
character ZAFY IR L LTRBIND | O - 1ITEEOTEEIEE L ET,

[cheracter2..charadter?] | cparacter 51 5OATRIL @, /. S, %, \, # & - TF, A4—2%
FeieZ LR EBOXFEANTEES, V74w ATYIFE
LTI XFTETEERTEET, TN LTORKETT,
character 5|15 D e DLFFE T2 IFME— DT L LT\ 2 AT 2545
TN EANTHARERDY ET, 774V T, L7497 R
TV IXITERSINTWVERA,

delimiter character LE) V74 v 7 AF Y IX L LTRBIND | OFITEEDO L
[character2...character?] | 57457 %4, character 31 OEDAMEIE @. /. S, %, \, # & -
TT, ANXN—RZELZ EREROXFEANTEES, 71 v
JATVIZELTHRRTLFHERTEET, TNBERLFO
B ARE T, character 5B OBRE DO LT ELIIME—DOLTFE LT\ &
ANTDHEET, NEADNTEVERNHLVES, T4V IOV T 4
7 27 22T @ LFETT,

strip-suffix  suffix (EE) 2—VANLHIBRT 2 74 v 7 AZEELET,

. X2 T+« I
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aAav> R TFI4ILE

AU kFE—F

radius-server domain-stripping .

vrf vrf-name EE) RAAL AR vV ITHREEZN—T YV T T AR~k R
FU—2 (VPN) V—T7 4 7B L OHEE (VRF) A A X 2 ATHi)
FREL E9, wrf-name 514X, VRF O4RTZHEE L £7,

A2 MY v B ELSTT, el — 408 RADIUS — NIZEE SN FE T,

sua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

FEREDHA FS14 Y

Jy—32 LERR
Cisco IOS XE Everest TOavwy RREBAINE L,
16.6.1

RADIUS*)L—/\‘ ::L~*)“Z. EHLET DRI, 22—V DPD RAL U EA NI v TT 585

ZNAS Z#% 9 5 21%, radius-server domain-stripping =~ > R&#HA L £9, ef&la—9
%7% userl@cisco.com @iE'/\ radius-server domain-stripping =2~ FE&FhcdT5 L, =—
B4 D Tuserl] 23 RADIUS H— Nk & E T,

right-to-left ¥ — 7 — REZEH LT, EnbhATIER, AblE~a—F40T U I X & T
FTHEOICHELET, ZHICKY, TV IXD2ODA U RY LV AEELLFHIT, Wi
DTV IFTHLa—PHERAN) v TEET, Lz, =2—F4AR
user@cisco.com@cisco.net DA, 7 4 v 7 AFKRD2ODFETA MY v I TEET,
T 7 x N bOJm (b)) T, 2—%40 Tuser) 73 RADIUS % —/NZHRE S L E T,
right-to-left ¥ — 7 — REZHET D L, 2—H 4D luser@cisco.com| 73 RADIUS H—/\|ZHiEk
SNET,

TV T 4T ADARN) v BT EAMIL, TV 7 4 v 7 ATV IXZELTR#BEIND 1D
FIRITEEO LT ERET DT, prefix-ddimiter ¥ —U— N2 L £, RICKRT L
T SNDLTFN T VT 4 v 7 ATV IZELTHEHRESN, 207 U I X ORIOLFITT T
AR v TENET,

VT4 I ATV IR L’Cmurﬂaéﬂé 1 OFIFEHEOLFEEET 5121, ddimiter F—
U—REMHALET, ROICRE LTI SN LENT 7 4 v 7 AOT V) I X E LTHAS
n, o7V 3 5@?&@3(?@?‘/\“(2 rN) v rZEnET,

I—FHNEA N v BT T LREEDYT 7 4 v 7 ARRET DI, strip-suffix suffix % f£
ALET, /=& 21E, radiusserver domain-stripping strip-suffix cisco.net =< > RERET 5
& . username user@cisco.net 8 A kU v B2 ZFUE T A, username user@cisco.com [EA U
vy ENEH A, radiusserver domain-stripping =~ > RO DA o A X o 2 BT 5
ZEZESoT, AN B ITHIHEBDOY 7 4 v 7 ARETEET, 774NV EOFT 4
I ATV IHT @ LT T,

t*2U74 |}
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. radius-server domain-stripping

\)

(F)  radius-server domain-stripping strip-suffix suffix 2~> K& T4 25 L, T_THO KA A )
OV 74y I R AN vy O T LRADBENIRD 5, TVa—FhNRLYT 4 v TR

BHIBRESNLIDIE, Y74 v 7 ATVIXEST 4o T ADBWENR—F LIZGEDOHRTT,

delimiter ¥— U — F&EHALTHOY 7 4 v 7 ATV IZFEHIT—EOYV T v T AT Y I X

ERELRVERIE, 774NV OV T4 v 7 2TV IXTHD @ B™MEMShET,

FBELIEVRFOAIZRAAL A N) v B IEREXEHT DI, vrifwrf-name 47" a %
ERALET,

WIZ, SFESERFIATDRAL VAR v BV FREMOBESELZ R LET,

« radius-server domain-stripping[right-to-left] [prefix-delimiter character [character2...character7]]
[delimiter character [character2...character7]] 2~ RIZERETE DA L AX AT 1 DD
%“’C\\ﬁ—o

o vrf vrf-name (2 — & OfE % F L 7= radius-server domain-stripping[right-to-left]
[prefix-delimiter character [character2...character7]] [delimiter character [character2...character7]]
[vrfvrf-name] 2~ > RiZ, HEDOA L AZ L AEZRETEET,

« radius-server domain-stripping strip-suffix suffix[vrf per-vrf] = <> ROA A X o A %15
RETHZET, Fa—ULEIIVRFZ E DO —bty hO—E LTHEDOY 7 1 >
JAEARN) o TTHENTEET,

HMOTV IFZELIT—HEOT ) IFERELESEEZRE, ALEONN—T a0
radius-server domain-stripping =2~ > RZFIT7T 5L, £DL—/Ey MIT 74/ FD
FUIALFO@EHERTEH 7 4 v 7 ZZX M) v U ZREHBICAN R £,

T UV T ATEDARN) w BT N— NV ERETDHE, TON—)LEy FORHAY 7 4 v
JAARN) v TR0 FT, RESINTZ1OERITEEOY 7 v 7 A —H
THEV T4 I ADHRNI—FLHNLA N v BT SET,

& KOBITIE, A—d Da—Fh BN DE~TT 2 £ ICREL, @ \. BLES
BN T4 ATV IZXFELTRELET, BB —F4LN
cisco/user@cisco.com$cisco.net D E ., L —WL 0B IENENTT 5 & X1 § SCFR
NAS IZ X > TR SN D&M OEL 2TV I X Th LI, 2—F4D

[cisco/user@cisco.com| 7% RADIUS ¥ — NZHik S E T,

radius-server domain-stripping right-to-left delimiter @\$

WOFNE, —HF W, abe &L BALIZ VRF A AKX o AT 52— DRI
LT, 2=V 0 RAL VAEZHIRT HOREELRLET, 774 DOV T 1
JATIVIXTHD @It 7 v 7 ZOHIBRICER S ET,
radius-server domain-stripping vrf abc

WOBNX, /2T VT7 47 ATYVIXELTHALT, V74 w7 ZADHIRES
MZLET, 774NV MDY T 4 v 7 ATV IXLFO @B — BT 47 R

B tx2U7«



| €%2u74
radius-server domain-stripping .

OHIBRICERA S ET, TBRR—F 4D cisco/user@cisco.com DI, L —HFH4 D
luser] 7% RADIUS H— NZHEk &N E T,

radius-server domain-stripping prefix-delimiter /

wOBNT, TVT7 4y 7 ZAOHIREAI L, | OXFET VT 4 v I ATV IFL
LTREL. #2747 ZAOFTVIZELLTHRELET, BRR—TAN
cisco/user@cisco.com#cisco.net DA, L —H 4D luser@cisco.com] 7% RADIUS #—
ANICHERR SN E T,

radius-server domain-stripping prefix-delimiter / delimiter #

KOFNL, TV7 4 v 7 ZADHIBRERDICL, | OXTFET VLT 4 v 7 ATV IRE
LTHREL, $. @. BEOH#ET 74 v 7 ADT VI XL LTHEL, cisco.com D
V7407 2ADYT 4 v 7 AT LOHIRERELET, BRRL—THNR
cisco/user@cisco.com DA, 2—H 4D Tuser] 7% RADIUS H— N |ZHEkSvE T,
T va—HE M ciscoluser@cisco.com#cisco.net TH AL L —H 4 D Tuser@cisco.com |
DHRR S IVET,

radius-server domain-stripping prefix-delimiter / delimiter S$Q#

radius-server domain-stripping strip-suffix cisco.com

WOBITIE, V—F D= EENLLEFEHTT 2 L 9 I E L, cisco.com D
T4 I ATCa—FHOY T v 7 ZHIREZAEDNCLET, BRI —FHN
cisco/user@cisco.net@cisco.com DG, L—HF L D Tcisco/user@cisco.net] 7% RADIUS
P— BRI ET, TV —FL4 D cisco/user@cisco.com@cisco.net THALIE, =
D7 Na—PFL BRI NET,

radius-server domain-stripping right-to-left
radius-server domain-stripping strip-suffix cisco.com

WoOFNE, @%Z7 VI & LTHA LT ciscocom DY 7 v 7 A%HIFRT 2 —#HD
7 a—r Ve HlERV—L & myvef & D AT VRFE LB 5 o — ATk 5 R
7ol —HOHIRL— LV ERTE LET,

radius-server domain-stripping strip-suffix cisco.com

|

radius-server domain-stripping prefix-delimiter # vrf myvrf
radius-server domain-stripping strip-suffix cisco.net vrf myvrf

BEa<w> K avw> R SRER
aaa new-model AAAT VR a2y he—L EF b F—T NI LET,
ipvrf VRFA VAZ L AREFZL, VREa V7 4 Fal— g E—
FEBH L £,
tacacs-server ZL—YH & TACACS+ Y —/NHRE T DRI 2 — T A6 7 L
domain-stripping TA VI AEERF Y 74 v I ABZARN) o7 THL9IC
IN—FEBRELET,

I X7+« .
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. sak-rekey

sak-rekey
ERSINTZMKARY =X T4 7Y —v gy F— (SAK) OF—FHAEKME
EHRETDHITIE, MKARY & — ar 7 4 F¥al—3 g F— FTsak-rekey 7~ Raffif]
LET, SAK F—HAEMA A ~—Z2 BT DI12E, Zoa~vr FonoBRE2EH L ET,
sak-rekey {interval time-interval | on-live-peer-loss}
no sak-rekey {interval | on-live-peer-loss}

BX DA interval SAK - — FA pl M bR & RV HLAL TRE L £ 77

time-interval .
#iPHIZ 30 ~ 65535 T, 7 7 A4/L ME0O T,

on-live-peer-loss S5 47 AN~ TNEOE TR,

ATV RFI4I R SAK F—HAERY A v —TED o> TWET, T 74/ MEO0TT,

AT R E—F MKA RV v— 27 4 ¥a L—3 3 (config-mka-policy)
avy FERE )1)—=x EEAR
Cisco I0S XE Fuji Zoawy RRNEAINE L,
16.8.1a
fl WIC, SAK % —FAmMIRE % ET 50457 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # sak-rekey interval 300

BEa<v R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A7 v D ERRE LT MACsee ZE{ESE £,
delay-protection MKPDU O i%(5 CIIEREZ AT H L 9 ICMKAZ R E L ET,
include-icv-indicator MKPDU (2 ICV A > ¥ —H ZE&EDET,
key-server MKA F—H— A7 a v ERELET,
macsec-cipher-suite SAK # UG 57O DB 5 AL — R ERTELET,
send-secure-announcements| MKPDU D %E T F 2727 T 7 22 %ET 5 X 912 MKA

e LET,

B tx2U7«
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sak-rekey .

Command

Description

ssci-based-on-sci

SCIIZESWT SSCI #EME L £,

use-updated-eth-header

ICV HEIZIIFEFH SNIA =T Ry b~y X —%EHLE7,

X7+« .
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. security level (IPv6 R X—E > %)

security level (IPv6 A X—FE > %)

WHENAEX2UTF DO L ERET AT, IPv6 AX—E 7 RV — a7 4 Fa
L—y 3y ®— NTseaurity-level 2~ R&EHLET,

security level {glean | guard | inspect}

EX DA glean T RVAZA =B L, RGEEZITOTIZEN G E N
AT 4T TF=T A A =L LET,

guard INE L MEOT T #FEITLET, &5, FETELR—FT
ZEEINTWARWES, £2E3MoR) —I2k>THATEH
TWRWEAS. RAA Yy E—YBEXNDHCP — 1A v t&—

TGS NET,
inspect A=V O—EMHEENELREELET, B2, 7 KL AR

AHEDmRHlSNET, B A v =ik ey TERET,

ARV EFI4NL T IANMIOEF2UT 4 LU guard TY,

AavV R E—FR IPv6 AX—E 7 a7 ¥ alb—3 3> (config-ipv6-snooping)
A%y FEE -2 RERE
Cisco 10S XE Everest 16.6.1 Zhavry RREAINEL
7o

WIZ, IPVv6 AX—E U7 R —L % policyl £EFKL, X =Y T 1 L~UL% inspect
L LTRIET DH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl

Device (config-ipv6-snooping) # security-level inspect
Device (config-ipv6-snooping) # end

. X2 T+«
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send-secure-announcements .

send-secure-announcements

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

MKA 7% MACsec Key Agreement Protocol Data Unit (MKPDU) Tt = 7 /2@ A 4ETE 5
L9129 5121, MKARY > — 27 ¢ ¥ a L—3 3 2 F— R T send-secure-announcements
av REMEPALET, 20X 7 REMOFELENICT LT, Z0avr FOnofE
AEfHLET,

send-secur e-announcements
no send-secure-announcements

ZOawy RIZIEBIEELITF—U—RiZb ) £ A,
MKPDU TOY X 2T 32T F v v A XEN /2> TWET,

MKARY T — a7 ¢4 ¥ =2 lb—3 3 (config-mka-policy)

avy FERE

J1)—=x EEAR
Cisco I0S XE Fuji ZDawy RREAINE LR,
16.9.1

EREDHA FS14 Y

3l

X T RT TR, LHiEES 2T TRWT T U A TR STV 72 MACsec 5 A
A — MEREZHRIEL £,

WRIZ, EXaTRT T ADEEEHENCT AHERLUET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# send-secure-announcements

BEEavT YR

Command Description

mka policy MKA RY v—%FELET,

confidentiality-offset | pigsstt 47 &~ h & FE L C MACsee #Bh{ESEE T,

delay-protection MKPDU D %f8 CIEEIERELZ AT 2 L HICMKAZFRE L 7,

include-icv-indicator | MKPDU IZ ICV A > U7 — X 5 EDFE T,

key-server MKA F—H— 47 a3 U EFELET,

macsec-cipher-suite  |SAK ZHG 4 5720 DA A — h 2R ELET,

sak-rekey SAK F—HARMBEERELET,

t*2U74 |}
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. send-secure-announcements

Command Description

ssci-based-on-sci SCIIZESWWT SSCI #EE L x4,

use-updated-eth-header | [CV FHRICITFEFT SNTZA —F % v b~ X —ZEH L £7,

B tx2U7«
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server-private (RADIUS) .

server-private (RADIUS)

TN—TH =N LT, 774 X— FRADIUS — 3DIPT R LA ZFKET HIZiE. RADIUS
=T N—TF a7 4 X2l — g E— RTsarver-private =~ > RZ2H L £4, B
T oIz T A4 _X— M —NEFEE, A, BEXOT AT 107 (AAA) T —TH—
NOLEIRT A0, Z0a~vy RO noBREHEHRLET,

server-private ip-address [{auth-port port-number | acct-port port-number}] [non-standard]
[timeout seconds] [retransmit retries] [key string]

no server-private ip-address [{auth-port port-number |acct-port port-number}] [non-standard]
[timeout seconds] [retransmit retries] [key string]

B DEREA

AR R TFI4ILE

AR FE—F

ip-address 7°Z A ~<— K RADIUS h— 3R A D IP 7 KL A,
auth-port (R WGrERic+ 52— 5—% 774 7a k2L (UDP) i
port-number SeA— b, 770 MR 1645 T,

acct-port port-number | ({£&) 7 AL T 4 v ZERICHT D UDP S8R — b, T 7 40 b
B 1646 T,

non-standard (f£&) RADIUS $— T & —ill [ 0 RADIUS J@ %
timeout seconds (7> a ) T8 2D RADIUS 1 — R_DISE A L. FET

5 E TORBEWRE A . 2 ORENT radius-server timeout =< >
RoZ7a— Uiz EEX LET, #4577 MENMEE S TN
AL, Zu— S UERER S ET,

retransmit retries () =D L, FITRE N WA IZ RADIUS %R
B —NICHERET AR, Z Ok ElLradius-server retransmit 2~ >
Ror7a— " VikEs EEEXLET,

key string (EE) 7 /34 A L RADIUS ¥— 3 | Ti#I4 % RADIUS 7 —% > [
THH SN AFEFER L OB —, Z O —|dradiusserver key =~ >
ROZ7a— " VikiEr EEEXLET, F—XFHE2HELRVEA. 7
o— VUESE A S E T,

string 1I21%, 0 (B b &N TV ARNF—2Fi< Z L 2FEE) . 6
(Advanced Encryption Scheme (AES) Kb —23 i< 2 & #H6E) 7
GEABD X =03 Z L 2E) FE s bIh Ty (707

THXRADN) =X ETOITEEETEET,

server-private /37 A —Z PIRE SN TWRWEEIEL, Zu— b ary 7 o b—3 g UMl
AENET, Ze—Urar 7 Xalb—ya UNMEESRTOARVEAIE. 77 40 MER
EHEET,

RADIUS —JNV—7 a7 4 ¥ a2 L—3 3 (config-sg-radius)

t*2U74 |}
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. server-private (RADIUS)

avy FEE )= EEAR

CiscoIOS XE Everest 16.6.1 | = oo~ F2EAINE LT,

FEREDHA KS4 > server-private 2~ FEEH LT, FFEDT T A N— M —NLERFHDO Y — T )L—T
% BT £ 97, Virtual Route Forwarding (VRF) A VA X VA TT T A _X— K7 FLANRN
EETHAREEIIE, 794 _X— =N (FTAX—= K T RLRZFOH—N) %
PRI N—TNTEHZRL, MO N—T IR ENZ2NEIICLET, Z0%HAEL, ZJu—
NNV T = (F7 5/ b Tradius] r— T —T728) RNOV—F, IPT LR LR—
NEFEHESTSRTEET, Z0XHIC, —A"TN—THNOH— DY 2 MNIIF, Fr—
SN AT A4 X2 L= a VBT ARA NORRIERE T T A X— K P—ROEHFENEGE

WET,
S
G¥) s radius-server directed-request =~ > R2VEXIE S CW 554G, server-private (RADIUS)
avy REREL TS T4 X— FRADIUS —N\%& T L—THh— "L L THEMAT L Z &%
TEEHA,

o 77 A4 ~X— K RADIUS H#—/30D AAA Y — NfEEHEH L 22— ROERRE 721X HE A —
FanTnWERHA, 774 = FRADIUSH — AR FEHEINTHWDHHAE, =7 —A vE—
VERML—ARINBELETE, INHDODTT—A =T ML —ANy 7 TAAA
RADIUSEEREICIT B L F A, TNOHDTZT—A v —VL ML —ANNy 7 ZE#ET 5
IZ1X., 774 _X— F RADIUS — Db 0 (237 ) » 7 RADIUS — " Z 3% E L £,

XA 7 6 AES 5L ¥ —Z 5% E T HI21E, password encryption aes 2~ > K& L £7,

Bl RIZ, sg_water RADIUS 7 /L — 7 H—NEZEEL TS T A X— M —ZHEfHT 5
fla R L ET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa group server radius sg water

Device (config-sg-radius) # server-private 10.1.1.1 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # server-private 10.2.2.2 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # end

EEavU KR avU kR Bl
aaa group server BHEOY— N B A REHEDO Y 2 b EBEO R 7 —T
fbLE9,
aaa new-model AAAT 78R av ha—LEFNVEAF—T M LET,
password encryption aes S AT 6 DR S bR —%2 A R—T VI LET,

. X2 T+« I
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server-private (RADIUS) .

avy kR SRER
radius-server host RADIUS — X KRR F&IEE L £,

radius-server directed-request | = —473 NAS (212 7' 1 > L CEREEH O RADIUS H— /3% 58
TEHL9IZLET,

I X7+« .



. server-private (TACACS+)

t¥auFq |

server-private (TACACS+)

I N—TH =Rt LTTF T A _X— bk TACACS+ H— "D IPv4d 7 FL A E 2L IPv6 7 KL A
ZERET HITIL, server-private 2~ K& —RT L —F a7 ¥ a2 b— g F—RT
FEHLET, Bl o774 X— b —RE230E, 7T, BLOT v T 007
(AAA) 7N —TH— "B HIBRT DIZiE, Zoa~vr Rono BN EFEHLET,

server-private { ipv4-address |ipv6-address |fgdn } [ nat ] [ single-connection ][ port  port-number
][ timeout seconds] key[{O |7}] string
no server-private

B DEREA

AR R TFIAILE

O R E—F

ip4- address 75 A ~X— | TACACS+ #—/ 3R A R IPvd 7 KL 2T,
ip6- address 75 A _X— |k TACACS+ #— XK Z R IPv6 7 KL 2T,
fgqdn RAA v F—2LH—s% (DNS) HDT KL ARRDIZHD T T A ~N— |k

TACACS+ H— /3R 2 F OSERER K A A 4 (fqdn)

nat EE) VE—FT A ADKR—FDFRy hU—27 T KL AZH (NAT)
T RLAZELET, ZOT FLARIITACACS+H I —NCTEEEINE T,

single-connection  ({1:%) /L—# & TACACS+ H— RO —D TCP #:#5 4 #EHF L £ 7,

timeoutseconds  ({LE) H—/SGEDO X A LT U MEZEELET, ZOMERETS &,

ZOYP— IR Y | tacacs-server timeout =<~ R CRRE I/ o — 3L
A LT DU MEDS EEEZEINET,

portport-number  ({£E) H—"OR— FESEIEELET, TOREICL-T, T 741
FOR— k49 (T EFEXINET,

key [017]8ring  (fEE) BAEEMFSF—AHELET, ZDOF—IL TACACS+ 7 —EL T
FHINOGX =& —HTHIMERDVET, ZOF—%2FHETHE, 20O
H— 2% LT B —/Vl tacacs-serverkey v 2 R CRE ST F— DA
N EEEINET,
BFa AT L0, £330 2 AN L2561 A&t

L= T X ARERBRINET, T2ANT DL AT ST CFINTHE
FeENE=TF A P ERARENET,

server-private /N7 A —Z PHE SN TV RWGRIL, Zr— U ary 7 4 Fa b—3 g UMl
MENE+, Zo— a7 X¥ab—ya U BMRESHTORWVESIE. 77 4/ MER
HIET,

TACACS+ ¥ — T )—7 a7 4 X2 L —3 3 (config-sg-tacacs+)
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server-private (TACACS+) .

avy RERE

)= EEAR

CiscoIOS XE Everest 16.6.1 -z oo~y NBEAINE LT,

FEREDHA KS4> server-private 2~ FEEH LT, FFEDT T A N— M —NLERFEHDO Y — T )L—T

% BEAF ) £47, Virtual Route Forwarding (VRF) ] CT7' 7 4 _X— 7 RLANEHET 5 A[HE
HEBEITE, TI7ARX—= R =N (T4 RX—= T RLRAEFFOT—N) =T )—7F
NTERL, OV —7IITRENBRNVEDICLET, ZOHEL, Zu— L7 —L (7
74V D [TACACS+] P— T )—7) WOV —NFZ, IPT7T RLAER—"EZSEHEHL
TR TEET, 20k, =T N—=THNOYV—DY X MNIIZ, Fa—>L a7y
Fal—valilBiloFRA NOBRBERE T T4 X— N P—R"OEENEENET,

WIZ, tacacs]l TACACS+ /N —THh—NEER L TT T A X— M —N"ZEHHEfHT D
FlZR L £,

Device> enable

Device# configure terminal

Device (config) # aaa group server tacacs+ tacacsl
Device (config-sg-tacacs+)# server-private 10.1.1.1 port 19 key cisco
Device (config-sg-tacacs+) # exit

Device (config) #ip vrf cisco

Device (config-vrf)# rd 100:1

Device (config-vrf) # exit

Device (config)# interface LoopbackO

Device (config-if) #ip address 10.0.0.2 255.0.0.0
Device (config-if) #ip vrf forwarding cisco

avw >R SiBA

aaa group server ROV — NHKA NEBEO Y A K ERIEO TR v—7
ELET,

aaa hew-mode AAA T V7R arybe—L EFNAEAL FXT—T NV LET,

ip tacacs source-interface FTR_RTOHIE TACACS+ %7 v M LT, BEIN-A v
=T 2 A AZADIP T RLAZMHHL %7,

ip vrf forwarding (server-group) | AAA TACACS+ #—/3 7L — 7D VRE DEM &% E L £,

X7+« .
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. show aaa clients

show aaa clients

FRRE. R, BEXOT AT 40T (AAA) 7 T AT 2 FOREEREFRT HIZIE, show
asaclients i~ &R L £,

show aaa clients [detailed]

X DA detailed  ({L7) MR AAA Y T4 T > FOWEERE R LET,

AT R E—F =—¥ EXEC (>)
¥ikE EXEC (#)

A%y FEE 1y—2 RERE
Cisco I0S XE Everest 16.6.1 Zoavwry RPREAINEL
72,

&IZ. showaaaclients 2~ FOH AR LET,

Device> enable
Device# show aaa clients

Dropped request packets: 0

. X2 T+«
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show aaa command handler .

show aaa command handler

FAE. TR BI T T UT 47 (AAA) 3~ Ay R OGEHER TR 51213,
show aaa command handler =~ > RZEH L £1,

show aaa command handler

XD Ioawry RZEBIEELEF—TY—FEH D THA,

aAvY R E—F = —¥% EXEC (>)
HrME EXEC (#)

avy FER J1)—= EEAR
Cisco IOS XE Everest 16.6.1 ZThavwry RPREAINEL
77

KIZ. show aaa command handler =~ > ROHFIHlZ R L E£9,

Device# show aaa command handler

AAA Command Handler Statistics:
account-logon: 0, account-logoff: O
account-query: 0, pod: 0
service-logon: 0, service-logoff: 0
user-profile-push: 0, session-state-log: 0
reauthenticate: 0, bounce-host-port: 0
disable-host-port: 0, update-rbacl: 0
update-sgt: 0, update-cts-policies: 0
invalid commands: O
async message not sent: 0

I X7+« .



. show aaa dead-criteria

t¥auFq |

show aaa dead-criteria

PRFE. R, BXOT AT T 47 (AAA) O dead-criteria i B 2 Fon 3 5 121d. show
aaa dead-criteria 2~ > K& fi#E EXEC £— R CHEA L £,

show aaa dead-criteria {security-protocol ip-address} [auth-port port-number] [acct-port
port-number ][ser ver-group-name]

i
&

B DR

AR R TFI4ILE

AR E—F

security-protocol | 45E L7 AAA Y — "Dt X2V T 4 7 u hajl, BE, VR— ST
W57 e k2uid RADIUS D& T,

ip-address IBELE AAA Y —DIP T KL A,

auth-port ({£#&) $8E L7z RADIUS ¥ — SOFEFER— b,

port-number () #WEAA— FOFEE, 774/ L1645 TF (RADIUS H— 30D
58 o

acct-port (£&) € L7 RADIUS ¥ — DT B 7 T 4 7 R— |k,

port-number B ThHOrT 4 7 R— b DF S, T 74/ T 1646 T

(RADIUS #—DFE)

server-group-name | (L&) f8E L7V —SBEEMN TN TWA S —RTL—T F7 3
JL MiZ radius T4 (RADIUS #— D34

HIfE, auth-port % — 17— R port-number 5%t & acct-port % — 7 — K port-number 5 %X,
T 7 4V N TEIEI 1645 L1646 12720 £3, server-group-name 558D 7 7 + /L kI radius
‘/C“‘ﬂ—o

HikE EXEC (#)

avy FERE

HEREDAA K1Y

J1)—= EEAR
Cisco I0S XE Everest Thavwr RPREAINRE LA,
16.6.1

W UIP 7 RN A ZFFOEH D RADIUS Hh— "% 7 /S ZTERETE £, auth-port ¥ —7U—
K& acct-port ¥ — U — NI —N"ZXFIF57-dicEHSNET, BELZ— "7 L—7
WZREEAH T BTV D — 30D dead R HHHIRIX.  server-group-name ¥ — 7 — R4 {fi f L THL
FC&E7 (RADIUS ¥—/30 dead IREEMR HI[HIIR & FF51E OfEIL, — DB LV —1 7
N TSN TRESNET, BHOY— ST A— T AL — A2 G0 5 LR TEE
+) .
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1

show aaa dead-criteria .

wIZ, IP 7 R LA 172.19.192.80 @ RADIUS $—3Zxf L T dead-criteria 1 H 1% # % 55
RLUIZGAEOHIZRLET,

Device# show aaa dead-criteria radius 172.19.192.80 radius

RADIUS Server Dead Critieria:

Server Details:
Address : 172.19.192.80
Auth Port : 1645
Acct Port : 1646

Server Group : radius

Dead Criteria Details:
Configured Retransmits : 62
Configured Timeout : 27
Estimated Outstanding Transactions: 5
Dead Detect Time : 25s
Computed Retransmit Tries: 22
Statistics Gathered Since Last Successful Transaction

Max Computed Outstanding Transactions: 5
Max Computed Dead Detect Time: 25s
Max Computed Retransmits : 22

Max Computed Dead Detect Time BNER S ET (HAL) . BARINLHMO T 1 —
VRTINS THh b £,

avw Uk Bz

transactions

debug aaa dead-criteria F o REMD AAA NI Y7 v a v ofiEFR R LET,

NNETW Gz, e LICERTEMLET,

radius-server dead-criteria RADIUS #—\% 7 v NIREE LHRET 2 12O DERMFD VT

show aaa server-private T _XTDT T A X— F RADIUS = "D AT —H A& FoR
sz—a‘o

show aaa servers AAA — L OB TEZE SN 7y FOEITET S
HHhaEFRrLET,

t*2U74 |}



. show aaa local

FauFq |

show aaa local

SEE, T BIXOT AU LT 47 (AAA) va— AN EFRA T 3 v &2FRT AI21E, show
asalocal =~ REfEH L E4,

show aaalocal {netuser {name | all } | statistics | user lockout}

BX DA

ATV R E—F

netuser AAAT =NV Ry NI =T FEF 5 AN 2= F—Z_XR—25EELET,

name Fv MU= 2—H4,
all Fy NI = BIOF AN a—WFIEREZFEELET,

Statistics w7 /L RRAEDFEAHITHE 2R LT

user AAA T —H LDy 7T ENT-a—FEHEELET,
lockout

z2—4 EXEC (>)

HikE EXEC (#)

avy FEE

)1)—Xx ERAR
Cisco IOS XE Everest 16.6.1 ZOavwy RRBAINFEL
77

&Iz, show aaalocal statistics =~ > ROHHIZ R LFET,

Device# show aaa local statistics

Local EAP statistics

EAP Method Success Fail

Unknown 0 0

EAP-MD5S 0 0

EAP-GTC 0 0

LEAP 0 0

PEAP 0 0

EAP-TLS 0 0
EAP-MSCHAPV2 0 0

EAP-FAST 0 0

Requests received from AAA: 0
Responses returned from EAP: 0
Requests dropped (no EAP AVP): 0
Requests dropped (other reasons): 0
Authentication timeouts from EAP: 0
Credential request statistics

Requests sent to backend: 0

. X2 T+«
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show aaa local .

Requests failed (unable to send): 0
Authorization results received

Success: 0
Fail: 0

I X7+« .
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. show aaa servers

show aaa servers

SREE. BRI, TAHUT 47 (AAA) P — ROMIBIZ L » TR EN DT TD AAA Y —
NEFRTHIZIL, showasaservers <> FEHH L £,

show aaa servers[private| public| [detailed]]

X NN detailed (TE) AAA — RO MIBIZ L > CHRIEIND T T A ~_—
M AAA —RBFRRLET,
public (fEE) AAA B — SO MIBIC L > CERikEns/70 w7
AAA P —REFIRLET,
detailed (L) 72 AAA —_OFEHESA»F R LE T,
avYRE—FK = — EXEC (>)

HebE EXEC (>)

avy FER J)1)—x EERNE
Cisco 10S XE Everest 16.6.1 Zawy RPBEAINEL

776

i Iz, showasaservers =~ > RO HHlZ L E7,

Device# show aaa servers

RADIUS: id 1, priority 1, host 172.20.128.2, auth-port 1645, acct-port 1646
State: current UP, duration 9s, previous duration Os

Dead: total time 0Os, count 0

Quarantined: No

Authen: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge O

Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0

Throttled: transaction 0, timeout 0, failure 0

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge O

Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0

Throttled: transaction 0, timeout 0, failure 0

Account: request 0, timeouts 0, failover 0, retransmission 0
Request: start 0, interim 0, stop O

Response: start 0, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0

Throttled: transaction 0, timeout 0, failure 0

Elapsed time since counters last cleared: Om

Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0

Estimated Throttled Access Transactions: 0

B tx2U7«
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show aaa servers .

Estimated Throttled Accounting Transactions: 0
Maximum Throttled Transactions: access 0, accounting 0O

I X7+« .
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. show aaa sessions

show aaa sessions

SREE. BRI, TAHUT 4T (AAA) By a vV OMIBIZL > TR SN2 AAAE YT 3
v EFRT BHIZIE, showaaasessions 7~ > R&EfEHA L £,

show aaa sessions

XD Ioawy RZEBIEELEF—TY—REH D THA,

aAvY R E—F = —% EXEC (>)
HrME EXEC (#)

avy FER J1)—= EEAR
Cisco IOS XE Everest 16.6.1 ZThavwry RREAINEL
77

&IZ, show aaasessions =1~ > RO &R~ L%,

Device# show aaa sessions

Total sessions since last reload: 7
Session Id: 4007

Unique Id: 4025

User Name: *not available*

IP Address: 0.0.0.0

Idle Time: O

CT Call Handle: O

B tx2U7«
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show authentication brief .

show authentication brief

FFEDA B2 —T 2 A ADFRGEE v v a T AMEERE R RT DL, =—3 EXEC
F— R FE 7213454 EXEC & — R T show authentication brief =~ > R& AL £,

show authentication brief [switch{switch-number|active|standby}{R0}]

¥ ST EHBA switch-number switch-number 25t DA 7efEIX 1 ~ 9 TT,
RO N— K Frtyd RP) Ay h0IZET D
fHlERRLET,
active TITAT A VAZ U AERELET,
standby AP NS, A VAR AFRELET,
ATV R E—FR KrHE EXEC (%)

z.— EXEC (>)

2<% FEE =2 EENE
Cisco IOS XE Everest 16.6.1 ZOavwy RNRBEAINFEL
77

&Iz, show authentication brief =~ > FOHAHI 2R L ET,

Device# show authentication brief

Interface MAC Address AuthC AuthZ Fg Uptime
Gi2/0/14 0002.0002.0001 m:NA d:0K AZ: SA- X 281s
Gi2/0/14 0002.0002.0002 m:NA d:0K AZ: SA- X 280s
Gi2/0/14 0002.0002.0003 m:NA d:0K AZ: SA- X 279s
Gi2/0/14 0002.0002.0004 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0005 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0006 m:NA d:0K AZ: SA- X 277s
Gi2/0/14 0002.0002.0007 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0008 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0009 m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000a m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000b m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000c m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000d m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000e m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000f m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0010 m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0011 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0012 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0013 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0014 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0015 m:NA d:0K AZ: SA- X 269s

I X7+« .



. show authentication brief

t¥auFq |

W, TIT 4T A AK A5 5 show authentication brief =< > KO H 1l %

ALET,

Device# show authentication brief

Interface MAC Address

Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.

23333838323383833838238232323:38238?2382:3823823

:NA

00 0 0000000000000 0000 00

switch active RO

AuthZ Fg Uptime
AZ: SA- X 1s
AZ: SA- X Os
AZ: SA- X 299s
AZ: SA- X 298s
AZ: SA- X 298s
AZ: SA- X 297s
AZ: SA- X 296s
AZ: SA- X 296s
AZ: SA- X 295s
AZ: SA- X 295s
AZ: SA- X 294s
AZ: SA- X 294s
AZ: SA- X 293s
AZ: SA- X 293s
AZ: SA- X 292s
AZ: SA- X 292s
AZ: SA- X 291s
AZ: SA- X 291s
AZ: SA- X 290s
AZ: SA- X 290s
AZ: SA- X 289s
AZ: SA- X 289s

WIZ, AX N, A AR 2 AIZKE9 D show authentication brief =< > KO H 15 %

ﬁ_‘- Lij‘o

Device# show authentication brief switch standby RO

No sessions currently exist

WDFET, ZOHNTERINDIEERT 4 —/L RIZOWTHALET,

X 5:show authentication brief 7 « —)L K D %A

J4—ILFK

B

Interface

BIA LB —T 2 A ADEA T L HEE,

MAC 7 RL &

24T RNOMACT KL A,

AuthC

PRREA T — S A,

authz

HKRRAT —H A,

B tx2U7«
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show authentication brief .

J4—ILF

B

FG

BEDAT—H A %4777, AR7EIX
wD LTI,

ARV —OmHAT GERIXEEITO A
T—H A 5R)

*D: VA LAFD

«F 1 OB A L o T
«1: IIF ID OF D 4 TH S
PryvarETyvas

*R:a2—%7u 77 A LORIRT GEMIX
BEATDO AT — 2 2 &5

U a—YFu7r Ao GEHliX
BEATDO AT —H A% BHR)

X RWRT Ty

Uptime

o a UNEEN LT D ORI,

t*2U74 |}
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. show authentication sessions

show authentication sessions

BIEORFEY R —Y vty a VBT 515 ®REFRRT HI21E, show authentication sessions
o< REFEHRALET,

show authentication sessions [database] [handle handle-id [details] ] [interface type number
[details] [mac mac-address [interface typenumber] [method method-name [interface typenumber
[details] [session-id session-id [details] ]

BX DA database EE) EyiarF—F_R—Z SN WA TF— 2T &R LE
j—O

handle handle-id (EE) IE~ R =V v §ME R T DRED N PV ERELET,

details (LR FEfmERr LET

interfacetypenumber  ({£E) AL~ — V¥ HREERT DR EDA L H—T oA AD XA
TEHFRGERELET,

mac mac-address (ER) e E£RTOREDOMACT FLAZEELET,

method method-name  ({£7&) BFE~ 1 — v 152 FR T DR E ORI ELTRE L £,
R EFRET H5E (dotlx, mab, F7-lXwebauth) . f > X —7 A

AHhEETEET,
session-id session-id ~ ({£5) AL~ R — Vv FREZFRTHIHEDE v a v ERTE
TO
avU R E—F = —4 EXEC (>)
HbE EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Everest 16.6.1 Zoavwry RREAINEL

77

FEREDHA KSq4 > BHEOTRTORIEYR—V vt v a MTET HEHRE£RT 5I21E, show authentication
sessuons:t-?/h%ﬁﬁﬁ LET, BEORIE~Y R —Vx By a BT AEHREERTHIC
I, 12 kO —TU—RE2EHLFET,

B tx2U7«
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show authentication sessions .

ZOT =TI, WESNLERFEE vy v g o CTHESNIEMEREBE R LET,

iﬁ u:LnEj:T_ta)‘{k 3

N Description
Not run oy arOFRITETINTOERA,
Running DOy arOFANRFEITHTT,

Failed over

ZOHRNTERELE Lz, ROTADBHERE
HIZEnTFHINTHET,

Success ZOFRIT., By a Ok LRGSR
PR L E L,
Authc Failed ZoHFRIT, By a ORI LR R

iRt U E L7,

WROFIZ, HEHTE LIS NE R LET,

R 7B DRE

N Description

dotlx 802.1X

mab MAC FBRE/NA /XA
webauth Web F8FE

KIZ, THAAZEOFTRTOREFEE v v a v 2RKRT 02" LET,

Device# show authentication sessions

Interface MAC Address Method Domain
G11/0/48 0015.63b0.f676 dotlx DATA
Gi1/0/5 000f.23c4.a401 mab DATA
Gi1/0/5 0014.bf5d.d26d dotlx DATA

Status Session ID

Authz Success 0A3462B1000000102983C05C
Authz Success 0A3462B10000000D24F80B58
Authz Success 0A3462B10000000E29811B94

I, A F =T =2 A LEDOTXTORGEE v v a VRN T L0 2R LET,

Device# show authentication sessions interface gigabitethernet2/0/47

Interface:
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 20

GigabitEthernet2/0/47

t*2U74 |}




show authentication sessions

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:

N/A

N/A
0A3462C8000000000002763C
0x00000002

Handle: 0x25000000
Runnable methods list:
Method State
mab Failed over
dotlx Failed over
Interface: GigabitEthernet2/0/47
MAC Address: 0005.5e7c.da05b
IP Address: Unknown
User-Name: 00055e7cdal5b
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A

Common Session ID:
Acct Session ID:

0A3462C8000000010002A238
0x00000003

Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success

dotlx Not run

B tx2U7«
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show cisp .

show cisp

FBE &NT=A > ¥ —7 = A AD Client Information Signaling Protocol (CISP) {§# % F/RT 5HIZ
%, $#HE EXEC £— R Tshow cisp 2~ R&EfiHLET,

show cisp {[clients | interface interface-id] | registrations | summary}

WX D5 clients (%) CISP 7 54 7 F Ot 75 L E
ﬁ‘o
interface interface-id UTi%) 5= ShFA v ¥ —T = A A0 CISP

HHhazRRILET, AIRA L F—T A R
W2, IR —hER— b FryrARnEaEh

ESc AN
registrations CISP DR EIE AR LET,
summary (fE#&) CISPOH~ U —{FlE£RLET,
AavURE—FK ¥ HE EXEC (#)
av Yy FER Jy—2= FERE
Cisco 10S XE Everest 16.6.1 ZOavwy RREAINE L

776

Iz, show cisp interface =~ > RO A Z R L £,

Device# show cisp interface fastethernet 0/1/1

CISP not enabled on specified interface

Iz, show cisp registration =~ > RO AHIZ R~ L £9,

Device# show cisp registrations

Interface(s) with CISP registered user(s):
Fal/0/13

Auth Mgr (Authenticator)
Gi2/0/1

Auth Mgr (Authenticator)
Gi2/0/2

Auth Mgr (Authenticator)
Gi2/0/3

Auth Mgr (Authenticator)
Gi2/0/5

Auth Mgr (Authenticator)
Gi2/0/9

I X7+« .
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. show cisp

Auth Mgr (Authenticator)
Gi2/0/11

Auth Mgr (Authenticator)
Gi2/0/13

Auth Mgr (Authenticator)
Gi3/0/3

Gi3/0/5

Gi3/0/23

EEa< ok av Uk B

cisp enable CISP #A 3 —7 WMZLET,

dot1x credentials profile T Ty ANEYT Y I TN ATERE
]\_/i‘j—o
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show dot1x .

show dot1x
FRA AFETITHEE SN7-7R— F @ 1IEEE 802.1X #EHE#H., AT —& 2 BIXOEIEX
T =R A% FRT HIZIE, —W EXEC £— NFE 7= 1354 EXEC &= — K C show dotlx =2~
K& LET,
show dotlx [all [count | details| statistics | summary]] [interfacetype number [details |
statistics] ] [statistics]
X DA all L) T _RTDOA ¥ —7 = A ADIEEE802.1X [E 4
EERRLET,
count EE) HFAENTZ7 AT N BHATDT T, T
VOB ERTILET,
details ({£7E) IEEE802.1X A v Z—7 = A ZADiff £z RL
ij‘o
statistics (EE) +_TCDA ¥ —7 = A AD IEEE802.1X #zt
BWeRTLET,
summary ULE) T _XTOA % —7 = A ADIEEE802.1X ¥~
V—FHRERRLET,
inter face type number (L) BE LA — FOIEEESR.IX AT —X A% 3
RLET,

AT R E—F

=— EXEC (>)

ke EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Everest 16.6.1 Zoavwry RPREAINEL

77

iz, showdotix all =~ FOHFfFlZ R LET,
Device# show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 3

&Iz, showdotlx all count =<~ > RO HFlZRLE7,

Device# show dotlx all count

t*2U74 |}
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. show dot1x

Number of Dotlx sessions

Authorized Clients =0
UnAuthorized Clients =0
Total No of Client =0

&Iz, show dotlx all statistics =~ > RO Sl Z R L ET,

Device# show dotlx statistics

Dotlx Global Statistics for

RxStart = 0 RxLogoff = 0 RxResp = 0 RxRespID = 0
RxReqg = 0 RxInvalid = 0 RxLenErr = 0

RxTotal = 0

TxStart = 0 TxLogoff = 0 TxResp = 0

TxReq = 0 ReTxReq = 0 ReTxRegFail = 0

TxRegID = 0 ReTxReqgID = 0 ReTxReqgIDFail = 0

TxTotal = 0

B tx2U7«
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show eap pac peer .

show eap pac peer

JEARFRERRRE ' 1 b 2L (BAP) Ok X a7 bV 7 %ML 7 LX 7 NERGE (FAST)
7 D& 7 Protected Access Credential (PAC) #F 4 5121, 4 EXEC &— K T show
gap pacpeer 2~ R&EfEHLET,

show eap pac peer
SO IR FIZFBIEERITZF—Y—NIdb v A,
av YR E—F FitfE EXEC (#)
2<% FEE Y y—2 EENE
Cisco 10S XE Everest 16.6.1 Zoawy RREAINEL
7=
RIZ, show eap pac peers =~ RO N flZ R~ L E7,
Device# show eap pac peers
No PACs stored
BEavr R avw R £ A
clear eap sessions TN, ZAE TG E SNT2AR— D EAP O
tyvari®EZ VT LET,

t*2U74 |}



. show ip access-lists

t¥auFq |

show ip access-lists

BUEDT XTOIP 7 78 AV XA NONEERRT HI121E, 22— EXEC E— N E72I3FbE
EXEC “E— KT show ip access-lists =2~ > & H L £,

show ip accesslists [{ accesslist-number access-list-number-expanded-range access-list-name |
dynamic [dynamic-access-list-name] |interface name number [{in |out }]}]

BXDEREA

access-list-number EE) ERTHIPT 7R URANOETT,

access-list-number-expanded-range  ({1-&) #RTABIP 727 A Y A N OILIE®FE T,

access-list-name EE) ERTAIPTZ7ERX U NOLRITT,

dynamic dynamic-accesslist-name  ({£F) HESNZFAFTI v 7 IPT 7 ®AY A R EFR
L%,

interface  name number EE) BEESNIA LV HI—T 2 ADT 78R R &
FrLET,

in (EE) A ¥ —7 = A ZAD ARG REFR LET,

out (EE) A2 —7 A4 2O IEHERE R R L ET,

\}

GE) OGACL OFrHERITV R —FENTWVEREA

AR TFIHILE

aAvU R E—F

EHEEODIP T 7EAYRANBIOYERERIP T 7 AU A MRTRTRRENET,

=— EXEC (>)
¥ HE EXEC (#)

avy FERE

FEREDHA K4V

) Y—2 EENE
Cisco 10S XE Everest Toawy RREAINE L,
16.6.1

show ip access-lists =~ > RO, P EH O H DLIAME show accesslists =~ > KD 1 &
FLTT, £, BHEDOT /AU A MNEHETCEET,

show ip access-listsinterface =2~ > KOH 2L, dACL 7 4 /v % ID X° ACL 7 4 V% ID 3%
REINFERHA, THUL MBS U F—T oA ATIERL, Kilitt vy a OV F RAL
FRORET & o THERL S 72 fARAR — MT ACL 23t S5 720 TF, dACL 7 1 /L ID X° ACL
7 4 VH IDEFRRT HITIE, show ip access-lists access-list-name =2~ > R&HH L £,

B tx2U7«
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il

show ip access-lists .

access-list-name I, show access-session interface interface-name detail =~ > KO H 105 S
THMLENH Y £9, accesslist-name TII R FEE /N FERREB SN ET,

WIZ, TRTOT 7 AV A RNEER LG O showipaccess-lists =~ > Ko H 714
EaRLET,

Device# show ip access-lists

Extended IP access list 101
deny udp any any eq nntp
permit tcp any any
permit udp any any eq tftp
permit icmp any any
permit udp any any eqg domain

ROEXT, ZOWNIFERENLEERT 4 —/V FEBRH L £,

5= 8:show ip access-lists 7 4 — )L K M E%BA

Z4—ILE Bl

Extended IP access list | §ZBE [P 727 = 2 U & N4 /&R,

deny ST 253 v b,

udp a—W F—2TT A5 Tabkal,

any BETLARAR M EIFIER A K,

eq FeiEDR— b &EIS DT v B,

nntp Fy N —J =a—A NTUAR—K 7Fa haj,

permit HRIET 237w B,

tep REHIE 7 7 k=L,

tftp Trivial File Transfer Protocol,

icmp Internet Control Message Protocol (A > % —% v hilfHI A v&—Y 7'
ka)

KAA Y RAA V=P —E

WIZ, FFEDT 77 AY A NDOA4RTE TR L4 O showip access-lists 2~ > KD H
N ERLET,

Device# show ip access-lists Internetfilter

Extended IP access list Internetfilter
permit tcp any 192.0.2.0 255.255.255.255 eq telnet
deny tcp any any
deny udp any 192.0.2.0 255.255.255.255 1t 1024

t¥alT4a




. show ip access-lists

deny ip any any log

t¥auFq |

IZ, showip access-lists =~ > K CTdynamic ¥ — U — K& L7560 H#l %R

LEY,

Device# show ip access-lists dynamic CM_SFi#l

Extended IP access list CM_SF#1
10 permit udp any any eq 5060 (650 matches)
20 permit tcp any any eq 5060
30 permit udp any any dscp ef (806184 matches)

BEavTUR Command

Description

deny

Ry NEHEETAARMNEIP T 78 A U A NE7-1F OGACL @
SbEBRELET,

ip access-group

ACL £#721X0OGACLZ A v H—T =2 A ZAFE 1TV —E A RY >—
~ v AL ET,

ip access-list

IP727&Zx UXNELIZOGACL 24 HIEFIIH S TERLE
‘ﬁ‘o

obj ect-group network

OGACL TR+ 2%y NU—0 ATV 20 W FA—THEHEL
\i‘g—(}

obj ect-group service

OGACL T A2V —t 247V r NI NA—T2ERELET,

per mit

Ry NEFFRTAHALBMTEZIP 7 7R Y 2 FE7-1F OGACL @
SEERELET,

show obj ect-group

RESNTNLA TV 2 r NI NA—TICHT HIERER T LET,

show run interfaces cable

T—=7 VT LOfGEHERE FR LET,

B tx2U7«



| €%2u74
show ip dhcp snooping statistics .

show ip dhcp snooping statistics

DHCP A X — b Vi MM A M E LA E 72T R R T 511X, =2— P EXECE— R
F 721345 EXEC & — K C show ip dhcp snooping statistics =~ > R&2#ff L £,

show ip dhcp snooping statistics [detail ]

EX DA detail  (f£&) MMM EZFRLET,
avY R E—F = —4 EXEC (>)
ke EXEC (#)
avy FERE J1y—x EEAR
Cisco I0S XE Everest 16.6.1 Zoawry RPREAINEL

77

BERLOAA ESA Y FrA AL 97 TR, FTRTOREHERB RS » 7 DT 25 4 7 AL v F AR SNET,
LT 27 4 TF A 2SR SN, SRt v 23Uy b SRET,

iz, show ip dhep snooping statistics 2~ > RO &7~ L £9,

Device> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

iz, show ip dhep snooping statistics detail =2~ > RO B2 R L £,

Device> show ip dhcp snooping statistics detail

Il
o

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface
Reply output port equal to input port
Packet denied by platform

L | | | | | | | L I
[N eNeNeNeNeNeNeNe Neo Neo No Neo}

I X7+« .



. show ip dhcp snooping statistics

RO,

% 9:DHCP R X —E > #fistiE#R

t¥auFq |

DHCP A X — ¥ v JH#aHEHRB L OE O EZ R~ LET,

DHCP X X — E > &7 #istiE#R

B

Packets Processed by DHCP Snooping

ik SN2y hBLO Ry 7SNy b b E
T, DHCP A X —E' U I Ko TR E N b
DEFHE,

Packets Dropped Because IDB not
known

Xy NODANNIA VB —T o4 AZHWTE RN T —
@ i&o

Queue full

Xy N OMBZEH S D NERF = — Nl Th 5 =
7 —0%%, FEEITFEWL— K TDHCP X7 v F&32Z{5 L,
AR — T l— MRR A R —T W75 TN
B ZOTT=NRETLZZENHY T,

Interface is in errdisabled

errdisable & L C~—27 SNF=AR—F Ty FEZEL
e, ZHNRET D AREEDRH D DI, AN— R
errdisable 27— N TH OGH /T v P F 2 —(C
AY . ZOY Y FBRB TR SN HHEATT,

Rate limit exceeded

R—FTCERESNTWAL— MNIBEBZ T, A% —
7 = A A errdisable AT — NI o 72 [EIE

Received on untrusted ports

[E#E C& /2 AR— F CDHCP #—/3 %/ > k (OFFER,
ACK. NAK. LEASEQUERY O\Wohh) #ZELTHK
oy 7 L7z EEK,

Nonzero giaddr

BHETE VWA — M TZE L/ DHCP X7 > hD U L—
T—Vxr b T RLA T 40—/ K (giaddr) 23F v st
725 7= m%k, F721% noip dhcp snooping infor mation option
allow-untrusted 70— 3L 27 4 X2l —T g a<
VRERELTELT, BEHTERWVWAR—-FTRELLE
Ny MZAT v a2 T —FNEENTWIZEL

Source mac not equal to chaddr

DHCP "7 > v TA T FMACT RLA 7 4 —)b
R (chaddr) 2337 v FDXEITLMACT FL R & —HH
9", ip dhcp snooping verify mac-address 7 = —/ 3L =1
T7A4F¥alb—rvary avy RRREINTWSEE,
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show ip dhcp snooping statistics .

DHCP R X —F > S #ketiEH

B

Binding mismatch

MAC7T RLZ & VLAN DT DA T 4 o T - T
WHAR— bk EFR72 57— T, RELEASE/ N v N & 7=
IXDECLINE /37 v b %545 LTz[Bl3k, T, #EnniAg
KOOIV FGAT o " eAT =T 47 LESELTNDA]
REMERHDZEERLETN, 7T T MR TRA A
DRIDR— ~ZFHHE) L T RELEASE % 723 DECLINE % 3
TLIEZE2RTELHV T, MAC 7 RLRIE,

A =Py b~y X—OFEFEILMACT KL ATIEARL
DHCP /X% > b ® chaddr 7 4 —/V R BEHA SN ET,

Insertion of opt82 fail

Ny hADFT g v QIFFANT T — |7 > =R,
G T ar T EGLNNT Yy MR A —F Y FD
Wy SOV A REB2IZHA, AT T —
WD BB ET,

Interface Down

N7y RSDHCP Y L— =— = h~DINE Th D
N, V==V hDSVIA VZ—T =2 ARF D
Y LCTWBIE%L, DHCP H— 3~ T A 7 > MERD
EIE LISEDZEDORTSVINE U LA RAET
HLTT—TTH, Dol ELER A,

Unknown output interface

a8 T —FFERIIMACT RLA T—7 LD
IV 7T o T OWNT AT, DHCP INE 7 v o
A H—=T =2 AR TE 2o 2B, 27y M
Fey7XanEzd, A7 var2iHshTtkssd,
7 T4 T FMACT R L ARHIREINIC 22 - 2358105
ETDHZENHVET, "—beFxF22VT 0 AT a v
TIPSG A F—TNThO, 7 ar 2BAx—7
ILTRWEA, 7947 FOMACT RLRITFEE SR
PRy MI ey FERET,

Reply output port equal to input port

DHCP J52 347w RO A FE— R SAHF— R L[ LT
HY . V=T OO E 2o E%, Ky k-
7 DBEOED | FEE— S OEHERE O O hE
MR LET,

Packet denied by platform

T R 7 F—LEADOL A NNIZE STy MR
HES Sz,

t*2U74 |}



. show radius server-group

FauFq |

show radius server-group

RADIUS =T N—F DT /7 ¢ #F£KR_RT HIT1E, =—% EXEC &— N F 721365 EXEC
£ — K C show radiusserver-group =~ > K& H L 9,

show radius server-group {hame | all}

BX DA

aAvU kR E—F

name H— J)L—TFO4H, P— T IL— T DL RTOFREIE T 5 3CFHIL, theaaa
group server radius 2~ > &M L CERTLHILENDH Y 7,

all FTRTCOY—N T )N—FDO7Ta T HFzLET,

2 —4 EXEC (>)
¥EHE EXEC (#)

avy FERE

FEREDHA K54V

Jiy—=x EENE
Cisco I0S XE Everest 16.6.1 Zoawy RPREAINEL
776

aaagroup server radius 2~ R CTEE L7 — 7V —T7 %2R RxT 5I121F, show radius
server-group 2~ RZEH L £,

iz, show radiusserver-group all =~ > KOHAfIE R L £,

Device# show radius server-group all
Server group radius

Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks =1

ROFT, ZOHNTFRENDHERT 4 — /N Faatli L £,

% 10: show radius server-groups 1< > KM 7 4 — )L K DEHEA

T4—ILF A
Server group =X T —T D4,
Sharecount OV =R I N—TELFELTNDEHFAY X

No¥k, T-E 2T 1ODFRY A RRERED
P— R T N—TF T B84 sharecount
X1 T4, 2205 Y A MRFECH— 7
N—T"% T 5846 . sharecount (X2 T9,

sg_unconfigured PN TN —TRNREMRENE LT,

. X2 T+«
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show radius server-group .

J4—ILFK

A

Type

% A 71X, standard ¥ 7213 nonstandard DOV 3"

NN TT, XA 71X T NV—THNOY— 308

HEOBMEEZ T ANDNE D) e~ LET,

TN—=THNOFTXTOH— NZIERED 4

TarPREINTWBHEA, 4 71%
monstandard] & F® /RSN ET,

Memlocks

AEVANICH DV —N 7 —TREEDNES
Mo, Zoix, ZO%—R T )L—F~0D
S ERFF L TV DBNERT — Z i v b
FRE TV T a NN 0N EE
L£9, MemlocksiE A E Y EHDT-DITHNED
BICEH S ET,

t*2U74 |}



. show tech-support acl

t¥auFq |

show tech-support acl

B DEREA

ATV R E—F

T = HNYR— MEATET7 78 A2 br—L U 2k (ACL) BEOEREFRTHIC
1%, % EXEC &— K C show tech-support acl =~ > F&fiH L £,

show tech-support acl
Zoawy RS ELEFF—TU—REH D A,

HikE EXEC (#)

av Y RERE

FEREDHA K4V

J1)—= EERNE
Cisco I0S XE Gibraltar 16.10.1 Zhavwr s RREAINE LS,

Cisco IOS XE Gibraltar 16.11.1

show tech-support acl =~ > RO NIFEFICELS 2V T, ZOHNERILHT DI
X, B ANOEZABARERA ML=V FRIFVE— T 7 A VYV AT LT, ZOWHN%E
77 AN XA L2 hLET (72 & 2L, show tech-support acl | redirect
flash:show_tech acl.txt) .

Zoavwry FOBAIZIEKRDO 2~y RRFRENET,

\)

GE) R IJWERRT Ty b7 4—LTHE, ZNHDOa~vy NERAZ vy JNOTRTDORL vFT

FATSINET, Catalyst9400 >V — X AL v FR EDEY 2 — VDT F v b7 +— LTI,
INb0a~vr RET 7T 4 T AL v F TOREITEINET,

GE) koa<r R0l R ML, HATHEARTRERa~ Y FOBITY, ZnHIETT7 Y h73—AIC

FoTRRDEGEDRDH Y £

» show clock

» show version

« show running-config
« show module

* show interface

* show access-lists

« show logging

« show platform software fed switch switch-number acl counter s hardware

. X2 T+« I
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show tech-support acl .

+ show platform software fed switch switch-number ifm mapping

» show platform hardware fed switch switch-number fwd-asic drops exceptions

« show platform software fed switch switch-number acl info

« show platform software fed switch switch-number acl

« show platform software fed switch switch-number acl usage

« show platform software fed switch switch-number acl policy intftype all cam

« show platform software fed switch switch-number acl cam brief

« show platform software fed switch switch-number acl policy intftype all vcu

« show platform hardware fed switch switch-number acl resource usage

« show platform hardware fed switch switch-number fwd-asic resource tcam table acl
« show platform hardware fed switch switch-number fwd-asic resource tcam utilization
« show platform software fed switch switch-number acl counter s hardware

« show platform software classification switch switch-number all FO class-group-manager
class-group

« show platfor m softwar e process database for war ding-manager switch switch-number ROsummary
« show platform softwar e process database forwar ding-manager switch switch-number FOsummary
» show platform softwar e object-manager switch switch-number FO pending-ack-update

« show platform software object-manager switch switch-number FO pending-issue-update

« show platform softwar e object-manager switch switch-number FO error-object

« show platform software peer forwarding-manager switch switch-number FO

» show platform software access-list switch switch-number fO statistics

« show platform software access-list switch switch-number r0 statistics

» show platform software trace message fed switch switch-number

« show platform software trace message forwar ding-manager switch switch-number FO

« show platform softwar e tr ace message for war ding-manager switch RO switch-number RO

i Yz, show tech-support ad =i~ KoM A% 7 L £

Device# show tech-support acl

Printing entries for region ACL CONTROL (143) type 6 asic 0

TAQ-4 Index-0 (A:0,C:0) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

I X7+« .



. show tech-support acl

Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos:

Source Address/Mask
0.0.0.0/0.0.0.0
Destination Address/Mask
0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment:

L4 Source Port/Mask L4 Destination Port/Mask

0x0044 (68)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

00

Disabled, Small Offset:

ACTIONS: Forward L3, Forward L2, Logging Disabled

ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-1 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos:

Source Address/Mask
0.0.0.0/0.0.0.0
Destination Address/Mask
0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment:

L4 Source Port/Mask L4 Destination Port/Mask

0x0043 (67)/0xffff 0x0044 (68)/0xffff

TCP Flags: 0x00 ( NOT SET )

00

Disabled, Small Offset:

ACTIONS: Forward L3, Forward L2, Logging Disabled

ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-2 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos:

Source Address/Mask
0.0.0.0/0.0.0.0
Destination Address/Mask
0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment:

L4 Source Port/Mask L4 Destination Port/Mask

0x0043 (67)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

B tx2U7«
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Disabled, Small Offset:
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show tech-support acl .

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-3 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-4 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-5 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output MAC PACL

VLAN ID/MASK : 0x000 (000)/0x000

Source MAC/Mask : 0000.0000.0000/0000.0000.0000
Destination MAC/Mask : 0000.0000.0000/0000.0000.0000
isSnap: Disabled, isLLC: Disabled

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

I X7+« .



a7+ |
. show tech-support acl

W7 44—V ROBEMKIZEB T,

B tx2U5«
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show tech-support identity .

show tech-support identity

T ZANYR— MMERT D7 AT 7 47 1/802.1X BEHEOIE WA R T HI2IE, FitE
EXEC “&— KT show tech-support identity =~ > F&H L 9,

show tech-support identity mac mac-address interface interface-name

EXDiiHA mac mac-address 7547 K MACT RLR|Z
B atEMafrLEd,

inter face interface-name PS54 T L MA v E—T A A
BT o E e RN LET,

avY RE—FK ¥#HE EXEC (#)
av Y RERE )1)—= TEHRNE
Cisco I0S XE Gibraltar 16.10.1 Zoavwy RREASNELE,

Cisco IOS XE Gibraltar 16.11.1

FELEDHA K54 > showtech-supportplatform =~ FOHNIFIEFICR 2D £9, Z oA 2zhR I <A
DITE, = NDOEZIABAGERA ML=V BV E—F 77 A VT AT LT, ZOH
NENRTZ 7 AN XA L7 N LET (F2& 2%, showtech-support identity mac mac-address
interface interface-name | redirect flash:filename) .

Zoawy ROMAOZIFKROa~wy RRFERINET,
* show clock
» show module
* show version
» show switch
+ show redundancy
» show dot1x statistics
* show ip access-lists
» show interface
« show ip interface brief
» show vlan brief
+ show running-config
- show logging

« show interface controller

I t*2U74 |}
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. show tech-support identity

« show platform authentication shinfo interface

« show platform host-access-table

« show platform pm port-data

« show spanning-treeinterface

* show access-session mac detail

« show platform authentication session mac

« show device-tracking database mac details

» show mac address-table address

« show access-session event-logging mac

» show authentication sessions mac details RO

« show ip admission cache RO

« show platform software wired-client RO

« show platform software wired-client FO

« show platform softwar e process database forwar ding-manager RO summary
« show platform software process database forwar ding-manager FO summary
« show platform softwar e object-manager FO pending-ack-update
« show platform software object-manager FO pending-issue-update
« show platform softwar e object-manager FO error-object

+ show platform software peer forwarding-manager RO

« show platform software peer forwarding-manager FO

» show platform software VP RO summary

« show platform software VP FO summary

» show platform software fed punt cpuq

« show platform software fed punt cause summary

» show platform software fed inject cause summary

« show platform hardwar e fed fwd-asic drops exceptions

+ show platform hardware fed fwd-asic resour ce tcam table acl

« show platform software fed acl counter hardware

+ show platform software fed matm macTable

« show platform software fed ifm mappings

« show platform software trace message fed reverse

« show platform softwar e trace message forwar ding-manager RO reverse

B tx2U7«
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show tech-support identity .

« show platform software trace message forwar ding-manager FO reverse
» show platform softwar e trace message smd RO reverse

* show authentication sessions mac details

« show platform software wired-client

+ show platform softwar e process database forwar ding-manager summary
« show platform softwar e object-manager pending-ack-update

« show platform softwar e object-manager pending-issue-update

« show platform softwar e obj ect-manager error-object

« show platform software peer forwarding-manager

« show platform software VP summary

« show platform softwar e trace message forwar ding-manager reverse
« show ip admission cache

« show platform software trace message smd rever se

« show platform software fed punt cpuq

« show platform software fed punt cause summary

« show platform software fed inject cause summary

+ show platform hardware fed fwd-asic drops exceptions

« show platform hardware fed fwd-asic resource tcam table acl

« show platform software fed acl counter hardware

« show platform software fed matm macTable

» show platform software fed ifm mappings

« show platform software trace message fed reverse

I IZ, show tech-support identity =~ > KOl Z R L E T,

Device# show tech-support identity mac 0000.0001.0003 interface gigabitethernetl/0/1

—————————————————— show platform software peer forwarding-manager RO --—--—--—--———-————
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes
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. show tech-support identity

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected

Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Rea
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O
Peer state: connected
OM ID: 0, Download attempts: 638
Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure:

Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1

IPC state: unknown

Config IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context:

Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0,

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4317c¢8, BIPC FD: 41, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected
BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer

B tx2U7«

dy

0xdf3e7158

Msgs Recovered: 0

Context:

Context:

Context:

Context:

Context:

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158
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show tech-support identity .

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1
Complete: 1, Yields: 0, Spurious: O
IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: O
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf45e4d8, BIPC FD: 48, Peer Context: 0xdf470el8
Tx Packets: 20, Messages: 704, ACKs: 1
Rx Packets: 2, Bytes: 108

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete
Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf496228, BIPC FD: 51, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4bb488, BIPC FD: 53, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected
BIPC Handle: 0xdf4a8b58, BIPC FD: 52, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: 0
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show tech-support identity

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: Oxdf4cddb8, BIPC FD: 54, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

—————————————————— show platform software peer forwarding-manager RO
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Ready
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O

Peer state: connected
OM ID: 0, Download attempts: 638

Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context: 0xdf3e7158
Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:

B tx2U7«
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State: Connected, Read-selected

BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected

BIPC Handle: 0xdf4317c¢8, BIPC FD: 41, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected

BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected

BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: 0
Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1
Complete: 1, Yields: 0, Spurious: O
IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: O
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf45e4d8, BIPC FD: 48, Peer Context:

Tx Packets: 20, Messages: 704, ACKs: 1
Rx Packets: 2, Bytes: 108

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete

show tech-support identity .

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf470el8

Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer Context:

0xdf470el8

0xdf470el8
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. show tech-support identity

TX Packets:
Rx Packets:
Rx ACK Reque

Upstream FMRP-
State:
BIPC Handle:
TX Packets:
Rx Packets:
Rx ACK Reque

0, Bytes: 0,
0, Bytes: O
sts: O,

Drops:

SMD IPC Context:

Connected, Read-selected
BIPC FD:

0xdf496228,
0, Bytes: 0,
0, Bytes: O
sts: O,

Drops:

Upstream FMRP-WNCD 0 IPC Context:

State: Conne
BIPC Handle:
TX Packets:
Rx Packets:
Rx ACK Reque

Upstream FMRP-WNCMGRD IPC Context:

State: Conne
BIPC Handle:
TX Packets:
Rx Packets:
Rx ACK Reque

Upstream FMRP-MOBILITYD IPC Context:

State: Conne
BIPC Handle:
TX Packets:
Rx Packets:
Rx ACK Reque

Forwarding Manager Vlan Port Information

Intf-ID

0

Tx ACK Responses:

0

Tx ACK Responses:

cted
0xdf4bb488, BIPC FD:
0, Bytes: 0, Drops:

0, Bytes: O
sts: O,

0

Tx ACK Responses:

cted
0xdf4a8b58, BIPC FD:
0, Bytes: 0, Drops:

0, Bytes: O
sts: O,

0

Tx ACK Responses:

0

cted
0xdf4cddb8, BIPC FD:
0, Bytes: 0, Drops:

0, Bytes: O
sts: O,

Stp-state

Tx ACK Responses:

0

Peer

Peer

Peer

Peer

0

Context:

Context:

Context:

Context:

0xdf470el8

0xdf470el8

0xdf470el8

0xdf470el8
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Forwarding Manager Vlan Port Information

Intf-ID

Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding

Stp-state

Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
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show tech-support identity .

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 7 Forwarding
1 9 Forwarding
1 17 Forwarding
1 27 Forwarding
1 28 Forwarding
1 29 Forwarding
1 30 Forwarding
1 31 Forwarding
1 40 Forwarding
1 41 Forwarding

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 49 Forwarding
1 51 Forwarding
1 63 Forwarding
1 72 Forwarding
1 73 Forwarding
1 74 Forwarding
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. show vlan access-map
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show vlan access-map

B EDVLANT 7B A <y TEZIFTRXRTOVLANT 7B A ~ v FICHET A ERERRT D
(21X, H§#E EXEC & — K C show vlan accessmap =~ > RZfEf L £,

show vlan accessmap [map-name]

BX DA

aAvU R E—F

map-name  ({-) ¥EDVLANT 7t 2~ v 74,

b EXEC (#)

avy FERE

3l

Ju—= ZENE
Cisco 10S XE Everest 16.6.1 Zoavwy RPREAINE L,

Iz, show vlan accessmap =~ > RO AHIZ R L E£7,

Device# show vlan access-map

Vlan access-map "vmap4" 10
Match clauses:
ip address: al2
Action:
forward
Vlan access-map "vmap4" 20
Match clauses:
ip address: al2
Action:
forward
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show vlan filter .

show vlan filter

FT_TPHDVLAN 7 4 V& F-1THED VLAN 721X VLAN 7 7 B 2 = » A2+ 515 H %
FRT BHITIL. FibE EXEC £— KT show vlanfilter =~ R&fEHA L E9,

show vlan filter {accessmap name|vlan vian-id}

EX DA accessmap name  ((£E) BESNIEVLANT 72~y 707 4 VE ) o FIERE2FR
L/i—a—o
L) EBESINTVLAN D7 4 V2 Y v TiEREFRRELET, EET

vlan vian-id
x HHPHIT 1 ~ 4094 T,
Qv VR E—F e EXEC (#)
2wy REE yy—2 RENE
Cisco IOS XE Everest 16.6.1 Zoa~wry RRNEAINE L,
B Wic. show vlan filter =~ KO AEIZ R LET,

Device# show vlan filter

VLAN Map map 1 is filtering VLANs:
20-22
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. show vlan group

show vlan group

VLAN ZL—FI2~ v B 7 S TWA VLAN 23R 7 5121%. ¥ EXEC E— R T show
vlangroup =~ REHEH L £,

show vlan group [{group-name vian-group-name [user_count]}]

X DEREA group-name vian-group-name  ({£-&) $5E L7 VLAN Z L —F vy B 7 &N TW5
VLAN #F /R~ L ¥,

user_count (FEE) BED VLAN ZJ— 1w o B 7SN TWAHE
VLAN O 2—HFEF R LET,

avY RE—FR ¥rHE EXEC (#)
avy FERE 1)1y —= EEHNE
Cisco 10S XE Everest 16.6.1 Zoavwy RREAINE LT,

EELEOHA K54 > showviangroup =~ RIZBEFD VLAN 7 V—7 % FR L, % VLAN 7L —7 DA LR Th
% VLAN ¥ X (N VLAN O#if 2k L £, group-name¥—7— KZANhT5 &, FEEL
VLAN V=T DA L ROBNERENET,

i W OBITIE. BED VLAN Zb—T D A v R aFEgt 5 ke m LEd.

Device# show vlan group group-name group2
vlan group groupl :40-45

wIiT, ZTA—7FND% VLAN Oa—H K E R T H0%2 R~ LET,

Device# show vlan group group-name group2 user_count

VLAN Count
40 : 5
41 : 8
42 : 12
43 : 2
44 : 9
45 : 0
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ssci-based-on-sci .

ssci-based-on-sci

B DEREA

aAavY R FI4ILk

AU kRE—F

Secure Channel Identifier (SCI) 1 (2555 T Short Secure Channel Identifier (SSCI) fili % &4
5121F% MKARY >— a7 ¥ 21— g F— NTssti-based-on-sci =<2 R&FH L
F9, SCIIZHESL SSCI HREAELZTHI21E, Zoa~vr FonoBXEmHALET,

ssci-based-on-sci
no ssci-based-on-sci

oo~y RIZIIBIEELIIF—U— R A,
SCIfEIZ 35 < SSCIE DRI 72 > TV ET,

MKARY v — 237 4 X2 L —3 3 (config-mka-policy)

avy FERE

=2 LERE

CiscoIOS XE Gibraltar 16.12.3 | ==~ R23EA SN E LT,

EREDHA FS14 Y

3l

SCIEMAEVME &, SSCIHEIHEL 720 £,

WIZ, SCLIZHES< SSCI R =/ T HH 2R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# ssci-based-on-sci

BEEavTY R

Command Description

mka policy MKA RV o —%2RELET,

confidentiality-offset HEEA 7y MERE LT MACsee ZEIfESHE T,

delay-protection MKPDU D 3x{5 CEIER#EZ T2 K 9 ICMKA Z3RE L £,

include-icv-indicator MKPDU (ZICV A > U — X &b ET,

key-server MKA F—H— A7 a v ERELET,

macsec-cipher-suite SAK ZHUG 4 5720 DAL — bR ELE T,

sak-rekey SAK F—HAHREEZRE L £7,

send-secure-announcements| MKPDU D%[E T F o 7R T F 7 252 %ET 5 X 912 MKA
ERELET,
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. ssci-based-on-sci

Command Description

use-updated-eth-header ICV B RICITEH S NToA —F Ry by X —ZEHLET,
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switchport port-security aging .

switchport port-security aging

X T T RLAZ NI O T XA DBIOXA TERET D, 3 EDOFR— B
DEXF2T 7 FLAQZ =V TEWEAETE T H120E, A v ¥ —T A X a7 4Falb—
v =3 v &— R T switchport port-security aging =~ > R&HLETd, A— bk &Xx=V 74’
TV T T 4 =T MIT D, FIFNT A= ET 7 4L FOREICRET DI z
Davy RO no BAEMH L ET,

switchport port-security aging {static|time time|type {absolute|inactivity}}
no switchport port-security aging {static|time|type}

BXDEREA

AU R TIAIE

AR E—F

static ZOR— MIEMICRESNT-EF 2T 7T RLADZ— 0 PR A x—7 M LE
?—O

time  ZOR—hOT—VU T XA DEIELET, FIETE 2HHEIT0~ 14405 T,
Ume  time 230 DFA. ZOKR— hDOZ—V U T ET 4 =T L TT,

type TV BATERELET,

absolute absolute =— > 7 XA THEHELET, ZOKR—FDOFTXTOEF2T 7 RLX
X, FRE SRR (99) S L-RICHIRIINE 2D, X2 T T RLA Y
A2 S HHIBRESNET,

inactivity inactivity =—3 > 7 X A TEFEL LT, HESHRENICES 2 7#E0T R
VAMDDT =8 877 4w 7 BRWGEETIET, ZOR—FDEX27 7 KL A
DHIRRGINIC 20 £,

— X2 VT =T THRRIIT =TT, T 0 ORI 045 T,
FTIT7 I DOT— T H A 7T absolute T,
FIFNVNDRET 4 v 7 == TEWEIZT 4B —7 L CT,

AB—Tz2A A AT 4F2b— 3 (config-if)

2v Y FRE

EREDAARZA4

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoawry RPREAINEL
77

BEDR— I DEXF2T T RVA D=0 T oA R—TNMITBI2F, A== T #
A4 L% 0 LADOEICERE LT,

HEDEX2T7 7 RLAIZHKMHEZRE LTI 7 BEATEXALH2TAI100F, == a2 A4S
Zabsolute IZFRELE T, =—T 07 XA LAOHABRRNUINDE &, X7 7 FLANHIERS
nx4,
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. switchport port-security aging

W T 7 B A TE DX 2T 7 FL AR ZHIRT 2121E, =—T 7 % A 7 % inactivity
WCRRELET, 20X TsHE, T 7T 47 koT-txaT 7 RUADBHIRS L, o
T RUAREFR 2T DZENMTEET,

X2 T T RLA~OT 72 AHIREZMERT 2121E, %277 FLAS LTREL., no
switchport port-security agingstaticf > #—7 =z A A a7 4 X2 b—T a3 a~vy RaffH
LT, IR ESNT-EXF 2T T FLADZ—V 0 % F 4 B—7 VT LET,

ROFITIE, F—FDOTRTOEHF=2T 7T RLRZXH LT, =2—V 7 AT %
absolute, =— 7 XA L& QHEFICERE L FT,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1

Device (config-if) # switchport port-security aging time 120
Device (config-if)# end

WORFITIL, A— MIEESINTEX=2T 7T RLVRAZK LT, ==V 7 X4 7%
inactivity, =— 7 XA L& 2FICRELET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport port-security aging time 2

Device (config-if) # switchport port-security aging type inactivity
(config-if)# switchport port-security aging static
(config-if) # end

Device
Device

WOBITIE, BESNT-EXF2T 7T RLADT—V 0 T 52T 4w —7 M5 HiEx
~LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# no switchport port-security aging static
Device (config-if)# end
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switchport port-security mac-address .

switchport port-security mac-address

TX2T MACT RLAELIIAT 4 v FMACT KL AT —= 7 %FRET HITIE, switchport
port-security mac-address f > #—7 = A A AT 4 X al—ar avr REFEHALET,
F 74V PEEICRTICIE, Zoa<vr Fono BEREHEH L £,

switchport port-security mac-address {mac-address [{vlan {vlan-id {access|voice}}}]| sticky
[{mac-address| vlan {vlan-id {access|voice}}}]}

no switchport port-security mac-address {mac-address [{vlan {vlan-id {access|voice}}}]|
sticky [{mac-address|vlan {vlan-id {access|voice}}}]}

BX DA mac-address 48 £ K MAC 7 FLADANIC L > THRETHA v X —T =2 ZADEF 27T
MAC 7 RL A, BRESNT-HEREET, EXx2T7 MACT RLRZEBNTE X
7,

vianvian-id  (f£35) FF 7 R— b ETEY, VLANID BEUMAC 7 FL A% E L%
79, VLANID Z{5&E L7eWGHEIE, * A7 7 VLAN BMEH SV E T,

vlanaccess  ({1&) 727 & A F— K TEF, VLAN 27 7 A VLAN & L CTHEEL £,

o

vlanvoice  ({£EF) 7/t A KR— hTEF, VLAN 23575 VLAN & L CTHRELET,

GE)  voicex—7U— FiF., BEFEVLANDBAR— MIEEINTWT, EHiT#
DOR— "N T 7 A VLAN THRWEEDLEL T,

sticky AT L HF T2 TDA B =T 2 A A F—T NI LET, AT 4 vF
T—m U T AR—TNMITDHE, A X —T oA AFEZFEE LT XTO
TXF2TMACT RLAZETay 74 X2 b—a VZEBMLT, 2607
RLAZAT 4 vF X227 MACT RLAIZEHBELET,

mac-address ((£E) 2T 4 v ¥ EF 27 MACT RLRAEZFEETSHMACT FL &,

ATV EFI4NA L EF2T MACT FLREFRESNTOEREA,
AT A4 yx T—=0 73T 4 8—=T7 L TT,

A9<wY R E—F AVHE—TxA AT £ F2b— 3 (config-if)
2<% FEE Y y—2 EERE
Cisco I0S XE Everest 16.6.1 Zoawy RBREAINEL

77

FEHEDAA KSq4> EF27 K= MCETLHIRFHEIT, kOLBY TH,

X 2T R—MIT IV EAR—-DPIELIIFNT 7 R—=RMNITDHILIEFITEETR, ¥4
FIvI T EAR- MIUIRETEEEA,

I X7+« .



FauFq |
. switchport port-security mac-address

cEFx 2T R—HMIL—TFT vy FHR—-MIITEEEA,
c X 2T R— MIRER— T TE A,

X aT R—1"E2 AL v F RKR—bF TFF7A4Y% (SPAN) DFieAR— MITHZ LI1ET
TEH A,

et X 2T R—FE2XFHEy FEIZ10 ¥4 E v b EtherChannel X— ~ 7L —F 128D %
ZliIxTEER AL

¢« HEFE VLAN Tld, AX¥T 4 v 7 BXaT EHIEIAT v F X227 MACT FL AR
ETEERA,

« HH VLAN DREESNTA LV F—T =2 A A LTR—bF X2V T 4 24 X—TNICT 5
ElE, "= ORREX 2T 7 RUAFREEZ 2ICHE L ET, — k% CiscoIP Phone
W2 A 54 E. TP Phone IZ MAC 7 R L AM 1 DB C9, Cisco IP Phone D7 KL A
3% VLAN BT8R SNETA, 778 A VLAN ECIEEEEsnEEA, 1 HEDOPCE
Cisco IP Phone 12885 284 . MAC 7 L ZDBINIVEH Y A, 2 B ED PC
% Cisco IP Phone |28t 7554, & PCIZ 12, & 51T Cisco IP Phone |2 1 2%ID HT2%
KXo+ m7etXa7 T RVAZRETHMLERDH D £7,

« H7 VLAN[ZT7 78 XA R— b ETREFYAR—rahEzd, P77 R— b ETEIIR—
FENFEEA,

AT 4 vx BX2T MACT L AL, ROBMERH D £,

« switchport port-security mac-addresssticky f ' #—7 = A4 A a7 4 Fal—T a3 2
<~V REHFEALTC, AV F—T 2 A A LETAT A v X T—=0 T A =T M LIS
HBAVE—T A ATTRTOXAF Iy 7 EF2T MACT FLA (AT 4 v FT—
=T BA XTI DENCENICEE ST RL A2 ET) %, A7 4 vFtEFa
T MACT FLAIZEHL, $R_XTDODAT 4 vFEFaT MACT FLAZFATAL T 4
Xl —Ta BN LET,

no switchport port-security mac-addresssticky f > % —7 A XA a7 4 Fab—Ta
AR REFEHLT, AT A vX T == 72T 4 e—T VT 50, Fl3ETar
T4 X2 lb—varEHIBRT 5813 AT 4 vFEF 2T MACT RLREETaY
TA4FX 2= g O—HIFRY FTHN, T RLAT =T ANGIEIBRISNET, kRS
N2 RVARFA T I v ZICHBET DI EMTE, ¥A4FIv 7T RLRELELTT R
VA T—=7MBEMEnET,

switchport port-security mac-addresssticky mac-address f > #—7 = A4 A 3> 7 4 F =2 L —
varavwry REHFEALT, AT 4 vy X EF2T MACT RLAEZRETLIHEG., b
DT RVAET RLAT—INABIOETary 74 Falb—va lBMEnEd, F—
NEX2 VT ABT 4 E—TLOHE, AT 4 vF X227 MAC T RLATFFTa
T4 Xalb—va NIERY ET,

AT 4 vF—EF2T MACT RLAR L T 4 Fal—Tar 77 A VIRFESH T
DL, THRA AOFREEE, FHIIA X —T =AM ADV Y v N T UK, A X —
Tz AATINEDOT RLAZFFEE LR CTTAET, AT 4 vF X2 T7 7T RLA
ERAF L2 WEGE, 7 RLRAIRbNET, AT 4 vF I—= I NRT =710

B tx2U7«
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switchport port-security mac-address .

B ATAYF EF2T MACT RLRIIZAAFTI v 7 BF%aT7 7 RLRICEHBREN,
EITar 7 4 Fal—aryhollREnEd,

AT 4 X T =T HT 4 B—T T LT, switchport port-security mac-address sticky
mac-address f > 4 —7 = A A AT 4 Xal— gy avy Re AN LERE, =7 —
AyB—UNRFIREN, AT 4 vFEXF2T MACT RLRIFFE Tary 7 4Fab—3
NTBMENEE A,

T A WERT DI2IE, show port-security =~ > R&MHA L E4,

WOFITIE, R—FTkEF=2T7 MACT FL A& VLANID 2R TET 5 HEERLE
7,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport mode trunk

config-if) # switchport port-security

config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3
config-if) # end

Device
Device
Device

WKOBITIE, AT A vF T—=0 T E2AFX—TNIZLT, F—FET2200RXT 1 v
X EX2T MACT FLAREANTEHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport port-security mac-address sticky

Device (config-if)# switchport port-security mac-address sticky 0000.0000.4141
Device (config-if)# switchport port-security mac-address sticky 0000.0000.000f
Device (config-if)# end

I X7+« .
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. switchport port-security maximum

switchport port-security maximum

TX2T MACT RLVADERRKBEZHRETDHIZIE, A v F—T=zAf AT 4Falb—vay
£ — KT switchport port-security maximum =~ > R&FH L9, 774/ FREICETIC
X, Zoa~vr RonoBREHEHLET,

switchport port-security maximum value [vlan [{vian-list|[{access|voice}]}]]
no switchport port-security maximum value [vlan [{vlan-list|[{access|voice}]}]]

BX DA

AR R TFIAILE

ARV R E—F

vaue A H—T 2 ADEF2T MACT FLADFAEZHELET,

T 7 OFRTEIL 1 TY,

vian FE) Fov 7 F—FrOEA. VLAN L 73— E#HO VLAN Dt %27
MAC 7 RLZDRKREBEZBRELET, vian T— T — FR AL ENTWARWES. T
7 v MENMEAH I NET,

VarHis  ({£#) # >~ TR L7 VLANOFFE 72131 7 > TR H47- 8D VLAN,
VLAN ZF5E L2V, VLAN Z & O REMEF SN ET,

access ({EE) 7/ AKR—bFTEIF, VLANEZT 7 A VLAN & L CTHRELET,

voice  ({£i&) 77 & A R— hTEF, VLAN 257 VLAN & L CHREL £7,

G¥)  voicex—U— Ri&, B/ VLAN BAR— FMIHRESNTWT, EHITEFD
R—FNRT 7 £ A VLAN TRWEE DA TT,

AR—=r X2V T 424 F—TNMILTEF—U—FREANLZWEE, 7410 F%2T
MAC 7 F L 2D REIL 1 TI,

AVHE—Tx2A R T7 4 F2lb— 3 (config-if)

avy FERE

FEREDHA K4V

Jy—2 FENE
Cisco 10S XE Everest 16.6.1 ZOawy RBEAINEL
776

TNA ACHETEDEF 27 MAC 7 RLADEREIT, VAT LA THAS TS MAC
T RUVAORKRBIZE > TRED 3, ZOTILT 7 7 1 7 72 Switch Database Management
(SDM) 7> 7 b —RMIlkoTROOENET, sdmprefer 2~ FEZZHL TS, 20
HFIE, A2 F—7 x4 ATRESHIMO LA ¥ 2 HIERE OO EF 27 MAC 7 FL2
&, FIFAIBE/ZR MAC 7 KL 2AD&E#HEE R LET,

X 27 R— MIBETAHIBFERIZ, KOLEBY TT,

e F 2T R—MIT I/ EBRAR—PELIFIFNT I R—=RITHIERNTEETN, XA
FIv 7 TIERAR—MNIUIRTETEETA,

B tx2U7«
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switchport port-security maximum .

cEFx 2T R—HMIL—TFT vy FFR—MIITEEEA,
c X 2T R— MIRER— I TE A,

X 2T R—1"E2AAL v F RKR—bF TFFA4Y% (SPAN) DI — MITHZ LIET
TEH A,

et X 2T R—FEXFHEy FEFIZ10 45 E v b EtherChannel X— ~ Z/L—F 128D %
ZlixTEER AL

T VLAN RRESNTA L E—T 2 A AL TR—F X2 VT 45, F—TNIZT 5
eI, R—=brDORKREXF =27 7 FUATFEEZ 2IZ%E L £ T, A— k% CiscolP Phone
W2 A 54 %. TP Phone IZ MAC 7 R L AM 1 DB C9, Cisco IP Phone D7 KL &
X% A VLAN L CTHEEH SN LT, 727 B AVLAN ECTIIFEEENEEA, 1 B5EDPC %
Cisco IP Phone ([Z#H5T 28348, MAC 7 RLADEIMITINESH Y /A, 2 BLLED PC
% Cisco IP Phone (2855t 9 DA, & PCIZ 1D, & 51T Cisco IP Phone (2 1 D) 4T3
X+ 07t XaT T RVAZRETHHLERDY £,

FA VLAN X7 7 B A R— b BTG AR—bENET, hT72 7 A— b ETEHYR—
MEEFA,

AE =Tz AADEFX 2T T RLADKRKIEEZ AT D56, B LWEDFIEI O L Y
KEWE, HLUVMEIZ L > CHIBIOFREMN EEX I FET, FLVENFIEIOME Y /N
S, AVE—T oA ATHRESNTVDLEF 27 7 RLZEBH LUVME L » KX
A, avr MIESEsnE 1,

7 RUADREREE LIZHREL, #iSNIZT AL ADMACT RLVRAEZRETDH L.
RIZT A ZAPR— b~ O g 2 w2 T £,

AUB =Tz A ADEF 2T T FVADRKEEZATTHE, WOERBPEELET,
< B LWEDHIE O L W REWEE, B LUVMEIC X > TRIREIOREES EES S ET,

BT LVMENHIEIOHE L W /NS, A v F =T 2 A ATHRESNTWNDHEF 2T 7 RL 2R
PHFTLWEL D REWGEE, a~vr NIEGShET,

P 2 WERRT 521X, show port-security =~ > R&MH L £,

WOFITIX, R—FTAHR— b EXF2VT 424 RX—TNMIZL, EXaT 7T RLADEK
KA SICRET D HEERLET, EE—NIT 74V T, %27 MACT
R RTBRE SN TWERA,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2
Device (config-if) # switchport mode access

Device (config-if) # switchport port-security

Device (config-if)# switchport port-security maximum 5
Device (config-if)# end

I X7+« .



. switchport port-security

FauFq |
violation

switchport port-security violation

?%17NMC7FVX@%&%%% FIFR— X2 VT IOER LESEEICETT S
T arvERETDHINE, AV F—Tx2f AT 4 FXal—v 5/{—%]\Tsmtchp0rt
port-securityviolation =~ > R&EH L ET, 7 74/ FREICETIZIE, ZOa~2 FOno
Az LET,

switchport port-security violation {protect|restrict| shutdown | shutdown vlan}
no switchport port-security violation {protect |restrict| shutdown | shutdown vlan}

BX DA

protect X2V T ERREE - FERELET,

restrict X2 VT 4 BEXHIRE— REHRTELET,

shutdown X2 VT4 EN Yy MU = RERELET,

shutdown VLANZ L DY vy hE T AZEXR 2 T A BENE— FERELET,
vlan

AR R TFI4ILE

F 7 4V h OEKE— RiZ shutdown T3,

ATV R E—F

AB—Tx2A A AT 4 F 2l — 3 (config-if)

av Y RERE

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoavwry RPREAINEL
72,

EREDAARZA4

X2V T S ERREE— R TIE, A= FOEFa7 MACT FLAENR— b THAINT
WA KREICRE LT-5E, AHAREETLT FLAOX Yy MRy 789, Fay
T5Z &ft#JTch7FVXﬁ%L@iD%wﬁ<Té#\ﬁﬁf%é?va@%k
BEBOIRWIREY . ZoRENGEEET, EX2 V7T BKPEZ > TH, =—FIZid@m
SNFEHFA,

)

GE)

TR £,

T o7 R— bk BT — FARETDHZ L ITHRECTE R A, R#ET— FTIL, A— MR
BREITEL TV Th VLAN BMEH#EE— FORRHIZETL L, S—=0 BT 4 &—

X2 )T 4 EMHIRE— FTlE, %27 MAC 7 RLAENFR— F THATSNTWDHERK
BB LIS A, ABHREETT RLAOry M ke y7EnEd, E% =27 MACT
RU 2% BRIV 072 §20, FETEDLT FLADRKBEEHELI RO, Z ok
R EE £9, SNMP h 7 v 7REFEESNET, Syslog A vE—URuF o 3, ERAIY
VEMNEMLET,

B tx2U7«
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switchport port-security violation .

X2 VT ERY Yy N T E— R TIL, ERRBEAEL, R— FDOLEDRA 71725 &
A B —T = A AN errdisable (2720 £3°, SNMP k7 v 7N EfFE SV E T, Syslog A v E—
URRX TSN, BRAUCZBEMLET, X =27 K— FDS erdisable 27— b DB E
IZ. errdisablerecovery causepsecure-violation 7 e —/ )L a7 4 X2 b — g avy R
AL TZDAT— b &MfEFRT 20>, shutdown 35 X QY noshutdown 1 > % —7 = A 2 a7 4
Fal—rary avwry REANLTTEHTHO, 32— 7 M TEET,

X2 VT4 ERKE—RBVLAN 2EDY vy MU UICRESIND & ERNFEE LT
VLAN DA 73 errdisable 1272 0 £,

X 27 A= MIETLHRFEIT, ROLBY T,

cEFaT K MIT VR B NERERT o7 B MITF BB TEETRN, A
FIvs TIEA R MUIBRETE A,

s X aT R—MINL—T v RAR—PMIUTITEERA,
s X a7 A— MMEER— MIIZTEEEA,

X aT R—1rE2AAL v F RAKR—F TFZA4HF (SPAN) DFifeAR— MIT5HZ LT
TEH A,

e FaT R—hrE2FXHE Y bEHIFL10 X5 E > b EtherChannel IR— k 7L —F12&H 5
ZElxTEERA,

X227 MACT RLADEKIENT RLA T—TVIHFEL, 7 KL R T—7LIHE
ELZRVWMAC T RV AEFOAT = a U N, v X —T oA AT 78 ALLD &L
BA. FRIEROEF 2T R—FDOEF2T7 MACT RLAE LTHRESNTZ MAC T R
VAZFSOAT =2 a A v X —T A AT 7 8ALEI L LEBAIC, X2
SLIERPEZ Y FT,

£ ¥ 2 7 AR — F errdisable 27— R D51, errdisable recovery cause psecure-violation
Ja— ) arZ 4 Fal—rvary avr REANLT, 2TOARAT— b EESES
ZEMTEET, shutdown 5L M noshutdown A > X —7 A A a7 4 Falb—37
v awy K& AT 250, cear errdisableinterface /i EXEC =~ R&fiH LT, A—
NEFEB THON, 2—TNMIZT B ENTEET,

R A ERT HI2IE, show port-security %54 EXEC =~ > R&MH L £,

OB TIE, MAC X2 U T A BENEAELEZHEICVLAN OAEZ T Y v b E T
THLEOIOR—FERETDHHEERLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet2/0/2

Device (config) # switchport port-security violation shutdown vlan
Device (config) # exit

t*2U74 |}
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. tacacs server

tacacs server

IPv6 F 7213 IPv4 HIZ TACACS+ — & E L, TACACS+HV— N a7 Xl —T g
FT— REHBTAICE, Ju—\ a7 X2 b—3 g F— KNCtacacsserver =<2 K
PHEHALET, REZHIBRT AL, Z20oa<wr Fono B2 FEHLET,

tacacs server name
no tacacs server

X DERHA nene| 5  ~— k TACACS+ H—/3 7Rk 2 s D4R,

ATV RFI4)k  TACACS+ H— NI SN TNER A,

ATy R E—FR su—s)b ary7 4 Falb—a (config)
avr FERE J1)—x EERE

Cisco IOS XE Everest 16.6.1 | = oo~ R3BEASHE LT,

FERHEDHA KS4 > tacacsserver =~ Fid, name 5% & L T TACACS ¥ — 32 E L, TACACSt #—
AT 4 X2 b—aryE—RERBLET, REPTET L, TACACS+H— a7 4 ¥
L—yaryEB—REKTT5L, REPEHINET,

I WOBIE. 4 server] %M LT TACACS H— ~EEE L. & BICREEITH 70
ICTACACS+Y— RN a7 4 Fa2lb— gy F— RERGBTAHEEZRLTWET,

Device> enable

Device# configure terminal

Device (config) # tacacs server serverl
Device (config-server-tacacs) # end

BEa< R Command Description
addressipv6 (TACACSt) TACACS+ H— "D IPv6 7 FL A& & E L £,
key (TACACS+) TACACS+ H— " CTH— NHEL O 5 ¥ — 2% E L ET,
port (TACACS) TACACS+ #5245 TCP R — R 245 E L £,

i

send-nat-address (TACACS+) | 7 547> D NAT D7 KL A% TACACS+ ¥ — 2 %1
L/ijqo

lll

single-connection (TACACS+) | Bi— TCP #45i & f# ] L T9X T TACACS /3% v k% [
CH—NICEHETEHLITLET,

. X2 T+«
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tacacs server .

Command

Description

timeout(TACACS+)

FEE ST TACACS H— 306 DS A 2 s 2 M 2 3% E
LET,

t*2U74 |}
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t¥auFq |

tracking (IPv6 A X—E > 4)

R—=FTT 74NV MDD T X 7R —% EHEZTDHITE, IPVO AX—E 7 K v—
a7 4 Falb— gy E— RTtracking 2~ REFHALET,

tracking {enable [reachablelifetime {value | infinite}] | disable [stale-lifetime {value |
infinite}

BXDEREA

AR TFIAILE

ATV R E—F

enable KT ox T oA 3 —T NI LET,

reachable-lifetime (1) FIEERTHE &\ ) ZE A 20V RREC. Bl fEZ =
N U SRR E T IR I CRBERRE T H B LI S h
DR A E L ET,

« reachablelifetime— 7 — K& T& 5D, enable
F—U— RPMEEESNTWVWEHEEDATT,

- reachable-lifetime ¥ — 7 — RZ2fEH+ 25 &, ipv6
neighbor binding reachable-lifetime =~ > K TF&E S
NI 7 —/NVRBIERRET A 7 2 A LS EFEEZ S

iﬁ—o
value FHLLD T A 7 % A DME, FEETE DHPIE 1 ~ 86400
T, F 74 ME 300 T,
infinite T b Y Z R EGEATRERRE £ 1213 R T A VIR BRI HERS
Liﬁ‘o
disable N vX LT ETF =TT LET,
stale-lifetime (TE) By N AR F A VREBICHEFF LSS, oh

12k 7' — Lo stale-lifetime FRED FEX SN FET,
c AT A T A T HA AL 86,400 FTT,

s stalelifetime ¥ — 7V — K& C& 5D, disable
F—TU— RBREEINTWDLHADATT,

. stalelifetime ¥ — U — R & i 19 % & | ipv6 neighbor
bindingstale-lifetime =~ > N CTRRE SN/ B — VL
RATANTGATHEA LB EFEEINET,

WFfE] D > b VB REZRIRRRICHERF S E T,

IPv6 AX—E 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

B tx2U7«
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tracking (IPv6 A X—E > %) .

avy RERE

FEREDAA RZA4 Y

Jiy—=x EERNE
Cisco I0S XE Everest 16.6.1 Zoawy RPREAINEL
77

tracking =~ > RiZ, ZORY —20@H 3415 A — b L Tipv6neighbor tracking =~ > ]\“ﬁ’
Ko TREENTET 7HNV DT X TRY O—ITBRELET, ZoMRIE, 2& 21X
T MU EBHR LW, XA T T T—Tncmy b Bk LT@%@%%E?%%Q@
iz, BETEH5R—F ETHHTY,

reachable-lifetime % — 7 — K&, ZIEERREE WO GEBMNRVIRRET, A= FUB T v
YKV EENIC, £20TIPv6 AX—F /7 T& D HEERICENERRETH D H:l IEr s
BRERIZ 7R LE 3, reachablelifetimefBlcBET 2L, =2 NV IZATANAREBICBITLE
9, tracking =~ > KT reachable-lifetime ﬂ% 7* K& 3 2% L. ipv6 neighbor binding
reachablelifetime =~ > R CRE SN/ 0 — NV RBERRET A 7 X A4 AR EEEZSINE
7

stalelifetime ¥—7— Nif, =2 MU DBHIFREN D, BHEE 2 IXHEENI HETHoD L
RE SN D RIS T — 7 VIR FF & D g KR CF, tracking =~ > KT reachablel|fet|me
F—U— R&fHT 2% L. ipv6neighbor binding stale-lifetime =2~ > KT E S L7227 v —
WIRATANTA TEA LS EEESNET,

WIZ, IPV6 AX—E > 7R v —% % policyl LEFRL, = MU ZEHHTXHHK—h
LTRSS T 4 T T =T MRFET D LD ICRET AR LET,

Device> enable

Device# configure terminal

Device (config) # ipv6é snooping policy policyl

Device (config-ipv6-snooping) # tracking disable stale-lifetime infinite
Device (config-ipv6-snooping) # end

t*2U74 |}



. trusted-port

trusted-port

B DEREA

aAavY R FI4ILk

avY kR E—FK

t¥auFq |

LR —MEEHETELR— M LTRET DT, IPv6 AX—E LT R v—E—FNE
IENDA AR gy R —ary7 4F¥alb— g E— RTtrusted-port =2~ K%
EALES, ZOMEZENCTDICIE. Zoavr FOono BEREEHLET,

trusted-port
no trusted-port

Zoawy FIZiE, SIERIIF—U—FEd 0 £H A,
EOR—FbEHINWTHEEA,

ND A VAR ary R y— a7 4Falb—3 3 (config-nd-inspection)

IPv6 AX—VE 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

avy FERE

FEREDHA K54

Jy—2 FENE
Cisco 10S XE Everest 16.6.1 Zoawy RPREAINEL
776

trusted-port =2~ > R& A R—TMZT DL, AvE—VNZORY o —%2FFOR— K TxE
SNTHE, REMIZFEITIND D, T FTENFERA, L, TRLVLART—T 4
VIMBERHET D70, A vE—UIMEIET NS VT 4 U TIEROEHIC L o TN v
TAVT T=TNEHRTEZLI)ICHIrEnNET, ZhbDOFR— M THRIEESNTZAAL VT«
YE, BHETELLOLE L THESN TV ARNVWR = "D BZELEAAL T 47 L0 b1E
HEEREWLOE RSN ET,

RIZ, NDP RN U > —4 % policyl EEFK L., A— M2 E#HT L L ICRET 0%
LET,

Device> enable

Device# configure terminal

Device (config) # ipvé nd inspection policyl
Device (config-nd-inspection) # trusted-port
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E > 7R v —% % policyl LEFE L, RN— hEEET D L HITHE
THH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipv6-snooping) # trusted-port
Device (config-ipv6-snooping) # end

B tx2U7«
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use-updated-eth-header .

use-updated-eth-header

B DEREA

AU R TIFIE

aAvU R E—F

AT = v 7 (ICV) DOFHEDT-HIZ MACsec Key Agreement Protocol Data Unit (MKPDU)
DEF S NI2A =V Fy by X —%FLeT NA AL T NA A EOIEE DR — b ORI OFH A E
HMEEZHINZT HI2IE, MKARY — a7 ¥ a2 b—v 3y £— KT ssi-based-on-sci =
~V REMHALET, ICVEHEDTZDIZMKPDU O EH SN2 A —V K > b~y H— % B
THIE, Zoavr ROono BRNEEHLET,

use-updated-eth-header
no use-updated-eth-header

Zoawy RIS ELIIF—TU—FiEH Y 8 A,
ICVHEDIZODA —HF v b~y X — 3> TWET,

MKARY v— 2327 ¢4 ¥ =L —3 3 (config-mka-policy)

avy FERE

=2 EENE

Cisco IOS XE Gibraltar 16.12.1 | = oo~ R2EAINLE L=,

FRLEDODHA KS1 Y

B SN A =T Ry b~y X —I3IERETT, 4T a v E2HMCTDHE, T8 A
® MACsec Key Agreement (MKA) &> a U EHETEET,

Bl WIZ, ICV FHEOTZHIZ MKPDU O HEH S vl A —H Ry b~y X —E 4T 54
FRLET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy) # use-updated-eth-header

BEa< R Command Description
mka policy MKA R YU o —%&ELET,
confidentiality-offset MBI 7 v b &2RE L TMACsee ZEMESE £,
delay-protection MKPDU D 4(5 CIEIE(R#EZ T 5 L 9 ICMKAZ3E L £7,
include-icv-indicator MKPDU [Z ICV A > P —H &b £,
key-server MKA ¥ —H—_"F 7 a 2R ELET,
macsec-cipher-suite SAK #3570 D5 A4 — F2RELET,
sak-rekey SAK F—HAKMRERE L ET,

X7+« .
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. use-updated-eth-header

Command Description

send-secur e-announcements | MKPDU DEETE X o727 T 7 A2 EET 5 L 912 MKA
ERELET,

ssci-based-on-sci SCIITHS W T SSCI B LE 1,

B tx2U7«
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username

username .

I —PLZR—ZADWIAES AT LEWNLTHICIL, Fa— a7 4 Fal—yg L EF—K
Tusername =~ R&EEHA LE 4, WY SN2 —TEL_X—2DOFGELHIRTHI2E, 20
a<r RO noBEREHEHAL £,

usernamename [aaa attributelist aaa-list-name]

user name namefaccess-class access-list-number ]

user name namefalgorithm-type {md>5 | scrypt | sha256 }]

user name nameflautocommand command)]

user name name[callback-dialstring telephone-number]

user name name[callback-line [tty ]line-number [ending-line-number]]
user name name[callback-rotary rotary-group-number]

user name name{common-criteria-policy policy-name]

user name name[dnis]

username name[mac]

user name name[nocallback-verify]

username name[noescape]

user name hame[nohangup]

username namef {nopassword | password password| passwor d encryption-type encrypted-password} |
user name name[one-time {password {O| 6 | 7 |password } | secret {O] 5 | 8 | 9 |password}}]
user name name[passwor d secret]

username name[privilege level]

username namefsecret {0 5 |password} ]

username name|serial-number ]

user name namefuser-maxlinks number]

username nameview view-name]

No username name

BX DA

name KA NG, =%, 2—H 1D, £/-lda~ > R4, name 31#cix
| DOHFELZITFEHATEET, EAC5HFIEHATEETA,

aaa attribute list (EE) fHE LiGE, #Fal, BLXOT AT 47 (AAA) F7K
aaa-list-name YA RNEFEHALET,

access-class L) 94y arv 7 4Xal—3 a3y T— RCHEHRE,

acoess-|ist-number access-class T~ > RTIRESNIZT 7B AU A g —"—F 1 R4
LDHET 7 REAVANERELET, Zhii=—FDty v a T
MEnET,
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algorithm-type

fFEE) 2—FDOTL—rTFA DY —I by ey at bz
WIHFEHTAZT LT X LEZEELET,
emd5: MD57 VI Y XAZFEHALCRAY— 2o a—RNLE
ﬁ‘o

escrypt : SCRYPT Ny v a7 /LI AAEMHHL CRAY— K%
Tra—RLET,

+sha?56 : PBKDF2 Ny a7 /3 Y ALEBFEHLT/NAY— K%
Tz a—RLET,

autocommand
command

(f£&) #57& L7- autocommand =1~ > Rz —HF w7 A L %ICH
BTSN D L9 I LET, F5E L7z autocommand =2~ > K73
SETTHEEy a B TLEST, ZOa~vy FMEEORIICT
BZENTE, BHIZAN—=RZEDBH L HTEAHD,
autocommand ¥ —7U — R&fliHJ 5 a~ > RIMTOREOA T v a v
T DHERH Y FT,

callback-dialstring
telephone-number

(EE) 7—Z H#fnisE (DCE) 73 AT EiEF 52 E
T&ET CGERMla— Ry 7 DEEDR)

callback-line
line-number

(EE) BrED2—P L% a—/LNy 72k L THENCT S8R ERR
(FE72138R L2/ NV —T7 ORI DlERE) OM%E 52T LEd GF
o — Ry 7 DFEDL) , FEIFEarbEEY £,

ending-line-number

(EE) FED—FLEZa— ANy 726 L THEZNCT Dk LT
T N—T DItk DR O T, ¥—T— K (tty7e &) #EME LT
Y& . line-number 3 & OF ending-line-number (XAH X} [EI#R %5 Tld 72 <
MEXRF R & 72 0 57,

tty

(EE) FEOHFBERZIEE L ET Gl —1 Ny 7 DEE
DH) o

callback-rotary
rotary-group-number

(EE) FFEDa2—Y L Ea— Ly 7z L TaCT 2 —4% ) —
IN—TREBEERETEET GERHIa— ANy 7 DFEDOR) , v—
X — T N—T TR AR RE 22 B B R S v E 3, #aPFHIZ 1~ 100
/C‘\ﬁ—o

common-criteria-policy

EE) 227747 V7RI —04HTZHEELET,

dnis

(L) HEFRSHNY—E 2 (DNIS) HbEFESNIZBHAIT/ A
UV—REAREIZLET,

mac

(&) MACT7 RLRAZa— LV TEITENDIMAC T 4 NHE ) T
Da—FHL L THEATE L ICLET,

nocallback-verify

(EE) 45E L7ZEfR O EXEC 23—y ZITRIAEN R ETH 5 Z &
ZRELET,
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username .

noescape

EE) 22— FREFHEENTVWABRA N T Ay — L EE T
BN E ol LET,

nohangup

(FE) A#iz~> F (autocommand ¥ —7U — RZEH L THRE) O
FEITHITCiscolOS VY 7 b =7 Ca—H &2 LAV E S LET,
a—PIZiE, RO VIZBIO=2—Y EXEC 7Y u v 7 M FERENFET,

nopasswor d

(S 2—Ra A T AEONRAT— REREIZ LET, @,
Z DO F—U— RiE autocommand F— 7 — RZ2 #3558 ICHAE
OETHHAT S E&RILBET,

password

(fEE) namesd|[#ZT 7 B AT B0 02— RERE L4, S
AT — RiZ 1 ~25 XFT, HORBLAR—ZXZHHTE ., username
gy RORBEOF > a b LTHEELET,

password

2= FBANTHRART—F,

encryption-type

password DEH DT F A R SLINDE D BIUK LS
NOGEIHEHSNDBAL Y A THERT D IO T, EHFIN
TWHIEEALZ A 7%, 0 (password DEZ DT F A MMIKF LS
V) BEO6 LT (TFANMIVAaARNERLEK ST AT X
LR LT S{bENng) T,

encrypted-password

A—PRANT DT IAT — R,

one-time

(FEE) 22—V ERRT— KRR 1 EETENTHL L AIEELE
T, ZORTIL, T 74V DT LT oy AR —FREITEDS
WEINCT AT DIERESNET,

c0: R fbENTVWARWASARAT— REFIT—27 Ly b GREICK
7)) i 2L xEFELET,

¢ 6 R L RAU— BB Z L ERELET,
o7 HERTDONRAT— KK L EEELET,
e5:MDS Ty vaZNizy—7 by b 2 EEBELET,

«8:PBKDFR2 Ty iadNi-y—7 Ly i Z &2 EELE

KR
¢« 9:SCRYPT Ty ad&Niy—7 Ly b Z&&EELE
7,

secr et

(EE) 2—For—r by FaRELET,
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secret Fx LNy RxA Z738G3E7 1 2 (CHAP) #EFRICEEA L £
T, B—HNATNRA RAEIZV T— b T, ADY—7 Ly N EFRE
LET, =77 by MIe—hT 31 RIS AL SN TR S E
T, K11 3050 ASCIL L FN S 72 HAEE O UFH TR T & £,
BETE 22 —¥4 L XA Y — FOMAE DO OEIZHIFRIZ /W29,
EBEORD) E— T A AEFEIAETEET,

privilegeprivilege-level  (f£F) =—HORHEL -~V ABRE L ET, #iH 1~ 15,

serial-number EE) YU TNAESEEELET,

user-maxlinksnumber  ({£5) = —WFICHFAISNDA 2T R 7 ORREERE L E
ﬁ‘@

view view-name (fEE) parserview 2~ RCHESNLECLIE2—4%a—H /L

AAA T — 2 X=X CBEAIT £ T (CLI B2 — DA DOR) |

ARV R TIAINE

ATV R E—F

D— P D EREET AT AL SN E T A

Jua—)L ar7 4¥alb—3 3 (config)

2 FRE

EREDAARZA

Jiy—=x EENE
Cisco IOS XE Everest 16.6.1 Zoawry RRNEAINE L,

username 2 <2 RNif, a7 A V22BN E L Ca—Y4, RAU—F, £2E3F0Om GO
PRREEITWVE T,

#HE D username 2~ > REEA LT, B—a2—FO4 7 a v 2EETEET,

0= VT NA A LBEEITY ., FRAENKEL/RDVE— RN AT LT LI, 2—HLHDOT
N ZBMLET, VE— TS RZEL, e —ANANT A ZDa—HFHDxT L N BKET
T, 2O hUIE, ZOVE— TS RZHNET Ha—HINVT N, AD= hY LR EN
AT = RIZTHUERHY T,

Zoawy RiE, FReE0 RN E R — P/ R ERT HLAICERN T, XX 2
Da<y ReHATHE, NAT— RRRET, 2—FZRHOFERY — AT HEHET 5 info
AP/ EEHETEET,

username =< > Rif, CHAP ODFRTED—HH & L THETT, B —h /LT A ANEIEZ M2
ETDVE— VAT AL 2= 4D U ZBMLET,

0 —H VTR, A% ) E— FDCHAP T v L > VISETE D L)1 512l —HDusername
name > b U ZMEFDT /NA ZRZTTIZE Y ECTHILTWS hogtname= > h U LRICIZT 5
VRS D F9, MR LIV 1 O —F D BN OMHER L~V % Bt 2 R0 & [R5 121,
Z—PHAOMER L~ L& TUAMCRELET (e 2IX0E1T2~15) . 22—V HA O
R L~ R R OMERR L~V K0 B S ET,

CLI Ea—¢&EMEZEL—
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3l

username .

CLIE 2 — L BENEZ E2—IX, EbLbREDa~ Ly FEREFHR~DOT 7 B X ZHIRL
7, AENEZE—ZEHTIE. 2L, a— Lt —FICET A ERERGFT D

SNMP =t~ > ROKRIIZE v b Tdh D TAP-MIB NIZIRFF SN =B ENEZ o~ R~DT 7
ERAERETETET,

lawful-intercept ¥ — 7 — R&fH L THRE SN /o2 —H1E, ORI~V EIZE 2 —40
BRIICHRE S TV RWES, T 740 F TRIENBEZ E 2 —I122 ) £7,

secret 51 HUTENFRE SN TV WA, debug serial-interface =~ > RABEZNZ 2> T\ 5
EL VT ORI T —NEREN, CHAP Fv Lo ViIFFEESEH A, CHAP T /Xy
J1E#IZ. debug ppp negotiation, debug serial-interface, 35 L (N debug serial-packet =< > K
ML CHERTE £,

Wiz, a A4 7ar7 N TCAS)ITE S UNIX D who 2= RIZEZ, T34 ZADH,
EDL—V o —EERTHY—EREEZETHHEZRLET,

Device> enable
Device# configure terminal
Device (config) # username who nopassword nohangup autocommand show users

WIS, NAT— R4 2 LEZ P ROERY— e A 2B 5012 R LET,

Device> enable
Device# configure terminal
Device (config) # username info nopassword noescape autocommand telnet nic.ddn.mil

WIZ, TXTOD TACACS+ F— DY S 72858 THOIEAET 2 ID 2 FEET 56 2=
LET,

Device> enable
Device# configure terminal
Device (config) # username superuser password superpassword

Wiz, server 1D YT )AL B —T A A0 TCHAP ZHMNT 5612~ LET,
server 1 E W I ARIO U E— F P —R"ORAT— R EFZLTOET,

hostname server 1

username server r password theirsystem
interface serial 0

encapsulation ppp

ppp authentication chap

WIZ, Wb &SN AT — R&FKRT 5 show running-config =~ > KD H 4 % 7~
LET,

hostname server 1

username server_r password 7 121FO0A18
interface serial O

encapsulation ppp

ppp authentication chap

WIZ, HEBRL~L 1 O2—HFIZ LD 1 LD LEWHERL L A~DT 78 AZHGT 5
Bl &= LET,
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Device> enable

Device# configure terminal

t¥al)Tqa

Device (config) # username user privilege 0 password 0 cisco
Device (config) # username user2 privilege 2 password 0 cisco

I, user2 DL—PF_—ZADH

Device> enable

Device# configure terminal
Device (config) # no username user2

L2 HIBR D12~ LET,

BEav >R Command

Description

debug ppp negotiation

PPP DHEENEFIC, PPPA S g v Rrd = —
B 72 DIZEE ST PPP N v A FRR
Li‘d‘o

debug serial-interface

VU T NEROBEICETAEREERLE
7,

debug serial-packet

debug serial interface =~ > R & L CHUS
TELHEHRLVBELVS I T A v H—T =
AADT Ny TR AERTLET,
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vlan access-map .

vlan access-map

VLAN X7y 87 4 W Z U THO VLAN v v 7> b U ZER E72I3EE L, VLAN 77
AT a7 4 X2l —ra T RIIEETHINE, A A LT a—)var7 g
X2l —y g F—RKTvlanaccessmap =~ > R&HHLET, VLAN~ v 7 = ~ U 24l
g 5icik, Zoa~r FonoBERXAFHLET,

vlan accessmap name [number]
no vlan accessmap name [number]

BX DA

AR R FI4ILE

ATV R E—F

name  VLAN <~ v 74

number  ((£E) (B E-I3EET A~y S = R DL —47 U AEFS (0~ 65535) .
VLAN < v 7 2B T 2BV — 7 VAR S EZHRE LeWiEE, B EICE
DBTHI, 1006BBLTI0OT oML ET, Z0F L, VLANT 7R <y
72 MPUICHAT DD, £RIEIVLANT 78 A v~y 7 = UG HIRT 5IE
%TT,

VLAN IZ# 325 VLAN vy 7 = M) F£72E VLAN < v 13 H 0 ¥ A,

Jua—)L a7 4¥ab—3 3 (config)

2% FEE

EREDAARZA

Jiy—=x EERNE
Cisco I0S XE Everest 16.6.1 Zoawry RRNEAINE L,

Ja—s L ar7 4 Xal—vay = RTE, 20a~vy NI VLAN v v 72 {ER £ 721X
BELET, 2O b iE, T=KEVLANT 7B A vy a7 4 Xal—g &
HLET, mach7 7R~y ar74Xal—vay avy REFHLT, BET5IP
FITIHEIP VT 74w DT 7 A VA RNERETEET, £/, action a2~ REEHL
T, ZORBIZED ANy y MEBEELIERe v 7T NEIDERELET,

VLANT7 7 tA vy 7 arv74F¥al—ary E—RCiE, ROa~vy RBFIHTEET,
caction : EfT 3277 a v ERELET (HREEIIFr YY) |
sdefault : =2~ K&7T 74/ MEIZERELET,
ee&Xit: VLANT7 7 BEA vy ar74Falb—vary T—RFREe&TLET,
ematch : FRETAEZHELET (IPT7 RLAELITMACT KLX)
‘no: A FEB|NZT 5 774V MEEZRELET,
T b UEE (=T AR ERELRWES, vy TORBICBNEET,

VLAN ZEIZ VLAN = v 3 1 SR ETEET, VLAN~ > 7, VLAN TX»7r v b %
ZETHEEAINET,
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. vlan access-map

v—tr v A% F & FRE L C novlan access-map name [number] 2w REMHTLE, = b
U ZEBNCHIBRCTE £,

VLAN ~ v 7% | O£ 721388 VLAN [Z@EH 3 5 12i%, vianfilter £ X —7 A A a
T4 F¥al—vay avwr ReEFHALET,

Bl WOHFITIE, vacl EWVWHIELD VLAN v v 7H2{ER L, —BHRBET7vara2F0
VLAN ~ v AT 2 HiEE R LET, o= N R~ FIHFELRWEGA,
T R 101220 F9,

Device> enable

Device# configure terminal

Device (config) # vlan access-map vacl

Device (config-access-map) # match ip address acll
Device (config-access-map) # action forward

Device (config-access-map) # end

WwOBHTiL, VLAN = Z vacl ZHIRT 2 HEE2 R LET,

Device> enable

Device# configure terminal

Device (config) # no vlan access-map vacl
Device (config) # exit
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vlan dot1Q tag native .

vian dot1Q tag native

N R—bMDFRAT 47 VLAN Tdotlq (IEEE802.1Q) DX X 7 &AM+ HIZiE, 7
0— 3L 27 4 X o b—3 g E— FTvlan dotlQ tag native =~ > K& H L £,

ZOMRER T AT, Toa~vry Fono XA ERLET,

vlan dot1Q tag native
no vlan dot1Q tag native

X DERHA Zoawy FIZiE, SIERIIF—U—FEdH 0 £H A,

ARVRTFIANE T AET

9T R E—FR Jua—s )L ary7 4 Xab— 3 (config)
avy RERE )1)—=x EEARE

CiscoIOS XE Everest 16.5.1a = ppa<y RREAINE LT,

EELOHA KSq> BEIZ K147 47 VLANID T802.1Q h 7> 7 A#HELET, ZHlZLk->T, £ VLAN
FOFTRTONRT y RnBZ XTI BRIVET,
FAT 47 VLAN COXX U TEMFF L, #2772 L N7 7427 % Ry 74 5121%, vlan
dotlqtag native =~ REMEH LET, 7/54 AL ->T, #4747 VLAN TXIE LT b
TT7 4w I NE TSI, 802.1Q X IR b T L—AOBNBIFR S, AT 4T
VLAN DX 7L 8T 7 4 v 7 2 E0L T _XTOX 7 LT 74y 27Xk y FEET,
vlan dotlq tag native =2~ > K3 A X —7 LR > TV ThH, b7 R—bDXAT 47
VLAN TiE, Hlf s T 7 4 v 27132 77 L E LTl &ERmEHFTINET,

A\

(F)  dotlgtagvlannative =~ KRR B — SV L-ULTHREINTWDLHAE, PT7 U7 AR—RT
@ dotlx FFRBAEITRI L £,

WIZ, THNAADTXTD ~F 7R — M THRAT 47 VLAN D dotlq (IEEE802.1Q)
ZXTEFINCT D0 2RLET,

Device (config)# wvlan dotlqg tag native
Device (confiqg) #

BEa<> KR Command Description

show vlan dotlq tag native | x 1 5 ¢ 7 VLAN DX ¥ 7 D AT —F Ak Fr LET,

t¥alT4a
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vian filter

t¥auFq |

VLAN ~ v 7% | DFE2I3EE O VLAN (2 H 3 51213, 7D%Aw2/74%1V%V5
v E— RTuvlanfilter a~> FEEALET, v~ 7ZHIFRTDITIE. Z0a<r Ko nofE
REFHLET,

vlan filter mapname vlan-list {list|all}
no vlan filter mapname vlan-list {list|all}

BXDEREA

AR R TFI4ILE

AR E—F

mapname VLAN v v 7 => KU 4

vian-list < 7 & AT 5 VLAN Z2f5E L7,

U2 tt, uu-vv, xx, BELPyy-zz B TO 1 >E7213HEH D VLAN U R, o<k
By a OFIEDAN—ZIER T, #HETE DHPHIL 1 ~ 4094 TH,

all < P ETRTO VLAN ISEMN L7,

VLAN 7 4 V2350 FH A,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

EREDAARZA

3l

)1y—= EERNE
Cisco IOS XE Everest 16.6.1 Zoawry RPNEAINE L,

Ny NEfBoTRENC Fe v 7L, RET vt RAOBRY CERNPIENI /D 2 ENRNE D
IZ. VLAN 7 7t A = v 7HERICEHZ LTS VLANIZHEHAT 5 2 & 2HE L £4,

WOFITIZ, VLAN~ 7 >~ Y mapl % VLAN20 B L O30 2@ L £,

Device> enable

Device# configure terminal

Device (config) # vlan filter mapl vlan-list 20, 30
Device (config) # exit

WOFITIE, VLAN~ v 7 =2 b U mapl Z VLAN 20 7S HIERT 2 sz Rm L £7,

Device> enable

Device# configure terminal

Device (config) # no vlan filter mapl vlan-list 20
Device (config) # exit

X IE A HI2iE, showvlan filter =~ RE A S L E T,
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vian group
VLAN 7 V=T 2R E T ITAE LT HI121E, Fe— b ary7 X2 b— g E— RTvlan
group 2~ RZ&fHALET, VLAN ZL—7 75 VLAN U 2 R Z2HIR9 5121k, Zoa~y
RO noFEAZMEH L £,
vlan group group-name vlan-list vian-list
no vlan group group-name vlan-list vian-list

BX DA group-name VLAN 7V —7 D4R, £ RNEHRK 32 LFE T, SCFNBIRD 2 0LER S

/= S

aAvU R E—F

vian-list vian-liss  VLAN 7 /L —F 2B EN 5 1 S8 ED VLAN Z48E L £3, vanlist 5]
FIUZIZHE—0 VLANID, VLANID ® U & . £7-1% VLAN ID O#if &
BECEET, O NI iInA7y (1) i3 bhor~ () TXY)
D i—a—o

Jua—s )b ar7 4 X¥alb—3 3 (config)

avwy FERE

FEREDHA FS14 Y

3l

)1)—=x TEAR
Cisco I0S XE Everest 16.6.1 Zoawry RPN EAINE L,

FEE S 72 VLAN 7 b — 7 BFEE L2 WGA | viangroup 2~ > RIZZ A —7 2Bk L, 87
SN VLAN VR NEZFD I NL—F 2wy B 7 LET, FRE S VLAN 7L — 7 DN ELE
THHEEIE, FRESNTZ VLAN UA RRZD T V—T i~y B 7anEd,

viangroup =~ > RO no I ZEH T % &, F8E 472 VLAN U X 73 VLAN Z/L—77) 6
HIER & £9, VLAN ZL—7 B E5% O VLAN #8425 L. FO VLAN 7L — 7138
INFET,

K100 D VLAN 7 L— 7% ETX . 1 50 VLAN 7 L— 725K 4094 D VLAN %~ v £°
VITTEET,

I, VLANT7 ~9 & 11 % VLAN Z VL —FlZ~w v o 7+ 5052 r LET,

Device> enable

Device# configure terminal

Device (config) # wvlan group groupl vlan-list 7-9,11
Device (config) # exit

WOFITIX, VLAN ZL—7 035 VLAN T 28I+ 5 52~ LET,

Device> enable

Device# configure terminal

Device (config) # no vlan group groupl vlan-list 7
Device (config) # exit
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