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¢« LA ¥ 3VNIZN L7875 VLAN @ VTEP [l CHOZ=F v X MEED F T 7L 2—
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*VXLAN X v hT—27 LIPFRy U= TOZ=F ¥ A MEikDO N T TNy a—T 4
7 (33 =)

cTTFT UM N—TFT Yy RV TFXXYAND N T TN a—TFT 47 (36 3—)

« BGP EVPN VXLANV6 D s T TV 2—F 4 7 (37 =)

BGPEVPNVXLAN D S IS a—TFT 420D F YA
IDORF2 A M TIEIBGPEVPNVXLAN ICHEH SN S EESER N T TN a—TFT 4 7D
CFUVFE B FVFD N T TINANY 2 —F 4 T FHEIZOWTHALET,

DRI TNV 2a—T 47D RFa A hTlEshow 2~ RO OEEDITORKEIZ =
AV EBBIMENTWET, ZHUXZOHIIATORE ORI % FFH £ 72 13T 57200 b 0
TT, IALIBHLVITTHELSEAIZ2 A FORTOH T2 L £9, show 2~
ROHAND a A hERFHTH72DIC, RFEa2 A2 PRIETROFXLEHMEH SN TOET,

<<— Text highlighted in this format inside a command's output represents a comment.

This is done for explanation purpose only and is not part of the command's output.

wIZ, 2507 7 A VTEP (VTEP 1 BLWNVTEP2) & EVPNL— KU 7L 27 Z %L T
VXLAN % v hU =7 128 ENT2AR—F—1) —7 VTEP Zff | L72 EVPN VXLAN hARm ¥
OFZRLUET, 727 B AMDE VTEP 121X 2 BEOFRA T AL AR R EINTEY . A—
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B screvenvin o rS TV a—F oo TDLF YA

H—1—7 VTEP I IP * v N — 7 IR INTWVWET, TORF2 A MO NT TV

Ya—T AT DT IFFTRT, IO MR PR L TRHERTOET,
1:EVPNVXLAN ® 7RO

1
_‘”_ VRF VXLAN
L

4

Border Leaf VTEP IP Router
Tunnel IP: 10.2565.1.11 IP:10.8.9.9
RMAC: EC1D.8855.F55D

EVPN
Router Reflector
Loopback0 IP: 10.7.7.7

Twi1/0/1:10 Giz/0/1:10 Gi2/0/1:13

Tunnel IP: 10.255.1.1
RMAC: 7035.0956.TEDD
Loopbackd IP: 10.1.1.1

L] L] L] L]

Tunnel IP: 10.255.2.1
RMAC: 7486.0BC4.B75D
LoopbackQ IP: 10.2.2.2

g VLAN 12 EVLAN 10 y VLAN 10 ”\FLAN 13
Hast Device 1 Host Device 2 Host Device 3 Host Device 4
IP Address; 10.12.12.12 IP Address: 10.10.10.11 IP Address: 10.10.10.12 IF Address: 10.13.13.13
MAGC Address: 0051.B602.10e7 MAC Address: 0051.8602.10¢6 MAC Address: 008e.7391.1946 MAC Address: DD8E.7391.1977

356471

w2, FRROKIRT P A2 YO BGPEVPNVXLAN ICHEH SN ASEFSER T Ty a—

T4V TF VA ERLET,

e FUYF1: Tu— KXy A, AHZ=F YA N, v LFXYANDNT T 4 v 7Rk

DNFTITNY a—F 47

«UFYF2: LAF2VNIZA L7 L VLAN O VTEP [H THO2 =% ¥ 2 MEXD 5

TNy a—T 4T

TNy a—T 47

Sa—T 4T
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| BGPEVPNVXLAN D 5T a—F 1%
JO—K&rR b, FHIZFrRA b, TLFFYR DO RS T oEEO ST 1—T 125 [

JA—RFEXxv R b, FHIZFVYRX b, TILFHXEYRE
DS TAVIEED S TN a—Ta2T
ZOTFIVAFE, RAART AL ZA2MBK1:EVPNVXLAN O hARr Y 25—) [ZRLTEZ

RARNTFARALZAZDOARPEFEEF L L O L Lz ICTRATAAREMELRXHY £, BUM ~7
T4 IEEE N T TN a—T 4 VT BHENL, RORIRTF =7 2FITLET,

£1:F7UF1: TJO—FFXF ¥R b, FHIZF VYR b, YILFXVYRA ST 0 v D ERE

EITIH5FI VY RTISFIR

Ta— KXy A NIALTOAy ML S, |77y PRTE— KR ¥ X F8%y b (ARP
Tr— X xR FSy b2 E) ThBENE
5 ERERLET,

RARBE LY T Ry MehBh, BADY [ROFIEOWFAEEITLET,
T3y MTH D, e IR A RTF AL R A HERT S,

* VTEP @ SVI % E % Wedd ¥ 5,

A= A D NT7 1 v 7 OEEIZY | 72—V VTEP T show platform software fed
E— h MAC 7 RLARFEE EINTWAH ) E | switch active matm macTable vian vian-id =~
2% v R%&Fi#E EXEC E— RTEITL, 2V
F— FFRRA T NAL ADMACT R L ARFER
SNTWENE I D EERLE T, RS
TWARWEAIE, UE— KA RS 2%
FEEE LW, fRIRT D MLER D
nE9,

BUM F 77 4 v 7, ~VFXR¥ A M—T 4 7 ZEH L TVTEPIZX > T VXLAN =27
WCHRE ESNET, ARPT a2 — RX v A Ty hORREZEDIZIE, ORI 74 v T %2
T EMODOVTEPIZEET D DIEAT OMENRH D~ VTFF v A N T N—"T"%i5T D3
NV ET, BUM b7 7 4 v 73RN =D LA X2 A4 0 F—T A AZHELET,
FZ T 42X 2T T EMEEN, VXLANAV—T Ry 7 f B2 —T oA A EETET
HRNF XY A NI N—TEEH L TCEEENET,

Y

(¥)  EVPNVXLANIZXT2BUM hT7 7 4 v 7 #5iks T TNy a—T 4 7T DHHENT, T X —
LA~V TFFY A NEREICHETDHLERNH Y 9,

EVPNVXLANBUM F T 7 4 w V#EkE NI TNy a—F 4 7451213, ROFIEEZFEITL
i—a—o

BGPEVPNVXLAN D ~ 5 T a—TFT 12 .



BGPEVPNVXLAN O h5 Tl a—F 124 |
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1. B—HARARNTF AL ADOMACT RLUAL ARP Fop ) U AT~ LFF ¢ A I
TN—TDPRE (4 2—20)

2. aTWA v Z—T oA AT DMBPIABFT ¥ TF ¥ OFRE (4 2—)

3. UE—FIKALT A Z~Dping (5°—)

4, ARP ERNZ[EEN, vV FF¥ A M— FBHEREN-Z L 2HRTD (53—)
5. HMIAIF v 7' F ¥ TO ARP ERIGEDFEL MR T D (6 X—)

6. 7B ENT- ARP BIR A VXLAN UDP 5655 R — h~D<= /L FF 4 2 N )L—TF |25k
SNTWAI LEEHERTS (63—)

7. aT7 A HE—=T A AEO ARP ISED VXLAN UDP 5655 R— b~ =%y X N THhH
T IELENTWD Z L 2fERT S (62—)

A—AIKRRXFTNAZXAOMACTY FLRXEARP F R VS IZERTBTILFE YR T IL—
TORE

Wiz, B—HDNVEARTNRAL ADOMACT FLAE, ARP 71— R¥ ¥ & FNERD k-
VRV UTIERTEYANT XYy XA NN —T R T 65~ LET,

VTEP-1# show mac address-table address 005f£.8602.10c6
Mac Address Table

Vlan Mac Address Type Ports

10 005f.8602.10c6 DYNAMIC Twl/0/1 <<— MAC address of 10.10.10.11 is learnt here

VTEP-1# show run int nve 1

interface nvel

no ip address

source-interface Loopback999

host-reachability protocol bgp

member vni 10001 mcast-group 239.10.10.10 <<— Group is mapped to the VNI under NVE

VTEP-1# show run | s vlan conf
vlan configuration 10
member evpn-instance 10 vni 10001 <<— VNI mapped under VLAN 10

VTEP-1# show 1l2vpn evpn evi
EVI VLAN Ether Tag L2 VNI Multicast Pseudoport

10 10 0 10001 239.10.10.10 Twl/0/1:10
<<— EVPN instance 10 is mapped to VLAN 10 and VNI 10001
(Using multicast group 239.10.10.10 for Broadcast ecap tunnel)
<...snip...>

AF7RA VB =T 24 AT BEHAAFT Y TFrDRE

WIS, aTMA o Z =T 2 AT DMMPIATF v T T ¥ 2RET DR LET,
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JO—K&rR b, FHIZFrRA b, TLFFYR DO RS T oEEO ST 1—T 125 [

A\

GE  EB@* Y NU—7TE, 74N FERELTCIOavy REEALET,

VTEP-1# show monitor capture 1 parameter

monitor capture 1 interface TwoGigabitEthernetl/0/2 BOTH
monitor capture 1 match any

monitor capture 1 buffer size 100

monitor capture 1 limit pps 1000

1) E— FRR b T34 XA~D ping
WIZ, VE— FHRANT /A AT ping ZFE(TT HH 2R LET,

VTEP-1-HOST# ping 10.10.10.12 <<— sourced from Host machine 10.10.10.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.12, timeout is 2 seconds:

ARPERMNZIEEIN., VILFXF YA MIL—MIEEINE-CEEZHERT S

COFETIE., EBHEOLF XY A MRGEEFEH LT, VIEP WO~ F %+ X ME|
FEFREMEAERLET, v AF Xy X FNOWREIZAEHNTIEHY FHA, FHINT
WRWEA. 2 b O S,GARREIFHAREINIZ 2D £97,

ROMTITIE, ARPERZZEL T FF v A MLb— FPBEINTZZ LRI
TWET,

VTEP-1# show ip mroute 239.10.10.10 10.255.1.1

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,

- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,

- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

- URD, I - Received Source Specific Host Report,

- Multicast Tunnel, z - MDT-data group sender,

Joined MDT-data group, y - Sending to MDT-data group,

- Received BGP C-Mroute, g - Sent BGP C-Mroute,

- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

- Received BGP S-A Route, g - Sent BGP S-A Route,

- RD & Vector, v - Vector, p - PIM Joins on route,

- VxLAN group, ¢ - PFP-SA cache created entry

Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

X <10 Z QKNG XH3H
I

(10.255.1.1, 239.10.10.10), 00:00:25/00:02:34, flags: FTx <<— x flag set for VXLAN
group
Incoming interface: Loopback999, RPF nbr 0.0.0.0 <<— Broadcast being encapsulated
into VXLAN tunnel IP
Outgoing interface list:
TwoGigabitEthernetl1/0/2, Forward/Sparse, 00:00:23/00:03:06
<<— Sending towards core to VTEP-2
(10.255.1.4, 239.10.10.10), 3d18h/00:02:25, flags: JTx <<— BUM traffic from VTEP-2 (if
the
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ARP request was from VTEP-2)

Incoming interface: TwoGigabitEthernetl1/0/2, RPF nbr 10.1.1.6
Outgoing interface list:
TunnelO, Forward/Sparse-Dense, 3d18h/00:00:14 <<— Tunnel 0 is the VXLAN tunnel
used for decapsulation

HARAHF v TF ¥ TOARP ERICEDFELHERT D

RO TIE, ARP BRIGEDVMAIALF ¥ T TF X IZH D L B LET,

VTEP-1# show monitor capture 1 buffer display-filter "arp"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

7 0.000018 00:5£:86:02:10:c6 —> ff:ff:ff:ff:ff:£ff ARP 110 Who has 10.10.10.12? Tell
10.10.10.11

9 0.000022 28:52:61:bf:a9:46 -> 00:5£:86:02:10:c6 ARP 110 10.10.10.12 is at
28:52:61:bf:a9:46

Hh7teIiESht= ARP ZERMN VXLANUDP B R— FADTILF XY A MTIIL—TIZESNT
WBZ EEERT D

KOKNZ, VXLAN /L—7 23 7 535 VNI 10001 & VLAN 10 @ VXLAN UDP %4 258 —
k4789 IZEEEN D, v F X ¥ A KJL—7239.10.10.10 ND I T L ENT- %
F D ARP BxRZRLET,

No Time. Destination Protocol Length _info
1 0.000 :ch :ff: ARP 116 Who has 10.10.10.127 Tell 10.10.10.11
2 0.000 ARP 110 10.10.10.12 is at 28:52:61:bf:a9:46

Frame 1: 110 bytes on wire (88 bits), 110 bytes captured (88@ bits) on interface @

Ethernet II, Src: 74:a2:e6:4f:c9:00, Dst: 81:80:5e:0a:0a:0a

» Destination: 81:00:5e:0a:0a:@a

» Source: 74:a2:e6:4f:c9:00
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:[10.255.1.1, Dst: 239.10.10.10

User Datagram Protocol, Src Port: |65419 (65419), Dst Port: 4789 (4789)
Source Port: 65419
Destination Port: 4789
Length: 76

» Checksum: 8x@000 (none)
[Stream index: @]

Virtual eXtensible Local Area Network

» Flags: ©x080@, VXLAN Network ID (WNI)
Group Policy ID: @
VXLAN Network Identifier (WNI): 16001
Reserved: 0

Ethernet II, Src: @8:5f:86:82:18:c6, Dst: ff:iff:ff:ffiff:iff

» Destination: ff:iff:ff:ff:ff:ff

» Source: 80:5f:86:02:10:c6
Type: ARP (0x0806)
Trailer:

Address Resolution Protocol (request)

4

av

<

-

A7A3—T 4 AN 50 ARP [EEM VXLANUDP 588 R— hADI=F v X FTHTEIL
EENhTWB I LZHRT D

’DOKNZ, VXLAN L—7 3 7 [T, VNI 10001 & VLAN 10 @ VXLAN UDP %i%%

A= b 4789 ~D=F ¥ A NTH S B/MLENTZaT A v F—T = A A5 D ARP
WEETRLET,
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Ne. Time Source Destination Protacol Length Info
1 0.000 00:5f:86:02:10:c6 Ff:ff:ff:ff:ff:ff ARP 110 Who has 10.10.108.127 Tell 10.10.10.11
2 0.000 28:52:61:bf:a9:46 00:5f:86:02:10:c6 ARP 110 10.10.10.12 is at 28:52:61:bf:a9:46

» Frame 2: 118 bytes on wire (888 bits), 11@ bytes captured (880 bits) on interface &
v Ethernet II, Src: 74:a2:e6:4f:c9:00, Dst: 79:35:09:56:7e:d6
» Destination: 70:35:09:56:7e:d6
» Source: 7d:a2:e6:4f:c9:00
Type: IPvd (0x0808)
» Internet Protocol Versign 4, Src: 10.255.1.2, Dst: 10.255.1.1
v User Datagram Protocol, [Src Port: 65350 (65350), Dst Port: 4789 (4789)
Source Port: 65350

Destination Port: 4789
Length: 76
» Checksum: 0x8008 (none)
[Stream index: 1]
Virtual extensible Local Area Network
» Flags: BxB8O8, VXLAN Network ID (VNI)
Group Policy ID: @
VALAN Network Identifier (WNI): 10001
Reserved: 0
Ethernet II, Src: 28:52:61:bf:a0:46, Dst: 00:5f:186:02:10:c6
» Destination: @@:5f:86:02:10:¢6
» Source: 28:52:61:bf:ad:46
Type: ARP (0x806)
Trailer:
» Address Resolution Protocol (reply)

<

<

FREOTRTCOF =2 v 7 ZWER L, T r— ¥ v A MREFRREMEICEZREN D H5E81F, U
F—hk VIEP CF = v 7 20K L E9,

L4 %2VNIZ4r L= CVLANADVTEPRE TOI =% v
ARGEED S TN a—Ta0Y
ZDOTF U AIE, VLAN 10 NOKRA BT /34 A2 28 VLAN 10 ND R A R 7 /34 A 3121 ping
ERERITLLY L LI EITHAETHREENRS Y 7, LAV 2VNIZ4 L72[H U VLAN N

DOVTEP[ Ca =% % R NEEEX N T TN 2 —T 4 V7T ARNT. ROFBIZRTF v 7 %
EITLET,

R2:0FUF2: LAV 2UNIENLIZRIL VIANKRD VTEPETOA=F v R FEED STV a—FTa 2T

ETIEH5FI VY K179 SFIR

LAV 2BEY E— FAR A FDBE—H/LKRA | RANF /A ZTHHE EXEC E— FTarp -a
T ARP DR S 72008 9 D, av U REFEITLET,

AN LY TRy bv AT R DNED | ROFIEOWTNHEETLET,
A « BA DT AL 2 %WERT D,

« VTEP @ SVI iR E & Wil 4 2,

2 —771/L VTEP C EVPN A A% ZR3GKE |VTEP TIRD 2~ > R & FfHE EXEC £— R T
STV DDE DD FATLET,

e showrun | section|2vpn
«show run | section vlan config

» show run interface nve interface-number
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RITTBFzvY

R1TI SFIR

UE—FMACT RLANRE—HLEA K&
@ U VLAN D7 v k74— AMATM T48
SNTVDNE D,

VTEP T show platfor m softwar efed switch active
matm macTablevlan vian-id =t~ > %
EXECE— FTHITL, WL VLANND U E—
FNMAC 7 RLU AR LET,

LAV 2VNIZEHLTH L VLAN ND 2 50D VIEP i ThO =% v X NiEEE T 7L
Va—T 47T HITIE. ROFIREZFEITLET,

* EVPN VXLAN LA ¥ 2 A —_—L A R v

* EVPN VXLAN LA ¥ 2 ==L A X v
ERERLET,

No—roFubla=r VEERLET,
NI =7 TOH TRy "NIT 7 4 v 7 OBHE)

EVPNVXLAN LA/ ¥ 24 —/N\—L Ay kDO—oDTROE 3= T

DHER

EVPNVXLAN LA ¥ 24— R_—L A %y hT—2r D ya = E2HRT A3, RO

Fxv 7 EBFTLET,

1. EVPN %= %Y TOEVPNA L AZ L ZAD TR EY g =0 7O (8 X—)

2. LAY 2VNIDNVE 7R FAETDHZEEZMRLET,

> w

R—=FPNBIMENTNWD Z & ZHERT D

(10 =—2)

NVE 2R —%2 FTOLAFY2VNIDOT by g =27 0fE (10 2—)

LA ¥ 2 B5EEH_—2 (FIB) @7 7t A VLAN IZ LA ¥ 2 VNI VXLAN | > RILEAE

(11 =—2)

EVPN Y 2—C v TOEWPN A YV RA VRO TAES 3 =T DR

WIZ, EVPN %X —Y % CEVPN A VAF U ANRT oY a = 73N TnWh I %

g ol R LET,

VTEP-1# show run | section 1l2vpn
12vpn evpn instance 10 vlan-based
encapsulation vxlan

route-target export 10:1

route-target import 10:2

VTEP-1# show run | section vlan config
vlan configuration 10

<<— Import or export right route-targets

<<— Import or export right route-targets

member evpn-instance 10 vni 10001 <<— EVPN instance & VNI mapped to the VLAN

VTEP-1# show run interface nvel
interface nvel

source-interface Loopback999
host-reachability protocol bgp

member vnil0001 mcast-group 239.10.10.10

. BGPEVPNVXLAN D b5 TV a—TF 4 V4
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EVPNVXLAN LA ¥ 24— 3—LA %y k7—snToeva=vrouR ||

VTEP-1# show run interface loopback 999
interface Loopback999

description VxLAN Loopback

ip address 10.255.1.1 255.255.255.255

)

GE)  WMEZSU T, VIEP2 Tshowrun 22 REFET L TRELHER LET,

VTEP-1# show 12vpn evpn evi 10 detail <<— VLAN number and EVPN Instance number
are not always the same, confirm which
EVPN Instance maps to your VLAN
with the show 1l2vpn evpn evi command

EVPN instance: 10 (VLAN Based) <<— EVPN Instance number does map to the VLAN.
RD: 10.1.1.1:10 (auto)
Import-RTs: 10:2 <<— Importing VTEP-2 (if you are not seeing the prefix,

check configuration for the right import/export statement
under the 1l2vpn evpn instance)

Export-RTs: 10:1
Per-EVI Label: none
State: Established
Encapsulation: wvxlan
Vlan: 10 <<— Layer 2 VLAN
Ethernet-Tag: 0
State: Established <<— If State is not "Established", there
could be a misconfiguration
Core If: V1an99
Access If: VlanlO
NVE If: nvel
RMAC: 7035.0956.7edd
Core Vlan: 99
L2 VNI: 10001 <<— Layer 2 VNI
L3 VNI: 99999
VTEP IP: 10.255.1.1
MCAST IP: 239.10.10.10 <<— BUM Group for flooded traffic (Layer 2 learning,
etc)
VRE': vxlan

IPv4 IRB: Enabled
IPv6 IRB: Enabled
Pseudoports:
TwoGigabitEthernetl/0/1 service instance 10
<<— Layer 2 Access pseudoport (combination of Layer 2 port and service instance)

)

GE) LAY 2A—N—L ARy NT—=TDHNRTY vy ZTIZRESINTODEAETE core
If, Access If, RMAC, Core BD., L3 VNI, BILNVRF 7 4 —/L RDRE I N TRz
O, INHLOEITFERINEE A,

VTEP-2# show 1l2vpn evpn evi 10 detail

EVPN instance: 10 (VLAN Based)
RD: 10.2.2.2:10 (auto)
Import-RTs: 10:1 <<— Importing VTEP-1 route-target
Export-RTs: 10:2
Per-EVI Label: none
State: Established
Encapsulation: vxlan
Vlan: 10 <<— Layer 2 VLAN
Ethernet-Tag: 0
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State: Established
Core If: V1an99

Access If: VlanlO

NVE If: nvel

RMAC: 7486.0bc4.b75d
Core Vlan: 99

L2 VNI: 10001 <<— Layer 2 VNI
L3 VNI: 99999

VTEP IP: 10.255.2.1
MCAST IP: 239.10.10.10
VRF: vxlan

IPv4 IRB: Enabled

IPv6 IRB: Enabled

Pseudoports:

GigabitEthernet2/0/1 service instance 10

<<— Layer 2 Access pseudoport (combination of Layer 2 port and service instance)

LAY 2VNIONVEET7HNEET D EFHERALET,
WIZ, VAP 2VNIIZNVE BT BHEET H0E ) DEiERT 562 R~ LET,

VTEP-1# show nve peers vni 10001 <<— This VNI is learned from "show 1l2vpn evpn evi"
Interface VNI Type Peer-IP RMAC/Num_RTs eVNI state flags UP time
nvel 10001 L2CP 10.255.2.1 2 10001 92 N/A 00:01:03
<<— Layer 2 Control Plane (L2CP) peer for the VNI is an indicator that this is
Layer 2 forwarding

<<— Interface NVE1l, L2CP, egress VNI are shown, state is UP for a time of 00:01:03

VTEP-2# show nve peers vni 10001

Interface VNI Type Peer-IP RMAC/Num_RTs eVNI state flags UP time

nvel 10001 L2CP 10.255.1.1 3 10001 )5 N/A 00:47:2
<<— Interface NVEl, L2CP, egress VNI are shown, state is UP for a time of 00:47:02

NVEa L HR—RY RTOLAYV2VNIDTOES 3 = DRER

WIZ, NVE 2 U R—F% 2 FTCLUAFY2VNIR TR E S a3 =0 78N TWA 2 L &R
THEERLET,

<<— VNI 10001 is correlated to VLAN 10
from show 1l2vpn evpn evi

Interface VNI Multicast-group VNI state Mode VLAN cfg vrf

nvel 10001 239.10.10.10 Up L2CP 10 CLI vxlan
<<— state is UP, type is Layer 2 VNI (L2CP); VLAN 10 is mapped to VNI 10001

VTEP-1# show nve vni 10001 detail

L2 VNI IPv6 IRB down reason:
BDI or associated L3 BDI's IPv6 addr un-configured
IPv6 topo id disabled

L2CP VNI local VTEP info:
VLAN: 10

SVI if handler:
Local VTEP IP:

<<— Layer 2 VNI provisioning

<<— Confirms that mapping is with VLAN 10

0x4D

10.255.1.1 <<— VxLAN Tunnel IP

Core IRB info: <<— Layer 3 VPN provisioning (not required for troubleshooting
a scenario with pure Layer 2 VPN packet path

L3VNI: 99999

VRF name: vxlan
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VLAN: 99

V4TopoID: 0x2

Vé6TopoID: OxXFFFF

Local VTEP IP: 10.255.1.1
SVI if handler: 0x50

SVI MAC: 7035.0956.7EDD

VNI Detailed statistics:
Pkts In Bytes In Pkts Out Bytes Out
0 0 18158681548 27383291735556

LA ¥ 2855158~ —X (FIB) ®7 %4 X VLAN [Z L 4 7 2VNIVXLAN k> R )JLEERIAR— A
EBMENhTWE I EEZHRT D

WIZ, LA ¥ 2VXLAN > R EIAR— RS LA ¥ 2FIB ®7 7 & A VLAN |ZiEIN
SNTWAHZ LE2HERTHHZRLET,

VTEP-1# show 12fib bridge-domain 10 detail <<— Bridge-domain will be same as VLAN
number
Bridge Domain : 10

Reference Count : 14

Replication ports count : 2

Unicast Address table size : 3

IP Multicast Prefix table size : 3

Flood List Information
Olist: 5109, Ports: 2

VxLAN Information
VXLAN DEC nv1:10001:239.10.10.10

Port Information

BD_PORT Twl/0/1:10 <<— Pseudoport has been added to bridge-domain:
(physical port + the BD number for the VLAN)
VXLAN REP nv1:10001:239.10.10.10 <<— VXLAN Replication group

Unicast Address table information
008e.7391.1946 VXLAN CP L:10001:10.255.1.1 R:10001:10.255.2.1

IP Multicast Prefix table information
Source: *, Group: 224.0.0.0/24, IIF: Null, Adjacency: Olist: 5109, Ports: 2
Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist: 5109, Ports: 2
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist: 5109, Ports: 2

VTEP-2# show 12fib bridge-domain 10 detail
Bridge Domain : 10

Reference Count : 15

Replication ports count : 2

Unicast Address table size : 4

IP Multicast Prefix table size : 3

Flood List Information
Olist: 5109, Ports: 2

VxLAN Information
VXLAN DEC nv1:10001:239.10.10.10

Port Information
BD_PORT Gi2/0/1:10 <<— Pseudoport has been added to bridge-domain:
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(physical port + the BD number for the VLAN)
VXLAN REP nv1:10001:239.10.10.10 <<— VXLAN replication group

Unicast Address table information :
005£.8602.10c6 VXLAN CP L:10001:10.255.2.1 R:10001:10.255.1.1

IP Multicast Prefix table information :
Source: *, Group: 224.0.0.0/24, IIF: Null, Adjacency: Olist: 5109, Ports: 2

Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist: 5109, Ports: 2
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist: 5109, Ports: 2

EVPNVXLAN LA/ ¥V 24 —/IN\—L A2y FTDT—HOTOY TRy FA k
T4V RBEDOMHESR

WORKNZ, VTEP LIZEERE S NTZB A MT /23, A G VIEP2 IZHEGR SR A R T /34 A~D
N7 74y OBEERLET,

B2:L4¥v2LL 43D VNIENLTZEVPNVXLAN %2y R D—9 TD RS T4 v DFEH

I

VTEP 1 VTEP 2
EVl 12 EVI13
. sVl 12 sv113
D | VLAN 12 N : 12 L =
Host Device 1 IP VRF vxlan Svig9 | Svigg IP VRF vxlan Host Device 4
IP Address: 10.12.12.12 VNI 12012 VNIT3013 | b Address: 10.13.13.13
VLAN VLAN
99 29
Inter-subnet Traffic |
EVI 10 VNI 99999 Layer 3 VNI I VNI 99999 EVI10
D‘ | VLAN 10 | Intra-subnet Traffic | sVI 10 VLAN 10 W@
— SVI 10 VNI 10001 Layer 2 VNI | VNI 10001
Host Device 2 Host Device 3
1P Address: 10.10.10.1 L] IP Address: 10.10.10.12

56470

FORTIE, VAY2 b T 74 v 70iF. LAY 2VNILI0001 29 L THEA RTNA A2 B7R
ARNTNRA A3 LET, EVPNVXLAN LA ¥2A—N—=L A Ry NI NOYT R
FNRNT 7 47 OBENEHRT DI, ROTF = 7 2FTLET,

1. I0S-MATM TuE—H/L MAC 7 RUANRFEBINT-Z L2 HET 5 (13 3—2)

2. FED-MATM Tr— /)L MAC 7 RL AL UE— Kk MACT FLADW TN EE I TWD
Tl EHETD (13 3—)

3. ICMP =2 —3:R/N VTEP | 7 72/ b &7 % £ T VTEP 2 L UDP %65eR — MIBHE)
THZELEEERTH (14 X—)

4, T — LR A NFIRAL 2D ARP O (14 ~<—2)

5. MACT7 RVAZV MUMNSISFTNA R TR 7 T—TATEHINTWDHI L%
E@n 7? (14 ”Q_‘ij)
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EVPN v 32—V ¥ N MACT RLAZ LV R THFIN TWD Z & 2MHERT S (15—
D)
EVPN =% —Y % ™LA ¥ 2D RIB~DMAC/L— 2 HEH L TWLHZ L Z2iERT S (16

Re2)

LAY 2DRIB2AE—/LMAC/V— h%&#EHLTBGP Z ¥ # L. BGP 28V £— F MAC
N—F AL TCLAVY2DORIBZEH L TCWNWDHI EEHRTD (17 X—)

BGP MHFEL, LA V2DORIBIZEH SNZMAC/L— b L2FIBICHEHFENTWD Z
L EWERT S (19 =)

=)

Y7y "N RNT T 4w 7 OBEIZHERT AT, MAC/L— FOLREEINET, MAC-IP
A—RME, TV R I 7 4 v ZI3dEAESNETA,

I0S-MATM TA—AJ)LMACT RLANZEB INI-C L EHRT S

Wiz, I0OS-MATM T o — BN /VMAC 7 RLANREFH SN2 L 2R T 202~ L%
T,

VTEP-1# show mac address-table interface tw 1/0/1 vlan 10

Mac Address Table

Vlan Mac Address Type Ports

10 005f£.8602.10c6 DYNAMIC Twl/0/1 <<— IOS-MATM shows only
local MAC addresses

VTEP-2# show mac address-table interface g 2/0/1 vlan 10

Mac Address Table

Vlan Mac Address Type Ports

10 008e.7391.1946 DYNAMIC Gi2/0/1

FED-MATM TO—AJIMAC7 FLREYE—FMACT FLADEANZEB SN TSI L%
WIS

wIZ, a—HLMACT RL AL UE— K MAC 7 R L 2D 55 FED-MATM T453%

&Y

NTWDHZ L el o027 LET,

VTEP-1# show platform software fed switch active matm macTable vlan 10
VLAN MAC Type Seq# EC_Bi Flags machandle
siHandle riHandle diHandle *a time *e time ports

10

10

005f£.8602.10c6 0x1 60 0 0 0x7efcc0d78fc8 0x7efcc0ca8b88
0x0 0x7efcc06cfoc8 300 144 TwoGigabitEthernetl/0/1

<<— Local MAC address is displayed here
008e.7391.1946 0x1000001 0 0 64 O0x7efcclOcafb38 0x7efcc0d7£628
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0x7ffa48c850b8 0x7efcc038ccl8 0 144 RLOC 10.255.2.1 adj_id
135
<<— Remote MAC address is displayed here

VTEP-2#sh platform software fed switch active matm macTable vlan 10

VLAN MAC Type Seq# EC Bi Flags machandle siHandle
riHandle diHandle *a time *e time ports

10 005£.8602.10c6 0x1000001 0 0 64 O0x7fcec4e977d8 O0x7fcec4e93ae8

O0x7fcec4e93308 0x7fcec430a3d8 0 0 RLOC 10.255.1.1 adj id
64
<<— Remote MAC address is displayed here

10 008e.7391.1946 0x1 46 0 0 Ox7fcecd4c6az248 Ox7fcec4c20698

0x0 0x7fcec4611438 300 126 GigabitEthernet2/0/1

<<— Local MAC address is displayed here

ICMP T —ZERMNVIEP1 h TILESN=FFTVIEP2 LD UDP B R— MZFET B &
RSB

WDOKIZ, ICMP =2 —HiR2N VTEP 1 B 7B/ bLENT-FE T, V—T w7 (v
2 —7 A A L0999 & L A ¥ 2 VNI 10001 %4 L CVTEP 2 @ UDP %55 — MMZf

o2 xR LET,
= 10.000 10.10.10.11 10.10.10.12 1cHp 164 Echo (ping) request
— 2 0.000 10.10.10.12 10.10.10.11 ICMP 164 Echo (ping) reply

Frame 1: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on interface @
Ethernet II, Src: 00:00:00:00:00:00, Dst: 00:00:00:00:00:00
Internet Protocol Version 4, Src: 10.255.1.1, Dst: 10.255.1.2 <——— L0999 VTEP loopbacks
User Datagram Protocol, Src Port: 65419 (65419), Dst Port: 4789 (4789)
Virtual eXtensible Local Area Network
» Flags: 0x0800, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 10001 <@ L2VNI10001Vian10

Reserved: @
Ethernet II, Src: 00:5f:86:02:10:c6, Dst: 28:52:61:bf:a9:46 Native Source/Dest IP/MAC
Internet Protocol Version 4, Src: 10.10.10.11, Dst: 10.10.,10.12 ———
Internet Control Message Protocol

dvvYyywy

vy

O—A AR b F/314 2D ARP DFER

WIZ, B— TR A NTNA AD ARP ZFERT 502~ L E£1,

VTEP-1# show ip arp vrf vxlan 10.10.10.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.10.10.11 2 005£.8602.10c6 ARPA VlanlO
VTEP-2# show ip arp vrf vxlan 10.10.10.12

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.10.10.12 4 008e.7391.1946 ARPA VlanlO

MAC7 FLRI U RUMSISFTINNAR FSvF T T—TILTEEINTWS L #HERT
%

WIZ, MACT RLANSISFTNA A T v F 7 T—T7 )N THEEIND T L 2R
THHERLET,
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VTEP-1# show device-tracking database mac <<— Only Local MAC addresses are seen
in SISF device tracking table
MAC Interface vlan prlvl state time left policy
005£.8602.10c6  Twl/0/1 10 NO TRUST MAC-REACHABLE 347 s evpn-sisf-policy

<<— MAC, REACH, and EVPN type SISF policy are displayed

VTEP-2# show device-tracking database mac <<— Only Local MAC addresses are seen
in SISF device tracking table
MAC Interface vlan prlvl state time left policy
008e.7391.1946 Gi2/0/1 10 NO TRUST MAC-REACHABLE 164 s evpn-sisf-policy

<<— MAC, REACH, and EVPN type SISF policy are displayed

EVPN T R—S v HMACT RLRAIU Y TEHEINTWSI L ZHERT S

EVPN<~X— ¥ due—H /L MACT FLAES¥E L, #5514 V2RIBIZEML
¥4, EVPN%X—2 %3, LAY 2DORIBILSHUE—FMACT RLAHEE LE
T8, = MJIEMACEE Y 7 4 OB OMER SN E T,

WIZ, EVPN~ 32—V ¥ INMACT RLATHEHFINTWADZ & 2RI 0 E2 R LE

B

VTEP-1# show l2vpn evpn mac evi 10

MAC Address EVI VLAN ESI Ether Tag Next Hop

005£.8602.10c6 10 10 0000.0000.0000.0000.0000 0 Twl/0/1:10
<<— MAC Addresss learned by EVPN Manager. States look correct

008e.7391.1946 10 10 0000.0000.0000.0000.0000 0 10.255.2.1

VTEP-1#sh 12vpn evpn mac evi 10 detail

MAC Address: 005£.8602.10c6 <<— Local MAC address

EVPN Instance: 10 <<— EVPN Instance

Vlan: 10 <<— VLAN

Ethernet Segment: 0000.0000.0000.0000.0000

Ethernet Tag ID: 0

Next Hop(s) : TwoGigabitEthernetl/0/1 service instance 10<<— Local interface

or local instance

VNI: 10001 <<— VNI Label
Sequence Number: 0
MAC only present: Yes

MAC Duplication Detection: Timer not running

MAC Address: 008e.7391.1946 <<— Remote MAC Address

EVPN Instance: 10 <<— EVPN Instance

Vlan: 10 <<— VLAN

Ethernet Segment: 0000.0000.0000.0000.0000

Ethernet Tag ID: 0

Next Hop(s) : 10.255.2.1 <<— Remote VTEP-2 Tunnel Loopback
Local Address: 10.255.1.1 <<— Local VTEP-1 Tunnel Loopback
VNI : 10001 <<— VNI Label

Sequence Number: 0

MAC only present: Yes

MAC Duplication Detection: Timer not running

VTEP-2# show 1l2vpn evpn mac evi 10
MAC Address EVI VLAN ESI Ether Tag Next Hop
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005£.8602.10c6 10 10 0000.0000.0000.0000.0000 O 10.255.1.1
008e.7391.1946 10 10 0000.0000.0000.0000.0000 O Gi2/0/1:10

VTEP-2#sh 12vpn evpn mac evi 10 detail

MAC Address: 005£.8602.10c6 <<— Remote MAC address

EVPN Instance: 10 <<— EVPN Instance

Vlan: 10 <<— VLAN

Ethernet Segment: 0000.0000.0000.0000.0000

Ethernet Tag ID: 0

Next Hop (s): 10.255.1.1 <<— Remote VTEP-1 Tunnel Loopback
Local Address: 10.255.2.1 <<— Local VTEP-2 Tunnel Loopback
VNI: 10001 <<— VNI Label

Sequence Number: 0

MAC only present: Yes

MAC Duplication Detection: Timer not running

MAC Address: 008e.7391.1946 <<— Remote MAC adress

EVPN Instance: 10 <<— EVPN Instance

Vlan: 10 <<— VLAN

Ethernet Segment: 0000.0000.0000.0000.0000

Ethernet Tag ID: 0

Next Hop(s): GigabitEthernet2/0/1 service instance 10 <<— Local interface

or local instance

VNI: 10001 <<— VNI Label
Sequence Number: 0
MAC only present: Yes

MAC Duplication Detection: Timer not running

EWPN T R—S ¥ DLAVY2DRBADMAC/IL—FEEH LTSI L ZHRTD

LA ¥2DRIBIZ, EVPN v 32— 0bua—U/VMACT RLAEZFEL, b
TBGP & LA ¥Y2DFIBZEHLET, L1 F2DRIBIL, BGP2»H UE— K MAC
TRLVALZEEL, TNOHTEVPN YR —V XY L LAY 2DOFIBEEHLET, LA
Y 2DRIBIZIX, BGP £ LA V2D FIBZHHTH7-dlcu—n b E— Ol
D MAC 7 R L AN BT,

WIZ, EVPN ¥ %2 — ¥ B MAC/L— hE LAY 2D RIBICEHF LI-Z & 2R T 5

Bz R L ET,
VTEP-1# show l2route evpn mac
EVI ETag Prod Mac Address Next Hop(s) Seqg Number
10 0 L2VPN 005f.8602.10c6 Twl/0/1:10 0
<<— Local prefix was added by EVPN Manager (Layer 2 VPN) into Layer 2 RIB
10 0 BGP 008e.7391.1946 V:10001 10.255.2.1 0

<<— Remote prefix was added by BGP into Layer 2 RIB

VTEP-2# show l2route evpn mac

EVI ETag Prod Mac Address Next Hop(s) Seqg Number
10 0 BGP 005f£.8602.10c6 V:10001 10.255.1.1 0
<<— Remote prefix was added by BGP into Layer 2 RIB
10 0 L2VPN 008e.7391.1946 Gi2/0/1:10 0

<<— Local prefix was added by EVPN Manager (Layer 2 VPN) into Layer 2 RIB
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LA4Y2DRBAO—HJ)LMAC/L— ~ZEMALTBGP ZE# L. BGP A E— ~ MACL— +
EEALTLAV2DORBZEH LTS LEHRT S

WIZ, VLAV 2ORIBAR—HNLMACT RLAZHEHLTBGP ZEH L. BGP 3 Y
F—hFMAC/L— FZ2FEHALTCLAV2DORIBAEFRESNTND Z & 2FERTHE %

RLET,

VTEP-1# show bgp 12vpn evpn route-type 2 0 005£860210c6 *
<<— Route-type is 2, Ethernet tag = 0, Local MAC address is in
undelimited format, and * specifies to omit IP address
BGP routing table entry for [2][10.1.1.1:10][0]([48][005F860210C6][0][*]/20, version 249

Paths: (1 available, best #1, table evi 10) <<— Added to BGP from EVPN Manager
provisioning in 1l2vpn evi context
Advertised to update-groups:
2
Refresh Epoch 1

Local
(via default) from 0.0.0.0 (10.1.1.1) <<— Locally Advertised by VTEP-1,

(:: indicates local)
Origin incomplete, localpref 100, weight 32768, valid, sourced, local, best
EVPN ESI: 00000000000000000000, Labell 10001 <<— VNI ID is 10001 for VLAN 10
Extended Community: RT:10:1 ENCAP:8 <<— RT 10:1 (local RT), Encap type 8 is
VXLAN

Local irb vxlan vtep:

vrf:vxlan, 13-vni:99999

local router mac:7035.0956.7EDD

core-irb interface:V1an99

vtep-ip:10.255.1.1
rx pathid: 0, tx pathid: 0xO0

VTEP-1# show bgp 12vpn evpn route-type 2 0 008e73911946 *
<<— Route-type is 2, Ethernet tag = 0, Remote MAC address is in
undelimited format, and * specifies to omit IP address
BGP routing table entry for [2][10.1.1.1:10]1([0][48][008e73911946]1[0]1[*]1/20, version 253
Paths: (1 available, best #1, table evi 10) <<— EVPN instance BGP table for VLAN 10
Not advertised to any peer

Refresh Epoch 1
Local, imported path from [2][10.2.2.2:10][0][48][008e73911946][0][*]/20 (global)

<<— From VTEP-2, RD is 10.2.2.2:10, MAC length is 48, [*] indicates MAC only
10.255.2.1 (metric 2) (via default) from 10.2.2.2 (10.2.2.2)

<<— Next hop of VTEP-2 L0999, learned from RR 10.2.2.2
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 10001 <<— VNI ID 10001 for VLAN 10
Extended Community: RT:10:2 ENCAP:8 <<— Layer 2 VPN Route-Target 10:2

Encap type 8 is VXLAN

Originator: 10.2.2.2, Cluster list: 10.2.2.2
rx pathid: 0, tx pathid: 0x0

BGP routing table entry for [2][10.2.2.2:10][0][48][008e73911946][0]([*]/20, version 251

Paths: (1 available, best #1, table EVPN-BGP-Table)

Not advertised to any peer

Refresh Epoch 1

Local

10.255.2.1 (metric 2) (via default) from 10.2.2.2 (10.2.2.2)

Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 10001
Extended Community: RT:10:2 ENCAP:8
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Originator: 10.2.2.2, Cluster list: 10.2.2.2
rx pathid: 0, tx pathid: 0xO0

VTEP-2# show bgp 12vpn evpn route-type 2 0 008e73911946 *

<<— Route-type is 2, Ethernet tag = 0, Local MAC address is in
undelimited format, and * specifies to omit IP address
BGP routing table entry for [2][10.2.2.2:10][0][48][008e73911946][0]([*]/20,

Paths: (1 available, best #1, table evi 10)
Advertised to update-groups:
2
Refresh Epoch 1
Local

version 292

(via default) from 0.0.0.0 (10.2.2.2) <<— Locally Advertised by VTEP-2,

(:: indicates local)
Origin incomplete, localpref 100, weight 32768, wvalid,

best

EVPN ESI: 00000000000000000000, Labell 10001 <<— VNI ID 10001 for VLAN 10
Extended Community: RT:10:2 ENCAP:8 <<— RT 10:2 (local RT), Encap type 8 is

VXLAN
Local irb vxlan vtep:
vrf:vxlan, 13-vni:99999
local router mac:7486.0BC4.B75D
core-irb interface:V1an99
vtep-ip:10.255.2.1
rx pathid: 0, tx pathid: 0xO0

VTEP-2# show bgp 12vpn evpn route-type 2 0 005£860210c6 *

<<— Route-type is 2, Ethernet tag = 0, Remote MAC address is in
undelimited format, and * specifies to omit IP address
BGP routing table entry for [2][10.1.1.1:10][0][48][005F860210C6][0][*]/20,

Paths: (1 available, best #1, table EVPN-BGP-Table)
Not advertised to any peer
Refresh Epoch 7
Local

10.255.1.1 (metric 2) (via default) from 10.2.2.2 (10.2.2.2)

Origin incomplete, metric 0, localpref 100, wvalid,
EVPN ESI: 00000000000000000000, Labell 10001
Extended Community: RT:10:1 ENCAP:8

Originator: 10.1.1.1, Cluster list: 10.2.2.2

rx pathid: 0, tx pathid: 0x0

BGP routing table entry for [2][10.2.2.2:10][0][48][005F860210C6][0][*]/20,

version 312

version 314

Paths: (1 available, best #1, table evi 10) <<— EVPN instance BGP table for VLAN 10

Not advertised to any peer
Refresh Epoch 7

Local, imported path from [2][10.1.1.1:10]([0][48][005F860210C6][0][*]1/20
[*] indicates MAC only
[*] indicates MAC only
10.255.1.1 (metric 2) (via default) from 10.2.2.2 (10.2.2.2)

<<— From VTEP-2, RD is 10.2.2.2:10, MAC length is 48,
<<— From VTEP-1, RD is 10.1.1.1:10, MAC length is 48,

Origin incomplete, metric 0, localpref 100, wvalid,

(global)

EVPN ESI: 00000000000000000000, Labell 10001 <<— VNI ID 10001 for VLAN 10
Extended Community: RT:10:1 ENCAP:8 <<— Layer 2 VPN Route-Target 10:1

Encap type 8 is VXLAN

Originator: 10.1.1.1, Cluster list: 10.2.2.2
rx pathid: 0, tx pathid: 0xO0
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BGP M oFE L. LAV2DORBICEFHFEIN-MAC/IL—FH L2FBICEHFEIN TS L EHE

295

WIZ, BGP OB N, LAV 2DORIBICEHFINS-MACL— B LA¥2D
FIBIZHLEHINTWDZ & 2RI A5 %2R L ET,

VTEP-2# show 12fib bridge-domain 10 detail

Bridge Domain : 10
Reference Count : 15
Replication ports count : 2
Unicast Address table size : 4
IP Multicast Prefix table size : 3

Flood List Information
Olist: 5109, Ports: 2

VxLAN Information
VXLAN DEC nv1:10001:239.10.10.10

Port Information
BD PORT  Gi2/0/1:10
VXLAN REP nv1:10001:239.10.10.10

Unicast Address table information

005£.8602.10c6 VXLAN CP L:10001:10.255.2.1 R:10001:10.255.1.1
<<— Remote MAC address is learned (local MAC address is not expected to be present)

IP Multicast Prefix table information
IIF: Null, Adjacency: Olist: 5109, Ports: 2

Source: *, Group: 224.0.0.0/24,

Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist: 5109, Ports: 2
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist: 5109, Ports: 2

VTEP-1# show 12fib bridge-domain 10 detail

Bridge Domain : 10
Reference Count : 14
Replication ports count : 2
Unicast Address table size : 3
IP Multicast Prefix table size : 3

Flood List Information
Olist: 5109, Ports: 2

VxLAN Information
VXLAN DEC nv1:10001:239.10.10.10

Port Information
BD PORT  Twl/0/1:10
VXLAN REP nv1:10001:239.10.10.10

Unicast Address table information

008e.7391.1946 VXLAN CP L:10001:10.255.1.1 R:10001:10.255.2.1
<<— Remote MAC address is learned (local MAC address is not expected to be present)

IP Multicast Prefix table information
IIF: Null, Adjacency: Olist: 5109, Ports: 2

Source: *, Group: 224.0.0.0/24,

Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist: 5109, Ports: 2
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist: 5109, Ports: 2
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B L o3NEALERL B VAN O VIEPRITOL =% v R MEEED RS TS a—F 1 Y

\)

GE)  HWAHIZIZVE—F MAC/L— FOLBFRENFET,

LA Y3VNIZNH LIRSS VLANOVIEPE THO 1 =% ¥
AMEGEED STV a—TaY

ZOTF U AL, VLANI2 DFEA TS A 1R VLAN 13 DR A T34 X 4 % ping L X 5

L XIIRETDREENRHV 9, LAY 3VNIZJ LTRSS VLAN O VTEP i
=X Y AMBEE N T TN a—T 4 T HHENS, ROFBITRTF =27 2EZITLET,

R3:OFUFT3: LAVIVNIZNLIZEED VIAND VTEPRRITOA=F v R FRED S TNV a—FTa Y

XT9S5FvY RTYSFIR
B—TVIRA NT S ADYT K k%l
L. UE—=FRRA TS 2O TRy b &
[=at 13 DR

PEITLESBIDHRA M TN, AR DT
* v hOHE,

VE— 7 xy FHIZERE S 7= SVI A > | VTEP T show ip interface brief | excluse
B —T A ZADHME, unassigned =~ > K& f#HE EXEC E— R CHE

TLES,

7 —H )L VTEP TEVPN A VA X VAR E | VTEP TIRD a~ o K& B EXEC E— KT

ST DNE DD, FITLET,
* show run | section 12vpn

« show run | section vlan config

» show run interface nve interface-number

LAY 3VNIZHH LT, %25 VLAN ® 2 50 VTEP il ThO =% v 2 hiEks 5 7L
Va—T 47T HITIE, ROFIREZFEITLET,
*EVPNVXLAN L' A ¥ 34— =LA Ry NI DTt Va=r T hHERLET,
*EVPNVXLAN L' A ¥ 34— R_—L A Xy NT—=F7TOH T Xy NI N7 7 4 v 7 DEH)
X IRB ZHER L £9,
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EVPNVXLAN LA ¥ 34 ——LA %y k7—snToeva=vrouR ||

EVPNVXLAN L ¥ 34 —R—L A %y bT—sDFOES 3=V

DFER

EVPNVXLAN L' A ¥ 34— —L A Ry NT—7 D7 a bV a = TR+ 5120, kD
Frv 7 BFITLET,

1. 727%EASVI, 27 SV, BELOINVEA L Z—T A ADRBH L TWAEZ L 2HERT S
(21 =—72)

2. IPVRFBRIELWSVI, 2F 4 v F o Z )— K Z—4F v b, BLOL— MBI FTF e
Vam T ENTWDZ EEMERLET, (223—)

3. LAY2LLAY3IDMFDOVNINVRF CFube Va7, BEiL s Ls
MB35 (23 X—)

4, EVPN 32— % NI _XRTOLAF2 & IRBEBETNVE RO EFEINTWNWD Z & 2FER
5 (24 X—Y)

5. % VTEP TUET— kLA ¥ 3VNIDFEMNFEEINTNWD Z & 2ERT S (25 3—)
6. =TT VLANDOL AV 2FIBIZLAY3IVNI b XA — DA A R —LENTWD
T EERMERETS (25 %—)

TOEASVL, a7 SV, BLUNVEAS U E2—T A AVBBLTNS EEHERT S

W, 778 ASVI, a7 SVL, BEXONVEA v Z—T 2 A ANBHLTWLHZ L%
BT A2~ LET,

VTEP-1# show ip interface brief

Interface IP-Address OK? Method Status Protocol

VlanloO 10.10.10.1 YES NVRAM up up

Vlanl2 10.12.12.1 YES NVRAM up up <<— Access Interface

V1an99 10.255.1.1 YES unset up up <<— Core Interface
<<— If protocol status for the core interface is down, run the no autostate command

Loopback0 10.1.1.1 YES NVRAM up up

Loopback999 10.255.1.1 YES NVRAM up up

TunnelO 10.255.1.1 YES unset up up

Tunnell 10.1.1.5 YES unset up up

nvel unassigned YES unset up up

VTEP-2# show ip interface brief

Interface IP-Address OK? Method Status Protocol

VlanlO 10.10.10.1 YES NVRAM up up

Vlanl3 10.13.13.1 YES NVRAM up up <<— Access Interface

Vl1an99 10.255.2.1 YES unset up up <<— Core Interface
<<— If protocol status for the core interface is down, run the no autostate command

Loopback0 10.2.2.2 YES NVRAM up up

Loopback999 10.255.2.1 YES NVRAM up up

TunnelO 10.255.2.1 YES unset up up

Tunnell 10.1.1.10 YES unset up up

BGPEVPNVXLAN D ~ 5 T a—TFT 12 .



BGPEVPNVXLAN O 5 T L v a—F 45 |
B oevPN VXN LA Y3 — =L Ry D= D TOE T 3 SV T ORE

IPVRFNEELWSVI, RTF 4 9 F VT L—F =7y b, BLUVL—FRHAFTIRED 3=
DTERTWS L ERELET,

WIZ, IPVRE XIELWSVIL, 2T 4 v F L7 )b—h Z—F v b, BLOUL— Fgil
FTTREYa = T ENTWA I EE2fERT AH 2R LET,

VTEP-1# show run vrf vxlan <<— vxlan is the name of the VRF
vrf definition vxlan

rd 10.255.1.1:1

|

address-family ipv4

route-target export 10.255.1.1:1 stitching <<— Exporting local route-target
route-target import 10.255.2.1:1 stitching <<— Importing VTEP-2 route-target
VTEP-1# show ip vrf vxlan <<— vxlan is the name of the VRF
Name Default RD Interfaces
vxlan 10.255.1.1:1 V110
V112
V199
VTEP-1# show ip vrf detail vxlan <<— vxlan is the name of the VRF

VRF vxlan (VRF Id = 2); default RD 10.255.1.1:1; default VPNID <not set>
New CLI format, supports multiple address-families
Flags: 0x180C

Interfaces:

V110 V112 V199

Address family ipv4 unicast (Table ID = 0x2): <<— Table 2 maps to VRF vxlan,
also found in BPG VPNv4 table

Flags: 0x0

No Export VPN route-target communities
No Import VPN route-target communities
Export VPN route-target stitching communities
<<— VRF is using stitching route-targets. VTEPs must
import each other's targets (same as Layer 3 VPN)
RT:10.255.1.1:1
Import VPN route-target stitching communities
RT:10.255.2.1:1
No import route-map
No global export route-map
No export route-map
VRF label distribution protocol: not configured
VRF label allocation mode: per-prefix

VTEP-2# show ip vrf vxlan <<— vxlan is the name of the VRF
Name Default RD Interfaces
vxlan 10.255.2.1:1 V110
V113
V199
VTEP-2# show ip vrf detail vxlan <<— vxlan is the name of the VRF

VRF vxlan (VRF Id = 2); default RD 10.255.2.1:1; default VPNID <not set>
New CLI format, supports multiple address-families
Flags: 0x180C

Interfaces:

V110 V113 V199

Address family ipv4 unicast (Table ID = 0x2): <<— Table 2 maps to VRF vxlan,
also found in BPG VPNv4 table

Flags: 0x0

No Export VPN route-target communities
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No Import VPN route-target communities
Export VPN route-target stitching communities
<<— VRF is using stitching route-targets. VTEPs must
import each other's targets (same as Layer 3 VPN)
RT:10.255.2.1:1
Import VPN route-target stitching communities
RT:10.255.1.1:1
No import route-map
No global export route-map
No export route-map
VRF label distribution protocol: not configured
VRF label allocation mode: per-prefix

LAXY2LELAY3IDEADVNINVRFTTOE S a=vyah, BEBLTWA I E5/ERT
)

WIZ, LAV 2ELATVIDOMIFDOVNINVRE TFrbt a8, BELT
WAHZ L EMRT HRERLET,

VTEP-1# show run | section vlan config
vlan configuration 99 <<— VNI is a member of VRF vxlan, not of EVPN instance
member vni9%99999

VTEP-1# show run interface vlan 99
interface Vl1an99
description connected to L3 VNI 99999
vrf forwarding vxlan
ip unnumbered Loopback999

VTEP-1# show run interface nve 1

no ip address

source-interface Loopback999

host-reachability protocol bgp

member vni 99999 vrf vxlan <<— VNI tied to the VRF under NVE interface
member vni 12012 mcast-group 239.12.12.12 <<— VNI tied to the NVE

VTEP-1# show run | section 1l2vpn
12vpn evpn instance 12 vlan-based
encapsulation vxlan
route-target export 12:1 <<— Remote VTEP is NOT importing this route target,
as it does not have the VLAN or VNI on its end
route-target import 12:1
no auto-route-target

VTEP-1# show run | section vlan config
vlan configuration 12
member evpn-instance 12 vni 12012 <<— EVPN instance or VNI associated to the VLAN

VTEP-1# show nve vni

Interface VNI Multicast-group VNI state Mode VLAN cfg vrf

nvel 10001 239.10.10.10 Up L2CP 10 CLI vxlan

nvel 12012 239.12.12.12 Up L2CP 12 CLI vxlan <<— Layer 2 VNI
nvel 99999 N/A Up L3CP 99 CLI vxlan <<— Layer 3 VNI

VTEP-2# show nve vni
Interface VNI Multicast-group VNI state Mode VLAN cfg vrf
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B oevPN VXN LA Y3 — =L Ry D= D TOE T 3 SV T ORE

nvel 13013 239.13.13.13 Up L2CP 13 CLI vxlan <<— Layer 2 VNI
nvel 10001 239.10.10.10 Up L2CP 10 CLI vxlan
nvel 99999 N/A Up L3CP 99 CLI vxlan <<— Layer 3 VNI

EWPN YR =D NI R TOLA V2L IRBREMETNVEALEHRSNA TS LE2HRT D

WIZ, EVPN 2= % NI R TCOLA V2L IRBEMTNVENRLEFINLTND D
L EMERT AHE R LET,

VTEP-1# show 12vpn evpn evi
EVI VLAN Ether Tag L2 VNI Multicast

12 0 12012 239.12.12.12 Twl/0/1:12
<<— See which EVPN instance maps to the VLAN. The VLAN
or EVPN instance values are not always the same

<...snip...>

Pseudoport

VTEP-1# show 12vpn evpn evi 12 detail

EVPN instance: 12 (VLAN Based)

RD: 10.1.1.1:12 (auto)

Import-RTs: 12:1

Export-RTs: 12:1

Per-EVI Label: none

State: Established

Encapsulation: wvxlan

Vlan: 12 <<— VLAN Layer 2 VNI
Ethernet-Tag: O
State: Established
Core If: V1an99 <<— Interface handling IP VRF forwarding
Access If: Vlanl2
NVE If: nvel
RMAC: 7035.0956.7edd <<— RMAC is the BIA of SVI 99 Core interface
Core Vlan: 99
L2 VNI: 12012
L3 VNI: 99999
VTEP IP: 10.255.1.1 <<— Local Tunnel endpoint IP address
MCAST IP: 239.12.12.12
VREF: vxlan <<— IP VRF for Layer 3 VPN
Pseudoports:

TwoGigabitEthernetl/0/1 service instance 12

VTEP-2# show 1l2vpn evpn evi

EVI

VLAN Ether Tag L2 VNI

Multicast Pseudoport

13 0

13013 239.13.13.13 Gi2/0/1:13

<<— See which EVPN instance maps to the VLAN. The VLAN
or EVPN instance values are not always the same

VTEP-2# show 1l2vpn evpn evi 13 detail

EVPN instance:
RD:
Import-RTs:
Export-RTs:
Per-EVI Label:
State:
Encapsulation:
Vlan:

Ethernet-Tag:

13 (VLAN Based)
10.2.2.2:13 (auto)
13:2

13:2

none

Established

vxlan
13

0

<<— VLAN Layer 2 VNI
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State: Established

Core If: V1an99 <<— Interface handling IP VRF forwarding
Access If: Vlanl3

NVE If: nvel

RMAC: 7486.0bc4.b75d <<— RMAC is the BIA of SVI 99 Core interface
Core Vlan: 99

L2 VNI: 13013

L3 VNI: 99999

VTEP IP: 10.255.2.1 <<— Local Tunnel endpoint IP address
MCAST IP: 239.13.13.13

VRE': vxlan <<— IP VRF for Layer 3 VPN

Pseudoports:

GigabitEthernet2/0/1 service instance 13

ZBVTEP TYE— LAYV 3VNI DEMNEE SN TS L FHRT S

wIZ, VE—FLA ¥ 3VNIDFEMNSE VIEP THEEESNTWDHZ L 2 HRT L%

ALET,

VTEP-1# show nve peers

Interface VNI Type Peer-IP RMAC/Num_RTs eVNI state flags UP time
nvel 99999 L3CP 10.255.2.1 7486.0bc4.b75d 99999 UpP A/M 1lwld

<<— Layer 3 Control Plane (L3CP), RMAC of Remote VTEP and Uptime of peer are displayed

VTEP-2# show nve peers

Interface VNI Type Peer-IP RMAC/Num_RTs eVNI state flags UP time

nvel 99999 L3CP 10.255.1.1 7035.0956.7edd 99999 UP A/M 21:27:36
<<— Layer 3 Control Plane (L3CP), RMAC of Remote VTEP and Uptime of peer are displayed

JO7VIANOL AV 2FBIZL AV 3VNI kU RVEEAR—FDA VA F—ILENTWNS I EE
273

wIZ, LAY 3VNI b RURERIAR— b 227 VLAN O L A ¥ 2FIBIZA A h—/L
SNTWDZ 2RI LB ERLET,

VTEP-1# show 12fib bridge-domain 99 detail

<<— The Core VLAN can be obtained in the output of the

show 12vpn evpn evi <evpn-instance> detail command

Bridge Domain : 99

Reference Count : 8

Replication ports count : O

Unicast Address table size : 1

IP Multicast Prefix table size : 3

Flood List Information
Olist: 5112, Ports: O

VxLAN Information
Unicast Address table information
7486.0bc4.b75d VXLAN CP L:99999:10.255.1.1 R:99999:10.255.2.1

<<— Encapsulation Information to reach remote VTEP-2

IP Multicast Prefix table information
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B oevenvxaN LA v 3t — N~ LAy hO—S TOY TRy FED 5T 1 v o DRBE L X IRB DR

Source: *, Group: 224.0.0.0/24, IIF: Null, Adjacency: Olist:
5112,
5112,

Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist:
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist:

VTEP-2# show 12fib bridge-domain 99 detail
<<— The Core VLAN can be obtained in the output of the
show 12vpn evpn evi <evpn-instance> detail command

Bridge Domain : 99
Reference Count : 8
Replication ports count : 0
Unicast Address table size : 1
IP Multicast Prefix table size : 3

Flood List Information
Olist: 5111, Ports: 0

VxLAN Information

Unicast Address table information

7035.0956.7edd VXLAN CP L:99999:10.255.2.1 R:99999:10.255.1.1

<<— Encapsulation Information to reach remote VTEP-2

IP Multicast Prefix table information

Source: *, Group: 224.0.0.0/24, IIF: Null, Adjacency: Olist:
5111,
5111,

Source: *, Group: 224.0.1.39, IIF: Null, Adjacency: Olist:
Source: *, Group: 224.0.1.40, IIF: Null, Adjacency: Olist:

5112, Ports: O
Ports: O
Ports: O

5111, Ports: O
Ports: 0
Ports: 0

EVPNVXLAN LA ¥ 34 —/N\—L ARy bT—0 TOH TRy FED

ST 490 DBE)E X IRB DFEE

WDKNZ, VTEP LIZHEEE: SR A RT3 4 2936 VTEP 2 [Tt
o774y DOBENZRLET,

B3:LA4V2EEULAVIDOVNIZNLT- EVPNVXLAN £y FT—ORAD L3574 v DEE

VTEP 1 VTEP 2
EVI12
) sV 12 SVI 13
D__ VLAN 12 _ )
_— SVI99 SVI 99
Host Device 1 1P VRF vxian | IP VRF vxlan
IP Address: 10.12.12.12 VNI12012
: VLAN VLAN
99 99
Inter-subnet Traffic
EWVI 10 VNI 99999 Layer 3 VNI VNI 99999
Q = Intra-subnet Traffic
—— VLAN 10 | svi10 | VNI 10001 Layer 2 VNI | VNI 10001 sVI 10
Host Device 2
IP Address: 10.10.10.1
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EVI 13

VLAN
13

VNI 13013

EVI 10

VLAN 10

e
Host Device 4
IP Address: 10.13.13.13

-
=

Host Device 3
IP Address: 10.10.10.12
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EOHTE, VA Y3 T T4y 7iF LA F3VNIII999 Z S L TAR M7/ X 1 bk
ART AL A4IZBH L ET, EVPNVXLAN LA ¥ 34— "—L A Xy hU—7 TOH TRy
NEDO N7 7 4 v 7 OBEEMHRT 2I21F, ROF v 7 Z2FTLET,

1 2—HLMACT RLAEIPT RLADTZ Y NUMNSISFFNAA R N T vx T/ 5F—7
ITHEEENTWDLZ L Z2MRT D 27 =)

2. EVPN~¥3%—Y ¥ TCMACT RLRLIPT RLADZ Y FUBRFEINTNAEZ L afk
BTL (28 3—)

3. MACTKRLARLIPTRLADZ U MURLATY2DORIB THFEEINTWSZ & ZHER
5 (29 ~—)

4. Z—H/LMACT RLAELEIPT RLADZ FUMMACVREF THEEENTWAZ LA
BT 25 (29 X—7)

5. UE—hFMAC L IPT7 RLADLT N VRF THEEHENTWAZ L 2MERTS (30 2—
)

6. IP/L— FRRIBICHAISNNTWAS Z L A2iEERT5 (31 <—2)

7. BEEERIR T — 7 LT VRE SISO 27 VLAN A VX —T = A4 ZADx 2 N BREENTH
LI EERMERTDH (31 —Y)

8. IPVRF DR A NFNA ADVTEP N FADIP 7 RL A CEERBGERAH A TH L %
W92 (32 3—%)

9. brARAOSRICEIET DBHERBROMAEOMHE (32 =)

10. HEILVTEPIZHESX, H 7 E3n=F FIZ72 5 ICMP = a2 —3ER3, LA V3 VNI
L IPVRF 24 L s VIEP DLV—T 3w 7 b3 = KiRA v b & UDP3E5ER—
MZBEETDHZ AR LET, (B2X—)

O—AIMACT FLRAREIPTZ FLADIV RYMSISETINAR FSyX2d T—TILTE
BINTWBI LRSS

WIZ, a— AL MACT RLARLIPT RLADOTY FNUMNRSISFF AL X T wFy
T T =N TEEEINDZ L EWHRTIHEZRLET,

VTEP-1# show device-tracking database vlanid 12

Binding Table has 4 entries, 2 dynamic (limit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl
age state Time left
ARP 10.12.12.12 005£.8602.10e7 Twl/0/1 12 0005

115s REACHABLE N/A
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VTEP-2# show device-tracking database vlanid 13

vlanDB has 2 entries for vlan 13,
S - Static, ND - Neighbor Discovery, ARP -
DH6 - IPv6 DHCP,

Codes: L - Local,
DH4 - IPv4 DHCP,
Preflevel flags (prlvl):
0001:MAC and LLA match
0008:0rig trusted trunk
0040:Cga authenticated

Network Layer Address
age state Time left
ARP 10.13.13.13
155s REACHABLE N/A

EVPN ¥ r—2 v TMAC 7

1 dynamic
Address Resolution Protocol,
PKT - Other Packet, API - API created
0004:
0020:

0100:

0002:0rig trunk
0010:0rig trusted access
0080:Cert authenticated

Orig access
DHCP assigned
Statically assigned

Link Layer Address Interface vlan prlvl

008e.7391.1977 Gi2/0/1 13 0005

LREPTFLADI Y FYNEBENTWS I EZHERT S

KIZ, EVPN ¥ % —Y % TMACT RLZAEIPT RL 2O FYUBRFEE ISR TWS
L EWERT A ERLET,

VTEP-1# show 1l2vpn evpn mac ip evi 12

IP Address

10.12.12.12

EVI

VLAN MAC Address

005£.8602.10e7 Twl/0/1:12

VTEP-1l#sh 12vpn evpn mac ip evi 12 detail

IP Address:

EVPN Instance:

Vlan:

MAC Address:

Ethernet Segment:
Ethernet Tag ID:

Next Hop:

VNI:

Sequence Number:

IP Duplication Detection:

10.12.12.12

12

12

005f£.8602.10e7

0000.0000.0000.0000.0000

0

TwoGigabitEthernetl/0/1 service instance 12
12012

0

Timer not running

VTEP-2# show 1l2vpn evpn mac ip evi 13

IP Address

10.13.13.13

EVI

VLAN MAC Address

008e.7391.1977 Gi2/0/1:13

VTEP-2#sh 12vpn evpn mac ip evi 13 detail

IP Address:

EVPN Instance:

Vlan:

MAC Address:

Ethernet Segment:
Ethernet Tag ID:

Next Hop:

VNI:

Sequence Number:

IP Duplication Detection:
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13

13

008e.7391.1977

0000.0000.0000.0000.0000

0

GigabitEthernet2/0/1 service instance 13
13013

0

Timer not running
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MAC7 RLREIP7 RLADIV FYMNLAV2DRB TEEEINTWS L ZHERT S

WIZ. MACT RLZEIPT RLADZ L R B LA FV2DORIBTHEEENDZ &%

R4 ol e~ LET,
VTEP-1# show l2route evpn mac ip
EVI ETag Prod Mac Address Host IP Next Hop (s)
12 0 L2VPN 005f£.8602.10e7 10.12.12.12 Twl/0/1:12

VTEP-2# show l2route evpn mac ip
EVI ETag Prod Mac Address Host IP Next Hop (s)

13 0 L2VPN 008e.7391.1977 10.13.13.13 Gi2/0/1:13

A—AIMACT FLREIPT FLADT Y FYYAMACVRF TEEEN TS EZHERT S

VTEP-1# show bgp 12vpn evpn evi 12 route-type 2 0 005F860210E7 10.12.12.12
BGP routing table entry for [2][10.1.1.1:12][0][48][005F860210E7]([32](10.12.12.12]/24,
version 72
Paths: (1 available, best #1, table evi 12) <<— The Layer 2 VPN table number
for EVPN instance 12
Advertised to update-groups:

1
Refresh Epoch 1
Local <<— Indicates locally learned route

(via default) from 0.0.0.0 (10.1.1.1)
Origin incomplete, localpref 100, weight 32768, valid, sourced, local, best
EVPN ESI: 00000000000000000000, Labell 12012, Label2 99999 <<— Displays both Layer

2
and VRF labels
Extended Community: RT:12:1 RT:10.255.1.1:1 ENCAP:8 <<— Note the VRF stitching
RT
as well as the Layer 2
RT

Router MAC:7035.0956.7EDD
Local irb vxlan vtep:
vrf:vxlan, 13-vni:99999
local router mac:7035.0956.7EDD <<— Local RMAC
core-irb interface:V1an99 <<— VRF Layer 3 VPN interface
vtep-ip:10.255.1.1 <<— Loopback 999 tunnel endpoint
rx pathid: 0, tx pathid: 0x0

I, B—H/VMACT RLALIPT RLADT kU8 MAC VRE THE &N S Z
L 2R OB R LET,

VTEP-2# show bgp 12vpn evpn evi 13 route-type 2 0 008E73911977 10.13.13.13
BGP routing table entry for [2][10.2.2.2:13][0][48][008E73911977][32][10.13.13.13]1/24,
version 70
Paths: (1 available, best #1, table evi 13)
Advertised to update-groups:

1
Refresh Epoch 1
Local <<— Indicates locally learned route

(via default) from 0.0.0.0 (10.2.2.2)
Origin incomplete, localpref 100, weight 32768, valid, sourced, local, best

BGPEVPNVXLAN D ~ 5 T a—TFT 12 .



BGPEVPNVXLAN D F 5 T L v a—F a4 |
B oevenvxaN LA v 3t — N~ LAy hO—S TOY TRy FED 5T 1 v o DRBE L X IRB DR

EVPN ESI: 00000000000000000000, Labell 13013, Label2 99999
Extended Community: RT:13:1 RT:10.255.2.1:1 ENCAP:8
Router MAC:7486.0BC4.B75D
Local irb vxlan vtep:
vrf:vxlan, 13-vni:99999
local router mac:7486.0BC4.B75D
core-irb interface:V1an99
vtep-ip:10.255.2.1
rx pathid: 0, tx pathid: 0x0

JE—FMACEIP7 FLADARTZHNVRF TEEINTWSI L 2HERT D

wIZ, VE—FMAC EIPT RLADXT N VREF THEEHEINTWA Z & 2+ 54
i LET,

VTEP-1# show bgp vpnv4 unicast vrf vxlan 10.13.13.13
BGP routing table entry for 10.255.1.1:1:10.13.13.13/32, version 15
Paths: (1 available, best #1, table vxlan) <<— VPNv4 VRF BGP table
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][10.2.2.2:13][0][48][008E73911977][32]1[10.13.13.13]/24
(global)
<<— EVPN type-2, 12vpn RD 10.2.2.2:13, MAC and IP addresses
10.255.2.1 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
<<— Next hop 10.255.2.1, learned from RR 10.2.2.2
Origin incomplete, metric 0, localpref 100, valid, internal, best
Extended Community: ENCAP:8 Router MAC:7486.0BC4.B75D
Originator: 10.2.2.2, Cluster list: 10.2.2.2
Local vxlan vtep:
vrf:vxlan, vni:99999
local router mac:7035.0956.7EDD
encap:8
vtep-ip:10.255.1.1
bdi:Vlan99
Remote VxXLAN:
Topoid 0x2 (vrf vxlan) <<— VRF vxlan (mapped to ID 2)
Remote Router MAC:7486.0BC4.B75D <<— VTEP-2 RMAC
Encap 8 <<— VXLAN encap (type 8)
Egress VNI 99999 <<— VRF VNI
RTEP 10.255.2.1 <<— VTEP-2 Remote Tunnel Endpoint
rx pathid: 0, tx pathid: 0x0

VTEP-2# show bgp vpnv4 unicast vrf vxlan 10.12.12.12
BGP routing table entry for 10.255.2.1:1:10.12.12.12/32, version 15
Paths: (1 available, best #1, table vxlan)
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][10.1.1.1:12]1([0][48][005F860210E7][32]1[10.12.12.12]/24
(global)
<<— EVPN type-2, 12vpn RD 10.1.1.1:12, MAC and IP addresses
10.255.1.1 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
<<— Next hop 10.255.1.1, learned from RR 10.2.2.2
Origin incomplete, metric 0, localpref 100, valid, internal, best
Extended Community: ENCAP:8 Router MAC:7035.0956.7EDD
Originator: 10.1.1.1, Cluster list: 10.2.2.2
Local vxlan vtep:
vrf:vxlan, vni:99999
local router mac:7486.0BC4.B75D
encap:8
vtep-ip:10.255.2.1
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bdi:Vl1an99

Remote VxXLAN:
Topoid 0x2 (vrf vxlan) <<— VRF vxlan (mapped to ID 2)
Remote Router MAC:7035.0956.7EDD <<— VTEP-1 RMAC
Encap 8 <<— VXLAN encap (type 8)
Egress VNI 99999 <<— VRF VNI
RTEP 10.255.1.1 <<— VTEP-2 Remote Tunnel Endpoint

rx pathid: 0, tx pathid: 0xO0

IP)L— FDRBICHEASNTWSZ L ZHRET D

WIZ, IP/L— P RIBIZHASNTWAS Z & 2R T A0 2R LET,

VTEP-1# show ip route vrf vxlan 10.13.13.13

Routing Table: wvxlan
Routing entry for 10.13.13.13/32

Known via "bgp 69420", distance 200, metric 0, type internal

Last update from 10.255.2.1 on V1an99, 00:11:33 ago

Routing Descriptor Blocks:

* 10.255.2.1 (default), from 10.2.2.2, 00:11:33 ago, via Vl1an99 <<— Next hop here is
the

Core VLAN interface

Route metric is 0, traffic share count is 1
AS Hops 0
MPLS label: none

VTEP-2# show ip route vrf vxlan 10.12.12.12

Routing Table: wvxlan
Routing entry for 10.12.12.12/32

Known via "bgp 69420", distance 200, metric 0, type internal

Last update from 10.255.1.1 on V1an99, 00:04:06 ago

Routing Descriptor Blocks:

* 10.255.1.1 (default), from 10.2.2.2, 00:04:06 ago, via Vl1an99 <<— Next hop here is
the

Core VLAN interface

Route metric is 0, traffic share count is 1

AS Hops 0
MPLS label: none

ERRE T —JILIZCVRF SO FVLAN A VA —TJ A RADIV FYREEFRATWNE I EE
E e )

WIZ ., BEEERT — 7 VI VRE D 27 VLAN A v B —T = A ZADx 2 8 Y NG
FNTWBE I L 2R T A0 ERLET,

VTEP-1# show adjacency vlan 99 detail

Protocol Interface Address

IP V1an99 10.255.2.1(9) <<— IP unnumbered from Loopback 999
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 6
Encap length 14
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74860BC4B75D703509567EDDO800

<<— Local RMAC is 74860BC4B75D, Remote RMAC is 703509567EDD, etype is 800
VXLAN Transport tunnel

<<— Tunnel Interface (RMAC, using VTEP Loopback IP address)

VTEP-2# show adjacency vlan 99 detail

Protocol Interface Address

IP V1an99 10.255.1.1(9) <<— IP unnumbered from Loopback 999
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 5
Encap length 14
703509567EDD74860BC4R75D0800

<<— Local RMAC is 703509567EDD, Remote RMAC is 74860BC4B75D, etype is 800
VXLAN Transport tunnel

<<— Tunnel Interface (RMAC, using VTEP Loopback IP address)

IPVRFDRA FTINA ADVTEP FRILDIP 7 FLRIZHEBEZENH DT H L EHERET S

WIZ, IPVRE DRA FT /34 ADVTEP b VD IP T R L ARG NH D Z &
TR T DBl R LET,

VTEP-1# show ip cef vrf vxlan 10.13.13.13/32 <<— Remote host in VLAN 13 of VTEP-2
10.13.13.13/32
nexthop 10.255.2.1 Vl1an99

b RIVDIEEICEET HEEEEROFEDHER
WIZ, B RNV OFESEIZBIET DB ERRN T 5 Z L 2R T Dl L £ T,

VTEP-1# show ip cef 10.255.1.11
10.255.2.1/32
nexthop 10.1.1.6 TwoGigabitEthernetl/0/2

FEETVTEP [CEDZE, ATEIIEENE=FEFICHEBICMP TO—ERM,. L4 “3VNI & IPVRF
EZNLTHREVIEPOIL—T/Nv Y PRI T RRA > FEUDPIESER— MZB)ET B &
FHRALET,

WO, EETL VIEP ICES X, 7 b SN-F FI272 5 ICMP = 2 —F k)

L' A% 3VNI & IP VRF %41 L C%a% VTEP D)L —TF R 7 4 A —T = A4 AL UDP
AR — MIBETHZ AR LET,
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VXLAN %y k=5 &P Ry b —

HETOLI=Fv X rEED RS TN a—T425 [

10.12.12.12 10.13.13.13 Echo (ping) request

— 4 B.008 10.13.13.13 10.12.12.12 ICMP 164 Eche (ping) reply
5 8.000 10.12.12.12 10.13.13.13 ICMP 164 Echo (ping) request

&0 _AG3 10 132 13 13 14 39 33 31- TrMD. 164 Echo inioal 1

Frame 3: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on interface @
Ethernet II, Src: 00:00:00:00:00:00, Dst: P0:00:00:00:00:00

User Datagram Protocol, Src Port: 65478 (65478), Dst Port: 4789 (4789)

>
»>
» Internet Protocol Version 4, Src: 10.255.1.1, Dst: 10.255.2.1 o= Tunnel Endpoint IPs
»
v

Virtual eXtensible Local Area Network
» Flags: 8x0808, VXLAN Network ID {(VNI)
Group Policy ID: @

VXLAN Metwork Identifier (WNI): 99999 «———— |3 VNI 9929 VRF vxlan

Reserved: @

» Ethernet II, Src: 90:01:00:01:90:00, |[Dst: 74:86:0b:cd:b7:5d |slf———

» Internet Protocol Version 4, Src: 18.
» Internet Control Message Protocol

VXLAN = v

VTEP-2 Dst: RMAC

rO—2 &Py FT—JRTHDIZ=F ¥R
FMERED FS TN a—TFT 14T

ZOTFIUHIE, BRART AL AL PR —F =Y —7 VIEP Z4 L THMBIP 7 N L AT ping

ERATT D L EITRAETOARENRD Y £,

VXLAN % v FU—7 LAERIP Ry hU— 7 [H

DaA=F ¥y A MEEEL N T TN a—TFT 4 I TIHRINC, ROFBITRTF =y 7 2F(TLE

B

R4 FTUF 4 VXIANRY bT—D E PRy FT—JBTOA=ZF v X MEED S TNV a—T1 Y

ERITISHFI VY

XTI SHFIR

12D IPT7 KL AN VXLAN * > hU—7
FIEL, 9 1ODIPT KL ZABEIP X v
RO =7 BHRGEN TS

VE— "7 Ry EBFIET DAL, 72—
INHTFy b (FTESVIA X —T A
) HWERLET,

(6=3))
VFIIVAIOHEETH, = F TRy b
FVE— M7 Ry MY v AU SHET,

NS 74y &) = h ORISR 5
F2IZ EVPN b b 44 7 5 A1 ST
5,

VTEP C show bgp I2vpn evpn all =2~ > K% §5
M EXEC E— FTIITLES, L—FFAT
52 5] ELTERTDHIE-FT VT 4
7 AERLET,

VXLAN X v FU—27 LAEIP Ry N —I O =% v A MNREE VT TNV a—T 4 7

FTHIE, ROFNEEFATLET,

*EVPNVXLAN LA ¥ 34— N—L A Xy NI DT R a=r T EMRLET,

= EATSEMEAL, R—F—IJ—T7 AL v T %ENLTVXLAN X T —27 025 [P

Fy NT=JIE T T 4y 7 BB S =

MR LET,
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B oevPN VXN LA Y3 — =L Ry D= D TOE T 3 SV T ORE

EVPNVXLAN L ¥ 34 —R—L A %y bT—sDTFOES 3 =0y
DT

FEL<IE, EVPNVXLAN LA ¥ 34—~ A 32y hU—T DT rbya=70mE (21
N=) EZRLTLEE N,

IW— 2 A4 TS5 &FERLEER—F—1)—T X4 v F %4 L1 VXLAN
27TV IDBIPRY NIT—OAD T T4 v DIER

R = =T 2, v FHN LIZVXLAN 7 7 7V o IV INBHEIP Xy NU—7 ~D T
T4y 7 OBIEMRT ST, ROF v 7 H2ETLET,

1. BGP. EVPN. BLWVPNv4 F—7LDF—7 /L U OEE (34 =—7)
2. BGP. EVPN, BXOVPNE T— 7O F—7 )Lz z) OWeR (34 ~—)

3. b RAORIEIET D BHEREROFAEOME (36 ~—)

BGP. EVPN. & U VPNE T—TILDT—TILIT Y b DFER

&IZ. BGP, EVPN., BELOVPNv4 F—T NLDF—T x> b BRI 560 %755 L
F9,

VTEP-1# show bgp vpnv4 unicast vrf vxlan 10.9.9.9/32
<<— To a remote IP address outside the VXLAN fabric
BGP routing table entry for 10.255.1.1:1:10.9.9.9/32, version 150
Paths: (1 available, best #1, table vxlan) <<— VPNv4 VRF BGP table
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [5][10.255.1.11:1]1[0]1[32]1[10.9.9.91/17 (global)
<<— Learned from EVPN into VPNv4
10.255.1.11 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, best
Extended Community: ENCAP:8 Router MAC:EC1D.8B55.F55D
Originator: 10.255.1.11, Cluster list: 10.2.2.2
Local vxlan vtep:
vrf:vxlan, vni:99999
local router mac:7035.0956.7EDD
encap:8
vtep-ip:10.255.1.1
bdi:Vvlan99
Remote VxLAN:
Topoid 0x2 (vrf vxlan)
Remote Router MAC:EC1D.8B55.F55D <<— Border Leaf VTEP RMAC

Encap 8
Egress VNI 99999 <<— VNI associated with VRF
RTEP 10.255.1.11 <<— Tunnel IP address

rx pathid: 0, tx pathid: 0xO0

VTEP-1# show bgp 1l2vpn evpn all route-type 5 0 10.9.9.9 32
<<— This is sent as type 5 as there is no VNI at all for it to be mapped to
BGP routing table entry for [5][10.255.1.11:1]1([0]1[32][10.9.9.91/17, version 650
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Paths: (1 available, best #1, table EVPN-BGP-Table)
Not advertised to any peer
Refresh Epoch 2
Local
10.255.1.11 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
<<— Border Leaf VTEP Tunnel IP address
Origin IGP, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Gateway Address: 0.0.0.0, VNI Label 99999, MPLS
VPN Label 0
<<— Using Layer 3 VNI 99999
Extended Community: RT:10.255.1.11:1 ENCAP:8 Router MAC:EC1D.8B55.F55D
<<— Route Target and RMAC of Border Leaf VTEP
Originator: 10.255.1.11, Cluster list: 10.2.2.2
rx pathid: 0, tx pathid: 0x0

Border Leaf VTEP# show bgp vpnv4 unicast vrf vxlan 10.12.12.12/32
<<— To VXLAN Fabric IP address on VTEP-1
BGP routing table entry for 10.255.1.11:1:10.12.12.12/32, version 3092
Paths: (1 available, best #1, table vxlan)
Not advertised to any peer
Refresh Epoch 4
Local, imported path from [2][10.1.1.1:12]([0][48][005F860210E7][32]1[10.12.12.12]/24
(global)
<<— EVPN type-2 has been imported to VPNv4, from VTEP-1
10.255.1.1 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
Origin incomplete, metric 0, localpref 100, valid, internal, best
Extended Community: RT:10.255.1.11:1 ENCAP:8 Router MAC:7035.0956.7EDD
Originator: 10.1.1.1, Cluster list: 10.2.2.2
Local vxlan vtep:
vrf:vxlan, vni:99999
local router mac:EC1D.8B55.F55D
encap:8
vtep-ip:10.255.1.11
bdi:Vlan99
Remote VxXLAN:
Topoid 0x2 (vrf vxlan)
Remote Router MAC:7035.0956.7EDD <<— VTEP-1 RMAC

Encap 8
Egress VNI 99999
RTEP 10.255.1.1 <<— VTEP-1 Tunnel IP address

rx pathid: 0, tx pathid: 0xO0

Border Leaf VTEP# show bgp 12vpn evpn all route-type 2 0 005F860210E7 10.12.12.12
<<— Border_Leaf VTEP still knows the type-2. This is still exchanged between the VTEPs

even though the prefix has been imported to VPNv4

BGP routing table entry for [2][10.1.1.1:12][0][48][005F860210E7][32][10.12.12.12]1/24,
version 3085
Paths: (1 available, best #1, table EVPN-BGP-Table)
Not advertised to any peer
Refresh Epoch 4
Local
10.255.1.1 (metric 3) (via default) from 10.2.2.2 (10.2.2.2)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 12012, Label2 99999
<<— Both Layer 2 VNI and Layer 3 VNI labels are seen in type-2,
but only Layer 3 VNI 99999 is used, once imported to VPNv4
Extended Community: RT:12:1 RT:10.255.1.1:1 ENCAP:8
Router MAC:7035.0956.7EDD
Originator: 10.1.1.1, Cluster list: 10.2.2.2
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B rmisxvx b0 r5IN a—F 10y

rx pathid: O, 0x0

\)

tx pathid:

GE)
R C show ip routevrf vrf-name =2~ > K& E{TL £,

IP/L— RS CEF T — 7 LTI A SN TWANE 5 2R 5121, $iME EXEC E—

IPVRFIADARR b T/34 RITVTEP F 2 RJLIP 7 KL ANDBEEEZRAHEIMNE S M DORER

WIZ. IPVRE NDOAHRA RFNA ZAD VTEP F RV IP 7 R L AR N H D =

LR AP 2R L ET,

VTEP-1# show ip cef vrf vxlan 10.9.9.9/32 platform
10.9.9.9/32
Platform adj-id:

Ox1A, 0x0, tun gos dpidx:0

VTEP-1# show platform software fed sw ac matm macTable vlan 99

<<— Adjacency ID to remote IP address

VLAN MAC Type Seqg# EC Bi Flags machandle siHandle
riHandle diHandle *a time *e time ports
99 7035.0956.7edd 0x8002 0 0 64 Ox7ffa48d6lbes8 0x7ffa48d630b8
0x0 0x5154 0 Vl1an99
99 7486.0bc4.b75d  0x1000001 0 0 64 O0x7ffa48fblbb8 Ox7ffad8fac698
O0x7ffad48fab038 0x7ffa4838ccl8 0 RLOC 10.255.2.1 adj id
103
99 ecld.8b55.£55d 0x1000001 0 0 64 0x7ffa48d065e8 0x7ffa48d01d08
0x7ffa48c9%a618 0x7ffad4838ccl8 0 0 RLOC 10.255.1.11 adj id
47

b RIVDIEEICEET HEEEEROFEDHER
wIZ,

VTEP-1# show ip cef 10.255.1.11
10.255.1.11/32
nexthop 10.1.1.6 TwoGigabitEthernetl/0/2

b RNV DFEIIZBIET D B EEBR S FET 5 2 L MR T Dl R LE T,

TFORIL—TYRIILFENYRMND LS TILS 21—

BGPEVPNVXLAN 7 7 7' U v 7 O TRM OfE%E N7 TNV a—TF 4 73 B FEITHONT

.
SV,
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/217170-troubleshoot-evpn-vxlan-trm-on-catalyst.html
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BGPEVPNVXLANG O 5T L a—F >4 [l

BGPEVPNVXLANV6 D S5 J )L a—TFT4 2%

IPv6 7 > Z—L A il L7-BGPEVPNVXLAN 7 7 7' U v 7 OREZ N T TV a—T 4 v
735 FIEIZOWTIL,  [Troubleshoot EVPN VXLANV6 on Catalyst 9000 Series Switches] R =
AV MEZRLTIIEIN,
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