2y D=0 EHOTUR

» clear snmp stats hosts (4 ~X—1)

* et-analytics (5 ~—2)

* et-analytics enable (6 ~<—717)

s inactive time (7 ~X—37)

» ip flow-export destination (8 ~—73”)

» show flow monitor etta-mon cache (9 ~X—737)

» show platform software et-analytics (10 ~X—73")

« show platform software fed switch active fnf et-analytics-flow-dump (11 ~<—37)
e description (ERSPAN) (12 ~—7)

s destination (ERSPAN) (13 ~—7Y)

« event manager applet (19 ~<—73")

« filter (ERSPAN) (23 ~—%)

s header-type (25 ~X—7)

«ipweep (26 N—3)

« map platform-type (28 ~X—73)

« match platform-type (29 ~<—3°)

* monitor capture (interface/control plane) (30 ~X—7)

* monitor capture buffer (32 ~X—73)

* monitor capture clear (33 ~X—73)

« monitor capture export (34 ~<—)
* monitor capture file (35 ~X—3)

* monitor capture limit (37 ~X—73")

* monitor capture match (38 ~<—1")
* monitor capture start (39 ~X—737)

* monitor capture stop (40 ~X—13)

* monitor session (41 ~X—73)

* monitor session destination (43 ~X—73)
* monitor session filter (47 ~—73)

* monitor session source (49 ~X—73)
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* monitor session type (52 ~X—1)
« show capability feature monitor (54 ~—73°)

* show class-map type control subscriber (55 ~X—73")

« show ip sla statistics (56 ~~—27)
s show monitor (58 ~<X—1)
» show monitor capture (60 ~2—73")

» show monitor session (62 ~<X—37)

« show parameter-map type subscriber attribute-to-service (64 ~<—13)

* show platform software fed switch ip weep (65 ~X—13)
» show platform software swspan (67 ~X—73")

+ show snmp stats (69 ~X—1)

s shutdown (E=%tviar) (71 X—)

* snmp ifmib ifindex persist (72 ~<—3)

* snmp-server community (73 ~X—3)

« snmp-server enable traps (75 ~—3)

« snmp-server enable traps bridge (79 ~X—1)

« snmp-server enable traps bulkstat (80 ~3—13)

« snmp-server enable traps call-home (81 ~<—37)
« snmp-server enable traps cef (82 ~—)

« snmp-server enable traps cpu (83 ~X—1)

* snmp-server enable traps envmon (84 ~X—)

+ snmp-server enable traps errdisable (86 ~X—1)
» snmp-server enable traps flash (87 ~3—3)

(88 X—)

(89 ~—7)

« snmp-server enable traps mac-notification (90 ~<—73°)

* snmp-server enable traps isis

 snmp-server enable traps license

* snmp-server enable traps ospf (91 ~X—1)
(93 ~—v)
(94 =—)

« snmp-server enable traps power-ethernet (95 ~X—3")

* snmp-server enable traps pim

* snmp-server enable traps port-security

* snmp-server enable traps snmp (96 ~<—17)

« snmp-server enable traps storm-control (97 ~X—1)
(98 ~—)

(99 ~—)

» snmp-server enable traps vrfmib (100 ~X—1)

» snmp-server enable traps stpx

 snmp-server enable traps transceiver

« snmp-server enable traps vstack (101 ~X—3")
(102 <—2)

« snmp-server group (103 ~<—73”)

(107 ~<—)

+ snmp-server manager (112 ~3—1)

 snmp-server enginelD
» snmp-server host

« snmp-server user (113 ~X—13)

. Yy hID—YEBOTUF
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s snmp-server view (118 ~X—37)
s source (ERSPAN) (120 ~~—727)
« switchport mode access (121 ~X—7)

« switchport voice vlan (122 ~~—2)
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. clear snmp stats hosts

clear snmp stats hosts

NMSDIPT7 FLVA, NMSBAT—V =z haR—V 7 Lcbli, BIOKR—V T DXA A
AR T )T HITIE, KM EXEC € — R T clear snmp statshosts 2~ > R&fEH L &
D

clear snmp stats hosts

QO Zoavy RIZIFBIRERITF—V— REH D FHA,

AR R FTI4IL L SNMPT—V =zl MIAR—Y U7 SNIZSNMP = X — ¥ DFFIN T AT MIRF SN ET,

aAvY R E—F HeME EXEC (#)

avy FERE )1)—2R EEAR

CiscoIOS XE Amsterdam 17.1.1 Zp=a<> FREAINE LT,

FELEOHA KS4q > cear ssmpstatshosts =~ > Fid, SNMP = —Y = MZR—) 7 sy _XTox=r by
ZHIBRT D7 DICER L ET,

wIZ. clear snmp statshosts =~ > KOH B %R L ET,

Device# clear snmp stats hosts
Request Count Last Timestamp Address
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et-analytics

et-analytics .

71 —s3)b et-analytics 227 4 ¥ = b—3a v B— RERHTHITE, Ju—S L a7y
Xol—3 3 F— RTetanalytics =2~ REMFHLET,

et-analytics
FESCDERA et-analytics 71— /%)L et-analytics = >
T4 F¥al—raryE—F%
Bt L E£7,
AXURFIALE TAE—TN

aAvU R E—F

Jua—s)L a7 4 Fab— 3 (config)

avwy FERE

)1 —2 EENE
Cisco IO0S XE Everest Zhavwy RNEAINE LT,
16.6.1

1 :

WIZ, et-analytics 2> 7 4 X2 b —v gy T— N&ET 502 LET,

Device>enable
Device#configure terminal
Device (config) # et-analytics

rvro—vgBEa<>F ]



. et-analytics enable

Fy kD—sgBEavUR |

et-analytics enable

FEDA 4 —7 = A A Cetanalytics iX EX HNZT HITIE, A v F—T A A a7 ¥
L — 3 ¥ E— KT et-analyticsenable =~ > K& il L £7, etanalytics %7 1 &—7/LZ
THHAE, Zoavr FonBEXEHEHLET,

et-analytics enable
no et-analytics enable

B DEREA

AR R FI4ILE

ATV R E—F

et-analytics enable ¥BEDA 2 —T7 A ALT
et-analytics £ *—7 /LI L%
R

TAE=TN

AH—TxA AT fFalb— 3 (config-if)

2v Y KRR

J1)y—= EEAR

Cisco I0S XE Everest TOavwy RRNEBAINE L=,
16.6.1
1 -

WIZ, A & —7 = A A GigabitEthernet1/0/2 C et-analytics = AN T HHl 2R LET,

Device>enable

Device#configure terminal

Device (config) # interface gil/0/2
Device (config-if)# et-analytics enable
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inactive time .

inactive time

et-analytics 37 7 7 4 7 H A ~—fHEZFXET HITIL, et-analytics 227 f Fa b — 3 E—
R T inactivetimeseconds =~ > Rl L£§, 44 ~v—REZENTDHITET, Z0aw
Y RO noEXEFEHLET,

inactivetime seconds
no inactivetime seconds

X MEREA inactivetime T IF 4T B —lE e
ﬁbi—a—o
seconds FPHALO & A ~—Dfl, #iH
X1~ 604800 T, &7+ /L k
1% 60 # T,

ARVRTFIALE TAETT

AT R E—F et-analytics 7 i€ (config-et-analytics)

av Yy FERE J1)—=x EENE
Cisco I0S XE Everest Thavwy RNEAINE L,
16.6.1
£

W, T 7T 47 ZA~—% 10 ITRET DB R LET,

Device>enable

Device#configure terminal

Device (config) # et-analytics

Device (config-et-analytics)# inactive time 10
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. ip flow-export destination

ip flow-export destination

ya—sLa by X0 IP T RUAZKET HITIL, et-analytics 227 f Fa b— 3 v
£ — KT ip flow-export destination ip_addressport =~ > R&EH L EJ, 2 L7 X D35 IP
7 FLAZHIBRT HIC1E, 2oaxr FonoBREHEH L X4,

ip flow-export destination ip_address port
no ip flow-export destination ip_address port

X DEREA ip flow-export destination Ja—LalL s X0 1P
T RLVALER—RFERELE
ﬁ—o
ip_address SASED P 7 KL A,
port SR — b,

ARYRFIANL TAETTV

avY R E—FR et-analytics & & (config-et-analytics)
avy FNEE J1)—=2x EEAR
Cisco I0S XE Everest Zoavwy FREAINE LT
16.6.1
i
WIZ, 7a—xJ AR—=FD5EHIPT L A% 10.1.1.112, R— F% 205527 ET D
BlaRLET,
Device>enable

Device#configure terminal
Device (config) # et-analytics
Device (config-et)# ip flow-export destination 10.1.1.1 2055
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show flow monitor etta-mon cache .

show flow monitor etta-mon cache

ETAE =4 % v v v a2 O ZFrnT 5121%, F#E EXEC € — K showflow monitor etta-mon
cache =< RZfEHA L E1,

show flow monitor etta-mon cache

aATYRFIHLE AL

ARV R E—F FriE EXEC

avy FERE Jiy—=x EERNE
Cisco IOS XE Everest Zhavwy RNEAINE LT,
16.6.1
51

WIZ, BTA 70— E=4 X v v aDFfME R~ T 562~ LET,

Device>enable

Device#configure terminal

Device# show flow monitor etta-mon cache
Cache type: Normal (Platform cache)
Cache size: 10000

Current entries: 4

Flows added: 6

Flows aged: 2

- Inactive timeout ( 15 secs) 2

IPV4 DESTINATION ADDRESS: 15.15.15.35
IPV4 SOURCE ADDRESS: 72.163.128.140
IP PROTOCOL: 17

TRNS SOURCE PORT: 53

TRNS DESTINATION PORT: 12032

counter bytes long: 128

counter packets long: 1

timestamp abs first: 06:23:24.799
timestamp abs last: 06:23:24.799
interface input: Null

interface output: Null
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. show platform software et-analytics

show platform software et-analytics

et-analytics % & & £/RT D IZI1%. F#HE EXEC “E— K C show platform software et-analytics = <
YREMEALET,

show platform software et-analytics {global | interfaces}

BX DA global 7 11— /%)L et-analytics i E & &R LET,
AU B—=TxA A UH—T x4 Retanalytics s E & F~ LET,
A
ARV RTFIALE EL
avU R E—F FiHE EXEC
avy FERE )1y—= EEARE
Cisco IOS XE Everest ThOavwy RRNEBAINE L=,
16.6.1
i

RIZ, 7' —,3)L et-analytics RE LA RRT DR LET,

Device>enable
Device#configure terminal
Device# show platform software et-analytics global

ET-Analytics Global state

All Interfaces : Off

IP Flow-record Destination: 10.126.71.20 : 2055
Inactive timer: 0

ET-Analytics interfaces

GigabitEthernetl1/0/3

RIZ, 7' —,3)L et-analytics R E & FRT DB 2R LET,

Device>enable
Device#configure terminal
Device# show platform software et-analytics interfaces

ET-Analytics interfaces
GigabitEthernetl1/0/3
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show platform software fed switch active fnf et-analytics-flow-dump .

show platform software fed switch active fnf

et-analytics-flow-dump

A B —T A Ret-analytics 7 0 — X T HERKRT HITIL, FiHEEXEC & — R T show platform
software fed switch active fnf et-analytics-flow-dump =~ > RZ&H L £,

show platform software fed switch active fnf et-analytics-flow-dump

aATYRFI+LE AL

ARV R E—F FrifE EXEC

avy FERE Jiy—=x
Cisco IOS XE Everest Zhavwy RNEAINE LT,
16.6.1
51

WiZ, A v H—7 = A A et-analytics 7 01— X T ERTHHZ2R L ET,

Device>enable

Device#configure terminal

Device# show platform software fed switch active fnf et-analytics-flow-dump

ET Analytics Flow dump

Total packets received

Excess packets received
(Index:0) 72.163.128.140,

flow

done=u

SPLT: len = 2, value =
IDP: len = 128, value

(Index:1) 72.163.128.140,

flow

done=u

SPLT: len = 2, value =
IDP: len = 517, value

(Index:2) 15.15.15.35,
flow

done=u

SPLT: len = 2, value
IDP: len = 69, value =
(Index:3) 15.15.15.35,
flow

done=u

SPLT: len = 2, value =
IDP: len = 69, value =

15.15.15.35, protocol=17, source port=53, dest port=12032,

(25600,0) (128,0)
45:0:0:80:£f0:6¢c:0:0:£9:11:
15.15.15.35, protocol=17, source port=53, dest port=32356,

(59649,0) (128,0)
45:0:2:5:¢3:1:0:0:£9:11:
72.163.128.140, protocol=17, source port=12032, dest port=53,

(10496,0) (128,0)
45:0:0:45:62:2e:40:0:40:11:
72.163.128.140, protocol=17, source port=32356, dest port=53,

(10496,0) (128,0)
45:0:0:45:62:ad:40:0:40:11:
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B cescription (Erspan)

description (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{57tt v v a v Z#HT 51213,
ERSPAN E =X Gtk vy a vy a7 4 X2 b—3 g £— K Tdescription =~ RZ&ff
HALET, FHZHEIRT 22T, Zoavr Rono ERNE2EHLET,

description description
no description

X DiRHA description —ot v a DS aT 4 IZOWTHBHLET,

AT R T4  aIERESHTOVEREA,

ATV RE—F ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)
vy RERE )1y—2 EERNE

Cisco I0S XE Everest TOavwy RREBAINE LA,

16.6.1

FEEEDHA K54 > description 51%E 240 SCFLINTHRE L £,

Bl wIZ. ERSPAN &{Ect vy a 23T 50257 LE1,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # description sourcel

BEa<w> R av U R Bz

monitor sessiontype | m— 7 /LM ERSPAN (S £ 72 13sidet v v a v ARE L £
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destination (ERSPAN) [J|f

destination (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) X{Etk v a v DmiL R ET DI
&, ERSPAN E =X XEtt vy a s a7 4 Fab—3 a3 F— FTdesination =2~ F
PHEHALET, sidtty i a r2HlRT 212X, Z2oavwr Rono BRAFEHLET,

destination
no destination

X DERHA ZOawy FIESIEELITF -V —NEH Y A,

ATV RFI4AR FEILEY VI OEEITRESNTOVETA,

ATV R E—FR ERSPAN E=4 {5ty ay a7 4 Fab— 3 F— K (config-mon-erspan-src)
av Yy FERE )1)—2 EEARE

Cisco I0S XE Everest 16.6.1 Zhavwr RREAINE LA,

Cisco I0S XE Amsterdam 17.1.1 [Py ERSPAN O HF— F & LT, EExLtE v g vamikeay
T4 X2l —va B RiZipv6 F—U— FRBMEhEL
77

FERALEDHA KS4> ERSPAN 77 ¢ v 7%, GRE B 7/ LENTZSPAN T 7 ¢ » 7 T, ERSPAN 5iit v
Vasilko TR S NET,

destination =~ > KEZ AT HE, avr RE—RRE=FEEFEikyrary ary74¥a
L—3 3 EF— I (config-mon-erspan-src) 72HikfEIukE Yy asifiar7 4 Falb—g
> %&— R (config-mon-erspan-src-dst) (ZE10 D £, ZOE—RTHEATELa~vRD
—EEFRTHICIE, VAT AT T FCRME () ZEANLET,

erspan-id erspan-1D ERSPAN + 7 7 ¢ v 7 #4572, sidet v v a o Cfff
ME2 ID i E LEd, AZREORPMIE 1 ~ 1023 T
R

exit F=4 ERSPAN %t v v a ViHETL T BT 4 B— R %
MTLET,
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Fy kD—sgBEavUR |

ip { addressipv4-address |
dscp dscp-value | ttl ttl-value }

IP 7T A2 BELET, ROFTva rERETEE
R
« addressipv4-address : ERSPAN %6t v a v D IPT K
VAZBRELET, 93CDERSPAN %{E0k v =
v (K8) DFEHIPT RLUANE—THLHILELH Y
FHA,

ERSPAN £fE7c v ¥ a D3 IP 7 KL AN (BEik
AA v F EDA U H—T 24 ATHEZID) . ERSPAN
ey v a VMR — MO ET AN T T4 v D
KETTT, XETttkyvarBlowttyra o
W —DT L AZFEELET,

e dscp dscp-value : ERSPAN 5 7 ¢ v 7 DNy B
DiffServ =— KA >k (DSCP) fliZ&sELE£T ., A%
X 0 ~ 63 T,

DSCP fi & HI &3 5 121,
JALET,

o ttl ttl-value : ERSPAN kT 7 v 7 D34 > b D fEHG Al
BERFR] (TTL) fEAREL £, A&MEIL2 ~255 T
KR

TTL {8 % HIBRT 5120,
L\i‘j_‘b

Zoa<wr RO no B A& ff

ZOa<r RO no B E2#H A
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3l

destination (ERSPAN) [J|f

ipv6 { addressipv6-address |
dscp dscp-value | flow-label
ttl ttl-value }

IPV6 7 a7 4 AR ELE T, ROAT T3 v ERETEE
B

« addressipv6-address : ERSPAN %64t v+ a2 > D IPv6 7
RLAZBZRELET, T XCTHOERSPANEE L v g
v (K8) DFHIPV6 T KL ANE—ThHMLEILH
D EH A,

ERSPAN %fE70t v a »D%asE IPv6 7 KL A (51
FZA v F EDA B —T 24 ATHRESND) |
ERSPAN 585t v o a U5 AR— MIEETH T
T4 v I DEFELTT, EExEya rBILU%Eg
Ly a O HICE—OT7 RLAZHRELET,

e dscp dscp-value : ERSPAN 5 7 o v 7 D87y FOD
DiffServ =— KR A > b (DSCP) fEZ&RELET, A%
fEI% 0 ~ 63 TY,

DSCP fEZHIFRT BI1ZiE, 2D a<> Ro no B &4l
JALET,

s flow-labdl : 7o —F L EFRELET, HRRMEIZ0~
1048575 T,

« ttl ttl-value : ERSPAN k5 7 ¢ v 7 O 37 v kN OLFERE Al
RERFME] (TTL) AR ELET, AEMEIL2 ~255 T

KR
TTL % IRt 511X, Zoa~<> RO noFER A H
L1,

mtubytes

ERSPAN O8I ) #5ChOHx KRGk => F (MTU) ¥4 X%
BELET, 774/ MEIK 9000 /X1 FTT,

origin { ip addressip-address
| ipv6 addressipv6-address}

ERSPAN F T 7 4 v 7 ODEELERELET, IPv4T RL- X
F71XIPv6 7 RL A B ASTX T,

vrfvrf-id

%6558 » & 3 > @ Virtual Routing and Forwarding (VRF) % &%
ELET, VREID ZANLET,

ERSPAN k7 7 ¢ v 71X, GRE 7 7/ b & 7= SPAN T 7 ¢ v 7 T, ERSPAN %ifct v
Va Nl ko TCFITRBEENE T,

%Iz, ERSPAN £tk v ¥ =3

VDR EEHE L, ERSPAN =455ty g o

V74X 2l —varyE®—REMBLT, SETe T 4 2RETHHERLET,
WOFITIE, 587 a7 ¢ ip ZfRELET,

Device (config) # monitor session 2 type erspan-source
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B cestination (ErsPAN)

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) #ip address 10.1.1.1
Device (config-mon-erspan-src-dst) #

Wiz, 5%t v 3D ERSPANID #3RETAHZ - LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # erspan-id 3

WIZ, ERSPAN 57 4 v 27 ® DSCPEZRET AHZRLET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# ip dscp 15

WIZ, ERSPAN 57 4 v 7 O TILEZHET HH 2R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # ip ttl 32

WOFITIE, 3807 037 ¢ ipv6 FE L £,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) #ipv6é address 2001:DB8::1
Device (config-mon-erspan-src-dst) #

&IZ. ERSPAN 57 ¢ v 7 IPv6 @ DSCP [BAZEET AW AR LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# ipvé dscp 10

WKIZ, ERSPAN T 7 4 v 7 IPv6 D7 a—F~YLEZHET HH 2R LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é flow-label 6

WIZ, ERSPAN K57 (v 7 IPv6 O TTLEZ R ET AP Z L E T,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é ttl 32

KIZ. 1000 /SA RO MTU Z$5ET 502~ LET,

Device (config) # monitor session 2 type erspan-source
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destination (ERSPAN)

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# mtu 1000

WIZ. ERSPAN 2 it v a v DIP T RLARHBRET A 2R LET,

Switch (config)# monitor session 2 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ip address 192.0.2.1

WIZ, ERSPAN EETetE v a v D IPv6 7 RL A ZRET AHZRLET,

Switch (config) # monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ipvé address 2001:DB8:1::1

Wiz, 5ty 3D VRF ZRETHH 2L E1,

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # vrf vrfexample

& @ show monitor session all Bz IE, BEILE Yy v a o DmHDOELRDIP T R

VABRRENTWET,

Device# show monitor session all

Session 1

Type : ERSPAN Source Session
Status : Admin Disabled
Description : sessionl
Destination IP Address : 10.1.1.1

Session 2

Type : ERSPAN Source Session
Status : Admin Disabled
Description : session2

Destination IP Address : 192.0.2.1

Session 3

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session3

Destination IP Address : 198.51.100.1

Session 4

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session4

Destination IP Address : 203.0.113.1

Session 5
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B cestination (ErsPAN)

Status : Admin Disabled
Description : sessionb
Destination IP Address : 209.165.200.225

BEEav R avw U R SR AR

monitorsessiontype| o — 7 /L ERSPAN E{E e £ 721356kt v v a v AR EL £,
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event manager applet .

event manager applet

Embedded Event Manager (EEM) 27 7L v 2B L TT Ly hary 7 4 ¥alb—a v
E— RERBTHICIE, Ze— a7 0¥ a2 b—3 3 E— KT event manager applet =
~U REHMLES, 77V y FEBRMERT 5123, Zoavr FonoB e LT,

event manager applet applet-name [authorization bypass] [class class-options] [trap]
no event manager applet applet-name [authorization bypass] [class class-options] [trap]

B DEREA

ARV R TIAIE

ATV R E—F

avy RNERE

applet-name | 7L v k 77 A L D4R,

authorization | ({£&) 77V v hD AAAFFRI X A THEE L E T,

bypass (fEE) EEM O AAAFFA[ X A T ONRA N2 /ELE T,

class (L&) EEMRY o — 7 5 2 %EELET,

classoptions | ({£&E) EEM KU — 7 T A, ROWTNNEIFETE T !

o Classletter : KR Y L —27 T A&EHHNT D A~ZDOLF, EED dassetter
1O ETEET,

sdefault : T 74V b7 T RCEGESINEARY) U—EEELET,

trap (EE) RV v—RN I =L xIfigxy NV —28H 70 han
(SNMP) +7 v 7 &AL E T,

EEM 7 7 L v MIBEGFINEE A,

Jua—)L a7 4 ¥ alb—3 3 (config)

avy RERE

FEREDHA FS1 Y

)= ZENE
CiscoIOS XE Everest16.6.1 — oo~y N EAINE LT,

EEMT7 7Ly ME, AXVM AT V== FREYEL A R MRARICEITT AT 7 a v s
EFRT DENRLITETT,

Ty har 742l —3g T, event a7 4 Falb—y gy avy Ra 12720
HTXET, 77y har74FX¥al—ary B 7EF—RBKT L, event 2~ RAME
FELZRWGAIEL, 77 by MIA XY ERBEEMT SN TN & 2R 8E RN EZ R ENE
Ty AN IBREESNTWRWEES, 20T 7Ly MIBESZ L SN W=D, 7
Ty MIERENERA, ZOT Ty MIT 73 a U REID L THERRWEA, A2 b
LNV T—=SNETH, 77 a3 FETEINEEAL, 1207 Ty hary7Falb—
va rNTHEED action 7 7Ly b a7 4Falb—vay avy RBEHTE 9, Bk

rvro—vgBEa<>F ]



. event manager applet

vy ko—bgBavUF |

HEHDOT 7Ly hEFRT HIZIEL, show event manager policy registered =~ > &2 H L £
D

Ty har7s4Xalb—rvaryE—REKTLRWEBFOT 7Ly PREEHZ B
22, EEM T 7Ly REERTLHENC, Z0a~y RO no R EHH L CORERE kR L
Ft, 7Ly b ar7 4 ¥al—varE—RTCT7 ALy FEBERTTH-TH, BEFED
Ty hEFETTEET, Ty b ar7 4 Xal—var ®—R2RT7TT5L, H
Ty RRBGREREIN, BTl A=V g URBERINET,

\}

GE)  ERIRETIIIThRNWTL7ZE&V, EEM X, Tl J%%ézhfb\%ﬂ”) = DERI R IR A

HatAR—bLE¥A, EEMAY >—id, ZETHRET DANS, WITREMERT 2480
&) D ij‘o

actionaI > 7 4 Fal—vgravw NI, labd 5IEAFERT L2 L T—EICHTE 1,
1wd%ﬁ’iﬁiwiiﬂfﬁﬁmféiﬁ T vavid, lavd5l#E Y — h¥—L LT,
TETOX—DFNEIZY — S, ZOIEFTEITSNET,

EEMX, RV I —HRKIZEENTNDA XY FOFRENRIZESNT, RY v—%2 RV a—
Vo TBIOETLET, 77by b ar74F¥alb—vary B— NP TTHEX, EEM
X, A&z event 2~ K& action 2~ REZBAEL, FEEINTZA XV FDOFRARFIZE
TENBEHTT Ty hEBELET,

EEM 7R U —1%, BRI & &1 classclassletter 238 € S TWABBAIL T T RITE D Y
THONET, 7T AR LU THREINT EEM &R U v —Id, mmm77x UDéTBMiﬁ

defaultz 7 7 2 & L TERFFT 2 ALy RiZ, ALy RBMEEICFIARETHDL L&, T 741
7T A —EREZRMELET, FFEDOZ T ALFIZEH VY TOHNIEAL Y Rk, ALy R
PMEERICHRRECTH D L&, 7V TALTEN—HTHEEORY o—%2 P —EALET,

EEM 3HTA Ly R, EESNTZ T ADKRY V—FATICHHAARETRWEE T, 7 7 AD
AT a—F = APREINTWDLIHEIEL, AU —IT3%4 7 7 ADA Ly RPFATAMERIC
HETRELET, RCANAXRY IS MY A—SNEYRY —id, F—DFITAL >
RIZA T Y a— ST ud7z v £8 A, AU v —IX, queue priority & ¥ = —A > ZJAfF &
LTHEML, %7 7 ADRADF2a—IlFa—A T INET,

RY =N RUH—3INDd e, AAARRESIVTWDLEAIT, FFAlD72DIZ AAA T — N\ THE
ft L ¥ 7, authorization bypass ¥—7 — ROMAGOEZMEH L T, AAA —~OHHi %
AX T L, R —%EHIZFEITTHIENTEET, EEMiE, AAANXNA XA KRY v—
L VAPMMBEFELET, 2OV AMNMI, RV—nRMN)T—EnEXIImBEIsnEd, —
BN RO 7286, AAA FIIIANA RZA SN E T,

EEM R Y =l Lo CTHRESINTZa~ >y ROFZHBET 572912, EEM IX AAA ™R35
AT E ARV AN EFERHLET, ZN6D0LA4FIFEHFAY X ME, a~r T 2720
FIoTRETEET,

WIZ, AAA OB EFZRLET,

. Yy hID—YEBOTUF
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event manager applet .

ZOFEIX., 192.168.10.1 DA — 10000 & TACACS+ H— " ZHE L TV ET, TACACS+
PN A X—T N TRWEES, a7 4 FXalb—raravwy Rig, vy — L THAIN
¥4, 727 L. EEMARY > —L 77> k CLI OFBEBEITRILET,

enable password lab
aaa new-model
tacacs-server host 128.107.164.152 port 10000
tacacs-server key cisco
aaa authentication login consoleline none
aaa authorization exec consoleline none
aaa authorization commands 1 consoleline none
aaa authorization commands 15 consoleline none

line con O

exec-timeout 0 0O

login authentication consoleline
aaa authentication login default group tacacs+ enable
aaa authorization exec default group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default group tacacs+

authorization ¥—7 — K, dass¥—7— K, trap ¥— 7 — RIFMEEOMABTDOE CHEATE
\iﬁqo

B WIZ, IPSLApingl & W I 4RO EEM 7 7 L v F VB S, F5E SL7- SNMP 47
Y7 MIDOfEE S TS (B 72 IP SLAICMP — a2 —@){E2 £ d) HEICE
TENAHIERLET (Zhupingz~y RICHS LET) , = o—/ERK LT
GEIL4 DT 7 a N R T—E, AXU N E=FY 712 BEIHOKME E
TTF4—T7nicanxd, =~ ICMP = a—8ENKK L2 L 2Rt Ay
T — U0 syslog 12155 S 4L, SNMP k7 » 7B S, EEMIZT 7Y 77— 3 L [#H
HDANRY "&T7 Y w2 L, IPSLAIF & WO W7 U ZME 1 TS SET,

Router (config) # event manager applet IPSLApingl

Router (config-applet) # event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact
entry-op eq entry-val 1 exit-op eq exit-val 2 poll-interval 5

Router (config-applet) # action 1.0 syslog priority critical msg "Server IP echo failed:
OID=$_snmp_oid val"

Router (config-applet)# action 1.1 snmp-trap strdata "EEM detected server reachability
failure to 10.1.88.9"

Router (config-applet) # action 1.2 publish-event sub-system 88000101 type 1 argl 10.1.88.9
arg2 IPSLAEcho arg3 fail

Router (config-applet)# action 1.3 counter name _IPSLAlF value 1 op inc

ﬁl\%%mm JITANTT Ly NERGL, A~— ARV NT AT HN
W ZTECARV 2 NI H—FTDT7 Ly b ar7 4 Xalb—varyt—Fa2H
WM ohlERLET, A XM MY T—SDH L, actionsydog 2~ RIZL D,
syslog |2 A vt — Thelloworld] NEZAENET,

Router (config) # event manager applet one class A

Router (config-applet) # event timer watchdog time 10

Router (config-applet) # action syslog syslog msg "hello world"
Router (config-applet) # exit

WIZ, ZAjone, 7 7 AATT 7Ly NEBETDHEXIT, AAAFTFRZ A RRT 5
Bz~ L ET,

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
. event manager applet

Router (config) # event manager applet one class A authorization bypass
Router (config-applet) #

BEa<w> R avw Uk SR BA

show event manager policy registered | Z4x XN CWAEEMARY v —52F R L F9,

. Yy hID—YEBOTUF
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filter (ERSPAN) .

filter (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) i5{57T28 b7 > 7 R— hDFEIZ,
ERSPAN i£{55C VLAN 7 4 V5 U U 7 %3 ET H121E, ERSPAN E=4 %5k vy v a v =
V74X alb—rvarE—RNCfilter a~> FE2EHLET, REZHIRTHICIE, Z0a~
Y Rono BXEHFERALET,

filter {ip access-group {standard-access-list extended-access-list acl-name} | ipv6 access-group
acl-name | mac access-group acl-name | sgt sgt-id [{,}] [{-}]1| vlan van-id[{,}] [{-}]1}
nofilter {ip [{access-group | [{ standard-access-list extended-access-list acl-name}]}] | ipv6
[{access-group}] | mac[{access-group}] | sgtsgt-id[{,}] [{-}]] vianvian-id[{,}] [{-}]}

B DEREA

AR TFI4ILE

aAvU R E—F

ip IP7 7 &AL —LEIEELET,

access-group T AGE S —FEEEELE T,

standard-access-list JEAEP 7 7= XU & |,

extended-access-list JBEIP 7 722U Rk,

acl-name TR AY A N,

ipv6 IPv6 7 7 & AL — L A HEE L ET,

mac Media Access Control (MAC) /L—/L&#5E L £,

sgt sgt-ID X2 VT 4 I N—TF %27 (SGT) %IEELET., ARMEIL 1 ~ 65535
<7,

vlan vian-1D ERSPAN {57t VLAN Z487E L £ 3, AZ72MEIE 1 ~ 4094 T,

, (T BlD VLAN 2T LET,

- ({EE) VLAN O#iHZHEELE7,

FEEITTVLAN 74V Z ) U IR ESNTOVER A,

ERSPAN E=# Xty ay a7 4 F¥ab— a3 E— R (config-mon-erspan-src)

avy FERE

FREDHA FS14 Y

J1)y—= EERNE
Cisco IOS XE Everest 16.6.1 — oo~ RRAEAINE LT,

Cisco IOS XE Gibraltar 16.11.1 gyt ¥ — U — RAEA S L7z,

BEEITLVLAN & 7 4V Z VLAN 2RI Lty o g L ZEGD b2 LIXTEER A,

rvro—vgBEa<>F ]
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B riter (ErsPan)

Fo XA EINTENTFT I A E—T oA A L TCiltar 2~ REZRE LS. BESN-VLAN
Yy bEDONT T4 TR INET,

Bl WIC. EIETEVLAN 7 4 L2 U v 2 et Bl a7 L7,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# filter vlan 3

BEa<TR av Uk SHER

monitor session type | = — 7 /LD ERSPANEE e £ 721350t v v a V2R EL £7°,

. Yy hID—YEBOTUF



| #vybro—bEBa<oR

header-type

header-type .

H 72 ALD ERSPAN ~v X —H A T H5%ET 5121%, ERSPAN =4 %Gtk vy ar =2
V74 F¥al— gy E— FTheader-type 2~ REMMALE T, RELXHIRT 210X, =
Da<wr Rono BREHEHLET,

header-type header-type
no header-type header-type

BX DA

AR TFIAILE

aAvU kR E—F

header-type ERSPAN ~v &' —4 A 7 Hhip~v F—4 A4 F132HB L3 TT,

ERSPAN ~v X —HZ 4 L2 ICREENTWVET,

ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)

avy FERE

il

Jjy—= EEAR
CiscoIOS XE Gibraltar 16.11.1 =< FRNEAIILE LT,

WIZ, ERSPAN ~v X —H A T 3 ICEET LM 2R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # header-type 3

EEav> R

EEPL: 8

monitor sessiontype | 7 —7# /LD ERSPAN E{E Tt £ 721350kt v v a v 2 RELE T,

rvro—vgBEa<>F ]
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. ip weep

Ip wecep
Web ¥ ¥ v ah—EREAX—T ML, TV r—va vz VU TERINZL AT
Ty I —ERCHIET DY —E ARG ERET HITIE. T A Tipweep 7 = —/ 3L A
T4Falb—varav s PeffiLEd, Y—E227 1t —T7 0T 21T Zoav s
RO no A& L ET,
ipwcep {web-cache | servicenumber} [group-address groupaddress]  [group-list accesslist]
[redirect-list access-list] [password encryption-number password]
no ipwccp {web-cache | servicenumber} [group-address groupaddress]  [group-list
access-list]  [redirect-list access-list] [password encryption-number password]

XX DEREA web-cache Web¥ ¥ v ab—EAZEELET (WCCPA—Ta

AR TIFILbE

aAvU R E—F

1ERX—=T902)

Service-number ¥AFI v P—ERID, ZOHF—EADERIL Fr v
VallkoTUrRahET, ¥4 T Iy 7 $—EREKFIT0
~ 254 DFHTHE CTE 7, —ERDEREK
(web-cache ¥ — U — R CHEET SH Web ¥ ¥ v ¥ ot —1
AwEie) 13256 TT,

group-addr ess groupaddress (EE) V—ERATIN—TIZBINT 572D T 1 2B X
T 7V r—va oy Py MERT AL T A NS
N—TF T RLA%EELET,

group-list access-list (fEE) v~ LVFXx AN —FT7 FLAMEA S AW
Be. Y—EATA—TITMALTWABT ) r—ya >
TV NCKIET AERIPT FLADY X v EEELE

R
redirect-list access-list UEE) RAIDLBEEDORA NEFIIETEDO Ny O
VXAV N —ERXERELET,
password encryption-number UEE) BbEFE2HEELET, HETE 28T 0 ~
password 7TF, BELLAAWEAIE0, MEOBAIFTEENLE

T, 0. T UFLUNTARAT— R4 ZEELET, 7
A AZ, /XA T — K& MD5 §8GEHEZMAEHhE T, T3
ARET I r— g ERICEX2 ) T 4
EHERLET, T 74 FTEH, NAT—RIZHESINT
BHF, BAELFETINTWERA,

WCCP ' —EANRT N AT, X—TNMZENTWER A,

Ja—R_) a7 4 F¥al— g
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ip weep .

avy RERE

J1)y—= EERNE
Cisco I0S XE Everest 16.6.1 Zoawry RREAINE LA,

EREDAARZA4

VAA LI AT VAR T AT =T 4 T AA o F U TINAF—T VDL E WCCP D)
Xy T3 Ry V=2 7 RLUAZEH (NAT) 23 %A LET, ZoREIIxHLT %
Wi, BEFMTWCCP ZHF v v v V7 EREL, AT oY m oV A —T xR
T Cisco Express Forwarding A1 v F > 7 Z4)Z L, ip weep web-cacheredirect out =< > N
ZHRELET, Sy vy alCl@T b0 —% A X —7 A A Tipweep redirect excludein =<
YREREL, WA v F—T A ADOEFEEHAIZ WCCP #RELET, ZOREIL. £D
AE=T A ALBEFE LAy OV FA VT v a U &ERELET,

P—ERITN—TERETDHLEZEILLVFA LI N VA MEEOLTEHLTEET, fAESH
7eUHA L7 b UARME NAT GXET) IP7 RLAZET Ty hE2fESEL T, VH AL
7 va ek LET,

Zoawry I, BESNEY—EAFFELITIWeb Fv v ahr—EALDYR— & A
F—=TNELET 4 =T MIT D LI TS AR LET, V—EAF ST 0~ 254 D
PHCHEECE T, V—ERAESERITLFNA X—T MDD e, V—Z TP —E R T —
TORESLIZEINTE 7,

noipweep 2~ RIMANIND &, THAL RAEIP—ER T NV—T~OBMEKET L, 5l &
EH—EARBESNTNDA LV Z—T oA ZANRTIUTTERDOEI ) 4 TEAMER L, thoH—
EARBRIE SN TORITIUTWCCP # A7 2 # T LET,

web-cache |27 < ¥ — U — R & service-number 5120347 a > C, (EEDIEBFCTHRETE E
T2, 1 ELMEETEETA,

151

WIZ, WebF¥yrva, 7TV r—ary o0 Eridh—NIcEEisns- A
=Tz A, BEOXTITAT 2 MIERTHA v F—T =2 AEBRETHHZRL
F7,

Device (config)# ip wccp web-cache
Device (config) # interface gigabitethernetl/0/1
Device (config-if) # no switchport
Device (config-if)# ip address 172.20.10.30 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # exit

Device (config) # interface gigabitethernetl/0/2

Device (config-if) # no switchport

Device (config-if) #

*Dec 6 13:11:29.507: S$LINK-3-UPDOWN: Interface GigabitEthernetl/0/3, changed state to
down

Device (config-if)# ip address 175.20.20.10 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # ip wccp web-cache redirect in

( )# ip wccp web-cache group-listen

( ) #

exit

Device (config-if
Device (config-if

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

map platform-type

WRIA=E=2y TRET A NG EELE T Ty N T — LG A TITHRET HITIE, NTA—F
~ v 7 4V F— KT map platform-type =~ > R&2HHL 9, ZOREEEZHIFRT HIC
X, Zoavr FonBEXEHEHLET,

map-number map platform-type {{eq | not-eq | regex} platform-type}
no map-number map platform-type {{eq | not-eq | regex} platform-type}

BX DA

AU R TFI4ILE

AR E—F

map-number <5 A — 5~ o FE R,

eq TANEEAL TN T T N T —BEATELERLTHAI LA EELE
b@‘o

not-eq TUANBEEALTEZNT T 8T —LHATLHERUTRNWIEEZRELE
j—o

regex TANEEA THENEREHTHDL L E2RELET,

platformtype T X —F < o TRMET 4 VA IEED T T v N T F— LB AT,

77 4 FOBEREIZH Y EE A,

INTG A —=H <77 4)LH (config-parameter-map-filter)

avy FERE

3l

)1)—=R EENE
Cisco 10S XE Gibraltar 16.12.1 Zawy RBEAINEL
776

WIZ, WIA—H<y TRMETANEENEE T T N T —LH A TICRET D6 %
RLUFET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type subscriber attribute-to-service Aironet-Policy-para
Device (config-parameter-map-filter)# 10 map platform-type eq C9xxx

BEaT YR

avU kR Bl

parameter-map type subscriber T AT TANNGA—=H <y TEHREL, /NT A—

attribute-to-service By P T4 NE AT 4R 2 L— g v F— REE
BLUET,

. Yy hID—YEBOTUF
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match platform-type

match platform-type .

7Ty N7 k=L ZATIZESWTHIE Y 7 A Z5HMIT2121%, 2 hr—L 7 72~y
7 4 VX F&— KT match platform-type =~ > F&HHA L £, ZOKEZHIBRT I, 2
Da<r ROon BEREHEHALET,

match platform-type platform-name
no match platform-type platform-name

BXDERH platformname 75 74— AD4

E-ILJ.O

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AT R E—F ayvbha—) 7T A<y 7 4% (config-filter-control-classmap)
avy FERE )1)—=x EEAR
Cisco 10S XE Gibraltar 16.12.1 Zoawy RPREAINEL
77
Bl WIZ, VIAS YT T ANETT Ty "7 —b XA TEBETDHEHICERTT HH

ZRLET,

Device> enable
Device# configure terminal

Device (config) # class-map type control subscriber match-all DOT1X_NO_AGENT
Device (config-filter-control-classmap) # match platform-type C9xxx

BEav K avU R

Bl

class-map type control subscriber

Hl 7 7 2z Bl L, fli#l7 7 A~y 7 74 V7 T—F%&
B L £

rvro—vgBEa<>F ]
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. monitor capture (interface/control plane)

monitor capture (interface/control plane)

B4 FBLUON Yy e —HMEREL TCE=A Xy 7T vy RSV bERETDH, £
TXF X 7T ¥ ARA U MR A M &BEINT 5I12i%, FHE EXEC & — K C monitor capture
avy REFRHLET, BELEERAA L PRIy b7 —HHTE=X XY /T ¥
BT D, EEF v 7Ty RA 2 N EOEBOERAA v hOWT AR BT DI
X, Zoa<wr FonoBERE2FEHL T,

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in |
out | both}

no monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in
| out | both}

B DEREA

AR R TFIAILE

capture-name ERTDF ¥ 7T v D4R,
inter face interface-type interface-type 35 & Ninterface-id & DA > % —7 = A A &4 RA
interface-id YRELTHELET, sIBOEKITKRD LB TT,

+ GigabitEthernet interface-id : ¥4 &~ k 4 —¥% %~ bk IEEE
8023z A X —T7 A A,

e vlan vian-id : VLAN, vian-idO#apHiL 1 ~ 4095 T4,

control-plane ayho— FL—r iR, o e LTHRELET,
in | out | both XY TTFv I8 774y OHMEREELET,

Wireshark & v 7 F ¥ TR E SN TV ER A,

aYY K E—F FrHE EXEC
av Y REE ) 1y—2 RENE
Cisco IOS XE Everest 16.6.1 Zoavwy RNEAINE L,

EREDAARZA

AR A IR ZDa<wy REFEHL TR Y 7F vy RA v MCEEMN TN L, FIaZE®E
THME—DFEIL, Zoa~xr RO noBERNEHH L TR A > FEHIBRL, B LW AR
AR A > e T A LT, kA v oM EEXTEEEA,

BHERA o M % TF v BA v R OHIRSHL, 1 SOHEERA 2 N ORBBEA T BT
WBEA. T TF v BA L MEREICEIER S U E T

ZDawy REJOBERRA L N THEITTDHZ LT, BEOERARA ey 7F ¥ A
v hEBEMT A EMTEET, RICHIERLET,
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monitor capture (interface/control plane) .

A H =T 2 ADOHITHHNTF ¥ T F ¥ N7y ME, AA v FOEESHZITI > TT
bh7-ZEHF (TTL. VLANZ 7' CoS. F=v 7% A, BLOMACT KL A, DSCP. 7L 5
Y, UP 72 L) BRIV ELHD FT,

FREDIAFIZF ¥ 7 F v BA > M ERT 2HAICITEH SN EEA, EEDIEF T v 7
F ¥ RA L N RNT A=K HEFTEE T, Wireshark CLI T, BH—FTDO /3T XA —ZEIZHIFR
XHY FER-A, ZNEFY T v FA U MEEERTDHEDICHERa~ Yy ROBEHIR L E
7,

VRF, F#A— b, 774 _X— FNVLANZWT N O A > e LTHERHTAHZLIXTEE
A,

Wireshark (%85G SPAN iR— R T v b Xy I ¥ TExEH A,

VLAN 73 Wireshark D8R A > b & LTHEHA SN TWAEE, X7y ME, AJTFRITO A
Xy IFrYENET,

451
WA VB —T 2 A AR A L FE LTHEAL TRy 7 F ¥ R"A v b2 EETD
IR EFEITLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any

\}

GE) 2oBHOa<w s RE, ¥ F7Fy¥ BA L MDa7 74 A2 5ERLET, UL,

X ¥ 7 TF ¥ BRA L NBEEET AT DITMETT,

BEOERARA » MR oX ¥y 7 F ¥ RA U P EERTDHITFKREETLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any
Device# monitor capture mycap control-plane in
Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

EHOBEGRA P TEBINTZF v 7 F v AV ISR A v FRHIBRT 51
IR EFATLET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

Device# no monitor capture mycap control-plane

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in

rvro—vgBEa<>F ]
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. monitor capture buffer

monitor capture buffer

T Xy 7F ¥ (WireShark) DNy 7 7 ZRET HI21%. FibE EXEC & — KT monitor
capturebuffer <> REMHALET, TE=F X 7Ty NN 77 2 WHT 5, F2id Ay
T 7 BRI T BT 74V SOy 7 7 IRTICIE, Zoa<wr RO no R E
HLET,

monitor capture {capture-name} buffer {circular [size buffer-size ] | size buffer-size}
no monitor capture {capture-name} buffer [circular ]

XX DEREA capture-name Ry 7 7 BRREINDF ¥ 7T ¥ DL HI,
circular Ry T 7 MERIA T THLHZEEIRELET, BREZA 7Oy 7 713,

Ny 77 BNEESNEB LNy 7Ty ENT— 22 LEXTDHZ L
TT—ZDX v 7F ¥ ki LEd,

sizebuffer-size  ((£3&) v 7 7OV A XEFELET, &HEIT 1~ 100 MB T,

ARV RTFI4LE BBy T BRBRESHLET,

ATV R E—F FiHE EXEC
av Yy FER Jjy—= EEAR
Cisco I0S XE Everest 16.6.1 Zoawy RREAINE L,

FEREDHA K54 I WireShatk D v 7' F ¥ ZRET D &, INUEDTER N 7 7 BIRE SN ET,
1

IMB DY A ZOYEERN Y 7 7 R ET 2 HEITREFATLET,

Device# monitor capture mycap buffer circular size 1
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monitor capture clear .

monitor capture clear

E=H Xy 7T v (WireShark) N> 77 %27 U7 352X, FrHE EXEC &— K C monitor
captureclear =~ > R&EHEHA L £,

monitor capture {capture-name} clear

XDt capture-name N 7 7RI U T ENDHF ¥ T F ¥ DLHE,

ATV RTFI4NE DN TrOarTreVEr7 VT IRERY A,

ATV R E—F FiHE EXEC
avy RER Jy—= EEAR
Cisco I0S XE Everest 16.6.1 Zoawy RREAINE L,

FEREDHA RSy FTY7F v, £33 1 DL EORMEMDNTZ S 477> monitor capturestop =2~ > K& A
H U722 % 7 F v MEIE S22, monitor captureclear =~ > RZEH L ET, Fv
7F ¥ MEIE L7212 monitor captureclear =~ > FE AN LA, Ny 77 1% vy 7 F ¥
ENT Ty RRBRNTZD, T 7 AN~DF ¥ TF ¥ Iy hOa v T 2 ORTFICE
F 417 monitor captureexport =~ > NIZITHETIH D TH A,

Ny ey 7 7 NIRET DB OX Yy 7 F ¥ 0384, AEFY a RAEZBT A0,
LW X 7Ty BT 2RIy 7727 VT LTL7EE,

il

mycap X ¥ S F ¥ T ROy Ty arT oY E 7 VT HITITREFETLE
D

Device# monitor capture mycap clear

rvro—vgBEa<>F ]
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. monitor capture export

monitor capture export

77 AMIE=LEF ¥ T F v (WireShark) &7 AR— T 5I121%, % EXEC E— R T
monitor captureexport =2~ R&fH L £,

monitor capture {capture-name} export file-location : file-name

BX DA capture-name T AR— T HF ¥ 7T v DL,

filelocation: filename  ({£i%) %+ 7F % A hL—3 77 A LOBFHE LT 7 A L4 %
f8E LE4, filelocation (2 H Al RE/REITR D &£ BV T,

eflash: o AR—F 75 v a2 A hL—

« :USB K747

ATVRFEI4IR XX TTFXENLEART Y MIRESNEE A,

ATy R E—FR H#E EXEC

2% FRE Jy—2 EENE

Zoavwry RRBASE LK,

FRLOHA KSq4y APL—VD5ENFY T F v /Ny 77 ThHhDHEHEIZOI monitor captureexport 2~ > N &
FEHLEST, 7743V E—MTHba =DV HLRETEET, S 7 F P Eid sy
Y I FrBEERICCOavy REFEALET, 7y by 7 Fvid, 12 EOKT S
AN 72 ST=35A . £ 721% monitor capturestop =~ K& AN+ 5 &I L £,
WireShark 73 2 % > 7 IND A A > FTEMINDY%E. N7 > b % ¥ 7 F ¥ LR O file-location
THREINTZT 77 4 T AL v FICHERENDET A A LICOBRAFEISNET, # : flashl |X
TIT 4 TIRAAL » FITHHF SN TOET, flash2iZ B X U 2L v FICEHRINTOET,
LA Ty b FX TTF ¥ ORIFITHEMN TE 2013 flashl 7203 TY,

)

CE) I R—PFPENTWARWTRAL ZREFNIT 7T 4 TR AA v FITHERE SN TOARNT /S 2%
T MFYTFYERELLD ETH LT —NRATHHREERD Y 7,

£l
Xy 7 TF ¥ Ny 77 ONEZ% flash K7 A 7@ mycap.pcap |27 AR — b T HITILK
EFEITLET,
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monitor capture file .

monitor capture file

EFE=HFX v 7T ¥ (WireShark) A bL—T7 7 A VEBHEEZRET DT, %%EME%%F
T monitor capturefilez~ > FEEHLET, A L=V 7 7 A VEMEZHIRT 512X, 20
a<vr ROnoBERAEHRLET,

monitor capture {capture-name} file{ [ buffer-size temp-buffer-size ] [ location file-location

: filename ][ ring number-of-ring-files ] [ size total-size ]}

no monitor capture {capture-name} file{ [ buffer-size 1[ location ][ ring 1[ sSize 1}
BX05H capture-name BEF %% v 7 F v DL,

buffer-sizetemp-buffer-size (L&) —Kf Ny 7 7 O A XEfEELE T, temp-buffer-sized
FiPHIZ 1 ~100MB CT9, Zid 7 v FMEEEZHIET 57201

BESNnET,
I_ocation file-location : EE) ¥ F ¥ AP L—Y 77 A VOBRFABIRT 741
file-name % HRE LET, filelocation |26 FTRE /I3 D & 50 T,

eflash: o AR—R 7532 A FL—

« :USB K747

ring number-of-ring-files (EE) ¥ T TF A DER T 7 AN F = — AR EIND &
B4V VU THRHOT7 7 A NVEERELET,
sizetotal-size (EE) ¥x 7T ¥ 77 A NVORTA REBELET,
ARVEFIALL BL
aAavYRE—FK FHe EXEC
avr FERE J1y—2 TERNE
Cisco I0S XE Everest 16.6.1 Zoavy RPREHEAINE LT,

FRLEDHA KS1 Y

A ML= DRI T 7 A VT h DHYEIZ 0O A monitor capturefile 2~ REEH L £,

T AMIYE—MIb =DV HRIFTEET, Nﬁ/%*%ﬁ?k@ﬁtﬁll®37
VREMHLET, Ty Ry T rld 1 DU EOKRT RN SN £00T
monitor capturestop =~ K& AJJT 5 E1EIEL £9,

WireShark 3 A % v 7 WD AA v FTHEASNDGAE, X7 v %+ 7 F x iZai1R O filelocation
THESNTET 7T 4 7T AL v FICER SN DT A A EICORRAFEIET, f : flashl 1X
TIT A TIRAAL v TR SN TOET, flash2id v Z U A1 v F IR I N TOET,

ZO%E. NIy b F v TTF o ORI T E DO flashl 7217 T,

rvro—vgBEa<>F ]
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. monitor capture file

\)

GE)  FJR—=PFPENTWARWTRAL REFNIT I T 4 TR AL v FITERE I TOVARNT S Z T8
oM FYTTFXYERFLIYDETA LT —BRET D AREMELRH Y 97,

il

77 v¥a RIATIREINTWD 7 7 A V4 mycap.pcap T H Z & ZIEET D
WZIIREFITLET,

Device# monitor capture mycap file location flash:mycap.pcap

. Yy hID—YEBOTUF
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monitor capture limit .

monitor capture limit

X 7T v HIRERET DI, FiHE EXEC “E— K C monitor capturelimit =~ > K& L
F1, Fr 7 FYHIREZERTHIE,. 2oa~vr FonoBRAHEHA LT,

monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
numj }
no monitor capture {capture-name} limit [duration] [packet-length] [packets]

B DEREA

AR TFI4IE

capture-name Xy 7 FrHlREF D LG TOEND F ¥ 7T ¥ DAHI,

durationseconds  ({£&) v 7 F v Hil () Z#EELET, #®PHIZ 1~ 1000000 T3,

packet-lengthsize  ({13) <7 v MR (N1 b) ZEELET, EEO ATy MIREED R
SEVRWGE. BHBAA FEIBIC K > TORSND|ADE v DA B
DHPRIFENET,

packets num (EE) ¥ 7 F YT L TR EIND Ty MEERELET,

F v I F Y HIBITRTESNEE A,

avURE—F FrHE EXEC

avy FERE Jiy—=x EERNE
Cisco IOS XE Everest 16.6.1 ZThawr RREAINE LA,
£

60Dt YT a VEIRB L4004 "Dy BT AV NEEZRTETHICITIRE
FITLE T,

Device# monitor capture mycap limit duration 60 packet-len 400

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

monitor capture match

E=4% (Wireshark) ¥ ¥ 7 F ¥ IZx L THIRICA T4 a7 7 4V EZ EZEFRT HITIE, FF
¥E EXEC & — FC monitor capturematch =~ > F&2FEH LT, 207 4 ¥ Z2HIRT 51
X, Zoavr FonBEXEHEHLET,

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host
| protocol} {any | host} | ipv6 {any | host | protocol} {any | host}}
no monitor capture {capture-name} match

B DEREA

AR FI4ILE

capture-name a7 T4 NEEEDYTHND XY 7T ¥ D4,

any TRTONT y FEEELET,

mac mac-match-string L1 ¥ 2 %4 v M AT LET,

ipv4 IPv4 7y NEFRELET,
host RA P EEELET,
protocol 7m haLEfRELET,
ipv6 IPv6 /7 R EFREL 7,

a7 T4 NZTRESNTWVER A,

ATV R E—FK it EXEC

2wy REE yy—2 RENE
Cisco I0S XE Everest 16.6.1 Zoa~wy RRNEAINE LT,
451

V= AFE TSR EOEEDIP A=V 5 4y No—HT 5%y 7F v RA 2 b
I L TEY T F Yy RA L MBI RaT 74 VB EEHRTHITIL. WEFEITLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any

. Yy hID—YEBOTUF
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monitor capture start .

monitor capture start

FF7Z7 497 FL—=RARAL L FTRT Y b T —=Z DNy 77 ~DX ¥ 7FF v ZET 51203,
¥#HE EXEC &— K C monitor capturestart =~ > R&fiH L £,

monitor capture {capture-name} start

BXDEREA capture-name  fihqd % % v 7 F ¥ D4R,

ATV RFIAE DN TrOarTEZ I VT ENER A,

avU R E—F e EXEC
avy FERE Jiy—=x EENE
Cisco 10S XE Everest 16.6.1 Zoawy RREAINE LT,

BERALEDHA RSAY TYTTFYRA L PPRERSNIRICNT v T =2 %% 7 F v 263 5I2iE, monitor
captureclear =~ FEEHLET, N7y hTF—20OF ¥ 7F v Z4F1L3 511X, monitor
capturestop =~ RZEHA L £,

CPUBIXUOAEY R EDUVAT A Y I —ANF Y 7 F v OBMBANEHATRETH D 2 L &1
BLET,

1

Ny Ty arvrTryYOxy 7F ¥ ElET DI REEITLET,

Device# monitor capture mycap start

rvro—vgBEa<>F ]
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. monitor capture stop

monitor capture stop

NT7T7497 RL—RARA L NTATy T —=ZDF % 7T v 2513 DI1TIE. FikE EXEC
& — K C monitor capturestop =~ > RZHH L F9°,

monitor capture {capture-name} stop

BXDEREA capture-name (= (k4% % ¥ 7 F ¥ DA R,

ATV RTFI4LE T N T T T F e NEITHTT,

avU R E—F F#HE EXEC
avy FERE Jiy—=x EERNE
Cisco 10S XE Everest 16.6.1 Zoawy RREAINE LT,

FEHEEDHA KS4 > monitor capturestop =~ > FZffifl L T, monitor capturestart =~ > N2 & - THAM L72/8
Ty bTF=2OX YT Ty 2EIL LET, BB LOBERO 2 SO XA T DX ¥ T F ¥ Ny
T ERETEXET, BNy 77 BN TN RS T A, F—% X v FF v A B
ELET, EBEAY 77 RN FWIIRE E . T—X S v 7 F VIR LEG L. T—X %
EEESNET,

1

Ny Ty av7eIOxFxTF v 2B T DITFREIATLET,

Device# monitor capture mycap stop
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monitor session .

monitor session

R—=REDNZ 7 4 v VGO DIZ, A —% Xy h A vF RAR—F7F74% (SPAN)
tyvar, VE—MAAL v F RKFR— K7 FZ74H% (RSPAN) & v 3>, F7-i%Encapsulated
Remote Switched Port Analyzer (ERSPAN) &> g dDar 7 X o b— a »EFRIERT
L, BEEOE vy ar a7 4 X o b—y g BT 5I21E. monitor session 7 i —
NarZ4Xalb—varavy REEHLES, By arz22)73523F, Zoav
YROnoBREMEHL ET,

monitor session session-number {destination | filter | source | type {erspan-destination |
erspan-source} }

nomonitor session {session-number [destination | filter | source | type {erspan-destination

| erspan-source}] | all | local | range session-range | remote}

BX DA session-number Tya L THASNSE YL g
all TRTCOE=F By araxrs
local TRCOE—h)L ET=F v
range session-range fRESNTHEOE=4 v =
remote TRTHOYVE—F E=F Eyis

JVDF?jj'}bl“ EFE=HkEyva V&i%ﬁé“fl/‘it}:/\/o

aAv>Y R E—FK Jua—_) a4 Xal—g v
vy FERE Jiy—=x EERNE
Cisco I0S XE Everest 16.6.1 Ioawry RBREAINEL
7o
Cisco IOS XE Gibraltar 16.11.1 type {erspan-destination |
erspan-source} ¥—7U— R
BAINE LT,

FEREDHA KS4 220 —H/LSPAN £ v ¥ a VB LUNRSPAN XE7tt v & a U AMAG DR To B KA R
ETDHIENTEET, A v T ERITAS v FRAE v 7 LT, &7 66 D SPAN, RSPAN,
BIXOWERSPAN v a3 VA EETXET,

2L

A% E & e 5 121E, show monitor £ EXEC ==~ > K% AJJ L %7, show running-config
iME EXEC 2~ R&Z AT 5L, AA »F D SPAN, RSPAN, FSPAN, FRSPAN, B L
ERSPAN D% E & Fand 52 ENTEE T, SPAN HFHRITH N OREMTICERINET,

rvro—vgBEa<>F ]



. monitor session

il

Fy kD—sgBEavUR |

Wiz, m—AI)VSPAN &~ 31 Z1E LT Pol3 (EtherChannel &"— k) ® kF
T4 EE=HF L, By g DSPAN T 7 ¢ v 7 & VLAN 1281 DRIZBET S
BlarLET, BIIMNT 7 4 v ZITRETEER L 3, ANmEILA R2—T /T2

D EHEA

Device (config) # monitor session 1 source interface Pol3
Device (config) # monitor session 1 filter vlan 1281

Device (config) # monitor session 1 destination interface GigabitEthernet2/0/36 encapsulation

replicate

Device (config) # monitor session 1 destination interface GigabitEthernet3/0/36 encapsulation

replicate

Wiz, ooy 8Ty FEIEEZ5ET L% O show monitor session all =<2 Ko

Wz RLES,

Device# show monitor session all

Session 1
Type
Source Ports
Both
Destination Ports
Encapsulation
Ingress
Filter VLANs

. Yy hID—YEBOTUF

: Local Session

: Pol3

: Gi2/0/36,G1i3/0/36
: Replicate
: Disabled

1281
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monitor session destination

HHUCAAL v F RAR— b T7F 7449 (SPAN) & v 3 F£7/13 U E— F SPAN (RSPAN) %@
ey valmBL, Xy FU—2 X =2UT 4 T34 A (CiscoIDS Sensor 777 A T
270 E) OFEFER—F EOANNT ST T 4 v 7 A F—T ML, BEfF® SPAN %7213 RSPAN
vy alrTA X —T A AZBIMEZIFHIERT 5121%. monitor session destination 7' 7 —
SNV a7 4 FXalb—vary avwy REEHLET, SPAN £721X RSPAN & v ¥ = » ZHIbR
L7V, SPAN £721X RSPAN & v 3 UM bsidfef v ¥ —7 = A AZHIBRT HI21E, ZD=

< RO no X EHEHLET,

monitor session session-number destination {interface interface-id

monitor session destination .

[, | -1 [encapsulation

{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id
no monitor session session-number destination {interface interface-id [, | -] [encapsulation
{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id

B DEREA

session-number

interface interface-id

SPAN £721ZRSPAN v ¥ 3 > @
NigA v B —T = A AT ELR—
FEELy) TY, HEILA v F—
TxARAZATTHY, HETX

ER) BHEOA v X —T = A R
VB —T A AETILVLAN O#i|

ULE) A1 Z—T7 x4 RAFE1T
A ANNET,

encapsulation replicate

L) 5E80eA v 2 —T = A ADS;
EERBELET, BIRLRWES
iy FOEETT,

WDF—U— KX, o—7/L SPA]
VLANID % FEX 35720, /N7
7 a %, no BT S h

encapsulation dotlq

(E8) $idkA v 5 —7 = A AN
ffrssr o FEZIFAND £ DI

WOF—T— RiE, v—7% /L SPA]
VLANID % E#EE T 5720, 7
7va E, no FERTIHER S

ingress VRN AP IS v e S
dotlq (f£E) $EESNT- VLAN &5 7

BTy b ANET,

rvro—vgBEa<>F ]
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. monitor session destination

untagged (f£&) ¥ESNZ VLAN 275 7 + )
Ny N EZITANET,

isl ISL 7 72 b ZER L TASI R T 7

remote RSPAN &E 0 E 7213565 v 2 g v«

2~ 1001 F£721% 1006 ~ 4094 T9,

RSPAN VLAN /X VLAN 1 (57 %/ |
7Y 7B X OVFDDI VLAN 2 F#

vlan vian-id ingress¥—7— R&EDAFEHENTY

ATV RTFI4NE EFEEX BEyTVaVEREISNTOERA,

7 — 77 )L SPAN D%a 5K — k€ encapsulation replicate 2345 & S 2o 7286, 737 v Mk
NTCMEDZ TR L DORA T 4 TR TEE S NET,

ANEREITSE AR — P TET 4 =T > T,

all, local, rangesession-range, remote % nomonitor session =~ > RIZHRET D Z & T, T3
T® SPAN 5 L T RSPAN, T _XThDu—h /L SPAN, #ifl. ¢+ XTOHORSPAN kv g %7

VrTc&EEd,
ATV R E—F Ja—nR)L a7 4 F¥al— g
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 ZToavwry RREAINEL

776

FEHEEDHA K54 > SPAN 7213 RSPAN D5 iIMER— F THOVENH Y 7,
AA v F EERIFTAA v TF AF v 7 BT, &K 64 DR — M RETEET,

Ky a NUTEEOATTETIIH I OEE LA — N ELILVLAN 2505 2 LN TEE
T, 120y a VUINTEEIILAR— N EFEFEILVLAN 2 A G DE D Z LIXTEERA,
Kty va AIEHEOEER— NERAETEET,

VLAN-based SPAN (VSPAN) % ff L C. VLAN £7213—#?D VLANHNO SRy hU—27 5
T4y EENTT 556, BEIC VLAN OFTXTOT 77 4 7 AR— F) SPAN F721% RSPAN
oy arOEETR— MRV ET, T R— MIVSPAN OXEILAR— e LTEE
N, £=#1Y 27 &7z VLANID O3y 2T RNsaedR— MOEESnE T,

1 DOAR— K, 120 VLAN, —#HOR— kr, —i#@ VLAN, 7~— M, VLAN §pH < K7
T4 I HEZFTEET, 1A T varvasEALT, EEELEE—TEREOA V¥ —7 =
A ZFE-1X VLAN e L E£7.

. Yy hID—YEBOTUF
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monitor session destination .

—HD VLAN £7203 A v X —T =2 A AEEETH L&, o~ () ORIZIC A=A
FWCTY, VLAN £33 A v X —T7 = A ZADOFPFAEZFEET D & &F. A 72 (o) DORIiEIZA
/\O*‘X 75%%?“("’9,«0

EtherChannel 78— b % SPAN %7213 RSPAN s6507R— b & L CE%E C& £ 9, EtherChannel 7
=T DA NTHDHIWER— NI, sEheR— e L THEATEET, 72721, SPAN O’k
L U CHEBET A 1%, EtherChannel 7 /L — 7 I2&INTx W A,

SEHEAR— R E L THEA L TVWAR— I, SPAN F7-13 RSPAN #E LR — MZT A2 &3 T
XFX A, T, FARRICEEOE > 3 VOSEER— MZTAHZ LT TR A,

SPAN % 7213 RSPAN %ieih— F T&H B4 — b _ETIEEE 802.1X iRiik& A 2 —T7 /Wl d 52 &
IXTEET 2, A— FASPANFESE L LU CTHIBR S 415 £ TIEEE 802.1X #BFEIX 7T + E—7 LT
9, IEEE 802 IXFBiENAR— h ECHATE 2 WEA, A4 v FIEeTI— A vt —VEIRLE
9, SPAN F 7213 RSPAN i%{E 76— b TIL IEEE 802 IX iBfEA A F—7 M THZ LN TX
£7,

AN T T4 TEERRY T =7 X2 VT 4 T ATA RX—T VDA, SElhR—
MILAVY2TRT T4y 7 ZHEXLET,

SR — MIRDO X O REMEEZRETE ET,

* monitor session session_number destination interface interface-id Zfth o F—7— K72 L TA
HTbE, MO TRMUIZZ TR LERD | ATEREZA F—T N0 £/ A,

* monitor session session_number destination interface interface-id ingress = A J1 L 7285813,
WA 7 klZ Z 772 LT, AT T vIZZEDH L Iki< F—TU— K23 dotlg &
untagged DWFTNTHLIMNZ L > TR ED £97,

* monitor session session_number destination interface interface-id encapsulation replicate %t

DX—U— KRR LTANTDE, HOOHTEMULY —RAA U F—T 24 ADH T EIL
fbERHERL . ANEEETA X —T W0 FHA (ZiUEe—U/L SPAN T ICH#E A L &
o RSPAN (I 7 /AL DOER Z P R— F L TWEREA)

» monitor session session_number destination interfaceinterface-id encapsulation replicateingress
AN LTESEE. WA e llTEk G, v —T7 = A 2 T ke BRL. AN
BT IRIZZEDH L1 F—T— F23 dotlg & untagged DWW TH DML - T
PeEDFET (ZHIEr—L/0 SPAN 722 M L3, RSPAN (T4 7 /AL DR A V-
A—RLTWEHEA)

RROE & MERR T 5121, show monitor 454 EXEC =2~ > & AJ1 L £, show running-config
FEHE EXEC =2~ R&EAJ1T5H L. AA v F D SPAN, RSPAN, FSPAN, 35 J TN FRSPAN O
REZXRTTHZENTEET, SPANFERIZHNIOREEZITICERRINET,

451

W DOHETIL, m—ﬁwSMNﬁ//a/l%wmb AR 7 AN DFETLR—
MIDWBARAZ YT AU R2DEHER— R 2ICEZIETIN T T4 v VT2 T D)
HE R LET,

rvro—vgBEa<>F ]
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. monitor session destination

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOBITIX, s8R — FEZBEfFEO T —H /L SPAN v g UG HIRT 5 EEZ R L
i—a‘o

Device (config) # no monitor session 2 destination interface gigabitethernetl/0/2

WOBTIE., HAEETA Vv H—T oA ABTF=HX Y 73T ARSPANEETLE v g
V1 EREL., E5I2%6% RSPAN VLAN 900 2% ET 5 HiEEA R~ LET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1
Device (config) # monitor session 1 destination remote vlan 900
Device (config) # end

WOFITIX, TE=ZV T EINTNT T 4 v 7 &ZETDHAAL »TFIZ, RSPAN 584
Tty ar 10 ZRETDHHFEERLET,

Device (config) # monitor session 10 source remote vlan 900
Device (config) # monitor session 10 destination interface gigabitethernetl/0/2

WOFITIE, IEEE 802.1Q 7 72k E Y HR— b T o tFx= V7T ¢ #E@EEFH L T,
VLANS DA 8T 7 4 v 7S T D50 — M aRET 2 hiEZ R LET, 1D
N7 7 4y ZITEERO I Tk EER L ET, AJI T 7 4 v 71X IEEE 802.1Q
7'k EERLET,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 encapsulation
dotlqg ingress dotlg vlan 5

KOHFITIE, 7t ZR— N L20EX2 YT 0 1 2%EH LT, VLAN
SEDODATNT 7 4 v 7 DR — NeHET D HEERLET, HWOINT 7497
BIOAN T T4 w7135 772 L TT,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
untagged vlan 5
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monitor session filter .

monitor session filter

7 1 —~_—2Z SPAN (FSPAN) t v 3 X7 m—~—2Z RSPAN (FRSPAN) %{E7CF 721356
Tty varEH LB T S, £ ED VLAN IZK L CTSPANEEIL b T 7 4 v 7 &
HIFR (7 4 V2 ALEE) 9 5121%. monitor session filter 7 o2 — )L 27 4 Fal—v g o
~Y REMALET, SPAN /21X RSPAN © v v a Vb 7 4 VX EHIBRT 5121, o=
~ RO no B ZMHEH L E9,

monitor session session-number filter {vlan vlan-id [, | -] }
no monitor session session-number filter {vlan vian-id [, | -] }

BXDEREA

aAavv R TFI4ILk

aAvU R E—F

session-number

vlan vian-id SPANIE{EIE T 7 4 v 7 ZHFE D VLAN T[]
o741 HZ L LTVLAN DY X NE2HEELE
4094 T4,

, HFE) BED VLAN #HEE L £7, Tk VL
B DRFHEICAR—A % ANLE T,

) (f:) VLAN O#FAIEELET, A 7

FToX Ty g IRTEENTOHWER A,

Ja—nR_) a7 4 F¥al— g

avy FERE

FEREDHA FS14 Y

1)1)—=x EENE
Cisco IOS XE Everest 16.6.1 Thavwr s RREAINE LA,

120 VLAN, F7235 0 AR — FX° VLAN, FrE#HOR— NS VLAN T KT 7 4 v 7 %
=X TCTEET, EEELITERHEAOVLAN 245 ET H121E, [|-1A 7 v a v aEHLET,

BED VLAN ZfiET 5 L &k, B~ () OREIZAR—ZANLETT, VLAN O#iH %
BETDHEXIE, "7y () DRIBIZAN—ZARNLETT,

VLAN D7 4 V&V 70k, b7 07 OFETAR— b ETEIRS N7 —#O VLAN D% > |k
T—0 N7 7 4w IENESBLET, T 74 FTIEH, TXTO VLAN RS N7 7 O%E
JEAR— N TE=F VU 7 S E T, monitor session session_number filter vianvian-id 2~ > R %
FEHTHE, NTU I EEILAR— RO SPAN T 7 ¢ v 7 Z46E SH7z VLAN 72 IZRE T
xFET,

VLAN OF =% U > 7B IRNVLAN O 7 ¢ L2 U o 73 A 72 B4R T, VLAN 28
EETOEE, VLANOZ 4 VZ Vo TiE3A =T MZTEERA, VLANO T 4 V2 Y T
DREINTWBEA. VLAN TR ETIZ D Z N TEEHA,

rvro—vgBEa<>F ]
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. monitor session filter

FRE & HERR T DI, show monitor 54 EXEC =~ K& AJ1 L3, show running-config
M EXEC a2~ RE AST5 L, A4 v F D SPAN., RSPAN, FSPAN. 3 LT FRSPAN @
REERFRTHI LN TEET, SPANFHIZH I ORGEMITICERRENET,

il

OB TIE, BEFOE Y a9 D SPAN T 7 ¢ v 7 ZFRED VLAN 7207 IZHIR3 5
FEERLUET,

Switch (config)# monitor session 1 filter vlan 100 - 110

WIZ, B—H/NVSPANTE v a1 ZERLTAZ v 7 AN OFETHR—F1 &
AB 7 AN DR — NDOEZIEBMED NT 7 4 v EFE=4 1L, FSPANt v
arsTT IRV ARSI EFHALTCIPVE T 7 4 v 7 52T 4 VAT L %R
LET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
Device (config) # monitor session 1 filter ip access-group 122
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monitor session source .

monitor session source

AA v F RiR—FT7FF7A4Y (SPAN) v 3 F7201%Y F— F SPAN (RSPAN) #%Ext v
varEBGT D, FIEEEFEO SPAN £721E RSPAN v v a U TA V& —7 = A A% B/
* 721 3HI 5121, monitor sessionsource 7/ e — )L 2T 4 X al—v gy av s Ky
fEFILEJ, SPAN £/2/ZRSPAN v g U ZHIBR L7V, SPAN £7/2/ZRSPAN & v 3
MHEETA VX —T = A ZEHIBRT I, Zoa~vry FonoBEXEfHALET,

monitor session session_number source {interface interface-id [, | -1 [both | rx | tx] |
[remote] vlan vlan-id [, | -] [both | rx | tx]}
Nno monitor session session_number source {interface interface-id [, | -1 [both | rx | tx]
| [remote] vlan vlan-id [, | -1 [both | rx | tx]}
XD session_number
inter face interface-id SPAN 721X RSPAN ¥ v ¥ a v DEETTA v H—T7 = A AZIEE

LET, A A v F—T A ZIWHER— K (XA T, AHX V7
AR BV a—)b, K= EFEEL) T, #Exs 42—
Tz A ADEFEIF, A—F FYRmAVbEN A L E—T = A A X
A7 THY, FRETE HHIAIZ 1 ~ 48 TT,

, UEE) BEOA X —T A AFTIZVLAN 2 ELET, £
7213, BiO#iENS A v X —7 = A AF7-1% VLAN D& % 458
LET, B vDRIZICAR—2 2 ANET,

- (EE) A1 H—T7 x4 AE7-1Z VLAN O&HEZIEEL£T,
A T DHBIZAN— 2B ANE T,

both | rx | tx EE) =XV IFTH 774 v DNERELET, 7
T4 v OFRERE LRWGS, BETA ¥ —7 = A ATiE%
fEDONT 74 v BFELET,

remote (f£&) RSPAN X EmE/midsitett v a > d VY E—k VLAN %
FBELET, FBETE HHPHIZ2~1001 F7-1% 1006 ~ 4094 T4,
RSPAN VLAN (£ VLAN 1 (&7 %/ h® VLAN) . £721% VLAN

ID 1002 ~ 1005 (~—27 >V > 7' ¥ L O FDDI VLAN IZF8I%) 12
AT LIITEXEHAL

vian vian-id ingress % — 7 — R THA SUESHE. AN KT T 4 v 7T
7 4V @ VLAN B E L £ 7,

A==

ATV RTFTIOFLL EFEEF BEyTVarERESNTOEEA,

EETXAH—T 2 A ADT 74NV NTIE, ZIENT 74 vV EEENT T4 v Ol % E
=H )T LET,
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. monitor session source

avU R E—F

vy ko—bgBavUF |

EETR—FELTHEASNA T A F—T A A ETIZ, T3TD VLAN BRE=F
Vo r7anEd,

Ja—nN)L a7 4 F¥al— g

avy FERE

FEREDHA K42

Jyy—= EEAE
Cisco I0S XE Ioavwy RREAEINE L,

Everest 16.6.1

HEE LR — PELITEE L VLAN ZHHADT5 T 7 ¢ v 7%, SPAN %7213 RSPAN % fF H
LTCE=FTEET, EETR— FELITEETL VLANICL—T 4 VT END T T4 w7
TE=FTEEHEA,

PR — b, AN—bF Fv b, VLAN DEETICRD I ENTEET,

Kt vl a NUIEEOAITE LT IIOEETLR— FERIIVLAN 2595 2 LR T E
T, 1250ty a NTEEIILER— N EFEFEILVLAN ZHAGDLEDL Z EIETEEHA,
Kt va AIEBOER— FERAE T ET,

VLAN-based SPAN (VSPAN) %f#H L T, VLAN 7213 #D VLANINO X v hT—7 ~F
T4y BT D55, BHEIC VLAN OFTXTOT 77 47 AR— M SPAN F 721X RSPAN
tyiaryOFETR—MIRYET, T 7 F—FMIVSPANODEETLR—FE LTEE
N, £=#Y 27 &7z VLANID O3 v 2T RsaedR— MOEESnE T,

1 2OAR—1F, 150 VLAN, —#HOR— , —i#HO VLAN, ~— i, VLAN & T~ T
T4 I HE=FTEET, [|NATvar2HLT, #ERIT - EREOA ¥ —T =
A AF 721X VLAN 2 E L £9,

—H D VLAN 723 A X —T oA AZEETHEXIT, o~ () ORIBICASN—ABN
ECTY, VLAN £33 A v X —T = AOHFHERET H L &1X, ~A 7> (1) ORIRIZA
/\o"—xzﬁ‘/%g'(“ﬁ—o

fEl 27 DR— M ZFI 5D EtherChannel IZE ML TWAMHE=Z V7 THZ ENTEET,
F 72, RSPANE(F LA v ¥ —7 = A A & LT port-channe %5 % {59 5 Z & T EtherChannel
Ny RANREREE=2 ) U TTH52ENTEET,

SideR— R & LT LTV AAR— &, SPAN £7-1Z RSPAN EE LR — MIT5Z L1 T
XFEHA, /o, FRFIEROE Yy a9 v O%5EER—MNITHZ EITTEEEA,

SPAN % 72 1Z RSPAN i%{Z 7R — F TIXIEEE802. IX RiFF A A X — T M THZ LR TE £,

XE & e 9 5 121%, show monitor 47 EXEC =2~ K& AJJ L E£7, show running-config
¥l EXEC 2~ R&ZAJ135 &, AA v F D SPAN. RSPAN, FSPAN. ¥ L TXFRSPAN @
WREEFRRTHZ ENTEET, SPANHFRITH D ORKEMTICERENET,
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monitor session source .

il

OB TIE, m—HVSPANTE Yy a1 #ER L. AF w7 AN 1 OFEETLR—
MIMWBAZ YT A2 DMEHERN— R 2ICEZETD NI T4 v 7 T ZT D)
HEERLET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOHITIE, BEOBEE LA X —T = A%FE=HX Y 7925 RSPAN #E 6k v
Tar 1l BHFREL. SHIT55E RSPAN VLAN 900 2R ET 5 HiEE R LET,

Switch (configqg)
Switch (configqg)
Switch (config)
Switch (configqg)

# monitor session 1 source interface gigabitethernetl/0/1
# monitor session 1 source interface port-channel 2 tx

# monitor session 1 destination remote vlan 900

# end
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. monitor session type

Fy kD—sgBEavUR |

monitor session type

2 — 77 /L@ Encapsulated Remote Switched Port Analyzer (ERSPAN) & ¥ = U ZFET HITIE,
Jua—/)L ary7 ¥ a b—3 32 F— KT monitor sessiontype =~ > &2 H L £,
ERSPAN & E & BT 5I12iE, o=~ Fono Bz LET,

monitor session span-session-number type {erspan-destination | erspan-source}
no monitor session span-session-number type {erspan-destination | erspan-source}

BX DA

AR TFIAILE

aAvU kR E—F

span-session-number | 7 —# /L ERSPAN £ v ¥ 3 > OFK =, AZMEIZ 1 ~ 66 T,

ERSPAN ##EtE72i3sie v v a VITRESNLTWVER A,

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy FERE

FEREDHA FS1 Y

3l

)1)—=R EEAR

Cisco IOS XE Everest 16.6.1 | = a~> RRNEAINE LT,

Cisco IOS XE Gibraltar 16.11.1 erspan-degtination ¥ — 7V — RB3EA I E LT,

span-session-number 35 LUt v v g X A L RIERIZER TEEHA, By a UEHIER
THIZE, Zoavr FonBREEHL, ity a D EREIHLOVEY a3 >
AT TRy a rEEERLET,

ERSPAN %50 v v a VDS IP 7 KLU AN G AL v F EDA LV H—T = ATRE
ENDHMENDHD) . ERSPANSISEY v a U sudeiR— MIEETDL T 74 v 7 DEET
T9, ERSPAN E=#%itktr v ar a7 4 F¥al—var F—FTipaddress 2~
ZHEALT, BHETEyvaréskty i a v OmGICHELT RLAZRETEET,
LS RESNT-ERSPAN & v > 3 %, 5 7 4 /b k Tshutdown DIREEIC 72 ¥V £9°, ERSPAN
tvia it ¥ELA X —7 A A, ERSPANID, ERSPANIP 7 KL A7 & Dfthod 1478
FHEEL EBIZnoshutdown 1< > RBRESINDETHET 7T 47 DOFEETT,

ERSPANID (ZX VY, [RUFEEIP 7 KL RIZHEET 5 ERSPAN T 7« v 7 L §72 % ERSPAN
EETEyYa v EREBIENET,

o — 7/ ERSPAN 2ETE v ¥ 3 v ORKEIZ S ICHIES N TWET,
WIZ. ERSPAN EtE v a v BB AJ/ETAHERLET,

Device (config) # monitor session 55 type erspan-source
Device (config-mon-erspan-src) #
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monitor session type .

EEa<w ok avUk Bl

monitor session type ERSPAN %[t vy a v FEE L35kt vy a v &
PVERT 50y, By a VI L CERSPAN By v g v =
V74X al—ary T— REBBLET,

show capability feature monitor |+ = Z iz A EHE2FERLET,

show monitor session ERSPAN. SPAN. RSPAN Ot v ¥ = 2T A15#H % o
LE7,
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. show capability feature monitor

show capability feature monitor

T X REICBIT DI A R 512X, FiE EXEC £ — KT show capability feature monitor
avy REMEHLET,

show capability feature monitor {erspan-destination | er span-source}

BX DA erspan-destination 3% 7 @ Encapsulated Remote Switched Port Analyzer (ERSPAN) 3%{F
kv va NCETLERER I LET,
€rspan-source TRTCOBEFLD T O — VAL T T L— N eFERLET,
avy R E—FK i EXEC (#)
av Y FERE 1)) —2 EEAE
Cisco 10S XE Everest Doy RPREAINE L,
16.6.1
Bl iz, show capability feature monitor erspan-source =2~ > RO HHZ R L £,
Switch# show capability feature monitor erspan-source
ERSPAN Source Session Supported: true
No of Rx ERSPAN source session: 8
No of Tx ERSPAN source session: 8
ERSPAN Header Type supported: II
ACL filter Supported: true
Fragmentation Supported: true
Truncation Supported: false
Sequence number Supported: false
QO0S Supported: true
KIZ, show capability featuremonitor erspan-destination =~ > RO H il 2 /R L £ 9,
Switch# show capability feature monitor erspan-destination
ERSPAN Destination Session Supported: false
EEav>F avw vk ieR
monitor session type ERSPAN Xf5tt v v a VFESZAENT 57, Byay
érspan-source ICXLTERSPANE v gy ary 7 4 Xal— gy T—
N&Bia LET,
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show class-map type control subscriber .

show class-map type control subscriber

RESILTWDLHIHARY =D 7 7 2~ v i & T 51203, %l EXEC E— R T
show class-map type control subscriber ==~ > F&#H L 9,

show class-map type control subscriber {all | name control-class-name}

BX DA all FRCOEIEAEY > —D 7 F =
<o FhEHER A TR LET

name control-class-name BELEZHERY o—nr T 2
~ v IHEHEHRAERRLET,

Qv VR E—F e EXEC (#)
2%y REE yy—2 EENF
Cisco IOS XE Everest 16.6.1 Thavwry RREAINEL
7
i RIZ. show class-map typecontrol subscriber name control-class-name =~ > K ® H 734
o LET,

Device# show class-map type control subscriber name platform

Class-map Action Exec Hit Miss Comp
match-all platform match platform-type C9xxx 0 0 0 0
Key:

"Exec" - The number of times this line was executed

"Hit" - The number of times this line evaluated to TRUE

"Miss" - The number of times this line evaluated to FALSE

"Comp" - The number of times this line completed the execution of its

condition without a need to continue on to the end
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. show ip sla statistics

Fy kD—sgBEavUR |

show ip sla statistics

Cisco IOS IP —E X L~ULHK) (SLA) OFT X COEMEE /I3 ESINT-EEOHREE-1X
ERESNTZEEAT — 2 2B L OREHEREZ FR T 5121%. =—9 EXEC &— RN £ 721358
EXEC “E— KT show ip dastatistics =~ > R&fEH L £,

show ip dla dstatistics [ operation-number [details] | aggregated [ operation-number |
details] | details)
EXDERH operation-number (EE) BEAT — X 2B LOWGHEW A KT 2EIfED
Fiz, ZIT AL DIEOHIHIL 1 ~ 2147483647 T,
details (EE) sFMHDEREL 7,
aggregated (fEE) 1P SLA Mt 2 faE L £,

aAavv R TFI4ILk

B L WA T_XTOIPSLA B0 hEx R R LET,

sESTE = =~ EXEC
¥#HE EXEC
avy FRER J1)y—=x EERNE
Cisco IOS XE Everest 16.6.1 Zoawy RREAINE L,

FEREDHA K4V

BEDE D ORKGERER . BERT 77 4 7 E 5 0, 58 TREZIZ: & TP SLA BiEDBIEDIR
RBZ KT 5HI21E, showip dadtatistics # /L9, HAIZIE, &#EO (R T L)
EEICH L TRSNTZE=Z Y 7 T—2 b B ENET, ZOERSNTEBFEID X, EX~
T F v A MREICR LT, EBEREROERFGO—HE L Tshowipda= 7 ¢ ¥ =
L—Yayavy REHT L ERRESNET,

HDVAR K LT Z R T 51213, ZOREOERIEIDIZshow =z~ RE AL E
j—O

Ll
Iz, showip dastatistics =~ > ROH Al Z R~ L £7,

Device# show ip sla statistics

Current Operational State

Entry Number: 3

Modification Time: *22:15:43.000 UTC Sun Feb 11 2001
Diagnostics Text:

Last Time this Entry was Reset: Never

Number of Octets in use by this Entry: 1332

Number of Operations Attempted: 2

Current Seconds Left in Life: 3511

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
show ip sla statistics .

Operational State of Entry: active

Latest Completion Time (milliseconds): 544

Latest Operation Start Time: *22:16:43.000 UTC Sun Feb 11 2001
Latest Oper Sense: ok

Latest Sense Description: 200 OK

Total RTT: 544

DNS RTT: 12

TCP Connection RTT: 28

HTTP Transaction RTT: 504

HTTP Message Size: 9707
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. show monitor

show monitor

Fy kD—sgBEavUR |

T_RTDOAA vF RR—FT7FF A% (SPAN) BLWY E— F SPAN (RSPAN) v 3
BT AR A FRT HIZIL, EXEC E— KT show monitor =~ > RaAEH L £,

show monitor [session {session humber | all | local | range list | remote} [detail]]

X NN session

(L) BESNIZSPANtE v 3 v OEHRE TR L
i‘g—o

session_number

all () T _COSPANt v 3 #ERLET,
local EE) u—H/LSPAN v a v P aHRLE
7,
rangelist (L) —EFHOSPANtE v v a v aF R LET,
list iIZA 72 v a o O#FIPATY, range (TH—O
voiar, £RIF2O00EFE/NIVEFENDL A
TRy a OB T, hr~ XU
DONT A—Z F213 A 7 FREDOHFPHIZ AR—
AZIIANLER A,
GE) ZDOF—U—Fi&, ¥t EXEC E— FD
AT IR ATRE T,
remote (L) VE—hSPAN v a PRl E
7,
detail (EE) eSSty v a v OFERERHR LE
7,
avTYRE—F z.—4 EXEC
¥+ EXEC
av Y FER Jiy—=x EERNA

Cisco IOS XE Everest 16.6.1

Toavwy RPREAINE LT,

FELEDHA KS4> showmonitor =~ > K& show monitor session all =~ > RO /1% [H LT,

1

wIZ, show monitor == —% EXEC =2~ > RO Z s L FE 3,
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show monitor .

Device# show monitor

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOHITIE, a—HL SPAN EELE v 3 > 112%3 % show monitor = — EXEC
a<wy NOWjERLET,

Device# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WOHITIE, AT T 4 v THEREE A R—T I L7854 @ showmonitor session all
a—HY EXEC o~y FOHNZRLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged
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. show monitor capture

Fy kD—sgBEavUR |

show monitor capture

F=H Xy 7T (WireShark) ONE % FX/RT HIT1E. $#E EXEC £— KT show monitor
capture 2~ > R&EEHA L £,

show monitor capture [capture-name [ buffer ] | file file-location : filename ][ brief |
detailed | display-filter display-filter-string ]

B DEREA

aAavv R FI4ILk

capture-name (EE) RrRT2F v 7 F Yy O4uIEHEELET,

buffer ULE) ESNEF Y 7 F v Tl 53y 7 7 BRRRES
norZEEfEELET,

filefile-location : file-name EE) ETRTHFYTFY AL =T 7A0DT7 7 AV
e AR fRE LET,

brief (EE) RrNEOMELFRELET,

detailed (EE) MR TAARERELET,

display-filter display-filter-string display-filter-string |29t > TFRRNAEZ 7 4 L ZEL L 9,

FTRTCOF Y 7T F Yy ORNBEEFRLET,

avY R E—F FiHE EXEC
avy FERE 1)1)—=x EEAR
Cisco IOS XE Everest 16.6.1 Toavwry RPREAINEL
77
4l

12, show monitor capture =~ > RO B ZR L ET,

Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:
Interface: CAPWAP,

Ingress:
0

Egress:
0

Status : Active
Filter Details:

Capture all packets
Buffer Details:

Buffer Type: LINEAR (default)
File Details:

. Yy hID—YEBOTUF



| #vybro—bEBa<oR

show monitor capture .

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
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. show monitor session

show monitor session

AA v F RAR— KT+ 7 A% (SPAN) . UE— |k SPAN (RSPAN) . 3 K U Encapsulated
Remote Switched Port Analyzer (ERSPAN) Ot v ¥ 3 VIZBET A1 &R T 5121E,. EXEC
& — K C show monitor session =~ > K& L £,

show monitor session {session_number | all | erspan-destination | erspan-source | local
| range list | remote} [detail]

T DERER session_number SPAN F 721X RSPAN v = .
all TRTHOSPAN > a3
er span-source %1370 ERSPAN & v v 3 V720
erspan-destination %65% ERSPAN & v v 3 7217
local 2 —71/L SPAN & v v a U720
range list —E#PHD SPAN ¥ v 3 %

F21E 2 DOET E /N SV
. F72ld A 7 A5 EDOHP

GE) ZDOF—TU— N,
remote UE£— FSPAN v a 720
detail (H-8) EESNEy v g
avv R E—F =—4 EXEC (>)
¥iHE EXEC (#)
avwy FERE Jiy—=x EERNE
Cisco IOS XE Everest 16.6.1 Zoavwy RPREAINE LA,
Cisco I0S XE Gibraltar 16.11.1 erspan-destination Xr—1— ]\7jn§,)\ XNnFE LA,
GEREDHA KS4> ©—7/L®ERSPAN X5t v v a v O REIL 8 TF,
151
WIZ, v—H/VSPAN X5tk v 3 > 1IZ%d % show monitor session =~ > RO H
&R LUET,

Device# show monitor session 1
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show monitor session .

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WIZ, AT 7 4 w7 OERENERNT 78> T B354 0 show monitor session all =
< FOEIBEZRLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

IZ. show monitor session erspan-source 2~ > RO A#l AR L £9,

Device# show monitor session erspan-source

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports

RX Only : Gil/4/33

Destination IP Address : 20.20.163.20
Destination ERSPAN ID : 110

Origin IP Address : 10.10.10.216

IPv6 Flow Label : None

&IZ. show monitor session erspan-destination =~ > KO 1 %2R L £,

Device# show monitor session erspan-destination

Type : ERSPAN Destination Session
Status : Admin Enabled

Source IP Address : 10.10.10.210

Source ERSPAN ID : 40
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. show parameter-map type subscriber attribute-to-service

show parameter-map type subscriber attribute-to-service

IRTA—=F < TORFE R T DI, FiiE EXEC “E— KT show parameter-map type
subscriber attribute-to-service =< > K& L £,

show parameter-map type subscriber attribute-to-service {all | name parameter-map-name}

BX DA all TRTDONTG A=< T O
AFEFRLET,
name parameter-map-name BB LI RT A=A~ v T DR
RHEFRRLET,
avY RE—FR ¥rHE EXEC (#)
2<% FEE =2 EENE
Cisco 10S XE Everest 16.6.1 Zoawy RPREAINEL
72
Bl RIZ, show parameter-map typesubscriber attribute-to-service name parameter-map-name

avr ROWNFZRLET,

Device# show parameter-map type subscriber attribute-to-service name platform

Parameter-map name: platform
Map: 10 platform-type regex "C9xxx"
Action(s) :
10 interface-template critical
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show platform software fed switch ip weep .

show platform software fed switch ip wcep

7F v~ 7 #— LKAE Web Cache Communication Protocol (WCCP) &% #£/Rr9 5121%. show
platform software fed switch ip weep 74 EXEC =2~ > RZEH L £,

show platform software fed switch{switch-number |active|standby}ip
wccp{cache-engines |interfaces |service-groups}

B DA switch {switch_num| active| standby} {&# 4 5345 73 2,

s switch num: A4 v FIDEAHLET, FEEINZ
A FIZET DIERERRI L ET,

sactive: 777 4 T AL v FDIEFREF R LET,
e standby : FAET D56 AX A AL v FOE#R

ERALET,
cache-engines WCCP ¥ vy o oYU aFRLET,
interfaces WCCP A > X —7 = A A%FRLET,
service-groups WCCP —tE R J—T%2F R LET,
ATV RE—FK ke EXEC
av Y FERE 1)1y —= EEAR
Cisco 10S XE Everest 16.6.1 ZOavy RNRBAINE L,

COTvy Bk, T =P MRS L b BRI AT O A ER LT 7
SV, T = A PR MR T D3 ROMA R R LA LSMT IR LT
CESW,

Zoawy R, FAA AR H—ERAT 4 —F vty bEETLCODHETEH
‘(“j—(}

FRLEDHA KSA Y

WIZ, WCCP A v Z—T7 =2 A% F T 502~ LET,

Device# show platform software fed switch 1 ip wccp interfaces

WCCP Interface Info

*x**x% WCCP Interface: Port-channell3 iif id: 000000000000007c (#SG:3), VRF: O Ingress

WCCP ***x*
port handle:0x20000£f9

List of Service Groups on this interface:

rvro—vgBEa<>F ]
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. show platform software fed switch ip weep

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:60 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

***x% WCCP Interface: Port-channell4 iif id: 000000000000007e (#SG:3), VRF: O Ingress
WCCP * % % %
port handle:0x880000fa

List of Service Groups on this interface:

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

<output truncated>
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show platform software swspan .

show platform software swspan

AA v F RR— KT FZ 4% (SPAN) iz rT H121%, FHE EXEC £ — KT showplatform
softwareswspan =2~ > &AL £,

show platform software swspan {switch} {{{FO | FP active} counters}|RO | RP active}
{destination sess-id session-ID | source sess-id session-ID}

B DEREA

switch AL v FICBT D ERERTLET,

FO Embedded Service Processor (ESP) A1z~ b 0 ZBT 2 1F#H A&
~LUET,

FP ESP IZRAT DM az T L £,

active ESP £7-id/— K ZYak vyt RP) OT 77T 47 A VAKX LA

(BT D fEmAE RN LET,

counters SWSPAN A vt — o B2 E2RRFLET,
RO RP 21y hOIZBAT AEHRAER T LET,
RP RP IZRHT AfE@RER T LET,

destination sessid sesSonD 87 S 7-5ikt v o 3 KT I A F R L £

sourcesess-id session-ID FRE SR ETE v v a VICHET AEREFERLET,

Qv Y R E—FR e EXEC (#)

avy FERE )1)—=x EENE
Cisco I0S XE Everest Z®Oa<y K, CiscolOS Release 16.1.1 LV HL iV J — R T
16.6.1 ASHE L,

FEREDAHA RS2

3l

o a VESNEELRVD, SPANE Yy v a v B E— MERiSEE Yy a v oRs, av
v FH77121E 1% Error: No Information Available] @ X v — U NFKREINE T,

iz, show platform software swspan FP active source =~ > KO H /16l &~k L £,

Switch# show platform software swspan FP active source sess-id 0
Showing SPAN source detail info

Session ID : 0

Intf Type : PORT
Port dpidx : 30

PD Sess ID : 1
Session Type : Local

rvro—vgBEa<>F ]
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. show platform software swspan

Direction : Ingress

Filter Enabled : No

ACL Configured : No

AOM Object id : 579

AOM Object Status : Done

Parent AOM object Id : 118
Parent AOM object Status : Done

Session ID : 9

Intf Type : PORT

Port dpidx : 8

PD Sess ID : 0

Session Type : Local
Direction : Ingress
Filter Enabled : No

ACL Configured : No

AOM Object id : 578

AOM Object Status : Done
Parent AOM object Id : 70
Parent AOM object Status : Done

&IZ, show platform software swspan RP active destination =~ > KO H %z~ L E
D

Switch# show platform software swspan RP active destination
Showing SPAN destination table summary info
Sess-id IF-type IF-id Sess-type

1 PORT 19 Remote
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show snmp stats .

show snmp stats

SNMP Dffiat % F/rT 5 I121%, FHE EXEC E— K Cshowsnmp stats =~ > R&H L £,

show snmp stats { hosts | oid}

B DEREA

AU R TIAIE

ATV R E—F

hosts SNMP = — = o MMZR— U 7 &N 7= SNMP Y — R DFEM A FoRx L7,

od JrERkEnA7 V=7 M#BlT (0ID) ZFRLET,

SNMP = — = MIAR—=Y 7 EN/ZSNMP v~ % —Y vy ) 2R R LET,

HikE EXEC (#)

avY RERE

FEREDHA K542

1) —= EEAR
CiscoIOS XE Amsterdam 17.1.1 Z—pa~<> R2QNEAINE LT,

show snmp statshosts =~ > RiZ, NMSDIP 7 RL A, NMS 3= — x> h&EHR—U T L
T, BEOR=V T DI LAE T —ERARTDHIZOIMEHLET, SNMP =—
Yz MIFR—Y It MY ZHIBRT DI, clear snmp statshosts =~ > K% fif [
Li‘g—o

show snmp statsoid =~ > K& EITT HHIC, T3 A% NMS IZHLET, a~r R
IZ1E. NMS /BRI ER EN7-0IDD Y X FAFRENET, 72, A7V =2 FIDANMS
MOLEREINZEE G R LET, ZOFHRIZ. NMS RS LTW5 MIB IZB T A2 1F#HMNIE L
AERWEEIL, AEV Y —IRXy NU—JBEED NI TNy a—T 4 U ZICRLBLET,
show snmp statsoid =~ > R&EH T 5 & NMS 225 2R S 7z OID & WD T Hh iR T
TET

iz, show snmp statshosts 2~ > RO HH 2R L £,

Device# show snmp stats hosts

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

WDFET, ZOHNIERENDIEERT —/V REHRALET,

% 1: show snmp stats hosts © 7 « — )L K DEREA

T4—ILF Bl

Request Count SNMP =% — % 775 SNMP = —3 = o MZERDNEE SN~ RIEAFR
hnE,

rvro—vgBEa<>F ]



. show snmp stats

E AN -i: EEAN

J4—ILFK

Bl

Last Timestamp

SNMP = % — % 5 SNMP = — 0 = o MZBLRINE(E SN 08 R
INET,

7 FL A (aAddress)

BERAZEELZSNMP v 32— X DIP T RLANRFREINTT,

WIZ. show snmp statsoid =2~ > RO I1#IZ R L 7,

Device# show snmp stats oid

time-stamp

15:
15:
15:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

30:
30:
30:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

01
01
01
39
39
39
39
39
39
39
39
39
39
39

UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC
UTC

Dec
Dec
Dec
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

#of times requested OID
2 2019 6 ifPhysAddress
2 2019 10 system.2
2 2019 9 system.1
26 2019 3 system.5
26 2019 3 stem.4
26 2019 3 system.7
26 2019 2 system. 6
26 2019 10 ceemEventMapEntry.2
26 2019 6 ipAddrEntry.4
26 2019 3 ipAddrEntry.5
26 2019 10 ipAddrEntry.3
26 2019 7 ipAddrEntry.2
26 2019 4 ipAddrEntry.1
26 2019 1 lsystem.3

ROEXT, ZOWNIFERENDEERT 4 —/V FEBRHAL £,

% 2: show snmp stats oid ) 7 1« — )L K DEHEA

J4—ILF

A

time-stamp

NMS /b AT Y =7 MBlFRER SN ARERFR RSN ET,

#of times

requested

F7V=7 FIDBERSWEFEERRLET,

OID

NMS PO EsRINT=A TV =7 MFRRRINET,
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shudown (E=4tvsa>) |

shutdown (E=42 v 3)

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

BESNTZERSPAN By v a v 2T 4 E—7MICT AI121%. ERSPAN E=% % ETLE v =3
varZ4¥al— gy F— RTshutdown 2~ > RZEH L £, 3%E N7 ERSPAN
tovalrEA RF—TNITHIZE, Zoavr FOono X EEHLET,

shutdown
no shutdown

ZOawy RIIBIEELIIF—U— REH Y £ A,
HLSREENTZERSPAN By v g id, v v ME T ORRBICAR Y £97,

ERSPAN E=4 &5tk vy ay a7 4 Fab—3 3 F— K (config-mon-erspan-src)

avy FERE

) y—2 EENE
Cisco IO0S XE Everest TOavwy RNREAINE L=,
16.6.1

FEREDHA KS4 Y

1

ERSPAN ¥ v ¥ = %, noshutdown 2~ RRRESNDIETHT /T4 7 DEETT,

&Iz, noshutdown =< > RZHFEH L TCTERSPAN ¥ v a %27 7T 4 72T 50%
RLET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernetl/0/1 rx
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1
Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

Device (config-mon-erspan-src)# end

BEEavTY R

avw > kR EL:l

monitor session type |ERSPAN ({E it v a v &R Lot v a v BB 1ERT 50,
o a X LTERSPAN Yy gy a7 X2l —v gy T—
FEBRIEL £ 7,
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. snmp ifmib ifindex persist

Fy kD—sgBEavUR |

snmp ifmib ifindex persist

BXDERA

AR FIAILE

AU R E—F

FREDHA FSA4 Y

3l

HEFFSH % iflndex fEZ 72— U ZA 2—T WL, U7 — MMeEbHEFFSnD L HIc LT,
Simple Network Management Protocol (SNMP) TEHTX 5 X 9129512l Fu— L 3
74X al—v 3y E— R Tsimp ifmib ifindex persist =~ > K&/ L %9, iflndex /{—
VAT U R E T A= ULT =T T HIE, Zoavr RO no B EEHLET,

snmp ifmib ifindex persist
no snmp ifmib ifindex persist

Zoawy RIOIBIEEAITIZF—T—REIH Y A,
F XA AD iflndex /83— AT VART 4 B—T 20 £,
Jua—)Lar7 ¥ al—v a3 (config)

snmp ifmib ifindex persist =2~ Rif, 4 V¥ —7 = A AEHAFOREELA— 1 —TF7 4 FLZF
Fh, iflndex S—V AT UADAL UH—T 2 A AFFGOREIF, A1V F—T A A AT 4
Fal— g EF— RKTomp ifindex persist =~ > K& snmp ifindex clear =~ > K% {
LTREINET,

snmp ifmib ifindex persiss =~ RiZ, 4 % —7 = A AMIB (IF-MIB) @ iflndex 7—7 /L
WO ifDeser =2 b Y & iflndex =2 MU AL T, Vv—T 4 7T A A LDFTXTDA
H—T A AD iflndex /S—V AT VAL A F—T M LET,

iflndex /S—3 AF L A L1x. V7 — %S IF-MIB N O ifIndex fli & {767 S H. SNMP % ffi 4
HEEEDA v HE—T oA ZADID BRSNS L 512 LET,

ifindex /X—3 27 > 2 no snmp ifindex persist =2~ FZMHL T, HEDA ¥ —7 =
A R LTURNZT 4 B—=T7 v ENTWIHEA. iflndex S—Y ATV AFZEDA L H—T =
AATIEF 4= NADEF LR T,

WIZ, TRTCDOA v Z—T =24 ZADiflndex X—L AT A% A X—T WM T 56 % 7~
LET,

Device (config)# snmp ifmib ifindex persist

BEEavTY R

avU R ERBA

snmp ifindex clear  |DIFfICHEEED A v X —T oA AT L TA v B —T oA A AT 4 Fa
L—3 g — FORAT SR EW # snmp ifindex =~ &2 U
TI/i-ﬂAO

samp ifindex persist |[F-MIB TV 7' — & b#FF45  (ifindex persistence) ifIndex il % 1 % —
T LET,
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snmp-server community .

snmp-server community

Simple Network Management Protocol (SNMP) ~D7 7 ¥ A& FFa]45a3a=7 44 77k A
AR T EFRETDHICIE, Fa—rUL a7 4 X2 b—3 g F— KT snmp-server
community 2~ > RZ2EHALET, BELZaI2=T7 4 A M) U7 &2HIBRT DI, o=
~ PO noBEAEMEH L LT,

snmp-server community [ clear | encrypted ] community-string [ view
view-name] [RO | RW ] [ SDROwner | SystemOwner ] [access-list-name]
Nno snmp-server community community-string

BX DA clear (£E) A&7z community-string 2327 U 77 % 2 k"G, show running =
Y RTEREND EEITHE LS ND KO ITHREL £,

encrypted (EE) AJ1E 7= community-string 2385 57 % Ak C, show running =
< ROFATRHIRE AL SN TERSIND LI ITHEEL ET,

community-string X2 7 — R X H ICEMEL . SNMP a2 ha b ~OT7 7 v AZFHF T LET,
community-string 58O fc KF 14 32 CFOHEFETT,

clear ¥—U— R2MEH 72354, community-string 12 U 77 % 2 k& B
7R INFET, encrypted ¥ — U — FAMEH & 72356 community-string 1K
FT XA ERRInNET, EEbbHINRoT25GE
community-string (%27 U 77 &% 2 b E RS nuE 7,

viewview-name  ({T.15) HiIER LI E 2 —OANIEIE LET, Ea—lolE, 332z
74 THTE 547 V=7 FAERSATHET,

RO (EE) #ABMY AT 7 ¥ AEEELET, FAShZFlAT—v s
YiE, MIBAT7 V=7 NORGIETEFITTEET,

RwW (EE) AR /EBEIALRT 7B AEEZETLET, SN EHRAT—
vavii, MIBA7 Y=/ NOREGEEEDOH T #FTTEET,

SDROwner ({£#) 4 —7— Service DomainRouter (SDR) ~D 7T 7 ¥ A ZH|E L £,

SystemOwner  ({£E) A —F—LISNDOTXTOSDR~DT 7 ¥ A% GTey AT AEK~D
T AR L T,

accesslig-name (&) SNMP = — = hAT 7B AT 50l a3a=FT 4 AN 7
DFERZHFAEINZIP T RLADT Z7E®R R R,

ATV RTFI4LE SNMPa=a=F4 XMV TR TTHNET, TR_XTOMB ATV =7 F~OF MY
HER7 7 RAEFALTCWET, a3a2=74 AV 7E 774/ FT, SDRA—F—
IZED Y THNRET,
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. snmp-server community

vy ko—bgBavUF |

avy FNERE

Jiy—=x EZHERNR
Cisco I0S XE Everest 16.6.1 Zoawy RRENESNE LA,

FEREDAA RS>

o=y REFEAT LI, @URZ A7 IDEZELF AT JA—FICBEEMT LN TN D
=Y I —FIB L TWAMERLY £, 22—V I —70E ) B CRFERTav K
A TE VS, AAA BFLEIERK L T EEW,

j \

Ra=T 4 TI7BAARN) T HBELTSNMP ~DT 7 AZFFAIT 5121, snmp-server
community =< R&fiH L E7,

FELEaIa=7 A A M) U7 2HIBRT2I21E, Zoa~r Fono BXNEEHLET,

JVTTXARNCANLIEaIa=T A Y ‘/7‘75: show running =~ > KD 7 THF B4
L CERT DI, clearﬂE T—FREEHLET, BElkahieA M) 7% A3 5121
encrypted ¥ — U — R&EHLET, 7 IUT TFAICala=744 AN TEANL, &
IRV AT LS THEFILINBRNE DT DT, E66D0F—U—RbEHLARNVED

WZLET,

SDROwner & — U — K& 5 L C snmp-server community =~ > K2 ANT5 &, 4 —F—
SDRINDO MIB 47V =7 b A LV AHX L AIZK LTDIHSNMP 77 ¥ ANRFFA S ET,
SystemOwner & — U — R & 57 L T snmp-server community 2~ > K& AT5 L, VAT A
WNOF_TD SDR IZ SNMP 7 7 ANHFA S E T,

\)

GE)  A—F—LUIrDOSDR TiE, a3a=7441F, ZOaia=71AICHVETONEZT 7
AMEFRIZBIFR72 <. ZD SDRICI/ET H 4TV =/ %4/x5f/x7tﬂ T ERAEFALE
T, A—F—=SDR~DT 7 B ABL R AT LABKDOT 7 & AT, A—F—SDR N5
FEEHTE £,
& KIC. comaccess A I U 22 % SNMP (2] ) 4T CHAY HAT 7€ A% AT 5
FiE, BEXORIPT7 278X VA MARNaIa=T 4 AN U7 E2EHTES X510
ET B~ LET,
RP/0/RP0/CPUO:router (config) # snmp-server community comaccess ro 4
WIZ, mgr A RV 7% SNMP (ZE|V 4 TT, HlIfRE 2—DA4 7 V=2 h~DOFiAHL
D EFBZRABLT 7B AT 56 2RLET,
RP/0/RPO/CPUO:router (config) # snmp-server community mgr view restricted rw
KIZ, comaccess I X = =7 4 #HIBRT B2 /R L ET,
RP/0/RP0/CPUO:router (config) # no snmp-server community comaccess
BEa< R av Uk 5B

snmp-server SNMPOE =2—x 2 b Y ZERE 2 IFERH L ET,

view
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snmp-server enable traps .

snmp-server enable traps

TNAATH Yy U= EHIZT L (NMS) 124 74— LBERRLSEISER T v TO
Simple Network Management Protocol (SNMP) 1% £ FIREIC T HI2I%, /7 r— VL a7 ¢
Fal— 3 EF— FTamp-server enabletraps 2~ RZEH L E9, 77 4/L FEEIC
RIIE, Zoavr Rono BREEHLET,

snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | syslog | transceiver | tty | vlan-membership | vlancreate
| vlandelete | vstack | vitp ]

no snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | sydog | transceiver | tty | vlan-membership | vlancreate

| vlandelete | vstack | vtp ]

BX DA

auth-framework ({£&) SNMP CISCO-AUTH-FRAMEWORK-MIB 7 v~
A X —T NI LET,

sec-violation (f£&) SNMP camSecurityViolationNotif %1% A *—7 /L
L%,

bridge (fI:7) SNMPSTP 7V v ¥ MIB F 5 v 75 A X—7LIC
l./ \i j—O *

call-home (ff:7) SNMP CISCO-CALLHOME-MIB k J v 7% A 3—
T LET, *

config (fEE) SNMPRE T v Fa A X —7 I LET,

config-copy (&) SNMPREaEY— T v T2 A F—7 M L%
S

config-ctid (f£&) SNMPRECTID b7 v 7% A F—7/WIZLET,

copy-config (EE) SNMPa B —RE T v T4 F—7 M LET,

cpu (&) CPUBM N T v T2 A F—T M LET, *

dot1x (&) SNMPdotlx F 7 v 7 & A Rx—T M LET, *

energywise (fE) SNMPenergywise b 7 v 7% A X —7 /W LET,
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. snmp-server enable traps

Fyko—sg@Ea<T R |

entity (f£E) SNMP=> T 4T 4 b T v 7oA X—T M LZE
T

envmon (fEE) SNMPEREEE =% F T v 7 H2 A X—7 NI LE
ﬁqo *

errdisable (fEE) SNMP=F5—F 4 —T7 1V FTF v T Eh A F—T )L

ZLET, *

event-manager

(fEE) SNMPHHAIAIZRA N b v 32—V % N T v T & A
R—=T M LET,

flash

({EE) SNMP 7 7wy 2@ b7 v 74 x—7 T L
9, *

fru-ctrl

EE) =7 47« BGscfnlie=~= > b (FRU) il
NIy TEARLET, TAAL AL I TIE, ZO T
TNEAZ v TIZRBIT DT AL ADTEANEY /L2 ER L F
7,

license

(EE) 948 A FT T BAAR—T NI LET, *

mac-notification

({EE) SNMPMACHEH N7 v 7% A x—7 NI LET,

*

port-security

(fEE) SNMPR—FEx2 VT4 T v T oA F—T )b
CLES, *

power-ether net

(fEE) SNMP/SU—A —H XKy b Ty TaAR—=T
CLET, *

rep (fEE) SNMP LY U=y b f —HF v k Fr b=l b
T T EAF—=TMILET,

snmp (fEE) SNMP +5 v 7% A F—7 M LET, *

stackwise (IT%) SNMPStackWise k7 v 7% A % —7 L LET,

*

storm-control

(fEE) SNMP A h—Affilfll T v P INT A —F & f 22—
TN LET,

stpx (f£&) SNMPSTPXMIB b7 v 7 %A 3 —T7 MIZLET,
%

syslog (fLE) SNMPsyslog h 7 v 7 & A X —7WMIZLET,

transceiver (L&) SNMP FhF oo —N vF o FE AL 2—7 VI LE

‘ﬂ—o *
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aAavy R FI4ILk

AR E—F

snmp-server enable traps .

tty (=) TCPH: L7 v 7 ARELET, ZORERTT 7+
VR TA X =T N2> TVET,

vlan-member ship (F:8&) SNMPVLAN A > N—2 T N5 Tl 3—7
MZLET,

viancreate (FE75) SNMPVLANERL k5 v 7% 1 F—F i LEF

viandelete (f£7) SNMPVLANHIR F 5 v 7% A %—7 Mz LET,

vstack (EE) SNMPA~Y—h A Y A b=/ b T v T hA %—F
T LET, *

vip (f£%) VLAN b5 %227 7r hal (VIP) b5 v~

A x—T W LET,

SNMP b7 v 7 DEEET 4 B—T M LET,

Jua—n)ar7Z 4 Xal—rar

avy FERE

FEREDAHARFS1Y

1)1)—=x EENE
Cisco IOS XE Everest 16.6.1 Thavwry RPREAINEL
77

FROEOTAEZY) AT NN TWbavwy RAF g0l 7 a~r b4, =
NHEOHT a<wr ROFEMZOWTIE, B~y ROEEZZBL T30,

snmp-serverhost 72— 3L a7 4 XFalb—rvarav s REEALT, NIy E22ET
HARAR (NMS) ZHELET, M7 v 7 ZATERBELRVESRIE. TXTO NIy T ¥
A TINEESNET,

N7y TERITERP IR —F SN TOLHEIZ, ZTRODREZA X—T /I DI,
snmp-server enabletraps =~ K& L £3,

N

GE)  fru-ctrl, insertion B X RremovalF— T — KiL, a2~ KT D~V TA MY U TICERE

NETHR, T RATHR—PFEINTHERA, snmp-server enableinforms 7 o — 3L 22
T4 FXal—Yaravy NI, FR—FSTOEEA, SNMPIERIBAIOFEEEZ A X —7
ST T AHITIEL, snmp-server enabletraps 72—/ )L 2> 7 4 Falb—ay avr e
snmp-server host host-addr informs 72— )L 27 4 Fa b—a v avy ReflAhbbd
THEHLET,

)

GX)  SNMPvl TiE, HHIIVR—F S TWEEA,

Yy bID—YEBOTUF .
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. snmp-server enable traps

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i W, D SNMP T v T B4 F oA F—F T Bl 5T LET,

Device (config) # snmp-server enable traps config
Device (config) # snmp-server enable traps vtp
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snmp-server

snmp-server enable traps bridge .

enable traps bridge

STP 7V vy ¥ MIB 7 v 7 Z2AERT HIIE, ZFr— b ar74F¥al— 3 F—RT
snmp-server enabletrapsbridge =~ > FZEH L E7, 774/ FREICETIZIE, 0=~
Y RO noEREHEALET,

snmp-server enable traps bridge [newroot] [topologychange]
no snmp-server enable traps bridge [newroot] [topologychange]

BX DA

AU R TIAIE

ATV R E—FR

newr oot f£E) SNMPSTP 7 U v U MIBHiBi/L— K N7 v 72 AA 3x—T7 I LE

(
R

topologychange  ({1:7) SNMPSTP 7V v MIB "R VLT T v P54 F—T I L E
7,

7 U wYSNMP T v T OEEIET 4 B—T NI 9,

Ja—)L a7 4 F¥Falb—g v

av Y RERE

FRLEDHA KS1 Y

=2 LEANE
Cisco I0S XE Everest 16.6.1 ZToawr RREAINE LT,

symp-serverhost 7 = —/ 3L a2y 7 4 Fal—varyavy REERLT, N7y 7 E2%ET
HARARN (NMS) #8ELET, M7 v T XA TEBELRVWEGEIEL, TXTONT v T ¥
A TREESNET,

\)

() SNMPvl Tix, BEHIZVR— I TWEHA,

3l

BEDNT T2 T oA X—TNVIZT DT, NT v T Z AT T LT snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £9°,

WOHFITIE, NMSIZT7 Y v UL — b NI v 7R ETLHHEERLET,

Device (config) # snmp-server enable traps bridge newroot

rvro—vgBEa<>F ]
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. snmp-server enable traps bulkstat

snmp-server enable traps bulkstat

T—HIEMIB N7 v T oA X =TT HIZIE, Fe— b a7 4 Falb—T gy E—
R -G snmp-server enabletrapsbulkstat =~ > K& L E9, 77 4/V FREICRETITIE, =
Da<r ROonBEREHEHALET,

snmp-server enable traps bulkstat [collection | transfer]
no snmp-server enable traps bulkstat [collection | transfer]

B DEREA oletion  ({f:7%) 7 —XIEMIBIE b7 v 7 & A 2 —T /ML ET,

transfer  ({£8) F—FUWEMIBEE N T v FE A X —TMIZLE T,

ATV RFEI4NLR THAWEMIB N7y TOREETT 4 =T TR ET,

ATV R E—FR Ja—nR_) a7 4 F¥al—T g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.6.1 ZThOavwr s RREAINE LA,

FEHEDAA KS4 > simp-serverhost 7 m— Vb ary 7 4 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT TR T oA FX—TMZT DHITE, T v T XA T T LI snmp-server enable
traps =~ RN AT LHLERH Y £,

Bl WIC. F—AIUE MIBIUE b5 v 7R AT A% 5= L £+,

Device (config) # snmp-server enable traps bulkstat collection
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snmp-server enable traps call-home .

snmp-server enable traps call-home

SNMP CISCO-CALLHOME-MIB + 7 v 7% A4 X—T WZTHITiE, ZFrn— L a7 4 Xz
L— 3 F— FTsanmp-server enabletrapscall-home 2~ > R&EEHLET, 774/ bk
FICETIZE., 2oa<ry FonEREZFEHLET,

snmp-server enable traps call-home [message-send-fail | server-fail]
no snmp-server enable traps call-home [message-send-fail | server-fail]

X DA message-send-fail (1) SNMP 2 v E—VEERK N T v T E5 A F—T M LET,

server-fail (EE) SNMP H—[EE T v F oA 2—T I LET,

AT K FI4J)k  SNMPCISCO-CALLHOME-MIB k7 v 7 OX(EIXT 4 B—7 W20 £,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.6.1 ZThOavwr s RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

I W, SNMP R vt — USRI R T v T a4 5 H 57 LET,

Device (config) # snmp-server enable traps call-home message-send-fail

rvro—vgBEa<>F ]
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. snmp-server enable traps cef

snmp-server enable traps cef

SNMP Cisco Express Forwarding (CEF) K7 v 7% A x—7 /2T HI2iF, Fm— L ar 7y
Fa b —3 3 F— FTomp-server enabletrapscef 2~ > RE2EHALET, 77 4/L Fa%iE
WRTIZE, Zoavy Rono EREHEHLET,

snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change |
resour ce-failure]

no snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change
| resource-failure]

X DA inconsistency (f£&) SNMPCEF ¥/ b7 v 7 & A X —7 ML E T,

peer-fib-state-change  ({1:%) SNMPCEF E°7 FIB 27— "NEH 5 v P52 A4 X—7LIC L E
—a_o

peer-state-change (f£&) SNMPCEFET 27— NEH NI v T oA X —TMILET,

resource-failure (E&) SNMP U Y —R[EE T v T oA F—T M LET,

A<V RFI4)k SNMPCEF 7 v 7OREETT 4 =T MR £7,

avy FERE 1y —= —
Cisco IOS XE Everest 16.6.1 S o~y FAREASHE LI

FEREDHA K54 simp-serverhogt 70— 3L a7 g Falb—Yaravy NefALT, N7y 7 2%ET
HEAR NMS) #f8ELET, "I v 7 XA TERELRZWESIZ, IT_XTO M T ¥
A THREEEINET,

)

GE)  SNMPvl TiE, FHHIIVAR—F SN TWEFA,

BEDONT v TEAT oA X—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

#l WIZ, SNMP CEF ¥J& b7 v 7% AK$T 50 %R~ LET,

Device (config) # snmp-server enable traps cef inconsistency
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snmp-server enable traps cpu .

snmp-server enable traps cpu

CPUBMZ A F— T T AL, Y u—rb a7 4 X2 b—3 g F— K Tsnmp-server
enabletrapscpu 2~ FZFEMALET, 774V FREICRTIZIE, Z0a~r RO no B
EREHLET,

snmp-server enable traps cpu [threshold]
no snmp-server enable traps cpu [threshold]

BX DA threshod ({£#%) CPU L &\ M@ Z A 2 —7 /W LET,

ATV RFI4)k  CPUBHIORGIELT 4 B—T M) £7,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 Zoawry RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

i Wi, CPU L & Ml & 4 s 5 4 7 L £,

Device (config)# snmp-server enable traps cpu threshold

rvro—vgBEa<>F ]
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. snmp-server enable traps envmon

snmp-server enable traps envmon

SNMPBIE NS v 2 A4 X —T7NZT 323, Fe— L a7 4 Xal— g3 F—RT
B4

snmp-server enabletrapsenvmon =~ > & LET, 774/ FRECETIZIL, Z0=
~ U RO noBEXEHEHLET,

snmp-server enable traps envmon [fan] [ shutdown] [ status] [ supply] [temperature
]

no snmp-server enable traps envmon [fan] [ shutdown ] [ status] [ supply ] [
temperature ]
X DEEA fan TR 77v N7 T2 A =TI LET,

shutdown  ({£&) BREES Y v MUV E=F v T v TP 2 —T M LET,

status (fEE) SNMPEREBEAT —HAEENT v T oA 3 —T MILET,

supply (B8 BEBHRE=% 7 v 7oA x—7 M LET,

temperature  ({£:&) BREREE=Y 7 v T2 A RX—T7 VI LET,

ATV RTFI4IR  BESNMP T v T OREIEIT BT TR0 £,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
2wy FEE yy—2 EENE
Cisco I0S XE Everest 16.6.1 Toavwry RREAINEL

77

FEREEDHA KS4 > stmp-serverhost /7 m— L a7 4 Falb—aryavys RefILT, M7y 7 E2%ET
HAEAL (NMS) HELET, b7y T A TEBELRVWEGRIE, $XTONTF v T ¥
A TREESNET,

\)

GEX)  SNMPvl TiE, HHIIVAR—F S TWEEA,

BEONT v THA T oA F—TNMIT DI, bT v T HA 7T LI snmp-server enable
traps 2~ REEBNC AN T HLERH Y £,

i Wic, 77 FT T RART AEETLET,

Device (config) # snmp-server enable traps envmon fan
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| #vybro—bEBa<oR
snmp-server enable traps envmon .

Bl WIC. AT — B REW LT v TR ART 5% L ET,

Device (config) # snmp-server enable traps envmon status

rvro—vgBEa<>F ]
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. snmp-server enable traps errdisable

snmp-server enable traps errdisable

TT7—7 4 B—T/VDSNMPEIZ A X —T7 /I THITE, Frm— v ar7Z o ¥al—va
> E&— FCsnmp-server enabletrapserrdisable 2~ > R&HHALET, 77 40 bREIZRET
Wik, Zoa~vr FonoBEXEHEHLET,

snmp-server enable traps errdisable [notification-rate number-of-notifications]
no snmp-server enable traps errdisable [notification-rate number-of-notifications]

X D3 notification-rate (FEED) ML — b2 LT 1 9%72 ) OMmOKERE L
number-of-notifications F9, ZIT AL DHEOFPHIL 0 ~ 10000 T,

ATV R FI4ILE TT— T 4E—T /D SNMP BHEEIET 4 =T MR £,

AUk E—F Jra—r)ary7 4 ¥al— g
avy FER 1) —2 F—.
Cisco IOS XE Everest 16.6.1 DT~y RRAEASNE L.

FEHEDHA KS4> simp-sarverhost 7 m— VL ary 7 4 Falb—varavy ReLT, N7y 7 a2%ET
HARAR (NMS) ZfELET, FT7 v T A TEZBELRVWERE, TXTORNT v T 2
A TBREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWEEA,

BEDONT v TEAT oA F—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

il KIT, TF5— F 4 —7 L0 SNMP @A E 2 ICRET A%k LET,

Device (config)# snmp-server enable traps errdisable notification-rate 2
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snmp-server enable traps flash .

snmp-server enable traps flash

SNMP 7 7 v ¥ = ilifl e A F—T MIT 52, Fa— )b ar7 4 Xalb—var E—FK
T snmp-server enabletrapsflash =~ FEZEH LET, 774/ FRECETIZIL, Z0=
< RO noXEHHLET,

snmp-server enable traps flash [insertion] [removal]
no snmp-server enable traps flash [insertion] [removal]

X DERHA insartion  ({L&) SNMP 7 v ¥ affi A% A F2— 7 M LET,

remova  ({£E) SNMP 7 T v ¥ =B H Lils&E A r—7 LI LET,

ATV RFI4) Rk SNMP 77 vy a@HMOEEILT 4 E—7 AT,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
av Y REE y1y—2 RENE
Cisco IOS XE Everest 16.6.1 Thavwr  RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

Bl Wiz, SNMP 7 5 v & = A& LRk 5 il %7 L £

Device (config) # snmp-server enable traps flash insertion

rvro—vgBEa<>F ]
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. snmp-server enable traps isis

snmp-server enable traps isis

Intermediate System-to-Intermediate System (IS-IS) U Y27 AF—hk b—F 4 7 Fua ha) k
T T A F—TMITHIZE, Fa— L a7 X b— g F— KT snmp-server
enabletrapsisis =~ > F&EHLET, 7 74/ MREICETIZIE, 202~ KO no B
AL ET,

snmp-server enable traps isis [errors | state-change]
no snmp-server enable traps isis [errors | state-change]

X DERA errors EE) IS-IS=F— "I v 7B A X—T NI LET,

datechange ((£&) IS-ISAT— MEBE T v 7% A4 F—7 M LET,

ARV R FI4IAL ISISDO T v TREET =TT £,

AT R E—F sa—) a7 4 F¥al—Tg v
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.6.1 Zoavwy RREAINE LT,

FEALEDHA KSq L smp-serverhost 7 m—/ b ar 7 4 Falb—varyavwy RefiLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T X
A TRERENET,

\)

() SNMPvl Ti, IR — RS TWEHEA,

D NT T HA T oA =TT DHITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT THHERSH D £97,

#l KT, SIS T — kT v FRART B HI% R LET

Device (config) # snmp-server enable traps isis errors

Yy hID—YEBOTUF
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snmp-server enable traps license .

snmp-server enable traps license

FTAVLANT v T A F—TNMZT BT, Zar— b ar 7 4 Fal—v gy F—KT
=g

snmp-server enabletrapslicense =~ > FZEH L E7, 774/ FREICETIZIE, Z0a~
Y RO noBERAEEHLET,

snmp-server enable traps license [deploy] [error] [usage]
no snmp-server enable traps license [deploy] [error] [usage]

BX DA

AR TFIAILE

aAvU kR E—F

dploy ((£E) A B REBALT v T A X—T M LET,

error - (f£g) 948 AT — N7 v T EA =TI LET,

usage (f£E) FA B AEM T v T2 A RX—T NI LET,

FAB VA NI T DOREEITT 4 =T NITHRY ET,

Ja—)L a7 4 Falb—g

avy FERE

FEREDAA RZM4 Y

Jiy—=x EENE
Cisco I0S XE Everest 16.6.1 Zoavwry RPREAINE L,

snmp-server host 70—/ 3L a7 4 X ab—varya<wr REHLT, Ty 7E2%ET
HAEAN (NMS) ZHEELET, M7 v T XA TEBELRVWEEE, TXTORNT v T 4
A TINEESNET,

\}

GE)  SNMPvl TiE, HHIIVAR—F SN THEEA,

il

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HHERH Y £,

WRIZ, TA B RAEANT v T2 ERT D02 L ET,

Device (config) # snmp-server enable traps license deploy

rvro—vgBEa<>F ]
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. snmp-server enable traps mac-notification

snmp-server enable traps mac-notification

SNMPMAC#H k7 v &2 A R—=TWIZT DL, Zr— a7 4F¥alb— gy E—
K¢ snmp-server enabletraps mac-notification =~ > F&MiH L £d, 774/ hREITRET
Wik, Zoa<wr FonoBEXEfHALET,

snmp-server enable traps mac-notification [change] [move] [threshold]
no snmp-server enable traps mac-notification [change] [move] [threshold]

X DA change ({E&E) SNMPMACZEW + T v F &2 A x—7 M LET,

move ({EE) SNMPMACEBE#I T v oA X—7 W LET,

threshdd  ({£7%) SNMPMAC LEVME T v~ 7% A %—7 M LET,

AT RFI4)k  SNMPMACHEE kT » T OREIET 4 B—T W20 £7,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Y FERE )1)—= EEAR
Cisco IOS XE Everest 16.6.1 Iawy RREAINE L,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i Wiz, SNMP MAC M 5 o 7% ARk 2 47 L ET,

Device (config) # snmp-server enable traps mac-notification change
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snmp-server enable traps ospf .

snmp-server enable traps ospf

SNMP @ Open Shortest Path First (OSPF) ~ 7 v 7% A 32— /W2 T HIZiL, Za—r3L 3
74 ¥ 2 b— a3y T— KT snmp-server enabletrapsospf =~ > R&HLET, 7741
FEEICETICIE, 20oa~<w2r FOno R EHERLET,

snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit ratelimit-time
max-number-of-traps | retransmit | state-change]

no snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit rate-limit-time
max-number-of-traps | retransmit | state-change]

BX DA cisco-specific (ER) YAa@HDO N T v T oA X —T M LET,
errors ER) =9— "I T mBAFX—TNMIZLET,
Isa ER) Vo7 AT—RFT KREZAL XA~ (LSA) b7 v 7 %A F—
T LET,
rate-limit ({EE) V—hHIR N7 v 724 3—T M LET,
rate-limit-time UEE) L— IR N T v 7OREOE S 2R TIHELET, IHETE

HAEIL 2 ~ 60 TI,

mex-number-of-traps  (fF) #XE L7-RFHIPNICEET 2 L— MR b 7 » 7 DR EFEE L

iﬁ‘o
retransmit (EE) "7y MEFEFT vy TE2A R—T VI LET,
state-change (EE) REEE T v T2 X =TT LET,

ATV RFI4)k OSPFSNMP k7 v 7OREITT 4 =T IR £7,

ATV R E—F Ja—nR_) a7 4 F¥al— g
2<% FEE Y y—2 EERE
Cisco 10S XE Everest 16.6.1 Zoawy RREAINEL

77

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RafifiLT, N7y 7 ax%ET
HAAN (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, ITXTO T v T X
A TREESNET,

\

(GE)  SNMPvl Ti, IR — RSN TWEEA,

rvro—vgBEa<>F ]
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. snmp-server enable traps ospf

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i Wic. LSA T v T E A F—T Mt BllAE R LET,

Device (config) # snmp-server enable traps ospf lsa
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snmp-server enable traps pim .

snmp-server enable traps pim

SNMP 71 k a)Visi Bl F % ¥ A b (PIM) bT v 7 %A 32— M BI2iE, Za—nN
Va7 4 ¥ ab— gy E— K Tsnmp-server enabletrapspim 2~ > RafHLET, 7
TN RBREICETICE. 2oa<wry RonERXEHEHLET,

snmp-server enable traps pim [invalid-pim-message] [ neighbor-change] [rp-mapping-change]
no snmp-server enable traps pim
[invalid-pim-message] [nheighbor-change] [rp-mapping-change]

X DERHA invalid-pim-message  ({1-&) ##7/2 PIM A vt — v I v oA X —7 I LET,

neighbor-change (&) PIM XA N—EF T v T A F—T ML E T,

rp-mapping-change ({£&) 757 —HRA > b (RP) v~ v BV I ERENT v T hA F—T
M LET,

ATYRFI4I R, PIMSNMP 7 v FOREIFT 4 E—7 M0 7,

avY Y RE—FK sa—s\)aryz 4 Fal—a v
avy RER Jiy—=x EENE
Cisco IOS XE Everest 16.6.1 Zoawry RPNEAINE L,

FEREEDHA KS4 > simp-serverhost 7 m— L a7 4 Falb—aryavy RaifILT, M7y 72%ET
HERAR NMS) #IEELET, N7 v T XA THRIBELRVERIZ. T_XTCO T T X
A TREEENET,

\}

GEX)  SNMPvl TiE, HHIIVAR— S THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i WiT, BN PIM A vbE— h Ty T hA F—T M DR R LET,

Device (config) # snmp-server enable traps pim invalid-pim-message

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
. snmp-server enable traps port-security

snmp-server enable traps port-security

SNMP R— h X a7 4 T v T a2 A X =TI THIIE, Z7a—b ar 7 1 Fal—
v 3 v F— R T snmp-server enabletrapsport-security =~ > RZ2FEHALET, 77 4/ Fi%
EWCRTICIE, Zoa~<r Rono ERZ2HH L £,

snmp-server enable traps port-security [trap-rate value]
no snmp-server enable traps port-security [trap-rate value]

X DR trap-rate EE) 1 BMIICEETIR— X274 Ty 7OEREEZHRTELE
value +, FEETEBEPHIL 0 ~ 1000 T, F7 44 MI0 T GHIRIZARL . k
S FIIRETHENCEEEINET) |

ATV RFEI4NLRE A= EFXF2UT 4 SNMP FT v TOREIXT 4 =TT FT,

ATV R E—F Ja—nR)L a7 4 F¥al— g
avy FERE )y—x EENE
Cisco IOS XE Everest 16.6.1 ZThavwr RPREAINELE,

FEEHEDAA KS4> simp-sarverhost 7 m— Vb ary 7 4 Falb—varyavy RelLT, N7y 7 a2%ET
HARA L (NMS) ZELET, M T v A TEBELRVERIE, $XTOLF v 7 ¥
A TREESNET,

)

GE)  SNMPvl TiE, HHIIVAR—F SN TWEEA,

BEDONT v TEAT oA FX—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNCANTHUERH Y £7,

#l Wiz, 1FM7 1 200 DHJETH— F X o VT 4 FF v P oA F—T AT D0
FLET

Device (config) # snmp-server enable traps port-security trap-rate 200
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snmp-server enable traps power-ethernet .

snmp-server enable traps power-ethernet

SNMP @ Power over Ethernet (PoE) ~7 v 7% A X —T MIZTBHIZE, Fr— b a7 4
X2 L—3 g F— KT snmp-server enabletraps power-ethernet =~ > R&EHLET, 7
74 MERBICETICE, 20avy RO noBRE#HEHLET,

snmp-server enable traps power-ethernet {group number | police}
no snmp-server enable traps power-ethernet {group number | police}

BXDEREA group BELIEIN—THBECTTHEA L TA L NI — TN —TF X=X NT v T HA
number F—T M LET, ZIFANSLNAEOHPIL 1 ~9 T,

police A TA RT—=R)V T v Iy TPl X—T I LET,

AT K FI4J)L+  Powerover Ethernet ® SNMP 7 v T ORFEIET 4 B—7 M7 £,

:Ivylg‘:E_F‘ 7\\\3‘—/\‘/1/:!:/74’\—’?11/‘—:/9:/
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.6.1 Zoavwy RREAINE LT,

FEALEDHA KSq >y smp-serverhost 7 m—/bar 7 4 Falb—varyawy RefLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T ¥
A TRERENET,

\)

(GE)  SNMPvl Ti, I AR — RSN TWEHEA,

BEDNT TR T oA =TT HITE, T v T H AT T L1 snmp-server enable
traps 2~ REMEBNZ AT THHERH D £97,

il Iz, 7 v—7"1 @ Power over Ethernet (PoE) b7 v 7% A 2 —T7WIZT BHZ R L
ij‘o

Device (config) # snmp-server enable traps poower-over-ethernet group 1

rvro—vgBEa<>F ]
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. snmp-server enable traps snmp

snmp-server enable traps snmp

SNMP b7 v 7 %A F—TMITHIF, Fa— )b a7 4Xalb—v gy E— KT
snmp-server enabletrapssnmp =2~ > K& LET, 774V PRECRETIZIE, Z0a~
Y RO noERXAEHEALET,

snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup

] [warmstart]
no snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
] [warmstart]
BX DA authentication  ({L&) F8FE N7 v 7% A X —7 M LET,
coldstart (fEE) 2—VRKAZ—K T T A F—TWIZLET,

linkdown HEE) Voo Zvy by T2 X—7 VI LET,

linkup EE) Voo 77 b7 F—T NI LET,

war mstart EE) VA—LAX—F T v T oA F—TNMIZLET,

ATV RFI4IR SNMP T v TOREEET -7 M LET,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
av Y REE ) 1y—2 KENE
Cisco IOS XE Everest 16.6.1 Tawy RRAEAINE LR,

FEREDHA KS4> stmp-serverhost /e — L a7 4 Falb—varyavy ReHLT, M7y 722 ET
HARAL (NMS) ZHEELET, M T v 7 A TEBELRVEGRIT, T XTDO LT v X
A TREFEISNET,

\}

GX)  SNMPvl TiE, HHIIVR—Fr S TWEEA,

BEONT v THA T oA F—TNMIT DI, b T v T HA 7T LI snmp-server enable
traps =2~ > REMEBNZ AT HHERH Y £97,

I WRIZ, U —Db AF—FDSNMP T v %A X—TNCTHH0ERLET,

Device (config) # snmp-server enable traps snmp warmstart
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snmp-server

snmp-server enable traps storm-control .

enable traps storm-control

SNMP 2 h—AMlfll 8T » T RTA—=F oA X—=TNVICT DL, Fr—rb a7 4Fa
L —3 3 » F— KT snmp-server enabletrapsstorm-control =~ > R&MHL £, 77 +/1
FREIWCERTICE, Zoa<wr Fono XA HH L ET,

snmp-server enable traps storm-control { trap-rate number-of-minutes }
no snmp-server enable traps storm-control { trap-rate}

BX DA

AR R FIHILbE

AR E—F

trap-rate (fEE) SNMP 2 b—Aflifl 87 v 7 L— &AL THREL £, %
number-of-minutes 3 A, & 1 2 O EFHIE 0 ~ 1000 TT. 7 7 4 /b ME 0 T,
fE 0%, FIRPEHINT, BET LRI vy IR FEEENDH T &
ZRLET, RETDHE, showrunall 2~ R JJIZ no snmp-server
enable traps storm-control NE/RINET,

SNMP A b —&Afllfl T v 7 RTA—=ZDERBIET 4 B—T N0 £9,

Jua—N_) a4 Xal— g

avy FERE

FEREDHA K34V

)1)—= EERNE
Cisco IOS XE Everest 16.6.1 Zhawr RREAINE LA,

snmp-serverhost 70— 3L a7 4 Fal—var avy REEHLT, Ty 7 2%ET
HARARN (NMS) #8ELET, M T v T ZATEBELRVGERIE, TXTORNT v T ¥
A TREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWHEEA,

3l

BEDONT v TEAT oA FX—TMITHITE, VT v T ¥ A7 T LI snmp-server enable
traps =<2 REEBNZATTELENRH Y 97,

WIZ, SNMP A F—2AflH F 7 v 7L — b2 145H720 10 b7 v AR ET D62 R
LET,

Device (config) # snmp-server enable traps storm-control trap-rate 10

rvro—vgBEa<>F ]
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. snmp-server enable traps stpx

snmp-server enable traps stpx

SNMPSTPXMIB k7 v 7% A R—7 /W ZT DI, Ze—bar7 4 Xal—va s E—
R C snmp-server enabletrapsstpx =~ > REMHEHLET, 774/ MREICETITIE, 20
a<vr Rono B EHERALET,

snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]
no snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]

X DiRHA inconsistency (f£&) SNMP STPXMIB FEHH N7 v T a2 A X —T M LET,

loop-inconsstency  ({1:&) SNMPSTPXMIB/L— 7 FJEEH T v T A F—7 VI LET,

root-inconsistency  ({1:&%) SNMPSTPXMIB/L— F FJEFH R T v T %A F—T M LET,

AT RFTI4)k  SNMPSTPXMIB 7 v 7 OFEIET 4 =707 0 £,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 Zoavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i KIZ. SNMP STPX MIB FJEHH kT v F & A p+ H61% 5 LET,

Device (config) # snmp-server enable traps stpx inconsistency
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snmp-server enable traps transceiver .

snmp-server enable traps transceiver

SNMP b T > v —NETF T oA F—TMITHITIE, Fa— a7 4 Xal— gy
£ — KT snmp-server enabletrapstransceiver 2~ > RZHHALET, 77 4/L bR EIZRET
Wik, Zoa~vr FonoBERXEHEHLET,

snmp-server enable traps transceiver {all}
no snmp-server enable traps transceiver {all}

BX DA d (EZ) TR_RCTOSNMP F T2y —R T v T h A F—T M LET,

ATVRTI4IR SNMP T v—N Ty TOREIXT 4 =T TR T,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 Zhavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

A WIZ, T_XTDOSNMP b7 v —N NI v 2R ETHH2R-LET,

Device (config) # snmp-server enable traps transceiver all

rvro—vgBEa<>F ]
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. snmp-server enable traps vrimib

snmp-server enable traps vrfmib

SNMP vifmib 7 v 7 &3 AI21%, Fe—"L a7 4 Xa2lb— 3 F—RT
snmp-server enabletrapsvrfmib =~ > NEEHLET, 774V MREICETICIE, Z0=
<~ ROnoEREHEALET,

snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down | vrf-up]
no snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down |
vrf-up]

X DERHA vnet-trunk-down  ({£:&) vrfmibtrunk # 7> F 5 v FE2 A F—T I LET,

vnet-trunk-up  ({£&) vrfmibtrunk 7 v 7 N T v FEA F—T I LET,

vrf-down (E=E) vifmibvif ¥ 7> R v TR A R2—T VI LET,
vrf-up (fEE) vifmibvef 7 v 7 b7 v T E A 2= VI LET,

ATV RFI4)k  SNMPvrfmib 7 v T OREITT 4 E—T IR0 £7,

avv Rk E—F Ja—nR_) a7 4 F¥al— g
avy FERE 1y —= —
Cisco IOS XE Everest 16.6.1 Sha~wy RFAEASHE LI

FERAEDHA KS4> smp-serverhost 7 u—/3 b3y 7 4 Falb—varavy ReALT N7y 7 a%ET
HEARN NMS) #fF8ELET, "I v 7T XA TERELRZWVWESIZ, I _XTO M T T ¥
A TREFESNET,

)

GE)  SNMPvl TiE, FHHIIVAR— PSR TWEFA,

BEONT v TEAT oA X—TMIT DT, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

1l = OFliE, vefmib trunk #7 k T v FEAERKT D HEE R LTOET,

Device (config) # snmp-server enable traps vrfmib vnet-trunk-down
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snmp-server

snmp-server enable traps vstack .

enable traps vstack

SNMP A~ —h A VA M=) b T v T oA X—T/NZTDHITIE, Zr— a7 4 Fal—
v 3 v F— KT snmp-server enabletrapsvstack =2~ > R&EFEHA LE T, 77 4/0 bk EICE
FIZiE, Zoa<vr RonoBERXE#HLET,

snmp-server enable traps vstack [addition] [failure] [lost] [operation]
no snmp-server enable traps vstack [addition] [failure] [lost] [operation]

BX DA

AU RTIHIE

AR E—F

addition (%) 7547 v Mo LkoTBMENE Ty TE2 A Z—T M LET,

failure ((£E) 7741 D7 v TFa—REF T —REERNT v P2 A F—7 ML E
‘a‘o

lost EE) 79A T FOBRK N T v T E2A Z—T M LET,

operation  ({£%) #EE— RELE T v 7 E A F—7 M LE T,

SNMP A<—h £ VA b—/v b T v T OREITT 4 B—T W20 £,

Ja—) a7 4 F¥alb—T g

avy FER

FRLEDHA KS1 Y

J1y—=x TEAR
Cisco I0S XE Everest 16.6.1 Zoawry FREAINE LR,

snmp-serverhot 7 — 3L a7 4 Falb—rvarav s REEHLT, NIy E2=ET
HAHRA L (NMS) ZIEELET, M T v T A T2BELRVERIE, T XTO LT v T X
A TBRERESNET,

\)

(GE)  SNMPvl Ti, BE#IIYAR— RS TWEEA,

3l

BEDNT TR T oA =TT DHITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT THHERSH D £97,

wIZ, SNMPA~—h A VA=V I TFAT MEBMMT v 724K T 202/ L%
—é‘o

Device (config) # snmp-server enable traps vstack addition

rvro—vgBEa<>F ]
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snmp-server enginelD

SNMP O —H L a b —£723 Y T — Fa A aRET DT, Zr— L a7y
Fal— 3 EF— KT snmp-server enginelD =2~> R&fiHLET,

snmp-server enginelD {local engineid-string | remote ip-address [udp-port port-number]
engineid-string}

BXDEREA

avY kK E—FK

local engineid-string  SNMP =t E'"— DA RiIC 24 CFD ID CFEHZHEE L £1, HFt o i
GENDIEEIT. 24 LFOZ LV ID TRTEEETALEITH Y
FHA, IBETHDIZ. =2 1D DD b ¥ uOLpEL BT E R
W ERAS T T,

remote ip-address UE—FSNMP a2t —%2fEELET, SNMPO Y E£— ks av—&5i
T34 AD ip-address # f5E L £7°,

udp-port port-number  ({£7%) UE— h F A A=Y F—% 75 57 a b= (UDP)
AR—rEHEELET, T 740 I 162 TT,

Ju—n)aryZ7 4 xXal—gy

avwy FERE

FEREDHA K542

)1)—= EENE

Cisco IOS XE Everest 16.6.1 Zhawr RREAINE LA,
L
4l

WORFITIL, 7—H/L =¥ ID 123400000000000000000000 % 5% E L £,

Device (config) # snmp-server engineID local 1234
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snmp-server group

#1 L\ Simple Network Management Protocol (SNMP) 27 /L— 7 %% ET HI2I%, 7/ r—s 3L 2
Y7 4 F¥al— gy E— R Tsnmp-server group 2~ > RZHH L E9, $E L7 SNMP 7

N—THHIBRT DI

snmp-server group .

X, Zoa~<r FonBEREFHHLET,

snmp-server group group-name {vl1|v2c|v3 {auth|noauth|priv}} [context context-name]
[match {exact | prefix}] [read read-view] [write write-view] [notify notify-view] [access [ipv6
named-access-list] [{acl-numberacl-name}]]

no snmp-server group group-name {v1|v2c|v3 {auth|noauth |priv}} [context context-name]

B DEREA

group-name T N—"T D4,

vl TNN—TNWSNMPvl X2 UF 4 EFAEZMEHLTWAZ EEEELE
4, SNMPvl 1T, & HEEMEDOEWSNMP tX = U T 4 EF AL TT,

v2c TN—TMNSNMPV2c EX =2 VT 4 ETAEMEHALTNWDIZLE2EELE
KR
SNMPv2c X = U T 4 ETNATIE, A 74— LEIXETE, 64 LFD
LFEHNNYR—FENTWET,

v3 TN —TNWSNMPV3 EX 2 UF 4 EFAEZHEHLTWAZ EEZIEELTE
kR
SMNPV3 Z, ¥ R—FrENTWHEF 2V T 4 EFLOFTRLLELET
T, SMNPv3 Ti, FBiEFMEZIRMICRETEET,

auth Wb 2 TRV Ay FORGEEZfREE L7,

noauth iy PRI EITORWZ L EIRELE T,

priV %15%1T9/\b‘/ ]\ODHALAHJ]E;%:F H/:Ebi—d_o

context (fEE) ZDOSNMP /L —7 L ZDE o — & BEA T 5 SNMP =2 27 &% X
rERELET,

context-name (LB a>FTX% X N,

match (HEE) EMRaLTxX AN~y FE2fEET I, £FarTF R b
FLT 4 I ADBERE LET,

exact (EE) EMhary T A MERAELET,

prefix (EE) avTFFAN VLT 4 v 7 ADHRERAELET,

read (F-3) SNMP 2/ /L —FD#HHETY Ea—%fEELET, 2O 2—T
X, ==V b T Y DHREFRRTEET,

rvro—vgBEa<>F ]
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read-view

() Ea2—0D4HITHDEK 64 XLFDLFH,

TNV ENTIE, read A7 a U EFEHAL CIORERZ FEX LARWVE
D, FHHEY Ea—i3A v X —Fy bAT7 V=7 Figbl+ (OID) D A~—
2 (13.6.1) IZBTHT_RCOF T2 N ThHHERRENET,

write

(fE&E) SNMP /' L —F DEZ AL 2—%EELET, ZOE2—T
X, T4 EAN L=V hOa T UV ERETEET,

write-view

(EE) Ba—0ARTTH 2K 64 LFDLF4I,

T 74NV F T, EXIAHRE2— (DFD, X/LOID) IZIH]HERE S
TWERHA, EXIAALT VB RAEZRETHALEND Y £7,

notify

(L&) SNMP Z L —7F D@ 2 — %2 ELET, 2O 2—7TlF, &
H, AT+ —b, Ty 7E2RETEET,

notify-view

({EE) Ea—0ARITH 2 HRK 64 LFDILFH,

T 7 4/ b TliE, snmp-server host =~ > RAGREINDH LT, AL 2 —
(DFED, XL0ID) IZIFMTHERINLTVER A, B2 —% snmp-server
group 2=~ RTIRE LSS, ERESNDZDOE 2 —DFT X TOMAIL,
ITN—TICEEMT BN TV TR COa—PFIZEEFEINET (FD2—
FIZxF LT SNMP $— R 2 R ORRENRFET H5E) .

VAATE, VT MU= T IR 2~ HEAERES TS 2 L 2 HEEL T
WET, ZORFaAL O HEME2—0ORE] OEEZBBL TS
Uy,

access

(FEE) ZNV—7ICEAT A% 72 a2 fa—L ) A b (ACL)
ZREELET,

ipv6

UEE) IPV6 L4RIfTZXT 782 URAREIELET, IPv6 & IPv4 Ol )7
DT 7E7AVARIPRENTWDLEAIL, IPv6 ARIfTET 782 UX K
NYU A NORINCERSNTWDLERNH D £,

named-access-list

L) IPv6 77t Z2 U 2 N D4,

acl-number

({ER) acl-number 51#%i%, LARTICERE SNTAEHRET 72 2 U X N &5
T 51~ 99 DEHTT,

acl-name

() acl-names| %L, LIRNICRE SNZERET 7 2 U A SDOLRIT
B D EK 64 SLFOLFHTT,

ATV RTI4I R SNMP H—R A —TFRESNTHEE A,

9TV RE—F Jua—s)rary7 4 Xalb— 3 (config)
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snmp-server group .

avy RERE

EREDAARZA

J1)—=x EEAR

Cisco I0S XE Fuji Zhavwy RREAINE LT,

16.8.1a

a3 2=F 4 AN T BNEICRESN TV . public L WO ARTD2O>D I N—T

75@%%5}65%?# 1oEvitEx=2V T 0 %TJI/H?J HI 1D EV2eEFxF2 VT 4 TV
BT, AR, 23a2=7 4 ANV 7 %HIBRT D L. public EWIARID v ZL—TF &
public &5 %ﬁﬁ@ v2¢ V=T INHIBRSILE T,

snmp-server group v RERET HEE, BIAEXT T A N —T AT Y ZLIIET 7 40 B
EIXHY EHA, £lo, T 74V bO/RAT— REFELEH A, MessageDigest5 (MD5) /3
2T — ROFEEIZHOWTIE, snmp-server user 2~ FO RF 2 A2 FZ2BRL TSN,

BHEL—DHRTE
notify view 47> 3 U id, 2 OO HMIZHEHATE 7,

e JIL—TIZSNMP I L CRESNTZBME 22—V, TOBA 2 —%2LEH T D0
=D,

2L

» snmp-server host =< > Kif, snmp-server group =< > ROFHIIEHE STV 5 "[REMEN
HVET, ZOHA, snmp-sarverhost 2~ > REFHET D0, FoiTm@b e dmmme = —
ZHRETLOLERH Y £,

WOBHENG, SNMP 7 L —T7 %% ET HBRICEHE 2 — 2 ET D Z LidfEIn T\ ER
Ao

e snmp-server host =~ o RIZ K o> T —FITH L CTHBVAER SN2 @M E 2 —%, ZD2—
PICBEAH T STV 5D 7 L—FICBInd 5,

c IN—TDWMME 2 —EEHTDHE, FOIN—TIZHGHT bR T R TOZ—WRE
BEZITET,
snmp-server group 2> RO—#8E LT/ — 7 OilME 2 — &2 fRET 2R b0, FES
NIZNE/FTkD o< REfHLET,
1. snmp-server user : SNMP = —H &R E L £,
2. snmp-server group : EFEIE = —Z B0 L 72T SNMP 7 /b — 7 2% E L £ 7,
3. snmp-server host : ~ 7 v THEEOZEFELARE L C, @MY 2 —Z HEERL T,

SNMPaOY7TFX k

SNMP =1 T F A MZ ko> T, MIBT—XIZ7 27 ® AT 5475150 VPN o — P TR X
NET, VPNR2TX A MIBEMIT NS &, VPNEBDOMIB T — X BED T F A
MIFELET, VPN Za 7 XA MIBEMNT D &, h—E 2 T a g Z =3 E#5 VPN
THxy NI—7%FHTEET, a7 A MEER L CVPNICBEMIT D Z Lk, H—
R Tang X—ix, 5 VPN OZ—FRE LRy hT—F 27 731 A ETHlLod VPN O
2—PICET HIERICT 7 EATDH0ES I ENTEET,

Yy bID—YEBOTUF .
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Fy kD—sgBEavUR |

LY . EXGAL, F7ILEE SNMP B 2 —% SNMP =2 > 7 % 2 NMZBEfT T A2,
context context-name ¥ — U — KRB L G|#E Ebiczoa~vr REEHLET,

SNMP 5" )L— T DERK

ROFNL, SNMP H— 37 L—7 Tpublic)] Z{EKL T, 3 XTOFT V=7 MIxfL
THEMELFITE T 722 Y Ak lmnop) D A L _R~DFHIRY HHT 7 ¥ A Z a4

LR L TVET,

Device (config) # snmp-server group public v2c access lmnop

SNMP H—/\5 )L— T DHIkR

WOBNZ, BEMND SNMP H— 37— [public] ZHIBRT S HikERrLET,

Device (config) # no snmp-server group public v2c

SNMP H/\ J)L—TLiEESNT-E 12— & OBEER T
WDENZ, SNMPy2c 7 /v—7 TGROUPL| @t = —|ZBS#iftF Hi7= SNMP = > 5 %

A2 TA] ZRLET,

Device (config) # snmp-server context A
Device (config) # snmp mib community commA
Device (config)# snmp mib community-map commA context A target-list commAVpn
Device (config) # snmp-server group GROUPl v2c context A read viewA write viewA notify
viewB
EEa<T YR Command Description

show snmp group

TNRA A LD T N—T DL, EX2 VT 4ET /), FFEE 2—
DAT—E A, BIOEZEITN—TDA N —I XA FE2FRLE
7,

snmp mib community-map

SNMP 23 2=F (%SNMPa2 75X A, = IID, EX=
V7 44, £72IT VPN Z—4 v b U 2 MIE#EM T £,

snmp-server host

SNMP @ HEEDOZEE B EL £,

snmp-server user

SNMP 7' )LV —F Iz LW —HZ23RE L E£7,
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snmp-server

snmp-server host .

host

Simple Network Management Protocol (SNMP) @HIEEDZ(EE (KA N) ZfHET HITIE.
FNA AT snmp-server host 70— )L a7 4 X al—v gy avy ReALET, §F
ELIZARA MEHIRT 2121E, Zoa~vy RonoBREHEHLET,

snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c |
3 {auth | noauth | priv} } 1 {community-string [notification-type] }
no snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c

| 3 {auth | noauth | priv} } 1 {community-string [notification-type] }

B DEREA

host-addr RARN (=7 bERDZEM) OARTEIZA 2 —Fy T RLAT
ER

vrf wrf-instance  ({£3%) (REB7F A _X—F %> hU—2 (VPN) L—F 4T A4 VAL R
EZDRANDLRIERELET,

informs|traps  ({£&) ZDARA MZSNMP b7 v FE 7234 515 LET

versonl|2c|  ({£E) FT v T ORFITHEHT D SNMP O A—V 3 VEEELE T,
3

1: SNMPvl, EHROBEIL., ZOAF v a v 2EHTEERA,

2c : SNMPv2C,

3:SNMPv3, FBILF—T— RD 1> (ROFOITESR) B, N—T 323
F—U— RIS TWAMERH Y £9,

auth _ | noauth auth (f£&) : Message Digest5 (MD5) BLOtF a7 Nya 7T
| priv AL (SHA) 7w RgBiEE A F—7 Mz LE T,
noauth (57 #/L k) :noAuthNoPriv £ = U7 4 L3l auth|noauth |
priv ¥ —U — ROBIRMNEESNHTWRWES, ThRT 740 hEn %
ﬁ—o
priv. ((£&) : 7 —¥WEH8K (DES) 2k b/ %7y MFE L (7T 4R
=] b)) BEAR—TNICLET,

ComMuNity-Sring S@AILIRIZ & b7 o TEFEEN D, NATV—REFEELZala=T 1 A b
V73, snmp-server host =~ > REFEHLTCZDA MY VT EHRET
TETH, ZOR NI T EERT HITIL, snmp-server community 72—
SV a7 4 Xal—vary avy RE[HHALTHE, snmp-server host =
~V REHERTHZ EEHRLET,
G¥) aVTXAMERERULICT @B EHHLET, Zoav
V ROFRERFZSNMP 2 2=7 4 ARV 7O—ELT@
REEHEHLRNTIEE N,

rvro—vgBEa<>F ]
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. snmp-server host

notification-type ({L&) KA MIEEENDBHOZ A T TT, XA THEES ATV ARN
A, TXTOBEBMBEEINET, BHY A 72T, ROF—TU—RD 1
OELITERERETEET,

« auth-framework : SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 v 7 % 1%
fEL ¥,

* bridge : SNMP A/X=>7 > ) — 7 ua k=L (STP) 7' U v ¥ MIB
Ty T REELET,

* bulkstat : 7 —ZII4E MIB U8 b T v 72k E L E T,

» call-home : SNMP CISCO-CALLHOME-MIB 7 v 7% {5 L £,
ecef : SNMPCEF 7 v 7 &% ELET,

s« config : SNMP & F 7 v 7 &2 EEFELET,

» config-copy : SNMP config-copy k7 v 7 Z%&(5 L7,

« config-ctid : SNMP config-ctid b 7 v 7% %E L £ 7,

» copy-config : SNMP 2 B"—3%¢7E N 7 v VX F L £,

ecpu: CPUBHI N T v 7 ZEELET,

« cpu threshold : CPU L & WM ~ 7 v 728 E LET,

centity : SNMP =~ hT v 7 &k ELET,

. Yy hID—YEBOTUF
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cenvmon : BREE=4% N7 v T EEELET,

« errdisable : SNMP errdisable 1#%1 7 v 72 E L E7,

« event-manager : SNMP Embedded Event Manager k7 » 7 255 L 9,
« flash : SNMP FLASH #1445 L £ 7,

« flowmon : SNMP flowmon i#%1 7 v 7% %5 L £ T,

«ipmulticast : SNMPIP ¥V F X ¥ XA b v—TF (7 7 v 7 x5 LE
_é—o

cipsa: SNMPIPSLA h7 v 7 & EEFELET,

elicense: 74t A FT v FEEEFELET,

« local-auth : SNMP = — B VEBGE N T v 7 & EE L ET,

« mac-notification : SNMP MAC i#%1 k7 v 7 %5 L £ 7,

«pim : SNMP 711 k =V~ L F ¥ A b (PIM) b7 v 7 ZHEL
i—j—o

* power-ethernet : SNMP /XU — A —H# Ry b 87 v 7 Z2FELET,
estmp : SNMP ¥ A7 v v 7 HEELET,

« storm-control : SNMP A h— Al kT v 72 EE L7,

e stpx : SNMP STPHE3EMIB 7 v 72X (E L £,

* sysdog : SNMP syslog 7 v 7 iX(E L £,

«transceiver : SNMP F > — R T o FEEELET,

stty : TCP &t F 7 v 72 XE LE T

« vlan-membership : SNMPVLAN A > R"—3 o7 b T v 7FREELET,
* vlancreate : SNMP VLAN {Epd ~ 7 v 74185 L £,

- vlandelete : SNMP VLAN HIFR b 7 v 7 &% L £ 77,

s vrfmib : SNMP vrfmib b7 v 7 &#XEL £,

* vtp : SNMP VLAN Trunking Protocol (VTP) + 7 v 7 Z&E(E L ET,
ewirdess: VA YL A FT v T EEELET,

ATURTFIFIRE ZOAVURE TIANVETT =T Mo T ET, BRITRE S EE A,

F—U—REBRTELRVWTIOa~vw 2 REANLELAIE, 774V T, 3XTORT v
HATNRAMIEREEINET, HRIZZOFA MIEREEINFEREA,

rvro—vgBEa<>F ]
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verson ¥ —U— RBRWEES. T 740 MINA—Ta v 1k $1,

W= g 3 EERL, BAEXF—VU— RE2 AN Lo 72385E81E. 7 7 4 /v b T noauth
(noAuthNoPriv) % = U7 4 L-LiZ72 0 7,

N

GE)

AR E—F

NTWERE A,

fru-ctrl $—U— KX, a~ K74 0D~V T 2 ") U FICEERENETR, PHR—F&

Jua—n)ar7 4 Xal—yar

avy FERE

FEREDHA FS14 Y

J1y—= ETEAR
Cisco I0S XE Everest 16.6.1 Toa=wy RREAINE LT,

SNMP#ZIE, b7 v 7 EIIERERE L THEETEET, N7 v 7 2ZE L THZEMIX
MERINEZ R EFE LARWED, Ty FIIEETE I A, HEMTIE. My PN ZESNT-
MEIMEHRITEERFA, 2L, BHEREREZ(E LIZSNMP =7 ¢ 7 11X, SNMPILE
PDUAMEHA L TR v — ICHERISE LET, EEMANEEZZELRVWGE, 174+ —4
EREZFEELC, A7+ —2NEHOZEICRIET 5 aiett2m L& £9,

FEL. BRIz —V 2 FBEOR Y hU—2 D) V=252 LV EEELET, FE L
FRCIEEESND N T v 7 e A0 74— 2B RIIINEZXZETDHE T, FITERPZ
ALT T MIRDEET, AFVNIURFETOILERHY 7, /2. N7 v 7OXEIZ1ER
0T, IR DT > THRITARETT, HEEOREBN/HEZ D E T 7 4 v 70
ML, Xy hU—27OA—_—~y FRELRDFERIZH 20 £77,

snmp-server host =~ > K& A Lo 728613, @D EE SIVEY A, SNMP 8% 4 2%
B2 E9ICF A ZERET DX, snmp-server host =~ > Ra47al &H 1 DANTS
VERHY ET, F—U—FREHEELRNTIOa~vy RE AN LEES, TOKRANTEHT
RTO NG T EATNAFZ—T NI FT, EEORR N A F—TNICT HI2IE, KA
k2 & snmp-server host =~ > RZEBNC AT LMERH Y £3, a~v o FIFEEO®E
P AT HRA N EIRETEET,

0 — A a—PNY T— FR R b EBEMT N TWRWES, T3 XiZauth (authNoPriv)
BIWpriv (authPriv) OFEFEL L DOEREZEE L EE A,

FUAAMBLIOE CHEEO®ES (b7 v 7 E£72030EH) 12k L THE% D snmp-server host =
<~V RERE LSS, BICANENa~r Rk THioa~y R EEXENET,
% D snmp-server host =~ > RIZFRNE#TY, 72& 21X, A A MZ snmp-server host inform
a<wr REASLTHL, RUAHRRMNMIBIO snmp-server hostinform =2~ > N2 A L7256
E 2FADOaAT U RICXoTRAIO A~ RRESBRZONET,

snmp-server host =~ > Ki&, snmp-server enabletraps 72— )L 27 4 F=2b—3 3 2
v REFHBEDETHEALET, e — VL% E S5 SNMP B A HEET 5 I121E,

snmp-server enabletraps =~ FZEH L E T, 1 DOKRAX FTIEEAEDOBEMEZET 5%
A, ZORA MR LT, 72K B 150 snmp-server enabletraps =~ > K & snmp-server
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snmp-server host .

host 2~ R&A X —TMZTHRLERHY E3, —HOBEEZ A 71X, snmp-server enable
traps 2~ RTHIEITE EHA, 2L 2L, HDBEEZ A TILFIZA FX—T L TTHR, Blo
WA A TFIENENR D a3~ RIZE > TA R—T M2 77,

F—TU— REFFE LRV Tnosnmp-server host 2~ > RafEfT5L, RAM~D N7 v 7

FAB—T MY £, FRITT =T MY EEA, BRET =TT DI
IZ. nosnmp-server host informs =~ > K& L T 72 &0,

WOFITIE, FT7 v IR LT—EBEDOSNMP 22 2= ¢ A VU % comaccess % iX
EL, ZOARNI AL D, T/7AVARNI0EZNLIZSNMP R—Y 7 77 %
Y | A= R

Device (config) # snmp-server community comaccess ro 10
Device (config) # snmp-server host 172.20.2.160 comaccess
Device (config) # access-list 10 deny any

WOFITIEL, 47l myhost.cisco.com THE SAL7ZAR A MMZSNMP k7 v 7% iXET 5
FiEEZRLET, a3a=F7 4 AU 7, comaccess & L CTEEINTWET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com comaccess snmp

WOFITIE, a3a2=FT 4 AR Z public ZHEHL T, T XCHO LT v T EKEA R
myhost.cisco.com (ZEFT D LT A AE A X —TNWIZT D HEEZRLET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

FRIE & RERR T 521X, show running-config #i# EXEC =~ K& A LT,

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

snmp-server manager

AR TIHIbE

aAvU R E—F

Simple Network Management Protocol (SNMP) ~ X — ¥ 7'mE A& EE§512iL, 7/ a—nN
AT 4 Xab—3 g E— FTamp-server manager 2~ RZEH L E3, SNMP ~
F =Ty T RERAEEIETSHICE, Zoavr Rono BERXEHHLET,

snmp-server manager
no snmp-server manager

Jua—s )b ar7 4 X¥al—3 3 (config)

avy FERE

EREDAARZA

1) —=x EERNAE
CiscoIOS XE Everest 16.6.1 ~opa—<> FpENMELE L7,

SNMP ¥ % — ¥ 7BEALSNMP ERkA2T—Txr MIEEL, =—Y = F2> 5 SNMP
INE LA ZITHY £9, SNMPY R —V ¥ T REANA R—T IR > TN 5DH & XTI,
J—ZILEDOMO SNMP =— 2 = > MInEhE T, FESNTELZSNMP R 7 v 7 &AL
MTXxFET,

FEAEDR Y NT—7 X2 VT 4 R —TlX, /L—& 23 SNMP B3R %25 1) fFiF, SNMP
B wIEE L, SNMP BAIZEETH2HOLEBESINTNET, SNMP ¥ 32—V v HEEEN A
F—T N2> TWDIRRETIE, /L—Z X, SNMP ZERDE(F, SNMP IGEDO%ZE, BLW
SNMP EHIDZZ(E HITWET, JHAICL > UL, ZOMEEEZ A X —T7 M T DRENCEF 2V
TARY —DFELEHTHLERGLILELH D F,

. SNMP ZRIX UDP AA— b 161 [ZEE & Ed, % . SNMP &1L UDP 7R — k 161 2
HREE SN ET, @, SNMP BT UDP R— bk 162 IZHE &N ET,

KIZ, SNMP v % — % a2 % A4 2—7 2T 5652~ LET,

Router (config)# snmp-server manager

EEav> R

Command Description

show running-config | HIfEETHD a7 4 Fal—ay 77 A NEIFEDA v & —
T2 ADAY T 4 Xalb—ra X ONR, £id~vy 7 77 A1
WMERRLET,

show snmp user TN~ 2—WH T —T D% SNMP = —FZIZBT 5 HH 2 FoR
Lij‘o

snmp-server enginelD | 5 N4 Z CREINTE—H/ILSNMPZ L P BILONTRTHOY £—
oD #FERLET,

. Yy hID—YEBOTUF
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snmp-server user

Simple Network Management Protocol (SNMP) 7 /L—FIZH LW —H 2R ET HIZIE, 7/ e—
SNV a7 4 F¥ 2 b— 3 E— R Tonmp-server user 2~ > K& LEJ, SNMP 7 /L—
TInHa—YEHIRT S, Zoavr FonoBEXEHEHALET,

snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1]|

v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des|
aes {128]192|256}} privpassword] {acl-numberacl-name}]

Nno snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1
|v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des
|aes {128|192|256}} privpassword] {acl-numberacl-name}]

X DA username Ty MIERHT D, AN LEO—FD4HI,

group-name T RNINETAACL (T77E8RAaba—L AR 4

remote fEE) 22—V NETH5VE—FSNMP =T 4T 4, BIOZDOZ T ¢
TADKRARLEILIPV6 7 RV AEZITIPVAIP 7 RLAZFEELET,
IPv6 7 RLABLOIPVAIP 7 RL ZADM 248 T 5 & IPv6 A8 A R A3
MIZRRSINET,

host (fE75) UE—k SNMP KX FOLRTEFILIP 7 FL 2,

udp-port (EE) VE—FARRbO2—Y F—%7F 5 7 ha) (UDP) A—h
FrriEE LET,

port (E&) UDP AN— k&4 288086, 77 +/v ME 162 TT,

vrf L) V=T 4 v T T—TNDA v AR AERELET,

vrf-name (EE) T—F DT 2 —=F ¥y L FIF7A4X—F Xy NU—7
(VPN) /V—F 4 7B X QEk (VRF) 7 —7 L D4,

vl SNMPvl 292 Z L2 ELET,

vZe SNMPv2c i 95 Z L A$EEL 7,

v3 SNMPV3 X2 U7 ¢ £FVEMEHT 52 & 2EELET, encrypted F—
U—KREiFauth ¥ —TU— R, H25WIIZ O G OEREFFT LET,

encrypted (EE) NAU— RS SN TRREND N E I DERELET,

auth EB) AT 2L~ EELET,

md5 ({£#&) HMAC-MDS5-96 #87E L~V & 5 E L 77,

sha ({£E) HMAC-SHA-96 #87E L~ L& 57E L £,

rvro—vgBEa<>F ]
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auth-password

(EE) ==V ERBRARNLNNTr Yy NEZETEDLOI2TDHA Y
7 (64 SLFLLF) o

access EE) ZOSNMP—W LEG#fF AT 78X ar br—/L J A~ (ACL)
PHEELET,

ipv6 (fE&) Z O SNMP = —H & B} 5 IPve 4RI & 7 782 U 2 M &5
ELET,

nacl (fE#) ACL D4 H1TT, IPv4, IPv6, F7-13 IPv4 & IPv6 D DT 7t
AVANERECEET, MEEBELESGAE. IPve4RIfET 782X
ARBAT— AL NORINIERINET,

priv (E&) SNMP A vt— LAV DRZEMD T2 SNMP /A—2 = 2 3 D
2—PR—R X2 YT 4 7/ (USM) OFHEZRELET,

des (EE) WEE{biz->WT 56 E v b Digital Encryption Standard (DES) 77 /L=
VXLOEHERELET,

3des (EE) BE{kico>\WT 168w R3DEST /LI Y X AR ZEE L £,

aes (&) W55{klZ-2 T Advanced Encryption Standard (AES) 7 /L= U X A D
fFHEZRELET,

128 (fEE) BEEA Iz OWT 128 By N AES 7L T XD EEE L £,

192 L) B blzONWT192 By NAES 7T XADMHEZIEE L E T,

256 (fEE) e Iz oW T 256 By F AES 7L T LD E L £,

privpassword EE) 794N —a—P RRATU—REZEET LT (64 XFLLF)

acl-number L) IPT7 RLADKEARET 72 A U A NEEET 5 1 ~99 OFFH O RS,

acl-name EE) IPT7 RLADIERET 7+ 2 U A NOLRITTH D LT (64 LFL

™ .

AR TIAIE

ATV R E—F

Erfb, NATV—=F, BIOT 7R VX MOFT 740 FERZOWTE, MEHLEOTA R
TA V] ODHIZHHLEREZR LTSN,

Jua—)L ar7 4¥alb—3 3 (config)

av Y RERE

Jy—= EEAR
Cisco I0S XE Fuji Zhavwy RREAINE LT,
16.8.1a

EREDAARZA

. Yy hID—YEBOTUF
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b —H 2 ET SR, snmp-server enginelD =~ > FiZ remote ¥— 7V — R&HEL T
SNMP =P ID #RELET, )%%bi%v:/%@%mpi///mu\Nxvﬁ
hﬁ6m£k774ﬂ/%&4/mzb%ﬁ 19 DERICME T, RV E—F =P
ID 23EXE S AL TV e :>cf4¥;¢ﬂ~ya>/:v;/Pﬁ%ﬁ&Liﬁy

privpassword 5| #% & auth-password 5 #8022V Tl R/ hOREIN 1T T, RS E ST
SXFLULETHY, XFLHFEOHMFEEDLLENRHY T, HIEINLIHERKEIL64XFT
—g—o

WOFRIZ, AL, AT —F, BIXOT27EAXA VA NDOTFT 74V NO2—WFEEE R LU FE
ﬁ—o

%= 3:snmp-server user DT 7 + )L b DE5EA

i FI24I bk

TI7AVAMITRTODIPTIZEA VA NNLDT 7R ARFAINET,

51k T 7 hTIIHFELER A, encrypted ¥ —U— Rk, /SAT— KRR v
t— ?ﬁ47Ix%7wﬁ)XA5(wx)ﬁ%ymx%fﬁb\?#z
FNAT — RCIERWZ L ZBET DO INET,

INAT— R THXRRPLFHE RIS nET,

VE—h 22— [T _RTCO2—HL, remoteF—UV— RZHEH LTV E—FFTHDHI L %2R
ELRWNED, ZOSNMP =il L Tae—aLThdeERREN
S

SNMP /X2 U — R, HE SNMP = 2P D SNMPID 2 L Cu—h 54 X&nxd, A
V7 F—bD5A, EHROSNMP = —Y > MIVE—F 2P0 T, T vERE
WA 74— EBRETEDLIITTBITE, SNMP T — X _X—ZAHRNDYFT—h =D
SNMP = ¥ ID X ET HHENH Y £,

)

(X))  SNMP 2 —HHRERICZ VU IDEAERTLE, 2a—FEHIRTEEHA, 22—V ZHIBRT
B2, £9. SNMP 2 — V&2 HRETHLENRH Y £97,

NRRAT—FELVTA O X FOEY HFKL

awy RERETIHEE, R T I7A R —T 03 ANET 7 4V MEIZH Y F8 A, £
7ol TN IONRAT— REGFELER A, RAT— ROE/NOE ST 3CFTTR, VA
ITIEEF2 VT 4 OO TLLRICT A Z EE2#HRELTWET, SAT— RFoHRsh
HIRKEZ 64 XFTT, NAT— REENHAIIRE TE W), 2 —VFEHEET D
VERHYFET, L=V TXFRAIDNRAT—RLo—h T4 XENTZMDS XA VA b
D, ELHLBIETEET,

O—h T4 XENT=MDSFE-EEFaT7 Ny 2 7T XA (SHA) FA4 YA MaHo
TWAEAIE. TL—r TFXFAMDORRT— R Tl FOXFHINEI/ETEET, ¥4

rvro—vgBEa<>F ]
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¥z A Mid aasbbicc:dd ORI T HME R H D F3, aa, bb, BL Necld 16 EETT, F
7. XA YA MIEHIZI6HEOFT 7T N THDHZ ENBLETT,

Bl WOFNE, = — abed % public &9 4 ETD SNMP H—/3 7 L—F1B019 5 ik
ERLTWET, ZOFITHEH, =2—FIZ7 78X VA MPREEIN TV WD, 7
N—=TIEH SN TWDIREOAFITE T 78X VX b2 —HICEH shE T,

Device (config) # snmp-server user abcd public v2c

WOFNE, = — abed % public &\ 9 A FTD SNMP H—/3 7 L—18009 5 ik
ZRLTWET, ZOFITIE, HEEOAFITET 78X UX N qstrbDT 7 A
o= VPN —FI i S E T,

Device (config) # snmp-server user abcd public v2c access grst

ROFITIZ, FL—r TF A RD/SAT — Rciscol23 A3, public &9 44RO SNMP
Y= R TN —TF D2 —H abed 12K L TRESNTNET,

Device (config) # snmp-server user abcd public v3 auth md5 ciscol23

show running-config 2~ > K& A 19 2% &\ ZOa—HFOITRERINET, ZD2—
PRFREICBME NI & 2RI 521X, showsnmp user 2~ > REMEH L ET,

)

(G¥)  show running-config =~ > FiX, noAuthNoPriv E— R CIER &Nz —VF 2R R L E
973, authPriv ‘&— R % 72 (% authNoPriv &— R TIER SN2 T 7 7 1+ 772 SNMP =~ —
FIEFR L EH A, authPriv, authNoPrv, F 7213 noAuthNoPriv € — N CTIER L7=7 7
T 4 773 SNMPV3 —H & FoR9 HI2IE, showsnmpuser 22~ RafiH L E7,

0= T4 XENTZMDS £721E SHA XA V= A b EFfo> TWAEEIZ, TL—r 7
XA RNONRAT— RTIERL, ZOXFHNERETEET, ¥ A V= A MIaabb:cc:dd
DOERNZT HMENH Y £7, aa, bb, BLWeclT 16 EETT, /o, ¥ AT xR

MIIEM#IC 16 HOA 7 Ty FThHDHZ ENUETT,

WOHEITIE, FL—r TFAFDNRAT— RO VI MDS XA 2= A F3UFHIN
ERENTWET,

Device (config) # snmp-server user abcd public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

ROFITIE, =— abed 23 public &9 A RTD SNMP H—/3 7L —7 M B HIERS U
£,

Device (config) # no snmp-server user abcd public v2c
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WOHFITIE, public & 5 £ RTD SNMP H—/3 7 L—773 5 D —H abed 23, secure3des
BANAT—=RELTHEALTT 7430 =D SALDTZHIZ 168 £~ b 3DES 7 /L=
URALEMHATLZ E2ELTHET,

Device (config) # snmp-server user abcd public priv v2c 3des secure3des

BEa<v R Command Description

show running-config | HEEITHOa 7 4 Fal—ar 77 A VETITRBEDA v 42—
ToAADAL T (K2l —a ORNE, Fhidvy 7 7 I RE

WarFoRLET,
show snmp user TN—T =W T —T D% SNMP = —F 2B 5 & FoR
Li‘a‘o

samp-server enginelD | 534 A CRRESNTZE—H/LSNMP = P U B LT RTH Y £—
F oD ID HFERLET,

rvro—vgBEa<>F ]



. snmp-server view

snmp-server view

Ea—xr MY ZERERITEHRT 2120, Zn— L a7 Falb—var F—RT
snmp-server view 2~ > RZfEH L E 9, $5&E S 4172 Simple Network Management Protocol
(SNMP) H— "t a—x ) ZHIBRT DX, Zoa~vy RonoBREHEHLET,

Fy kD—sgBEavUR |

snmp-server view view-name oid-tree {included | excluded}
Nno snmp-server view view-name

B DEREA

AU R TIHIbE

AR E—F

view-name | FEEZIIER L TV AE 2 — L a— RO T, La— NIZOA4RTTERE
nEJ,

oid-tree Ea—l&D5, 3 a—00BNT5ASNIY TV ) —DFT V=7 Mk
BTy TV —FFAT D701, 1.3.6.2.4 72 & OBTR system 72 E DHGET
BRENDTXFA NLFHNERELET, V7YV —77 IV ZEBET HITIE,
PTIDD 1 XLFETAXY AT (¥) ULV RKD—RNIIEZET, =& 20F,
1.3.%4 T,

included | oid-tree B E SN TWVWS OID (BL Y7 —0OID) % SNMP B = —(C
GOHILHIITRELET,

excluded |oid-tree 513ICHEE SN TVWS OID (BL 7 U —0OID) % SNMP t = —7)»

SHRENCERAT D L I ITREL 7,

Po— x> MIIEELEY AL

Ja—nR_) a7 4 F¥al—T g

avy FERE

FRLEDHA KS1 Y

il

)1)—2x EEAR
Cisco I0S XE Fuji Zoawy RRNEAINE L,
16.8.1a

1> SNMP =2~ RTlE, 813 & LTSMP Ea—RNMETY, Zoa~wy ReMHA LT, it
Davry Ro51HE LTHERT 2 —2Flk L £7,

Ea—%2ERTHROVIZ, Ea—DRERE 20O ERFA 2 —2FHTEE
9, 12l everything T, =PRI R TCOF T V27 Fa2FRTHILENTEDH I LERL
F9, b9 1D restricted T, = —H73 system, snmpStats, snmpParties D 3 DD 7 )L—T %
FORTEDLZLERLET, ERFAE 2—IF, RFC 1447 TSN TWET,

BN ASIT 5 snmp-server =< > RNid, V—F 4 7 F /34 ZETSNMP & A % —7/LiC L

i‘@_o

WIZ, MIBAII 7Y U —NOTRTCOF TVl NS a—%ERT A0 %7 L

i?ﬁo
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snmp-server view mib2 mib-2 included

WIZ, MIB-Il Y AT L J—TDFT_RTOAT V27 hBELWCiscom v X —7F A
AMIB DT RTOFT V=7 baeglea—%ERT 20~ LET,

snmp-server view root view system included
snmp-server view root view cisco included

KIZ, sysServices (System7) & MIB-II A VX —T =2 A A J)L—THNOA X —T =
AALDTRTOAT V=7 MRS, MIBIL Y AT A T V—T DT XTOFT V=
7 baealhet a— 2 ElT B2 R LE T,

snmp-server view agon system included
snmp-server view agon system.7 excluded
snmp-server view agon ifEntry.*.1 included

’OFITIX, USM. VACM, BLX =23 2=F ¢ MIBlZ. /b— F# linternet] ® TFIT
HAHMDTRTOMIB & & HicE =— ltest] ICHRBICEENTWET,

! == include all MIBs under the parent tree “internet”
snmp-server view test internet included

! —— include snmpUsmMIB

snmp-server view test 1.3.6.1.6.3.15 included

! —— include snmpVacmMIB

snmp-server view test 1.3.6.1.6.3.16 included

! —— exclude snmpCommunityMIB

snmp-server view test 1.3.6.1.6.3.18 excluded

BEa< R Command Description

smp-server community |SNMP 72 h 2L ~DF 7 & AZHAT 5 EHCa a=F 1 T
IR AN LI EBRELET,

snmp-server manager SNMP v % — % Futv A %BE L7,

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |

. source (ERSPAN)

source (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{E70A v ¥ —7 = A A £ 7213 VLAN,
BLOE=FTDHMT 74 v 7 OFMEHRET HITIE, HSMN% 5%Exﬁ//a/ﬂ
V7 4Fal—i gy E—RTsourcea~y FEEALET, ZORELXENT DI
Zoavr Rono R EHEHLET,

source {interfacetype number |vlanvian-ID}[{, |- |both |rx |tx}]
BX DR interfacetypenumber (> 4 —T A ADH A TBIOESERELET,
vlan vian-1D ERSPAN {570t v ¥ 2 V&5 & VLAN Z B £, A7
1 ~ 4094 T9,

, (FER) oA v =T A ELET,

- LB A ¥ —T A ADEMEREELET,

both (f£Z) ERSPAN DEZE N T 7 4 v 7 HF=HF LET,
rx EE) ZIE T 74 v 7 DRE=FLET,
tx (EE) HEN T 747 0RE=F LET,

ATV R FIHNLR  EETAE =T oA AFTUL VLAN BEE SN TOER A,

ATV KR E—F ERSPAN E=# (Gt vy a L a7 1 Fab— 3 E— R (config-mon-erspan-src)

avy FER Jiy—=x TEAR
Cisco I0S XE Everest ooy RREAINE L,
16.6.1

EELEOHA KS4> FHEILVLAN &7 L% VLAN ZRI Lty v a VB LT LI TEEEA,
& KIZ, ERSPAN E(ETEE v 3 v O F 03T 1 OREW %R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # source interface fastethernet 0/1 rx

BEaTR av R SHER

monitor session type | m— % /L ERSPAN 4Et £ 7213565 v v a VAR EL T,

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
switchport mode access .

switchport mode access

Foox 7L, Z7RLOBE—~VLANAS =¥ Xy A U F =Tz AL LTS F—T =
AARAEBRETDITNE, 77—k ar7 ¥z b— g F— KT switchport mode access
a<wy REHALET, T 740 FRECETICE. Z0oa<vr FonoBRXA#HLET,

switchport mode access
no switchport mode access

XD switchport modeaccess |5 % /7L, Z 7R LOBE—VLANA —HFy b A L X —T =
AAL LT AV E—T A AERELET,

ATV ERFI4NAL TIZEAR—NMILIODOVLAND b T 7 4 v 7 EFEBIETEET, 7782 F— M,
T74/NV KT, VLANI DO RT 7 4 v 7 B EZfELET,

a2 K E—F T —h a7 4 F¥al—g
av Yy FER J1)y—= EEAR

Cisco IOS XE Everest 16.6.1 Zhawr RREAINE LA,
Bl WIZ, B— VLAN A V¥ — 7 = A ZAZRETHHI2RLET,

Device (config-template) # switchport mode access

rvro—vgBEa<>F ]



. switchport voice vlan

Fy kD—sgBEavUR |

switchport voice vian

FRESNIEVLAN DL DOFTRTOER T 7 4 v 7 2R T 5 L) IHET 2123, 77
L—har7 ¥ alb— 3 E— RTawitchportvoicevlan =2~ > R&EMHLET, 77+
LVRBREICETICE. coa~r RO noFEREHH L ET,

switchport voice vlanvian_id
no switchport voicevlan

B DR

i
N

AR TFI4ILbE

aAvU R E—F

switchport voicevianvian_id - _CoOFH h 7 7 ¢ v 7 ZHEE S 72 VLANFRH Cliak+ 5 &
INTHELET,

1~ 4094 OfEEIRETE £,

T —h a7 4 F¥al—g

avy FERE

3l

)1)—=R EEAR

Cisco I0S XE Everest 16.6.1 CiscoIOSXE Fuji Zoa~r FREAINE LT,
16.9.1

WIZ, FESNIZVLAN DO DT XTOER b T 7 4 v 7 28T 5 L O IHET S
Bz R L ET,

Device (config-template) # switchport voice vlan 20

. Yy hID—YEBOTUF



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



