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s cache (3 ~X—7)

« clear flow exporter (6 ~—73)

s clear flow monitor (7 ~X—737)

e collect (9 =—2)

» collect counter (11 ~X—737)

s collect interface (12 ~X—73”)

» collect timestamp absolute (13 ~X—73)
« collect transport tcp flags (14 ~—2)

« datalink flow monitor (15 ~X—73)

+ debug flow exporter (16 ~<—17)

+ debug flow monitor (17 ~<—73")

+ debug flow record (18 ~X—737)

+ debug sampler (19 ~<—7)

e description (20 ~X—73)

s destination (21 ~<—73°)

edscp (22 %—)

» export-protocol netflow-v9 (23 ~<—73”)
« export-protocol netflow-v5 (24 ~<—73)
s exporter (25 ~X—7)

« flow exporter (26 ~—37)

s flow monitor (27 ~—73)

s flow record (28 ~—)

* ip flow monitor (29 ~<—71”)

* ipv6 flow monitor (31 ~X—73)

+ match datalink ethertype (33 ~X—37)

» match datalink mac (34 ~X—72")

« match datalink vlan (35 ~—3)

* match flow cts (36 ~~—37)

» match flow direction (37 ~X—37)
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* match interface (38 ~—3)

» match ipv4 (39 ~<—)

* match ipv4 destination address (40 ~<—13)
* match ipv4 source address (41 ~3—73)
 match ipv4 ttl (42 ~X—73)

* match ipv6 (43 ~<—)

* match ipv6 destination address (44 ~—737)
« match ipv6 hop-limit (45 ~—73”)

* match ipv6 source address (46 ~X—3)
« match transport (47 ~<—3)

* match transport icmp ipv4 (48 ~X—7)
« match transport icmp ipv6 (49 ~<—3)
* mode random 1 out-of (50 ~<—73)

s option (51 ~—7)

e record (53 ~—Y)

o sampler (54 ~<X—)

+ show flow exporter (55 ~X—1)

« show flow interface (57 ~X—2)

* show flow monitor (59 ~X—73")

* show flow record (61 ~X—3")

« show sampler (62 ~—3)

« source (64 ~<—37)

» template data timeout (66 ~X—73")

s transport (67 ~<—3)

ettl (68 X—)
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cache .

cache
TR —F=H DT O—F Y vy aNTA—HERETDHIE, T —F=F arT 4 Falb—
varE—RCcachea~ FEMHLES, 7o —F=4DT7u—F v v aTA—F%
HIBR 51213, 2oz~ Fono Bz ffL£7,
cache timeout active|inactive|update seconds|type normal
no cache timeout active|inactive|update |type

X DA timeout Tu—ZALTU NRELET,
active TIT 47 7a— A LT NERELET,
inactive 7T 4T Ta— XA LT NERELET,
update KATZBE—% % v aDBHFLA LT 7 NEEELET,
seconds ZALT U ME (FPHEALD) , @BFEO7a—F v v oD

aAvY R FI4ILk

aAvU kR E—F

A, FHETX 5T 30 ~604800 (7H) TY., KAT
02— ¥ v a2 ORI, FBE T HHPHIL 1 ~ 604800

(7H) <7,
type Tua—F%y v aDF A TEEELET,
normal WHF Y v a2 XA THEBELET, 7u—Fyrvial

O kUL, timeout active seconds ¥ X O timeout
inactive seconds DR EIZHE > THIREINIZ /20 £, =
NWIRT 7NV DXy vaXATTYT,

FI7FN DT — TS Ta— Ky v o XTI A—EZRFEHENET,
T —F=HDUTOT7Ta— Xy v a NI A—EZNA =T >TWET,
e X ¥ v a2H A7 : normal

T IT AT Tr— ZALT TR 1800 F

Ja— =K a7 4 Fal—a

avy FERE

=2 EEAR

Cisco IOS XE Everest 16.6.1 = o<y RBMASHE LT,

EREDAARZA4

KTB—F=H L, B A TAHTRTCO7a—ORFEICERT 23y v vanb 9, &
Fyvrallld, 7r—0BX Y v aNIBEDLI I ENTE LRI Y, REEREENH
DET, 70—RNEA LT T TDHEFY v vanbilRsh, ficds7n—t=4 Ik
EINTWAEEDOT Y AR—FITEEINET,
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cachetimeout active =~ > R TiX, BH XA 7DOX v v 2D — 0 FJEWERHIHE L E9,
Tua—RNERMT 7T 4 7o TV AAE, BFII=—YT U F (207 a—0%ED /R
oy NAOF LW e —%B8) T2 ENEENET, 20— T U N REREITH Z
LT, T AR— M EZETLIE=HX T T r— g NI EFTOERE M Lkl 5 =
ENTEET, T7HNVDBTHEH. ZOXA LT ME1800F (304y) TI N, AT LEf
IR U T CcEx£9, REWEERET S L, FffoRWrre—%28H—-07n—1La—
RIZFEERT DI ENTEET, INSVEEZRTET D &, FHEFOREWEH L7 v —23Bih X
NTHb, TOT7a—DF—FNT T AR—FENDLETORENEHINET, 77747
Tua— ZA LT NEEB LSS, BTLWZA LT Y MEZEEBICEIZRY £,

F 7=, cachetimeout inactive 2~ > RTH, BHE A A 7OF ¥ v aDx—2 0 JEIEEHIH
TEET, HELEZFKHNICZ e —CT 7 74 E7 o B &N WEE, 207 e —Ex=—
T NENET, TIANDITIE, TOXA LT T MIISHTTR, ZoEITIBESIND
N7 497 DFA TS CCTHRHETEET, FREMOBEW T a—NEHFEL, £<D
Xrvazl NUBHEHBEINTWASARIE, T 7T 47X A LT U NEFEfTHZ LT
DA — "=~y REYCEX T4, 2O 7 —»n, FT—¥ 2 INE LKDARICHEE I —
T RLTWAEGAEIE, ZOXA LT Y MELETHZ LT —OMEFREZR ETEE
T T 7T 47 70— HALTURNEEE LGS, FiLWWEA LT U MEZZEBICH
72 9,

cachetimeout update =~ > K ClE, KAZ A TDF ¥ v 2|l X > TEEESNDEHHRT v
TTF—bhEGIELET, ZOMEL TI/T 47X A LT FOBEIEBL TWET, 27
L., ZOEICE-T, Frviarbdyyaxy MIFHIBRENEFA, 774V T
X, 20X A ~—fEIX 1800 B> (3043) T,

cachetypenormal =~ > RCiX, BH Xy v a XA TE2BELET, BT 74D

Xy v a7 TT, ¥y vyia0x MU L, timeoutactive seconds¥s & U timeout inactive
seconds DR EILHEST, ==V T7 U hanET, F¥rvaz N EFEZ—YT U a5
EL XXy vanbillREN, 20X Y v v allRETOE =X HICRESINTNDHT T A

R—HIZEoTCZI AR—FENET,

F¥ o arT 74 FREICETIZIL, dfaultcache 7o — £=X a7 4 X2l —g
vawy ReERLET,

GE)

Fr v TalN MR DE, LT oIt IhEHA,

WIZ, TR —F=4F X v aDT IT4THZALT U MeRET L0 LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout active 4800

WIZ, 70 —F=F XYy v aDET 0T 4 T EA~—%RETDHHEZRLET,

Device (config) # flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout inactive 30

WIZ, KAXY v aDT v TT—=hEA LT U FaREST D0 EZRLET,
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cache .

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout update 5000

WIT, WHEF Yy a2 eRET D0 EZRLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache type normal
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clear flow exporter

Flexible Netflow 7 7 —=x 7 AR —& OfEEHE®RZ 7 U 73 5121, FtE EXEC £ — R C clear
flow exporter =~ R&fEH L £,

clear flow exporter [[name] exporter-name] statistics

BX DA

name (EE) 7e—x2 7 AR—Z D4R ZHEELET,

exporter-name  (f£E) LARICERE Shic 7 o —x 7 AR —Z D4,

statistics TJn—xTJ AR—FOWNHEMRE 7V T LET,
ARV FE—F FiHE EXEC
avy FERE J1)y—2 EEAR

FEREDAHA RS>

3l

CiscoIOS XE Everest16.6.1 — oo~ R EAINE LT,

clear flow exporter =~ > NiX, 7u—xT 7 AR —=Z DL TR COMFHERZHIRLET, =
NWHORMEHERIZTT 7 AR — FINT, Fr v aNIRFESNL TV T —ZI3RkbihvET,

show flow exporter statistics 4 EXEC 2t~ RZHH LT, 7 u—=x 7 ZAR—F D HEH#
EFIRTEET,

WO TIL, THAAATHEINTWVWDETRTHOTr—T 7 AKR—XOMeHEREZ 7
U7 LET,

Device# clear flow exporter statistics

WOHEITiE, FLOW-EXPORTER-1 & WO ARID 7 R —=x 7 AR—Z O E#RE 7 Y
7 L/i‘é‘o

Device# clear flow exporter FLOW-EXPORTER-1 statistics
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clear flow monitor .

clear flow monitor

TR—E=A XYy vaElid e —E=FKEiHERE VT L, Te—E=FFr v aN
DT —Z ZEEHIIIC =7 AR — T HI2iL, FibE EXEC £ — R C clear flow monitor =~ > F
AL £,

clear flow monitor [name] monitor-name [[cache] force-export | statistics]

BX DA

name Tn—F=XDLFTIEIEELET,

monitor-name  DIRICERE Sz 7 1 —F =% D4 i

cache (EE) 7o—F=4Fyvvialffzr7 V7 LET,

force-export (EE) 7r—F=4 X+ v iafittERembice s AR —FLET,

statistics (ER) 7e—k=2OitEmae 7 V7 LEd,
AYURE—R Frie EXEC
vy RERE )1)y—=R EEAR

EREDAARZA4

\}

Cisco IOS XE Everest 16.6.1 = o<y RMASHE LT,

clear flow monitor cache =2~ > R&ZE/T79 5L, 7R0—F=HF Xy v anPbTXTOTY b
URHIBRENET, v v ra2NO L R IEm 7 AR—FE, ¥ vy aWNIBRESINT
W — 2 3kbiET,

G¥)

7V T ENTeF Y v vaxy M) OFGHEBRIIREF SN ET,

clear flow monitor force-export =~ R&3F(T74 5L, 7r—F=FF¥r v anbTITD
TV MUDHIBRE L, ENHOTY R T7e—E=X (B0 S THENTWNDTRTHO T a—
T AR—FEFEHA LTI AR—FENET, ZOT 7 a kb, CPUMFEHRILI K
WZHEMLET, Zoa~vry ROFERICIERESRSLETT,

clear flow monitor statistics 2~ > R&EIT+ 5L, 270 —F=XDHEHIERNZ V7 &N
9,

GE)

clear flow monitor statistics =~ FZEITL TH, BEO Y NV IZET A HEHERIZZ U T
ENFERFA, BERDL, ZOFRITFY v 2NIREINTWAZY NI O o —X
ThHY, Fxvizald, 20oavr RZLkoTZ U7 ENARW=DTT,
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. clear flow monitor

T u—F =X OKEEREFR T HIT1E. showflow monitor statistics £##E EXEC =~ > K& {#
ALET,

Bl WIZ. FLOW-MONITOR-1 & W H ARIOD 7 0 —F =X OEHE#H L v v a2 b
V&7 )73 A0 RLET,

Device# clear flow monitor name FLOW-MONITOR-1

KIZ. FLOW-MONITOR-1 L WH AFTD 7 o0 —F =X O ERLE v v =2 b
V&7 07 LT, Bl AR— T 50%E R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 force-export

&IZ. FLOW-MONITOR-1 L WHLAFID 7T e —F=F DX ¥ v a7 U7 LT, M
HlIfC =7 AR— b3 B4 2R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 cache force-export

12, FLOW-MONITOR-1 & WH AFiD 7 a—F=X OFHESE2 7V 7T 36 % R
L/i‘j‘o

Device# clear flow monitor name FLOW-MONITOR-1 statistics
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collect

collect .

Ta—E=Z L a—ROFEFXF—T7 44— /L REHREL, TOLa— RNZEoTEkESnz7m—
DT 4=V R~DIEDI Y IAHE G THITIE, 7r—Lba—RKar7 4 Xal—ig
v E—RTcollect =2~ RZMEHALET,

collect counter | interface|timestamp | transport

BX DA

aAavU R TFI4ILk

aAvU R E—F

counter Jo—La—RDIHF—T7 44—V RFELTTa—RNDNS MEEZIT 7y M
ZRELET, POV TIL, collect counter 25 L TL 72 &0,

interface  ANBIOHOA v F—T 24 A% 70— L a—ROHEF—7 1 —LFE LT
BELET, FEMICOWTIE, colectinterface # & L TL &0,

timestamp 7 o —NORPIE 72 1RGSR S NTZ 37 v bR Z 77— 1L a— RO
HF—7 4= FE LTRELET, FHMIZ OV TIE, collect timestamp absolute
EHRLTLEEN,

transport 7o — L a— R B OEEETCP 7 7 7 DINEEZ AT LET, FEC OV T,
collect transport tcp flags 2R L T< 72 &0y,

TJua—fF=Fla— ROHFEF—T7 4 — L RIIRESNTWERA,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA

J1y—= EERNAE
Cisco IOS XE Everest 16.6.1 = o<y R ASHE LT,

FHxX—7 44—V FDEIZ, 7a—HND T 7 4 v 7 IZETEMEREZRMETH-DIc7a—
WIBMENET, HEX—T7 4=V FOMEOERIZE > THLW T o —2MERIND Z LiExH Y
FHA, FEALEDEAE, EXF—T7 4=V FOEITZT7 e —NOKRID/NT v 8D DOHEES
ET,

colect =z~ Rit, 7o—F=HX L a— DI F—T7 4 — VLV REHREL, TOLa—Rizko
THERR SN 7 —DK 7 4 — /L NITEZRVIALTEDIERLET, EXF—7 14—/ FOHE
X, 7r—HNDO 77 4 v Z7ICET 5 BNEREREIET o oDic 7 e —lBNsnnET, IE
F—T 4= IV ROEOEFRICL > TH LW T e =0 MEREND Z EEH 0 FHA, 1TEAED
Lo, EFXF—T7 44— L ROMEIZ T 0 —HNORGDO/ 7 v b ORES S ET,

GE)

flowusernamex—7 — RiZ, 2~ RIA4 v D~NLVT A N U AIEFRREINE T, R—
FENTWER A
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. collect

Iz, 7a—OFHAS, " I EEXF—T 4=V FE L TERETDHEZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter bytes long
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collect counter .

collect counter

Jun—La— ROIEF—T7 4 — /L RELTT7a—NONAL MEEIIANr Yy MR RET DI
I, 7oe—La—Rary 7 4F¥al—3 3 F— FTcollectcounter =~ > RZfH L £,
Ja— (B F) NONAL NEERII Ny Mz 7e—1ra—ROEF—7 44— L REL
THHTOIREET =7 MITHITE, Z0oa~vr RonBEXE#HLET,

SRV R T L TR MEEEAT Y MK, R L R E LTRIESRE A,

AvY R E—F ZJa—la—Rarz7 4 Fal—rar
v Y RERE =2 EENE

CiscoIOS XE Everest16.6.1 — oo~ N EAINE LT,

FEHEDAA KSq4Y O~y FE2T 74/ MREIZRETIZIE, no collect counter %7213 default collect counter 7
D—la—FRary74F¥al—Yaryavwr ReEHLET,

RIZ, 70 —DEFAA MEEIFEF—T7 41—V L LTRET DA 2R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #collect counter bytes long

RIZ, 7a—=InbDERINT y MEAEEF—T =V FE LTRET D02 L ET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter packets long
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collect interface

77—l a— RO EX—T7 4 — L FELTANAVF—T oA AL ZEHET DHITIE, 7a— L
a—Rar74¥Xal—yarE— RTcoolettinterfacea~> N&EMHLET, AJ1A ¥ —
T A7 —Lba—ROIEXF—7 44—V RELTHERTLIREELT 4 E—7 2T DI
X, Zoa<r FonoBEXEHEHALET,

collect interface input
no collect interface input

BX DA

AU R TFI4ILE

AR E—F

input A A v Z—T7 2 A AL EHF—T 4 —/LRELTHREL, 7a—0bAlA v F—
TxA ARWNELET,

ANIA B —T 2 A AT, FEF—T7 4 — L RFELTHRESNTWEY A,

Za—lLa—Rary74F¥al—r 3

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

Flexible NetFlowcollect 2~ > Kix, Ve —F=X L a— KO} F—7 1 — /L REREL, £OD
La—RZXo TS 7 e —0%7 4 —/V RIEZ IRV AT OIEHA L ET, FFEX—
74—V ROMEIZ, 70— N7 7 4 v 72T LBNMERA RIS 2720107 7 —IZB N
SNFET, FEF—T7 4=V FDEDOEFICL>THLW 7o —2MERIND Z LEH 0 £
Ao IEENVEDGE, FEXF—T7 4=V FOMEIZ 7 0 —WNOEHI D/ > RN DHREUSG I E
7T

Zpawy RET 740 FREICETIZIX, nocollect interface ¥ 7213 default collect interface
Juo—lLa—RaryZ 4 Xal—yaryavry RefALET,

ROPITIZ, HF—T 4=V FELTANA U F—T oA AERELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface input
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collect timestamp absolute

7 —WNORIE I TRBICHR SN v boOfixtZ 7o —La— ROEXF—7 1 —
LR ELTRETAICE, 7o—Lba—Fary7 ¥z lb—3 g %F— FTcollect timestamp
absolute =~ R LET, 7o —NOKRMELIIRBRICHERS NNy hE2T7r—L
A= ROHF—7 4=/ FELTHEAT 202N DI, Zoa~r Fono Bz
ALET,

collect timestamp absolute first | last
no collect timestamp absolute first | last

X DA first 7o —NORYNCHRSNIZ/r y ORI 2% —7 4 — /L RE LTREL.
Ta—NEDE A LAR T ONEEZENCLET,

last 7o —NORBICHER I 7 v SO AZEF—7 4 — L RELTREL,
Ta—NEDH A LNAR T OWNEEEINZ LET,

ATV R FI4 L MR T 0= RIEFEF—T =L FE L TRESN TV ERE A,

av R E—F Ju—lba—Rary 4 Xalb—ar
avy FERE 1)) == EEAR

CiscoIOS XE Everest16.6.1 -~ o~y NBEAINE LT,

FEHEDAA K54 coleta~wr Nt 7o—E=FLa—ROFF—T7 44— L FEREL, TOLa—RILo
TER SN 7 e —D&K 7 4 —/V RITEZR AL T=OIEH LET, EXF—7 14— /L FOfE
X, 7r—HNDO 77 4 v ZICET 5 BINERA RIS o eDic 7 e —IZBmsnnET, IE
F—T7 4=V ROMEOERICL>TH LW T B —2MEREIND Z LiEH 0 A, 1FEAED
Be., EX—T7 40—V ROEIZ 7 e —HNORYIO/ 7y RinbORZRFF S E T,

WIZ, 7 —NORYNHER STz 37 v FOREHRERNIICE S X A4 L A X T &I
F—T 44— )L RELTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute first

WIZ, 7 —NORBIZHER INTZ /37 v ORI FE S XA L A X TR IE
F—T 44— L RELTHRETHHERLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute last
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collect transport tcp flags

BX DA

AU R TIHIE

AUk E—F

7= HDRETCP 77 7V OWELZ A X —T VT HI2F, 7r—Lba—Rary7 ¥z
L—3 3 E— RTcollect transport tep flags 2~ > R&EEH L EJ, 7 v —715OHR%E TCP
77T ONEET 4 =TT BT, Z0awr RO no BEREMH L £,

collect transport tcp flags
no collect transport tcp flags

ZOawy NIZEBIEERLEFEF— TV —FEH D £H A,
NIV AR—=FEZ 4=V RIFIEF—T7 4 — L FE L THRESNTWET A,

Jue—Lba—RaryyJ s ¥al—ar

avy FERE

FEREDHA KS4A4 Y

J1)—= EHERNAE
CiscoIOS XE Everest16.6.1 -~ oo~y R EAINE LT,

KT v AR—RNE7 4 —L RO, 70 —HNOTRTONRry b EESHET, INET
HTCP 77 7 HETHIEIITEETA, ETCP 7 7 VT OWEDHRIEE T T, T
THOTCP 77713 ZDa~y RTRESNE T, ROEXETCP 77 7 ZINEL 9,

cack : TCP MEdInE~7 7 7

ecwr : TCPERIEY 1+ » R UMg/NT7 F 27
cece: TCPECN==2— 777/

fin: TCPHT 777

spsh: TCP F'v o 757

rst: TCP Uy h 757

esyn : TCP [FIf1~7 7 7

surg: TCP BT 77

ZDawy R&ET 740 FREICETIZIX, nocollect collect transport tep flags = 7213 default
collect collect transporttepflags 7 — La— R a7 4 FXab—va vy avr REFEHLE
—é‘O

Wz, 7a—nb TCP 77 V2 INET 22~ L ¥,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect transport tcp flags
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datalink flow monitor .

datalink flow monitor

A X —7 x A A|Z Flexible NetFlow 7 B —FE =X Z@HATHI2IT. A v FX—T oA A 2
7 4 ¥ a2l —3 3 F— KT datalink flow monitor =~ > F&f#H L $£7, Flexible NetFlow
Tu— F=EETF 4= NCT AR, Zoavry FonoBRAHEHLET,

datalink flow monitor monitor-name sampler sampler-name input
no datalink flow monitor monitor-name sampler sampler-name input

BX DA

monitor-name AUB—=T oA ATHEHAT D70 — F=Z D4R,

sampler sampler-name 7o — E=XHIClEE L7 0 — Vo5 —%k A X —T T LE
TO

AR TFI4ILE

AR E—F

input AAFINA LA =T 2 ATZETEHNT T4 v 2T=F LT
ﬁ—o

T —F=HIA R =TI TVER A,

AR —T A AT 4Fal— g

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = oo~y RREAINE L1,

datalink flow monitor =2~ > R&EH L CTA v ¥ —7 oA A7 0 —F =X 2H 7T HHil,
flowmonitor 7 o — L a7 4 Fal—varavy REERALT7 e —F=% 2R L.
sampler 7o —)L a7 4 FXal—varavwy RefLT7o—% 77 —2ER LT
BIVERDLY £7°,

Jn— A0 T7a— YT T —E A F—TNITHITIE, FRNCY T T —E2ER LT
BIMENDHY 9,

GE)

datalink flow monitor =~ FiX, JEIPV4a B L OIEIPve N T 7 4 v 7 T E2E=F LET,
IPvd N T 7 4 w7 ZFT=HF5I21%, ipflowmonitor =~ REFEHLET, IPV6 FT7 7 1 v
7 =44 2521, ipv6flow monitor =~ > &AL £,

w2, A B2 —T A A TO Flexible NetFlow ¥ — X UV > U F=&F Y L T kh A F—
TNCTHPERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# datalink flow monitor FLOW-MONITOR-1 sampler FLOW-SAMPLER-1 input
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. debug flow exporter

debug flow exporter

FlexibleNetFlow 7 10— 7 AR—H DT v TN A 32—TWIZT 521, %%EH@%%
R Cdebugflowexporter =~ FEMEHLET, Ty T NET =7 0MICT5ITF, 2
Davy ROonoREFEHLET,

debug flow exporter [[name] exporter-name] [error | event | packets number]
no debug flow exporter [[name] exporter-name] [error | event | packets number]

BX DA name (EE) 7e—x2 /7 AR—ZOL4FIZHEELET,

exporter-name (&) HIICERE SN 70— 7 AR —H DA4HI,

error (EE) 7u— T AR—FZDLT—DT Ny T A F—T M LET,

event (FB) 78— I AR—FDARXL NOT Ny T A F—T M LET,

packets EE) 70— 2 AR—FZD/r >y NV DOF Ny T4 F—T iz L
£75

number EE) 7a— =7 AR—FZ D7 LT Ny T TF Ny T3 53

7y MM, FBETE 28X 1 ~ 65535 T,

aAavYRE—FR FMe EXEC

avy FER J1)—= EEAR
CiscoIOS XE Everest16.6.1 -~ o~y R EAINE LT,

I WOBIE, 70— T0 ZAFE—F DSy FRT 1t RO F 2 — S s o
LERLTVET,

Device# debug flow exporter
May 21 21:29:12.603: FLOW EXP: Packet queued for process send
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debug flow monitor .

debug flow monitor

Flexible NetFlow 7 0 —E =% D7 /Ny Z & 4 X —7 W F HI2I1%, F7HE EXEC £E— R T
debug flow monitor =~ FEEHLET, Ty T NhET =70 T 51T, ZD=
~Y ROnoBEREHEHLET,

debug flow monitor [error | [name] monitor-name [cache [error]|error | packets packets]]
no debug flow monitor [error | [name] monitor-name [cache [error]|error | packets packets]]

BX DA

error fEE) I TCo7n— =4 FidfEEsnz7n—E=4D 70—t =
HZT—DT NNy T, 32 —T M LET,

name (EE) 7r— F=XDAFIZHEELET,

monitor-name  ({L:3%) FANCRE S NT=7 17— =X DA,

cache EE) 70— F=4 Xv v aDTF RNy A F—T VI LET,

cacheerror fEE) 70— F=F X x v aTT7—DF N Ny T3 —TMILET,

packets FEE) 7a— =207y FLLDT Ny T F—T I LET,
Rk EE) 7u—F=FDN 7y FL-YULDTF Ny FTFRy 7537w b

DO¥r, FEETE BHFHIT 1 ~ 65535 TT,

ARV R E—F Fife EXEC
av Yy RER )1)—=x EEAS
CiscoIOS XE Everest 16.6.1 ~pa~> R2EAINLE LTz,
i W DOFNEL, FLOW-MONITOR-1 O F ¥ v ¥ 2 NHIREINTZZ 2R L TWVET,

Device# debug flow monitor FLOW-MONITOR-1 cache
May 21 21:53:02.839: FLOW MON: 'FLOW-MONITOR-1' deleted cache
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. debug flow record

debug flow record

Flexible NetFlow 7 v — L 22— RDT Ny Z )% A 21— 7 MTT DI, %%EME%%F
Tdebugflowrecord 2~ > REMFHLET, 7y 7 HNET 4 B—7 M52, 20
a<vr Rono B EHERALET,

debug flow record [[name] record-name | options sampler-table| [detailed | error]]
no debug flow record [[name] record-name | options sampler-table| [detailed | error]]

B DEREA name (EE) 7r— La— ROARTEHRELET,

record-name (EE) Bl ESHIZa2—PERD 7 10— L a— FOLHI,

options (EE) o7 —La— R 37 a AT IERPEENE T,

sampler-table  ({L3&) o 77— 7 —7 VT 2 HERNE TR E T

detailed (L8 FMfEmAEFRRLET,
error UEE) =9 —0Hh%EFRLET,
avTY R E—F ¥ EXEC
av > FERE J1)—x FEAR

CiscoIOS XE Everest 16.6.1 = oo~y RBEAINE LT,

Bl I, TH— La— ROF Ay 7R 5 lem LT

Device# debug flow record FLOW-record-1
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debug sampler .

debug sampler

Flexible NetFlow ¥ 7' — D5 v JH % A 2 —T7 2T HI1E, FHE EXEC £— R T
debugsampler =~ REFHLET, Ty T HNIET 4 8—T7MIT 52, Z0avy

RO no B &fEH L E7,

debug sampler [detailed | error | [name] sampler-name [detailed | error | sampling samples]]
no debug sampler [detailed | error | [name] sampler-name [detailed | error | sampling]]

BX DA

detailed ER) V7T —SROFEMT Ny V52 A X —T VT LET,
error EE) Yo 77— x2T7—DT Ny T h A X—T M LET,
name EE) Yo 77 —04L4HiZ2HEEL£7,

sampler-name (8 FICEES NV 77— D4,

sampling samples  ({£i) H o 7V T DT Ry T oA X—T NI L, TRy I 597

NOBERELET,
AR E—F #HE EXEC
av Y FRER Jyy—= ZERNAE
CiscoIOS XE Everest16.6.1 — oo~ R EAINE LT,
i I, TRy 7 Fat A SAMPLER-1 L WHH 7T —D ID ZEBELIZHE0OH

TR L ET,

Device# debug sampler detailed
*May 28 04:14:30.883: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Etl1/0,0)

get ID succeeded:1
*May 28 04:14:30.971: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et0/0,I)

get ID succeeded:1
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description

Flexible NetFlow 217> K |

TH—F=H, Ja— TV AR—F FlFdTua— La— ROHHERET AT, 24T
Har7 4 X alb— g E— KTdescription 2~ > &ML ET, SHZHIBRT 5I21%,
Zoawry FonoBRNEERALET,

description description
no description description

BX DA

ARV K TIAIE

AR E—F

description 7o — =% Jwo—xJAKR—4 FhiE7u— La—Fz@lHT57%F%
eI

Ja—HYrFSI— Ta—F=HF, TJa— T AR—HF, FlET7e—La—KOFTT7 L
FoOFAL 22— EFK] TI,

WDa<y KE— KPP R—FZINTHET,
T — T AR—H AT 4 Fal— g
Ja—F=HK a7 4 Fal—a

Jo—la—RKary74FXal— g

avy FERE

EREDAARZA

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 —Z oo~y RpEAINE LT,

ZOavy RET 7N MREICETITE, #8752 74 Fab—rar E—RKTno
description ¥ 7=1% default description =~ > N&fEfH L £,

wIZ, 77— 2=ZORAEREST S0 2R LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# description Monitors traffic to 172.16.0.1 255.255.0.0
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destination

destination .

TH— T AR—H DT AR— NEEEHRETDHICIE, 7uo— T AR—F a7 ¥
L' —y 3 v F— NTdestination 2~ F&EHALET, 7e—=J AF—F DI AF— |
SRS AEEIRT A1, Zoa<>y Rono a2 HHLE9,

destination hostnameip-address
no destination hostnameip-address

BX DA

AU R TIFIE

AR E—F

hostname  NetFlow 5z 5T 5T /34 ADKRA b,

ip-address  NetFlow [ #iz X ET 2T =2/ AT —2 a D IPvAT FL A,

T AR— FERRESNHTOEREA,

Ta— T AR—H AT 4 Fal— g

avy FERE

FEREDAA RZM4 Y

J1)—= EEAR
CiscoIOS XE Everest16.6.1 —pa~<y N EAINE LT,

fTo— T AR—ZIIE, ST RLRAEFITIHRA M E | DOBREE X £4,

TNAADIPT RLADKRDYIZ, FAMNEHRETDHE, FAMITE LIRS, IPv4
T RUVARFATA L 74 Fab—ra VREFSNET, AL X—LT AT A (DNS) O
RO RPN SHIZEA R E P T FLAD~ » B 778 DNS $—/% L CEIRYICZE
PLBEIT. TAARATINRNBHE IR0, =7 ZAR—FENTET—ZITENDOIP T
R LA Sy, T—2i3kbh x4,

Ta<vwr RETFI7HNVMREICETICNE, Ju—xJ AR—F a7 Fal— g F—
R T no destination ¥ 7- 1% default destination =~ > R&ZfEiH L ¥,

OB, 5656 AT LT FlexibleNetFlow ¥ v v == b 27 AR — 45 &

INZHR Y NI—TTNA REBRETDHHFEEZRLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# destination 10.0.0.4
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dscp

Flexible NetFlow 217> K |

Jna— T AR—H T —H 7 Z KO Differentiated Services Code Point (DSCP; DiffServ = — K
RAVN) OEEZRETHIZIE, 7R— I AR—F a7 Falb— 3 F— KTdscp
av U REFEALEY, 7a— 2 AR—% F—% 77 LD DSCPEAHIBRT 51213, 2D
av RO no BEXEZHEHLE7,

dscp dscp
nodscp dscp

BX DA

AU R TFI4ILE

AR E—F

dscp =/ AR— FENTETF—F 25 LADODSCP 7 4 —/L RCHEHAINADSCP, f5ETX 5
HFPHIZ 0~ 63 T9, T 74/ ME 0 TT,

Differentiated Services Code Point (DSCP; DiffServ =— R &"A > k) X 0 TT,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

ZOavy RET 740 MREICRETIZIEL, nodsep £721d default dscp 7 22— =7 AR —#
a 74 FXal—Taryavry REFEHALET,

RIZ, ZI AR—FEINEF—2 75 LDODSCP 7 14—/ ROEAY 22 (R ET A0 %
RLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# dscp 22
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export-protocol netflow-v9 .

export-protocol netflow-v9

B DEREA

AR TIHIE

ATV R E—F

NetFlow /3X—3 g > 9 =7 A7 — bk % Flexible NetFlow =27 AR—F DT/ AKR—hr7nm k=
NELTHRETDHIZNE, 77— AR—HF a7 4F ol — g F— K Texport-protocol
netflow-v9 =2~ > R&EMHH L £,

export-protocol netflow-v9

Zoawy RZFSIEELEFF—TU—FEH D A,

NetFlow /X—> 5 > 9 34 X — 7 )L,

Ju— T JAR—H a7 4 X2l — g

av Y RERE

FEREDHA RKS4 Y

J1y—2 EEAR
CiscoIOS XE Everest16.6.1 oo~y R EAINE LT,

T3 AINetFlowvs =7 AR — F 74—~ b &ZH R —F L TWEHA, NetFlowv) =7 R
R=hT7 =< FOBBPYR—F SN THET,

OB TiE, NetFlow/3— 3 9T 7 AR — b % NetFlow =7 AR—H DT T AR—
oo hagrd LTERELET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # export-protocol netflow-v9
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. export-protocol netflow-v5

export-protocol netflow-vb

NetFlow /X—3 3 ' 5 =7 A7"— bk % Flexible NetFlow =7 A R—F DT/ AR— r7m k=
NELTHRETDHIZNE, 77— AR—F a7 4F ol — 3 F— K Texport-protocol
netflow-v5 2~ > R&EMHHA L £,

export-protocol netflow-v5

XD Ioawy RZFBIEELEF—Y—REH D THA,

ATV R FI4J)k  NetFlow X—Y 2 2 5 034 X —T7 LT,

aAavyY R E—FK T — T AR—H AT 4 Fal— g

avy FERE )1)—= EERAR
Cisco IOS XE Everest Toavry RBREAINE L,
16.6.1
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exporter .

exporter
Jan—F=ZOT7a—IT7 AR—FEZBNT5 2%, wilkar 7 X2l —y a3 EF—RT
exporter 2~ REEALET, 7o—t=FHO 70—z 7 AR—F ZHIRT 252X, 20
a<wr RO noBEXEMEAL ET,
exporter exporter-name
no exporter exporter-name

X DERHA exporter-name  ERCFRE L7 7 0 —x 7 AR —Z DL H|

AR TFIAILE

aAvU kR E—F

T AR=ZITHRESNTHOEE A,

TJH—F=HF a7 4 Xal—Tgy

avy FERE

FRLEDHA KSA Y

il

1)) —=x EEAR
CiscoIOS XE Everest16.6.1 — oo~ N EAINTE LT,

exporter I~ R&EMALT7n—FE=F |27 n—x 7 AR—4 24 5121%. flowexporter
a<y REMHLTERNC 70— 7 AR—F ZER L TELBERH Y 1,

IOawy RET 740 FEEICETIZIE, noexporter 7213 default exporter 7 72— £ =%
a7 4 Fal—ar avy Re@HLET,

WOHETIL, 7R —F=F DT AR—FEHTELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) # exporter EXPORTER-1
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Flexible NetFlow 217> K |

flow exporter

Flexible NetFlow 7 v —=x 7 A7R— % % AE T 5 M BEFF O Flexible NetFlow 7 17 —T. 7 AR —#
#7858 L, FlexibleNetFlow 72— =7 AR —HF a7 4 Fal— g EF— N2thT5IZ
X, Ze— a7 4 F¥alb—3 g F— RCflowexporter =~ > RZ4EH LEJ, Flexible
NetFlow 7 B —=T 7 AR—X ZHIRT 521X, Z0a~v>r RonoBEXEMHLET,

flow exporter exporter-name
no flow exporter exporter-name

BX DA

AR TFIHILE

AUk E—F

exporter-name  {ERRE 72 IIAHE T 5 7 v —x 7 AR — X D4R,

Flexible NetFlow 7 2 —xT 7 AR —Z|F, 27 4 X2l — a3 U RNITITFELET A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

J1)y—=x ZERNAE
CiscoIOS XE Everest 16.6.1 ~pa<> RpEAINLE LTz,

TR—TJ AR—FTIE, 70— F=F ¥y v aNOT—FE2VE— AT A (L2
X, OB L ORE D= DITNetFlow 2 L7 X ZFEITTHY—N) [/ AFR—FLET, 7
0D—T 7 AR—FF, a7 4 F¥al—arTHlozrT T 0 LTERENE T, 7
H—TJ AR—ZL, 7a—F=H|IT—F T AFR— MEREEZIRLT DI 7e—F=H
WEY B CToNET, HEO Ve -2 AR—XEER LT, | >ER3EHKEO 70— =X
WEAT 5L, WS OO AR— MNeZiEETHZENTEET, 12071 —x7 AKR—
HEVER L., W ONnD 7o —F=X | ZHEHTA 2 ENnTExET,

W12, FLOW-EXPORTER-1 & W9 & RiiD 70 —=x 7 AR—% %VERk L. Flexible NetFlow
TH— TV AR—F AT 4 X2l —ary T— REMEEBTAFZRLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) #
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flow monitor .

flow monitor

Ta—E= X EERT O, ROV —E =X AER LT, JR— =X a7y
Xal—iayET—REEBTAZE. Ja—)L a7 s Xal—3 32 F— RNTflow
monitor 2> FEEH L FET, 7o —F=FX2HIETHI21E. 2Dz~ FOnoEX a2 EH
| =

flow monitor monitor-name
no flow monitor monitor-name

BX DA

ARV K TIAIE

AUk E—F

monitor-name  {Epk £ 72 13E 45 7 u—F =X D4 Hi,

Flexible NetFlow 7 @ —F=H X, a7 4 FX a2l —a VYNIZIEIFEELEY A,

Ja—s\)yaryZ 4 Fal—a v

avy FERE

FRLEDHA KS1 Y

3l

J1)y—=x ZERNAE
CiscoIOS XE Everest 16.6.1 ~pa~> RpEAINLE LTz,

71— =% X Flexible NetFlow D~ NV —27 877 4 v 7 DEREZFATTHa L R—r>
KNG, AV ¥ —T oA AEBHAINET, 7u—F=X|F, 7o—La—R:Xxy v 2T
ENET, 7r—F=FEERLIKZIC, 7r—F=Z|ZLa—RzBMLET, 7n—F
ZHADOX v ald, Ta—F= I RRYIDOA X —T oA AT I D E BEIRICIER S
NET, 7a—7—%F, F=F V7T RAPICRXy NU—27 N T T 4 v I MBIUESL
F4, ZOF—ZINEIT, Te—F=FDLa—RFNOF—7 4 —L FBLOHEF—7 1 —b
RIZHASNWTEITEN, 7R—F=XDX ¥ v 2 MR FEINET,

R OFITIL, FLOW-MONITOR-1 & WIHARIO 7 B —FE=F %{Ek L, 7u— E=%
Oy 7 4 Xal—varyE—REBLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) #
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flow record

Flexible NetFlow 217> K |

Flexible NetFlow 7 v — L 21— R ZA{E 95 1 BEAF D Flexible NetFlow 7 27— L 22— K&
L. FlexibleNetFlow 7 — L a— R arv7 4 FXab—ray E— NERKTHICIE, 77—
SV a7 4 Falb— g F— RKTCflowrecord 2~ K&fEH L £9, Flexible NetFlow L
a— REEIRTAI2IE. Zoa<>y FonBRNaHHLET,

flow record record-name
no flow record record-name

BX DA

AR TFIHILE

AUk E—F

record-name {ERk 72 13EE T 5H 7 17— L a— RO,

Flexible NetFlow 7 72— L 22— RIFREINTWEF A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

J1)y—=x ZERNAE
CiscoIOS XE Everest 16.6.1 ~pa<> RpEAINLE LTz,

7u—La—RKTix, 7a—HNoX7y kZi#kBIIT % 72912 Flexible NetFlow Tl 3% % —
& & HIT, FlexibleNetFlow 73 7 B —{ZDOWCIUET HMOB#H T + —/V REZEZRLET, F—
CRE T 4 — L REEEOMBAELETHEL T, 7e—La—FEEHTEET, TA A
iE. AW —tEy hEFR—FLET, 7r—La— Tk, 7 —HCIET D 7
EDEATHEERLET, 64 Y FONRTy NERIFANS MU EERETEET,

&IZ, FLOW-RECORD-1 £ \W 9 £ fiD 7 m—1L 22— R&/ER L. Flexible NetFlow 7
p—lLa—Rary7 4 X¥z2l—ary ET— REBEBTAHEZRLUET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #
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ip flow monitor .

ip flow monitor

TN, ANZIET 5 IPvd T 7 v 7 O Flexible NetFlow 7 B —F =% % A 31— 7 I T 5T
Z, A v H—T 2 A a7 4 Falb— 3y E— FTipflowmonitor =~ Fafif L%
T, TR—FE=HET =T MITHIIE, Zoavr RonoBEXEMHLET,

ip flow monitor monitor-name [sampler sampler-name] input
no ip flow monitor monitor-name [sampler sampler-name] input

BX DA monitor-name AV H—T =2 AZHWHAT D7 0 — FT=F D4,
sampler sampler-name  ({£&) 7ou—t=XfICRELZ7u—% 7T —D4HTE A F—
T LET,
input TNRAANA B =T 2 A ATZETDHIPVANT 7 4 v I BE=H
L/i‘g—o

ATV RFEIFIN R TE—EEHFA F TR TOER A,

avY kK E—FK AR —T A AT 4Fal— g
av Yy FER 1y —2 FERE

CiscoIOS XE Everest 16.6.1 = oo~y RREAINE L1,

FERLEDHA K54 > ipflowmonitor 2~ REEA LT, [EEDA ¥ —T = A7 v —FE=F 2T 212
X, FHENC flowmonitor 72— )L a7 4 X2 lb—T gy avy REFEHALT, 7a—F
=X EER L CTEBMERDL Y £7,

TR—E=ZIY T T =BT S L FOARMTEY T T Il Lo TRIRS NN Ty
FEZTRF v v V2 llRFESh, 7e—%2BERLET, Yo 7T —E2ERAT 20N, ZOHE
FNZHRIE T DR aHE RS BIME IR S E T,

AVH =T 2 ATTTIZA F—T Mo TNDH 78— = IV T T—%BINT5Z ¢
XTEFERA, T, FOT0—F=Zhb A L Z—T oA ADOHIBRLTHL, AL 7e—F
=R EY LTI =L L HIGEBMTAMNERH D F9,

GE) HEINDFEHIRNEZSED I, &7 0 —0eHERE A7y — VT 50ERHY £, =&z
1Z. 10037y MZoXx 12y a2 o P v I 500 75— A LEESIE. 7y
Moo 2ENRL N ZE 0BT HLERHY F9,

WIZ, AN NT T4 I DE=F) 7DD T —F=F %A 32— T 54
wRLET,
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. ip flow monitor

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

WIZ, Yo T T =L TH T T EINDANTIANT Y MEERIRUZIREET, A
NET T 4w =T HIIC 7 —F=F A X—TMIT D0 ERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

WOBITIE, YT T—RLTA LU H—T 2 AT, FX—T VI R>TNEHT7u—%F
=AY T T =BT DA OEEEZ R L ET,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOHITIE, 7ao—F=Fr2HP T T7—L A RX—TNIZTEDHL512T57=0
2. AV E—T A ADD NS T-ABIBRT 52 HFEEZ R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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ipv6 flow monitor .

ipv6 flow monitor

FNRAANRZETDHIPV6 hT T 4 v 7 DT a—F=L A X—T T HITIE, A 4 —T =
AA A7 4Falb—rar E— RTipveflowmonitor 2~ FZEMALET, 7r—F=
BaTF 42— NIT 510, Zoa<vr FonoBERXAHEH L £,

ipv6 flow monitor monitor-name [sampler sampler-name] input
no ipv6 flow monitor monitor-name [sampler sampler-name] input

BX DA

monitor-name AV —T oA RZWHAT D 71— E=X D4,

sampler sampler-name  ({£&) 7ou—t=XfICRELZ7u—% 7T —D4HTE A F—
T LET,

input TNWNAANA B =T 2 A ATZETDHIPVONT T 4 v I HE=H
L/i‘g—o

AR TFI4ILE

AR E—F

T —F=HIA R =TI TVER A,

AR —T A AT 4Fal— g

avy FERE

== EEAR

FRLEDHA KS1 Y

CiscoIOS XE Everest 16.6.1 = oo~y RREAINE L1,

ipv6 flow monitor =~ > R&ZEH L T, fEEDOA v F—T oA A7 0 —E=F ZHHT 51
IX. FENC flowmonitor 72— )L a7 f Fal— gy a<w s REFEHALT, 7a—F
=X EER LTS BERSY £7,

TH—E= XY T =BT D L, FOAFISTEY ST o TRIRE NN
TR F Y v 2 IR FEEN, 7ue—%2BRLEd, Yo 7T —2EAT 0N, FofE
FNZ xS D REHE RO BE IR FE SN E T,

A B =T 2 A ATTTIIARX—T MR TNWBE 70— IV T T —%BNMTEHZ L
ICXFERA, T, FOTO—F=FEA L E—T A ADPBHIKRLTHS, AL 7e—F
=R EY T T =L HIZENTAMLERD Y £9,

GE)

HEINDHEHRNEED L, K70 —DRFHERE A —NTHLERHY T, 2Lz
1Z. 10037y MZoXx 12y a2 o P v I 500 75— A LEESIE. 7y
Moo 2ENRL N ZE 0BT HLERHY F9,

WIZ, AN NT T4 I DE=F) 7DD T —F=F %A 32— T 54
wRLET,
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. ipv6 flow monitor

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input

WIZ, Yo T T =L TH T T EINDANTIANT Y MEERIRUZIREET, A
NET T 4w =T HIIC 7 —F=F A X—TMIT D0 ERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

WOBITIE, YT T—RLTA LU H—T 2 AT, FX—T VI R>TNEHT7u—%F
=AY T T =BT DA OEEEZ R L ET,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipvé flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOHITIE, 7ao—F=Fr2HP T T7—L A RX—TNIZTEDHL512T57=0
2. AV E—T A ADD NS T-ABIBRT 52 HFEEZ R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no ipvé flow monitor FLOW-MONITOR-1 input
Device (config-if)# ipvé flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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match datalink ethertype .

match datalink ethertype

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

/N RO EtherType # 70— L a— RKOF—7 1 — /)L & LTRET DI, 7r— L a—
K2y 7 %o b—3 g F— KT matchdatalink ethertype 2~ > R&EfHLET, X7
k@ EtherType Z# 7 0 —L a— RKOX—7 4 — )L RE L THEATIREEZT 4+ E—TNMIZT D
WX, Zoavwr FonoBEXEFALET,

match datalink ethertype
no match datalink ethertype

ZOavy FITEFIBEZEZF—U—F3db v A,
/Xy RO EtherType 13%— 7 4 — /L RE L TERESNER A,

Ju—laoa—Rary7 4 FXal—I3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o~y REAINE LT,

Ju— lLa—REx7a— F=F CHEHATHICE. 1 2L EDOF— 7 40— )L RBMEICR D F
T, F— 74—V FEF7e—%2XTHrL0TT, F7a—0F— 7 4 —/L FiZid, —#HD
—BOEPEREESNTWET, F—7 41— /L FNiE, matcha~> REHHLCERSINET,

match datalink ethertype =~ > R&fEH LT, /X7 v h® EtherType # 72— L 2 — RD X —
TA4—NRELTRETDE, NTF T4y 7 7n—F A Z—T oA ATHVYETHNZT
H— E=H DX A TIESOTHERE N E T,

« datalink flow monitor f v #—7 A A a7 4 FXalb— gy avr R&EFEHLT,
TN T =N, A =T o AZEIDETCEND L, BeblL A2
Namz L T—Bo 7 e —MER SN E T,

sipflowmonitor f > % —7 =z Af A a7 4 Fal—varavy REFEHLT, IP7a—
FZEPA L F—T A AZHID Y TOEND &, B DHIPvd 7'm Fa/uiZx L T—ED
Tu—=MER S ET,

«ipv6 flow monitor f > # —7 = Af A a7 4 X2l — g avr RaEH LT, IPv6
Ta—F= N, H—T oA AIZHD Y ToND L, BB IPve 7o Fa ikt LT
—BOT7u—MERShET,

Zoawy RET 740 MEREICETIZIL, nomatch datalink ethertype % 72 1% default match
datalink ethertype 7e— L a—R a7 Xab—rvar avr ReFEHLET,

WOFEITIL, 737 v k@ EtherType % Flexible NetFlow 7 2= — L 2 — RDF—7 ¢ —/L
RELTHRELTVET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink ethertype
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. match datalink mac
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match datalink mac

Jo—La—RKDF—T7 4—/LRELTMACT RLAZFHTA L IICHRET DITIE, 7
n—la—RKarv74¥z2l—3 g F— KT matchdatalink mac =~ > F&EH L £,
7a—1la—RFOXF—7 4— )L RFELTMACT RLAZBHT LB EET 4 B—7 12T 5
Wi, Zoa<vr Rono BRXEHEH L £,

match datalink mac destination address input | source address input
no match datalink mac destination address input | source address input

BX DA

aAvU R TFI4ILE

O R E—F

destination address F— 74— R LTHSEMACT FL AWM 5 &5 i
Eb\ij—o

input NSy ROMAC T RLAZREL 7,

source address X— T 4 — L RELTEELMACT FLAZHHTAH LI
BELET,

MACT7 FL AL, F— 74—V RFELLTHRESNTWEYA,

Jau—la—Rary7 4 FXFal— gy

avwy FERE

EREDAARZA

J1y—= EERNAE
CiscoIOS XE Everest 16.6.1 — oo~y RABASHE LI,

Jo— la— RExrT7o— F=F AT HICE. 1 U EOF— 7 40—V RBRMEIZARD £
T, F— 74—V FEF7e—%2KMTHrL0TYT, HF7a—0F— 7 4 —/L FiZid, —HE#HD
—EBOENREINTWVWET, ¥— 74—/ FNiE. matcha~ > REfERA L CEESINET,

input &% — 17— K& fH L, matchdatalinkmac =~ > KT+ 28R A > S E2FEE L,
Ry NT—=2 FF7 4 v 7 D—EDMAC 7 FLAICESWT 7 a—%2EK L £7,

GE)

TRV Ta— BN, H—T oA AEZITVLAN La— RIZED S THRTWND
Ve, FEIPve £7213FEIPve N7 7 4 v 7 O 7 a—F I B ER SV E T,

ZOa<wy RET 74V MREIZETIZIX. nomatch datalink mac F 7213 default match datalink
mac 72— La—Rary74Xalb—Tayavy ReEFEHRALET,

KOFITIZ, 7e—La—KOXF—7 —)LRELT, TXAMRZL->TEEIND
Ny OB MAC T RUVAZFHTHLHICEELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink mac destination address input
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match datalink vlan .

match datalink vlan

VLANID #7a—La—ROF—7 1 — /LKL LTERET DHIZE, 7e—La—RFKary7 g
¥ ol —3 3 F— FCTmatchdatalinkvlan =z~ > RZ#FEHA LE4, VLANIDZ 72 —1L 21—
ROF—7 44—V RELTHEATLZ EE2NTHITINE, Zoa~vwr FonoBNEFEHL
F9,

match datalink vlan input
no match datalink vlan input

BX DA

AU R TFI4ILE

AR E—F

input FARAZNRZELTVWERTIT 74 v 7O VLANID % —7 4 — /L RELTHRELE
—g—o

VLANID [Z3F%F— 7 4 — /L RE LTRESNTWERTA,

Ja—lLa—RFRary74F¥Fal— g

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

Ju—la—REzr7o— =X THREATIZNE, 1 2L EOX— 7 0 —)L KRBT F
T, F— 74— N FE7e—%2XBTH5HDTT, {70 —0DF— 74—/ NiZiE, —#HD
—EBOEPREENTVET, F— 7 4 —/L R, matcha~> REFEH L TERZSINET,

input % — 7 — KX match datalink vian 2~ > K233y U —27 b T 7 ¢ v 7 IZEA D VLAN
ID IZHEADNWT T —2ERT 27O OB R AR ET 27D nET,

I, TRAANZELTWA NI 7 4 v Z7DOVLANIDZ 70 —L a— RKOF—7 [ —
VRELTERETDHZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink vlan input
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match flow cts

7u—La— RO CTIS EE XTI N—T X TBIORE I N—T % T 2FHETDHITIE, 7a—
La—Rary74¥al—varE— RKCTmatchflowctsa~ > REHLET, 7 1—7%
Jh7ua—La—ROX—7 44— )L RELTHERTL2Z 2T 2L, Zoavr RO
no B ZEH L E7,

match flow cts source | destination group-tag
no match flow cts source | destination group-tag

B DEREA

ARV R TIFILE

AU RFE—F

ctsdestination group-tag CTS%8% 7 4 — VKR I N—T%F%— 74— )L RELTHEEL
S5

cts source group-tag CTS EEL 74— VK IN—T%F%F— 7 4—)LRNELTHE
LET,

CTS%BFEITRETL T A — NV R I N—T Ju—FhuakLitrve—H 77 —IDIE, F—
T 4=V RELTRHREIINLTWEREA,

Flexible NetFlow 72— L a— R 227 ¢ ¥ =2 L—3 3 - (config-flow-record)

RV —A T4y ar7 4Xalb— 3 (config-if-policy-inline)

av Y RERE

FREDHA KS14 Y

)1)—=x EERNE
Cisco IOS XE Everest 16.6.1 ooy RABEMEnEL
77

Ju— La—RET7ao— 5= CHEATAICE. 1 2B EOFx— 7 0 — L RBMLEZR D F
T, F— 74— FE7e—%2XBTH5HDTT, {70 —0DF— 7 4 —/)L KL, —#HD
—BOENEREINTWVWET, ¥— 74—/ FNiE. matcha~ > REERA L CERZESINET,

RIZ, KEIXIN—T Z T aF— T 4=V FELTHRETDHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow cts source group-tag
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match flow direction .

match flow direction

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

TJa—fuE 70—l a—RKO%x—7 4 —)LRELTRETDICIE, 7ue—La—Far7 g
¥ a2 l—3 3 F— T match flowdirection =< > RZFEHALEST, 7u—FHFaz 7a—1L
O—RKOF—T7 4=V RELTHERAT A 2T DI, Z0a~vy Fo no B aE
HALET,

match flow direction
no match flow direction

ZOa=wy FIFBIEELEFEF—TY—FEH D TH A,
Jua—HEiEF— 74— RELTERESINTWVERA,

Ju—laoa—Rary7 4 FXal—I3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o~y REAINE LT,

Ju— lLa—REx7a— F=F CHEHATHICE. 1 2L EDOF— 7 40— )L RBMEICR D F
T, F— 74—V REF7e—%KT+5L0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

matchflowdirection =~ Kk, 7r—0OFmEX—7 4 — /L RELTHFy 7T LET, T
OHEEIX. A7 —tH 7o —IZH L TH—-O7e—F = NRESINTHIEAICED
BNEHET, Flo, ANEHATIET D, 2FEF=FINTWEL 7 —%2F, BRI D
OIS 22N TEET, Z0a~vr NI, 2 207 v —BRIHF AR TV D56
I, T AR— R ENTET—ZHNO 70 —D_T 2 —HIEH-DITEISOBELH Y £,

WIZ, Zu—NRNE=Z INF-HMEx— 74— L RELTHRETHHEZ R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow direction
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match interface

ANA VB =T 2 A RAEMNA VB —T oA A% T — La—RKOx— 7 4 —/L K& LT
ETAICE, 7r—La—Rary74¥al—3 a3y E— FTmatchinterface 2~ > N&ff
HALEST, ANMA v F—T2A ALHNA v H—T =2 A A% 70— L a—RKDF— 74—/
NELTHEHATLZEEEHICTHIIE, Zoa~vr FonBEXEZHEHLET,

match interface input | output
no match interface input | output

BX DA

AU RTIHIE

ATV R E—FR

input  Afjf v —T A 2 %F—T 4 — L RELTHRELET,

output H A v —T7 = A 2%k F— 7 1 — L L LTRELET,

ANA L E—=T 2 A REMNA L E—T A AT, F— 74—V RELTHRESINTVEY
Ao

Ju—la—Rary74F¥al—I 3

av Y RERE

FEREDHA K4V

J1)—= EEAR
CiscoIOS XE Everest16.6.1 -~ oo~y R EAINE LT,

Jao— la—Rx7a— FT=X CHEHATHITE. 1 28 EDOF— 7 40—V RN F
T, F— 74—V FRFI7e—%2XBT5HDTT, £7a—DF%— 7 4 —)L FiZiE, —E#HD
—BOENPRESNTVET, F— 74—V RiE, matcha~ > REH L CERSNE T,

WIiZ, ANWA v B2 —T 2 A A%hF— 74— )L RELTRETHHERLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match interface input

WIZ, HIA v H—T a2 AA R %X — T 4— )L RELTRETDIHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match interface output
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match ipv4

match ipvd .

77— La—RO¥x— 74— /L FE LTI EDIPVE 7 4 — )V RERET DI, 77—
La—RKRar74Xalb—r gy EF—RKCTmachipvd a~> REfFHALEST, 77— L a—
RDOF— 74— RKELT1IDOLLEDIPVE 7 4 — )V REFEHATHIREELT 4 =T NMIT D
Wik, Zoa<vr FonBXRE2HHALET,

match ipv4 destination address| protocol | source address|tos|version
no match ipv4 destination address| protocol | source address|tos|version

BX DA

dedtination address *— 7 ¢ — )L & LTIPVA%EET FLAZRELE T, MOV T
I%. match ipv4 destination address # & L T< 72X,

AR TIHIE

AR E—F

protocol ¥F— 74— RELTIPVA 7 haLaRELET,

source address F— 74—/ RELTIPVASEET RLAZFRELET, sHlIZONT
I%. matchipv4 source address # & L C< 72X\,

tos ¥— 74— /L RELTIPV4ToS X ELET,

version F— T 4=V RELTIPVE Y HE—DIPN—T 3 VERELET,

a—PEFEO 7o — La—KDOF— 74— /LKL LTI DL EDIPVE 7 4 — L REHEHTS
JEIL., A X —T NI > TWER A,

Jua—la—Rary7 4 FXFal—g

avy FERE

EREDHA FS1 Y

1)1)—= TEAR
CiscoIOS XE Everest16.6.1 — oo~ N2 EAINE LT,

Jo— La—RKE7a— =X THEMATHIZE. 1 2B EOX— 70— RBNEEIZ/2 D F
T, ¥F— 74—V 7 —%2KHTH5LOTT, £7a—0DF— 7 4 —/L F|ZiX, —EHD
—BOENPRESNTVET, F— 74—V FiE, matcha~y RE L CERSNE T,

OB TIE, F— 74—V FRELTIPVE 72 haLERELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 protocol
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. match ipv4 destination address

match ipv4 destination address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv4 %6557 KL A% 7 — La—RFOx— 74— /L FELTHETDHIZIE, 7a—La—F
a7 4 F 2 L—3 3 E— KT matchipv4 destination address =~ > Kz L 9, IPv4
507 KL A&7 — La—RKOox— 74— L RELUTHEHATLIREELT 4 BE—7MZT 5
Wik, Zoa<vr FonBXREHHALET,

match ipv4 destination address
no match ipv4 destination address

ZOawy RIZEBIEELITF—U—RiZb ) £ A,
IPv4 555CT RLAEF— 74— L RELTHREINTWHERA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 = pa~<y R)EAINE LT,

Ju— lLa—REx7a— F=FX CHEHATHICE. 1 2L EDOF— 7 40—V RBMEICR D F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 74—/ R, matcha~ > REHH L CTEZSNET,

ZDawy R&ET 74V FREIZETIZIEL, nomatch ipv4 destination address ¥ 7213 default

match ipv4 destination address 7 e — La— R a7 Fab—r gy av s R LE
R

WOFITIL, IPV4SEET RL A% 70— L a—ROF— 74— L RELTHRELE
KR

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 destination address
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match ipv4 source address .

match ipv4 source address

IPv4 XZ87 FL A& 7n— La—ROx— 74— /L FE LTRETDITE, 7r— La—
Karv74¥al—3v a2 E— KTmatchipvdsourceaddress2~ > RafHLET, 7r—
La—RKOFx— 74—V RELTIPVAEEILT RLRAEFERTOIREELT 1 E—7 T 5D
WX, Zoavwr FonoBEXEFALET,

match ipv4 source address
no match ipv4 source address

X DEREA ZOawy RIZESIEELITF—V—RNEH Y £ A,

ATV R FIFLR PVEEETET RLABRF— 74— L RE L TRESNEEA,

ATV R E—F Ja—la—RKaryJ7 4 Xalb—arv
av > FERE J1)—x FEAR

CiscoIOS XE Everest 16.6.1 = o~y REAINE LT,

FRLOHA KSqy 77— Lba—Fz7o—=FTHATLH2E 1 2L EDOF— 7 4 —/L RBLEIZR Y £
T, ¥— 74—V REF7r—%2KXHTH5LOTT, £7a—0DF— 7 4 —/L F|ZiF, —HEHD
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

DA<y R&ET 74V MR EIZETIZIE. nomatchipv4 sourceaddress ¥ 7213 default match
ipv4sourceaddress 7e— L a— R a7 4 Fal—r gy avy RefHALET,

WIZ, ¥— 74—V RELTIPVIEETLT FLAZRET HHE2RLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 source address
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match ipv4 ttl

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

7a— La— RKOx— 7 ¢—/L K& LTIPv4 {7 TRER (TTL) 7 4 — /v RERET DI
X, 7e—la—Kar74X¥al—i gy F— K Tmatchipvattl 2~ REHHALET,
Jo— La—FRKD¥— 74— /L RELTIPVATIL AT R ELZT 4 B—7 T 51
X, Zoa<r Rono BERXE2HEHL £,

match ipv4 ttl
no match ipv4 ttl

Zoawy REBIEELITF—TI—NEb 0 A,
IPv4 17#t P REIFRE] (TTL) 74—V R, $— 74—V RELTHRESN T ER A,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 = pa~<y R)EAINE LT,

Jo— Lba—RET7n— 2= A THERATAICE. 1 2 EoF— 7 4 — L RBMLEZRD F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—EBOENRESNTWET, F— 7 4 —/L &, matchipvattl =<2 RZ2EH L TEHRS
nEJ,

wIZ, ¥— 74— )L RELTIPVATIL 2R ETHHZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 ttl

. Flexible NetFlow O < > F



| Flexible NetFlow 1< > K

match ipv6

match ipv6 .

77— La—RO¥x— 74— /L FE LTI EDIPV6 7 4 — /L RERET HITIE, 7u—
La—RKar74Xalb—r gy F—RKTmachipve 2~ REFHALET, 7rn— L a—
ROF— 74—V RELTIDLUEDIPV6 7 4 —/V REFEHATOIXEEZT 4+ E—TNMIT D
Wik, Zoa<vr FonBXRE2HHALET,

match ipv6 destination address| protocol | source address| traffic-class| version
no match ipv6 destination address| protocol | source address|traffic-class|version

BX DA

AR R TFIAILE

ATV R E—F

degtination address F— T 4=V FLLTIPVASESET FLAZRELET,
[Z oW CiE, matchipve destination address # & L C< 72 &
AN

protocol ¥— 74— /L RELTIPV6 7 ha L &EFHELET,

source address F— T4/ FLLTIPVASISET FLAZRELET, M

\Z oW CiE, matchipv6 source address 22 L TL 72 &0y,

IPv6 D7 4 — /L RiE, F— 74— /L RELTHRESNLTWERA,

Jua—lba—Rary7 4 FXFal—g

2v Y FRE

FEREDHA FS14 Y

1)1)—= TEAR
CiscoIOS XE Everest16.6.1 — oo~ N2 EAINE LT,

Jo— La—RKE7a— =X THEMTHIZE. 1 2B EOX— 7 40— )L ROV EEIZ/2 D F
T, ¥F— 74—V 7 —%2KHTH5LOTT, £7a—0DF— 7 4 —/L FiZiX, —EHD
—BOENPRESNTOVET, F— 74—V FiE, matcha~y RE L CERSNE T,

WOFITIE, F¥— 74— /L RELTIPV6 72 hajb 7 4 —/L REHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé protocol

Flexible NetFlow O < > F .



Flexible NetFlow 217> K |
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match ipv6 destination address

BX DA

AU RTIAIE

ATV R E—F

IPV6 5657 KL A% 7n— La—ROXx— 74— )L RELTHRETDHITIE, 7r— La—F
Y7 4 F¥a b—3 3 v F— KT matchipvé degtination address =~ > RZ{HH L £9, IPv6
SAET N A% T7n— La—RKDox— 74—V N LTHERTOREET 4 E—7 12T 5
ZiX, Zoa~vy RonoBREHEHLET,

match ipv6 destination address
no match ipv6 destination address

Zoawry RIS ELIIF—TU—FiEH D T8 A,
IPv6 585C7 RL A EF— 74—V RELTERESNTWVERA,

Jou—la—Rary74F¥al— gy

av Y RERE

FEREDHA K542

J1y—2 EEAR
CiscoIOS XE Everest16.6.1 oo~y N EAINE LT,

Jn— Lla—RET7n— =X THERATAICE. 12U EOF— 7 4 =L RBMLEZR D F
T, F— 74—V REF7e—2XTHHLOTT, £7a—0DF— 7 4 —/L FiZid, —H#HD
—EBOEPRESNTWVET, F— 74—/ FiE, matcha~> REFEHLTERSINET,

ZDawy R&ET 740 FREICETIZIL, nomatch ipv6 destination address % 7- 1% default
match ipv6 destination address 7 e — L' a— R a7 4 Fal—r g avy e LE
j—o

WO TIE, F— 74—/ FELTIPV65EET FLAZHRELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé destination address
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match ipv6 hop-limit .

match ipv6 hop-limit

B DEREA

aAavU R TFI4ILE

aAvU R E—F

Z7u—1a—RKOF—7 44— /L RELTIPV6FR Y7 VI vy bERETHIZIE, 77— L a—
Karv7 4 Xalb—3 g E— FTmatchipve hop-limit =~ R&EFEHLES, 7n— L
A—RDOF— T 4— /L RELTIPV6 Ty hDEV v a BT OREEZT 4 E—7 LI
THICE, Zoavr FonBXEEHLET,

match ipv6 hop-limit
no match ipv6 hop-limit

ZOawy RIZESIEELITF—V—RNEH Y £ A,

a—PEHFEDOP 7o — L a—FDF— T4 — )L FELTIPv6 Ay 7 Uy FEEHTIRE
. T 7/ FTAX—=T N> THERA,

Ju—la—Rary74FXal—I3gv

avy FERE

EREDAARZA Y

J1)—= EEAR
CiscoIOS XE Everest16.6.1 o~y R EAINE LT,

Ju— La— RNy 77— B X THEHATAHICE. 1 2L EDOF— 7 40— L RN EIZR Y F
T, F— 74— N RFEI7e—%XTH5HDTT, £70—0DF— 74—/ RiZiX, —#HD
—EBOENPBRESNTVET, ¥— 74— /L NiZ. matcha~ > REERA L TERINET,

WIZ, F— 74—/ RELT7r— by bRy Uy hERETHHEZRL
i—a‘o

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé hop-limit
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match ipv6 source address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv6 EEILT RL A& 7n— L a—RDO¥x— 74— /L FE LTRET DHITIE, 7r— La—
Karv74¥al—v a2 E— K Tmatchipvesourceaddress2~ > R&EfHLEd, 7r—
La—FRDOFx— 74— /L FELTIPVOXELT FLRAZBEHTHIRELT 4 E—7MWIZT 5D
WX, Zoavwr FonoBEXEFHALET,

match ipv6 source address
no match ipv6 source address

ZOa=y FIZFBIEELETZF— TV —FEH D TH A,
IPv6 EETLT LA EF®— 74— L FELTHRESNLTWERA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscoIOS XE Everest 16.6.1 = pa~<y R)EAINE LT,

Ju— lLa—REx7a— F=FX CHEHATHICE. 1 2L EDOF— 7 40—V RBMEICR D F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 74—/ R, matcha~ > REHH L CTEZSNET,

DA<y R&ET 740 MR EIZETIZIE, nomatch ipve sourceaddress ¥ 7213 default match
ipv6sourceaddress 7o — L a— R a7 4 Xalb—vary avr ReEHLET,

WIZ, IPV6IEETET L A2 ¥ — 74— L RELTHRETHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv6é source address
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match transport .

match transport

77— L a—KRKO¥— 74— /L RELTIDUED NI UVAR—F 74— )L REFRETDHIZ
X, 7e—La—RFK ar74¥a2lb—3 3 F— FTmatchtransport =~ > RZ&H L%
T, 77— L a—KRKOF— 74— L RELTIDOUED N TV RAR—F 74—/ REMHAT
BREET 4 B—TNMZTDI0E, ZDa<vr FonoERNaEHHLET,

BX DA

destination-port % — 7 ¢ —L K LC kT2 2HK— haded— k& kiE LET,

source-port F—T 4=V KRELTHF TV AR—FEETR—FERTELET,

AR R TFI4ILE

ATV R E—F

NIV AR—=F 74—V RiE, F— 74—V RLELTHREISNTWERE A,

Ju— La—Rar74¥al— gy

avy RERE

FEREDHA FS1 Y

)1)—= EEAR
CiscoIOS XE Everest16.6.1 — oo~ N EAINE LT,

Ju— la— R RE7o— F=F HEATIICE. 12U EOX— 7 40—/ RBMLE|ZRY F
T, F— 74— FI7e—%2KXBT5HLDTT, £7a—DF— 7 ¢ —/)L FZiE, —EHD
—BOENPRESNTVET, F— 74—V FiZ, matcha~ > REH L CERZSNE T,

OB TIX, s8R — 2% — 74— FELTHRELET,

(config) # flow record FLOW-RECORD-1
(config-flow-record) # match transport destination-port

ROPITIE, FEXAR—FE2F— 74—V FELTHELET,

(config) # flow record FLOW-RECORD-1
(config-flow-record) # match transport source-port
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. match transport icmp ipvd

Flexible NetFlow 217> K |

match transport icmp ipv4

ICMPIPVA DX A 74—V KEa— K 74—V R&E70— La—FDX— 7 4—/LKEL
THETDHITIE, 7e—Lba—Rar7 X aL—3 3 F— K Tmatchtransporticmpipv4
a<w REHFEHALET, ICMPIPVE DX AT 74— REa—RK 74— )L RE7r— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5HI2F. Z0a<wy RO noBRAE
EALET,

match transport icmp ipv4 code|type
no match transport icmp ipv4 code| type

BXDEREA

AU R TIAIE

ATV R E—F

code [CMPIPv4 =— R&F¥F— 74—/ RELTHRELET,

type ICMPIPv4 ¥ A %% — 74—V RE L TCRELET,

ICMPIPV4 DX A 74—V KL a— R 74— )L REF— 74— /L FELTREINTNE
A,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA K54

J1y—2 EEAR
CiscoIOS XE Everest16.6.1 — oo~y N EAINE LT,

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTHHLOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFERHLTERSINET,

RIZ, ICMPIPV4 2 — R 7 4 — )L R&F— T 41— /L RE LTRET DB Z R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 code

wIZ, ICMPIPVA Z A7 74— )L R&EX— T 4 — )L RE LTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 type
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match transport icmp ipvé .

match transport icmp ipv6

ICMPIPV6 DX A7 74—V KEa—RK 74—V R&E70— La—FDOFX— 7 4—/LKEL
THETDHITIE, 7e—La—Rar7 X aL—3 3 F— K Tmatchtransporticmpipvé
a<w REHFEHALET, ICMPIPV6 DX AT 74—V REa—RK 74— )L RE7m— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5I2F. Z0a<wy RO noERAE
EALET,

match transport icmp ipv6 code|type
no match transport icmp ipv6 code| type

BXDEREA

AU R TIAIE

ATV R E—F

code [Pv6ICMP =— K& ¥%— 7 4 — /L R LTHRELET,

type IPv6ICMP ¥ A %% — 7 4 —/L RE L CRELFET,

ICMPIPV6 XA 7 74—V FBLORa—FK 74—/ REFx— 74— L FELTHEREINLTN
A,

Ju— lLa—Rar74¥al— gy

avY RERE

) y—2 LENE

CiscoIOS XE Everest16.6.1 oo~ N EAINE LT,

FEREDHA K542

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTE2LOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFEHLTERSINET,

WOFHTIE, IPVOICMP 22— K 74— /L R&EF— 74— /L RELTHELET,
Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # match transport icmp ipv6 code

WOHFITIE, IPV6ICMP ¥ A 7 74—V R&EF%F— 74— L RELTHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipvé type
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. mode random 1 out-of

Flexible NetFlow 217> K |

mode random 1 out-of

FURENY T T BT L, Flexible NetFlow V> 77 — D3 v EEZFRET 51
X, oI —ar7 4 X2l —3 3 F— KTmoderandom lout-of =<~ F&EFEHL*
7, Flexible NetFlow ¥ > 77— 7 o MERRIERZHIFRT 212X, Z0a~» Fo no B
ERERALET,

mode random 1 out-of window-size
no mode

BX DA

AU R TFI4ILE

AR E—F

window-size /4y NEJRIRT DT v R A R24EELET, HBETE 540132~ 1024
‘/C:\—g—o

VT T —DF—RFENTy MHRITHRES N TWVER A,

Yo7 —ar 7 4 Fal—T g

avy FERE

FRLEDHA KS1 Y

\}

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

FNRA AT, FH4ODEAEDOY L FF7—RNIFR—FENTWET, &7y ME., hF 74
G RB—=V DA T AL, T=F ) o7 ZERET D200 —W2 & 572 8o
HHETERESNET,

3l

G¥)

deterministicx¥ — 7 — R, 2 RIAL L DO~ILVT A RY U AICERENETH, AR— b
S TWEE A,

KOFTIZ, T4 R AL 1000 T ALY T ThAX—T I LET,

Device (config) # sampler SAMPLER-1
Device (config-sampler) # mode random 1 out-of 1000
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option .

option
Flexible NetFlow 7 B —T7 AR—=Z DA T2 a DT —HRT A= EFZETHITIE, 7
O— T/ AR—H a7 4FXal—arET—RKToptiona~> FEEfALEY, 7o—=
JAR—BDF T arDF—8 RTA—ZEHIGRT 5121, Zoa~vr Ko no B4
LET,
option exporter-stats|interface-table | sampler-table [timeout seconds]
no option exporter-stats| interface-table| sampler-table

BX DA exporter-stats Tu— T AR—ZOMEHERA T a v ERELET,
interface-table T —T I AR—=EDAHE—T 2 A AT —T VAT =

CEHRELET,

sampler-table TJu— T AR—=EDTI AR— kYT T— T —T )L

AR R FIAILE

AU FE—F

T arERELET,

timeout seconds EE) 7a— == AR—FZDOF S 3 OFEREZH
BALCHRELET, IHETE H#MIT 1 ~ 86400 T, T
7 4V MiZ 600 T,

ZA LT T ME600 TS, MOTXTOFTvary F—F RIA—FFHRESNTNEY
Ao

TJH— TV AR—HF AT 4 Xal— 3

avy RERE

FRLEDHA KSA Y

1)) —=x EEAR
CiscoIOS XE Everest16.6.1 — oo~ R EAINTE LT,

optionexporter-stats =~ > R&ZF{79 5 &, La— N A ML #ESR ATy Mg
E. 7 AR—Z OFFHERPEHICEFE SN ET, Zoa~vr FEEALT, a7 ik
ZETHTI AR—F ba—Rory MAKRZRMLY 9, A7 a DX A L7 7 R T
IE. LAR— ERREEINIHEEZERT T ET,

option interface-table =~ > K& FE4T795 &, A7V ar T—7ANEMHICHEINET,
IOFTvar T NEFEHLT, a7 E7a— La— RIS T2 SNMP A
VH—T 2 AARAA VT I AEEZEA L H—T 2 AL~ T LET, AT varoxA
LT RTHE, VAR IMREESNLOBHEEZERTEET,

option sampler-table =~ > R&3FEfTT 5 &, A7V ay T—7UNEMMICEEFEINET,

COF T arT—7M%, HEY U T T —OREOHMPEENTEY ., ZhE2EHAL T,
AL AIMEEOT7n— La— RCEESNTWDE 77 —1ID &, 7 a—0O#KEHERD A
T Ty PR EILY Yy BT LET, A7 arOF A LT YU MTHE, LAR—
FREESNDOBELEETEET,

Flexible NetFlow O < > F .



Flexible NetFlow 217> K |

. option

Zoa<y RET 740 MREICETIZIL, nooption £ 7213 default option 7 17— T 7 AR —
ZarZ 4 Fal—varavr RefHALET,

KOFITIE, Yo o7—F 7> ar T—TNDOEMREEEA F—T NI LT, =
VIR TYH T T—IDEY T T7—DH AT L — NI~ B I TBHEEZRLE
—éqo

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option sampler-table

WOBITIE, Va— R, a1 M HESINEZAATy MR E, =7 AR—FOF
FHHEROEMM B E 2 A X —T N T D5 HFEEZRLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option exporter-stats

WOFITIE, A7 ary T—TLOEMNREEEA X—T NI L, FO4 T 9
F—TNEaL I X TERALT, 7u—La— RIZEEEIN TS SNMP A o & —
T2AAA LT I A A H—T 2 AZII~ BT 55 ER2RLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option interface-table
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record

record .

Flexible NetFlow 7 @ —Ft =X D7 a—L a— R&ZBINT 220k, 7e— =% a7 ¥ =
L—3 v F— RCrecord =~ R&{#EH L F I, Flexible NetFlow 7 2 —F =4 D7 1 —L
a— REEIRTAICIE. Zoa<ry FonBRaMHLET,

record record-name
no record

BX DA

AR TFIAILE

aAvU kR E—F

record-name EFIERE L2 —VPERO T o — L a— FOLRT,

Zua— La—RFIRESNTHEREA,

TJH—F=HF a7 4 Xal—Tgy

avy FERE

FRLEDHA KSA Y

\}

1)) —=x EEAR
CiscoIOS XE Everest16.6.1 — oo~ N EAINTE LT,

Ta— =T, v vz NVORNEBLORLA T YU FEERTHLa— K34
ECTT, 70— BRI EIERFRERFALI—FR 7x—~> "D 1 22#EHTHZ
LY, Bk —YRMEDOLa—F 73—~y FEERTHZ L TEET,

il

GE)

7r—E=%Trecord 2~ RO/RT XA —FZEHEF HHEGIZ, noip flow monitor =~ > K%
BHLT, $_XTOAS L E—T 2 A ANSEAFALDO 70— =4 ZHIRTH50ENH Y £
R

WOHITiL, FLOW-RECORD-1 ZfFEHTA L5 Ic7rn— E=FE2RELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# record FLOW-RECORD-1
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. sampler

sampler
Flexible NetFlow 7 & —4% 7" — ZAER T 2 H2BEAF D Flexible NetFlow 7 7 —H 7T — %28
¥ L. FlexibleNetFlow 7 — %> 7T —ar 7 4 Fal—va vy T— RGBT HIE, 7
0= L a7 4 Xalb— g E— RRCsampler 2~ REFHLEST, 77 —%H|
B si2id, Zoa<wr FonoJBRAEMH L £7,
sampler sampler-name
no sampler sampler-name

BX DA sampler-name (B 7 13AE T D 70—V 7T — D4R,

AR TFIHILE

AUk E—F

Flexible NetFlow 7 @ —H 7 J — 3R EINEH A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

Jiy—=x EEAA
Cisco IOS XE Everest 16.6.1 = o~y RMEASNE LT,

Ta—Y T T3 INLTy MERIRTLZE T, "I T4 v 0 BE=2T 5700

|Z Flexible NetFlow (2 X > CTHx v b T —2 T, A THELL2AMEEBT H7-OICHH SN E

T, Ty MO I#%lh&/%®ﬂATﬁ/7)/7v%%% RELET, 7D%%/
—IX. V7V 7 &7z Flexible NetFlow # 34 272Dl 7n—=F L L T

B —T oA AZHEHENET,

7D~%ijyﬁ%4* =TT DI, NI T v 7T L T, T r— =4

CEIDYTHLa—RERELEST, 14— 7I4X YT —mE TR =X i
%ﬁét\ﬁ/7)/7éﬂtﬂﬁ/%iﬁ/77 ko THRESNZL— FTHOfrah,
TR —E=HIIHINT A7 e — ba— RReiahET, ot shds sy v e— L a—
RIZ Lo THRESINLEFEELTTETHE, 7r— =% Xy v alliBMESnEd,

Wiz, 7ua— B 7T —D4h SAMPLER-1 Z1Ed 5612~ L £9,

Device (config) # sampler SAMPLER-1
Device (config-sampler) #
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show flow exporter

TJu— T AR—HD

show flow exporter .

AT —F AL HEHERAFRT 5121, $#HE EXEC & — K T show flow

exporter 2~ > REFEALET,

show flow exporter [export-ids netflow-v9|[name] exporter-name [statistics|templates]| statistics

| templates]

i
&

B DR

export-ids netflow-v9

(f=E) =7 AR— FAlGEZR NetFlow N"—2 3 9= 7 AR— | 7 —
JIWREZDID ZERLET,

name

(EE) 7u—x 7 AR—ZO4HIERELET,

exporter-name

(EE) ENCRESNZ 7 a—x 7 AR —Z D4,

statistics (ER) ¥ _XCo7n— 2 AR—FEIHESNZ7r— 27 R
N— 2 OfEHEREZ TR LET,
templates (EE) T Co7u—xJ AR—FEHFEESNZ7a—x7 X
W= DT T L— MERERRLET,
ARV EFIAAE AL
avy R E—FK it EXEC
av Yy FER Jy—2= ERERE

CiscoIOS XE Everest16.6.1 — oo~ R EAINE LT,

WIZ, T3 ATRE
WAEFTTHEERL

SNTVWATRTDTI O —T 7 ZAR—EDAT—H A L §EHE
7,

Device# show flow exporter
Flow Exporter FLOW-EXPORTER-1:

Description:
Export protocol:

Exports to the datacenter
NetFlow Version 9

Transport Configuration:
Destination IP address: 192.168.0.1

Source IP address: 192.168.0.2
Transport Protocol: UDP
Destination Port: 9995

Source Port: 55864

DSCP: 0x0

TTL: 255

Output Features: Used

ROFET, ZOHAIZ

FRENDHEHELR T 4 — )L FIZHOWTIBA L E4,
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. show flow exporter

% 1:show flow exporter ® 7 1 — )L K DE5BA

T4—ILF AR

Flow Exporter BRELIE 78— 7 AKR—F D4,

Description T AR—ZIIERE LA, £ —W
EFRDT 7 4V ~OFH,

Transport Configuration ZDTY AR—=HDNT U AR— FRIET 4 —
VR,

Destination IP address BEHARARNDIP T FLA,

Source IP address T AR— SNy NTHEASND B

ZI0IP 7 RL A,

Transport Protocol T AR— STy FTEAENAD B
TUAR—NET R R A,

Destination Port T AR—FENT Ny REEEIND5E
4 UDP AR— k,

Source Port T AR—=bFENT Ny PREEENDE
{55C UDP R— b,

DSCP Differentiated Services Code Point (DSCP;
DiffServ =— K AR"A > ) i,

TTL TF165¢ v RE AR RS AL,

Output Features output-features =~ o RBMEH L7202 E 5
MWERELES, Zoavy RAMERIND
& . Flexible NetFlow =27 AR — k /3w |k
THBRENFEITINET,

KIZ, TRAATRESN TN D TRTOT B —T ) AR—F DAT —H A LG
WaFoRT ol R LET,

Device# show flow exporter name FLOW-EXPORTER-1 statistics

Flow Exporter FLOW-EXPORTER-1:

Packet send statistics (last cleared 2wé6d ago):
Successfully sent: 0 (0 bytes)
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show flow interface .

show flow interface

A H—7T = A AD Flexible NetFlow iR ER L OAT—F A& FR_T5HI121%. ¥iHE EXEC £ —
R show flow interface =~ > R&{#FEH L £,

show flow interface [type number]

BX DA type (fI:7&) FlexibleNetFlow 7 H 7 v F 4 v VR EERERFTTHA L Z—T = AD
B2 AT,
number  ({1:#) FlexibleNetFlow 7 H 7 > F 4 v VA ERBBEFRTHA L X —T =24 AD
&5,
2RV FE—F FEHE EXEC
av Y FRERE Jj1)y—= EERNAE

3l

CiscoIOS XE Everest16.6.1 — oo~ N2 EAINE LT,

W, A=Yy b A Z—TxAZ%0/0 & 0/1 D Flexible NetFlow 7 A7 T 4 v 7
REEFRTTHHERLET,

Device# show flow interface gigabitethernetl/0/1

Interface Ethernetl/0

monitor: FLOW-MONITOR-1
direction: Output
traffic(ip) : on

Device# show flow interface gigabitethernetl/0/2
Interface Ethernet0/0

monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): sampler SAMPLER-2#

ROEXT, ZOWNIFERENLEERT —/V FEBRHLE7,

% 2: show flow interface M 7 « —)L KD3:BA

T4—IL K |5

Interface | fFHAWEH SN DA v F—T = A A,

monitor A =Tz A ALRICREZIINLTWD 70— =X DL4Hi,
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. show flow interface

J4—JL K |E4B8

direction: |7 —F=H | ZLHoTE=ZXZINTWA T T 0 v 7 DAL
WOIEDFIHETT,
elnput : 1 =T =2 A ANRZELTWDL T T4 w7,

«Output : f V' F—T =2 A APEEFELTWVWDL T T 1 v 7,

trafficlip) | 7o — =2 N@FEE— R LTI —F—FRDOELLTHINERLET,
WO AIRETT,
eon : WHFET— K,

esampler : ¥ 77— F— K (7T —DL4FTbERINET) .
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show flow monitor .

show flow monitor

Flexible NetFlow 7 0 —F =% D AT —Z A L #FHEMZ TR+ 5121, Ki#HE EXEC £E— KT
show flow monitor =~ > R&HEH L £9,

BX DA

name (EE) 7o— =4 04HizfHEL £,

monitor-name  ({£:3) FANCRE S N7 17— =X DA,

cache L) 7u— F=FDF v v 2DNEEZFRLET,
format UEE) TAAFLAWADT 4 —~ > b AT a v OWPRrEHEATS
ZLEEEELETY,
o (ILE) 7r— FE=40X ¥ v aONEEN~EE Vi (CSV) BT
FRLET,
record fEE) 7a— F=F DXy v a2 ONEELa— FEXTERLET,
table (fEE) 7R—F=2 0% ¥ v a2 ONEEREATERRLET,
statistics (E8) 70— =4 oz R LET
AR E—F F#HE EXEC
avy FERE 1)1y —2 TEARNE

FEREDHA RS2

3l

CiscoIOS XE Everest16.6.1 — oo~ N2 EAINTE LT,

cache ¥— U — RFTlE, F7 4/ Tl a— FNERXMEF IS E T,

show flowmonitor monitor-namecache =< > KOF 4 A7 LA HINZEEN D RILFDT —
v R&IE, 7 a—0Oi#BIIZ Flexible NetFlow 23MEH 325 % —7 4 —/L K ¢7, show flow monitor
monitor-namecache 2~ > RDF 4 A7 LA HINZEENEH/INLFD 7 4 —/)L R4 1%, Flexible
NetFlow 3% ¥ v > 2 DBNT—4% & L THEEIET HIEF—7 41— K TT,

ROFITIEZ, 70— F=FDATF—XA%ERELET,

Device# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
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. show flow monitor

Active Timeout: 1800 secs

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 3:show flow monitor monitor-name 2 1« —)L K M E788

T4—ILF e

Flow Monitor |Z%E L7-7 02— E=% O4Hil,

i B T HICRE LIZHH, 3= EROT 7 4L O,

Flow Record TJa— =X \ZE Y THENET7e— La— K,

Flow Exporter | 7o — =X |CE|Y Y ToHNIF-T T AR—H,

Cache Ta— =4 DXy v 2 BT D1,

Type TH— E=H DXy v o XAT, ZOMIEE I normal 720 FF, Zh
DHg—PR—FZNTWDLFx ¥ vz XA 7 TT,

Status TH—=F=HDXY vV aDAT—H A,
ROMEH ATRE T,

eallocated : ¥ v DB Y THNTWVWET,
* being deleted : ¥ ¥ v ¥ a2 DHIFRINLTWET,
enotallocated : v v aNBN LB TEHNTWER A,

Size BUEDF ¥ v 2 A X,

Inactive Timeout | JE7 7 5 ¢ 7 Z A4 L7 7 NOBIEDOM (FPEALL)

Active Timeout |77 7 ¢ 7 % A4 57 v hOBUEDM (FPHANL)

W OF| T, FLOW-MONITOR-1 &£ WHAFID T 01— FT=HDAT—H A, it
., BLOT—¥E2F R LET,

ROEXT, ZOWNIFERENLEERT —/V FEHHLET,

WOFHITIL, FLOW-MONITOR-1 & WIHLARID 70— FE=FZDAT—F X it
W, BT —#2REATERLET,

WOHTiE, FLOW-MONITOR-IPV6 £ W) ZRTD 7 v — F=X (Fx v 2|l IPv6
TR B DAT—H A, WHEHIER, BXOTFT—%%2 1L a— NEXTERLET,

ROBITIE, 7r— E=FDAT—F A LFEHEREER R LET,
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show flow record .

show flow record

Flexible NetFlow 7 22— L 22— KD AT — X A LGS A2 FoRn T 51213, $54 EXEC £— K
T show flowrecord =~ > R&EFEH L £,

show flow record [[name] record-name]

BX DA name (EE) 7e— La— RoARIzEELET,

record-name  ({£%) FIlCREINFE2—FERDO 70— L a— RO,

AR RFIALE AL

ST FT_F lEEXEC

av Yy FER )1)—X EEAR
Cisco 10S XE Everest Zhavwry RPREAINE LT,
16.6.1

&2, FLOW-RECORD-1 D 25 —# 2B L OHBE R A ZRT A0 2R LET,

Device# show flow record FLOW-RECORD-1
flow record FLOW-RECORD-1:

Description: User defined
No. of users: 0

Total field space: 24 bytes
Fields:

match ipv6 destination address
match transport source-port
collect interface input
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show sampler

Flexible NetFlow > 77 — D AT — & X L ifEHEHR &2 FKn§ 512X, FiHE EXEC “E— R C show
sampler 2~ REFEHALET,

show sampler [[name] sampler-name]

Flexible NetFlow 217> K |

BX DA name EE) P77 —04HERELET,
sampler-name  ({1&) RiCEE S 77 —D4T,

AU RTFIALE EL

aAXURE—R FiHE EXEC

av > FERE J1)—x FEAR
Cisco I0S XE Everest Zoa~wy RBEASNE LT,
16.6.1

I, RESNT 70 —H 07T —F _XTORAT—Z X LiEHE#RE £rT 20 % =

L/i‘é—o

Device# show sampler

Sampler SAMPLER-1:
ID:
export ID:
Description:
Type:
Rate:
Samples:
Requests:
Users (0):

Sampler SAMPLER-2:
ID:
export ID:
Description:
Type:
Rate:
Samples:
Requests:
Users (1):

flow monitor FLOW-MONITOR-1

2083940135

0

User defined
Invalid (not in use)
1 out of 32

0

0

3800923489

1

User defined
random

1 out of 100
1

124

(datalink,vlanl)

0 out of O

WDFET, ZOHNIERINDIEERT 4 —/V REHALET,

%= 4: show sampler D 7 1 — )L K DE5BEA

J4—ILFK

B

ID

To— %77 —DIDES,
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show sampler .

J4—ILFK

A

Export ID

Ja— Yo ST —Dx 7 AR— D ID,

Wi

Ja—H 7T —IIRE LM, £ —
PEZRDT 7 /v kDA,

Type

Ta— YT —ICRE LYY T
;E-b— F\O

Rate

Ta—HY T I —IIRE LY 4 KU YA
X (X y PO , fEETE 2HEMAI
2 ~ 32768 T,

Samples

T —H TR ELTNL, E2ET
NARAEFHEB L O 7Y 7 Eniz
NIy RO, ZOEIE, T T4y OW
TN T INEEINE D N ERET DT DI
YT TR SN L X ICEHEISE &
ZE L2 L R U T, Z DFED Requests
74—V ROFAESBL TSN,

Requests

K774y D% 7 TRBENE S )
BRETAHLEDICY TR S
[m%%,

Users

Ju— P T IT—RNREINDA L H—T =
/I)Xo
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source
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Flexible NetFlow 7 B —=T 7 AR —FZ N HIRFEEINDTXTONNT Y FOEFEILTIP T RLVAD
A B =T 2 ABHRETHIZIE, 7o— T AKR—HF a7 4FXalb—rarE—RT

source 1< K& L %4, Flexible NetFlow 7 2 —T 7 ZAR—F NEHEEENDTXTO
N7y ROFETIPT RLADA VX —T7 oA ZA&HIBRT512E, Zoa~r Rono sz
FEALES,

source interface-type interface-number
no source

BXDEREA

AR R TFIAILE

ATV R E—F

interface-type Flexible NetFlow 7 2 —T 27 AR—ZINHEEENDL 37 v FDOEEITCIP
T RUVAMIFIHERATAIP T RLADA 2 —T =2 ZADX AT,

interface-number  Flexible NetFlow 7 2 —T 7 AR— & B EE SNDH /37 v FDOPEEIE 1P
T RURAMFTIERTIIP T RLADA L H—T = AE .

Flexible NetFlow 7— % 7 Z A&k ET A4 0 X —T 2 A ADIPT RLVAN, EEFExXIPT KL
AL LTHEHENET,

TH— TV AR—HF AL T 4 Xal— g

2% FEE

FEREDAHA RS>

)1)—=x TEAR
CiscoIOS XE Everest16.6.1 — oo~ R EAINE LT,

Flexible NetFlow 235 E9 5T —H 7T AMI—B LIZEETXIP 7 RLVAEHEHAT S Z &L oFf A
LLT, UFBEENET,

* Flexible NetFlow (2 L W =7 AR— N ENDBT —F 77 LDXEITLIP 7 KL A X, Flexible

NetFlow 7 —Z N EL HDT SA ANGERIET 203 E BT 572012, 5L AT AL -
THEHENET, T3 AN BFE5ET AT AT Flexible NetFlow 7 — % 75 A& %EET 5
DIEHTE D ANK Y NU—7IZE8EH Y, EETLIP T RLRAZESET 5 5(E A
VHE—=T 2 A APFESNTWRWGE, T AT —4 7T LBREEINDHA v H—
T2 ADIPT RV A%, T—X 7T ADEEFILIP T RLALLTHEHLET, 205
B BT AT AEFEI LT AN, ANBEFITLIP T KL AN R 5 Flexible NetFlow 7 — 4
T LEZIETHBRENHY £, 5LV AT LN, BAEDEETIP T RLAEEHOR
UF /34 A2 )36 Flexible NetFlow 7 — % 75 L&ZAETH &, 505063 AT MIER D57
A AMBIFEENT-H D L LT Flexible NetFlow 7 — 4% 77 A& ALEL L £4, sy AT
L 73 Flexible NetFlow 7 — 4 77 L& S7e B 7 A A HEESncbo & L TUE L
WE DT DITE, SRV AT LANT NANA ATTRTOAFREREFICIP T FLANDLE
{9 % Flexible NetFlow 7 — % 7 5 A % BEi—® Flexible NetFlow 7 2@ — 288125 X 9 1C,
SV AT LERETDHMERHY £,
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3l

source .

« T —H T T NEIEV AT DMIEET HOIHATE 28O v X —T A ANT A
A RZHY | source a2~ REHRE L TUWRWEE4E . Flexible NetFlow N5 7 o v 7 &3
AT DT OINERLT DT 7 ERA Y A NMZ, A F—T 2L ADIPT FLAOT Y
ZBIMTA20ENH Y F9, BEEIDIEE LD D FlexibleNetFlow 7 7 ¢ v 7 Al L.
AAREEILNBIZT vy 7257127 78 AU A N &AERd KOMER 2 2 &3,
Flexible NetFlow h 7 7 4 v 7 2T AR — T HTNA AT LIZH—DIP 7 RL R
Flexible NetFlow 7 — % 77 LOEEILIP 7 RLUAZHIRT 5 &, L VMHHEICIT25 L9
2720 F9,

AE source M VA —T A AL LTRETAA LV F—T oA AT, BEENTZIP T KL AN
BTHY, ToTENTWILLEND Y £,
Evh swurcea~r RTHRELIEA VZ—T oA A LTR384 L2854 . Flexible NetFlow

T AR—ZNE, T—E T TEANEREENDIA L H—T oA ADIPT RLAET—H T T A
DEFEITLIPT RL AL LTHERT LT 740 OBEICEY £9, Z OREE RS 521X,
N—T NN J A B =T f ALEEFIA I —T A AL L THEHALET, 2. —7
Ny I A B =T oA APYBIA VX —T = A ATHRAET 5 A[REMED & 5 —FE) 7245 1k o A
BTN T2 D T,

ZDa~xy RET 730 MREICETIZIX. nosource £ 7213 default source 7 72— = 7 AR —
Farv 74 Xal—Yay avy ReEERALET,

WIZ, NetFlow T 7 4 v 7 DFEETCA L Z—T 2 A AL LT, V—T RNy 7 L H—
7 A A &EHT 5 X 5 I Flexible NetFlow R ET 564~ LE 3,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # source loopback 0
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template data timeout

Ta— T AR—BZ T T — N T —EOFREOX A LT 7 N ERRET DL, 78—
T AR—H a7 4 X2 L— 3 F— K Ttemplatedatatimeout =~ > K2 H L F9°,
Tu—TJ AR—=FOEFEEDOZA LT T MEHIBRTDIZIE. Z0a~<r Ko no B E 6
l_/\ijﬁo

template data timeout seconds
no template data timeout seconds

BX DA

AU R TFI4ILE

AR E—F

seconds FHHAAZD X A LT 7 METT, FETE HHFAIEL 1 ~ 86400 T, 77+ /L M
600 T,

TN DT O— T AR—HF T T — FEEOXA LT U ML, 600 T,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

Ta— T AR—EDT S — s T I, AR FENDHT—F L a— KGR
ENTWET, MISTEHT7TL— R L TrF—% La—R&7a— K52 LI T&ER
Ao templatedatatimeout =~ RZEH LT, ZNbDT 7 b — a7 AR— M58
BEZHIAE L £,

Zpawy RET 740 MEREICETIZIL, notemplate datatimeout & 72 1% default template
datatimeout 7 — L a— K =7 AR—& a~< R&EHLE7,

WOFITIE, 1000 E N H A LT T MIESWTT UL — FOFEEEEZRELE
7,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# template data timeout 1000
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transport [

transport
Flexible NetFlow D 7 0 —=X 7 AR—F D N Z L AKR— 70 faVEEETHITE, 7a—
T AR—H a7 4 X2 lb— gy F— RKCtrangport 2~ > R&EEHLES, 7r—=x
JAR=ZD T AR—=F 7 baLEilRT 21203, Zoaxr FonoBAZEH L E
R
transport udp udp-port
notransport udp udp-port

WX DA udp udp-port hZ > RK— |k Fu k=ad LT User Datagram Protocol (UDP; =2— 5 —

AU R TFI4ILE

AR E—F

XTI A 7abhan) #HEEL, UDPAR— FEEEZHEELET,

Ju— T/ AR—ZTX, UDP ZR— |k 9995 THEH L1,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

)1)—= EEAR
CiscoIOS XE Everest 16.6.1 = o<y RREAINE L1,

Zoawy R&ET 740 i EIZRETIZIEL. notransport & 7213 default transport flow exporter
a 74 FXal—aryavry REFEHALET,

wIiZ, hTUAR—K Fa bajt LTCUDP #%EL. UDP AR— & E % 250 IZ3%
ETHEZERLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# transport udp 250
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ttl

FEETRERSR (TTL) A/ ET AL, 7e— TV AR—F a7 X2l — g2 F—F
Tttla~> FEEALET, TTLEZHERTSI2E. Zoa~<v>r FonBEXEEA L £,

ttl ttl
no ttl ttl
X DERHA ttl =/ 2R—FENTZT—F 7T LOFERATRERR (TTL) i, 5E T 2#PHI% 1 ~ 255

Td, 774/ ME255 TY,

ATRVEREFI4N L TR T AR—HZ T TTILAE 255 BMEA STV ET,

AYUEE-F TR— LI AR—F arT 4 Xal—vay
avy FERE 1) —2 FEAE

CiscoIOS XE Everest 16.6.1 — oo~y RABASHE LI,

FEREDHA KSq4y O~y FE27T 740 MREIZRETIZIE,. nottl £72iT default ttl 7 m— =27 AR—% 2
T4 X¥al—aravy REHEALET,

Wiz, TTLE 15 Z2f8ET HHl2 R~ LET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# ttl 15
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