LRAE

SSH :25E ) X.509v3

* SSH up\niEo) X 509V3 anEl:ﬁ = 1 /\O_:\/\\

SSH FZEE0 X.509v3 FEBAE

SSH Z23F D X.509v3 FEFAEMEREIL. — SN T X5090v3 T O FLVEFAEAZEH L, ¥¥=27 v =
V% (SSH) ‘H_”—/\LEIJVC:L ‘&uunﬁ%'{ﬁﬁﬁ L/ij‘

ZOFEY2—NVTEH, TUXNGERAEROY—ARBLI P2 —YIRAET O 7 7 A NV ERET D
FEIZOWTHBHLET,

SSH n:unIEo) X.509v3 nIEEﬂiw H”*IEE%#F

* SSH #EFED X.509v3 FEBAEREEE Cld. ip ssh server authenticate user =~ > KO H D (T ip
ssh server algorithm authentication =~ > N7V E A I 41U E 9, ip ssh server authenticate user

Ay REeHTLL, ROBEEA vy E—UNRRENET,

Warning: SSH command accepted but this CLI will be deprecated soon. Please move to new
CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh server
authenticate user” to make CLI ineffective.

° ip ssh server authenticate user =~ > FOZELZ (T 72\ 9123 5HIT1E, default ip ssh
server authenticate user =~ > RAfEH L EF, D%, 10SEF =7 > =/L (SSH)
B —/31Z ip ssh server algorithm authentication =~ > R & L Tl L 9,

SSH :Z:F ) X.509v3 SFARZE D #I|#9E 18

* SSH #BFED X.509v3 GEFEHEEE D FZHEIT, 10S EF =27 > = /b (SSH) H—MANZ D A3
TEET,

* JOS SSH #—/3%. 10S SSH —]j-w«/\ff)ﬁlj@'lj‘»*/\ki()\l**‘]j‘pmp IZ DU\, x509v3-ssh-rsa 7
NTY XL RX—=Z2ADFAEDOHLZHFR—FLET,
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SSH SBEI () X509v3 SIBAE |
B ssHZERO X503 EHECET H1EH

SSH nrunIEFﬁo) X.509v3 nIEEJEJ%lZFaEE]?'é'%*&

TURIEIAE

AEDOF L, ABBAX— L ZDBAEDTAT T 4T 4 EOBEEORIITIKIFL 7,
X.509v3 T (RFC5280) OF X NVGEEIL, 7AT 0T 47 4 OEREFATTHDIHEH S
NET, FETE 50— FNEIER & 2 O RIGEIIEIIC X 2 B4 OEHIC K- T, fREDAR
BLX—LREDT AN TAT T AT ADBNNA L RENET,
NHF— A T7TANTIZF v (PKI) O T ARMKA Y NI, TV NVGEHEOFIIKEND
T, FFAELE N T A MRA V MEBEMIT D Z LIk o T, FEHEAZBRCEEY, T A D
RA Y ML, F8GER (CA) | SESERTATUT AT AT A—H, BLOT VX ILGEHE
BT AN EENTWET, BED T A MKRA > MEAER LT, Bir D5 BT
HIENTEET,

X500v3 2#FRAL=H—N\B LUV —HZET

Y= GRAEDS A, 10S B X 27 v =/ (SSH) BHERDOT-OIZ N HIKDIEHEZ SSH 7 7 A
T MIEHELET, ZOV— NGEREIE, b NGEE T 2 7 7 A L (ssh-server-cert-profile-server
a7 4FXal—varE—FK) Th Eéi’bﬁ 72 NARA > MCBEEMT O ET,

2 —WRFEDOH A, SSH 7 74 7 2 PR D72 DI —HF OFEHE A 10S SSH H— N2k {5 L
F9, SSH %r— 3%, — 3FEHET 72 7 7 A )L (ssh-server-cert-profile-user 2> 7 ¥ = L —

varyE—R) TRESNEAHIF—A 7T A7 7Fx (PKI) FTAMRA U PEFEHL
T\ iL”lel qul%—}j‘nft%%%ﬁﬁa Li—g«

F 7 40 FTlE, FEER—ZOFFHEN, 10S SSH — S R T — "B L O —HFioxt LTH
TR CTWET,

SSH n:L.\nIEFHOD X.509v3 nmﬂﬂim I:Héjj_li

Y—N\BEHZT O IVEIRRE X FHT 516D 10S SSH H—/ DX E

FE
OV FFEREET7TIVa Y B#)
AT v 71 enable FHEEXECE— K& A X—7 M LET,
_ R —REANLET (FERkEniz
1
Ba) .
Device> enable
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SSH 23 ) X.509v3 SFBAZE

SSH ZREEFA O X.509v3 SEFRE DR TE A %

ARV RFEREETIVa Y

S

ATvT2

configureterminal

{1

Device# configure terminal

Ju—nR_)ary7 4 Fal—g )y ET—
FZBRiE L E7,

ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

51

Device (config) # ip ssh server algorithm
hostkey x509v3-ssh-rsa

RA N F— 72U RADIEFZERHL

¥4, X273 x (SSH) 7 94T

fMexrao— FENDHDIE, HEFHD

FTAIY RADHRTT,

GE) IOSSSH ¥— NZiE, 128 koD
REFHHRARN F—=TLITY X

Aﬁi\%‘gy@—g«o
* ssh-rsa : ZABHF —~_— X7
AlE

x509v3-ssh-rsa : FERHE~R—

A

ATv74

ip ssh server certificate profile

&1

Device (config)# ip ssh server
certificate profile

P NGEE T R T 7 A LB LN —PRE
HES 27 7 A NVERE L, SSHIEAEY
o7y AN a7 4 Falb—gr B—
N&Bsa L ET,

ATy TH

server

{1 -

Device (ssh-server-cert-profile) # server

P NGEHET R 7 7 A L EFE L, SSH
= NGERAE TR T s A L Da—Y a
T4 X2l —va - RERBLET,

ATvT6

trustpoint sign PKI-trustpoint-name

{1 -

Device (ssh-server-cert-profile-server) #
trustpoint sign trustl

NRF—A 7T AT 7F v (PKI) b
FTANKRA Y MY — NGEAET T T 7 A
T ZyFLET, SSHE—NF, ZD
PKI k7 2 FARA > MTBIESHT HAV7-RE
BHEZ Y — FRREICEA L ET,

ATwT1

ocsp-response include

&1

Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£#) Online Certificate Status Protocol
(OCSP) D& E721T OCSP A7 —7"1
VT R G L —REICEE L ET,
GE) FI7FNMTIEZDa<w KO
o) XN EINTEY .,
OCSP ST — /G & —f#
WZITEfE S E A,
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B sSHEEAO X593 SEREDRESE

SSH SBEI () X509v3 SIBAE |

ARV RFEREETOVa Y

S

ATvT8

end

{1

Device (ssh-server-cert-profile-server) #

end

SSH % — NZERE o 7 7 A LD —
a7 4 Fa2l— g E—RERT L.
b EXEC =— RAEBB L E T,

A—HEEADA—H DT OZIVEAEZEHEET 5= D 108 SSH F—/\DERE

FIE

ARV RFERETIVa Yy

E:)

2T
71

enable

1 -

Device> enable

¥i#E EXEC T— F& A R2—T7MZ L ET,
cNRAT—REAHLET FEkENTS

/E[\) o

2Ty
72

configureterminal

1 -

Device# configure terminal

rya—r )L ar7 4 ¥al—yar E—F
B L ET,

ATV
73

ip ssh server algorithm authentication
{publickey | keyboard | password}

1

Device (config)# ip ssh server
algorithm authentication publickey

a— YT LT Y XLADIEF A ERLE
T, B¥X=2T7 =)V (SSH) 74T hé&
XAV — b ENDLDIE, REFHOT LA
U RXLDIHTT,

GE) IOS SSH #—/MZix, 1 2LL EDRk
TEFHL—YFRGET LTV X LN
WEETTY,

:L““ifwuu :giﬂﬁégjiit%fﬁﬁﬁﬁjf
51Z1%, publickey ¥ — VU — K%
ETHMHENDHY £,

ip ssh server algorithm authentication
o< R, ip ssh server
authenticate user =~ > N|Z

P ET,

GE)

GE)

[ER=$ 3

ATy
74

|| Cisco 10S XE Everest 16.6.x (Catalyst9400 R f v F) X1 T4 A2 T74¥Xal—>ar HAF

ip ssh server algorithm publickey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

ABF—T LT XLDIEFEATEELET,
SSH7 5’(7\/ ]\ J:OT:‘L -H_wuu :gq:T
ENDHDIL, REFELDOT NI ZLDOHT
KR



SSH Z25L 0> X.509v3 SIHAE

ssH 2o xsoo3 stz ES =

ARV RFERRETIVa Yy

=)

11 -

Device (config)# ip ssh server
algorithm publickey x509v3-ssh-rsa

G¥) IOSSSH 7 54 7> MZix., 12U
LEOREFRLNEF— T LI X

A75§JZ\EVC“§—O
* ssh-rsa : ZABH & —~— RAFGE

* x509v3-ssh-rsa : FFAHE~R— 2

wealE

ATy
75

ip ssh server certificate profile

1

Device (config)# ip ssh server
certificate profile

P NGEHE T R 7 7 A i L O — YRR
BT 7 A NVEFHE L, SSHEHEY =
TrANar7 4 ¥al—yaryE— K%
BB L E 9,

ATy
76

user

1 -

Device (ssh-server-cert-profile) # user

a—WHHE T 7 7 4 L A2 EE L. SSH
P NGERAE TR T s A VDAY 3T
Xal—Tgy F— REBEBELET,

ATy
71

trustpoint verify PKI-trustpoint-name

1

Device (ssh-server-cert-profile-user) #
trustpoint verify trust2

ZE Ll —ViEHEOMRICER I A
x— A7 A+77F+x (PKI) FT A
FRA YV FERELET,

GE) [ a~y FEEEREITEITT52
ET, BEDONTARNKA L b
BRELET, Z&K10D T A RR
AV NERETEET,

2T
78

ocsp-response required

1 -

Device (ssh-server-cert-profile-user) #
ocsp-response required

(EE) =ZE L2 —WREIAEIC X % Online
Certificate Status Protocol (OCSP) DDA
MR BR L ET,

G¥) FIFNIITIZTZOa<w RO
o) IBEMREINTEY, =—
WEHEP E S OCSP IS 7 LT

ANBIET,

2Ty
79

end

11

Device (ssh-server-cert-profile-user) #
end

SSHY— GEET 7 7 A LD —H a2
T4Xal—ary EB—FEKT L, Bk
EXEC £— R&BtE L £9,
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SSH SBEI () X509v3 SIBAE |

B sSHEEAO X593 SEREDREHI

— ~-9 }l/ Eﬂﬁié{ﬁﬁﬁ LT. _/\j—T)J:UJ- -US;IL\DEO)-QEODEEHE\

FIE

AT v 71 enable
¥#E EXEC £— R& A *—7 /I LET,

cNRAT—REANLET (FREnE=HE) ,

&1 -

Device> enable

XFw 72 showipssh
BUERRE STV DFRREF R A RN LET, FEAE— AGREEOM H A gz
TNITY ZLPHEFHDHEAN F—TNVLITYALTHLZ L %‘:Eﬁmubiﬁ“o

i -
Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive,password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

SSH munIEFHd) X.509v3 nIEEEEODEQEEﬁU

Y—N\BELHCT A I)VEIRRE X FERHT 516D 10S SSH H—/\D & E

ZI3. x509v3-ssh-rsa

E 3]
avY RFERET7II Y BH#
AT w71 enable FEEXECE— K& A X — 7 WM LET,
_ *NRATU—KREANLET (FERX
151 -
i)ﬂEIT]‘/EI\) o
Device> enable
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SSH 23 ) X.509v3 SFBAZE

SSH EREEFH O X.509v3 ZERAE D E% E A

ARV RFEREETIVa Y

S

ATvT2

configureterminal

{1

Device# configure terminal

Ju—nR_)ary7 4 Fal—g )y ET—
FZBRiE L E7,

ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

51

Device (config) # ip ssh server algorithm
hostkey x509v3-ssh-rsa

RA N F— 72U RADIEFZERHL

¥4, X273 x (SSH) 7 94T

fMexrao— FENDHDIE, HEFHD

FTAIY RADHRTT,

GE) IOSSSH ¥— NZiE, 128 koD
REFHHRARN F—=TLITY X

Aﬁi\%‘gy@—g«o
* ssh-rsa : ZABHF —~_— X7
AlE

x509v3-ssh-rsa : FERHE~R—

A

ATv74

ip ssh server certificate profile

&1

Device (config)# ip ssh server
certificate profile

P NGEE T R T 7 A LB LN —PRE
HES 27 7 A NVERE L, SSHIEAEY
o7y AN a7 4 Falb—gr B—
N&Bsa L ET,

ATy TH

server

{1 -

Device (ssh-server-cert-profile) # server

P NGEHET R 7 7 A L EFE L, SSH
= NGERAE TR T s A L Da—Y a
T4 X2l —va - RERBLET,

ATvT6

trustpoint sign PKI-trustpoint-name

{1 -

Device (ssh-server-cert-profile-server) #
trustpoint sign trustl

NRF—A 7T AT 7F v (PKI) b
FTANKRA Y MY — NGEAET T T 7 A
T ZyFLET, SSHE—NF, ZD
PKI k7 2 FARA > MTBIESHT HAV7-RE
BHEZ Y — FRREICEA L ET,

ATwT1

ocsp-response include

&1

Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£#) Online Certificate Status Protocol
(OCSP) D& E721T OCSP A7 —7"1
VT R G L —REICEE L ET,
GE) FI7FNMTIEZDa<w KO
o) XN EINTEY .,
OCSP ST — /G & —f#
WZITEfE S E A,
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SSH REEMD X509v3 ;EBAE BT 5 2 DthDSEEH

SSH SREF ) X.509v3 STBAE

ARV RFEREETOVa Y

S

X5 S8 |end
151

end

Device (ssh-server-cert-profile-server) #

SSH % — NG ET v 7 7 £ LD H—
a7 44X al—varE—REKTL,
¥ EXEC B— RZBAtA L £9°,

Bl . A—YEERADI—F DT O ILGIRAEZHEET H7-5HD 10S SSH H—/ D%

E

Device> enable

Device# configure terminal

aX

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile-user)# trustpoint verify trust2

(
(
Device (ssh-server-cert-profile) # user
(
(

Device (ssh-server-cert-profile-user)# end

SSH an.\niEo) X.509v3 nEﬂﬂ%[:Fyﬁﬂ_é %@1&@%}%—i§*’4

EEEH

ESPERLYS!

X=ZaF7ILARA LI

CiscolOS === K

[Cisco IOS Master Command List, All Releases.]

¥XaUT g avr R

[Cisco 10S Security Command Reference:
Commands A to CJ

[Cisco 10S Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

[Cisco 108 Security Command Reference:
Commands S to ZJ

SSH #7

MExa7 v VEBEHAR] O T2F%27
v )b — -]j\munJ‘.EjjAt@ﬂXﬂiJ O)E‘
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|  ssH i x500v3 SEEAE
ssH 2:E o> xs0ov3 stz iaeiER I

EEEE T=aTFILEA L
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SSH Z2EE M X.509v3 FEFAE D REIF R

ROFIZ, ZOFEY 22— /LT LIHEICE T Y U —AERERLES, ZORE, Y7
=7 VU= hbA U TEBEOY R— FBREASNIZLEDY T =T V) —R7Z1T %
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SSH SBEI () X509v3 SIBAE |
B sSH RO X509v3 ST EDRAEIER

%% 1: SSHEREED X.509v3 SEBAE D4 EETE R

HAES =2 HERETRER
SSH FBFED X.509v3 Gt | Cisco IOS XE Everest | SSHFBAED X.509v3 Gk E#REIL, H—/SNT
e 16.6.1 X.509v3 7V 4 VFEM B A L, SSH 4 —/3

I Ca—HRIEEEH L E T,
ZOREEIX., RO T v b7+ —AITEEESH
TWE L7,
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