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« IR E~D U £ v FEITORMHESRME (1—)
AR E~D Y &y FIATORIRFE (1~—)

« IHIRRE~D Y £ v FOIHATICET D ER (2~—)
AR E~D Y &y FDOFTHIE 3—)

AR E~D Y £y FEFATT HODORER] (4~—)
AR E~D Y & v FOFATICET 28GR (6~—)
 MIHIRRE~D Y & v MBI LEEEERE (6 ~—)

= — == 4= L AZ
EARTEAD ) £y FETORIHIZREH
c HHIERE~D Y By Nk A&2BIETHE1IC. BEDA A—T RE. BLXOMEAT—
BREEIdT RXRTO T NI 2T ARA—UNNRN I T v TENTWAZ L &R LET,
s IR E~D Y &y b a ANBITHOBREIL, BIROTFEN 2V & 2R LET,

s IR E~D Y v Nt A& DI, In-Service Software Upgrade (ISSU) 7=
I% In-Service Software Downgrade (ISSD) AT T/RWZ L 2R L 9,

MEEEAD )y FEITOFIRSEIAE

o VT RN TNyFIL, THAARIA VA NN ENTWDEEAE, PIRE~D U K
T ARIE TS NERE A,

VTY v a & LCfactory-reset =~ > ROARITSNTHE, IR E~D ) &> b
TV AOETHICEy v a IETENEE A,
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B osze~0uty roxEFET oES

PEEEAD )y FOETICEAT 15

B 7%

MR EIZYV Y bTDE, T RARGFEIN TV DEIBEEEROT — 2 NI X THES
. TAL AOBREITHWREOILOREIE LINET, WESNLIT =L, #E, v
TrAN, T— N EH, aT 7 AN, BIOEMBIEROEEAER#H (FIPSESE#) O F—7p &
DI LTy AN EENET, NISTSP800-88Rev. 1 TiBH SN TV 5 X 912, I clear
Ay RE—HLFET,

WIIRE~D Y By F 7R, RO F VA THEAENET,

o TNA ZDWEFFA] (RMA) 1 RMA D720 T A A% A3 TIRET DN DY
BliX. TOT A AD RMA GEBHEZ ST 201, BEEEAOT —X 23 X THIBRL
TLTZEW,

REEZIITTNAADY AN FAL AR FEN TS F—T VTV ETT L
TV NPMREEZITEHAE. TAA A2 WRREIC) By L. T R HRE
LTL7EENY,

MR E~D ) > b, T34 23 Y o— F &, ROMMON &— RZBish L £4, W
E~DV Ty M, TR R, VT b7 OMFEE v — NI MAC_ADDRESSZ#K
& SERIAL_NUMBER £# % & X COBRELAKZHIFR L £9, ROMmonE— KTVt
NEEITT A L, BREAKIIABINICERE SN E T, BAUD rate BREEAEIT. WIHIRRE~D Y
v MMRIZT 7 4L MEIZEY £9°, BAUD rate & console speed 23 (2[R U T 5 2 & &R
LTL7EE, RUTRWEGS, a0 — L& L2 £7,

ROMmon E— R CTHOY AT LUy hBRET L6, USB £721X TFTP %1{#ifH L T Cisco 10S
A A=V HBMLUET,

ORI, PHRE~D Yy b7 o ZAPITEEB LR SN T —Z OiEZ R~ L E
j—O

R1LOPEREADY £y FHISEESLURBSAET—4

HESINET—42 R’EINEZT—42

BEDT — b A=V hET9XTD Cisco | UE— | Fidd-ReplacesbleUnit (FRU) 75 ®
10S A A —¥ 7=

7Ty valfhen s a7 4 Fal—igry LYRAZDOHE

2—W—F—F RAF— T v TBIOFET | —
a7 4 Falb—rar, B Said
Advanced Technology Attachment (SATA) .
SSD, USB7e EDY L—="T I A R L—TF
S ADWNE

BREAD Y FOET
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pgEE~0Uty o5 ]

HESNDT—4% REFSNDZT—4

FIPSEE S —72 D7 LT vy b X o T REET A AFAF (SUDI) FERA
E AR —ALTTAT T v (PKI)
X—p DI LT L

FoAR— REEoX 7 (OBFL) v/ T4 A

2—H—3NEN L 72 ROMmon 285k —

PHRE~AD ) Y FOERTAE

WIIRGE~D Y &y b2 T 51203, ROFIREZFETLET,

FIE
ARV RFERIET7TI V3 Y B#Y

AT w1 |enable FikE EXEC E— REANC L £ T,
fi T T IRRREINTCHNNAT — R
Devi ce> enabl e AL ET,

RTYT2 «AZURTRUTARAL AOEE | T AR HMREOREC) £y b LE
factory-reset {all [ secure3-pass] | ER

config | boot-vars} factory reset =~ > R&fEHA$ 572012
o AH  THERR DT NA ADYA VB AT ARBRETH Y FH A,

factory-reset {all [ secure 3-pass] | WDOF T g v kA TxES,
config | boot-vars| switch

{switch-number | all{ all [ secure e al : NVRAM DT _XTORNE, BIE
3-pass| | config | boot-vars}} DT —= A A =D T— NS, &
) - Bar 74 F¥al—va LI T

VI A4 FXal—arDTF—% B
L= —F =2 ELTTD

Devi ce# factory-reset all

ESSIES Cisco 10S A A — Y % HELET,
Devi ce# factory-reset switch 1 all ZOXTvarEERTLHZLER
config ERAT- o
e secure 3-pass : 3-pass LEX TFA
AAZAMBTXRTONEZHELE
j—O

ePassl: T R_RTCHT KL RA[HE
T A 2O e T LEEX
Lij‘o
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ARV RFERETIVa Y

B8

ePass2: §XTDOT N L AH[HE
e 2O 1 TEEZ L
iﬁ—o

ePass3: T _XTOT KL AA[HE
WG E T U LYy hoRA—
YTCEEXLET,

GE) ZOF T a0k, o
F T a DFEITITHH
LRI DK 3 fi5 DIRFfRI 23
Y F97,

econfig: AX— 7 v 7 a7y
Fal—varzlUty hLET,
e boot-vars : =—H—|Z L > TEMS
N7 — MEBZEHELET,
* switch {switch-number | all}:
* switch-number : AA v FHF 5%
fRELET, fEETE HHPHIE
1~16 T,

cadl : AX v 7 NOTRTDA
A v TFEENLET,

VIR E~D Y > h 7 at ANIEFIC
STTTHE TRALAANYT—RLT
ROMmon &— RiZ72 Y £9°,

NHPEREAD) Y bZRITT 21=ODEREH

B 7%

W, AR RT Y AL v T THH

Devi ce> enabl e
Devi ce# factory-reset all

A ==3

ixX fE

~DV Yy hEETT LR ERLET,

The factory reset operation is irreversible for all operations. Are you sure? [confirni

The following will be deleted as a part of factory reset:
1: Crash info and | ogs

2: User data, startup and running configuration

3: Al 10s imges, including the current boot inmage

4: OBFL | ogs

5: User added rommon vari abl es

6: Data on Field Replaceabl e Units(USB/ SSD SATA)

Ei—]

EXEND
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The systemw ||

DYBRE~D Uy rEEFTSE00REH [

reload to performfactory reset.

It will take some tine to conplete and bring it to rommon.

You will need to |load I10S image using USB/ TFTP from romon after
this operation is conpleted.
DO NOT UNPLUG THE PONER OR | NTERRUPT THE OPERATI ON
Are you sure you want to continue? [confirn

WIZ, AL THERLT A A THIHERE~D U v b &2FATT 202" LET,

Devi ce> enabl e

Devi ce# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirn]

The following wll

User added rommon vari abl es

be deleted as a part of factory reset:

i mge

1: Crash info and | ogs

2: User data, startup and running configuration
3: Al 10s imges, including the current boot

4: OBFL | ogs

5:

6:

The system wi |

Data on Field Repl aceabl e Units(USB/ SSD/ SATA)

reload to performfactory reset.

It will take some tine to conplete and bring it to rommon.

You will need to |oad |10S inage using USB/ TFTP from rommon after
this operation is conpleted.
DO NOT UNPLUG THE POMER OR | NTERRUPT THE OPERATI ON
Are you sure you want to continue? [confirni
Chassis 1 rel oading, reason - Factory Reset

Protection key not found
9300L#Cct 25 09:53: 05. 740: 9%°MAN- 5- EXI TACTI ON:
reload fp action requested

Cct 25 09:53:07. 277:

exit with reload switch code

Enabling factory reset for this reload cycle
Swi tch booted with
tftp://10.5.40. 45/ cat 9k_i osxe. BLD_POLARI S_DEV_LATEST_20191007_224933_V17_2_0_21_2.SSA. bin

Swi tch booted via
/110. 5. 40. 45/ cat 9k_i osxe. BLD_ POLARI S _DEV_LATEST_20191007_224933_V17_2 0_21 2.SSA. bin

% FACTORYRESET

% FACTORYRESET
% FACTORYRESET
% FACTORYRESET
% FACTORYRESET
% FACTORYRESET

% FACTORYRESET

Started O eaning Up...

Unnount i ng sdl
Cl eaning Up sdl [O]

FO/ 0: pvp: Process nanager is exiting:

9%°MAN- 5- EXI TACTI ON: vp: Process manager is exiting: rp processes

erase I n progress.. please wait for conpletion...

wite zero...
finish erase

Maki ng File System sdl [O]

Di scardi ng devi ce bl ocks: done
Creating filesystemw th 409600 4k bl ocks and 102544 inodes
fcf01664- 7c6f-41ce- 99f 0- 6df 1d941701e

Fi | esystem UU D

Super bl ock backups stored on bl ocks:
32768, 98304, 163840, 229376, 294912

Al'l ocating group tables: done
Witing inode tables: done
Witing superblocks and fil esystem accounting infornation: done

% FACTORYRESET
% FACTORYRESET
% FACTORYRESET

Mounting Back sdl [O]
Handl i ng Mounted sdl
Factory Reset Done for sdl
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% FACTORYRESET - Unnounting sd3

% FACTORYRESET - Cl eaning Up sd3 [0]

% FACTORYRESET - erase In progress.. please wait for conpletion...
% FACTORYRESET - write zero...

Chassis 2 rel oading, reason - Factory Reset

Dec 12 01:02:12.500: 9%°MAN-5- EXI TACTI ON: FO/0: pvp: Process manager is exiting: reload
fp action requested

De

Enabling factory reset for this reload cycle

Swi tch booted with

tftp://10.5. 40. 45/ cat 9k_i osxe. BLD POLARI S_DEV_LATEST 20191007_224933 V17_2_0_21 2.SSA hin

Swi tch booted via
/110. 5. 40. 45/ cat 9k_i osxe. BLD_POLARI S_DEV_LATEST_20191007_224933_V17_2_0_21_2.SSA bin
% FACTORYRESET - Started O eaning Up...
% FACTORYRESET Unnount i ng sdl
% FACTORYRESET - C eaning Up sdl [OQ]
% FACTORYRESET - erase In progress.. please wait for conpletion...
% FACTORYRESET - write zero...

After this the switch will conme to boot pronpt. Then the custonmer has to boot the device
from TFTP.

TEAREADY) v FOETICET 5EMIEH

BEEEHR
ESPEREYS T=aTFILRAL ML

IOECTHHATIav ROFREMEBLEBLRN |z~ F V77 LA
5 A 5 1 D EEH,

NEARTEAD ) £y AT DKRERRE

WOFIZ, ZOFY 2— /LT T 2O Y UV —AB L OEEEREZ R~ LET,

IRHOMREIE, FICHR SN TORWIRY | HASHY U —2LUEDOT~THOY Y —ZT
EATE £,

J1y—2 L 1315 HEETEER

Cisco IOSXE Fuji 16.8.1a | T IHAFHFORAE~ [FIHIREIC YL v hT5 L, T3 AITIR
DUty b (Factory | F STV BREEEA DT — % 739 ~T
Reset) HESH., 7510 AORELHFARED T
WEICET S ET

B omEE~0Uty FOEF
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Cisco 10S XE Gibraltar
16.12.1

U L—_"T)L A |
L= TS ZADH]
sk E~D Y v |k

TR E~D ) By FEFETTH L,
SATA, SSD, USB 7 XD Y LA— T )L &
M — TS ZONENHEEISNE T,

Cisco 10S XE Amsterdam
17.2.1

3-pass FEXIZLD
MR E~DY & v
]\

IR E~D Yy NEFATTHE, TN
AANSTRTCDa LT Y % 3pass b#
T TCERITHETE 7, secure3-pass—
U — RPEASILE LTz,

A K 7 ¥ L Cisco
StackWise Virtua ® %]
R E~D V&> b
F 7T a v DILE

R B T RERRT S A A3 IO} Cisco StackWise
Virtual %t 3 A A CHIHZRE~D Y &
FOYFR—FNREAINE LT,

CiscoFeatureNavigator ZfEifi 325 &, 77 v 74 —LBXOY 7 " =T A A=Y DO HR—
N A58 T & £9°, Cisco Feature Navigator (21X, http://www.cisco.com/go/cfn 225 7 7 & A

L/\i‘é—o
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