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W2, R SNTEBAT—2 a VT DA T 7 e AR G 2 F TN, EXIART
I AFHFALEREA,

e ALY -EEXIAL RW) : MIBROTRTOA T V=7 M, FASNZEHRAT—
Va T ABAMYO BLOEZIALT VB AMEEZFTN, a3a=T 4 AN~
T~DT 7' ATFFT LERA,

« VT AR DL, A RFENRAL RANRA L RTFTNL ZLESNMP 7 7 ) 71— 3 [
DA =V EEERLET, Network Assistant /' 7 b = 7L, a2~ RT3 1 A |k
TRIICRESNIZRWEBLIUVOROAI 2 =7 4 A R U TIZA L RTNA, ZAFEE (@esN,
NIZT A ZAEE) ZBEBIL, ZTNHDARA RN U T A UNRT AN, RAEHELET,

SNMP V' )L— B LUV 1—HNDHETF

FRAL 2D —H)VERITY E— | SNMP r— P 2FTHI4 (=P ID) &6
ETEXFT, SNMP 2—H% % SNMP E o —|Zv v B 745, SNMP #— N Z )L —7%30E
L. FHl=—H%F% SNMP /L —F|10BINTXx 9,

TINA A LD SNMP J NV —7 L 2 —FE2FRETHITIE, ROFIEEZEITLET,

FIE
AR RFERETIVa Y =)

RAT7 w71 |enable FiHE EXEC E— R ANC LET,
K  NAT—REANLET (ERSh
Device> enable T=%e o

R 72 | configureterminal ra—/N)ary74X¥al—vay
5l T REMMHLET
Device# configure terminal

R w 73 |snmp-server enginel D {local SNMP o —H)L av’—£7-13 V) £—

engineid-string | remote ip-address N o — It AR ELET,
[udp-port port-number ] engineid-string}
« engineid-string X, SNMP O = &'—
p: B RIS 5 4 XFOID A L

, , _ 7T, Bl RNEENLGE
Device (config) # snmp-server engineID . NN .
local 1234 E, 24XFOT VDT AT
fRETORNETH Y A, FRET
HDE, =YV IDDYBERD
F3e < BT & RV 720 ©
o FMEFITIL,

#Hry ro—vEEIToraLoEE |



B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

123400000000000000000000 - >
VoD EHRELET,

s remote Z48E L7234 . SNMP @

JE— b I E—REPN TS T
A AD ip-address Z#fiE L, {LET
UE— TS ZAD—H F—X
75 7ua bzl (UDP) A— b
FIEELET, 7740 ME162 T
KR

ATv74

snmp-server group group-name {vl | v2c
| v3 {auth | noauth | priv}} [read
readview] [writewriteview] [notify
notifyview] [access access-list]

1

Device (config) # snmp-server group
public v2c access lmnop

B E5ky rO—/EETOFILOEE

JE—hk FAL A LETH LV SNMP 7
N—TERELET,

group-name ([Zi%, 7 /V—7 DA4RTE TR
ELET,

KONTNLOEF2 )T 4 EF /LA
BELET,

vlit, bRVt xa
T4 EFT LT,

sv2c i, 2 FRIZZEMEDE VR

X2 T4 TFTTYT, EHED 2
fEONE TIERP L OB Ak T
*7,

VB b ZARIBAITIE, ROBIEL
SO 1SR B LTS Y F
TO

auth : Message Digest 5 (MD5) 3
X7 Nya TAY X
L (SHA) (2K 237y MddEZ m]
REICLETS

noauth : noAuthNoPrivE ¥ = U 7 ¢
LYYL& ARz LET, F—U—F
BT Lo 8E8. Znns

7 H I hTT,

priv: 7 — X K55 Bk (DES) 12X
LTy ML (T AR —&
HWV D) EAREIZLET,

(f£%) read readview & & H12, =—
Vxr NOWNFERRTEDLE2—4%
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SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

FTXTF (64 XLFLN) #ASILE
9,

(&) writewriteview & & B2, T —

ZHEANIL, =—V = NONEEFR
TELHEa—HE2RT LTI (64 LF
PIN) 2 AN LET,

(fEE) notify notifyview & & (2, i@
M, EFH, TNy T ERETS
Ea—4 &2 RTCFF (64 LFLIN)
EANNLET,

(f£&) accessaccesslist & & b, 7
I AY A RNGDOLTH| (64 3LF-LIN)
EATILET,

ATvTH

Snmp-server user username group-name
{remote host [ udp-port port]} {vl
[access access-list] | v2¢ [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1

Device (config) #
public v2c

snmp-server user Pat

SNMP 7 L— 2% L TRl — ¥ %58
meEJ,

username lL. ©— = v MIBHRT D
RA R EOa—H4 T,

group-name (%, —VREEASIT S
TNWD T I—TDLRTTT,

remote x AJJ LT, =—¥BEET D
VE—KSNMP =7 47 4 BLUZE
DELT 4T A DHRARNGEIXIP T
RLabE bz, {EETUDP R— hE&
FEMHELET, 774/ ME162 T
7T

SNMP R— g &5 (vl, v2c, £7=
Tv3) ZANLET, VBE AT 5
Bl OF T a vy EBIMLUET,

s encrypted 1%, NATU— REKEAL
FEXTERT LI ELET,
ZOF—U—FRiFE, v3F—U—F
DEE SN TV DGEIZOMEMNT
TET,

cauth TiX, BRELVLERE L E
79, HMAC-MD5-96 (md5) F7-i%
HMAC-SHA-96 (sha) FBEL L
ERRETEES, £/,

auth-password C/X 2 U — KD 3L

#Hry ro—vEEIToraLoEE |



B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

IR ETHMERHY T4 (KK
64 3LF) .

V3EANTDHE, ROF—T— Rl
LT (64 XCFLIN) . 7T A ~— |

(priv) BFEALT LY XABLOVIA
7 — K374 priv-password % % &4 %
LB TEET,

spriviz, 2—HF X=XV T ¢
7V (USM) ZHEELET,

+des56 £ KDES 7/ 3 Y X A%
TSI ELET,

*3des168 ' |k DES 7 /L3 U XA
ERAT DG EICHERELE T,

caesDES 7V U X A& T 55
AICHEELET, 128 By MES
b, 192 &y MEEG, E7213 256
vy MESLOWTINEBRIRT 2
VENH Y FT,

({£E) accessaccesslist & & bz, 7
78 AU A NEOLFH (64 LTFLIN)
EATLET,

AT v 76 |end
& -

Device (config) # end

HikE EXEC £— RIZRY £,

R Fw 71 | show running-config

1 -

Device# show running-config

AN B LET,

X T = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT LET,

B E5ky rO—/EETOFILOEE
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snmp uop #— e [}

SNMP UDP ~R— ~ D FARA

SNMP 7z A IR —h 161 BIR1R2 ZHEHA L ET, FA— L 1611ET /34 ADFR—V 7|
SN, B—Fl2IF=—Yxy "L — N—~OBHOEE I I NE T, SE
<V ROWTNOPRHE SN T RWEA, SNMPUDPAR— MIFU-FFI20 £4, Zo
REHZ LY, MEREAIZOBR— RS2, Ex2 )T B EL, T8 AT ANLE
WWAR—FZ2) v A LAy £,

SNMP UDP R— F ZBA< 121X, = —¥ — EXEC £— RTKROFIEEZ FEITL £,

FIE
AU RFEEET7TIV 3 Y B8
AT w71 |enable H5HE EXEC E— RE AT L £,
1 - INAT—REATTLET (ERE=
Device> enable ) o
2+ 2 | configure terminal Jua—N\)aryZ 4 Xal— g
ﬁu . £ — ]\%E:ﬁﬁébi—g—o
Device# configure terminal
AT 73 |snmp-server {host | user | community | | SNMP UDP 7~— bk 161 3 X 08 162 % B
manager j ¥4, A7 a3 (host, user,
i) - community, manager) DOV AL E R
Device (config) # snmp-server host Ej—é CE N ﬁjj@’_ﬁ% }\ 75‘[33%]% i‘é‘o
A—rEAL DL, BE LT TO
F7varonEE A LET,
F—U— RN 1OTHRESINTND
L. A= MIBEAWIEEFITRY F5,
F— U — R&4EEH 712 nosnmp-server
a< > R&E AT 5L, SNMPUDP AR —
FEIF TS, SNMP 72t 2x o v v
MO ENET,
RTwv 74 |end ¥iHE EXEC E— RIZRED £7,
I
Device (config) # end
AT 75 show udp SNMP UDP R — h &2 F /R LET, HE
Bl - Ay ROWTNOANRERESNTND
. BE. R—hl6lBLO1621%, VE—
Device# show udp .
N7 44—V RO FIZME 1isten ZF R L
ij‘o

#Hry ro—vEEIToraLoEE |



- IRET

SNMP ;& %11

HEry hT—VEETOraLOEE |

ARV RFEEETIII Y BRI
R 76 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMP Z i3 % &, FFEDA X hBRAELTHEAIT, T35 A5 SNMP~ % — 2 v [Zi#
HMAIREFETEET, SNMPEAENINE, FT7 v ELITHRERE L TGEEFETEET, a2~ NH
LTIE, Ty T ERIIEREBINT AT v arna~y RIZRWVEEY . F—YU— K traps
ERT 7 EHR, EEFFOmFERLET, symp-sarverhost =2~ > REHH LT, b7 >
TELIIERE LT SNMP A Z A ET 20 E I ERELET,

N

(GE)  SNMPvl i% informs Z VAR —F L TWEF A,

T FIIEEEICRITET, ZEMZFT v 722 E L TOHRIGEZEE LRV DOT, b
T FIWZIEENTZE I DR EERNZ DS 2200 5 T, HMESRDOBEA ., %8 L7- SNMP
VXYY XSNMP J5E 7 e haL F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEHREREZEECTEET, BEETEHDT, [FH
DFHFN N7 v 7 XV ER L5651 0m < AlRetEn @< 20 £97,

BHROTN T v 7 LOBRHEEREVDOIX, T ABLURY hU—7 DY V—R% %<4
BIDHEVHORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
WINEEZET2E T, FREERBYA LT U MIRDE T, AT IVRNICERESRET, b
T TOREBIXIERY TR, HHRITEEICDZ > THEESE W HERITHA T T, FHi%
BOEBMPEZDENT 74w I BEINL, Xy N —27 OA ==~y RREL 25K
b7 ET, LEN-T, b7 v ICT 50 RITT H00E, BEEZELNY VY —2A %D
MEVIIUZZ D T, SNMPYRX— V¥ TT R TOBMEZET DI ENEELLAIT,
BWMEREFA LTSN, Xy b= FHET A ADATY LD NT 7 4 v 7 HRTE
2R D55 C. RENODBHMNPAERGEIT, My T EHEHLTIEZEN,

~ N N =JL =
AV LU0 —2 3 UDERTE
SNMP=—2 x> DV AT AESBIORr —2 a3 0 E2RELT, a7 4 Fal—r g
Tr7ANDEINLDORBIZT 7 BATE AL HICTHICE, ROFIEEFITLET,

FIE
aAvYURFERET7IOIY BRI

A5 71 |enable ke EXEC E— RE AT L £,
5 -

B E5ky rO—/EETOFILOEE
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SNMP %38 L TieAT 5 TP —o#iE [}

AU RFERETOVa Y

B8

Device> enable

e RAT—REANLET (FEREH
258) .

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

snmp-server contact text

1 -

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

VAT LIRS R RE LET,

ATV

snmp-server location text

1

Device (config) # snmp-server location
Building 3/Room 222

VAT DO AR LTI RE L E
—é—o

ATvT5

end

1

Device (config) # end

HrbE EXEC E— RNIZEREY 97,

ATvT6

show running-config

1

Device# show running-config

AN B LET,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av 74 Fal—ary 77
A VITREZRT L ET,

SNMP %38 L TERI % TFIP 9 —/\DO R

SNMPZE# N L7274 FXalb—ay 7740 GFEE e — RIZEHAT S TETP — %,

T7EA YR NTHRESLZY =

CREST DITIE, ROFNEEZFEITLET,

#Hry ro—vEEIToraLoEE |



B svwe zEL RT3 TRP 9 —0fiR

FIE

HEry hT—VEETOraLOEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

snmp-server tftp-server-list
access-list-number
1 -

Device (config) # snmp-server
tftp-server-list 44

SNMPEAM L7z 7 4 X2l — gy
77 A ND 3 — A5 TFTP ¥ —
N, TI7E8A VR ROY—NIRE
LET,

access-list-number (21X, 1 ~99 B LY
1300 ~ 1999 DFEHEIP 7 7 & A U R |
FErEANTLET,

RATvT4

access-list access-list-number {deny |
permit} source [source-wildcard]
1 -

Device (config) # access-list 44 permit
10.1.1.2

AT 72 A URA FEAEKL, av»
R &2 BRI AT L ET,

access-list-number (21X, A7~ 73 T
FELETV7EA VR RNEER AN LE
7,

deny ¥—7— RiL, &R L%
AT 7B AEESLET, permit ¥—
U— Ri&, &ER—ELIGAILT 7k
REFFAILET,

sourcelZlt, TN AT 7 BATE D
TFTP % — XD IP 7 FLVAZ AN LZFE
T,

(ff:#) source-wildcard (Z1%., source (Z
BWHINHTA VR —REY h& Ry
MIZ 10 #ERFTLTAN LET, BHT
HEy MIEIZIX 1 2R ELET,
TR YR NDEREIZIZ, XTI
KT DIEEROIESR AT — b A v R
FELET,

ATvTh

end

1

B E5ky rO—/EETOFILOEE

¥#E EXEC £ — FIZEREY £,



| 5%y FO—HEETO FILOEE
NP —S x> k74 £—T e [

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
il -

Device# show running-config

R 77 | copy running-config startup-config B 2y 74Xl — gy 77
Bl - A MCRE R LT,

Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7IL1{E

nosnmp-server 70— 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND

SNMP ==V 2 hDTRTHONR—=V gy (RN=Vg 1, X=Ug2C, X—=T323) %
TA4E—=7 ML T, SNMP Vet RX%& vy NFUULET, Zr— a7 ¥al—
v 3 ®— KT, snmp-server host, snmp-server user, snmp-server community, snmp-server
manager O\ D a vy RE AN LT, SNMPT— = hOTRTON—Y 3 V& FE
A X =T M LET, FFIZSNMP & A X —T /T 5 72 DICHEE S 4172 Cisco I0S =+ > Ri%
b FEHA,

SNMP =—V = v b 2T 4 B—7 Mt 5121k, ROFIEEZFATLET,

1R BHHIIZ

SNMPT— =V h&F 4 B—T/WZTLRICA F—T M THRERNHY £, T34 A E
TADULTERIIO snmp-server 72— )L a7 4 Fab—aly avwy KX -> T SNMP
T—V MR R=T TR T,

FE
ARV RFEEETIVa Y B

RT w71 |enable Mg EXEC =— R& AT LET,
1 - RNRAT—REASNLET FERESn-%H
Device> enable 4) o

R 72 | configureterminal ra—r )L a7 4 ¥al—3a
Bl - ET— FEBBLET,

#Hry ro—vEEIToraLoEE |



B swwve o

SNMP 05

HEry hT—VEETOraLOEE |

ARV RFERFTIVaY =)

Device# configure terminal

X v 73 |nosnmp-server SNMP=—v = MNMEZRT 4 B—T L
15“ : L: [/i—a—o

Device (config) # no snmp-server

ATv 74 |end et EXEC E— RIZREY £,
B -

Device (config) # end

Z 5w 7 5 | show running-config AN R LE T
I

Device# show running-config

R w 7 6 | copy running-config startup-config ER) =7 4FXa2lb—var 7y
Bl - A CRE B R LET

Device# copy running-config
startup-config

WIZ, SNMP DEN—V g A 32— VT 26 2RLET, ZORETIE, (LEDSNMP
X=X NaIa=7 1 AMJ 7 public A LT, SR EHAKERTTXTOFT
VxJ NMIT I BATEEYS, ZOBRETIE, TXARTI T v T E2RELERA,

Device (config) # snmp-server community public

WIZ, AEED SNMP v 32—V ¥ a2 2=7 4 A U 7 public 2 H LT, #tAHY 55
MRTTRTCOAT7 V=l MNZT 7R THH2RLET, 73 AL HIZ, SNMPvI Zff
FALTAA B 192.180.1.111 3 L T8 192.180.1.33 |2, SNMPv2C Z L T A bk 192.180.1.27
VTP h 7 v 7% XELET, a33a2=7 44 AR T publicik, F7 v 7L EBITEFES
nET,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config) # snmp-server host 192.180.1.27 version 2c public
( ) # snmp-server host 192.180.1.111 version 1 public
( ) #

snmp-server host 192.180.1.33 public

Device (config
Device (config

B E5ky rO—/EETOFILOEE
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snwp 27— 20E=41 5 |

RIZ, comaccess A =T 4 AR T ZMETLT 7R YR F4DANRC ﬁ“/\“(@
FTV =l hOHHRY FERT 7 v A& 56 AR LET, Zc@ﬁﬂ@SNMPV/T’\

X, EOF TV MIHT 7 BEATEEH A, SNMP ZGEES 7 v 713, SNMPv2C 75§:l
Ra=74 A MU 7 public ZfEH L THA b cisco.com [Z5% %15 L%,

Device (config) # snmp-server community comaccess ro 4

Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

WIZ, =T 4T 4 MIB 7 v 7 %7K A b disco.com(ZEET B0 2R LET, 23 2= 4
ANV TEHIRSNET, 1THET, 7284 R iﬁ‘f A X—=T N> TWD FT v 7L
SMZ, =T 4T AMIB M7y 7 EHFETED LRV ET, 21THIEIZRAGLD N T v 7D
SR E L, A A b cisco.comiZ k4% LLRTO snmp-server 78 A k3 < > RS L,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

WIZ, a3a=7 A RY U FpulickEfEHA LT, 7XCTH K7 v 7 %K A k myhost.cisco.com
IR ET DX 0T A R A X =T M D0l RLET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 22— L VE— KRR NEEEMIT T, 2—FRIn— a7 ¥al—vay
— ROBRIZ auth (authNoPriv) EREF L~V CTIEREZ EETAHE R LET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alcOb4011b
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (config
Device (config
Device (config
Device (config

wIZ, SNMP=—2 = MIAR—Y V7 ENTSNMP v 2 —V vy D b 2FnT 50427

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

) #
) #
) #
) # snmp-server inform retries 0

L/i‘é‘@

Device# show snmp stats host

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

SNMP X F7—ARZXANE=XR) Y

ARERAI2=T 4 AN T = b =T— BOREROHK: Y. SNMP O A G
%2 #RT 5I21E. showsnmp HEEXEC 2~ RAMALET, /-, ROFIZY X b &
N DM OKHE EXEC 2~ RAMHFH LT, SNMP AR <TAZ L TXET,

% 3:SNMP g5k &=RRd H1=66DaAT U F

avU kR Br

show snmp SNMP #tattE AR~ LET,

#Hry ro—vEEIToraLoEE |



B s5+vro—veEsoraoenEE

HEry hT—VEETOraLOEE |

avy kR

=)

TR ANCHERTEINTWNWDHa—/LSNMP =V B LT
FT— bk VT AEREFRLE T,

show snmp group

Fv hU—2 ED4 SNMP 7 L—FIZBT 215852 F7 |

show snmp pending

RE D SNMP LR OfF sz RR LET,

show snmp sessions

HIED SNMP ¥ v a v DiEHs2FR < LET,

show snmp user

SNMP = —H 5 —7 /L D4 SNMP = — VL 24 5 -
j‘o

G¥) Z O =a= N, auth|noauth | privE— KO |
ERHRERRT DERIHERT 2 0ERH Y £7
%, show running-config ®H DIZIdFR RSN

Bmry hO—0EETOFIILOKEDERE

WO, ZOFT 22—V T

T oHEED Y U — 2B L OREEFRZ R L ET,

NG DOBEREIE, FRCHRR SN TWRWRY | BASHY V=R LEOTXTDY U —XT

fFEHTEET,
J1)y—=x HERE FERETR TR
Cisco IOS XE Everest 16.5.1a SNMP

SNMP (X, v —Y v &xT—
TV MNEDOBIEDA v E—
U 74—~y heitd s T
SV hr—varibA¥ 7u b
3/ CF, SNMP v AT A%,
SNMP ~ % —¥ ¥, SNMP =—
Tz b, BLOEEER
~N—2 (MIB) THEpk SHLE
7

B E5ky rO—/EETOFILOEE
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wHxy ro—vgET0 raroEnEE [

-2 1315 HEEEHR

Cisco 10S XE Amsterdam 17.1.1 | SNMP UDP 7R— ~ O B[ SNMP UDP R — M L. B
AV ROWTRPDBBIE S
NTWDEEIZORBNILE
T, ZOEFHIKY, MER
Gl OB R — FHBL 72

W, X2 VT o nmEL,
TN AT ARRBENAR— &
Uy A L2 £7,

NMS RN—1U > 7 DBk SNMP = — = > MIAR—U
VT ENTE SNMP v X — Ty
DMl Z TR TE £7, show
snmp server stats hosts =~ > N
. NMSDOIP 7 KL A,
NMSBRT— x> hER—
7Lz, BEOR—Y
YITDEA DAL T RN
THEOIHEHLET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MEH A #FE C& £7°, Cisco Feature Navigator |27 7 & 23 521X, https:/cfong.cisco.com/ |Z
EHET,

#Hry ro—vEEIToraLoEE |


https://cfnng.cisco.com/

HEry hT—VEETOraLOEE |
B s5+vro—veEsoraoenEE

B E5ky rO—/EETOFILOEE
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