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B rovmon -2 s>

« Mac OS X 10.9.5 LA
TS50
* Google Chrome : /N—7 = > 59 LIE  (Windows 3 & O Mac)
* Microsoft Edge
« Mozilla Firefox : /X— 3 > 54 LI (Windows 35 & U Mac)

e Safari : /X— =3 > 10 LI (Mac)

ROMMON /N\—> 3 >

ROMMON (7 — b —X— L TN, T3 AOBPFRBAE1Z) £y NRICETESND
Ty =AU =T TT, Tukty b =Ry =TEOHLL, AL —T 4 S VAT A VT
F”7 =7 (CiscolOSXE Y7 b7 =T A A=) ZiEELEJT, ROMMON X, A A vF LD
WDV TNR_RY)T2F) A B —TxAA (SPI) 7T v aT A RRIEENET,

c TTA=Y L ZZIREEINTWBEDIE, TS ADEREFEAT L0, F2i3) Yy
h 4B 72N AT 2AEEIT D5 ROMMON T,

o T— LTV ZZIREENTWAROMMON IRy 7 7 v Far—T4, 794~V KN
DO ROMMON MR+ 25 &, —)LF L SPI 7 T v i 27754 2 ROMMON 73 H #8ifj12
EEL £,

Ty — L =T OREEERR LI FiEEZ YR — F9 512X, ROMMON ©7 v 77
L— RMUBEIZRDGAERH Y EFTHR, 3_XTOY IV —RIZH L=V g UBRTFET D &1

RO £ A,

J1)—=x ROMMON /3\— ROMMON /3\— ROMMON /3— ROMMON /3—
23> (C9300 € |~ 3> (C9300LE | 3> (CI00XE | 3> (CI300LM
TIL) TIL) TIL) ETI)

Bengaluru 17.5.1 |17.5.2r 17.4.11[FC2] 17.5.1r -

Bengaluru 17.4.1 | 17.4.1r 17.4.11[FC2] - -

Amsterdam 17.3.8a | 17.3.8r 17.8.1r[FC2] - -

Amsterdam 17.3.8 | 17.3.8r 17.8.1r[FC2] - -

Amsterdam 17.3.7 [17.3.2r 17.8.11[FC2] - -

Amsterdam 17.3.6 |17.3.2r 17.8.11[FC2] - -

Amsterdam 17.3.5 [17.3.2r 17.8.1r[FC2] - -

Amsterdam 17.3.4 | 17.3.2r 17.3.2r - -

Amsterdam 17.3.3 |17.3.2r 17.3.2r - -
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)y—Xx ROMMON /\— ROMMON /\— ROMMON /\— ROMMON /\—
23> (C9300F | 3> (C9300LE | 3> (C9300XE | 3> (C9I300LM
TI) TIL) TIL) ETI)

Amsterdam 17.3.2a|17.3.2r 17.3.2r - -

Amsterdam 17.3.1 | 17.3.1r[FC2] 17.1.1r [FC1] - -

Amsterdam 17.2.1 | 17.2.1r[FC1] 17.1.1r[FC1] - -

Amsterdam 17.1.1 | 17.1.1r [FC1] 17.1.1r [FC1] - -

AAYFIVITIRYTTFDTYITHL—F

ORIV arTIE T AT RN T DT v T T L —REF T T L—RICET5EF
SERMHEICOWTIHRBA L £,

\)

GE) WebUlZHEHLCTAAA AT =T AL A =), Ty T L—F, Fur 7 L—K
TAHZLIZITEXERAL

VI b7 N—=2 3 0D

CiscolIOSXE Y 7 " =T DR lr—T 77 A NE, VAT AR—KDT T v aT /3 A
(flash:) IZRIFENE T,

show version ¥4 EXEC 2~ REMiATH L, AL v T THEHLTWD Y 7 by =T /83—
varEzlRTEEd,

)

GE)  showversion DHAICIFAAL v FTHEHLTWDE Y 7 NI =T A4 A—URNEICE RSN ET
B, BRICEREINDET VAL THHEMREORETHY, V7 " =T 748V AT v
JL—RLTHEEREINETEA,

F7-. dir filesystem: ### EXEC 2~ REMH LT, 77 v a2 AEVIZRIFEL TV D ATHE
WOHIMDY T NI 2T A A—=TDT 4 V7 M AERRTEET,

JYIRYTT A A=

)1)—2R A A= BAT T7A4ILA

Cisco 10S XE Bengaluru 17.5.1 CAT9K IOSXE cat9k iosxe.17.05.01.S

~A m— RISk L (NPE) |cat9k iosxe npe.17.05
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B rovmono7 o5 L—

ROMMON 7 vy 745 L—FK
TRCDOAD Y=V V=R AT F o AY J—RZ@#EHEN5ROMMON £7213 7 — b —
H—=DNN— 3 UEHERTHIZIE. TROMMON X—2 5> 202—) | 2B LTLE
él/\o
VTR 2TNN—=Tar w7 v 77— RRT5RiE713%IC. ROMMON%27 v 77 L— K4
HIEMTEET, 77T VL—FREDODY 7 =T 3=V 3 2 CTH LVROMMON /N— 5
UIMERTFIRERG S, LFOLIICFETLET,
e 7I7A<VUSPI 7T v 2T /34 ADROMMON ©OF v 77 L— K
ZOROMMON ZHENWOIZT v 77 L —RENFET, A v TFOBEEFEDT U —AnLEN
PBEOV ) =A@ TT v 77— RKT5 X2, H LU U —Z(ZH LV ROMMON
N=arNHIGHRE. HTLWA A=V ERA L CTAAL v F 20 TREEIT 5 & &EI2A
A FON—RT 2T NR—= g N HEASNTTTIA~Y SPIL T T v aT A AD
ROMMON NEEHNZT v 77 L— RENnE9,

e I— LT SPI 7T v 2T /A AD ROMMON OF » 77 L— K

ZOROMMONIIFEITT v 77 L— FT54ENH Y £9, upgraderom-monitor capsule
golden switch =~ > Ri3f5# EXEC E— R TASI L £ T,

N

G CAAVTFARE I DFEINE, TIT AT AL v FLAE v
DT RCDALN—=TT v 7 L—REFITLET,

ROMMON®T v 7/ L—R&N5 L, ROV o— RERZERCR Y 9, ZOKICLIETOY
JU—ZIZRELTH, ROMMON (Z# 7 7 L— RENFHA, EHHEDOROMMON [XLLRTD T
_XCTOY Y —R&EHR—FLET,

VIMDIF7A VA =)L aT Uk

YIRDI7 AR =LA FOBE
Cisco 10S XE Everest16.6.2 LAfED 1) )y — XA THR— SN TWLET,

BELEZZ77ANEAL VA=V LT 7T 474bL, Vue— RFELHEEIND L HITEE
a3y bTAI0E, ROa<r REFEITLET,

install add file rfilename [activate commit]

AVAN=NT 7 ANVEEBNZA VA N—v 77T 474, 2 v b, Wik, EEHIBR
TAHIZIE, Woa~<y FEEITLET, install ?

add filetftp: filename AVAN=IV T AN Ry =% ) F— Rl — g Un
BT NARZabt—L, Iy T+ —Lb A A—=TD/—
CarOHEMBMNET v 7 BEITLET,
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YIRIDTT7 AR =)L ATV FOBE
Cisco 10S XE Everest 16.6.2 LAfZD 1) ) — XA THR—FEhTWLET,

activate [auto-abort-timer] |7 A L5775 4 Tt L., A 2%V ua—RRLET,
auto-abort-timer ¥—U— KA A=V DT 77 4 7{bxE BE)
iZr—A Ny 7 LET,

commit Un— RELEEREFEND LT LET,

rollback to committed B#lcay b Lian—Va VIcEfidn—A "y 7 LET,

abort Ty ANDT 7T 4 Tk HIE L, BAEDA A F—/LFED
BRIARTICEIT L TV R—V g e — Xy 7 LET,

remove FKERABLOIET 77 4 TREDY 7 h =T LA b—/b
T ANEHIRLET,

\}

GE)  request platform software ==~ > K& Cisco IOS XE ¥ 7 7 /L% /L 16.10.1 PARE TIXBE L ST
F79, ZOaxry FNFIEEOY U —=ADCLIZF/R SN, REAGETTN, 7y 77 L—FE
IEZ Y= Rididingal a~ > REHHT5 2 2 HELET,

request platform software 31 < > FDHLE

Device# request platform software package ?

clean AT AT INOREIR N r =7 7 A VEWHELET,

copy NRolr—V kAT 4 TIZa—LET,

describe RNy r—VONBEEHBLET,

expand AN A TRy =V AT 4 TICERLET,

install Rolr—V%k A VA =L LET,

uninstall Roylr—3%T oA A =L LET,

verify In Service Software Upgrade (ISSU) Y 7 hU =7 /Xv 7 —T D
B MRS LET,

A2A=ILE—FTOT7YTFIL—F
WOFNAZHEN, £ A R—VEF—=FRT, LV IV —=ZA06HOYV ) =T v 771 —KL
T, VI NI 2T A A=V DT v 77 L— R&EFEITT HIZiE, boot flash:packages.conf % fifi
MLTIOS Zile#) T2 LE N H Y £,
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B xt—rz—rToryIisL—¢

FIE

ATvT1

1R BHEIIZ
ZOFEX. OT v T — RO F YA THEATEET,

TyvIFTL—FRIOY ) —R |ERTEITUFR TyvTIL—FED))—X
Cisco 10S XE Everest 16.5.1a % | request platform software =~ | Cisco I0S XE Bengaluru 17.5.x
7213 Cisco IOS XE Everest v RDH

16.6.1

Cisco I0S XE Everest 16.6.2 LL |install 2~ > NF 72id request
BOT_XTHY Y —2R platform software =< > K
Ebbh, &

o request platform software =~ > NidpgILsvE L7z, L7 -> T, CLIIZIEFR RSN
FEILRDETR, ingal avr REFEHTHZ EEHERELET,

Zokv s va oL, ingal @~ ROAZEH LT Cisco I0S XE Bengaluru 17.4.1 725
Cisco I0S XE Bengaluru 17.5.1 127 v 77 L— KT 25550 L O TT,

IV—=T o7
install remove inactive

Toavwy REFEHLT, BEPRELTWDAIEEICEWWAS VA =NV T 7 A NVEDT ) —
Ty 7L, 77 v 2ll 1GB U EOMHEKZMAEL T, LA A=V RELET,

WOFNL, ingall removeinactive =~ > REFEH L CREHO 7y AV E I V=0T v LT
BAEDOH N EZRLTOET,

Switch# install remove inactive

install remove: START Mon Mar 15 19:51:48 PDT 2021
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.17.04.01.SPA.pkg
File is in use, will not delete.
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cat9k-wlc.17.04.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.04.01.SPA.pkg
/flash/cat9k-espbase.17.04.01.SPA.pkg
/flash/cat9k-guestshell.17.04.01.SPA.pkg
/flash/cat9k-rpbase.17.04.01.SPA.pkg
/flash/cat9k-rpboot.17.04.01.SPA.pkg
/flash/cat9k-sipbase.17.04.01.SPA.pkg
/flash/cat9k-sipspa.17.04.01.SPA.pkg
/flash/cat9k-srdriver.17.04.01.SPA.pkg
/flash/cat9k-webui.17.04.01.SPA.pkg
/flash/cat9k-wlc.17.04.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc srdriver.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.04.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Mar 15 19:52:25 PDT 2021
Switch#
<output truncated>

HLWA A=V ET Ty allat’—
a) copy tftp:[[//location]/directory]/filenameflash:

ZOavy REMEALT, TFIP Y —"nb 77 v a2 AEVICH LA A—VEar—
LEF, location i%, IP 7 RLRAEITHRA MTT, 77 ANVAIK 77 A VEREIZSE
Masina7 4 v b U O SRATIHELET, HLA A—T% TFTP $— 3n b
TLHEE, ZOAT v T 2AFy T LTLIEEN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.l17.05.01.SPA.bin flash:

destination filename [cat9k iosxe.17.05.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.05.01.SPA.bin...

Loading /cat9k iosxe.17.05.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
NN RN NN RN RN NN NN NN AN N NN

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)
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b)

dir flash:

ZOaxy REFHLT, A A—YNT7 Ty VallEFICat—SnNl LaiRLE
B

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Mar 15 2021 10:18:11 -07:00 cat9k iosxe.17.05.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 T— NEHERE

ATvT4

a)

b)

d)

boot system flash: packages.conf
Zoavy REMFEHALT, 77— NS % flash:packages.conf IZF%E L £ 77,

Switch (config) # boot system flash:packages.conf
no boot manual

AA v F BT — MIRETHICE., oo~ FeEHLET,

Switch (config)# no boot manual
Switch(config)# exit

write memory

Zoavwry REFEHALT, T MEEERFELET,

Switch# write memory
show boot

Zoawy REMFEHALT, 77— M (packages.conf) & FEI7 — hi%E (no) ZHEREL
£7

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

ARA=THET T allA A M=)V
install add file activate commit

Zoaxy REMEHLT, A A—V&2A A =L LET,

A RA=THET Ty a AV Ilabt—LESEAIE. TFIP YV —R_EDY —RA A A=V F1ET
TTLTAL v TF DT T a RITIALTERA LV MTDHZEEHRELET, AVNAS oF
(TIT4TLUHNDAAL vF) OT7T 932 RTATERIZUSB RIATIZHHA ATk
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RET DG, ER7 7 v a2 RTIA T EITUSB RT7A THFELMRNE A A =)L
WCRIRLET, 22X AA—TUNBAUN—ZAAL v F3DT7T7 2 K747 (flash-3) I
&)%5%%%?\ Switch# install add file flash-3:cat9k iosxe.17.05.01.SPA.bin activate commit

DEIIHEETLHILENDH Y F7,

W OFNE, Cisco I0S XE Bengaluru 17.5.1 V7 RV 2T A A=V % T T w32 AEVITA A
= LGB0 2R L TVET,

Switch# install add file flash:cat9k_iosxe.17.05.01.SPA.bin activate commit

install add_activate commit: START Mon Mar 15 15:37:20 PDT 2021
install add activate commit: Adding PACKAGE
install add_activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---

[2]: Copying flash:cat9k iosxe.l17.05.01.SPA.bin from switch 2 to switch 1 3 4

[1 3 4]: Finished copying to switch 1 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.05.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
Finished Add on switch 1
Add package(s) on switch 2
Finished Add on switch 2
Add package(s) on switch 3
Finished Add on switch 3
Add package(s) on switch 4
[4] Finished Add on switch 4
Checking status of Add on [1 2 3 4]
Add: Passed on [1 2 3 4]
Finished Add

Image added. Version: 17.05.01
install add_activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.05.01.SPA.pkg
/flash/cat9k-webui.17.05.01.SPA.pkg
/flash/cat9k-srdriver.17.05.01.SPA.pkg
/flash/cat9k-sipspa.17.05.01.SPA.pkg
/flash/cat9k-sipbase.17.05.01.SPA.pkg
/flash/cat9k-rpboot.17.05.01.SPA.pkg
/flash/cat9k-rpbase.17.05.01.SPA.pkg
/flash/cat9k-1ni.17.05.01.SPA.pkg
/flash/cat9k-guestshell.17.05.01.SPA.pkg
/flash/cat9k-espbase.17.05.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.05.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.17.04.01.SPA.pkg
Removed cat9k-espbase.17.04.01.SPA.pkg
Removed cat9k-guestshell.17.04.01.SPA.pkg
Removed cat9k-rpbase.17.04.01.SPA.pkg
Removed cat9k-rpboot.17.04.01.SPA.pkg
Removed cat9k-sipbase.17.04.01.SPA.pkg
Removed cat9k-sipspa.l17.04.01.SPA.pkg
Removed cat9k-srdriver.17.04.01.SPA.pkg
Removed cat9k-webui.17.04.01.SPA.pkg
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Removed cat9k-wlc.17.04.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-1ni.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.l17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
[2] Activate package(s) on switch 2
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.04.01.SPA.pkg
Removed cat9k-espbase.17.04.01.SPA.pkg
Removed cat9k-guestshell.17.04.01.SPA.pkg
Removed cat9k-rpbase.17.04.01.SPA.pkg
Removed cat9k-rpboot.17.04.01.SPA.pkg
Removed cat9k-sipbase.17.04.01.SPA.pkg
Removed cat9k-sipspa.17.04.01.SPA.pkg
Removed cat9k-srdriver.17.04.01.SPA.pkg
Removed cat9k-webui.17.04.01.SPA.pkg
Removed cat9k-wlc.17.04.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-1ni.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[2] Finished Activate on switch 2
[3] Activate package(s) on switch 3
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.04.01.SPA.pkg
Removed cat9k-espbase.17.04.01.SPA.pkg
Removed cat9k-guestshell.17.04.01.SPA.pkg
Removed cat9k-rpbase.17.04.01.SPA.pkg
Removed cat9k-rpboot.17.04.01.SPA.pkg
Removed cat9k-sipbase.17.04.01.SPA.pkg
Removed cat9k-sipspa.17.04.01.SPA.pkg
Removed cat9k-srdriver.17.04.01.SPA.pkg
Removed cat9k-webui.17.04.01.SPA.pkg
Removed cat9k-wlc.17.04.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-1ni.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
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Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[3] Finished Activate on switch 3
[4] Activate package(s) on switch 4
-—-- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.04.01.SPA.pkg
Removed cat9k-espbase.17.04.01.SPA.pkg
Removed cat9k-guestshell.17.04.01.SPA.pkg
Removed cat9k-rpbase.17.04.01.SPA.pkg
Removed cat9k-rpboot.17.04.01.SPA.pkg
Removed cat9k-sipbase.17.04.01.SPA.pkg
Removed cat9k-sipspa.17.04.01.SPA.pkg
Removed cat9k-srdriver.17.04.01.SPA.pkg
Removed cat9k-webui.17.04.01.SPA.pkg
Removed cat9k-wlc.17.04.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-1ni.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.l17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[4] Finished Activate on switch 4
Checking status of Activate on [1 2 3 4]
Activate: Passed on [1 2 3 4]
Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
Finished Commit on switch 1
Commit package(s) on switch 2
Finished Commit on switch 2
Commit package(s) on switch 3
Finished Commit on switch 3
Commit package(s) on switch 4
[4] Finished Commit on switch 4
Checking status of Commit on [1 2 3 4]
Commit: Passed on [l 2 3 4]
Finished Commit

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

*Mar 15 15:47:28.095: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): Starting boot
preupgrade

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.315817 s, 973 kB/s

AppGigabitEthernet port has the latest Firmware

MM [1] MCU version 191 sw ver 196
MM [2] MCU version 191 sw ver 196
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Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no
Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...440976 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw..

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...24506 bytes.
Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%....50%...... 60%....70%..... 80%....90%....100%w

Wating for MCU to come up ..... Rr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 298 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Mar 15 15:52:33 PDT 2021

Switch#

Chassis 2 reloading, reason - Reload command

Mar 20 15:52:36.588: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Mar 20 15:52:38.199: $PMAN-5-EXITACTION: RO/0: pvp: Process manager 1is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 04/29/2021 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48P platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Waiting for 120 seconds for other switches to boot
B
Switch number is 2

<output truncated>
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GE)
install add fileactivatecommit =< > RZ 3T L7212, VAT ATEHBICV e—RKLET,
VAT LEFHEHTY e — RTOHMEITIHY FHA,

A AR M=)V B

VI RT 2T DAL A M=ANEFIZET LS, dirflash: 2~ FEFEHLT, 79 v =
N—=TF 4 a0 EOHF LV pkg 77 ANE 2 DD cont 77 ANDBHDH T EEHRLE

—é—o
a)

b)

dir flash:*.pkg
Wiz, dir flash:* . pkg 2~ > RO I Z R LET,

Switch# dir flash:*.pkg

Directory of flash:/

75140 -rw- 2012104 Nov 17 2020 09:52:41 -07:00 cat9k-cc_srdriver.17.04.01.SPA.pkg
475141 -rw- 70333380 Nov 17 2020 09:52:44 -07:00 cat9k-espbase.17.04.01.SPA.pkg
475142 -rw- 13256 Nov 17 2020 09:52:44 -07:00 cat9k-guestshell.17.04.01.SPA.pkg

475143 -rw- 349635524 Nov 17 2020 09:52:54 -07:00 cat9k-rpbase.17.04.01.SPA.pkg
475149 -rw- 24248187 Nov 17 2020 09:53:02 -07:00 cat9k-rpboot.17.04.01.SPA.pkg
475144 -rw- 25285572 Nov 17 2020 09:52:55 -07:00 cat9k-sipbase.17.04.01.SPA.pkg
475145 -rw- 20947908 Nov 17 2020 09:52:55 -07:00 cat9k-sipspa.l17.04.01.SPA.pkg

475146 -rw- 2962372 Nov 17 2020 09:52:56 -07:00 cat9k-srdriver.17.04.01.SPA.pkg
475147 -rw- 13284288 Nov 17 2020 09:52:56 -07:00 cat9k-webui.17.04.01.SPA.pkg
475148 -rw- 13248 Nov 17 2020 09:52:56 -07:00 cat9k-wlc.17.04.01.SPA.pkg

491524 -rw- 25711568 Mar 15 2021 11:49:33 -07:00 cat9k-cc srdriver.17.05.01.SPA.pkg
491525 -rw- 78484428 Mar 15 2021 11:49:35 -07:00 cat9k-espbase.17.05.01.SPA.pkg
491526 -rw- 1598412 Mar 15 2021 11:49:35 -07:00 cat9k-guestshell.17.05.01.SPA.pkg
491527 -rw- 404153288 Mar 15 2021 11:49:47 -07:00 cat9k-rpbase.17.05.01.SPA.pkg
491533 -rw- 31657374 Mar 15 2021 11:50:09 -07:00 cat9k-rpboot.17.05.01.SPA.pkg
491528 -rw- 27681740 Mar 15 2021 11:49:48 -07:00 cat9k-sipbase.17.05.01.SPA.pkg
491529 -rw- 52224968 Mar 15 2021 11:49:49 -07:00 cat9k-sipspa.l17.05.01.SPA.pkg
491530 -rw- 31130572 Mar 15 2021 11:49:50 -07:00 cat9k-srdriver.17.05.01.SPA.pkg
491531 -rw- 14783432 Mar 15 2021 11:49:51 -07:00 cat9k-webui.1l7.05.01.SPA.pkg
491532 -rw- 9160 Mar 15 2021 11:49:51 -07:00 cat9k-wlc.17.05.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)
Switch#

dir flash:*.conf

Wiz, dir flash:*.conf 2~ RO B2 R LET, 7T v aX—=FT 49D 2O0D
conf 7 7 A VIREREINTWVET,

* packages.conf : HLLA VA=V 1LT .pkg Ty AMIEETBZONZT AV
* cat9k iosxe.17.05.01.SPA.conf : #1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 7Ty 7 ap—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Mar 15 2021 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Mar 15 2021 10:58:08 -07:00 cat9k iosxe.l17.05.01.SPA.conf
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11353194496 bytes total (8963174400 bytes free)

AT w6 showversion
AA=UNEBEI LIS, Z0a<r FEEHALTHLWA A==V g VAR LET,

R D show version =~ > RO HHITIL, 7734 AD Cisco 10S XE Bengaluru 17.5.1 4 A —
DIFWPE RSN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.05.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.5.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

<output truncated>

AR M—=ILE—KTOEYHS L—F

ZZTE BBV IV =ANBHOY ) =R, VA M= VE— RTH I T L— RT 5 FIE%
RLET, VI MU TAA—TYDOX T T L— REFATT HI2IE, boot flash: packages.conf
ZfEH L TIOS ZEE§ 2 LERH Y 97,

IR HEIIZ
ZOFIEZ, ROX T T — RO F ) FTEHTEES,

o L—FREIO) ) —R |ERAYTHaITUE oo L—F&EDYY -2

Cisco IOS XE Bengaluru 17.5.x |install ==~ > K %7213 request | Cisco 10S XE Bengaluru 17.4.x
platform software =~ > Ko |LATO U U —2A
Eb b, 1

7 request platform software =~ > NiFpEILSNE L7z, LR -, CLIIZIEF RSN
FEICRVETN, ingall a~v> FEFEHATLZZ EE2AERELET,

\}

GE) HAVY—RZEHLTH L BAINIEAL vFEFLEX T 1L —RTHZ LITTEF
Bh, HILWAS v FETANRINHERH L TEASNIZY V=N, TOETIVDOENI 7
[NZE A IV G

o7 va o, ingal 2+ R&fEH L T Cisco I0S XE Bengaluru 17.5.1 > & Cisco
10S XE Bengaluru 17.4.1 (ZX 7 > 7' L— KT 554D 8L DTY,

RAOB3A—FDEI VT L— FORHREH -

Cisco IOS XE Gibraltar 16.12.1 A& TlE, AT U — XD UPOE A1 v F (C9300-24U, C9300-48U.
C9300-24UX, C9300-48UXM. C9300-48UN) ~CIEEE802.3bt % A 7' 3 ¥R 2V R— T 5
2O LS 7 na— RRBEASNTHWET, il 7 oa— R2iE, —Hol U —
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FIE

ATy T

1oz b—nE—kTnsyrsL—F |

AL D HBMEIIH D A, TDOTD, ZNHDV UV —ADWWTNNIH T T L— KT
HHREE~A 70 a— R AU T L —RTEHMENHY ET, v 7 aa—RKOX T
L— REFETLARWNWE, X7 7 L — RO PoE OREREICEE L F4,

BT —RBEDY) ) —REZ T 7L — REHT S~ RIS U T, EITT 5050580
BHDLT Vv a s EROFTHER LTI,

BT K| ZY T L— RO [T 5a~y R |~ s/ua—Kogy 71—k

oY V=2 1) YJ—2 DT Iy
Cisco 10S XE Cisco IOS XE Everest | install =< > K A7 a0a— KRNIV 7RI TD
HTIELZAVLLRE | XE Everest 16.6.6 TNy 7 SHEF. Z L
DU YV—=2 | Cisco 10S XE Fuji LOREIRE T,
16.9.1 ~ Cisco 10S . N
XE Fuji 16.9.2 request platform VTR 2TARA=THEDT T

software 2~ K | L— R4 5§{ic, FEIT~A 70
EN A EVAV A IY a—FREXTT7L—RLET,
7=k v Afrsua—REX 7L —FR
TAHITIE, Te—SL a7 g
Fa2l—grE—RT
hw-module mcu rollback =< > K
AN LET,

RN
install remove inactive

Toa<wry REHEALT, BEMRELTWAESICENAS VA N—LT 7 A NVET ) —
Ty7 L, 792l 1GB LU EOEG AR L T, FTILWA A—VFREELET,

KOFNL, ingall removeinactive =~ REFEH L CREHO 7 7 AV E2 7 V=0T v 7 LT
LEDOHNERLTCVET,

Switch# install remove inactive

install remove: START Mon Mar 15 19:51:48 PDT 2021
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.17.05.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.05.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.05.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.05.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.05.01.3SA.pkg
File is in use, will not delete.

Cisco 10S XE Bengaluru 17.5.x (Cisco Catalyst9300 > 1) —X XA v F) YY—R/—F .



Cisco 10S XE Bengaluru 17.5.x (Cisco Catalyst9300 ') —X XA vF) YY—R/—F |

B oxr—rz—rcogyorL—r

cat9k-sipbase.17.05.01.SSA.pkg

File is in use, will not delete.
cat9k-sipspa.l7.05.01.SSA.pkg

File is in use, will not delete.
cat9k-srdriver.17.05.01.SSA.pkg

File is in use, will not delete.
cat9k-webui.17.05.01.SSA.pkg

File is in use, will not delete.
cat9k-wlc.17.05.01.SSA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Mon Mar 15 11:42:39 PDT 2021

ATFYT2 HLWARA—TET Ty allat’—

a)

b)

ATvT3 7

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

ZOavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LE7, location |%, IP 7 KL AEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 HAEH]
THHEAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.04.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.04.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.04.01.SPA.bin...

Loading /cat9k iosxe.17.04.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrerrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrerrrrrrrerrererrrrrrrrrrrreeny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Mar 15 2021 13:35:16 -07:00 cat9k iosxe.17.04.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

— MEMERE
boot system flash: packages.conf
Zoavwy REMH LT, 77— NS % flash:packages.conf IZEXE L £ 7,
Switch (config) # boot system flash:packages.conf

no boot manual

A v FHHE T — MIRET AT, Zoa~r REFEHLET,
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Switch (config)# no boot manual
Switch (config)# exit

¢) writememory

Zoawry FEALT, 7— FREEZRTFLET,

Switch# write memory
d) show boot

Zoavwr REMHALT, 77— M (packages.conf) & F#j~7 — MRE (no) ZERL
\iﬁqo

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

VIR 2T A AT HEL T T L— R
install add file activate commit

Zoaw s REFEHALC, A A—=VE A A=V LET,

AA=V %7 Ty vaAEVICabt = LEEAE, TFTP Y= EDY —ZAA A=V F 23T
ITATAATFDT Ty a RIALTERA L FNTHIEEZHELES, AU AAL T
(T2 T4 TIDAAL vF) DT7T w32 RTALTEITUSB RIA TI2hHHA A=V %
BETLHE, EMR77 v a2 FIAT7EIZUSB RIA T2 ELRNE A A F—/L
WWRIELET, e 2E A A=V RAVARAL v F3DT7 T v a RTA47 (flash-3) 12h
E}%%é§\ Switch# install add file flash-3:cat9k_iosxe.17.04.01.SPA.bin activate commit
LOIHET H2HLERHY £7,
WOFITIL, ingall add file activate commit =~ > R % L T Cisco I0S XE Bengaluru 17.4.1
VT KRG 2TARA—TET T2l A= LTHET,

Switch# install add file flash:cat9k_iosxe.17.04.01.SPA.bin activate commit
install add_activate commit: START Mon Mar 15 14:59:46 PDT 2021
install add activate commit: Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.04.01.SPA.bin from switch 1 to switch 2 3 4

[2 3 4]: Finished copying to switch 2 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.04.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
~“[[A [1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2
[3] Add package(s) on switch 3
[3] Finished Add on switch 3
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[4] Add package(s) on switch 4
[4] Finished Add on switch 4
Checking status of Add on [1 2 3 4]
Add: Passed on [1 2 3 4]
Finished Add

Image added. Version: 17.04.01.0.306
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.04.01.SPA.pkg
/flash/cat9k-webui.17.04.01.SPA.pkg
/flash/cat9k-srdriver.17.04.01.SPA.pkg
/flash/cat9k-sipspa.17.04.01.SPA.pkg
/flash/cat9k-sipbase.17.04.01.SPA.pkg
/flash/cat9k-rpboot.17.04.01.SPA.pkg
/flash/cat9k-rpbase.17.04.01.SPA.pkg
/flash/cat9k-guestshell.17.04.01.SPA.pkg
/flash/cat9k-espbase.17.04.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.04.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.05.01.SPA.pkg
Removed cat9k-espbase.17.05.01.SPA.pkg
Removed cat9k-guestshell.17.05.01.SPA.pkg
Removed cat9k-1ni.17.05.01.SPA.pkg
Removed cat9k-rpbase.17.05.01.SPA.pkg
Removed cat9k-rpboot.17.05.01.SPA.pkg
Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.04.01.SPA.pkg
Added cat9k-espbase.17.04.01.SPA.pkg
Added cat9k-guestshell.17.04.01.SPA.pkg
Added cat9k-rpbase.17.04.01.SPA.pkg
Added cat9k-rpboot.17.04.01.SPA.pkg
Added cat9k-sipbase.17.04.01.SPA.pkg
Added cat9k-sipspa.17.04.01.SPA.pkg
Added cat9k-srdriver.17.04.01.SPA.pkg
Added cat9k-webui.l7.04.01.SPA.pkg
Added cat9k-wlc.17.04.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
[2] Activate package(s) on switch 2
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.05.01.SPA.pkg
Removed cat9k-espbase.17.05.01.SPA.pkg
Removed cat9k-guestshell.17.05.01.SPA.pkg
Removed cat9k-1ni.17.05.01.SPA.pkg
Removed cat9k-rpbase.17.05.01.SPA.pkg
Removed cat9k-rpboot.17.05.01.SPA.pkg
Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.04.01.SPA.pkg
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Added cat9k-espbase.17.04.01.SPA.pkg
Added cat9k-guestshell.17.04.01.SPA.pkg
Added cat9k-rpbase.17.04.01.SPA.pkg
Added cat9k-rpboot.17.04.01.SPA.pkg
Added cat9k-sipbase.17.04.01.SPA.pkg
Added cat9k-sipspa.17.04.01.SPA.pkg
Added cat9k-srdriver.17.04.01.SPA.pkg
Added cat9k-webui.l7.04.01.SPA.pkg
Added cat9k-wlc.17.04.01.SPA.pkg
Finished list of software package changes
[2] Finished Activate on switch 2
[3] Activate package(s) on switch 3
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.05.01.SPA.pkg
Removed cat9k-espbase.17.05.01.SPA.pkg
Removed cat9k-guestshell.17.05.01.SPA.pkg
Removed cat9k-1ni.17.05.01.SPA.pkg
Removed cat9k-rpbase.17.05.01.SPA.pkg
Removed cat9k-rpboot.17.05.01.SPA.pkg
Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.04.01.SPA.pkg
Added cat9k-espbase.17.04.01.SPA.pkg
Added cat9k-guestshell.17.04.01.SPA.pkg
Added cat9k-rpbase.17.04.01.SPA.pkg
Added cat9k-rpboot.17.04.01.SPA.pkg
Added cat9k-sipbase.17.04.01.SPA.pkg
Added cat9k-sipspa.17.04.01.SPA.pkg
Added cat9k-srdriver.17.04.01.SPA.pkg
Added cat9k-webui.l7.04.01.SPA.pkg
Added cat9k-wlc.17.04.01.SPA.pkg
Finished list of software package changes
[3] Finished Activate on switch 3
[4] Activate package(s) on switch 4
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.05.01.SPA.pkg
Removed cat9k-espbase.17.05.01.SPA.pkg
Removed cat9k-guestshell.17.05.01.SPA.pkg
Removed cat9k-1ni.17.05.01.SPA.pkg
Removed cat9k-rpbase.17.05.01.SPA.pkg
Removed cat9k-rpboot.17.05.01.SPA.pkg
Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.04.01.SPA.pkg
Added cat9k-espbase.17.04.01.SPA.pkg
Added cat9k-guestshell.17.04.01.SPA.pkg
Added cat9k-rpbase.17.04.01.SPA.pkg
Added cat9k-rpboot.17.04.01.SPA.pkg
Added cat9k-sipbase.17.04.01.SPA.pkg
Added cat9k-sipspa.17.04.01.SPA.pkg
Added cat9k-srdriver.17.04.01.SPA.pkg
Added cat9k-webui.l7.04.01.SPA.pkg
Added cat9k-wlc.17.04.01.SPA.pkg
Finished list of software package changes
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[4]

Checking status of Activate on

Cisco 10S XE Bengaluru 17.5.x (Cisco Catalyst9300 ') —X XA vF) YY—R/—F |

Finished Activate on switch 4

Activate:
Finished Activate

Passed on

[1 2 3 4]

[1 2 3 4]

--- Starting Commit ---
Performing Commit on all members

Checking status of Commit on

Commit: Passed on

Commit package (s)

on switch 1

Finished Commit on switch 1

Commit package (s)

on switch 2

Finished Commit on switch 2

Commit package (s)

on switch 3

Finished Commit on switch 3

Commit package (s)

on switch 4

Finished Commit on switch 4

Finished Commit

[1 2 3 4]

[1 2 3 4]

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

300+0 records in
300+0 records out

307200 bytes
[1]
[2]

MM
MM

MCU UPGRADE IN PROGRESS...

Front-

Image
Image
Image
Image

Front-
Front-

(307 kB,

300 KiB) copied, 0.316195 s, 972 kB/s

MCU version 196 sw ver 191
MCU version 196 sw ver 191

end
for
for
for
for

end
end

Microcode
front-end
front-end
front-end
front-end

Microcode
Microcode

Skipped[0].
Front-end Microcode
Front-end Microcode

Front-end Microcode IMG MGR:
Front-end Microcode IMG MGR:
0...rrrrrrw..0%....10%....20%...... 30%...40%....50%......
Wating for MCU to come up

PLEASE DO NOT POWER CYCLE!!

IMG MGR: found 4 microcode images for 1 device.
0: /tmp/microcode_update/front_end/fe type 6 0
0: /tmp/microcode_update/front_end/fe type 6 1
0: /tmp/microcode_update/front_end/fe type 6 2
0: /tmp/microcode update/front end/fe type 6 3

needed:
needed:
needed:
needed:

no
yes
yes
no

update
update
update
update

IMG MGR:
IMG MGR:

Preparing to program device microcode...
Preparing to program device[0], index=0 ...594412 bytes....

IMG MGR:
IMG MGR:

Preparing to program device[0], index=1 ...440688 bytes.

Programming device 0...rwRrrrrrrw

Preparing to program device[0], index=2

Programming device

...24506 bytes.

.90%....100%w
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Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 295 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Mar 15 15:14:57 PDT 2021

stack-4mnyqg#

Chassis 1 reloading, reason - Reload command

Jul 20 15:15:01.382: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Jul 20 15:15:03.101: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 03/17/2021 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-24UX platform with 8388608 Kbytes of main memory

switch: boot
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

Waiting for 120 seconds for other switches to boot
Switch is in STRAGGLER mode, waiting for active Switch to boot
Active Switch has booted up, starting discovery phase

Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

GE)
install add fileactivatecommit =~ > RZ 3T L7212, VAT AIHBICV r—RKLE9,
VAT LEFHFHTY e — RTOHMEIIHY FHA,

NR— g3 VO

show version
ARA—UNEEI LD, Z0a<wr REFEALTHLWA A=~V g UEKRBRLET,
GE)

VIRNT2TA A=V HBE T 7L —RLTH, ROMMON OX—2 5 UZBEIFICA T v 7
L— RSN FEHA, FHINTREDOE IR F5,

R show version =~ > RO FITIL, 7734 AD Cisco 10S XE Bengaluru 17.4.1 A A —
DIFERPER SN TNET,
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Switch# show version

Cisco I0S XE Software, Version 17.04.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.4.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

<output truncated>

24— I)LRTAGSTINT—FTFLADN—3 007y TFLL—F

T4—=NVRKTu TNV — T LA (FPGA) 1%, VA3 AL vF LICFEETEZ T 0T T
VTN RAEY TNRAAO—FETT, ZhblE, FFEOEMMIEDIERZ FIREIC T 2 R E Al
REZRERER AR T,

Cisco IOS XE Bengaluru 17.5.1 TiZ, FPGA ®7 v 77 L— RiZdH V T8 A, BIED FPGA /X —
Va U EMERT S, ROMMON €— RTverson-v 2~ K& AT LET,

)

GE) T RTDOY 7 " 2T VY —ATFPGADNSN—V g UNEEINLIDITTIIH Y THA,

cNR—=U g VOEFIL, BEOY T =TT v L — RO—E & LT T, MiZiEm
DFNEZFEITTHHLETIH Y A,

— ~

A4t R
Z Dk 7 a3 TlE, CiscoCatalyst9000 2 U — R A A » F T FRERMERED T A v ARy
=TI OWTIIA L £,

A4 A LRI

Cisco Catalyst 9300 > U — X A A v F THEHAEER Y 7 MU = THERIZ, RO L D12, EARE
72IXT7 RA DT A B A L-"ULICHEENE T,

HEXSAEUR

* Network Essentials

» Network Advantage : Network Essentials 7 1 -z > A Cff ] AIRE 72 HHE & 1B NKEE DS & v &
R

TEAYSA4EVR
T KA T A ' AT, mitESE L LT Network Essentials & 72 13 Network Advantage 73 3

TY, 7T RAVTA B A VUL TIL, AA v F 21T T/ < Cisco Digital Network Architecture
Center (Cisco DNA Center) THh I AaDA J RX— g L biErSonE T,
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* DNA Essentials
« DNA Advantage : DNA Essentials 7 1 2 > A Cfifi i Al e 72 B HE & B RE N G N E T,

7Ty T — bYA= MCET O E R L. RN TED T A2 X LU A HER
9% 1Z1%. Cisco Feature Navigator Z{#f L &9, Cisco Feature Navigator {27 7 £ A 521X,
https://cfong.cisco.com (ZHEA FE F, cisco.com DT H T v MILEH Y FHA,

FERAMRELS A RAETILEERIER
« Cisco I0S XE Fuji 16.8.x LA : RTU 74 B ANT 7 4L hTHY . T4 L AZEFT
B2 R — N TV DHME—D FIETY,
« Cisco I0S XE Fuji 16.9.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A~— 7 A BV ANT 7 #
NETHY, T4 BV AZEET LDV R —FEINTHDLHE—DFETT,
VRV Y —ADY 7 v =7 a7 Fal—ar A4 RTC, [SygemManagement]
— [Configuring Smart Licensing) ZZM L T 72 &0,
Cisco IOS XE Amsterdam 17.3.2a LA : AR —%fFEH LA~ —F T4 R (Avw— ]
TA RV ADIFENR—=Tay) DT 74NV THY, T4 AZEHT L0 YR—
FENTWDHME—DITVETT,
FEHIZOWTIL, Cisco Catalyst 9000 > U — X ZA v FTHTA L ZADORELBRL T
<&,

Cisco 7 A B ADOWEIZHOWTIE, [Cisco Y7 "o =T T4 7 A4 Rl 2R L
TLIEE W,

SAELURALRNIL FREDHA K54
AL TA B ADBERN IR

R O—FFRALEAYT—FSAEVR AI—FrSA4EVR

KN T ZDT A & AIIE IR A 1 s KN TATBU AL, HRIHAR A
HYEEA, L,

cHTRAIZ YL gy T AT o HRNHARIE  TA BV ALAL, 3
EDHFETELSTY, GF, 54, HF, 54, £ 7T HEOHIR,

F 70X 7 FOWIR) o B BRI TV ARNWT A B A,

« 35K Z A A (Network Essentials 33 J O' Network-Advantage) DiE3CE L OVEATIX,
HIREIIKATA BV A A TORETRY £F,

« 7 KA T 4> A (DNA Essentials 33 2 U DNA Advantage) OiESCE L OEITIX, V7
A7V Fa CEIITAENRNE T A B A A T DR LR ET,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-config-available-licenses.html
https://cisco.com/go/licensingguide
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B xr—vvoharsqy

s Xy hT—0 TABUVA LSV EBRRLEGAIET AV ITA BV ALRXAREENT
WET, DNA OBEREZ T 2581%. AR/ EIN DN T A B A28 L Thl
XX EHT 0, T RAVIFTA VUV AREET VT4 7L L THBAAL v F Y r—FRL
THEART A o ARERE TOEM 2 fkwe L £,

BARTA XL AL LBITT KA Y T4 2 AR WAT D50, BTSN TOLMAADE
L. HATESATOROEAA DEICER LT RS,

5 HTSNTLOSBHEDY

DNA Essentials DNA Advantage
Network Essentials st FEXFIS
Network Advantage G %

8 = DAL HHILDNA T A & ADOEHHRZ DO ATX £, DNA-Essentials D
WAl AR IIEACTE £ A,

Tl A AEELTDHZEITTEETA, 2B DT A & AL Cisco Smart Software
Manager CiEBEF S 419, 90 H CHIRGINICZ2 D 3, FHli7 A B REAA v F T2
JERCTE, BAEKTLZ LI TEERA, 7 A B ARHIREINIZRD &, Z2D%
275 HiIZmB HEE AT A A v —UNER S, ZRUBI3ERERSIET, Va—
R%IC, AHIROUINTZFM T A B AEHET 77 4 X— T 5 LILTEEHA,
CHFAY— I RCORERSNET, 7T A o 2OM&IT, R —2fl
ALlizA~— o4 RTFEA S NEEA,

RT—I2TDHA 54
BREA T — U 7 DA BT A NZHOWTUE, IROBGATIZH % Cisco Catalyst 9300 &) — X A
AvFOT—H— bR LTI,

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/
datasheet-c78-738977.html

HIREIE & HIFFER

s hu— L FL—2RY 7 (CoPP) : system-cpp policy CaXiE SALTZT T AT
T4V MEOEFEDOGE, b0 7 7 AT AL showrun =2+ > RTERR S
FHA, i VIZ, K EXEC & — KT show policy-map system-cpp-policy % 7= 13 show
policy-map control-plane =~ > R&HH L T 2 &0,

« Cisco TrustSec DlFIZIA : Cisco TrustSec ITWFLA L F —T = A A TORHHFRETE., wFl
A B =T 24 ATIERETE I A

* Flexible NetFlow O ffl|fREEIE
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simsmesnss

o A —Hxy MEBEAR— I (GigabitEthernet0/0) % /] L T NetFlow =27 AR — F & 5%
ETDHZLIETEERA,

cLAV2R—=FFr b, =T Ny T MU RAREDGREA L H—T 2 A RTT
n—E=XEHRETHIELIFITEETA,

cFAULA v H =T A ZADRCHFANIZOWT, FLHXA 7 (IPv4, IPv6, E£721ET7 —#
Vo) O7n—e=F zBERETLHILIITESEEA,

* QoS Dl HFIH

e QS Fa—A LI RY V—FRETIHIEIL, Fa—A TRy T77DEFHN100% &
B2 NWEIICLTLEE N,

W TA A =T 2 ATORY) VU TRBIV—F TR =N R— TV
ESc N

e AA v TFRBA L E—T A A (SVI) TORY =D~ —F 7R HR—FINT
WET,

e AR—=FFXRNVALE—T 2 f A R RNMA L H—T A4 A BLOZOMOGHER
A H =Tz ATIE QoS R Y v —iFHhAR—FEhFEtA,

AR I X a—A L TEBIOART Y 2a—T 7 (SQS) 1. 1.4Gbps #i# 2% CPU N
TRy hERry A LET,

e ¥ =27 =/ (SSH)

eSSH R—=V g 2 %A LTL7ZEEY, SSHAA—=V g v 1TV ER—FENTWHER
oo

* SCP 35 L UNSSH DI 5L ED FATHIL, SCP DFAIY 7 utE ANE T HE T,
TNRAAD CPUNEL 2D ENHESNET, SCPIX, *v hY—727 EDOF R b
MTHO7 7 ANREEZTR—FLTERY, X SSH Z2#EH L E9,

SCP £ XU SSH OB ZEE I N— R = T b= P THR— F SR T
Wiz, BB L EE LD 7o v AN Y 7 by 2T TIEITSNDZ & TCPU MBEL
720 FEF, SCPEBLUSSH D7 1t A 2L % CPU EHZRAN 40 ~ 50% (272 HHBA M
BVETR, TNXAARY Yy NEDU LV ENDZEEHY THA,

RV —%EH LA~ — M7 A A : CiscolOS XE Amsterdam 17.3.2a LARE, RV 2 —

AR LAY = I A B ZOBANICEY ®ihA L AZ L AEIUTT A ZADHEA b
4 % 3% E LT, UniqueDeviceldentifier (UDI) DANERINET, TOFRROEE L,
DRETO YV —ATHEA MABRERINTWETRTOTIA B RA2—T 4 VT 4 L2—
PV F =T 2 A ATHERTEET, ZHUTEIVMENDT A & AN EELZ T
HZEIEHY EFREA, ZORIRIZHT HERERIZH D FH A,

ZOHIROEBEEZTDTA VL Aa—=T 4 VT g La—P—A U F =T xA AT,
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DA NE FILET,
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o« AH U RERR
K8 ODAL I AUNTAAL v F AKX v 7 R TEET,
s [FIFEA N v IHERDIY R — kI, IBREAHX v 7RIV R— SN TOERA,

C9300 SKU 1. fho> C9300 SKU & DI A X v 7 TXxF9, [EFEIC, C9300L SKU I3
o> C9300L SKU & DI AL v 7 TE F£,

WOBIMOHIBRIL, >V — XD 9300-24UB. C9300-24UXB. # L X (C9300-48UB E5
JVICHEAENET, ZNODETAFRLETORARAZ v 7 THZENTEET, o
C9300SKU £ RAF v 73 AHZ LIFTEERA,

cHILWA U NRAL v FOHENT v 77 L— KX, £ A —=LF— RTOIHSR—h
INET,

*TACACS L W —a~< v K LA —tacacsserver host 2~ RERE LRWTL 72X

W, ZOavwy REEESNELE, T A ETETISRNTWAY 7 by =T R"—V 3
> 75 Cisco 10S XE Gibraltar 16.12.2 DV V= A THL5GE. VI —a~r FaEH
T 5 LRRENKILT DRSNSV 4, Fr— L a7 4 Fal— g E—RT
tacacsserver a2~ R&fEH L £,

« USB DFEFE : CiscoUSB K7 A 7% ZA v FITHf+ 5 & BAF O L FRFEA F— T
]‘7470)nﬂuuﬁ7j)'it??éﬂi—§« USB ]‘74}775 5 IFREREH O % — 75)33;\;'1;:1 INENWT=D
password encryptionaes =~ K& AJj$25 L a V) —)LiZikdD A vt— /ﬁli‘%réﬁ”bi
R

Device (config) # password encryption aes
Master key change notification called without new or old key

* VLANDHIIR : 2AA v F ORERFIZT —F & H %]\X%/%E%@L AAf S F AR T4
RCH 7 VLAN L3872 57 — % VLAN Z#EFFT 5 121d, PIRICER SN 0BEZ1T O
TEERBEIODLET, 10D E—T A A DT — 5’& HE RAAL 2R LCHLT
VLAN SR E SN TWBEA, CPUMHENE L 20 T8 AN EE 2T 5 alGEMEN
HoET,

« H# Application Visibility and Control D l|R=FHIH :

*NBAR2 (QoS BLO 7w b /L) % EIXA MM FLR— bf@&ﬁﬁéhi?
7-& ziE, VLAN, R"— FF ¥ 3, BLOMOGRE A ¥ —T = A 72 O
VH =T 2 ATIEHYER—FEINTWHERTA,

* NBAR2 X—ZD—EFHAE [match protocol | 1, v—F 777 arBLUORY &
YIT U ary TORFFAIENET, NBAR2 =BT, ¥ o —o » VHREDRE
ENTWAHRY —TIEFFAI S ETA,

o [—E 7 bav] T RTORY > —THRK256 OFEFHCEAL L7 2 haj,

« NBAR2 L ERD NetFlow 1Z[AI UA > & — 7 = A A CRIBFICRETCXEHA, 7L,
NBAR2 & A## AVC Flexible NetFlow [Z[R U A > & —7 = A A TCRBFICRE T £,

e IPv4d =% A ; (TCP/UDP) OHNYHR— I ET,
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¢ AVC (FEEEAR— bk (Gig0/0) TlEHAR—hrSnEHA,

*« NBAR2 O#Efw1%. MHT 7 B AR — F TCOREITTIMVERHLY £, T 7V
7%, H—0T7 v 7Y 7 THY, R—FF vy RO —ETRITIRER TE £1,

e RT F—< VR B AAL v TF A NE, 50% KD CPUEART, 1 BdH7=v 2000
DG (CPS) ZAETEET, ZDL— a2 5 AVC —E A IR SN FH
Ao

o JLARVE : 48 E DT B AR — F L 24 HDOT 7B AR — kT L ITHK 20000 OB IT M
7&**%35@5%’(‘% jz—é«o

*YANGT—HEF U o 7 OHKIBEIHE : Y8 — b &35 NETCONF O KA v o a V4
20y a Y,

+ Embedded Event Manager : ID A X2 s ¢ 7 7 %%, Embedded Event Manager Cl&H 77—
FENTWERA,

s T ANVAT AT v (fsck) 2—T 4 VT 4%, £ VA F—)LE— KTV R—F
INFEH A,

e AL v FDWebUIl Tlix, 7—4% VLAN DA ZFHETE, %75 VLAN [TRETE EHA,
Web Ul AL CTA v X —T7 2 RATHESINTWVDES VLAN ZHIRT D &, TDA
VH—=T 2 A AEEMT O TWAETRTOTFT—X VLAN 5 7 /L h CHIBR &S £
7,

A TIE, CiscolOS-XE U U — A TOPH LARAVEIECSOWTHI LES, LaTio) U —2T
=T Nl o T DB, AT TR ES L LTRO Y Y — RSB E
B

Cisco Bug Search Tool

CiscoBugSearchTool (BST) ZfiHI4 25 &, /S— b F—LBERITRG, V) —X, F—U—
NIZHESWTY 7 Mo =7 AT ERR L, AT, B, A=Y a R EOFEF— X 24
TN TEET, BSTIX, *y b= VURAIEHBIOT XA AD KT TV a—
T A TIZRBONTHREZMA ESED L) ICRFF SN TVWES, ZOY—LTiE, 71T
VX IZEDWTA T 2T 4 Vv FZ L, BBRANNCET 24N LONE O/ T E o — 2R
HZEHLTEET,

FIEOEMAZ R TDI2E. D& 227V v 7 LET,
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Cisco 10S XE Bengaluru 17.5.x M k2R D &

D 25

CSCvw22989 ALT 4 v E= ROT 2T VYT =F ¥ Z8/T /3 A5, C93000D7 7
AMEL Y bIHEBNINZVGERH D

CSCvw79182 C9300 DY > 7 AKX v 7 EBEIROEES NN = v ME

CSCvw99523 C9300 DV v VAN v 7 B TOEPE N =y hRrITT— 3 4
BRI X%

Cisco 10S XE Bengaluru 17.5.1 D2 R FH DT EE

ID Bk

CSCvw65866 C9300-48UN (CHifit T D &, AT AT hT 7 4 w7 T7y MEKED v
2 —NEAET D

CSCvw67001 17.4.1 : =K F ¥ FVDAZ L3 AL » FH— F~0 Macsec 7 = —/b

7?—/\—@_42 D, SVFFXFXY AN NT T4 v IR Ry 7T 5,

CSCvx60124 EBEA 2 —7 24 AMPLS BL O 2 HULDOREA L F—T =A A
(ECMP) b 256, BlRv—7T 4> 7 ThIT 74 v 7 BRRRT S

SOOI a—TFT a0

NI TNY a—T 4 T OERFDOFEAIFRIZ OV TIL, KD URL 1286 5 Cisco TAC Web 1
FEZRLTIZSN,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEI L, U X h B8R 27, ®/aoLaia AN LET, BEL
TWARIBEIZEET D16 A W21 21213, [Troubleshoot and Alerts] 22 L T< 72X\,

Cisco 10S XE (ZB3 2 1F#i%. RD URL 26 AFTE £, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html
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