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time-interval =< > FZ&2FH L E£9,
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| MACsec mrES1E
R— kF 2 L0 MKAMACsec ]

R— kF ¥ )LD MKA/MACsec

MKA/MACsec IZ, R—FF ¥ FLDR— AU NTHRETEET, N— FF¥R/LOR—F
AUANBITMKAE v a VU BESL SN D79, MKA/MACsec 138 — FF ¥ XVICIKE L 8

/L/O

N

GE)  HA—PFFyrxLO—EE LTHERK S5 EtherChannel U > 7 1%, ARIFZIXREOWTINT
T, DFEY, U7X MACsec EF¥ =7 £721FIHE MACsec X =2 7 OWT IR0 £,
R—FF X XNVD—JFDOR— AL NP MACsec |ZFEE SN TWRWIEETH, A— R AN
DO MKA & vy a R SIVET,

R—=hF¥FNLDOEX2 )T LT 572012, TXTD AL /3K — kT MKA/MACsec &
AN HZ xR0 LET,

MACsec lE 57 DR A b+

Wis T T AA NEFERTHE, YTV D A —k T 4 —FIX, ENENLD
MACsec 55 A A — MEREAMAILT T ATEET, YU heAd—k T4 —4
DM S, PR — b ENDHEKNOIEMACsechi 5 A A — hEFH L, MKA®E v 3 D% —
FREFUSDOEMEH L £,

)

GE) MKARY —THTEIN TS MACsee 5= A2 A — MEREF TS, A—k T4 r—&0 5
YTV MT oo AEnET,

EAPOL 7 F W U A A L MZIZ2OoDF A FNb Y F9,
cHEX2TT I AA LN (EAPOLPDU) : X =2T7 77 A A ME, MACsec
g AL — MEREEZIEL X 2 7 2 HIETIEET 5 EAPOL 7 U A A T, Zb
DT F 7 AR NI, BIFORNCMKA By Y g VEHT 2R —DIELZRET L7280
WZER S ET,

ek FXaTTF L AA L N (MKPDU) X aT7T7FhorxAy M. UElddEEx =
TT7F o ARA Ly N THAE I TV MACsee I3 A A — MEREZ FHHEEL £ 97,

Ty va UBRRIEEND L EAPOL 7F VU A A Y bR LCRIE SN ETHIEN X 2
TTF ALY PTEBGRESNE T, BREICA—EDH 258, MKA v v a VTl s
nEJ,

Q%
> 2Lt

GE) HFUDBL e —k T4 —FBOMKA XY a 1%, MGICHEE SN MACsee i 5
A A — MERENILBOR B A2 A — MR LR WA THLUIlENE A,
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MACsec DRES1E |
B vacsec = itomEsx

MACsec FE B 1EDEXTE A%

PIBeDE 7 > a > Tidk, MACsec BF AL 2T 2 3 ER X AT ICHET A E#RE TR LE
jﬁo

MKA £ & Uf MACsec DL E
7 7 4V b Tld, MACsec |[ZH%hTF, MKA &R U > — I EINTWERA,
MKA R) —DERE

MKA 72 k2L AR Y —2ERT 5121, FHEXECE— FTROFIEEZEITLET, MKA
T 8RIX ZA R—TNMZTDHZELMETHDZ EITHERELTLEEN,

FIE
ATV RFERIETIVa Y B

RTwvF1 |enable FiHE EXEC E— RZHMC L E T,
11 Ty NRERINTZHNAT— R
Device> enable AN LET,

RFw 72 |configureterminal rTa— ) ar7Z 4 X¥al—ay
Bl - EF— RFZRBLET,
Device# configure terminal

RTwv 73 |mkapolicy policy-name MKA 7R Y > —%HE L T, MKA RY
15 - —a 74X a2l —arF—NE
Device (config) # mka policy mka policyl PlA LT, KU P —HORSITHRK

T 16 XF T,

. MACsec DEES1E
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mka £y o—oiz i

ARV FFEREETIVa Yy

E:)

GE) MKA RV > —HNDT 7 %
JL b @D MACsec B &5 A A —
MIHIZ TGCM-AES-128 ]
TT. T AR
[GCM-AES-128] B X
[GCM-AES-256] D)5
DR EYR—H LT
WAHEGAIT, 22— —ER
D MKA RN > —%&EFHKL
THEAL, REIZSTT,
128 BL 8256 'y bl )y
DR EEED D, El2iE
256 B N DOHDOKEEEE

HHZEEMSBEIOLE
‘a‘o
AT S 4 |key-server priority MKA ¥ —H— 473 U EFEL,
#l - ERIEN ZBE LET (0~255 D
Device (config-mka-policy) # key-server fiE) .
priority 200 ¢:3) F— P—R T A4
T 4 DfE% 255 1 ZF%E LT-
Bh, ETIEF— Y=
AHZ LITTEERA,
X — P — N — D SENERT D
fE 1% MKA PSK (2%} L CD
HHETT, MKAEAPTLS
WL TFEAERITIEH D £
A,
AT w75 |include-icv-indicator MKPDU D ICV A > Pl —H ZHNT
Bl LET. IOV A v 9 —4 20t
beus o HI2ix, Zoa~r Ronofiz i i
evice (config-mka-policy) #
include-icv-indicator L/EEjfo
AT w6 |macsec-cipher-suite {gcm-aes-128 | 128 By b E72I1F 256 B v MFEALIC
gon-aes-256; £V SAK Z ST 5 12 b DI 5 A A —
1 - FERELET,
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128
AFw 771 |confidentiality-offset offset-value BWPRA B — T = A AT (R

51

k) A7ty bERELET,

MACsec D551t .



B =< v7p5h2 b~ MACsec DEES 1L

B

axX ;e

MACsec DRES1E |

ARV FFEREETIVa Yy

S

Device (config-mka-policy) #
confidentiality-offset 0

GE) A7y MK, 0. 30,
EF S0 2HEETE X
¥, 74T T
Anyconnect 2/ L T\ %
BEE, A7y b0ERfE
HAIszt2880LE
D

ATvT8

ssci-based-on-sci

&1

Device (config-mka-policy) #
ssci-based-on-sci

(f£&) Secure Channel Identifier (SCI)
B2 -3 T Short Secure Channel
Identifier (SSCI) fEZFH L ¥7, SCI
EREWVIEE, SSCIHEIHMEL 7220 £
T

ATvT9

end

51

Device (config-mka-policy) # end

MKARII—ar 74Xl —3 3
VE—RERT L, FHEEXECE— R
IR £9,

ATy 710

show mka policy
1 -

Device# show mka policy

MKA R Y > —REEHREFRRLET,

2L vFhBHHRA RAD MACsec DIES1LERTE

BEFEHIZ1I 2O MACsec By ar T —2HIZ 1 DD MACsec & v a VRN FIET HA
H—T7 A AT MACsec X ET HITIE, WOFNEEZFEITLET,

FIE

ARV EFERETIVa Yy

B8

&

enable
) -

Device> enable

¥ HE EXEC E— R& A 32— ML FE
7,
T RINEIREINTZ D, SRR
U—FKREANHLET,

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

. MACsec DEES 1t

inter face type number

51

MACsec f > Z—7 = AZIFE L.
A B =T A AT 4 Fal—
aryE—RERBLET, /¥ —
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24 v FhohA f~n MAcsec DEEEEEE [

ARV FFEREETIVa Yy

E:)

Device (config) # interface
GigabitEthernet 1/0/1

T A AIEA I —T = A AT
FAUTZR D FE A

A5 w74 |switchport accessvlanvian-id ZOR— DT 7 AVLAN ZE L
15“ : ijﬂo
Device (config-if)# switchport access
vlan 1
ZF w75 |switchport mode access A B =T 2 A RET I AR— &
IR
- LTHRELET,
Device (config-if) # switchport mode
access
RATwv 6 |macsec A B —T x A AT 802.1ae MACsec
_ A R—T W LET, macsec ¥
11 .
. o REfEHT L, AL v TFNHARA B
Device (config-if)# macsec 5
~D VY 7 TOFH MKA MACsec 2347
720 E£7,
R w77 |authentication event linksec fail action (EE) FBAEORITITIBL L2148 T,
authorize vian van-id H— b EOHIBRA & VLAN Z7F i3 5
151 - ZEitEo T, T FERE N FR K
Device (config-if) # authentication SNWVERFEY 7 X2 U T 4 D
event linksec fail action authorize |JHZ AA v FNUHTHZ L ZEEL
vlan 1 iﬁ—o
X7 w78 |authentication host-mode multi-domain | 7k 2 |~ L3734 ADEH73, 802.1x
1§|] : utFTéﬂf\_T ]\J:Tmuuﬁéhé J:
Device (config-if)# authentication 21s, j: }\J:O)wuﬂ%<?lﬁb—)/ﬁ7QE:;
host-mode multi-domain RERELET, XEIN TN
B, TNV EDEA R E— NI
TINTT,
RT w79 |authentication linksec policy must-secure| LinkSec ¥ = U 7 4 R v — %% iE
i - LT, ETZFIATE 25410
Device (config-if)# authentication MACSQS E’TZ v ‘/%E&\'; 7}1 L
linksec policy must-secure FT, RESNLTWRWEES, 774
Jv MM 1% should secure T4,
A w710 |authentication port-control auto R— K TD 802.1x FRFEE A F—T W

151

Device (config-if)# authentication
port-control auto

LET, AL vF LI T4 RO
RS IE S\ TH— B RFFIT X

F— b E IR A7 — MDY
iﬁ‘o

MACsec D551t .



B =< v7p5h2 b~ MACsec DEES 1L

B

axX ;e

MACsec DEF St |

ARV FFEREETIVa Yy

S

ATy 7N

authentication periodic

1 -

Device (config-if)# authentication
periodic

(EE) ZOR—FOHEBREE AR E
7S LET,

ATvT12

authentication timer reauthenticate

1 -

Device (config-if)# authentication
timer reauthenticate

(EE) 1705 65535 £ TOE (B)
EASILET, ==L EREY
ALTU MEZESELES, 774V
N O FFRRERERT X 3600 £ T,

ATy 713

authentication violation protect

1 -

Device (config-if) # authentication
violation protect

B LWT N ZARR— Mo Sz
B, ETIEEKEBOT A ZABRKR—
MCEEG SNTBITH LW T /3 AR
FOR— MBI NIZGAIC, T
L72WAE(E MAC 7 R LU A &EET %
EOR—FrEHJHELET, REENT
WRWEE, T 4V F TR — b &
Yywv XU LET,

ATy 714

mka policy policy-name

51

Device (config-if) # mka policy
mka policy

BEFO MKA 72 ha/v Rl o—%A
VHE—T oA AZHEHAL, A HF—
72 A ALETMKA ZA4 =7 ML
F9, MKARY >—%RE L7z
%A (mkapolicy 7 m—/ 3L 27 ¢
Fal—varyavwr ReAhL
<) .

ATv 715

dot1x pae authenticator

1 -

Device (config-if) # dotlx pae
authenticator

A—r&28R2.Ix R— T EAT
7474 (PAE) A—%® o7 44/ —%
ELTERELET,

ATv 716

spanning-tree portfast
1 :

Device (config-if) # spanning-tree
portfast

R4 54 _TDVLANKND A > H —
7 A AT, A= 7 U —PortFast
A R —T /T LET, Port Fast H4E
DA X—TNVOLE, A X —TxA
I Ty X T AT — LT
J—F 4 VT AT — MIEEBITLE
T, FOREIZ, FRIOA =27
V=27 — MIZDLY FHA

ATv 11

end

1 -

Device (config) # end

AV B =T 2 A AT 4 X2l —
var T— FEKT L. ¥k EXEC
£ F&:E U jz—g«o
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PSK % L 7= MKA MACsec 03 I}

AT RERETI V3 Y

E:)

ATy 718

show authentication session inter face
interface-id details

1 :

Device# show authentication session
interface GigabitEthernet 1/0/1

Fasntztyyarotxa Ty
AT —H ADFFEME R LET,

ATv 719

show macsec inter face interface-id

1 -

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AD MACsec AT —#
A afER LET,

ATvT20

show mka sessions

1 -

Device# show mka sessions

TSNS 7= MKA By v a U aREE L
I

PSK #{&FH L /= MKA MACsec )

PSK Z{&F L 7= MACsec MKA M

FIE

A

axX AE

=SL=o

a2 A&

aAvY RFEEIEFT7II Y

B8

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,
e NMAT—REANLET (FERkEh
756

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—)ary 74X b—g v
E—RFZBRBLET,

ATvT3

key chain key-chain-name macsec

1 -

Device (config) # key chain keychainl
macsec

F—Fx—rERELT, ¥— Fxz—
varZ4¥al—iarE—REH
HBLET,

ATv74

key hex-string
i -

Device (config-key-chain) # key 1000

F—F = — U NDOKF—DEAFHRD T %
REL, F—Fz—rOF—ar7 g
Xal—gr ET—REHBLET,

MACsec D551t .



B rskz@EmALE. 4252 —7 11 2TD MACsec MKA DEE

MACsec DRES1E |

ARV RFERETIVa Y

B8

GE) 128 ' MEBLDOGEIL,
1~ 32 XFD 16 HEF—C
FHEMHLET, 256
N OLEIX, 64 CF0
16 X —CFH = EH L
3N

ATy Th

cryptographic-algorithm {aes-128-cmac |
aes-256-cmac}
1 -

Device (config-key-chain) #
cryptographic-algorithm aes-128-cmac

128y FEAIF256 By M2 L D
M EALEREE T LT A LAERELET,

ATvT6

key-string { [0]6]7] pwd-string | pwd-string}
{5

Device (config-key-chain) # key-string
12345678901234567890123456789012

X —FEHNDNAT — REHFRELET,
16 EE DXL TFDOIHE AT HLENH
D E7,

ATy T17

lifetime local [start timestamp {hh::mm::ss
| day | month | year}] [ duration seconds |
end timestamp {hh::mm::ss | day | month |
year}]

1

Device (config-key-chain)# lifetime
local 12:12:00 July 28 2016 12:19:00
July 28 2016

FHHLA T — DA 2R E L £

ATvT8

end

1

Device (config-key-chain) # end

X—Fr—r ar7 4 X¥al—g
E— FEHKTLT, FH¥EXEC E— K
RV £,

PSK #FRH L. 12— x4 XATD MACsec MKA D;

FIE

A

X

ARV KRFERERETY Va3 Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,
e NMAT—REANLET (FEREh

=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBELET,

. MACsec DEES 1t
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PSK £ M L=, 1> 5—7 14 2THMACsec MKA 0z [}

IRV RELETIva Y =[5
27 7 3 | interface type number f o H—T e f A AL T 4 Fal— g
Bl v E— FEBILET,

Device (config-if) # interface
GigabitEthernet 0/0/0

AT 7 4 | macsec network-link A B —T 2 A A ETMACsec & A F—
1 - T LET,
Device (config-if) # macsec network-1link
R T 75| mkapolicy policy-name MKA RV > —%%E LET,
fi
Device (config-if)# mka policy
mka policy

AT v 76 | mkapre-shared-key key-chain key-chain | MKA F it ¥ —DF —F = — 4 %

name HELET,
1 -

Device (config-if) # mka pre-shared-key
key-chain key-chain-name

Z T+ =7 | macsec replay-protection window-size U7 L AR#D MACsec 7 ¢+ > R

frame number A RXEBELET,
1

Device (config-if) # macsec
replay-protection window-size 10

AT v 78 |end Ao B —T e fAAL T (X2l —g
1 - VE— RERKT L, K EXEC E— K
WZERD £,

Device (config-if)# end

RDBERY
Yol a VDOETPIZMKAPSK DR EENTZA LV H—T =2 A TMKA R > —%2 LT+ 25
TEIFHEREINERA, L, BERPMERGESIE, ROLIICR) V—2FHRETHHLHE
NHY FET,

1

nomacsec network-link =~ > R&FEH L T, K&/ — F® macsec network-link 3% & % H|
L., BBEOY® Yy g 2 EIC L £,

mkapolicy policy-name =2~ > R/ LT, £&M/ — KDA  Z—7 = A TMKA R
Y o—ERELET.

macsec network-link =< > RZ#EH LT, £ M/ —FTHLWEy v a v EF L E
KR

MACsec D551t .



B sz~ —x macsec = LoBE

REBAEZE X —X MACsec FE 5 1L DERTE

MACsec DRES1E |

RAV RV —RA L Y7 TMKAIZEL D MACsee R ET HITIE, ROZ AT HZEITLE

B

AEPAER RO E
o F— T OAERK
» SCEP Bk D% €

AL O F B E

RER Y 2 —DRGE

» FERAE— 2 MACsec K55t v 7 7 A /L & IEEE 802.1x 1 7' A NEHROFRE

o f U H—T = A ATIHFHEN—Z MACsec 5L % #1925 MACsec MKA D% E

*F— RT7DER

FE
ARV FERET7IVa Y By

AT 71 |enable ¥5HE EXEC E— RE AL E T,
1 - e NAT—REANLET (FEREh
Device> enable =88

R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
i - T RERHLET
Device# configure terminal

AT v 73 |cryptokey generatersalabel label-name | 2.4, 35 L OMEB{LHIZ RSA F— <7 %

general-keys modulus size

1

Device (config) # crypto key generate
rsa label general-keys modulus
2048

. MACsec DEES1E

TERCL £,

label ¥ —7 — FZfEHT 25 &, £F—
RTNWZTXINVEEOBTHZ L TEE
T, ZOTVE, F— T RS
HRIZARKRA Y NI THBBEINE
T TNNEREID Y ThRho e,

& — T IZ1F <Default-RSA-Key> &
9 Z LIS HBIIAT T BAvE T,

BMOF—TU— RaEHAL20nGEE, =
Da<y RIXALARSA F— X7 % 1>
AR L ET, REDMEE STV W
BlE. T AN FOF—RETH S 1024
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scep - £ azR0%E [

AU RFERETOVa Y

B8

MER SN E T, ToMOBREY A X%
FRET AI12i%. modulus F—VU — RN&{#
ALET,

ATvT4

end

1

Device (config) # end

Ju—syar74Xal—vay
F— F&#& T L. M EXEC E— FIZ
RO ET,

ATvT5

show authentication session interface
interface-id
1 -

Device# show authentication session
interface gigabitethernet 0/1/1

A ANty rvarotxa VT g
AT —H A u R LET,

SCEP [Z &k 5 B ERDHRTE

Simple Certificate Enrollment Protocol (SCEP) X, HTTP Zffi /] L CRRRER (CA) F 7o 1388k

(RA)

ZERICR b IR SN2 T,

FIE

LBET A, VAN LIRS o F a3, SCEPIE. BRI L OGEEHEDE

AU RFEEETIa Y

S]]

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

e RAT—FREANLET (R
N8548 .

AT T2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
£ — F‘%—_}Eﬁﬁé\biﬁ‘o

ATvT3

crypto pki trustpoint server name

&1

Device (config) # crypto pki trustpoint]
ka

N7 A RKRA Y FBIORE S N4
AiZES LT, CARTARKRA LR
a7 4 F2l—grE— R
LET,

ATv74

enrollment url url name pem

&1

Device (ca-trustpoint) # enrollment url
http://url:80

T A ADPGEEE R 2 EF 95 CA
D URL ZfiELET,

URL RO IPv6 7 K L AL FEILCHTe
VERH Y ET, 72 & ZIEL http/
[2001:DBS8:1:1::1]:80 T,

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

pem ¥ —7 — RE, GEEZRIC
Privacy Enhanced Mail (PEM) DHE5 %
BINLET,

ATy Th

rsakeypair label
1 -

Device (ca-trustpoint)# rsakeypair
exampleCAkeys

AEAEIC BT D F— T 2FRE L
£7,

GE) rsakeypair 4 1%, FHEAA
VM E LTV AL

BV ET,

ATvT6

serial-number none

1 :

Device (ca-trustpoint)# serial-number
none

none¥— 7 — Ki%, FEHEZERICT Y
TNBEENGENRN EE2FEELE
—340

ATy T1

ip-address none

1 -

Device (ca-trustpoint) # ip-address none

none ¥ — 7 — K%, FEAAEZERIZ IP
T RUAREGENRNZ EE2FEELE
‘a‘a

ATvT8

revocation-check crl

51

Device (ca-trustpoint) #
revocation-check crl

B OFEAENIDEINTWRNT
LR T B HEE L CCRLEZfREL
iﬁ—o

ATvT9

. MACsec DEES1E

auto-enroll percent regenerate

1 :

Device (ca-trustpoint) # auto-enroll 90
regenerate

HE&#kZ2 A 32— L £, Zh
W2k, 27947 MICANLHE)
Mz e — LA — N —F A Bk T &
3

HEPREED A 2 — T LTRSS, GF
BHEOEEFIC Y 54T &2 FET
PKI IZHEGT HMLENHY £9°,

T 74NV ETIE, TR ADRAAL >
F—Ah AT 5 (DNS) & 720723550
BlZEOLNET,

BT ORERFEDO A M R ED /S —
v T —=VICELZ L EIT, HTLWVGE
HENESREIND L ITHRET DI
I%. percent 5IEAZMH L 9,

AR E OXF =N TIAFET 256
TH, AEHEOH LI —ZEKT 5
21X, regenerate ¥ —7 — RZ&fliH L &
R
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spozpz

ARV FFEREETIVa Yy

E:)

O — /)L A — =D F—XT NI T A
A= MR SG A, HTLNF—T %
T AR— FARETY, RO AL |
BDREIFARNKRA a7 4 Fab—
TaIlEREN, F—RXT NI R
A= RNaRENE I RS hET, N
RSA key pair associated with trustpoint is
exportable. |

FLWF—_TE, EF=2U T 4 Lo
RIS KL D72 DI T 5 2 & %
HELEL £,

ATy 710

exit
1 :

Device (ca-trustpoint) # exit

CANTFANRA L har7 4 ¥al—
var s E—REKTL, ZJe— Lo
V74X al—varyE—RIIREY E
R

ATvIN

crypto pki authenticate name

&1

Device (config) # crypto pki
authenticate myca

J

CAFEWIEZ S LT, RAELET,

AT T12

end

1 -

Device (config) # end

Ja—nm)ar7 4 X¥al—vay
ET— FZ#&T L, $HE EXEC £— NI
E@iﬂ‘o

ATy 713

show crypto pki certificate trustpoint name

1 -

Device# show crypto pki certificate
ka

fEHEARA > FOFEHZEICET 2 EHRE
ForLET,

CA 78 SCEP Z# ¥ R— F L72WEA .

Flidn—F L CARIOR Y U — T BN RARER

B FHITOREATFREZRET 2I121F, KROEEZFEITLET,

FIE

ARV RFERETIa Y

B8

ATy T

enable
1 -

Device> enable

Y¥HE EXEC E— F&AZNZ L £,

e RAU—REASNLET (FERX
nr=%eE) .

MACsec D551t .
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MACsec DEF St |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

crypto pki trustpoint server name

&1

Device# crypto pki trustpoint ka

N7 ARKRA Y FBIORE S N4
AiZES LT, CA T ARKA LR
a7 4 FXal—arE— NEElE
LET,

ATvT4

enrollment url url-name

51

Device (ca-trustpoint) # enrollment url
http://url:80

T ADGEHEERZEET D CA
® URL ZH5E L £,

URL WD IPv6 7 R L A [XFHINCHATe
WEERH Y £3, 7ok 2L http//
[2001:DBS8:1:1::1]:80 T3,

pem ¥ —7 — RjE, GEEZRIC
Privacy Enhanced Mail (PEM) DHE5 %
BMLES,

ATy Th

rsakeypair label
11

Device (ca-trustpoint) #
exampleCAkeys

rsakeypair

AEAEICBET T D F— T 2fRE L
£

ATvT6

serial-number none

51

Device (ca-trustpoint) # serial-number
none

FERAEERICV Y T B ENE N
WZ EERELET,

ATy T17

ip-address none

51

Device (ca-trustpoint) # ip-address none|

none ¥ — U — R, FERHEZERIZ IP
T RLAREGENRNZ L E2FEELE
KR

ATvT8

revocation-check crl

1 :

Device (ca-trustpoint) #
revocation-check crl

7 OFEAENTD H S TWHRND
L EMERT S L L TCRLAFEEL
EJc

ATvT9

exit
51

Device (ca-trustpoint) # exit

CANTAMRA LV b a7 4F¥al—
YareE—FREKTL, Ju—s3La
Y7 4F¥2lb—va s E-RICRY E
j—O

ATv710

. MACsec DEES 1t

crypto pki authenticate name

1 :

CAGFAEAZTS LT, FIFLET,
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sgoznz: i

ARV FFEREETIVa Yy

E:)

Device (config) # crypto pki
authenticate myca

ATy IN

crypto pki enroll name

51

Device (config)# crypto pki enroll myca

FFBAEELR A AR L, SR EY— R —
WCabt—BIONR—Z 57201283
kEFRLET,

Ta v RRERENTED, BERIEHR
EASLUET, /=& 0, GERAETER
IZF A ZD FQDN BLONIP 7 F L
AREEGOHENEIMERELET,
g — VIR RIS U CEE =R &
FRTBDITONTHRINTE £97,
MEEIZ U, Base64 4 5 LEFHE %
PEM ~v X —%fHF T, £-13400F
WCERLET,

AT T12

crypto pki import name certificate

1

Device (config) # crypto pki import mycal
certificate

R SN FEHEAERG T o Y —
JVERER T, TFTPIC L - CEEES 1 o
A—hrLET,

T RN, EE TS Treq) 6

lert] IZEEINZZ E&2FRWT, &
KROBEIHERALERLY 7 A V4%
EH LT, ¥Fal S 7-GEE % TFTP
WCE-o TG L L9 ER-AFET, Hig
X —iEAEOLGE . JEET -sign.crt]
BLO l-encrert] BEHINET,

TNA RNL, ZAE LT T 7 A VR fRNT
LU CREAEAMREE L, FEAEEZ AL »
FONHFFEAZE T —Z X— XA L
F9,

G¥) —HBD CA 1, FEAEZR
)t be e e [ i3 TN
WA BROFEHEZRIT L
F9, THEHO CA MBFEH
FIELRO AR —EH 2 5
W 25681, WHEBEMO
RERAES 2L VAR — R L
TLEEW, v—2F, &
BEND2ODF— T D
WTRLBEALER A,

MACsec DIES 1t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

ATy 713

end

1 -

Device (config) # end

Ja—\)aryZ 4 Fal—gv
E— FEH&T L, RHE EXEC £— NIZ
B0 £,

ATy 714

show crypto pki certificatetrustpoint name

&1

Device# show crypto pki certificate
ka

1EHEARA > b OFEAEICET D EHRZ
FrLET,

24 v FE D MACsec DIES{LERTE

SERH N — 2 MACsec 551k 2 LT MKA MACsec & A v Z—7 = A ZZHMAT 5121,
WDH AT ZFITLET,

FIE

AU RFEEETIa Y

S

ATy T

enable
51

Device> enable

¥i#E EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
N8548 .

AT T2

configureterminal

1 -

Device# configure terminal

Juaua—)Lary7 4 Xal—g v
£— F‘%—_}Eﬁﬁé\biﬁ—o

ATvT3

inter face type number

&1

Device (config) # interface
gigabitethernet 0/2/1

MACsec f ' #—7 = A AZFE L,
A B —T 2 A AT 4Fal—
varE®E—RFEREBLET, 17—
T oA RIYERA U H—T = A AT
TR0 FH A

ATvT4

macsec networ k-link

51

Device (config-if) # macsec network-link|

A B —T A A FETMACsec &1
F—7 Wz LET,

ATvT5

authentication periodic

1 :

Device (config-if)# authentication
periodic

K= ORI EA F—T ML
i‘a‘o

ATvT6

. MACsec DEES 1t

authentication timer reauthenticate
interval

151
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macsec XeN 0z [

AR RFEREFT7TIVa Y

E:)

Device (config-if) # authentication
timer reauthenticate interval

ATy T17

access-session host-mode multi-host

51

Device (config-if) # access-session
host-mode multi-host

RARMIA VB =T 2 A ANDT 7k
AZFFAI LR,

ATvT8

access-session closed

51

Device (config-if) # access-session
closed

/l) /5 71/1) X’\@iﬁﬁnlu\thETy’E
RA%&PIELET,

ATvT9

access-session port-control auto

&1

Device (config-if) # access-session
port-control auto

?%k@w ﬁé%%ﬁbij}

ATy 710

dot1x pae both
11

Device (config-if)# dotlx pae both

AN— % 802.1XHR—F T/ A T
1474 (PAE) O 7V FBX
NF =T 4 7r—2E L TRELFE
TO

ATy 7N

dot1x credentials profile
11

Device (config-if)# dotlx credentials
profile

82.1x 7 LF iy Fua Ty ALk
AU HB—T A AZEH Y TET,

ATvT12

end

51

Device (config-if)# end

A B —T A AT T 4 F 2L —
vay E®—REKT L, FHE EXEC
— RNIZRY £79°,

ATy 713

show macsec inter face interface-id

1 -

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AZAD MACsec Ditfl%
FRLET,

MACsec XPN D& 7E

XPN D MKA ') —DEFE

MKA 7R U > —"TCXPN 2% ET HIZi1E, WOFNEEZFITLET,

MACsec D551t .



B envomka iy v —omE

FIE

MACsec DRES1E |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,

T T SRFERESNIZENAT — R
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

mka policy policy-name

1 -

Device (config) # mka policy mka_ policy

MKA R Y > —Z$EEL T, MKARY
v—ar 74 Xal—arE—RE
BtE L ET, RNY —HDOEIITHRKT
16 L7 T9,

G¥) MKARY > —HNDT 7 4 v
k® MACsec K55 A A — b
L2 TGCM-AES-128] T
T TN AR

[GCM-AES-128] B L
[GCM-AES-256] D 5D
K5 &R — R LT
LHY%EIE, 22— —ERD
MKARY > —%EF#K L T
AL, BEIZSETT, 12838
L N256 B Ml T OB
oD, F£721E 256

By NOBDOWFE T D
ZEEMSBEIOLET,

ATvT4

macsec-cipher-suite { gcnraes-128 |
gcm-aes-256 | gcm-aes-xpn-128 |
gcm-aes-xpn-256}

1

Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-xpn-256

XPN D 128 B b L TN256 £ b
BERIZ LY SAK # Bif5 7 572D Ol 5
AAf— b ERELET,

ATy Th

. MACsec DEES 1t

sak-rekey interval time-interval
f

Device (config-mka-policy) # sak-rekey
interval 50

(L&) SAK — P4 kg 2 f HAr
TaxE LET, #PHIE 30 ~ 65535 T

9, 7 74/ hTiEL, SAK F—HAK
ffRIE. A v Z—7 oA AREIE LT
HEWICRAE L £,
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XPNMKA Y S—% 4 v a—T x4 21EATS |

AU RFERETOVa Y

B8

SAK F—FHARF A ~—%E1ET DI
X, Zoa~r FOn EXEAEHLE
_é‘o

ATvT6

end

1

Device (config-mka-policy) # end

MKARY v —ar 7 4 Fal—av
F— F&#& T L. M EXEC E— FIZ
RY £

XPNMKA R o—%A4 03— x4 RIZEABT S
XPNMKA RY > —% A B —T A AZHWAT HITIE, ROZ AT B2FETLET,

FIE

aAv RFERIEIT7ZII Y

=)

&

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

%6

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface interface-name

1 -

Device (config)# interface
gigabitethernet 1/0/1

MACsecAf v A —T7 =2 A AHEEL., A
VE—T 2 AR AT 4 F¥alb—F
VE—RERBLES, A X —T =
A RIYERA o H—T = A ATIRITIE
0 EHE A,

ATvT4

mka policy policy-name

1 -

Device (config-if)# mka policy
mka-xpn-policy

XPNMKA 7 b ViRl o—%& A v
B —T A 2B LET,

ATy TH

end

1 -

Device (config-if) # end

AR —TxAfAAL T 4 FXal—3
VE— RERKT L, B EXEC E— K
R £9,

MACsec D551t .



MACsec DRES1E |
B« 7m0 MKAMACsee DEE

R"— FF ¥ RJLEAD MKA/MACsec DX TE

PSK Z{# A L 1=/K— kF ¥ )LD MKA/MACsec D% TE

EEfHAX— (PSK) AL T, A X —T7 =2 ATMKARY > —%B/ETAITIL. Fite
EXEC £— R CHKROFEIEEZ EITLE7,

Fg
AU RFERET7TIV3 Y B
RT w71 |enable HHE EXEC T— RZAMIc L ¥,
f e NRAT—REANLET (FERSh
Device> enable 7ié%é§ o
R T 72 | configureterminal JTa— )L a7 4 ¥z lb—3a
15“ : %_ F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal
R w 73 |interface interface-id Ao B —T A AT 4 Falb—3
B - v E— RERBLET,
Device (config-if) # interface
gigabitethernet 1/0/3
Z 5w 7 4 | macsec network-link A B —T = A A} TMACsec & A F—
Bl - TMZLET, LA TP2BXOLA¥3
Device (config-if) # macsec network-1link A }‘7‘“\77‘/1/%'&73*‘ b Lij«o
Z 5w 75| mkapolicy policy-name MKA R Y v —%F&ELET,
f
Device (config-if) # mka policy
mka policy
X 7w 7 6 | mka pre-shared-key key-chain MKA HiidtG ¥ —DF—F = — L 4 %
key-chain-name JELET,
i - GE) MKA FHHAG F—13, P8
Device (config-if) # mka pre-shared-key /( :/g_7 :1:/( Xifi@i‘ﬁ'
key-chain key-chain-name TA L E—T A ZADUNT
AN THERTEETA, W
FCRETHZLITTEE
TA,
Z 5 7 7 | macsec replay-protection window-size U7 L AR#ED MACsec 7 > KT
frame number ARXEBELET,
{5

. MACsec DEES1E
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

AU RFERETOVa Y

B8

Device (config-if) # macsec
replay-protection window-size 0

ATvT8

channd-group channel-group-number mode
{auto|desirable} | {active| passive} | {on}
fl

Device (config-if) # channel-group 3 mode
auto active on

F ¥ R T N—TPICR— FEHRE L,
£ — F%%’Jﬁi—’bi—g«o

GE) A B —7 A A TMACsec
ERELRWNE, Ty L
TIN—TDR— NEFRET
EE¥N, TORTVTD
AN, A7 w73, 4, 5. B
rTr6ema~<r RERET
HMENRH Y T,

channel-number D5 7E T & 2 FiHIL 1 ~
4096 T, AN— K F ¥ RANRNEGH
X, ZOF v R T A—F AT
SR — b Fx 2 H BEIIICAERL
EhEd, T— R, RKOF—U—F
DOWFRD 1 SEFIRLET,

s auto : PAgP 7 /A AR &z
BAIZRY . PAgP AN L £
T, A—hERy T xIT—
Yar AT7T—HMILET, 203
B R— MIZAET 2 PAgP T
MISELETH, PAgP /X7 K
XA T—y g ERMTAZ LI
HYFEHA,
(GE) EtherChannel A > /3723,
AA Y FAE Y TITH
DEINDBAA T DA

YRTH DA, auto
F— 0 — FIEHa—
INFEHA,

- desirable : MESAFIT PAgP Z A 2N
LEY, R—t&727747 %=
vr—3 g AT — MILET,
Z DA, R— MIPAgP X7 v b
EEETAZLICL ST, HER—
NI m— g o EBALE
7T

MACsec D551t .



B L v 2EtherChannel DF— R F ¥ R LREA L5 —T T4 ROBE

MACsec DRES1E |

ARV RFERETIVa Y

B8

GE) EtherChannel A >/ 73,
AL F AL 7 TH
HRIRDAAL v TF DA
YT H DA,
desirable ¥—7 — RX
PAR—FINEHA,

eon : PAgP ¥ 7213 LACP % fli &4
WA — b DSFREICT ¥ 2L &
¥, onE— KTix, EHAHEZR
EtherChannel 23 {F/E9 % DX, on
F— ROR— KT —T7R, onE—
ROBIDOR— k7 —F 181 5
BATET T,

active : LACP 734 A3 itH &
TeHEITmED | LACPZ AL
I, A= 270747 33
T—Ya s AT —HMILET, Z
DA, A"— MILACP X7 v b &
EETDHZLIZLH-T, #HFEFR—b
toxITvo—a U EBBLE
R

passive : 7R — k [C LACP #H%)
ICL T, F—bay 7 Ry
T—ya AT —MNILET, T
DE . AN— MIZAIET 5 LACP
7y MISZE LET MR, LACP N
ry hxIvm— g VEBETS
ZEiEb EHA,

ATvT9

end

1

Device (config-if)# end

AU HE—T 2 AT 4 Fal—3
v E— REKRT L, FHE EXEC E— K
WZRD £,

L 4 7 2 EtherChannel D7/R— FF ¥ RILGEA 2 —T 4 ADETF
L A ¥ 2 EtherChannel DR — k F v RV A Z—T = A ZAEAEKT HI121E, ROEEEITW

£,

. MACsec DEES1E
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FIE

L 1 % 3 EtherChannel D7 — k7 v #x LA v 2 —7 24 20%E [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

interface port-channel
channel-group-number
f1

Device (config) # interface port-channel|
1

K=k Fyrx A B2 —T A X %AE
ML, Ao X —TxfA LT 4 X2
L—yvarE— RFElKLET,

GE) = Fx RN A 52—
7 A AEHIFET AT,
Zoa<r RonolBX &
ALET,

RATvT4

switchport

1

Device (config-if)# switchport

LAY3IE—RIZRoTWNWAAL U H—
TxA A%, LATV2IREDLAY2
TRz L ET,

ATvTh

switchport mode {access | trunk}

1 -

Device (config-if) # switchport mode
access

FTRCOR— I EAZT 4 I T IR
A—hr&ELTHU VLAN IZEID T
D, FRF T ELTRELET,

ATvT6

end

1

Device (config-if)# end

Ao HE—T a2 AT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

L 1 7 3 EtherChannel D7R— b F ¥ RILHE A V8 —T 24 ADHRE
L A ¥ 3 EtherChannel HOR— ~ F ¥ F/b A U F—7 = A ZAZAERLT DITIL, IROIEHEZIT

£,

FIE

ARVKRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NAU—REZASNLET EREN

=56

MACsec DIES 1t .



MACsec DRES1E |
B vacsecmm=7ro 22 roBE

ARV KRFERIETI Va3 B#

R 72 |configureterminal Ja—r)ar7 4 ¥al—i gy
Bl - T F2BHLET,
Device# configure terminal

AT v 7 3 |interfaceinterface-id AV B —T A RAAL T 4 Fal— g
fi v E—RZRBLET,

Device (config)# interface
gigabitethernet 1/0/2

R Fw 7 4 |noswitchport LA 2 e RICT o TN D A o —
il - TxA R, LAYIREHICLA Y3
E— NICEIVEXET,

Device (config-if) # no switchport

AT v 75 |ip addressip-address subnet-mask EtherChannel |IZIP 7 KL AB LY
Bl - P b A7 EE YK TET,

Device (config-if)# ip address 10.2.2.3|
255.255.255.254

ATw 76 |end A B —T o f AT K2l — 7
1 v E— REKRT L, FHE EXEC E— F
R £7,

Device (config-if)# end

MACsec lEB 7T O R A FDRTE
DpEDtE 73 9 > Tlid, MACsec BT U v AERETALOOIENERZ X7 IZMT 5
AT LET,

TXATT7FIOVRAEROMKARY —DEFE

MKA 72 F IR > —%2ERK L TMKPDU TEXF a7 7 F U A Ay NI T AT,
K MEEXECE— R CIRDOFIEEZFITLET, T 74NV TR, BXaT7 T7FHF U A A MIE
72> TWET,

FIE
AU RFEREET7TIVa Y B8

AT w71 |enable Fi#E EXEC E— Rz AT LE T,
i - Tu T IRFREINTCHNAT— R
Device> enable )\j]L/QETrO

R Fw 72 | configureterminal Ja—sr\) a4 F¥al—vg
5 - T FERMA LTI

. MACsec DEES 1t
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t%277+902 4 roMKAKRY v—n%E [

AU RFERETOVa Y

B8

Device# configure terminal

AT w 73| mkapolicy policy-name MKA RV & —%4EE L T, MKA AR Y
i) - v—ary 7 4 Fal—T3arEF—FNE
Device (config) # mka policy mka_policy Pt L £, AU —HORSEFHRKT
16 X7 T,
G¥) MKA R Y > —0DF 7 4/ k
@ MACsec 5 A A — M
GCM-AES-128 T9, T3
A AH GCM-AES-128 5 &
Y GCM-AES-256 O 5D
e X ER—FL T
LB, 2 —F—EED
MKA R U > —%EH% L THE
HL., REIZSLT, 12858
F V256 B il DK 5
L, E213 256
vy N EOREEZD D
TEEHRELET,
R T 74 | key-server priority MKA F—H— _—F7 > 3 U EEE
i - L. 0~ 255 O CHISIAN 2 3% e L &
Device (config-mka-policy) # key-server j—o
priority 200 GE) ¥ —H— S — DELENERL D
il % 255 IZF%E LI,
ETIEF == D
ZLIFETEERA, X
PN — DESNANL OB
MKA PSKZ%f L COHA %)
T9, ZIUUIMKAEAP-TLS
WITEH SN ER A,
Z T 7 § | send-secure-announcements X 2T TFTURARAY NOEEERR)
- WLET, EXaT7 7T ARXA D
Device (config-mka-policy) # IR & RNTT DITHL, ‘: Pav L FD
send-secure-announcements noﬂ‘éiﬁ’a‘:ﬁﬁﬁ Li‘@_o 5:\7%/1/ b ’C“li\
XL T T T RRA L Mo
TWET,
R T 7 6 | macsec-cipher-suite {gcm-aes-123 | 128 B b E721E256 £ v hHFESLIC &

gcm-aes-256}

D SAK ZHUST A 72D DK A A — K

1

ERELET,

MACsec D551t .
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B cx27779oz20 rovo—gs

ARV RFERETIVa Y ]3]
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128

AT 77 |end MKARY v —ar 7 4 Xal— a3y
i - T— RZf T L, FHE EXEC £— FIZ
Device (config-mka-policy) # end UESE

AT 7 8 | show mka policy MKA RV v —%F R LET,
fi

Device# show mka policy

LHXATTFIOURAD MDY O—NLERTE

Bt EXEC B— R BIAD T, WROFEICHES T, T_XTHOMKA RY > —2bl-o> TERA
TFHI AR N T a— VAN LET,

FIE
ARV KRFERRETI a3 B

AT w1 |enable Pt EXEC E— REAZIZ L £,
5l Tu T ERFRENTHNAT— R
Device> enable j\jj Liffo

R 72 | configureterminal Ja—r )L a7 4 FX¥al—a
5l - T— FEBtHLET,
Device# configure terminal

R T 7 3 | mkadefaults policy MKA R U > —%4 L7z MKPDU CTO+&
send-secur e-announcements T TFI AR f\@ﬂéfg%ﬁ’;ﬁ]&i
i - LEY, F744 T, X277 S
Device (config) # mka defaults policy VAL 5i§‘ﬂ§§jﬂ:iﬁo Tb‘iTo
send-secure-announcements

A7y 74 | end Ju—s Ay T 4 Ral—ay
i - F— F&#& T L. M EXEC E— FIZ
Device (config) # end UESE

AR —TTAATHDEAPOL 7 F IR AY FDETE

A H—TxA ATEAPOL 7 F 7 A RX LV M ERET HITIE., %M EXEC £— R TRISA L.
WDOFIEEZFEITLET,

. MACsec DEES 1t
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Cisco TrustSec MACsec D% .

FE
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE2HC LT,
i) : T IRRRENTEHNAT— K&
Device> enable AL FET,
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
i - T RERHLET
Device# configure terminal
25w 7 3 |interfaceinterface-id MACsec A % —7 = A ZA&4REL, A
1l - VHE—T 2 Af A AT 4 Fa2l—3
Device (config) # interface v E-FERIBLET. A ‘/51—7;5\
gigabitethernet 1/0/1 A RIERA F—T = A A TRIFHUT
0 FEHA,
R T 7 4 | eapol annoucement EAPOL 7+ U7V A A NEARIC L E
i - 3, EAPOL 77 A A b &I
evs . TAHIZIE, a2~ FOno JBERAEMH L
evice (config-if)# eapol announcement .
£9, 774/ hTiX, EAPOL 7 ¥
VAA L NI IR o TWET,
AFw 75 |end A B —Tof AT (K2l —7
i) : Y E—RERET L, Rt EXECE— 1
Device (config-if)# configure terminal (RO ET

Cisco TrustSec MACsec M i%E
FEE— FTO Cisco TrustSec X vy FRU D X)) T4 DHRTE

188 BRI

A B —T A AD Cisco TrustSec % FENTRET HHLHEIL. WD L 9 72 EoFEEFHIHA,

BLOHFEFEREZEE L T LI,
« SAP /N7 A —HINFEFR I TV WEE . Cisco TrustSec 77 7 & /ML E 72 I3 51kIT T
NEHE A,
*SAPEIWEE—RELTGCM Zi&IRTH L, P AaADMACsecl5 5Ly 7 b =7 T4tk
VANKITY, VR T A AR L TGCM B EIR LIS E, A v —T =1 ALY
VU T REIZRD £,
s ZNH DR L UL, SAP @ Pairwise Master Key (sappmk) ZF%ET D&HE AR — b
ENFET,

MACsec DIES 1t .



. FEIE— FTO CiscoTrustSec R/ v FREU Y X211 T4 DERE

MACsec DEF St |

« SAP 3FRIE SAVTUWRW ¢ LREEIFITOILE R A,

+ sap mode-list gcm-encrypt gmac no-encap : RIENLEE LW ME TRV,

« sap mode-list gcm-encrypt gmac : BEE D HESE Sy, SERVEITMZE, REIXT Y
YROBRBIIGLTY T U Iy Moo GEIRENET,

+ sap mode-list gmac : FEEMED A,

+ sap mode-list gcm-encrypt : FE%E LM ZH,

+ sap mode-list gmac gcm-encrypt : SERVENNETH D HERRS D, EMEIXEE,

« MKA 7> Cisco TrustSec SAP (F 72132 D) ICREEXZLZET DR, A1 v F—T = A A
DREXHIET D L AHEL 7,

B Cisco TrustSec T /3 A~DA ¥ —7 = A AT Cisco TrustSec Z FH) CHRET D%,
M EXEC £ — R TWROFIEZFEITLET,

FIE

AU RFERETOVa Y

=)

&M

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT2

interface interface-id

1 -

Device (config) # interface
tengigabitethernet 1/1/2

AVHE—T oA ABFREL, 4 H—
T2 A a7 4Falb—g ) F—
KZBAWR L FET,

ATvT3

ctsmanual

1 -

Device (config-if)# cts manual

CiscoTrustSec FH#j= > 7 f ¥ = L — 3
vE—RERGELET,

ATvT4

. MACsec DEES 1t

sap pmk key [mode-list model [ mode2
[mode3 [mode4] 1] ]

1

Device (config-if-cts-manual) # sap pmk
1234abcdef mode-list gcm-encrypt
no-encap

(f£E) SAP O Pairwise Master Key
(PMK) EEIfEE— REZZREL LT,
Cisco TrustSec O FH#H)E— R TiX, SAP
37 74NV R TT 4 =T TR o T
£

o key @ SUTECMBEAE T K 32 307

D 16 HEHE,
SAPEIMEE— RO 7> a iFkD L
BYTI,

* gcm-encrypt : 7L L UNE 1k
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macsec iz 2t nEEs ]

AU RFERETOVa Y

B8

GE) VIR =T T4
A D MACsec 55k %
PAR— T 555,
MACsec DFEFIE & K5
Bz Z DF— KA BN
LET,

s gmac : @ik, BEfbia L

s no-encap : 7 7L L

ATvT5

no propagate sgt
1

Device (config-if-cts-manual) # no
propagate sgt

BT M SGT ZMHE TE WS, 20
avwr ROonBEXEEHALET, no

propagatesgt =~ R&fHT 5 &

A B —T 2 ANDETIZ SGT Mk
a7 7,

ATvT6

exit
51 -

Device (config-if-cts-manual) # exit

Cisco TrustSec 802.1x 1 ' ¥ —7 = A A
a7 4 FXalb—Yary T— RERT
LET,

ATy T17

end

1 -

Device (config-if) # end

HikE EXEC E— FIZREY 97,

ATvT8

show ctsinterface [interface-id | brief
| summary]

(fEE) TrustSecHED A X —T =4
AREAFRRL T, RELMHERLET,

ATvT9

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av 74 X2l —vary 77
AR EERTF LET,

MACsec iE=1L D

&% 7 131

LD ® 7 3 a3 > Clik, MACsec i B L OB EFZRLET,

5l : MKA $ & U MACsec D& TE

WIZ, MKA R Y =& Bl 501 2Rm LET,

Device> enable
Device# configure terminal

MACsec D551t
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Device (config) # mka policy mka_ policy

Device (config-mka-policy)# key-server priority 200

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 30
Device (config-mka-policy)# ssci-based-on-sci

Device (config-mka-policy) #end

WiL, £ % —7 A A2 MACsec ZHTET HH] T,

Device> enable
Device# configure terminal
Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# switchport access vlan 1
Device (config-if) # switchport mode access
Device (config-if) # macsec
Device (config-if)# authentication event linksec fail action authorize vlan 1
Device (config-if) # authentication host-mode multi-domain
Device (config-if)# authentication linksec policy must-secure
Device (config-if)# authentication port-control auto
Device (config-if)# authentication periodic
Device (config-if)# authentication timer reauthenticate
( ) # authentication violation protect
( ) # mka policy mka policy
( ) # dotlx pae authenticator
( ) # spanning-tree portfast
( ) # end

Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if

5] - PSK Z{&EFH L 7= MACsec MKA D&%

wIZ. PSK Zf#HH LT, MKA MACsec & ET D02~ LET,

Device> enable

Device# configure terminal

Device (config) # key chain keychainl macsec

Device (config-keychain)# key 1000

Device (config-keychain-key)# cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key) # end

W2, PSK ZfEFH LT, A v % —7 = A A2 MACsec MKA R ETAHZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if) # mka policy mka_ policy

Device (config-if) # mka pre-shared-key key-chain key-chain-name
Device (config-if) # macsec replay-protection window-size 10
Device (config-if)# end

MKA-PSK : CKN Ei{EDZEH

Cisco IOS XE Fuji 16.8.1 U U — A LIk, MKAPSK t v a3 > DA, CKN X, EED 32 /34
FTIERL, F—D 16 LT & LTRESANLTVDCKN & E oA UXFHNE2EH L E
D

Device> enable

Device# configure terminal

Device (config) # key chain abc macsec
Device (config-keychain) # key 11

. MACsec DEES1E
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5l : SEBIE~— R MACsec F5 51t % 7 L 1= MACsec MKA 0% [

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
(
(

Device (config-keychain-key) # lifetime local 12:21:00 Sep 9 2015 infinite

Device (config-keychain-key) # end

AT, EEOREIZK T 5 show mkasession =2~ > KO H 151 CT1,

Device# show mka session

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN

Et0/0 aabb.cc00.6600/0002 icv NO NO

2 aabb.cc00.6500/0002 1 Secured 11 *Note that

the CKN key-string is exactly the same that has been configured for the key as
hex-string.*

—FCCKNBMENEE I N, &9 TCRKNEMENREFE I TWRN2 DDA A— MO
HIERMEOSE, F—0 16 #EHCCFIIIX 64 SCF O 16 EHFH THLMLERNH Y £, Z
DOILFHNE, CKN BHENEFE INTA A=V 5 FFOT N, ATEHWET D L o8B X5 0 v
TENTWOLRENRSY 7T, ROFEZZL TIIZE0,

CKN F—CFHOEHENE T SN TUVZRWVERIE ¢

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key)# end

CKN F—XFHNDOEENE T SNIZRIE -

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key
11000000000000000000000000000000000000000000000000000000000000000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

5] : SEBAEAN—X MACsec 551t % {#FH L 7= MACsec MKA D& E

ZOFITIX, FEAEA—Z MACsec Z1{#if L 72 MACsec MKA OEF 5L TIEIC DWW TR L £
ﬂqo

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1

Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if)# authentication timer reauthenticate interval

MACsec DIES 1t .
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Device (config-if) # access-session host-mode multi-domain

Device (config-if)# access-session closed

Device (config-if) # access-session port-control auto

Device (config-if)# dotlx pae both

Device (config-if) #dotlx credentials profile

Device (config-if)# dotlx supplicant eap profile profile_eap_tls
(

Device (config-if)# end

{5 : MACsec XPN D% 5E

ZOMIX., MACsec MKA XPN AR Y & —Z R ET B HEEZR L TWET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka-xpn-policy

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-xpn-256
Device (config-mka-policy)# end

ZOHIE. MACsec MKAXPN iR o —% A v X —T oA AZHEAT D HiEEZ TR L TWET,

Device> enable

Device# configure terminal

Device (config) #interface Fo 1/0/1

Device (config-if) # mka policy mka-xpn-policy

Device (config-if)# end

WIZ, 128 B h XPN KB A A — k&% E L7284A @ show mka sessions details =~ > KD H
TR LET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local TX-SCI....vvuueun.. 204c.9e85.ede4/002b

Interface MAC Address.... 204c.9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role......civvviinnnn NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ... viviiennnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

. MACsec DEES1E
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Confidentiality Offset...
Algorithm Agility........
Send Secure Announcement..
SAK Cipher Suite.........
MACsec Capability........
MACsec Desired...........

1 : MACsec XPN D& E .

0
80C201
DISABLED
0080C20001000003 (GCM-AES-XPN-128)
3 (MACsec Integrity, Confidentiality, & Offset)
YES

# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN

38046BA37D7DAT77E06D006AY 89560 c800.8459.e764/002a 10

KS Priority

Potential Peers List:
MI MN Rx-SCI (Peer)

KS Priority

Dormant Peers List:
MI MN

wIZ, 256 € b XPN B3 A A — b iR E L7284 D show mka sessions details =< > KO H

TR L ET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI.....ouevvunn.
Interface MAC Address....
MKA Port Identifier......
Interface Name...........
Audit Session ID.........
CAK Name (CKN) ..., 0
Member Identifier (MI)...
Message Number (MN)......
EAP Role...iiiiiiinnenn.
Key Server.......covvvuvnn
MKA Cipher Suite.........

Latest SAK Status........
Latest SAK AN............
Latest SAK KI (KN).......
0ld SAK Status...........
Old SAK AN. i vt eeeeennnn
Old SAK KI (KN)..........

SAK Transmit Wait Time...
SAK Retire Time..........

MKA Policy Name..........
Key Server Priority......
Delay Protection.........
Replay Protection........
Replay Window Size.......
Confidentiality Offset...
Algorithm Agility........
Send Secure Announcement..
SAK Cipher Suite.........
MACsec Capability........

204c.9e85.eded/002b
204c.9%e85.ede4

43
GigabitEthernetl/0/1

100000000000000000000000000000000000000000000000000000000000000
D46CBEC05D5D67594543CEAE
89572

YES
AES-128-CMAC

D46CBEC05D5D67594543CEAEQ0000001 (1)
FIRST-SAK

FIRST-SAK (0)

Os (Not waiting for any peers to respond)
Os (No 0Old SAK to retire)

80C201

DISABLED

0080C20001000004 (GCM-AES-XPN-256)

3 (MACsec Integrity, Confidentiality, & Offset)
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MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006A9 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

5l . PSK 28 A L1=7R— kF ¥ )LD MACsec MKA D% E

Etherchannel E— F - Static/On
RIZ., EtherChannel E— K3 AL DT NA A1 BIORT A R 2 OREFERLET,

Device> enable
Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# channel-group 2 mode on
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if)# mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 * 2 EtherChannel %7

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
) # end

FTRA A1

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk

. MACsec DEES1E
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Device (config-if)# no shutdown
Device (config-if)# end

FIA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO IHIZR L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

L 4 4 3 EtherChannel i

ki
it

TR, A ]

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

TINA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# no switchport

MACsec D551t .
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Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =~ KO 12~ L5,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

EtherChannel £— K - LACP
&IZ. EtherChannel & — K73 LACP DF A 2 1 BLI T NA R 2 OREH ZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0

Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1

Device (config-if) # channel-group 2 mode active

Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC

Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if) # channel-group 2 mode active

Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY
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Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# end

L A ¥ 2 EtherChannel &%

FNA A

Device> enable
Device# configure terminal
Device (config) # interface port-channel 2
Device (config-if) # switchport
Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

( ) #

Device (config-if end

TN, A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchannel summary =< > KO 12~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
—+— + + -
2 Po2 (SU) LACP Tel/1/1(P) Tel/1/2(P)
L 1 7 3 EtherChannel % 7E
TA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0

MACsec D551t .
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Device (config-if)# no shutdown
Device (config-if)# end

FIA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO IHIZR L £,

Flags: D - down P - bundled in port-channel

- stand-alone s - suspended

- Hot-standby (LACP only)

Layer3 S - Layer?2

- in use f - failed to allocate aggregator

W mH
|

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

o= e =
I

b
|

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2(P)

EtherChannel €E— I - PAgP
IZ, EtherChannel €— K723 PAgP OF A A 1 BLOT A A2 OREFIZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

config-key-chain)# cryptographic-algorithm aes-128-cmac
config-key-chain)# key-string FC8F5B10557C192F03F60198413D7D45
config-key-chain)# exit

config) # mka policy POLICY

config-mka-policy)# key-server priority 0
config-mka-policy) # macsec-cipher-suite gcm-aes-128
config-mka-policy) # confidentiality-offset 0
config-mka-policy) # exit

config) # interface gigabitethernet 1/0/1

config-if)# channel-group 2 mode desirable

config-if) # macsec network-link

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
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Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if)# mka pre-shared-key key-chain KC
Device (config-if) #

L 4 ¥ 2 EtherChannd &5

end

FRA A ]

Device> enable

Device# configure terminal

Device (config)# interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

TINA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if) # switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

I, show etherchannel summary =2~ > ROl %~ L E9,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

2 Po2 (SU) PAgP Tel/1/1(P) Tel/1/2(P)
L A 4 3 EtherChanne &%
TN A
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Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

TN, A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =~ KO 12~ L £,

Flags: D - down P - bundled in port-channel
- stand-alone s - suspended
- Hot-standby (LACP only)
Layer3 S - Layer?2
f - failed to allocate aggregator

W mH
|

- 1in use

- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Qs e =
|

B
|

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P)

TO9T47HMKAEY S 3 v DRTE
WIZ, T_XCOT 7T 47 MKA®Yy v a v 2FRLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO
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B : MACsec 27+ o2 4w roEE

NO
37 701f£.539.b0c6/0032 1 Secured
1000

5l - MACsec BE S 7 TR A2 FDERTE

KIZ, BEFXaT 7T AA L RO MKARY O —ORERZ R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka policy

Device (config-mka-policy) # key-server 2

Device (config-mka-policy)# send-secure-announcements

Device (config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
Device (config-mka-policy) # end

WIZ, BX 2T 7T U ARA MO —LRERZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

WL, A HF—=Tx2 A ATDOEAPOL T T UL AR FOFREWZRLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # eapol announcement

Device (config-if)# end

WIZ, EAPOL 7 7 v A A > M SN 72 - T\ 5 show running-configinter faceinterface-name
avr ROl ZRLET,

Device# show running-config interface GigabitEthernet 1/0/1

switchport mode access

macsec

access-session host-mode multi-host
access-session closed
access-session port-control auto
dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap
eapol announcement

spanning-tree portfast
service-policy type control subscriber DotlX

WIZ, BXaT T T 2R SBEIZ 72 - TV 5 show mkasessionsinterfaceinterface-name
detail =~ FOH B R L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session
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Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl..vvvuiueennnn 204c.9%9e85.eded/002b
Interface MAC Address.... 204c.9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) ....ouovenon..
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role.......civvvvn. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. .. ivvnnnnnn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority
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Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BX 2T TF U AR MBREIZ 72> T D show mka sessions details =~ > KO H
Sz R L ET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uuueunununn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CKN) ..veueenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role.... it NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t vt nnnnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES
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# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TEO6DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

Wi, BXaT TF AR FNENIZ 22> T % show mka policy policy-name detail =~
v RO E R LET,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

%l - MKA 53R DR T

&Iz, show mkasessions=~ > FOHIFIZRLET,

Device# show mka sessions

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... O
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000
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#l: mka tEmoER

&Iz, show mka sessionsinterfaceinterface-name ==~ > FOH /12~ L £ 4,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface GigabitEthernetl/0/1...

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

IZ., show mka sessionsinterface interface-namedetail =~ > FOH 2R L E T,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured

Local Tx-SCI......ovvvnnn
Interface MAC Address....
MKA Port Identifier......
Interface Name...........
Audit Session ID.........
CAK Name (CKN) v vvvevnnnn. 0
Member Identifier (MI)...
Message Number (MN)......
EAP Role.....cviiviiinnnn
Key Server...............
MKA Cipher Suite.........

Latest SAK Status........
Latest SAK AN............
Latest SAK KI (KN).......
0ld SAK Status...........
Old SAK AN. .. viviennnn
0ld SAK KI (KN)..........

SAK Transmit Wait Time...
SAK Retire Time..........

MKA Policy Name..........
Key Server Priority......
Delay Protection.........
Replay Protection........
Replay Window Size.......
Confidentiality Offset...
Algorithm Agility........
Send Secure Announcement..
SAK Cipher Suite.........
MACsec Capability........
MACsec Desired...........

MKA Session with MACsec

204c.9e85.eded/002b
204c.9%e85.ede4

43
GigabitEthernetl/0/1

100000000000000000000000000000000000000000000000000000000000000
D46CBEC05D5D67594543CEAE
89567

YES
AES-128-CMAC

D46CBEC05D5D67594543CEAE00000001 (1)
FIRST-SAK

0

FIRST-SAK (0)

0s (Not waiting for any peers to respond)
Os (No 0ld SAK to retire)

0
80C201
DISABLED
0080C20001000001 (GCM-AES-128)
3 (MACsec Integrity, Confidentiality, & Offset)
YES

# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI

38046BA37D7DA7TE06DO06AS

MN Rx-SCI (Peer)

89555 c800.8459.e764/002a 10

KS Priority
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Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

&Iz, show mka sessionsdetails ==~ > KO 1%~ L ¥4,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI.....ouevvunn. 204c.9%9e85.eded/002b

Interface MAC Address.... 204c.9%9e85.ede4

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN) ........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role...iiiiiiinnnnnn. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ... vveennnnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... 0

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006AS 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority
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&Iz, show mkapolicy 2~ ROHABI 2R LET,

Device# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite (s) Applied
*DEFAULT POLICY* O FALSE TRUE 0 0 GCM-AES-128

pl 1 FALSE TRUE 0 0 GCM-AES-128

p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil1/0/1

%Iz, show mka policy policy-name =~ > KD H Sz~ LET,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite(s) Applied
p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil/0/1

iz, show mka policy policy-name detail =~ > KOH FFlA R L £,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

RIZ., show mka statistics interface interface-name =2~ > FOH J1fla R L E9,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. O

CA Statistics

Pairwise CAKs Derived... 0O
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... O
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 1
SAKs Rekeyed............ 0
SAKs Received........... 0
SAK Responses Received.. 1

MKPDU Statistics

MKPDUs Validated & Rx... 89585
"Distributed SAK".. O
"Distributed CAK".. O
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MKPDUs Transmitted...... 89596
"Distributed SAK".. 1
"Distributed CAK".. O

iZ, show mkasummary =2~ RO HHIZR L E7,

Device# show mka summary

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals
Secured. ...ttt 1
Reauthentication Attempts.. 0

Deleted (Secured).......... 0
Keepalive Timeouts......... 0

CA Statistics

Pairwise CAKs Derived...... 0
Pairwise CAK Rekeys........ 0
Group CAKs Generated....... 0
Group CAKs Received........ 0

SA Statistics

SAKs Generated............. 1
SAKs Rekeyed............... 0
SAKs Received.............. 0
SAK Responses Received..... 1

MKPDU Statistics

MKPDUs Validated & Rx...... 89589
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKPDUs Transmitted......... 89600
"Distributed SAK"..... 1
"Distributed CAK"..... 0

MKA Error Counter Totals

Session Failures

Bring-up Failures................ 0
Reauthentication Failures........ 0
Duplicate Auth-Mgr Handle........ 0

SAK Failures

SAK Generation..........covvinn.. 0
Hash Key Generation.............. 0
SAK Encryption/Wrap.............. 0
SAK Decryption/Unwrap............ 0
SAK Cipher Mismatch.............. 0
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CA Failures

Group CAK Generation............. 0
Group CAK Encryption/Wrap........ 0
Group CAK Decryption/Unwrap...... 0
Pairwise CAK Derivation.......... 0
CKN Derivation..........c.oeeuen.. 0
ICK Derivation...........c.oovno. 0
KEK Derivation..........c..oovue... 0
Invalid Peer MACsec Capability... O
MACsec Failures
Rx SC Creation..........cvvvnon. 0
Tx SC Creation.......c.oevuieenenn. 0
Rx SA Installation............... 0
Tx SA Installation............... 0

MKPDU Failures

MKPDU TX.t vttt ittt teeeenneeneens 0
MKPDU Rx Validation.............. 0
MKPDU Rx Bad Peer MN............. 0

MKPDU Rx Non-recent Peerlist MN.. O

&IZ. show macsec interface =~ > KO 15l &2 R~ LE 4,

Device# show macsec interface HundredGigE 2/0/4

MACsec 1is enabled
Replay protect : enabled
Replay window : O
Include SCI : yes
Use ES Enable : no
Use SCB Enable : no
Admin Pt2Pt MAC : forceTrue (1)
Pt2Pt MAC Operational : no
Cipher : GCM-AES-128
Confidentiality Offset : O

Capabilities
ICV length : 16
Data length change supported: yes
Max. Rx SA : 16
Max. Tx SA : 16
Max. Rx SC : 8
Max. Tx SC : 8
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
GCM-AES-256
GCM-AES-XPN-128
GCM-AES-XPN-256

Access control : must secure

Transmit Secure Channels
SCI : 3C5731BBB5850475
SC state : inUse (1)

Elapsed time : 7w0d

Start time : 7w0d
Current AN: 0

Previous AN: -

Next PN: 149757

SA State: inUse(1l)
Confidentiality : yes

SAK Unchanged : yes

SA Create time : 00:04:41

#l: mka tEmoER
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SA Start time : 7w0Od

SC Statistics

Auth-only Pkts : 0
Auth-only Bytes : 0
Encrypted Pkts : O
Encrypted Bytes : 0

SA Statistics

Auth-only Pkts : 0
Auth-only Bytes : 0O
Encrypted Pkts : 149756
Encrypted Bytes : 16595088

Port Statistics
Egress untag pkts 0
Egress long pkts O

Receive Secure Channels
SCI : 3C5731BBB5C504DF
SC state : inUse (1)

Elapsed time : 7w0d
Start time : 7w0Od
Current AN: O
Previous AN: -
Next PN: 149786
RX SA Count: 0
SA State: inUse (1)
SAK Unchanged : yes
SA Create time : 00:04:39
SA Start time : 7w0d
SC Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts 0
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
Decrypted Bytes 0
SA Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts 149784
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
Decrypted Bytes 16654544

Port Statistics
Ingress untag pkts O
Ingress notag pkts 631726
Ingress badtag pkts 0
Ingress unknownSCI pkts 0
Ingress noSCI pkts 0
Ingress overrun pkts 0
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