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Device# show access-lists preauth_ipvé6_acl

IPv6 access list preauth ipvé6_acl

permit
permit
permit
permit
permit
permit
permit
permit
permit

(per-user)
udp any any eq domain sequence 10
tcp any any eq domain sequence 20
icmp any any nd-ns sequence 30

icmp any any nd-na sequence 40

IPv6ACL |

icmp any any router-solicitation sequence 50
icmp any any router-advertisement sequence 60

icmp any any redirect sequence 70
udp any eq 547 any eq 546 sequence 80
udp any eq 546 any eq 547 sequence 90

deny ipv6 any any sequence 100

IPv6 ACL DE%TE

IPV6 NT7 7 4w 7 &7 4 NF ) 7T AIE, ROFIEEZFEITLET,

FIE
ARV RFERRETI a3 Y B

AT w71 |enable it EXEC E— REHIZ L E T,
i) : T T IRRREINTCHNNAT — R
Device> enable AL FET,

R 72 |configureterminal Ta— ) ar7 4 ¥al—g
#l - E—RFZBABLET,
Device# configure terminal

R w73 |ipv6 accesslist {list-name| log-update IPV6 ACL& A EFH L. IPv6 7 7R Y
threshold | role-based list-name} Zhar 74 ¥al—v gy E— %
15“ N Eﬁﬁé\ Liﬂqo
Device (config) # ipv6é access-list
example acl_list

AT 7 4| {deny | permit} protocol IPv6 ACL DFF A 4otk F 12 13465 5k %
{source-ipv6-prefix/ |prefix-length |any fEELET,
threshold| host source-ipv6-address} [
operator [ port-number 1] { « protocol (2%, IP DA HTE 72 133%&
destination-ipv6-prefix/ prefix-length | any | AL %7, ahp, esp. icmp,
host destination-ipv6-address} [operator ipv6. pcp. step. tcp. udp 771
[port-numper]][ dscp value] [fragments] IPv6 72 h LR A FT 0~ 255
[log] [log-input][ sequence value] [ DFH % T X £
time-range name] ¢
i - « source-ipve-prefix/prefix-length = 72

' 1% destination-ipv6-prefix/ prefix-length
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Device (config-ipv6-acl) # permit tcp
2001:DB8:0300:0201::/32 eq telnet any

(O SRS ol e i T S e e

T 5 EE T E 21355 IPve v |

T—7HBWMIxy NI—27 75

AT, anrXyglyo 16 By ME

ZEMA L 16 R THEELET
(RFC 2373 #&MR) .

IPv6 L7 4w 7 A /0 DEKE &
LT, anyx AN LET,

host source-ipv6-address & 7= 1%
destination-ipv6-address (2%, AT
SR ETTFF TSR R E T DEE
TEENTFE IPV6 R A R T K LA
EANNLET, T RLVAFTae X
v o16y MazMH L7z 161
A THELET,

(&) operator [Z1%, FHED T 1
b AV DEGE IR — b FE IS

A= N2 T 54T RERE
LET, A7 M It (&Y
AEV) gt (EDREFW) | e

(FLW) | neq (FELL W) |

BLOrange (WIEEFH) RdHV F
R

source-ipv6-prefix/prefix-length 51%%
D& & @ operator (%, EfFILA— b
T HMERHD £T,
destination-ipv6- prefix/prefix-length
5% D & & D operator 1L, FEILAHA—
MZI—ETH2HLERH 7,

({E#&) port-number |%, 0~ 65535
D10 E 721Z TCP & 5\ T UDP
AR—FDA4HITY, TCP HA— b4
ZHEHATEHDIL, TCP D7 4V
&) 7RI TY, UDP A— |k
X EFHTE LD, UDP D7 4
LAY T TCT,

({EE) dscpvalue # AL T, 4
IPv6 /377 > o~ 2 — @ Traffic
Class 7 4 —/VFKND T 7 ¢ w7
7 2l L DiffServ = — KR A o K
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ARV RFERETIVa Y

B8

EERE LET, fHETE DHiHIT
0~63 TV,

. ({EE) fragmentszZ AL T, %
SHCIIWT T 7 A MR L E
T, TOF—U— RNRFRREINDHD
X, ek andtipve OEET
<7,

« (EB) logzEETHE, = b
V&—HF25 .y MIET e
Aob—UNRar ) —IEEIN
£7, log-input Zf5ETH &, =
T NV ANINA v E—T = A A
BBEMESNET, rX o TIL—%
ACL T AR— S ET,

« ({EE) sequence value & A7 L
T, T77FBRAIJAKN AT— KXV
DYl AFFERELET,
FRECTX DT 1 ~4,294,967,295
<7,

+ ({EE) timerangename = AJ) L
T, HEEELITFAIAT— A |
(I S B IR O 2 45 7E L %
R

i Pv6ACL

ATvT5

{deny | permit} tcp
{source-ipve-prefix/prefix-length | any | host
source-ipv6-address} [oper ator
[port-number]] {destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address} [operator
[port-number]] [ack] [ dscp value]
[established] [fin] [log] [log-input] [neq
{port | protocol}] [psh] [range {port |
protocol}] [rst] [ sequence value] [syn] [
time-range name] [urg]

1 -

Device (config-ipvé-acl) # deny tcp host
2001:DB8:1::1 any log-input

IPv6 ACL OFF ISt E i35 554 %
BELET,

TCP D& & IXtcp # AJLET, T
A—RIAT v F3aTHENTWD
RTGA=ZLELCTTN, RIORTAS
TarORTA—ARNBIINTWE
7

s ack : FEFRIGE (ACK) By hEw
]\O

« established : #E L S V7=, TCP
F—H% 77 M ACK £721% RST
By RRESINTWDEHA, BE
PITHOIVET,

fin: & TEY by b, HEED
HOT—HIFNLEHY £ A,
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AR —T x4 X~D IPv6 ACL D0 .

AU RFERETOVa Y

B8

* neq { port|protocol} : ATEDHR— k
Felg BiZlovwoRr o MR ERE L
i‘g—(}

epsh: 7y afggty by b

s range { port|protocol} : " — FEE
DOHEIPAND /7 2T ERE L E
‘a‘o

erst: Vv by MEY B
csyn: [FHE Y b b

eurg: BEFRA 2y MY B

ATvT6

end
1 -

Device (config-ipv6-acl) # end

IPv6 727 EA VAN 7 4Fal—
varE—REKRT L, ¥HEEXEC E—
RIZREY £97,

ATy T17

show ipv6 access-list

1 -

Device# show ipvé access-list

IPv6 ACL R ELLSBREINTNDHZ &
PR L ET,

A3 =T x4 A~D IPv6 ACL D0

LAY3A U H—T oA ATRIEERIIERFB NI 74 v 7ICACL &, HDOIWNFILAF2A14
H—=T 2 A ATERBIN T 7402712 ZEHATEET, LA VY3IA L H—T 24 ATERENT
T4 v 7T ACL W CE 4,

AV B =T 2 A ADT 7 AT 51203, ROFIEEZIATLET,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
1 -

Device> enable

HrtE EXEC =— RZAFI L ET,
T EREREINTZH/NNAY— &
AN LET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%Eﬁﬁébi—g«o
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ARV RFERETIVa Y
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ATvT3

interface interface-id

1 -
Device (config) # interface
gigabitethernet 1/0/1

TIRAY A NEBEHATOHLA Y24
H—TxAA (FR—FACLH) F=ix
LA¥3A LA —T = A (JL—F ACL
M) #FELT, A v ¥—T7xA R 2
V74X alb—rar®—RNERBL
£

ATv74

no switchport

1

Device (config-if)# no switchport

A H—T e f AT N—TF v R X —
7= A ADRIEICRL T, LA Y203
MR E AT _CHIBR L ET,

ATy Th

ipv6 address ipv6-address
i) :

Device (config-if)# ipv6é address
2001:DB8::1

LAY3Af v Z—T =A% (JL—H ACL
) TIpv6 7 KL AZEREL £,

ATvT6

ipv6 traffic-filter access-list-name {in | out}

fi
Device (config-if) # ipv6é traffic-filter
acll in

A EBE—T A ADERE N T T4 v I F
FPRBENT 74077 78X X
MewALFET,

ATy T17

end

1 -

Device (config-ipv6-acl) # end

Ao B —T A AaT 4 Fal—3
v E— REKT L, B EXEC E—F
RV £,

FTTL— FE—KTOIPv6 ACL D)

)

R s

ax &

G¥)

ipv6 traffic-filter =~ N7 7L —h a7 4 F¥al—yary T—RCRETEE7,

sourcetemplate =~ > Ri, A > ¥ —7 oA A LT 1 RIZTHFETCEET,

ACL %7 7L — N CERET HITIE, F##E EXEC E— N CIROFIRZFEIT L ET,

FIE

AU RFEEETO 3y

B8

ATy T

enable
5 -

Device> enable

¥ikE EXEC T— F&EANZ L £,

e NMAT—REANLET (TR
N8548 .

i Pv6ACL



| 1Pv6ACL

7v7L—trE—rcopwacozz [

ARV RFEEIETIa Y B

RFw 72 |configureterminal Ja—r g ar7 4 ¥al— gy
1 - T REBHLET
Device# configure terminal

RFw 3 |ipv6accesslist {list-name|log-update |IPv6 ACL &% E3 L. IPv6 7 7 & &
threshold | role-based list-name} JA Ry 7 4 F¥al— g F—R
1 - MG L ET,
Device (config) # ipv6é access-list
v6acllo

RATFw 74 |ipv6accesslist {list-name|log-update |IPv6 ACL 4% EFE L, IPv6 7 7 & A
threshold | role-based list-name} JARary 7 4 ¥al— g F—R
11 - R L ET,
Device (config-ipv6-acl) #ipvé
access-list v6aclll

ATy S5 |exit TIEHAYARary74¥al—g
Bl - Y E-RERTLET,
Device (config-ipv6-acl) #exit

AFwv 6 |template a—HPF—F S L — NEERR L. T
R Tl—har 74 FXal— g F—

KZ&BIdE L E9,

Device (config) # template test

RFw 77 |ipvetraffic-filter {accesslist-number | BEINIEA LV E—T oA ZA~DT Y

name} {in | out}

1 -

Device (config-template) # ipvé
traffic-filter v6acllO in

T AZHIE L ET,

access-list-number # A1 LT, 77 +&
AYANEERLET, T7EBRU A
MIIFEZEZRRETCEET,

namez ASIL T, 77 AU A ME2E
H#LET, 77EBRY R MNZIZLHTE
BETEET,

iNZANLT, /£ v X —Tx A ADFE
FHMCT 782 A NEEELE
7,

outZzATLTC, f v HF—T A AD
BIEHWNCT 7 EAV A MR ELE
KR
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ARV RFEEIETIa Y B
ATFvT8 |exit FoFL— DAy 7 4 ¥al—y
Bl - YE-RERT L, FHEEXECE— K
R £,
Device (config-template) # exit
2T w79 |interfaceinterface-id MET AL H—T oA ABFETL.
- A HB =T xR T 4Fal—
vary E'— RERHBELET,
Device (config)# interface N . - N
gigabitethernetl/0/1 A =7 =A XOL\J:]:‘ bAY2A
H—TxA A (KA—PFACL) 7211
A ¥3A L HF—T A A (L—X
ACL) ZHETE £,
AT w710 |ipv6 traffic-filter {accesslist-number | BEESNEA LV E—T oA A~DT YV
name; {in | out} A EHIELET,
U access-list-number # AJLC, 77 %
bevioe (confiomit)é ipv6 traffiofilt AYANEERLET, T7EAY A
aoile eae TRV MEEERETEEEN L lciaE EAEE TR £
namexZ AJJ LT, 772U A NEIE
HELET, T7ERAY X MNMTIZLETE
BETEET,
iNZANLT, £ Z—T A ZADHE
EFEHEZT 782 A NEEELE
TO
out #FA LT, £ X —TxAAD
RIEFMIIT 7RV XA NE2EELE
TO
RT w711 |sourcetemplate name A HB =T 2 A AT T L— el —
Bl - Ty MIERLET, 77EAY AL
veacl1l0iL, RESNTWDEIERET 7k
Device (config) # source template test AU A ]\/C‘@_o
ATFvw 712 |end Jao—r\)Lar7 4 Fal—ay
Bl - T— NE#T L. K EXEC £— RIC

Device (config) # end

R0 £9,
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VLAN < v T DE%E

vian v v Foiz ||

VLAN < v 7 ZAER LT, 1 D E 7213880 VLANICEAT 51213, ROAT v 72 ETLE

B

1R BHHIIZ

VLAN (24 % IPv6 ACL Z1ER L £,

FIE

ARV RFERRTOVa Y

E:)

ATy T

enable
1 -

Device> enable

ke EXEC E— RE2 B L FT,

T T SPRFRENTCONAT— &
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

vlan access-map name [number ]

1

Device (config) # vlan access-map map_1l
20

VLAN~ > 7% 4EK L C, VLANT 7t
2wy avw KE— Rl E
KR

VLAN ~ v 721X, 4fiEzid (7
var7T) HEEEECEET, BF
X, ~ v 7HNOZ N DOv—r o AT
FTT,

[fl CA4RIDO VLAN~ v 7 2B 3 2 &
10 T O 5 F 5 DMEIZEID M TH
NET, v~ v TEEFEEITHIRT D &
L, ENT LYy S N OFE
EANNTEET,

VLAN ~ > 7Tl F#ED permit £ 7
X deny ¥—U— RZMFEHLEHA,
VLAN~ v 7 #H LT \7 v F &R
THIZE. Ty FERAET D ACL %
ERRL T, 727 a vk Nay FICRE
L%9, ACL ND permit (X, —E$ 5
EWVWIEWRTYT, ACLIND deny IE, —
HLRNEW) BERTT,

ATvT4

match {ip | ipv6 | mac} address {name |
number} [name | number]

1

Ny Nl 0% ERo7 782 Y
ANEBELET, 7y FORE,
ST A7a hav X4 FOT 7 E &

iPve ACL i
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ARV RFERETIVa Y

B8

Device (config-access-map) # match ipvé
address ip_net

UA MZxt L TR T ThILET, IP /Y
o MELIPT 7 A U A MIRLT
BAEINET, FEIP /7y ML, 4FT
fEMACT 7 AU A RMIKLTET
WEINET,

GE) Ny N EAT (P ERIT
MAC) Zxf9 % match fJ73
VLAN < » FITRE SN T
WHSEET, O~y 77T
Jvarvin Fay TOGE
X, TOXATI—FKT D
TRTONRTy MR Fay
7" E N FE T, match TN
VLAN = v 71272 <, #E

INTWAET 7 avyinR

oy OBAE, TRTO

IPJ‘oJZUW/%“\?2/\/7/ l\

NReyF7snET,

ATy Th

IP Ay FETIZIEIP N7y b & (B
MO 1TMAC T FLADHBEM - T) f&
EL. 12U EDACL &0/ b
ZRAET DL, kOa<r RO
M AN LET,

« action { forward}

Device (config-access-map)# action
forward

« action { drop}

Device (config-access-map) # action
drop

vl T RNIICHTAT I a v Em
FELET,

ATvT6

vlan filter mapname vlian-list list

1 -

Device (config) # vlan filter map 1
vlan-list 20-22

VLAN~ v 7% | O£ 721384 VLAN
WAL £,

list IZ1ZH— VLANID (22) . E#fe L
7odtiPH (10 ~22) . £721% VLANID
DAY 7 (12, 22, 30) Z4HETE
T, oo T UDORIHERICAN—
ABRFANTDHZ EHTEET,

ATy T17

end

1 -

Device (config) # end

Ja—_) a4 Xal—g v
E— N&&T L, FibE EXEC £ — R
U

i Pv6ACL
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VLAN ~® VLAN < v 7 D&

vian ~p vian < v 70iEd i

VLAN = v 7% 1 DE 138D VLAN I T 51213, ROFNEICEVE T,

FIE

ARV RFERETIVa Y

B

AT w71 |enable
1 -

Device> enable

HibE EXEC E— RE A% L,

T T IPRFRENTCONAT— RE
AN LET,

R 72 | configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

R w 7 3 | vlan filter mapname vlan-list list
fA

vlan-list 20-22

Device (config) # vlan filter map 1

VLAN~ v 7% | DF /=133 VLAN
WAL ET,

list IZIZH.—dD VLANID (22) . H#fE L
7o (10 ~22) . F£721X VLANID
DA RV 7 (12, 22, 30) ZIRETE
£, DA T U DHIHRICAN—
AEFEANTHZ L L TEET,

RTv74|end
il -

Device (config) # end

Ja—syar74Fal—vay
F— F&f& T L. M EXEC E— FIZ
Ev)\i—g—o

IPVGACLDE=421) 4

WOERITEENT 1 OFFITEROEMEEXEC 2~y REFEHA LT, BEFHLOTXTOT 7
TRAYAR, TRTCODIPVOT 7R VRN, FHRIIHFEDT 7R U R MIETHERER

RTEET,

= 1:showACLa <> K

avU kR

E[:b)

show access-lists

AA v FICRESNTZTXTOT 7R YR
MeFRLET,

show ipv6 access-list [access-list-name]

BEFHLDTXTDOIPV6T 7 A Y X NET-
IZARTTHRESNTEZT 78R VA MEERL

i‘@—o

iPve ACL i



IPVGACL |
B rsaciozzEnm

av R E]:p]
show vlan access-map [map-name] VLAN 7 7B A <=y TREEF R LET,

show vlan filter [access-map accessmap|vlan |VACL & VLANRIO~ v B o 72 E R LET,
vlan-id]

IPv6 ACL 0% 7€ 5l

Z 2 TlX. IPv6 ACL DFEEB Z#R L E T,

{51 - IPv6 ACL D1ERK

ZOBEITIE, IPV6-ACL & WO LRETDIPV6 7 7B A A FEFRELET, U A MNORFIDIE
B h Uk, 5658 TCP AR— FES73 5000 L0 KEWAT y 2T _RCTHESLET, 2ED
DR T h UL, #(E78 UDP AR — R ES03 5000 K D/~ FEESRLET, £/, 20
2EDOIEFT L ML, TRTO—Brary—McFErLET, U X NADORIOF
YERUIE, TRTOICMP Ny REHFALET, VA RMAD2BDLOHFR= M X, 20D
MOT_XTHORNT 7 4w 7 EFTLET, WEROSBEDSEMENEIPV6 772 A U X NDRE
BIZHD2D, 2FDOOF A=Y b U IS ETT,

)

GE) BXNE, LAV IAE—T oA ATODHYR—FEINET,

Device> enable

Device (config) # ipv6é access-list IPv6_ACL

Device (config-ipvé-acl) # deny tcp any any gt 5000
Device (config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log
Device (config-ipv6-acl)# permit icmp any any

Device (config-ipvé6-acl) # permit any any

Device (config-ipv6-acl)# end

51 : IPv6 ACL D FE =
KIZ, show accesslists ### EXEC 2~ RO NFlZRLET, AA v FITHESHLTND
TRTOT 7 EA VA IRERENET,

Device# show access-lists

Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé

permit ipv6 any any sequence 10

I, show ipv6 access-lists Fi#E EXEC =~ > RO B Z R LE T, A v FITEESNA T
HIPV6 77 A URANZTFBRFRENET,

Device# show ipv6é access-list

i Pv6ACL
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Bl VAN T 5 227y 7BE0RT ||

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20

5] : VLAN 7V £ R T v TR ED R

&Iz, show vlan access-map #5#E EXEC =2~ ROl Z L E T,

Device# show vlan access-map

Vlan access-map "ml" 10
Match clauses:
ipvé address: ip2
Action: drop

I, show ipv6 access-lists Fi#E EXEC =~ > RO B Z R LE T, A v FITHEESNA T
51IPv6 77 B A U R MZTRERSNET,

Device# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eqg bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20

IPv6 ACL D REFE FE

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2ABIUOEERHRZ R LET,

N6 DOEREIE, FFCHRR SN TWARWVRY | BASHY U —=RLEOTXTDY U —ZT
fEATE X,
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A
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4
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7
xFE
7
h
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ACL
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HaE
CE:

LA
Y3
B
~Z
A
J %
74
U
U
73
57z

Cisco IOS XE Gibraltar 16.11.1

IPv6
7

D —
KT

fiE

ALC

IPv6
dACL
Y
R—
b
nE
7.
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e acL pisecEE

)=

HaE
CE:

Cisco IOS XE Bengaluru 17.5.1

IPv6

ACL
T

o

)

R—
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7 x
A A
7y

~ &
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B
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R %
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h
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e acL pisecEE

)1)—2x HEEE | tAE
EE
IPv6
T
A
J =z
k%
i H]
T5
7=
W
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E
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Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DOV R—
MME# AR5 T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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