AR —T AR ToTL—FDETE

ZITHAVE =T 2 A AT T L= MNIETDIFHRE, A F—T 24 XA T T L—h
ERELTHE =7y ML BT HEICOWTHBLET,

e AL B —T A AT LT L— FOHKEE (1 2—)

e AUHE—T 2 A AT T L— ] ’%ﬁé%% (1 =)

AV B—T 2 A AT LT L—FOREHE 42—)

e AV R —T A AT FL—F &ﬁW(BNFV)

e A UH =T A AT T L— FOERERR (14 2—)

AR —T AR TUTL— FOFIFIEIE

T — b DV E—MEFEL AU E— NIV FR—FEINTHERA,

oA UHE—T A AT T L— REEIIIANA  FT5I121F, AAAFRIICK > TEREN
AAVE—T 2 A AT T L—hERILARIOT Y FL— o, T/, ATHRETAHANE
NH Y FJ,

BR—TDxARTUTL— MZET B1EHH

TR AVE—T A AT T —h, T V= DFAT BILOERHIEIZOWTH
E)q Li—é‘o

ABR—DT AR TUITL—FOBE
A B =T 24 AT FL— NI, BEOR— MIBATEAREEIIRY >—na 5 )
TT, v F—T A AT T L — " NT 7 EAR—MNIHEHAINA L, T7EBRAR— FTA
WINDTXTONT T 4w 7T EBELET,
A B =T 2 A AT T — ML, 22— —FT 0 FL— L EHBIABLT T L —FD2OD
HATHRHYFET, HLBABLT T L— MIVATF AL > TERINET,

A VE—TA R TFUTL— FDEE .
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HIPABT T L — MIEETEET, BELICEAALT VT L— N E2HIBT5E, 707
L— FOITEDOEZRNPEITLINET,

FIHFRIRE 72 A A AT 7 L — MIRD LB T,
+ AP_INTERFACE TEMPLATE (7 7 &£ AKRA » |)
« DMP_INTERFACE _TEMPLATE (5T X VAT 47 7L —Y%—)
« IP. CAMERA INTERFACE TEMPLATE
« [P PHONE_INTERFACE TEMPLATE
« LAP_INTERFACE TEMPLATE (Lightweight 77 & A4 > k)
« MSP_CAMERA_INTERFACE TEMPLATE
* MSP_VC_INTERFACE TEMPLATE (b7 4 %%)
« PRINTER_INTERFACE TEMPLATE
« ROUTER INTERFACE TEMPLATE
« SWITCH_INTERFACE TEMPLATE

« TP_INTERFACE_TEMPLATE (TelePresence)

RIZ, MBBPIABA =T 2 A AT T L— bOBlZRLET,

Template Name : IP CAMERA INTERFACE TEMPLATE
Modified : No
Template Definition :

spanning-tree portfast

spanning-tree bpduguard enable

switchport mode access

switchport block unicast

switchport port-security

mls gos trust dscp

srr-queue bandwidth share 1 30 35 5

priority-queue out
!

BHLav s FERELT, HEDA—Y—T T L — hfElT25 2L b TEET,

N\

CE) T L —FAICAR—REEGEHLZ LIITEEEA,

ra—sbar7 4 ¥al— gy E— RRCtemplate 2~ RZEHALT, A1 ¥ —7=A
AT T = RNEECEET, 77— arr7 s ¥alb—rary E®—RT, LR
<~ REANLET, 707 —b ar 74 Xalb—vary E—RKTE, kOoa~vr ReA
NcEET,

. AVE—TI4ARTUIL— +DEE
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B

access-session

TR AR®y g EAEDA A —T 2 f A<
VRERELET,

Z Dz~ N, Identity-Based Networking Services
(IBNS) 2.0 (i} svET,

authentication

B~ =V XY AV H—T 2 f A AT 4 Xz
b—vay awy FERELET,

o< KX, IBNSLO IZEH S ET,

carrier-delay AVE—T oA ABITORBLEEZRELET,

ctsmanual Cisco TrustSec (CTS) /XT A—X Do —H L% IE
AL, T, A% CTS F#A v X —T = A
Aay 74 Fal—aryE—RILET,

default a< 2 R&EF 740 MEICERELET,

description A B —T A AEAOHPAEZHRELET,

dotIx IEEE 802.1X DA v A —T =2 A AL T 4 Fa
L—yay avwy REZRELET,

ip IPFoFL—raRELET,

keepalive X—TTIATEAMLET,

load-interval A B —Tx A 2D — REEORIBEEIEELE
7,

mab MAC ZBFENA RAAL LV H—T 24 AR ELE
ﬁ‘o

peer RALEY—=RA LA F =T =2 ADET

WNIRA=R R ELET,

service-policy

CPL YV —EARY v—Z2RELET,

source

BD Y —ANGREE TG LET,

spanning-tree

ANR= TN =T RAT AERELET,

stor m-control

A b= LA RE L ET,

subscriber YT RIFGANRDIET VT 4 T EALT 7 Mk
HELET,
switchport 2L v F U T E— RORELZRELET,

A VE—TA R TFUTL— FDEE .
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B r~orvs—o:4270TF—tnavk

\)

GE) VAT ABART T L— M, EITHOBRTEICEEREINT, TWELEHAICOARFETH
DRTEICFERINET,

B—5Fy hADAB—DTIARTOTL—FDINA K

BT TVL—NMNI, AVE =T 2 AR T A H—T 2 A AR EDH =7 MIANAL LV RT
TFET, TV — MI BOELEENICY —Fy NIIRETEET, T L — FOEW
NAVRIZE, AV E =Tz A AREDE =y h~DT T L— O AL V KNG ENE
T FRIANA V REFEHLC—EIIN, > RTE DT b— MI12ET T, floTFrs~7
L— MR CH =57y MIFICAAL o R 58, LRSSV RERTWeT 7 L— R
AV FERSNET, FAS V RERET DT, A ¥ =T/ Rar T 1Fal—s
> &— KT sourcetemplate =~ > RZ# A L £,

FEEOEOT T — e =7y MZEIIC A, v R TEET, AIRALDORY v—< v
ERTA—H <y T EFERH L TER A FERET HITIE. autoconfenable =~ > K& ff
L T Autoconf BREZ B L £9°,

)

GE)  RUA v Z—T7 A RIK L TR, #BLOENICT V7L — F 2V R TEET,

AB—DT AR TUTL— b2 FRALEEREDELIBL

BSENERT I, BRI, RENT-T o 7 L— F 2N L THEA SN AR E T bm <. RITA
VH—T oA AHEBEEA SN DRE, HICAAS  RENET L= R ENLTHEA SN
LEREDIAE 720 £3, FPLOa~ > RPN ZEEIEN CHEET 256, & bEILIEM O &
wWavy RBAEASNET, L0 EWESRIAM. O ENEH SN WEE . RICESEIAN O
WERTEMN X —7 >y MOlEA S ET,

BEOT T v— e X =4y MCEIRICAA » RTE £, BT 7 L— FR#Eiicn
AV RENTWAEES, BBRICGEHAINET 7 L— FOEBERIEM AR b EL 720 £,

TUT L= FEHIRT DI, TRXTOZ =5y h~DAA T 4 T HIRT 2 0ERH Y
T, FELBVT VT L= e U R L RERLTHLNT T L— MRk SR
ES

— (o] p—4 -~
Af A=A R ToTL— DERERE
WOVEEZEZFITLC, 2= P — A X —T 2 A AT T L — E2REL, ¥—F7 v MMIA
Y RLET,

. AVE—TI4ARTUIL— +DEE
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AR —TIAR T

JL— FDETE

1v8—7242 77— tronz ]

2P H =T 2 AT T — FEAERT DI, ROIEEEZFEITLET,

FIE

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,
e NMRAT—RKEANLET (FkEhn

7256

o

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

template name

1

Device (config) # template user-templatel

a—HP—F 7L — b EERL, T

L—harvy74F¥alb—rg E—FK

B L FT,

GE) HIRIAIT T L— MY
AT LAERTT,

ATvT4

load-interval interval

1

Device (config-template)# load-interval
60

T — NOMEHNEDOY T T

MEERELET,

Gx) I IAIT T L— MY
AT LAERRTT,

ATvTh

description description

1

Device (config-template) # description
This is a user template

TrT— FOBAEERELET,

ATvT6

keepalive number
i :

Device (config-template)# Keepalive 60

X—TTIATIAY—ERELET,

ATy T17

end

1 -

Device (config) # end

Jr—sYL ar T 4 ¥al—vay
F— F&f& T L. ¥ EXEC E— FIZ
RO ET,

A VE—TA R TFUTL— FDEE .
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AR —DTITARTUTL— FOBEHNL Y FOERTE

FIE

ARV RFERETIVa Y

E:)

&

enable
51 -

Device> enable

ke EXEC E— N2 B L FET,
e NMATU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface type number

1

Device (config)# interface
GigabitEthernet 1/0/12

A B =T 2 A ADEA T LT HIRE
L. AVHA—T A AT 4 X2l —
vary E—REHBLET,

ATv74

source template name

1 -

Device (config-if)# source template

user-templatel

B =T 2 A AT T L — e H—
oy MCERICEA L E 9,

ATy Th

end

1 -

Device (config-if)# end

A B —TxAAAAL T 4 FXal— 3
VE— REKT L, B EXEC E— K
R £9,

1

FSA > R &9 511X, show running-config interface int-name 35 X O% show
derived-config interface int-name =~ > K&/ L 9,

Device# show running-config interface GigabitEthernet 1/0/12

Building configuration...

Current configuration :

71 bytes

interface GigabitEthernetl/0/12
source template user-templatel

end

Device# show derived-config interface GigabitEthernet 1/0/12
Building configuration...

. AVE—TI4ARTUIL— +DEE
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Derived configuration : 108 bytes

|

interface GigabitEthernetl/0/12
description This is a user template
load-interval 60

keepalive 60

end

AR —DTITARTUTL— FOEIRIINS > FDERTE

ATvT1

ATy T2

AB=T2A AT T L= FOBINA » FEeRET DT, ROEEEZFTLET,

1R BHHIIZ
TN AT 802.1x R— F_R—ZADFFENRESIN TS Z L 2ERLET,

FIE

AVH =T 2 A AT T L—bFOFRE (5§X—) OFIEIZEN, T AT T L— b
ZERCL 77,

T = NAETNA AL B —T 2 A AZH T 1 — R % L 91T Identity Services Engine
(ISE) 72132 D> RADIUS ¥ —"—ZRELET, 77— ME, 730 ZARIEFIZ
FRES D LRV B THNET,

ISE [ L T\ 54 1%. [Policy] > [Policy Elements] > [Authorization] > [Authorization Profil€]
R=VNWZT 7 EALET,

[Interface Template] = v 7 Ry 7 A% A NI LT, Z2IA TV AV F—T A A ZEIDY
TL57v7L— hOARIEATI LET,

A VE—TA R TFUTL— FDEE .
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ATvT3

1:AVB—TARTUTL—+ZEIYLB TR0 ISEOFHTE

uals. |dentity Services Engine

il
(2T

Home

» Cperabons

Acthenbcabon  Authorizabon  Profilng  Posture  Clent Provisioning
Dctonanes » Condons  ~Results
o
Aufherieaton s > gacl_auth
» Authentication
Authorization Profile

Authonzaton Profies

Downloadable ACLs

» Profiling

» Posture

» Chent Provisioning

*Name | gacl_auth

Descripton

v Guest Acoess

= Polcy Elements

* Access Type | ACCESS _ACCEPT

Network Device Profle 2% Cisco » 2

Servce Template [

Track Moverment I

v Common Tasks

» Admiristration

128—T14R2F7oTL—+OHEE |

» Work Cenig

] innertace Teerglate

jt“ﬁM&lAﬁle

o Web Authentcaton (Local Web Auth)

[ Arespace ACL Name

Tacs vemas

H® RADIUS #— =2 L TS EAIE, 77 L— ho4TafiE L T
Cisco-AVpair="interface:template= name" JEMEZ R ET H Z & T, MDD 7 T4 T > MRIEDTE
THRIZT VT L= BT AL AT vy v a2 SRET,

TUT VU= MANA A =T oA RIF T rr— RIS Z & 2R T HI2iE, show

authentication sessionsinterfaceinterface-id details ¥ 7= 13 show access-session inter faceinterface-id
details 2~ RZMEHLET, A F—Tx2A AT T L—h avr RS F—T x4
WA SN TWD Z & 2/ 7 5%, show derived-config interface interface-id =~ > K% fif

MALET,

1

WOHFNE, del template & WD ARIOT T L— R Z T ra— R, T8 AD
TwentyFiveGigE1/0/3 A ' #—7 = A ZITEH I TWD Z & affgad 5 kxR LT

WET,

Device# show running-config | section del_template

template del template

access-session port-con
no access-session monit
authentication periodic

. AVB—TA R T TL—FDEE
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or
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Device# show authentication sessions interface twl/0/3 details
Interface: TwentyFiveGigE1/0/3

IIF-ID: O0x1F9EBBA9

MAC Address: 002£.0100.0001

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: NOAS

Device-type: Un-Classified Device
Device-name: Unknown Device

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 0404140B00004E1C6E569E0B
Acct Session ID: Unknown

Handle: 0Oxdb000e24

Current Policy: DOT1x

Server Policies:
Interface Template: del template

Method status list:
Method State
dotlx Authc Success

Device# show derived-config interface twl/0/3
Building configuration...

Derived configuration : 321 bytes

|

interface TwentyFiveGigE1/0/3

switchport access vlan 44

switchport mode access

switchport port-security violation restrict
switchport port-security

authentication periodic

access-session port-control auto

no access-session monitor

mab

dotlx pae authenticator

service-policy type control subscriber DOTI1x
end

A2R3—T AR TUoTL— DR

LTIV ARERNTHS 12U EDavy REERLT, A v ¥ —T=f AT T L—} 2
V74X alb—va o EHERLET,

RIAMAVE—TIARTUTIL—F VT4 Fa2L—2a Vv EHRBT 5T FORT

avw Uk El:g]

show template interface all {all | binding|4+~<ToH (X —T=2A AFFL—k a2
{temp-name | all | target int-name} | brief| - ;o L — g % FELET,
}

A VE—TA R TFUTL— FDEE .
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S

[original]

show template interface source {built-in

A E—T A AT TL—F V=R T

| user}{temp-name | all}} TA4Xalb—varEERLET,

int-name

| user {temp-name | all}}

show template service{all | binding target |4 <4 X —T =2 AF T L— h H—

| brief | source {aaa | built-in |p 2z a7 X L—2 g0 2ERLET,

Bl A28 —TA R A—HY—FoTL— FOFER

Device# show template interface source user all

Templ
Templ
load-
descr
keepa
|

Templ
Templ
load-
descr
keepa

ate Name : TEST-1

ate Definition:
interval 60

iption TEST 1 TEMPLATE
live 200

ate Name : TEST-2

ate Definition:
interval 60

iption TEST—l_TEMPLATE
live 200

Bl . T RTOEARAAT Y T L— FORER

Device#
Building

Template
Modified
Template
switchpor
switchpor

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy

service-p
!
Template
Modified
Template
switchpor
switchpor
switchpor
spanning-
spanning-

show template interface source built-in all
configuration...

Name : AP INTERFACE TEMPLATE
No

Definition

t mode trunk

t nonegotiate

olicy output AutoConf-4.0-Output-Policy

Name : DMP INTERFACE TEMPLATE
No

Definition

t mode access

t block unicast

t port-security

tree portfast

tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy

service-p
!
Template
Modified
Template
switchpor
switchpor

olicy output AutoConf-4.0-Output-Policy

Name : IP CAMERA INTERFACE TEMPLATE
No

Definition

t mode access

t block unicast

switchport port-security

spanning-
spanning-

tree portfast
tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
I

. A VEB—TA R TFUTL— FDEE



| 1v84—224257>7FL— ok

K
iy

1v8—7x42 57 FL—rowR |

Template Name : IP_PHONE_ INTERFACE_ TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security maximum 3
switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : LAP INTERFACE_TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security violation protect
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : MSP_CAMERA INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

|

Template Name : MSP VC INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable
load-interval 30

|

Template Name : PRINTER INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security maximum 2
switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

| 1v8—2x42 7 TL—roEE ||
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load-interval 60
|

Template Name
Modified No
Template Definition

switchport mode trunk

spanning-tree portfast trunk

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy

service-policy output AutoConf-4.0-Output-Policy
|

ROUTER_INTERFACE_ TEMPLATE

Template Name
Modified No
Template Definition

switchport mode trunk

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy

service-policy output AutoConf-4.0-Output-Policy
|

SWITCH_INTERFACE_ TEMPLATE

roEE |

Template Name

TP_INTERFACE TEMPLATE

Modified

No

Template Definition

switchport mode access

switchport port-security maximum 3

switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity

switchport

port-security

storm-control broadcast level pps lk

storm-control multicast level pps 2k

storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

ip dhcp snooping limit rate 15

load-interval 30

|

end

Bl : T RTOFUITL— DA VE—DIARTFUTL— b NRNA VT2V TDHER

Device# show template interface binding all
Template—-name Source

IP PHONE INTERFACE TEMPLATE Built-in

Method Interface

Gil/0/1,
Gil/0/4,
Gil/0/7,
Gi1/0/10,
Gi1/0/13,
Gil1/0/16,
Gi1/0/19,
Gi1/0/22,
Gil/1/1,

Gi1l/o0/2,
Gil/0/5,
Gil/0/8,
Gi1/0/11,
Gil1/0/14,
Gi1/0/17,
Gil/0/20,
Gil1/0/23,
Gil/1/2,

Dynamic

IP PHONE INTERFACE TEMPLATE Built-in Static Gi4/0/4

Bl: 23—y b UB—T A RDEHTOTL— b INA VT 4 2T DHER

Device# show template interface binding target GigabitEthernet 1/0/4
Interface Method Source Template

Gil/0/4

Dynamic built-in

. A VEB—TA R TFUTL— FDEE

Gil/0/3
Gil/0/6
Gil/0/9

Gil/0/12
Gil/0/15
Gil/0/18
Gil/0/21
Gil1/0/24

Gil/1/3

IP_PHONE_INTERFACE_ TEMPLATE
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Static
Dynamic

1v8—7242 77— troxen [

user TEST

Modified-built-in TEST

Bl I RTDTUTL— OB TUTL—rNA VT 4 VT DFER

Device# show template service all

User-defined template:

Template Name svc-1
Template Definition:
vlan 100

access-group acll

built-in template:

Template Name SVC-2
Template Definition:
vlan 100

access-group acll

aaa downloaded template:

Template Name SVC-2
Template Definition:
vlan 100

access-group acll

Bl: 3—F Y M UB—T A RDTUTL—bNNL T 4 VT DR

Device# show template binding target GigabitEthernet 1/0/4

Interface Templates:

Interface method Source Template
Gil1/0/4 Dynamic built-in IP_PHONE INTERFACE TEMPLATE
Static user TEST
Dynamic Modified-built-in TEST
Service Templates:
Template Source Session-Mac
SVC1l user aa-bb-cc-dd-ee-ff
SVC2 built-in ab-ab-ab-ab-ab-ab
SVC3 aaa ac-ac-ac-ac-ac-ac

A B3 —T A RTUTL— FDEEH

Bl A—H—A A —DTARTFUTL—FDETFE

Bl A—H—ToTL— FOBRE

Device# enable
Device (config)# configure terminal

A VE—TA R TFUTL— FDEE .
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Device (config) # template user-templatel

Device (config-template)# load-interval 60

Device (config-template) # description This is a user template
Device (config-template) # Keepalive 60

Device (config) # end

Bl : A3 —T A RTUoTL—FDY—205

Device> enable

Device# configure terminal

Device (config) # interface fastethernet 4/0/0
Device (config-if)# source template user-templatel
Device (config-if)# end

Hl: A3 —T AR TUTL— FOEINA D F

FNRAATT o L— b EHRELET,

Device# configure terminal

Device (config) # tempalte user_ template

Device (config-template) # access-session port-control auto
Device (config-template) # no access-session monitor

Device (config-template)# authentication periodic

T — " aREE L T RADIUS —— @A RELET,

Cisco-AVpair="interface:template=user_ template"

A3 —T 4R TUTL— hDO#EREIERR

R2:AVE—T AR TUTL— OBEERER

L J)y—=x HRETEER
A v H—7xA AT 7 L—|Cisco I0S XE Everest LN B—T A A F T L— M.
b 16.3.1a B A~y RERBCBIE LY —

Py v (LB —TxARE) T
BEETIT DA = A L UE4,

A2 X —7 x4 A5 7 1L—|Cisco I0S XE Bengaluru | =< K ctsmanual 1Z7 > 7L — k
k 17.5.1 a7 4 X2l —v gy ET— NT#
ETEET,

. AVE—TI4ARTUIL— +DEE
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