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HALDAKRA N VAT LIINTP V7 U =7 ZRAAIAATND A ——NEFEH D . UNIX &
ATFLAHONR—=2g RFOIREY 7 b7 27 b —RICAFTEET, 2OV 7 7T
rXoT, mA N VAT ALEMARBEINE T,

SRATLEBSLUVIVRTL TRV T R

TNA AL T DV AT LA EZHELET, T 74T, VAT L2ABION T a7 |
1% Switch T4,

VAT AT T REREL TWARWEARIL., VAT ALORID20 LENV AT L Ta v
FhELTHEREINET, Kvids &) BMImEnEd, AT L8N ERINDE, 7
vy MIEHSNET,
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| 7 1zx0g=
FrrntosrraseTov7 roiz [

ZZCHEHT b a vy ROMSE KO FIEOFEMIZ SOV T, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.4] 5 X U [Cisco |OSIP Command Reference, Volume
2 of 3: Routing Protocols, Release 12.4] &ML T 7230,

—

TIHAILMDURTLZETOVT FDERTE

FIFNV DAL v F DU AT ALEB LT 107 M Switch T,

DNS

DNS 7' & h Lk, RAAL L x—A AT A (DNS) ZHlH LE9, DNS & i3moiils —#
R—=ZATHY, FAMEPIPT FLRAIY Y LI TEXFET, A XTDNS ZRHTETH
L. ping. telnet, connect 72 & DT XTDIP 2~ FEMHT 5540, M4 % Telnet ¥
N— MMRERIZ, IP 7 FLADRD Y IZHA A ML EFH T £97,

IPIZL o TERINIEEEOMA ST TIE, T AELEIILI RAA U TRETE E
T, FAALLFE, BUAF () 2ROV XTFELUTEHALTEKRINTOET, &2,
VAL, IP Tcom WD KA AL AITHBEINDEEMBEI2DT, KA A 4% cisco.com
ERVFET, ZORAALVHNORFEDT NA A, T2 2 X7 7 A Mk 1 har (FTP) &
AT A, ftp.cisco.com TE SN ET,

IPTIERAA L E N T vX U TT 52D, FAL Y F—A =LV IHEEREER SN
TWET, RAAL Y X—=L P —_DEENL, ARINLIPT RLA~NDY B T hX ¥ v
Va (FRET—FRN—R) IRGFTDHILETT, RALUVAEIPT RLRICY B 7T
HI21E. £, ARAMEHRL, 2y bU—7 RICHEET 23— b —_%4EE L. DNS
A RX—T M LET,

DNS DT 7+ )L +ERE(E

R 1:DNSDF I+ )L FEREE

HaE T4 FERE

DNS A *—7 /)b AT — b R S

DNS 77 # /v b RAA 4 KRR E

DNS H— F—A P — DT R L ANERE

A4 2 I\ —

Message-of-The-Day (MoTD) N F—FLUWw /A > N F—ZEfTE £7, MOTD /N —[%
074 VRS, RSN TR TOmKICERINET, T XTORy hT—27 2 —HF|TRE
THAYE=Y ELESTZVAT A Uy y MU OBARE) ZEET 256810 T
ﬁ‘o
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FRAZADEE |
B r—o7orrrae

0 A N b RSN TR TOmERICERINE T, EREINDDIE, MoTD /N F—D
BT, vl Ay FurF NRERINBEITT,

\}

GE)  ZZCHEHT2a~r RO JOMEHFIEOFEMIZ OV Tk, [Cisco 10S Configuration
Fundamentals Command Reference, Release 12.4] Z# &ML T 72 &0y,

NF—DTIAIL EETE
MoTD BL O a /A v NP —IRESNEEA,

MAC7 KLRX T—TJ)L

MAC 7 RV AT —T ML, TN AR — R EDO T 7 4 v JEREBIERAT 27 KLU AE
WBEFENTNWET, ZOT FLA T—TIEREEINTZTXTOMACT RUAIL, 120F
TITEEOR— MIIE L TWET, TRLAT—TICEENDT RLA XA FI2iE, Ik
DHLORHY £7,

e AT IV I T RVR : TNAAL ARG L, SN2 Ro o THIRYIL & 22 B 2%
7LD MAC 7 RL- &

CAXT 4T RUVA: FEITANIN, HIRBYIIIZZRLT, A Z20 Yy MR
HEEINPWVWZ=F%Fy A N7 FL A

T RUVATFT—TWE, SBHEMAC T R A, %5735 VLAN ({48 LAN) ID, 7 R L R |Zx%t
e R— EE, BIOXA T (RET 4w 7 FHEIFAFTIvY) OUAKRTT,

)

GE) ZZTCHERT S a v RO LU FIEOFEMICOWTIL, 20U U —RZHsd % =
<~V R U770 2B TSN,

MAC 7 KLRA T—JILDERK

TATOR= P THR— P ENDLEEOMACT FLAZMEA LT, oKy hT—27 734
AT A A DT RXTOR— PR TEET, 7/ AL, FF - b TRETL 7 b
DIFEILT FLRZRG L, 7 RVAT =77 LR EZUCEEMN T bR — FES
ZEMT DI LICEST, BRT RUAREEZITOET, *y MU =7 TT /3 ADBEME
TFHIBRTOND & TAA AL STT FLAT =T ANEREN, HiLnF ATy
7 FLARBMEN, RS THARNT FL2EHRENIC 2 Y £9,

TV T AL, TR VICRESINTWET, 727, T3 AL VLAN &
LIZT RUAT—T L &H#EFF L, STPIC L - T VLAN B, CHRIM 28 T £,

FRA A, ZELEAATY Y FOSEET RLAIZHESNWT, [EEDOHAEDLEDR— FETR
oy hEBELET, T4 A F. MACT RLATF—T LB FERTHI LWL - T, 56T
KL AZBEA T B2 — MIBE L TNy "EERELET, 5T RLAN Sy b
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| 71 zx0EE

mac 7 kL issuvian ]

FEELER—DFNEZHIZEEIT. Ny MIT7 4 VZ ) TS, IS EREA, T3
ARE, WICANT T R73x 9= REREHFEHLET, 20D, B2y henoTz
IETFEL T T =D 0 BAE L T biiEk LET,

MAC 7 K LR & & U VLAN

TRTOT FLUARILVLAN BT SNE T, 1207 N LA ZHED VLAN IR
TNZEN TR EBZRETEET, 2L 2L, 2=F ¥ A K 7 FL A% VLAN | DR —
F1TEBELOVLANS OAR— K9, 10, 1IZEEETDHE V-T2 ERATRETT,

VLAN Z 212, MBEORET KL A T—7 Ui ShE T, 2 VLAN TigiisnTnd
7 RUARED VLAN Tiiifk S a12id, o VLAN HOR— MZ Lo TEEEIND D, F
72135 VLAN WO R — MZAZ T 4 v ZIZHISTT 6 b Bl d v £4,

MAC7 FLA T—JILDT I+ I FERTE

WDOFRIZ, MACT RLA FT—TNVDF 74+ )V NREEZ R LET,

R2:MACT7 FLADT 74+ FERTE

HERE T4 FERE
=0T B AL 300 7

A FIv T T RLA EEEaE
AET 47 T RLA AR TE

ARP T—J )LDEE

FTNRAALBETHINE A=V 32y P EOT A RRE) | V7 by =T IIHRINEDT N
A ZADISE Y FMACT RLARAERIZue—H L F—F U7 7 RLREZFETAVLENRHY
¥4, IPT RLANSa—h)VTF—% Vo7 T RVAZFEETATav X%, 7 KU ARk
Lk,

7 KU AR 7 b= (ARP) 1%, RA FMIPT RL A%, YT DH5AT 4T £72I1EMACT
R AB IO VLANID ([T £3, IP 7 R AZMH LT, ARP 13%id 5 MAC 7 K
L2A&EROFET, MACT RLARRSMMA L IP & MACT RLALDO%L%E ARP F v
VAL, TR MBTEDLLHICLET, T0K, PT—X T TR @7 L —
M 7TvMfbEn, Fy N —2ZBLTEEINET, A —V %y NSO IEEES02 * v
N =BT DIPT —4 7T L5DH 7 ENMbI LOVARP ZR/IGEIZ DWW T, 7 %> |k
U—2 7 7%A7m ha) (SNAP) THESNTWET, IPA ¥ —7 A ATIL, FEHERN
A =Y F v MEXD ARP 7 72Ul (arpaF—V— R TEEIND) BT 74/ FTA F—
TVICHES N TNET,

FEICTT — 7B E 7z ARP =2 R U IXHIREINIZ e 7200 T, FEICHIBRT 208
NHFET,
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FRAZADEE |
B 7 xozms:

CLI (v RIA v A FZ—Tx=AA) OFIRIZHOWTiX, Cisco.com T Cisco IOS Release
RADV==2TNEZRL TSN,

—

TNAADEERGE

FEIC &L D BT ERRDERTE

Efe7ey AT NRFZNTAEBE & HEENC LV REF S E T8,
MOETFETRETE £,

FEREIIMLERIGEICORMMT 2 Z L 2B LES, 7510 AREHTE 2448 — A5
HbOGHET. VAT LI vy 7 EFETRETDLEITH D FHEA,

\)

6=

AP & RANT S 27 A3 fB LT

FEICTUAT LA B v 7 EZRELTWDLEAIL. T ATEENEAEL THIOAL v 7 A
NN T N, ZADEENZ B/ THNC, ZORELZHRETHALENRH Y £,

SRTFLHYOYHDETE
Fy U —7 BT, NTPH— N7 EORAY — B R BT 29558 Y — AN H 556, FEIT
VAT Ay ERETHLETHY EHA,
VAT A Ay ERETDHICIE, ROFEEFITLET,

FiE
av Y REEEFETFTHIYa Y B
AT w71 |enable HikE EXEC B— RE AN LET,
B - s NRAT—REASILET (FERX
=58 .
Device> enable
AT T2 | RONTHRNEHHLET, WDONWTNPOEXLE > T AT L

« clock set hh:mm:ss day month year
» clock set hh:mm:ss month day year

1

Device# clock set 13:32:00 23 March
2013

rny 7 e FETRELET,

s hh:mmess : 5 (24 BEREESRD) |
g BERELET, fHEINICKE
FNE, RESINTHXA LY —1C
HoSxFET,

eday: HOH CHfZRELET,
smonth : A ZA4RITHRELE7,
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| 71 zx0EE
46 v—ronz [

ARV RFERFTIVaY =)
eyear : FEEFRELET (KL T
BELRNWTSZEW) |

BALT—VDEE
BA D= E FHTRIET 5I1CE, WO FIEEETLET,

Flig
AU REEET7TIV 3 Y B8
AT 71 |enable ¥iME EXEC £ — RE2HMC L £7,
1 e NMATU—KREASHLET FERSh
-5
Device> enable
R 72 |configureterminal Ta— ) ar7 4 ¥al—g
5l - T RERHLET
Device# configure terminal
R Fw 7 3 |clock timezone zone hours-offset AR TELE T,
[minutes-offset] B
WERRERTIE, e SR (UTC) CHfERF
i - SNAHTEH. ZOawy RIEFE RS
s vt elock ti Aﬂ_3T\ﬁ%%$%T%ET6&%EHK@
zglce(con ig)# cloc imezone ﬂqéﬂiﬁ]
s zone : PRUEREEAH I TV D L&
WCRRENDHA L — 2 DAH]
EANNLET, 7744 NI UTC
‘(“ﬁ‘@
« hours-offset : UTC >0 4 7& » b
FEREE A LET,
o ({£E) minutes-offset : UTC 75 D
F7y NMpBEATILET, B—
T B A N — BN UTC & 1R
DEDEETHILAITHETEE
j—O
AT 74 |end ¥i#e EXEC E— RICRY £,
51 -
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B ==noxx

FRAZADEE |

ARV RFERETIVa Y =)
Device (config) # end
Z 5w 7§ | show running-config AN B LET,
fi
Device# show running-config
X 76 | copy running-config startup-config fER) ary74F¥al—ary 7y
AR EZRIFLET,

1

Device# copy running-config
startup-config

ERMOERTE

TEAERE O RIS E 23 BlARds L OME T4 2 il R 2508 3 21213, IROEEEZITVE

7,

FIE

AU RFEREET7TIVa Y

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NATU—REZASNLET EREN

=55

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

clock summer-time zone date date month
year hh:mm date month year hh: mm [offset]]

1 -

Device (config) # clock summer-time PDT
date
10 March 2013 2:00 3 November 2013 2:00

FHEEE SN HICBB LU T 5
HiFHzRE LE7,
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zxmonz I

AU RFERETOVa Y

B8

ATvT4

clock summer-time zonerecurring [week
day month hh:mm week day month hh:mm
[offset]]

1 -

Device (config) # clock summer-time
PDT recurring 10 March 2013 2:00 3
November 2013 2:00

FHAFERE S B ICBIMB LU T4 5
B ZE LET, T XTORZIE,
BHDH A b )= BB LTNE
T, BAARREAI A ERE 2 I L T E
7

TR RTIZE R 2 I L ET,
BRIET 7 4V FCTF 4 B—7 /I
EINTWET, "NFA—F7R2LT
clock summer-timezonerecurring % 8 &
T35 L. BERFEO/L—VITKEO/L—L
T 74V MRESNET,

BRGEA & TH K0 % OGE1E, VAT
AT PERICND E RSN ET,

 zone : RN H /G AT TR S
N5 4 (PDT 72 Y) %#IRE
LE1,

o (F&) week: HOH (1~ 4,
first, E/zidlast) Z2HEELET,

« ({EE) day: #H (Sunday,
Monday 72 &) ZHEL £7,

« ({E&) month : A (January,
February 72 &) ZfELE7,

o () hh:mm: s L O AL T
REE Q4REFIIER) 2T L E7,

« (fEE) offset : ERFHFIZEMNS
DORERRELES, T 74V M
60 T,

ATvTh

end

1 -

Device (config) # end

HbE EXEC E— FIZREY £,

ATvT6

show running-config

1

Device# show running-config

AN B LET,
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FA2OEE |
B vrozz

ARV KRFERIETI Va3
copy running-config startup-config

1

B8

B =27 4Fal—ar 7y
A NMIHREERFLET,

ATy IT17

Device# copy running-config
startup-config

THRARF NPT =TI R—F 7y 72 H2TELT, SMENTP Y — AR TE 220
LEIC, ETAAFERYLT 52D DONTP I A4~V 7uy 7 L LTHRET S Z LI T
FHA, THAARF, B F—ICKTHINA— R =T R—Mbix CWEHA, TOK

O, Fe—s3L a7 4 Fa b— 3 E— KT ntp update-calendar =~ > K & ntp master
avy REMEHTLZEIEITEEREA,

NTP OFERBRIZONTIE, ROEZ S a v E2FBBLTLIFE I,

=1

ax A
NTP OF 7 )V bR &R LET,

NTPDT 7+l k

RKRINTPOT IAIL LERTE

FRRLDERTE

HaE

FI4I MEEE

NTP F&GE

T 4 — T VEERER —IFREINTWEE A,

NTP &7 /73— =TV xzm— g

AREIE

NTP 7o — K&y A b h—E R

T4—=T N, EOA X —T A AH NTP
Ta— KXy X MRTy NEEZELEEA,

NTP 7 7 & AR

T Aay ba—UIHEESN TWERA,

NTP /"y RiEEITLIP 7 KL A

EETLT RLRE, BEA LV H—T oA AT
Lo THRESNET,

NTPIZ, TR TCDOA v H—T 2 A ZATF 7+ N TA FX—

TR ESNTWET, +3TD

A B =T 2 A AL NTP X7y h&EZELET,

NTP SBREZ X ET HIZiE, RO FJEZE

FATLET,
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NETEl |

FE
ARV FERET7IV3 Y Br
AT 71 |enable F5HE EXEC E— RE2HC LT,
f NRAT—RE AN LET FERENnG
/E[\) o
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : £— F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
AT 73 |[no] ntp authenticate NTP LA A X —7 M LET,
f NTP #ZiFEZ N+ 212k, Zoa~
Y ROono A EFEHALET,
Device (config) # ntp authenticate
R 7 4 |[no] ntp authentication-key number {md5 | 282 — % EX L ¥ T,

| cmac-aes-128 | hmac-shal |
hmac-sha2-256} value

1

Device (config) # ntp authentication-key|
42 md5 aNiceKey

cF—TLIT, F—FE XAV B
FOMEZE 1 >FoEELET,

o F—|TRDOWNTNNDZ A T2
iﬁ—o

emd5 : MD5 7L XA %&A#
L 723865,

« cmac-aes-128 : AES-128 7 /L =2
URAAMZE DR ER—Z A >
=K — N (CMAC) %
ER LTR8RE, ¥4 Y= A hD
FSiF128y R T, F—0DR
SIX16 N1 FEIT321 B
<7,

« hmac-shal : SHA1 /v o =
AR LIz Ny 2_—2R
A=K Ba— R
(HMAC) %A L7=i8GE, #
AV APMDOEITI28E Y
T, F—DOEIE1—3231
k9,

* hmac-sha2-256 : SHA2 /~v v =
BE% - fd F L 72 HMAC % 4
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B <>y —=zonPryeI—vavone

FRAZADEE |

ARV RFERETIVa Y

B8

LI, 54 V= 2 PORS
1256 By T, F—DRE SR
1— 3231 T,

SNTP DFRGEXF— 2 HIFRT 25613,
Da<w FonoBEXE2EHLET,

ATy TH

[no] ntp trusted-key key-number
1 -

Device (config) # ntp trusted-key 42

DT ALFTE B LIS BT
DIZ. BT NTP 7 /354 A2 NTP /347 v
b CHRET B B B B RIC & D38
F—%ER L ET

{EHECX 23RREA 4 D12,
a<wr RO noEXEFHLET,

ZD

ATvT6

[no] ntp server ip-address key key-id
[prefer]

1 -

Device (config) # ntp server 172.16.22.44
key 42

NTP % A L H—_—ZL->TY 7 hU=
T ruy 7RSS L OICBIEL
E S

e ip-address : 7 v v 7 [l H#] & $2 it
HEA LY —N—DIPT KL A,

* key-id : ntp authentication-key ==~
v R TER S R —,

cprefer : ZOET &, R &R
HLEFRETICLET, ZOF—TU—
Rix, 707 vy 7Ky 7%
5LET,

P R—TF Vi — g VERET AT
X, Zoa~vr Fon a2 AT LE
—g—O

ATy T1

end

1

Device (config) # end

¥:#E EXEC £ — FIZEREY £,

R—Y G R=ZONTP 7Y I—a DHETE
A=Y I R—ZADNIP T VT —a 2R ETAHICIE. WOFIEEZETLET,
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K=oy R—z2ONPFULI—varoiE [

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
1 - NAT—REANLET (FERaniz
/E[\) o
Device> enable
A 72 |configureterminal Ja—\)y a7 4 Fal—a
Bl T REMALET,
Device# configure terminal
A7y 73 |[no] ntp peer ip-address [version number] | 7 & F#LT 57, ERIFETICE-
[key key-id] [source interface] [prefer] TREULEND LT, F AL ZADL A
1 - TAIAY I ERELET (B¥TT VY
T—3Y) ,
D‘e’:izio(;o;fig)# ntp peer 172.16.22.44 . ip—addr%s Uy IR A R
5. 37 vy 7EMERILS R
HETDOIPT KLU A,
e number : NTP RN— g &5, #
FHIX, 1~3T%, 774/ KT
W, N—=Ta VINEIRENTWE
7T
* key-id : ntp authentication-key =~
v R CERINTFIEx—,
s interface : IP DEFE LT KLU A& HL
HIa4 0 2—T AR, T T FIV
i, EETLIP 7 R RIIHEE
A E—=T A ADEEALET,
sprefer : ZOET &, R EEMET
LERETICLET, ZOF—TU—
Rizk v, 7o 82 235680
L\iﬁ—o
V7T Y= g R AT,
Zoa<wry FonoEREEHLET,
25+ 7 4 | [n0] ntp server ip-address[ver sion number] | 4 ( L4 — /52 k> TRBHL SN S &

[key key-id] [source interface] [prefer]
1 -

N, THRAADVAT LT 0y ) ok
ELET (P—n"=TVxz—3
).
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B oo—rxvzxrx—zoNPFYLI-vavoEE

FRAZADEE |

ARV RFERETIVa Y

B8

Device (config) # ntp server 172.16.22. 44
version 2

e ip-address: 7 = v 7 [Al ] A f2 {3
HEAA LY —_R—DIPT KL A,

e nuMber : NTP X— 3 &5, #i
PHIZ, 1~3CTJ, T 74/ KT
1T, N—V g UINEININTWE
KR

* key-id : ntp authentication-key =~
v RCER INTZRGEx —,

sinterface : IP DX{E5LT N L A &2 B
BIA4 08 —T xR, T T4V
Tl BETLIP T FLRIIEE
A E—=T oA ADSEALET,

cprefer : ZOET &, R AR
LEFETICLET, ZOF—TU—
RKix., 7D r oy 7Ry 72
bLET,

P—R=T Vo — g AT AT
X, Zoa~r FonlEREANLE
ﬁ—o

ATy TH

end

1

Device (config) # end

b EXEC £ — RIZER YD £,

JOA—KFXFvARR—=XDONIP7YLI—300M

o

a3 JE

TH—RF¥AR—ZADNIP 7 Vi T— g U 2RETHITIE. ROFEEZFEITLET,

FIE

AU RFEERETIa Y

E]:)

&M

enable
B

Device> enable

HibE EXEC E— REZ A% LE 1,
NAT—REZANLET @EREn-8

/E[\) o

ATvT2

configure terminal

1

Jua—)aryZ 4 xXal—gy
F—FzfmLE7,
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JO—FFr Xk RA—ZONP 7Y I—av0EE [

AU RFERETOVa Y

B8

Device# configure terminal

AT 73 |interfaceinterface-id AVE—T oA AEREL, £ 25—
- Tz AT 4F¥alb—Vg )y FT—
RZBRtE L £,
Device (config)# interface
gigabitethernetl/0/1
R 7w 7 4 |[no] ntp broadcast [version number] [key |NTP 7' — K& ¥ 2 |k /37y p&ET
key-id] [destination-address] ICEEFT AL A —T o Ao A F—T
fi MZLET,
bevice (config-if)é ntp broadcast e number : NTP N—27 = U&7, i
evice(conrig-i n roadcas —
version 2 ? i flX, 1 ~3C9, 774/ KT
I, N—=Ya VIBNEHINET,
* key-id : FRFEF—,
* destination-address : = D A A v F|Z
MLTr7uy 7 AL TWLET
DOIPT FLA,
A B =T A ATONIP7 12— R¥ ¥
A SRy S DORE EEENITT DI,
Zoavr Ron X EEHLET,
Z 5w 75 |[no] ntp broadcast client A B =Tz A ANNTP 77— R¥ ¥y
# - ARy NEZETEDLLIICLE
j‘o
Device (config-if) # ntp broadcast client f B —T = f ATONIP 7 12— R+
VS WA A ML= hias i3] helg RN tell =
Zoavr RonBEREHEHLET,
AT v 76| exit FiME EXEC £— RIZED £,
f
Device (config-if)# exit
R w 77 |[no] ntp broadcastdelay microseconds (1) FANAALENTP 77— R¥ ¥

1

Device (config) # ntp broadcastdelay 100

A R —R—EDT 7 KM v 7B
DOTHANEZEE LET,

T 7 v ML 3000 A 7 afp T, #i
BHIZ 1 ~ 999999 T,
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B vrroexsmoms

FRAZADEE |

ARV RFERETIVa Y

B8

A B —T =2 A ATONIP7 — K& ¥
A oGy N ORAEE BN DI,
Zoavr Rono BREEHLET,

ATvT8

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

NTP 7 U £ A HIRDERE

LI Cai4 2 & 912,

TFOECRTGIN—TDEREERIPTIERA JRMDE|YHT
T IO BRI N—TE2ERLTCERIP 727 AU R NEE O Y THITIE, RKOFIEEZFETLE

j—‘O

FIE

20D L~YLTNTP 77 B RAZHIFECE E£9,

ARV RFFERERTI VA Y

=)

ATy T

enable
1 -

Device> enable

HrtE EXEC =— RZHIC L ET,
NAT—REZANLET ERENT-5

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—g
T—FzfnL£7,

ATvT3

[no] ntp access-group {query-only |
serve-only | serve| peer } access-list-number

1

Device (config) # ntp access-group peer
929

TR AT N—TEERR L, AP T
JEAYANEEIDYTES,

« query-only : NTP it 7 =V,
« serve-only : BREZER,

e serve : BEZIER & NTP HilfHl7 =V
ISR LET, UE—RT A R
W5 T3, 2D IZFFAT L
FEA,
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FOERTIL—

Tk ERIPTIER YR roEY LT [

AU RFERETOVa Y

B8

. peer : IEZI TR & NTPHilfH 7 = U |
BLOY = b TS AT DT
NA ADFILZFFAT L £ 97

« access-list-number : IP 7 7R U &
FET, FHETE 28T 1~ 99
T

AA o FNIP —ERIZxT27 7%
A EHIBRT ST, Zoa<sr Fo
no B &R LET,

ATvT4

access-list access-list-number per mit source
[source-wildcard]

1 -

Device (config) # access-list 99 permit
172.20.130.5

T AYANEERLET,

« access-list-number : [P 7 7 &A1V A
NERE, fRETE 28T 1 ~99
‘/C:“g‘o

s permit : R —HLIZGEICT 2
TALEFFAILET,

e source : FNA ADT T & AN
Ao

« source-wildcard : £{E07 R L &|Z
BWHENDTIANLREI—FRE Y b,

() TIvA R BNEEKRT D
B, 727ERA URRDEK
FATIHEER D deny A7 — R A
v NIST T 4V N TIRE(E
L. ACL O v [ZEIZET
HETHNRONLR
Mo TXTONRNTr > T
BWHENLZ LICEELT
<TEEW,

SNTP DFRFEXF — 2 HIRT 285613,
Da<w FonoBEXE2EHLET,

ATy TH

end

1

Device (config) # end

HikE EXEC £— RIZRY £,
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FRAZADEE |
B sz0 5Tz 42L0NPH—EROT 42— T L

BEDAVEA—TIAALEDONPH—ERDT1t—T )L
A H—T 2 A ATNIP X7y bOZEETNTTHICE, ROFEEFITLET,

Fg
ARV KRFERETY a3 Y BHY
ATy 71 |enable K#HE EXEC £— R AT LE T,
f5i NRAT—REANLET FERIN
) o
Device> enable
AT w 72 | configureterminal JTa—\ ) a7 4 ¥z lb—3a
Bl T— &ML ET,
Device# configure terminal
R v 73 |interfaceinterface-id Ja—r ) ar7 4 ¥al—i gy
Bl T— BB LET,
Device (config) # interface
gigabitethernetl1/0/1
A7 74 |[no] ntp disable A B —T 2 A ATNIP 7 v hDZ%
51 Fx7 4 =7 M LET,
A H—Tx2A ATNTP X7y hOE
Device (config-if) # ntp disable %%ﬁfﬁﬁ’?ﬁ&:#é&:&i Spawy R
D no JEARZEMEH L £,
AT w75 |end Rt EXEC E— RIZRE D £7,
fi
Device (config-if)# end

VAT LADERE

VAT AL EFETHRET AL, ROFIEEZFEITLET,
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| 71 zx0EE

vzruzngz |

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
1 - e NATU—KREASNLET FERkEh
%) .
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
AT 7 3 | hostname name VAT AL ERELET, VAT LA E
%l - RETDL, VAT LA T REL
THEHENET,
romotousers | nane 57 4 b FRELE Switch T,
A HiTlZ ARPANET 78 & M4 D JL— /L2
WD VERHY 4, ZONL—/LTIER
A MITICTFTHEY . XFEREET
THDY ., FORIIICTF., 85, 7=
A 7 LIMERTEEH A, ARINC
1T 63 XTFETCHEHATEET,
AFw 74| end HrtE EXEC £— RIZEY £,
1 -
remote-users (config) #fend
remote-users#
R w 77§ | show running-config ANEHERLET,
1 -
Device# show running-config
R w 76 | copy running-config startup-config EE) av74Fal—yar 77y

1

Device# copy running-config
startup-config

AR EZRAFLET,
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FA2OEE |
B onsoxe

DNS D& E

FNRAADIP T RLAZFRA M ELTHERTLIHS, 2O T FLAMEHSR D729,
DNS 7= U3 AELEFA, BUAF R () RLTHRAMNMERETDE, VUL RE, 10
W< T 7 ANV RD RAAL VZBHRA RBITBINE, £DO%TDNS 7 —23Tbi, 4
AiZzIP7 RLRIZw Yy ES T LET, 74NV RO RAL LT, Fa— L a7 X
L—y gy T— RFTipdomainname 2~ RiIZL > CTHESNDETY, mA MR Y 4
K () BHDEAIL, CiscolOS V7 b =T 1d, RA NAIZT 74V bD K AA 4 %8B0
HPTICIP T FLAERBRZELET,

DNS T D K HICAA v FEEETDHIZE. ROFEEEITLET,

FIE
ARV FERET7IVa Y By
AT 71 |enable FEHE EXEC E— RZ2HC LT,
1 - e NR2AT—REANLET (RS
e%E) .
Device> enable
ATy 72 |configureterminal Ja— ) ary 7 4 ¥al—3ig
Bl T— REMELET
Device# configure terminal
AT 7 3 |ip domain name name FEEREMIA A M (K MEE 10 8
Bl R R AL HORVAH) TS
B 7 b2 T BNMERT S, T
Device (config) # ip domain name 7 Fx IV ]\ (D) ]\)( 4’ -\/Zl f&ﬁ?% L\iﬁ—o
Ci .com
seeee R A A 5% RAER DA 7 5 1K) % 72
DIHEH SN D EAIOE Y A R AN
WTL &N,
7 — MREZIZ R A A VAITRRESNLTY
FHAN, TAAL AOFREN BOOTP %
721% Dynamic Host Configuration Protocol
(DHCP) H— " BirbhTn5%
4. BOOTP %721 DHCP 4 — 2k »
TTT7HNVEDRAAL AR EIND
ZENHY ET (ZOFERNY— TR
EENTHWBEES) .
Z 5 7 4 |ip name-server server-addressl KRTE T RLADIRPIHEAT 5 15F
[server-address2 ... server-addresst) FIIEH DX — L —RDT KL 2%
1 - BELET,
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Message-of-the-Day O %' 1 > /\F—DEEE .

AU RFERETOVa Y

B8

Device (config) # ip
name-server 192.168.1.100
192.168.1.200 192.168.1.300

K6 DDF—A P —R"EEETEE
T, KV =T RLAFAN—ATK
10 £9, BANCHEE ST — 303,
TIA= Y P—RTT, T AT,
7T A <Y P —/3~DNS 7 TV &t
ICEELET, 207 ) NS
BlE, NI T T =N =Y RN
EEEINET,

ATvT5

ip domain lookup [nsap | sour ce-interface
interface]

1 -

Device (config) # ip domain-lookup

(f£&) 531 A2 T, DNS ITH5<
KA RGNS T R ANDOEWE A X —
TMZLET, ZOEEIX. T4k
TA X =TI ENTWET,

Z—PDR Yy NT—T T8, AN, 4H]
DOEID Y CEFIECERNE Y hT—7
WODT S, A LHEfgEd DD D55
B, Ta—rLip g VA —Fy hOFR—
75X (DNS) #fEHLT, =—%
DT INA A BRI DT A A4
EEIICEI D Y CHZ LN TEET,

ATvT6

end
51 -

Device (config) # end

¥i#E EXEC £ — FIZEREY £,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =74 Xal—vary 7y
A MR E AT L E T,

Message-of-the-Day O %' 1 > /N\F—DEEE
FLRCE S A 2 L b R CHC RS S LTEL LD A b — 05 F — BT &

B
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. Message-of-the-Day 05 1 > /N F—DERE

FRAZADEE |

MOTD 1 7' A & NP —ZRET DI, ROFIRZFEITLET,

FIE
AU RFEREET7TIVa Y =[]
AT w71 |enable FiHE EXEC E— a2 Az LE T,
i - e NAT—REZ AN LET (FERSh
=%8) .
Device> enable
R w 72 | configureterminal ra—N)ary7 4 Xalb— gy
Bl - T FEHHLET,
Device# configure terminal
AT 7 3| banner motd c message ¢ MoTD Z457E L £7,
i - c: AR FRS B 2»RE. HHOT VU R
X% ANJTL T Return ¥—%H#H L %9,
Device (config) # banner motd # i N S
This is a sezure :it:. Ozly [Z@J@j(%(i/\'j‘ TEA }\O)ﬁéi Y
authorized users are allowed. k/%%?b ) f&?% L/\iﬁ—o fﬁgi@ U] O)[Z@J D'
For access, contact technical i@f&%@j{ibi}%ﬁéﬂiﬁ‘o
support.
# message : 255 LFETO/NF— A vt —
PEANLET, A vE—THIZIEXY
D XFEERTE LA,
ATv74|end FiME EXEC £— RIZERE D 7,
fl
Device (config) # end
Z 5w 7§ | show running-config AN B LET,
{5
Device# show running-config
X 76 | copy running-config startup-config fER) ary74F¥alb—ary 7y

1

Device# copy running-config
startup-config

AR EZHRFELET,
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| 71 zx0EE

Og4 >

INFT—DEERTE

Pl SN2 T RTOEWKR TR 7 A U AT —=RNFERIND LI ITHRETE LT,

OJA4 Y NF—DHRE .

N =PRI S

NH5DIE, MoTD N F—DH% T, ul Ay a7 MRRRENDAITT,
0y Ay NF—ERETHIZIE, WOFEEZFEITLET,

FIE
OV RFEREFET7TIV3 Y By
RT w71 |enable FiME EXEC E— R&ANC L ET,
fA e NMAU—REZ AN LET (FRkIh
e5%E) .
Device> enable
AT 72 | configureterminal JTa—r )L a7 4 FX¥al—3a
1 - T REBHLET
Device# configure terminal
Z 5w 73| banner login c message ¢ RIAY AyE—VEBELET,
1 - c: ARV RiLE (B &, HHOTY
H & NS LT Return F—%#H L 9,
Device (config) # b login $ . —
Aice(s:i ;Zi agthor?xzue‘zruszg;nonly. IX@J D i?&i/\’j“— 7EA I\ @ﬁéi D
Please enter your username and t%gj/) ) 7552% Li‘@—o ?(ﬁgb ) @IX@J D )t
?%Wm- FOBADILFIIEFREINET,
message : 255 XFETORT A Ay
=B AN LET, AvE—URITE
XY CFEFEHTEEREA,
AFw 74| end HiHE EXEC £— RIZREY £,
1
Device (config) # end
R 75 | show running-config ADEHER L ET,
f
Device# show running-config
R w 76 | copy running-config startup-config EE) 274 X2l —vay 77

1 -

AR EERTETE LET,
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FRAZADEE |
B vacrrLzxs—oroesm

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

MAC7 FLR T—JIILDOEE

FRLRI—DVH5 84 LDEE
HAFI I T RLRATF—TADT =D 7 B4 MR B0, WO FIELE £ L ET,

FE
AT RFEERETIVa Y Br
AT 71 |enable ¥5HE EXEC =— RZ2 AN LET,
1 - e NAU—REASNLET FEREh
58 .
Device> enable
R 72 | configureterminal rsa—r )L a7 4 FX¥al—a
Bl T REBHLET
Device# configure terminal
R T 73| mac address-table aging-time [0 | ATy = MU MEREZITE
10-1000000] [routed-mac |vian vian-id] | 4 x}17-7%2 . MAC 7 FL 2 F— 7 LN
15 IZRFF SN DR 2R E L E T,
bevico (confia) ¢ ddress-tabl BECT& D#iPHIT 10 ~ 1000000 £ T
aging time 500 viem 2 o |T. FTAL N30T, 0EASL
THIRYINZT 4 E—T e T 522 %
TEET, RE¥T 4 v 7 T FLAIL,
HWIREINIZ 225 Z & b T — T HHEIER
INHTELHY FEHA,
vian-id : %72 ID 1X 1 ~ 4094 T,
AFw 74| end ke EXEC B— RIZR Y £7°,
B
Device (config) # end
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| 7131 z20EE
mac 7 L2 ZEES ~ 5y T0EE [

ARV RFEEETIIa Y BRI
R 75 | show running-config ADEHER L ET,
I

Device# show running-config

AT w 76 | copy running-config startup-config UEE) 274 X2l — gy 77
i - A TACRTE Z R AT L £ T,

Device# copy running-config
startup-config

MAC7 FLRAZEE@EHM L5y TDHRE

NMSAH A MIMACT RLAZEFHHM T v T E2EETILILICAA v FERETHITIT. K
DFNEEFITLET,

FIE
aAv U RFEREET7TIVaY B
RTwvF1 |enable FiME EXEC E— REAICLET,
11 e MAT—REASNLET (FERE
NS E) .
Device> enable
5w 2 |configureterminal ra— )L a7 4 FXal—a
15'] : £ — ]\\‘%Eﬁﬁé\bij‘o
Device# configure terminal
RTwF3 |snmp-server host host-addr N o T A=V DZEMERTE L
community-string notification-type { E
informs|traps} {version {1]|2c|3}} {
vrf vrf instance name} « host-addr : NMS DA RTE 72137 F
VAZIRELET,
1 -
straps (F 74/ k) AW ARC
Device (config) # snmp-server host S oo, P
172.20.10.10 traps private SNMP 7 >~ %Jiék' Liﬁ—o
mac-notification e informs: A8 A {2 SNMP [ & 1%
FLET,

sversion : B7R— F 35 SNMP /3 —
VaraEfEELET, informs i
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B vacr rLxzEEa S Y T0R

FRAZADEE |

ARV FFEREETIVa Yy

S

NR—=Yarl (T7x/N1) &l
ATEEHA,

* community-string : i#ZIALEE Cik(E
THXFHNERRELET,
snmp-server host =~ > R&fEf L
TZDOXFHNZHRETEETH,
ZDOXFHNEERT HITIL,
snmp-server community 22—/
nNarZ4Xalb—ragravy
R&EfEH L THD, snmp-server
host 2~ R&EMHT 2 Z & a4
T"LET,

« notification-type : mac-notification
F—U—FzHLET,

evifwrf £V AZ AL 0 ZOKRA
O VPN v—T ¢ & T BRIk A
AL AIEELET,

AT w4 |snmp-server enabletraps
mac-notification change

51

Device (config) # snmp-server enable
traps
mac-notification change

FRA AN MAC 7 R L AEF @A
NMS IZEfETE A LHICLET,

25w 75 |macaddresstablenotification change

1 -

Device (config) # mac address-table
notification change

MAC7T RV AL @IWEIEZ A R —7
LI LET,

RFw 76 |macaddresstablenotification change[
interval value] [ history-size value]

1 :

Device (config) # mac address-table
notification change interval 123
Device (config) #mac address-table
notification change history-size 100

FNo o A B—rL XA LLBERE
FT—=TNDY A X AT LET,

« ({EE) interval value : NMS (Z/E

REND N7y 70Ky MO
WEN N T v A o F =L B
MCTHELET, HETE HHEA
120~2147483647 70T, T 7+
L ME 1 BT,
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mac 7 L2 ZEES ~ 5y T0EE [

ARV FFEREETIVa Yy

E:)

« (f£&) history-sizevalue : MAC
WHBRET — 7 DRk Y
BAEBELET, HETE LM
1£0~500T9, 774/ I
<7,

RFw 77 |interfaceinterface-id AV B —T 2 A AT 42l —
i - vay T—FEMm L, SNMP MAC
T RUVREE T v T A R—T VT
Device (config) # interface THLAY2A L H—T = A ALIEE
gigabitethernetl/0/2 LT,
RTw 78 |snmp trap mac-notification change A B —Tx2A A LETMAC T FL X
{added | removed; BERH T v T oA F—T M LE
i - T
Device (config-if) # t *MACT RUANA =Tz A A
evice (config-i snmp trap . . A - = . —r
mac-notification change added ﬂJM@éﬂt%ﬁh%7y7%4
F—7 ML ET,
*MACT RLABA X —T A A
IZremoved ENT7-H AT N T v
A RX—T NI LET,
ATFwv79 |end ke EXEC E— RICEREY £7,
51
Device (config) # end
AT w710 |show running-config AN EHERLET,
1
Device# show running-config
7w 711 |copy running-config startup-config (fER) ary74F¥alb—var 7y

1 :

Device# copy running-config
startup-config

A TR EZRAFLET,
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B vacr rLzsBEa S ToRE

MAC 7 FLARENER FZ v TDERTE

ch%%L£M3i?¢éﬁAi MAC7T RL &2,

FRAZADEE |

[l CVLANND & 5 AR — F BRI R —

MBI 5 & HIZ, SNMPEHBER SN TRy NT—27FH VAT AZEGF SNET,
WOFNEITHEN, TAA ZEHZHE L, NMSH A MMCMACT R L ABENEE b7 v S 2 %ET
HEHTLET,

FE
AU RFERET7TIV3 Y B#
AT 71 |enable FeHE EXEC E— R HC L E T,
1 - e MRATU—KEASNLET FEREN
e%E) .
Device> enable
R 72 |configureterminal sa—\)aryz 4 Fal—ra v
%l - E— RERBLET,
Device# configure terminal
R T 73| snmp-server host host-addr {traps| NIy T A=V DOZEMEEE L

informs} {version {1|2c| 3}}
community-string notification-type

f
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

=75

« host-addr : NMS DA RI£ 7217 R
VAERELET,

straps (T 74/L k) 1 ARAMZ
SNMP 7 v 7ZEELET,

einforms: &~ A b
L%,

(\Z SNMP & % 1%

eversion : %7v— ~ 9% SNMP 73—
VaryEEELET, informs (21X
NR=Tavl (F7x 1) &
TXEHA,

* community-string : B ELER CRE(E T
53CFHN R E LEY, simp-server
host =~ RZMEH LT Z OIS
ERETEETN, ZOXFHNEE
FT 5121, snmp-server
community 7 12—/ L 327 4 F o
L—y gy avy RefL T
5. snmp-server host =~ > RZ&fifi
AT 22 2R LET,
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mac 7 KL 2BEES k5 v Togz [

AU RFERETOVa Y

B8

« notification-type : mac-notification
F—U—FaEHLES,

ATvT4

snmp-server enabletrapsmac-natification
move

1 -

Device (config) # snmp-server enable
traps
mac-notification move

F A ZN NMS 12 MAC 7 R L A% #)
BN v 7ERETEDRLIICLE
j‘o

ATy TH

mac address-table notification mac-move

1

Device (config) # mac address-table
notification mac-move

MAC 7 R L AR ENEIEEEZ A — 7
I LET,

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y $£17,

ATy T17

show running-config

1

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =27 4Fal—ary 77
ANVICREZRT LET,

RDEZRY

MAC T R L ABENEH R T > T OFEEEZT 1 B—7 /T HITi1E, nosnmp-server enabletraps
mac-notification move 7' u— )L 27 4 Xab—Tar a<wr FEERALET, MACT R
L AR Eh@AEEEE A2 T « £ — 7 W2 5121, no mac address-table notification mac-move 2
n—N)Lary 7 4 Xal—ygry avy ReHLET,

FREZWEFR 4 5121%. show mac address-table notification mac-move 44 EXEC =2~ > F% A

HLET,
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B vacLzvmam sy JomE

MAC L ELMEFEE FS v TDHRTE

MAC L EWMIEBHZRETH5581T. MACT RL A T —700 L EVWMEOHIREIZET S
D, TOMEBZLE, SNMPHRANAERIN TRy NT—J BBV AT AMIEEINET,

NMS FRA MZIMAC 7 RLA T—T NV LEVMEBH N v 72 R ETDHIEIICAL v T &7

ET DI,

FIE

ROFNEZFETLET,

FRAZADEE |

ARV RFERFTIVaY

=)

ATy T

enable
R

Device> enable

¥itE EXEC E— FE A LET,

e NMAU—KREANLET (EREHh
=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

snmp-server host host-addr { traps|
informs} {version {1|2c| 3}}
community-string notification-type

f
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

Ty T A=V OZEREREEL
iﬁ‘o

« host-addr : NMS DA RI£ 7217 R
VAERELET,

straps (T 74/L k) 1 ARAMZ
SNMP 7 v 7ZEELET,

«informs : A" A M2 SNMP [k % %
ELFET,

eversion : %7v— ~ 9% SNMP 73—
VaryEEELET, informs (21X
NR=Tavl (F7x 1) &
TXEHA,

* community-string : B ELER CRE(E T
53CFHN R E LEY, simp-server
host =~ RZ&fEH LTI DILFF
ERETEETN, ZOXFHNEE
F T HITIX, snmp-server
community 7' o —/ 3L 37 4 ¥ o
L—Yaryavy ReHLTH
5. snmp-server host =~ > RZ&fifi
AT L aH#LE L9,
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mac L= MEEs 5y ToiE I

AU RFERETOVa Y

B8

« notification-type : mac-notification
F—U—FaEHLES,

ATvT4

snmp-server enabletrapsmac-natification
threshold

1 -

Device (config) # snmp-server enable
traps
mac-notification threshold

NMS ~® MAC L & WMEEH ~ T v 7
A F—T NI LET,

ATy TH

mac address-table notification threshold

1

Device (config) # mac address-table
notification threshold

MAC 7 F L A L&\ WMl HEERE % 1
R2—T Mz LET,

ATvT6

mac address-table notification threshold
[ limit percentage] | [ interval time]

1

Device (config) # mac address-table
notification threshold interval 123
Device (config) # mac address-table
notification threshold limit 78

MAC 7 R L 2 L XV WMEffIRE =4
Vo T7OLEWEEZALET,

« ({EE) limit percentage : MAC 7
RUAT—T VOB HREEELE
T, AIMEIX 1~ 100% TTT 7
Jb MEE 50% T,

o (f£E&) interval time : %1 D[
ZELET, ARMEIZ 1200
T, 774/ ME 120 TH,

ATy T17

end

1

Device (config) # end

HbE EXEC E— RIZREY £,

ATvT8

show running-config

1

Device# show running-config

AN MR LET,

ATvT9

copy running-config startup-config

1

Device# copy running-config

EE) =27 4Fal—ary 77
A NMIBREERTFLET,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B vwwomacr7rizs—=vs0F2—T0it

FRAZADEE |

ARV RFERETIVa Y

B8

startup-config

VGANOMAC7 FLRS—=25DF4t—TI)Lit

VLAN TMAC 7 KL AT —=U 7%+ 5 &, MAC 7 KL A %&%%E T& 5 VLAN % 4
T5Z LT, FIAAEERMACT RL AT —T NV AR—ZAZEHTExET, MACT RL AT —
=T ETF 4 =T NMCTAENC, Xy FU—27 FARe YA LSHEML TR TLEEN,

VLAN TMACT7 RV AT == T T 4 2—TMITDE, Xy NIT—ITTTvT 47
Rl T REMERH D £,

VLAN TMACT KL A T —=0 7 %5 4 =7 M2 BI20%, B EXEC £— K CHRDOFIH
BFEITLET,

158 HHEIIZ

VLANOMACT RL A T—=0 7 %F 4 B—7 NI H8%., ROEBFHIIE-> TLEE

Wy,

c A wTFRBA U H—T A A (SVI) AA v TFHREFHSD VLAN TMAC 7 KL A
T T ET A= NMITBGEEE. FOEELTLLEIY, Z05E. AL vTiE
LAY2 AL NZTRTOIP Xy b 27T 95 407 LET,

*MACT RLVAT—=U 7%, 20054094 £ TD 12D VLANID (ff] : no mac address-table

learning vlan223) | F 721X,

INA T RN v~ TR B —1E D VLANID (# : nomac

address-table learning vlan 1-10, 15) T7 4 E—7/LZTE £,

*MACT RLART—=2 7 DT 4 E—7 W bIE, A— r%& 2 25T VLANZIFTIT9H 2 &
EHELET, 3L EDOR—FE2ET VLAN TMACT KL A T—=27%F 4k —7
JNZLTEGETER. AA vy FICERTL2TXTONRT Y ME, ZOVLAN RAAL U TT7 Ty
FA4 7 LET,

et F 27 R—F2Eir VLAN TMAC 7 RL A 5—= 7 %F 4 B—7 I T D84,
ZOR—=KFTMACT RLRA T—= 13T 4 B—7 W20 £H A,

FIE

ARV RFERETIVa Y

B &

&

configureterminal

1 -

Device# configure terminal

Jua—)L a7 4 Xal— gy
£ — F%Fﬁlﬁﬁébij—o

ATy T2

no mac-address-tablelear ning vlan[vian-id
|vian-id | -vlan-id,]

1

FBEENnz 1 >E 721385 VLAN T
MACT RL AT —= 0 %F 4&—7
JZLET,
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| 71 zx0EE
RETF 499 TELR IV M) OBEME & CHIB .

ARV RFERIETY Va3 B#Y
Device (config) # no mac-address-table 1 5@ VLAN ID ;E;J:!Elﬁ'ﬁ; i flli VLAN
learning {vlan vlan-id [,vlan-id | D @%ﬁ%/\/]) — :/iflfiﬁ ‘\/_’\7(_'2‘

-vlan-id]
Plo THRETE £, A%)72 VLANID
OFPHIT 2 ~ 4094 TF, P VLAN X
RETEEEA,
ATw 73 |end e EXEC £— RIZRY £,
i) :
Device (config) # end
R w 7 4 | show mac-address-table learning REEFERLET,
vlan[vian-id ] .
show mac-address-table learning [vlan
i : vlan-id] ### EXEC =~ F&ZANT 5
Device# show mac-address-table learning & . 9 X°C® VLAN., /I3 EL-
[vlan vlan-id] VLANOMACT RL R F—=1 7 DR
T—HRAEFIRTEET,
R T w 75 | copy running-config startup-config B v 74X —Yary 77
%l - ANV EZRIELE T,

Device# copy running-config
startup-config

R Fw 7 6 | default mac address-table learning UEE) Za—)L a7 Xz Lb—
- Y3 EF—RFTVLANDMACT R
AT ==V T HEA R =T ML E

Device# default mac address-table

j‘o

ABATF4 v PRLR IV RM)DEMS K UVHIER
ABT A4 w7 T RUAZBIMNT5I2E, ROTFNEEZEITLET,

Fg
AU RFERET7TIV3 Y B
AT 71 |enable ¥5HE EXEC T— RE2HIC L £,
1 - e NAT—REANLET (FRSh
%E) .
Device> enable
AT w 72 | configureterminal Jua—)Lar7 4 Xal—gy
15“ : t— F%Fﬂlﬂﬁé\ Liﬁ—o
Device# configure terminal
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B -srzxtmacrrLz oqnsy v sonE

FRAZADEE |

ARV RFERETIVa Y

B8

ATvT3

mac address-table static mac-addr vlian
vlan-id inter face interface-id

1

Device (config) # mac address-table
static c2£3.220a.12f4 vlan 4 interface|
gigabitethernet 1/0/1

MACT7 RL AT —TNIZAZT (v F
T RUVAZEBIMLET,

emac-addr : 7 KL X 57— )LICIE

M+ 255 MAC2=F v A 7 R
VAZWRELET, Z0%%T K
A& O/ NDMEE L2 VLAN
WCERTDE, BELIEA VX —
T oA A TEREINET,

sVian-id : 8§ € &7 MAC 7 R L&

ZFFONT y N g1 5 VLAN
ZiEELET, FEETE % VLAN
ID OFIPAIL 1 ~ 4094 T,

e interface-id : {5/ 7 v M HRE S

NHA L HZ—T A AFFEELFE
T, Bhig A v B2 —T A AT, W)
BAR—MERIEZFE—F F¥ XA T
T, AXT 4T < NLFFx A b
T RUADGE, #EOA 2 —
T7xAAXAIDEAN)TEET, AXF
TA YT A=Y ARNT RLAD
o, A v FZ—7 oA ZEFRER 1
DOLMANTEERTA, 72720, [
U MAC 7 RL 23 XUV VLAN ID
PEETH L. avr REEHEA
HTEET,

ATvT4

show running-config

1 -

Device# show running-config

AN B LET,

ATvT5

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZ AT L E T,

A=FvAMMACT7 KLR 4ILA Y VTDHRTE

T ABEETE L =F Y A N ARG T 4 97 T RLA%E FRy TT5 55

HITiE, MOFMEZEITLET,

ity
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| 71 zx0EE

A=F¥RXAFMACT7 FLR TR Y VT DEE .

FE
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE2HC LT,
1 - e MNRAT—REANLET (FEREh
Device> enable =88
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
. E— NEBBLET,
{5
Device# configure terminal
R Fw 73 |macaddresstablestaticmac-addr vlan | = =%+ X N MACT7 KL A7 4L Z Y
vian-id drop VT EA =TI L, T ADEE
%l - LIekfEnElidsfer=%v A b 2
Device (config) # mac address-table T4 TR VA& bR
static c2£3.220a.12f4 vlan 4 drop Few 7455 ICRELET,
 mac-addr : E(EICE TS =
F¥ ANMACT FLA (48 By
M ZEELET, ZOMACT K
VAZFFONTy NIl vy 7 E
*7,
svian-id : e ESN7ZMAC 7 L&
BREONT y NEZ{ET %5 VLAN
ZHELET, fiETEZ % VLAN
ID O#PHIZ 1 ~ 4094 T9,
AFwv 74 |end ke EXEC E— RICEREY £7,
1 -
Device (config) # end
AT 7§ | show running-config AN &R L ET,
1
Device# show running-config
R 76 | copy running-config startup-config

1

Device# copy running-config
startup-config
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Fqz2ngE |
B = 205y rBsvRFOER

TNNAADEZZ ) VI B L UVRSFOEE

avy kR B#

clear mac address-table dynamic TRCOFXATI v M) ERHIBRLET,
clear mac address-table dynamic address BEDODMACT FLAZHIBRLET,
mac-address

clear mac address-table dynamic interface BEINEYER— FERIZR—F Fv %L

interface-id EoFRToOT FLRAEEIBRLET,

clear mac address-tabledynamicvlan vian-id | ¥ &7 VLAN EOFT_THO 7 KL 2 %4l
Igf/%l_/iﬁ—o

show clock [detail] Wil & B OREEFR LET,

show ip igmp snooping groups FXTOD VLAN F 72 [THEE S 472 VLAN 2k
THLAY 2L TFHRYy A = b 2R
L\ij—o

show mac addr ess-table addr ess mac-address HEIN/-MACT RLAD MAC 7 RL &
TN ERE R LET,

show mac address-table aging-time 4T O VLAN F7213$5E &7z VLAN @
TV T B LEFRRLET,

show mac address-table count J_XT D VLAN F 72135 E S 472 VLAN TFfF
FELTWAT RLAEAEFRRLET,

show mac address-table dynamic A FI v MACT RLA 5T—7 )L |k
VOHaeFRRLET,

show mac address-tableinterfaceinterface-name | {5 g Sin7=4f > ¥ —7 =4 AOMACT FL &
T=7 MR EFRRLET,

show mac addr ess-table move update MACT RV A T—7 NV EBEITHEREZFRL
e

show mac addr ess-table multicast ~ILFFY A RDMACT RLADY A M &%k
/?\‘ L/i—a—o

show mac address-table notification {change| |MACEZI/RF A —Z B L OBRETF —T V%3

mac-move | threshold} FLET,

show mac address-table secure X277 MACT FLAZFRRLET,

show mac address-table static AHT 47 MACT RLA FT—T7)L T K

VI ZF&RLET,
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| F\1z2nEm

7riq zgEonEs [

av Uk B#)
show mac address-table vlan vian-id BEINZ VLAN DMAC T KL A 5T—T )L
HHRERTRLET,

TINA ZAEBOEE R

Bl RTFLHOYVIDETE

ROBNE, Y AT H 7wy 7 2FETRET S 7iEZR L TOVET,

Device# clock set 13:32:00 23 July 2013

Bl b<v— 3L LDERFE

WIZ, ~—X%A 2733 H 10 HD 02:00 IZBHLE L. 11 A 3 HD 02:00 I T I 2858 DR E
ZHE L TRLET,

Device (config) # clock summer-time PDT recurring PST date
10 March 2013 2:00 3 November 2013 2:00

WIZ, P~—2 A LOBMH LK THZRET D62 LET,

Device (config) #clock summer-time PST date
20 March 2013 2:00 20 November 2013 2:00

5] - MOTD /N F—DEE

WROBNE, BIRB X O TT U I IRV Fits #) 2L T, MOTD N —2RET 5
TR L THET,

Device (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Device (config) #

WIZ, HIOREIZ LW EREINTAATFT—DHZ R LET,

Unix> telnet 192.0.2.15
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FRAZADEE |
B o oo ir—one

Trying 192.0.2.15...

Connected to 192.0.2.15.

Escape character is '*]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

Bl: 042 NF—DERE

wOBFNE, BB IO TT U IZIT RS (8) AL T, iCrZ Ay NF—aRET
LI EERLTVET,

Device (config) # banner login §
Access for authorized users only. Please enter your username and password.
$

Device (config) #

> s > — y S~
Bl : MAC7 FLRAZERBH LT v TDERTE
wIZ, NMS & LT 172.20.10.10 3 EE L., NMS ~D MAC 7 L RA@H ~ T v FDOFEEE A
F—=T NI L, MAC T RUAEFBRIBEREZ A R —T WL, A F— v XA L& 1238
ICRRE L. JBEY A X% 100 = F VICRE L, FEDR— FTMAC 7 FLARBEMS vz
BED T v T oA F—T MIT B RLET,

Device (config snmp-server host 172.20.10.10 traps private mac-notification

)
Device (config) # snmp-server enable traps mac-notification change
Device (config) # mac address-table notification change
)
)

( #

( #

( #

Device (config) # mac address-table notification change interval 123
(
(
(

Device (config) # mac address-table notification change history-size 100
Device (config) # interface gigabitethernetl/2/1
Device (config-if)# snmp trap mac-notification change added

5l : MAC LELMEER FS v TDHRE

WIZ, NMS & LT 172.20.10.10 #35E L. MACT FL A L VWMEBAESEES 4 2 —7 LI L.
AHE =N B A LE 123 FRICRE L., FIlR%E 78% ICERET Az~ LET,

Device (config) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification threshold
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| 7 1zx0g=
Bl:MACT KLR F—IL~0R4T ¢ vo 7 ELZDEN [

Device (config) # mac address-table notification threshold
Device (config) # mac address-table notification threshold interval 123
Device (config) # mac address-table notification threshold limit 78

Bl :MAC7 KLRA T—TILADREA T4 v 7 KLADEM

WOHITIE, MACT RUVA T—TNWICAXT 4 v T KU A c2f3.220a.12f4 #1807 25 ik
ZRLET, VLANA TCIDOMACT RLVAZEZLT RLVAE LTRONNTy NeZET5 &,
Ny MIFRE SN R— MoiEE SN E T,

Y
GE) BEOA L EZ—T oA ACRILHHIMAC 7 RUZAZBEMITAZ LI TEERA, a2~ F

ERIOA v H—T 2 ATHEFITTDHE, LA H—T A A ETEHIHIMACT KL X
N EEXINET,

Device (config) # mac address-table static c2f3.220a.12f4 vlan 4 interface
gigabitethernetl/1/1

Bl : A=Y XFMACT7 FLR T4 LR DT DETE

WIZ, 2=2F ¥ A FMMACT RLRA T4 NVE Y U T A F—T T L, c2f3.220a.12f4 D%
TLERITET FLAZFO R v 7y NERET HHERLET, HEILEIT5ek L
LTZIDOMACT RLAZES/7r > R VLANA FTCZEENT-8BE. Xry v oy
EhExd,

Device (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

TINA REHEICEET S EMEHR

EEEH

BEEIEH I=ZaTFILEA R

TOETCHAT A ROEe R L OME | Command Reference (Catalyst 9300 Series
FFIEDFEM, Switches)

TNA REBEDHERERE

ROFIZ, ZOFEY2— /L THHT2HEDY U - 2B I UOEERFHRZ R LET,
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FA2OEE |
B = remonerE

IO OBEEIX, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

EHTE £,
1) —Z HHE HREIR R
Cisco I0S XE Everest F N AT FORL ZIEPCIL, VAT AOHBE, VA
16.5.1a T4 B A o SF—%E L, DNS %
BIETEET,

Cisco Feature Navigator /4 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MME A ¥R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [J3E] 725 7
7EALET,
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J— B

;2

i

J— FESMHOR R

— FEAMO AR ONWT (47 =—2)
T RNT 2T A A=V =R =T OER (49 X—)
« 7Ty N7 4—AID &V T N =T EAMOME (49 X—)
A A—VELDORKRE (53 ~N—2)
7 — NESYEO FHEMEICEI T 2B NEH (54 X—2)
— NEAMORHEMEOKREEIE (54 X—)

BHEDARMEIZ DT

T— FNEGHEORHRMEICL T, YRAaD7 Ty b 7x—AID &V 7 bY =T OEASMEHEH
NEf b &, FEARRICARY 9, Iy b 74— IDIEF, 77 v b7 4 —208E LT
AVA =N ENTZID 2R LET, V7 bU =T OEAETIET — MNMESTEORIEMAH
LR FNEFEALTCT 7y P74 —LANEHTEa— REEFHLTWHINE I g
A CX £,

T—hr AR, V7 NI TIEZ T — e — A —T T 4 T A DEAT—DF = T
YAl a— REERLET,

ZOLa—RERBLT, YRAIBELI—FEHBL, Y7 M7 A A=URNERNE D
NEERTEET, Fo v 7 PAERFHL TOARWEAIE, VAL TRESN TV
W, ERIEREARAS=T AL THEAENTND Y T b 2T A A=V EFEITLTNDA]
MR H Y 77,

—CEZ LT Ty

A ADREE L 72— =23 CiscoIOSXE A A— %4k L E 9, CiscolOSXE A A — D
A, Abraxas f A —VEBH VAT AEHEH LT, VA IDERSA F—TA A —VILZEILE
HTEET,

Cisco I0S XE A A — % Catalyst 9000 2 V) — X A A v FIZa bt —F 5% L, ¥ 222D ROMMON
T—hFROM BT AZDV Y —AX—%FHLTCA A—VERIELET, ZNLDOF—
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J—rrattoaRl |
B —vsae5-+7v7

Abraxas ' — N—|ZZBIMFFEENTWNWE VR aD Y ) — ZAFB F— 2k s T 2 AR F—T1,
U U — 2% % —1% ROMMON [Z{RfES N E T,

Catalyst9000 > U — X 2 A v F (L, 7— MNEGPEO P HMEEREL Y AR—FLTHWET, 7—F
FEAMEORHEMEIL, ROMMON V7 b7 =2 7RI A SN TN & 2 HERT D701,
ROMMON Y7 b T =7 #WFEdT HN— R =7 F T AR 7o h—& L THREL £,

CiscoIOSXE A A —UE, MERICT VX NBAHINET, N T UV A A=V 7 7 A VERIC
% LT SHA-512 Ny Y a BER SN, 2Dy v a3 A 20 RSA2048 & - FRE 55— T
FbEnEJd, ROMMON [T, v AaDAF—Z2EH L CEB4EZHRIELET, ZOY 7k
VT NV AADER LTV AT DML > TERSNTZ DO TIHRWES, B4 ORAEITRIK
LET, 78 ADOROMMONIA A—V%FER L, BEEZEIELET, B ORGEICHKINT
He TFNRALAFTA A= CiscolOSXE T v % A LBRECEE LET,

ROMMON IL, 7' — 7 v FHIZEL X CiscoIOS XE A A — L ZWEET 5. kDO FNEA E
TTLET,

1. CiscolOSXE A A—2% CPU AEV iIZm— RLET,

2. CiscolIOS XE Sy r—3 M~y X —Z g~ £1,

3. AA—VICKHLTHEF2TEEMET =y 7 2FITL, T4 A7 FITTFTP TEX L7
W7 7 A NMREEBEC TN 2R LET, ZUTEEF 27 SHA- 1Ny 3 = Z{F
HALTEITENET,

4. AITDRSA2048 B ARV YV —AF—% ROMMON A h L —Ubab—1L, VA
IDRSA2048 B FABHV Y —2AF =N SA SN TWARWNWT & EBIEL £,

5. Nur—VDO~y X —nhba— RELHAESL (SHA-S12 Ny =) L, v A=20
RSA 2048 B FABRF—ZfH L CHEEL £,

6. CiscolOSXE /Ry 7 —Y D SHA-SI2 Ny v a B3 L Ta— FELOMIFZFEITL, 22—
REBLRABL LB LET, TNTELMHE R F—VORIENFEITEINTZZ L1220 F

7,
7. CiscolOSXE/ Ry 7r—IV D~y X —%F_XT, VI v b 74— X AT ELECPUT —FT 7
F v O HHVEERREE L £,

8. CiscoIOSXE /X 7 —3 8 CiscolOSXE V7 b= 7 2 L CiEd L E 4,

()  ERoFovxf, FEIFAA VO EFaTFo v I THY, TAATZT—, T7A
SRR T T — 3 a2 T — X D@L TA A— V2RI 52 &2 H
e LTWET, A A=V a—RELDO - BTIEHY £HA, ZOF v 7iE, BN
A A=V OUSAVERBT OO0 LOTIEH Y A,

A A=V a— FEBLORBETL, FIEH4, 5. BXO6 TiIrbivEd, Tk, 2048 £ b RSA
F—ThHH{LEZ 72 SHAS2 Ny v a2l L7, A A=V DEFaT a—RKELT v
TT, ZOF v 7iF, BRWGAA—CORSAEBRETHZEE2AME LTOVET,

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| 7—rEatomEs
vormr7ai—ven—rz7orE |

VIO T7AA—=DEN—FD T T7DWHER

DX AT T, AA v TFORINF/ERINZTF =y 7L a— RERET 5 HETOWD
T LEJ, B EXECE— F Tk a<wr FEASHLET,

)

(B Woavy REFATLEZE T, A vt— % Please Try After Few Seconds 7% CLI (2R &1
HZENBHVET, THUICLIOEEZ /RTHOTES Y THAN, BERHNERSGT 57
DICMERIREL R DA T TANT I TF Yy OREERLET, BOMMFEL T, a~vo N
HERTZL2BEDLET,

A w¥&— % Error retrieving SUDI certificate 35 X O % Error retrieving integrity data %, £
BRoD CLI fEE 2R L £,

Fg
OV RFERET7TIVa Y B#
ZF w71 | show platform sudi certificate [sign BEDSUDI DF = 7 A La—R
[nonce nonce] ] FERLET,
il - e (FFvav) sgn: BAERLE
Device# show platform sudi certificate| 7
sign nonce 123 « (A7 =a) nonce: ;v AEE
AN LET
R Fw 72 |show platform integrity [sign [nonce |7 — FNEEOF = v 7 A La— K%
nonce] ] FrRLET,
i) : « (AFvayv) dgn: BLERLE
Device# show platform integrity sign i
nonce 123 e (A7 3) nonce: 7 AlEAE
AN LET

Ty bI4x—LIDEY I O T7TEEHDIESR

TS5y b7+ —LID DFESE

WIZ, PEMIER T X 2 7 2EHGT /31 A5+ (SUDD) F=— %K RTHH0%2RLET,
SUDIZTya— RENDHDIE, Hx DT N_A ADEEID LI T LVESTTHY, MITHOT
NAANGI2DFy MU= ETT A, A —BIHAI & 9, HAIDOFEHEIL Cisco Root
CA 2048 T, 2FHBIZT A DT CA (ACT2SUDICA) T9, FHLDIFHEL,
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J—rEstoTRE |
. TI39bTF—LIDEVT YT TEEEORER

https://www.cisco.com/security/pki/ TABENTWNAHH DL —H L TWINEMHRTXET, 3
% H 1% SUDI GEFE T,

Device# show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIWNDgwHhcNMDQWNTEOMAxNzZEyWhcNMj kwNTEOM)AyNTQyWjAIMRYwEFAYDVQOOK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGUEIAOIBAQCWMrmrp68Kd6ficbalZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogrpu0hWISEWdovyDOMy5jOAmaHBKeNS8hF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJubTm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcIJ6r8ggqB9g
VvYgDxFUL4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPkKOEStzivMW/VgpSdH
JWnO0f84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY5]j/e/rmxrbU6YTYK/CEfdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
01EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BQADggEBAJ2dhISjQal8dwy3U8pORFBi71R803UXHOjgxkhLtv5MOhmBV rBW7hmW
Ygpao2TB9k5UM8BZ3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyOvhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd917rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikJ3+r/+n6yUA41Ge00caEblfJUSu6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MIIEPDCCAYSgAWIBAGIKYQlufQAAAAAADDANBgkghkiGOwOBAQUFADAIMRYWFAYD
VOQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEwWNSMwMTc1N§U3WheNMy kwNTEOMAyNTQyWj AnMO4wDAYDVQQKEWVDaXN
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIxXAItN/hS5qR/ 6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Z2g3+LR6grgKKQVu6JYvHO5UYLBgCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7gRuewKMpl1TiI3WABN]Zjnpfjgb6F+P4SaDkGb
BXdGJj1l30VeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtEO]SXJ
URsyMEJj53Rdd9tJwHky8neapszS+r+kdVQIDAQABO4IBW]CCAVYWCWYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZ2PHXxwnNDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LmNpc2NvImNvbS9zZWN1lcmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY¥21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWER/wWQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgeI£i9b9+GbMSIbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t61leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvVo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4ALIUuFM2P1As8YyjzoNpK/urSRI14WAI1plR1InH7KND15618yfVP
0IFJZBGrooCRBjOSwWEFv8cpWChbmWdPaCQT2nwIjTfY8c=

MIIDezCCAmMOgAWIBAGIEAC+JiTANBgkghkiGI9wOBAQSFADANMQ4wDAYDVQQOKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUM1BTVURJIENBMB4XDTE3MDgxOTEWNDMzOVoXDTI3
MDgxOTEWNDMzOVowZzEmMCQGA1UERBRMAUE 1EOKkM5MzAWLTIOVVggUO4 6RKNXMIEZ
NEwwMEMxDjAMBgNVBAOTBUNpc2NVMRgwWEFgYDVQOLEWIBQ1QtMiBMaXR1IFNVREkx
EzARBgNVBAMTCkM5MzAWLTIOVVgwggEiMAOGCSqGS Ib3DQEBAQUAAL IBDWAWGGEK
Ao0IBAQDav5txv4THsgXwWC7AxzHMOMZ28Feqk8FA3tXAVOtVERXtY4Z9I9XgRzwz
Yw8chknh8LuDMCmGmk8DP+ct++vAF4nkVeIeBeOHnx2RuUC9rcR8tuKjCimamDkOM
JHk12w/9+ThbdKANBEy6SuehlRPVbuSk1oQLQcOYW7CsYC5tI1GkJIJkfk1nGEK3ni3
ztIpsi7QHyp6k59yccnbzXSdwoBrtbpIIYEkK/iHWFRQA1IMUunnfIshI7yPneo7V0
NnPc08wk+CA+8XeXk/fnDeGAswKRK1tW97DP/sY1YubBINJ4TogQpG6W/ hbNvu3Y
NyS24o0sSvnn5Bp7on3Rf7eHgqOhNjAgMBAAGjbzBtMA4GA1UdADWER/WQEAWIF4DAM
BgNVHRMBAf8EAJAAMEOGALUJEQRGMESgQQY JKwYBBAEJFQIDoDUTMONoaXBJRD1V
WUpPVKVZNEZRT0xSbkpwSUUxaGNpQXhNQOF4Tnpvd05Eb3hNeUFiY1Fj PTANBgkqg
hkiGO9wOBAQsFAAOCAQEASXX+1ZLMVHQIR1/s1Pobm0OkP/bYeHsgDTRQPRHbCMI1HH
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ROfjjDaJMHCspBl7XtcLkNNFOwyUEkjoepyHjpxxhekGIqgD6Xt4rW6v/058Haw6
ObAhJFGZriVxFoBVW20VQ4ezyaGogA+0I2GZgD/ZggUy6zsVwKmMe 6inoEgXcYap
5GgF4weEoty9u+OKgr3ppWU4751xnNm/h+WHbNtunL6r7wZfe5dFQIxR5QP5gwRa
svpSsCoKm6PiwIUhw25CvtZINTgO0tu5t5D7aVexLeR8XbAlp] fgxw/RtSsiNse3+
ZkOgJUESqlxwzxcGULY+VvDINYRQ/sP6y7cT+niTO0A==

Signature version: 1
Signature

T 7 a DRSA2048 B4 1L, 3 ODIEHE, BADOAA—Va vBIRa—H—|C
NIEEXNBF L RIZHTA DT,

RSA PKCS#1vl.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> |
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

VAaADERY Y a—a AL, RO ERIRT SRS SN TVWET,
L2 L, OpenSSL =~ REMH LA VX NEEHLTT 7y b7+ —A
DIDE#FRRLTELEZHBETHZELELTE, ZHUTE S TYRAID—EDT /A A
ID R CE £,

[linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:C9300-24P SN:FD01946BG05/0=Cisco/OU=ACT-2 Lite SUDI/CN=C9300-24P

VI bz 7TEEMHDRER

WIS, 7= FEBEOF =y 7 F L La— RaRRT 002 R LET, Ny v {llEET, d
LTT—=FENZY 7 b =T D3 OORBENTNIZONWTEIRSNET, ThbDy
Vaz  AAapEd o ARE L R TE T, HOCEATOAT Ve v eT oL B
DFERTH D HIS A SN TWRN D & 2 RAET DBEREDHREY —icf B anEd, V7L
A BENPORHET D7D, FTrRAERETE £,

)

GE)  T—IFEAEME NNy 2EMDS Ny v a TS D /A, N RV T 7 A kL T verify/mds

cat9k_iosxe.16.10.01.SPA.bin 2~ > RZFATT 5L, Ny 2iF—HLEHA,

Wiz, A > A h—/LE— KT show platform integrity sign nonce 123 =~ > KO H 1l &7~ L
FT. ZOHNTIZE A VA=A ENTWDEE N T =TT 7 A VOREBENEGENET,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MA0O081R06.1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAOG49EAATALI282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS 3512341 RE20F 30C7DA083C980450EACCDBAE08EEG36RER] 5D 3414203CED35603F01 974B36 76CAACAE IDCASR2SCDL 039E636CAA
0S Version: 16.10.01

OS Hashes:

cat9k-cc srdriver.16.10.01.SPA.pkg :

DODL55CI DEFTBO3EROCAA05 7ADAAYG /321 1 AR JCOCAAR 7RDOAE935CBORDB4EODODL 55C1 DEFBO3EBOCAA05 7ADAAYG /321 1AFA TOOCARA TEDOAEI35CBORCB4ED
cat9k-espbase.16.10.01.SPA.pkg :

3EROCAA05 7ADARYG /321 1 AFA JCOCAAR 7RDOAE935CBORDBAFOD0DL 55C1 DEFIRO3EBOC6A05 7ADAAG 73621 14FA TOCCARA /FDOARI35CRORDBAEODODL 55C1 TEF4A3
cat9k-guestshell.16.10.01.SPA.pkg :
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BOCOA057ADGAYG 73621 14FA TOOCARA TEDOARI35CBORD84E0D0D] S5C1 CEFTBO3FBOC6405 7ADGAYG 73621 1 4FATO0CARA TEDOAR935CBORCB4E 00D S5C1 TEFBO3E
cat9k-rpbase.16.10.01.SPA.pkg

4057ADEA96 T 321 1 4FATOOCARA TEDOAEI35CROBDBAF0DOD] S5CI LEFTB03FBOC6405 7ADAAS6 7321 14FATCOCARNA TEDOARI35CBORDBAR0DOD] 55C1TEFRO3FBOCE
cat9k-rpboot.16.10.01.SPA.pkg

ADAAS6 7321 14FATO0CARA TEDOARI35CR0BDBAF0DODL 55CI EFBO3FBIC6405 7ADAASG T 321 1 4FATCOCARA TEDOAR935CRORDBAF0DOD] 5S5CI TEFBO3FROCE4057
cat9k-sipbase.16.10.01.SPA.pkg

9671321 1 4FATC0CARATEDOARI35CROBDBAF0DOD] S5CITEFTB03FBIC6405 7ADGAS6 7321 14FATOOCARA TFEDOARI35CBORDBAR0DODL 55C1 DEFBO3FBOCEA05 7ADGA
cat9k-sipspa.16.10.01.SPA.pkg
E2114FATO0CARATEDOARI35CROBDBAF0DOD] S5CI TEFTB03FBIC6405 7ADGAS6 7 321 1 4FATOOCARA TEDOARI35CRORDBAF0DODL 55C1 LEFRO3FBOCEA05 TADGAYG 73
cat9k-srdriver.16.10.01.SPA.pkg

4FATOOCARATEDOAR935CBORDBAF0D0D] S5C1 CEFTRO3FBOCEA05 TADGAYG 73521 14FA TACCARA TEDOAR935CBORDBAE0D0D S5C1 CEFBO3FBOC6A05 7ADAAYG 73E21 1
cat9k-webui.16.10.01.SPA.pkg

COCARATEDOAEI35CROBDBAF0DODL 55CI LEFTB03FB0C6405 7ADAAS6 7321 14FATCOCARA TEDOARI35CBORDBAR0DOD 55C1 DEFBO3FBOCOA05 TADGAYG 73621 14FAT
cat9k-wlc.16.10.01.SPA.pkg

AXTFDOAE935CBORDBAR0DOD 55C1 DEFTB03FROCA405 7ADGAS6 73621 14FA TACCARA TEDOAR935CBORDBAR0DOD] 55C1 CEFBO3FBOC6405 7ADGAYG 73621 14AFATOOCA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1IES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71ERT

Signature version: 1

Signature

WIZ, /N> RLE— R TO show platform integrity sign nonce 123 =~ > KO IH &7~ L
T, ZOHMITIE, N RLVT AN EAL VA R ENTNEE Ny r— DV OREEMNE £
nEJ,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MAO081R06.1307262016

Boot 0 Hash: A99EFO9F31CE3F3F8533055407F1C88C62176E667E4E1IDAO649EAATAL282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS3512341RE20F 30C7DA083C980450EAGCDB4608EEG36REB1 501 3414203CED35603F01 974B36 76CAACAE IDCASR2SCDL03%E636CA0A
0S Version: 16.10.01

OS Hashes:

cat9k iosxe.16.10.01.SPA.bin

FACADOSBEIEF841C3AZE3FDB54082 9F08E 3CBAI336E38EAS669DADBR1 SAD] SE365B922ACBADCODEBG3E2806D6A1BDAB 78390DODCECD /E366A4 ED648C1 13440
cat9k-cc_srdriver.16.10.01.SPA.pkg

DOD155CITEFIBO3EBOC6405 7ADGAE 7321 14FA TCOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 CEFBO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAEI35CBOBOB4AED
cat9k-espbase.16.10.01.SPA.pkg

3EBOC64057ADAAS6 /3621 14FATOTCARA TEDOAEI35CBORDB4E0DOD] 5S5C1 TEFTBO3EBOC6405 7ADAAYG 73621 14FA TO0CARATEDOAE935CBORCBAEODODL S5CI TEEF43
cat9k-guestshell.16.10.01.SPA.pkg

BOCEA057ADAAYG 73621 1 AFATO0CAARTEDOAEI35CROBDB4E0DOD] 55C1 TEFTRO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAE935CBOBCBAEODODL 5S5C1 CEFRO3E
cat9k-rpbase.16.10.01.SPA.pkg

4057ADEAE 7 3E21 14FATCOCARA TEDOAE935CBOBDBAE0D0DL S5C1 DEFTBO3EBOCA405 7ADAAYG 7 321 1 4FATOTCAAR TEDOAEI35CBORDB4EODOD] 5S5C1DEFBO3EBOCG
cat9k-rpboot.16.10.01.SPA.pkg

ADAAY6 T3E21 14FATCOCARATEDOAE35CBORDBAE0DODL S5CT CEFTBO3EBOC6405 7ADAAS6 73621 14FA TATCARA TEDOAE935CBOBDB4E0DODL 5S5C1TEFBO3EBOC64057
cat9k-sipbase.16.10.01.SPA.pkg

9673E21 14FATCOCARA TEDOAE35CBORCBAEODODL S5CT CEFTBO3EBOCA405 7ADAAS6 7 321 1 4FA TOTCARR TEDOAEI35CBORDB4E0D0DL 5S5C1 DEFBO3EBOC6405 7ADGA
cat9k-sipspa.16.10.01.SPA.pkg
E2114FA700CARATEDOAE9I35CBOBDB4E0DODL S5CI TEF DBO3EBOC6405 7ADGAS6 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7TADGAYE 73
cat9k-srdriver.16.10.01.SPA.pkg
4FRTCOCARATEDOAEI35CBOBDB4EODODL S5C1 TEFTBO3EROCEA05 7ADAAYG /3621 1 4AFATOCCAAR TEDOAEI35CROBDB4E0DOD] 55C1 TEFBO3EBOCE405 7ADAAI6 13E21 1
cat9k-webui.16.10.01.SPA.pkg

QOCAARTEDOAEI35CRORDB4E0DOD] 55C1 TEFTBO3EBOC6405 7ADGAYE 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL 5S5C1 CEFRO3EBOC6405 7TADGAIG T3E21 14FAT7
cat9k-wlc.16.10.01.SPA.pkg

AATEDORE935CBORDBAEODODL 55C] CEFTBO3EBOC6405 7ADAAS6 7321 14FA TAOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7TADGAYE 73E21 14FATCOCA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1ES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBIE71EB7

Signature version: 1

Signature
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O ER DR

WIZ, SHA-S2 Ny Va2 &AL, 77— T o 7RO A—=VICxtd 5% a7 a— REL
Frv 7 OHFlERLET,

switch:boot flash:packages.conf

boot: attempting to boot from [flash:packages.conf]

boot: reading file packages.conf

#

Performing Integrity Check

boot: parsed image from conf file: cat9k-rpboot.17.02.01.SSA.pkg

Loading image in Verbose mode: 1

Image Base is: 0x100099000

Image Size is: 0x2C83487

Package header rev 3 structure detected

Package type:30001, flags:0x0

IsoSize = 0

Parsing package TLV info:

000: 000000090000001D4B45595F544C565F - KEY TLV
010: 5041434B4147455F434F4D5041544942 - PACKAGE COMPATIB
020: 494C495459000000000000090000000B - ILITY

030: 4652555F52505F545950450000000009 - FRU_RP_TYPE

040: 000000184B45595F544C565F5041434B - KEY TLV_PACK
050: 4147455F424F4F544152434800000009 - AGE_BOOTARCH

060: 0000000E415243485F693638365F5459 - ARCH_i686_TY
070: 5045000000000009000000144B45595F - PE KEY
080: 544C565F424F4152445F434F4D504154 - TLV_BOARD COMPAT
090: 0000000900000010424F4152445F6361 - BOARD ca

O0A0: 74396B5F545950450000000900000018 - t9k TYPE
0B0: 4B45595F544C565F43525950544F5F4B - KEY TLV CRYPTO K
0CO: 4559535452494E470000000900000004 - EYSTRING

TLV: T=9, L=29, V=KEY_ TLV_PACKAGE_ COMPATIBILITY

TLV: T=9, L=11, V=FRU_RP_TYPE

TLV: T=9, L=24, V=KEY_ TLV_PACKAGE_BOOTARCH

TLV: T=9, L=14, V=ARCH_i686_TYPE

TLV: T=9, L=20, V=KEY_TLV_BOARD COMPAT

TLV: T=9, L=l6, V=BOARD_cat9k_TYPE

TLV: T=9, L=24, V=KEY_TLV_CRYPTO_KEYSTRING

TLV: T=9, L=4, V=none

TLV: T=9, L=11, V=CW_BEGIN=$$

TLV: T=9, L=17, V=CW_FAMILY=$cat9k$

TLV: T=9, L=74, V=CW IMAGE=$cat9k-rpboot.17.02.01.SSA.pkg$

TLV: T=9, L=20, V=CW_VERSION=$17.2.01$

I0S version is 17.2.1

TLV: T=9, L=53, V=CW_FULL_VERSION=$17.2.01.0.869.1580816579..Amsterdam$
TLV: T=9, L=52, V=CW_DESCRIPTION=$Cisco IOS Software, IOS-XE Software$
TLV: T=9, L=9, V=CW_END=$$

Found DIGISIGN TLV type 12 length = 392
RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
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2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CESB0E2A9ACO4FAS4CA49F

Obtained hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97TEA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CES0E2A9ACO4FAS4CA49F

Sha512 Self Test Passed

Found package arch type ARCH 1686 TYPE
Found package FRU type FRU_RP_TYPE
Performing Integrity Check ...

J—rrattoaRl |

RSA Signed DEVELOPMENT Image Signature Verification Successful.

J— FESMORREICEAY 5 EMNFHR

EEEH

HEEE

R=-a7ILEZA R

K OME G 1EDFEM,

COETHAT L avr ROSERRETE

Command Reference (Catalyst 9300 Series Switches)

J— FEESMHDORBIEDHEERE

ROEIZ, ZOFY 2—/)LT

FTAED Y ) — 2B X OBEE®RE R LUET,

N6 DOBEREIE, FRCHRR SN TWARWRY , BAShY V=R LUEOTXTDY J—XT

EHTE £,

)1)—=R

11

HREETRHR

Cisco IOS XE Fuji 16.8.1a

7 — MNREMEDO
(3

7 — FNESGEOREMEIC L - T, v A2D
TTy N7 —ALIDE YT N =T OES
PR AT Sdu, FERFRRICZR D £,
7Ty h 7 —AIDIX, T v b T A — A
DEGETLTA VA P —/LENT-ID 2R L
£7,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [H5E] 725 7

7 A LET,
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Parayl

EL

T
o

TFINAADEY b Ty TEHEENDEST

c TNRA Ay 8T T OFREDHIFKIFE (55 3—)

s T Ry NT Y TREOFEITCMT DWW (55 5—)

T NA Ay N7y TREDFATHE (71 =)

c TFNL ADE Y BTy TORER (86 <—)

cTNA Rty M7y T OFATICET 2EMEHR (106 ~—)

s TN Ry NT v TREOFETICHT DHEEEE (106 ~—)

TINA ALY b7 v TDHREDHIFIEIE

cH TRy =V T T 2T DA A N—UITR— SN TWERA,

— » OE o | [ e I Al ‘i

TINA Rty b7 v THREDRITICET 15
ZZTiE, IP T R L 2ED 24T L Dynamic Host Configuration Protocol (DHCP) @ HEI#%E %
Gie, TAA Ay b7 v T OBREFEZOWTHILET,

TNNART—+TAER

FON A% BT 5121, [CiscoCatalyst 9300 &V — R A A v F N— R = FRBEHA K
J RO FICAE > TF /S A &R L TEIREA L, 7734 AOTMBRIESAT > LEA D
DiTO

BEOEE Y n AX 7 — e —F Y7 sy TOEERGEN, LFDOT 77 0 BT 4N
FATEINET,

o« FAELLDCPUMIHIMEAITVET, ZOFatRATiE, WHEAEY O~ v L 7T,
B A Y O&E L HER EEFIIT S CPU LA X 20 L ET,

VAT A R—REOT 7 A AT AEHEEL £,
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FRARDEY b7y THREOEFT |
B o7 oxr—roms

T ITFININDFR—F 4 T VAT AE VT NI 2T A A—VFAFY |ICu—FRL, 57
NA AZZELFET,
e CPU Y7L AT ADEBFHARFE /LT 5 X~ (POST) #FEITL. A7 A DRAM %27
A RLET, POSTO—EE LT, IROT A MHLFETINET,
e F v TFDOT VAN, 7y —A T TOX T a— R, BEHROIERERAT —
KB A % fieE89 % Power over Ethernet (PoE) =1 b1 —F OMEEET A b,

c TNRA ALY =00 DREOFHLIY 2RI HIEET A K,

HIASNTIETRTDOT 7 D 2a— AR — K ETIEFIZEEL TWANE I 2w
RBTE2770Fa— LT A b,

o EFREHMALFLEEUE (FIPS) MACsec 7 A b,

PR— P ENDF L TA UBBDTERRY) X MZHOWTR, [F T4 U ZEORE] O
HESZRLTIEEN,

Tk =k AR —=T 4 T VAT ARE— RSNDAENS, 77 A VAT A
TI7RATHIENTEET, 77— n—FOMAAEMIT@EE, AXL—TF 47 VAT A
Dr—F, B, BLOEIMICRESNET, AX—T 17 X7 LN CPU Z il T&
X0 henl, T—hu—FE WIZTAT LR By FSNDIDERPFEASND E TIE
IT 7T 4TI ET,

TNA AMEREF VY THIZIE, PCERITImMAE I Y — VR — NIRRT D50, PCEA —
PRy MEER— MIEH LT, PCELIIMATI 2L —Yary Y7 by T OR—L— |
BIOX Y7727 5—<y baT AL A0y —LKR—FOREE —HITETEBILEN
HoET,

e F T 4L FDOR— L — FE 9600 T,

« T 7 F IV IDT—H By MNIE 8 TY,

)

Note —% by bAT v a&RICRELESGE, NV T 44T va
Yk T2 L) ICBRELET,

e T 7 FNV DAy By M2 (A F—) TT,

« T 7N MDY T AFRET (72 L] TT,

VILDTT7 AR M—I)LOBE

VI RT2T A VA BR—BETIZ, A A—DO%EBEA VA=), YT T =T ATF
VAT T L—FR (SMU) \ A Y —ERY T =T Ty L—FK (ISSU) . BLW
ALY —ERETNANT v T T V=K (T—F TN —) Iy, &EFRh&A4TD
Ty T 7L —RERULILIICETTEET,
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votmzrnI—rE—F |

VTR aT A YA P, A VR PV B RTY T R e T R 1 20—y
IPBRIDN—=D 2 v~ EBATT BRI £, indall =~ K& FFHEEXEC £ — N T
LT, VI NI 2T AA—TEA A MN—ANELZTT v I L —RLES, F720 £ A F—
TEET,

CiscolOSXE Y 7 hU =7 &7 v 77 L— N L7 OIERT 5 5L, A1 v FREELT
WDDNA A=V = RN BV T—= P Ko TRRY E, R PV E—-FEL
A7 —FE—FTlE, v—InAERFVE—F el —3 3 5 binimage 7 7 A /L&
HALTT A A% T —FLET, A A =L T7—FE—RFTlL, 7— b B —%2 packages.conf
TrANEFERLTCT A 2R %7 —MLET,

AL FTIE, ROV T T =T A VA M—/VERENYFR— SN TWET,
cAXLURTHY AAVFTOY T NI 2T N RKADA A F—)L,
cLIRMNCA VA R—NLERN Fr— 2y hADY 7 v 27 a—LNy 7

cHNA VA N IEBRNR =N T — N T T oV 2 FE LR WA ORA A A
=1,

YOIz T7NDIT—FE—FK
TFTNRAATHEH, Y7 b7 Ry r—V5EEIT57200RD2BHEOET— RV R— &
TWET,

AR =L E—FTDT—F

DTFDT7I 9y alNOI T NI =2T R Xor—07Fabela=m 7y AV RBELT, £
A R—)LE— RTT A AZRHTEET,

Switch: boot flash:packages.conf

.

(GE)  Cisco Catalyst 9200 > U — X A A w FITIFA Y A h—/VE— REFHT L2 L2 MR L ET,

)

GE)  HEV UV —AR® packages.conf 7 7 A IV [V T NI 2T Ny r—V DA A R—)b] &0
AHETHATEA A =L U= 7u—TER SN TWET,

Tavva=r T 7rAMZE, B, v b, FETTHY IR =T RNy b —TUDY R
FREENET, A VAR LENTNDIER T —VDISO 77 AV VAT AliE, 7T v
ambil—h 77 AN VAT AIEHBEYY  FENRET,
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FRARDEY b7y THREOEFT |

B orrzE—roni—r

\)

() AVAP—= N E—RCTEBTIEZOIHEHT LNy r—v e ya=7 77 A400%

77w allRGFETDMENS Y 7, usbflash0 F 7213 thtp: 735 A A b—/L F— K CHE)
THZ LT R— SN TWERA,

NURILE—FRTDIT—F

J—FE—FKDZEHE

N R (bin) Z7ANVEFHALT, 54 22NV FLE—RTT—hT&ET,

switch: boot flash:cat9k_iosxe.16.05.0la.SPA.bin
NURMCEENLTuE Y a =07 Ty A, EONy r—Uzll), v~ v b, %;w
FITT 02 T 27O SN ET, Ny r—F AN FANLEGSIL, RAM IZ
P—XNET, ZEXvr—TDISO 77 AN VAT AT, — K T A AT A _’\717/
FEET,

A VA= E— RTOEEBEITRZRY, N RV E—FTORETIE, N FLOHA X
WIS DY A XOBMAE Y B S ET,

AV AP—)LE— FTORBEITELY . N2 RV E— RTORIIEED AT 4 7 5F)
HT&x£9 .

* flash:
* usbflashO:
* tftp:

N RNT == RTIFITHOT N, A% A A P—VEF— RIZEET D123, 7— MK
% flash:packages.conf |Z7% & L C install add file flash:cat9k_2.bin activate commit =~ > K% 52
ITLET, a2~ FOFEITHR, T RAFA A=V T = E—=RFTI 7 —FLET,

VIO NN T—DA VR =)L

FRARZY T NI 2T RN r—% A A —)b35121%, install add, install activate, 33
L Winstall commit =< > K& 44 EXEC ©— RTHEA L £,

install add =~ > K%, Y7 b7 RNy r—V%un—h 72030 T— hOBFHIN LT A
AlZav—L %9, FTP, HTTP, HTTPs, F/-IXTFTPZ i C& £¥, Zda~> NiL, bin
T ANOEE DR —F 2 NEY TRy r— L opackages.conf 7 7 A VA L E T, i
7 7ANERIEL T, A A=Y T7ANNT Ty F 73 —AIZEHETHDZ & 2R L

7

install activate =~ > RZEHWESH D ITIL, N r—T 2T AL ADT— 7T v 2 THER
BIZT O ERHVET, Z0a~vr REFRETDHE, bin 77 A A HLURNIEM L7
Rolr—UNT 774 7bE&n, YAT7a0n)Ve—RKLET,

install commit =~ > RZHMME LT, BEH 7 s 6% ) o— RERIZHOEZ>THRELET,
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vty z71v2 b—1oiT [

TFar AL A —ATHE, LENCA VA=A LIV T F =T A A—UREBRINET,
T RNALFNC L DDA A= DOHBNDA A =L ENE T,

KOTu—Fr—FT, V7 hT=TOA LA A OBEELBI L ET
B3:VITrHz7 Rysr—SOa3y b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new Installs software Commits the i
software package recently installed 2 Davice i e
SR recently installed
package to the copied in the software package software package | &
device previous step so that it persists P g E‘;

)

GE)  ingtall activate 2~ > RiZ, LA A—VEFH LTINS A%V r—RLET,

YIEDITT7ARBF=ILDOERT
VT RT2TARA=TDT 7T 4 TALIFRO FIETHR T TEET,

- ingtall activateauto-abort-timer =~ > RZFEHALET, LA A=V ET 7T 4 7{bL
72T A A% Y n— K45 L, auto-abort-timer 28 b U W — & FE 7, install commit =
<V REFITTDRNCZ A ~—NHIREINIC R ST HE, A VA P—A T AR T L
9, TAAATIFEYVa—FRL, BioRN—=Va3 DY 7 b2 T A4 A= CEEILE
R

DX A~—%EIET 5L, ingall auto-abort-timer stop =~ R&EEH L E7,

sinstall abort =< > REFEHLET, Z0a~<w> K&, HILWI 7 vy TOA A h—
VAN EIT L WA=V g lce— Ny 7 LET, ZOa~< 2 R, install commit
a<y REFRITTHEIHERA L ET,

—_— == = .

TN RBHRDENY HT
IPIEWEE D Y TR, TXAAD® Yy N T v 77 n s T A&#HAT 55, DHCP—
PRI 25, FRIXTFETEITT L HERH Y £,

HEDIPEROBENNLERIELE FARALAAOE Y NT v X7l 5 A58 FR LT EI,
DT T T AEMATLE, RARMESAF—TNL =T Ly F XRT—RERETDHZ
L TEET,

*7-. fEE T, Telnet SAT—RZE VYT (VE—FEHTOEX2 U T 4 RO
W)\ AL v TFEH I TAIDAT L REZFAVANAL v F L LT, D WFEAX L FTr v
AL v TFELTHRELIZY TEET,

P — OB EH T DHCP — "% LT, IPIEROETEI L BEIEI 0 4 CTEITWET,
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FRARDEY b7y THREOEFT |
B orrrozxqo7tanm

A\

Note DHCP Zfi /] L TWAHAIE, T/ ARECE D Y TOHNEZIP T FLA&ZE L Tayr
T AKX 2l —2ay T ANEHGRHPALETIE, By b T o770 7T A0 OBEMITISE L
RNWTLTEE N,

T A ZADRFEFIREZRA L TCWDRBEE R —FOHEIL. 71 A2 FHTHREL T
&, FRSNO—Y—X, T AT — T rt X onpage 55 DEZ v a T L
Tty Ty TR r T AEHFEALTIEIN,

TIHILEDRA Y FiEHR

Table 4: T 7 # )L kDR A v FIER

HEHE FIAIREEE

IP7T RLABLIUOY 77Xy h~AZ |[IPT RLRAEHEV 7%y b A7 IXEZESNTWVE
A,

A Al R TNV F= R MU= ITERENLTVER A,

A FZ—T N —T Ly h2ZAT— R | 2T — NZEZEINTWERA,

NDZ HEFRFIZEI D B THENDT 7 /L bDOEA M4 device
<7,
Telnet /S A7 — K INAT— RIIEEINTWVEREA,

T AH a<w R AL v FHERE TAE—T

7T AL 7T AZTERSNEE

DHCP R—X D BEFERTEDHE

DHCPI/E, A > % —F > FFRANBIPAS VX —Fy NT—F 7 T3, R EEH % Tl
LET, Zo7a haidid, 22003y K= B3HD £, 1 DL DHCP y— 357
NARZAY T 4 Falb—valr N T2A—FERMTIHa R =3  HI 12T AR
WAty NU—27 T RLAZEE DB CTHarR—x hCTF, DHCP X7 74 7> hH—/3E
TINZEESNTWET, F5E S 472 DHCP Y — 30 BRI E SN DT 3 A ATk LT,

Py hT—=7 TRUVRZEDYC, a7 4 Fal—rar RXIA—ZERMHELES, TN
A AlX, DHCP 7 74 7> hBLODHCP — & L CHRETE £,

DHCP R—Z D HEHRETIE. T34 %2 (DHCPZ 54 7 > ) ITEERHZ, IPT FL 2GR
BXUOarz s ¥arv—var 7y &AL CHBRICHRESNET,
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| R 1z20€y b7y TREDET
pHeP 2547 roERTnEz [

DHCPR—ADHERELZEHAT 2L, T34 2 L TDHCPZ 94 7 MUDREZRIT O MEE
HV EHA, 7272L. DHCP Y — AT, IPT7 FLVAICEHELZEFHY) — X A7 g v &%
ETHLERHY 97,

DHCPZHEHAL Ty hUV—27 EDar 7 4 FXal—ar 77 A NVDOEFE Y L—3 54
1L, TFTPH—_"BLO AL F—L T AT L (DNS) V—"ORENPMBEILRD T END
nET,

T34 AD DHCP #— %, AA vF LR UL LAN BICEET DL ZE L, TDOT /31 A L34
DLAN LICEET S Z &b &£, DHCP — 038725 LAN ETEIEL TV DA, T
NA AL DHCP #— 32, DHCP DY L —F A AEZRETLHMLERNHD ET, VI—F
SNA A, B SNTVWD2 OO LAN T a—R¥xy A F h T 74 v/ 2Rk LE

T, —FFETEr—FX¥ A N Ty hEREELEEAN, ZE L7y hOSEEIP T R
L RIS TNy R EIEELET,

DHCP X— 2D HEEREIL. T34 2D BOOTP 7 7 A 7 MEREICR DS LD TT,

DHCP YV S A 7Y FOEKRTOER

FNRAABRB L2 EIZ, TAAL Ay T 4 FXalb—ar 77 ALRnR0E4, DHCP
74T MO &, DHCPZ 4 7 A DHCP ¥ — R EF A ER LES, =
Y74 FXalb—Tary Ty ANANEEL, TOREIHEEDON—T v KA v X —T = A AD
ipaddressdhcp f > Z —7 =A A A7 4 X al— g avy FREEN 584, DHCP
TIAT v MBRIFEORHEEN, DHCP 7 9A TV "RA L H—T = AZIP 7 KL AEHEE
KLUET,

YiE. DHCP 7 74 7> k & DHCP #— ORI TRBE NG D A v —ITF,
Figure :DHCP 5 S5 4 7 > b —\BEID * v £ — K

DHCPDISCOVER {broadcast)
Switch A DHCPOFFER {unicast) DHCP server

DHCPREQUEST (broadcast)
- DHCPACK (unicast)

I TAT v N THDHT /A AAIX, DHCP H— —DEi & ¥ E$ % 72912, DHCPDISCOVER
Avt—V%7u—RFxx A ~LET, DHCPH— 3%, DHCPOFFER =% ¥ A |k A v & —
CICkoT, HHARER I 7 4 F a2l —var NG A—F IPTRLA, 7%y k<A
I F—RTxAIPT RLA, DNSIPT RLA, IPT7 RLAHDY —2A7RE) 20547
MZIERLET,

DHCPREQUEST 71— K% ¥ Z b A v —ITlE, 7747 v ME, #ERENZRERRIC
® LT, DHCPH— NIZIERREREZRE L ET, ZOERRERIZTr— ¥y 2 h3Ihbiz
W, 77472 +H5 DHCPDISCOVER 70— K%y A b A v¥—T%%Z(E LIzod T
D DHCP H—N%, 7 74T MIERLIZIP 7 FLAZHAIHTE £,

DHCP #— 3%, DHCPACK 2 =F ¥ A s A vt —V %7 T4 7 NIRRT ZET, IPT R
VAR TAT o MRS TONTEZ 2R LET, ZOAYE—VICL-T, 7747
YhEF—RNEFANRT U RER, ITAT Y NI DZE LEREEREEA LET, 7
INA ADZAET HIEHEIL, DHCP Y — O EHIEIZ L > TR D 97,

4
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FRARDEY b7y THREOEFT |
B ovcr ~—xosBBRESLGA—C Ty TF—+

DHCPOFFER =% ¥ A h A v b=V Lo TEEENZa 7 4 Falb—Ta RXT A—
ANENTHL (a7 4 Xal—aryT73—n"bb) Bd. 7747 MNEDHCP #—
/N2, DHCPDECLINE Vo — R¥ ¥ A b Avb—VH#RELET,

DHCP Y — NI 7 AT M, #ERENZar 74X alb—a " T A—=40NE0 4 ThH
TR, NIRA—=ZORAT—1 g YT —3% A LTz, £72/XDHCPOFFER £ v
TNk T BT TA T FOIGERENTWS (DHCP Y — "B RT X=X ERD T FAT
Y MZEID Y TE) LW BEHRODHCPNAKESR 72— R¥ v A M A ve—T%2FELET,

DHCP 7 7 A 7 > M&, #%® DHCP % — 3£ 721X BOOTP — MO HUREZITHEY . =0
IHLOEBED 1 2&EZIFAND Z ENTEETN, @ IIRIICZITRS IR 2Z T ANRE
9, DHCP 4 — " BHORENZIP T RLABKLT L L7 747 > MZED 4 THERD DI
TIEHV EHA, L, =30 E, 7747 B ERIZT RVAZERTHETIET
RLZAZHERLTBEX £, T3 228 BOOTP — "IN b DIEE 2% 7 A, BEEZRET
KA. TALRFIT AR a7 4 Xal—Tay 77 ANETETA7-HI12, TETP E:R
HEI=Xy AT HOTEHRLL Te— R A NLET,

DHCP RA N AT a k0, TAAL AT N—FIFRA MBI OEEa L 7 ¢ X o
L— g VEEHRERR DHCP ' — =" oHlETEES, 774708 (T4 R) 1T

DCHPDISCOVER # vt%—YWNIZ, DHCP — S—=n 5L DFR A MBI Uo7 ¢ Fa
L—ya vy RIA—=FOERICHEH IS Option 12 7 4 — NV REMZAET, T XCTHOI T4
TryrDary74Xal—vary 7 rA0E, DHCPhOLEG LA A M ERRE, £o72<
[T,

DHCP R—RAD BB ES L VA A —D T v ITT—+

DHCP A A—V7 v 77 L — NgEEZMEHAT L. *y NU—THND 1 2L EOT N1 RTH
LWA A=V T 7ANNBLOFH LWy 74 Xalb—varyIZrfraedyra—RKT589
ICDHCPH—NZHETEET, XY NT—THNOTRTDAAL v FTOA A—VEBIRa
TAX 22—y aVOIET v 77— RIZE-oT, Xy U2z bRT=ENENOH
LWFARALZNR, FAILA A=V, ar 7 4Xal—a v BEICZETL L1200 £,

DHCP A A—Y 7 w77 L—FRiZid, HEREBIUOA A T 7T D 250X A4
N FET,
DHCP R— XD B FHFZEDHFEIE

e Ry NT—FTNIZEY S THLNEIPT RLARARL 129U EDO LA Y3 H—T <A
ADEE) L TRWEAIE, RET 0t APMEES N/ DHCP X— A0 HEIRREI13E L LE
7,

e AALT T REFRELRODIRY . REHEEE 2 T\ % DHCP _X—ADHEREILIP 7
KL ADHE D o — REEHRICHEY EL £,

eI AKX al—Var TN EA T a— RTXROMMEE L TWAEAIT. B
VA R— Tt RAnEELET,

«TFTP b XA U ra—Raniar74¥alb—rvary 77 A 0E, Efrary7 41X
L—ya HNOBEfFay 7 4 Falb—varew—UINET A, writememory £ 721
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| R 1z20€y b7y TREDET
puce amE I

copy running-configuration startup-configuration 4% EXEC =~ > FZ AJJ L7 RV |
NVRAMIZRIF SN ER A, ¥ U rmr— RISl ar 74 Xalb—va U RAZ— Ty
Tar7 4 FXab—va VIRFSNIZEGE, O Y AT ARREITIC Z O R Y
H—INEHEA,

DHCP E &)

ki
4l

DHCP HEIXElX, =2 7 4 X2l —3 a9 77 A /L% DHCP H—_—nbH Ry hU—2 K
D1 EDOTRA R ZF Y a—RKLET, Fyru—RKREhizary7 4 ¥alb—vay
TrANME TARAALADFETaAL T 4 FXFalb—ary T A MRV ET, 27 7AW
TNRAANYI B —REINDHET, 77 v arEVIRGFENTZT— T v ar7 X
L—yarvid EEXLERA,

DHCP BEN A A — 7y TT—

DM}E@&E&&%:DH}E%%% Ty TV —REFEATHE, a7 4 Fal—

CarvBIUOHLWA A=A Xy NT—=FTND 1 DL EDTANA RAICF Ty a— RTEE
T, L ar 74 Xal—arBlUOH LW A=y re—RLTWA12FE T
BEDOT AR FX, 7T (DF0, HWEEOT 7 4V MEREN T — RS TWAHIREE) (12
T&EE,

AT 4 X2l =g ET TR TWARL v FICH LWVWa Ly 7 Falb— g 240
va—RTbE Fyro—REnkEar7 4 Xab—ya it A v FIREENR TN D
a7 4 X¥al—vary 7rAMGENMSNET (POBGFEDa 74 X2l —Tay 77
AN, Forn—RERE7 7 A M EEEZSRERA)

TNNAADDHCP HEjA A=V T v 7T — b A XF—TWIZTDHITIE, A A=V 774 VEB X

Rar74Xal—valy Z7AANNHD TEFTP b— "% ELWA T 367 (74

X2l —vary Z7ryAN4) . 7Y ar 66 (DHCP YV — 3R R4) ( A7 3 150

GHP#WN7FVX) BLOA T 22125 (CiscolOS A A— 7 7 A LOiiH]) D%
TRETDHILERNHY FT,

FRA A %Fy NI =T |ZRETHE, HEIM A=V T v 75— MEREXNBB L ET, v
O— RENEAr 74 X2l — a3y Z7AMITAA, ZADFEITa L 7 X2 b— 3 SR
FEN, HILWA A=Y NF 70— RENTT NS AL VA =L ENET, T/ A%
HEETHE, 20ar 74 X2l —2arBNFERALADAL T 4 Fal—3a VRESH
7,

DHCP H—/\FRERDTEFIE

T3 A% DHCP ¥— "L L THET %G, WOFEEFHIZHE- T ZEW,

* DHCP ¥ — NZiE, T ADN—KRU =TT RLAIZL 5 TET A A LEFEOfHT B
TWATFRIBELD) —AERETHHLERNHD F9,

e TNA AP T RLABEHRAZE S SITIL, DHCP —NICRD Y — A AT a3 %
RETHLENHY £,
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FRARDEY b7y THREOEFT |
B rrv—oEw

e USGAT LU MDIPT FL A (WMZH)
eI ITAT L MDY T Xy N ~wRART (WIH)
eDNSH— "D IP 7 FL 2 (&)

=X DIPT RLVA (TARAATHATEHET 74V F— U= T RLR) (WK
Z8)

« FRL ZZTFTP Y — b a7 4 Fab— gy 77 A )VE%ESE 58415, DHCP
=KD Y —2AF T a U ERETHLERH Y F7,

« TFTP %— 3% (WZH)

e T —h T AN (DIAT LV IPIRELTRaLr 7 4 FXal—alr 7 rANVE)
(HESE)

o A NG (EE)

e DHCP V" — DR EIZ L > TE, T A RFIPT FLAERE- Ty 74X a1 —T3
VT AN, BAIWNITEOM G EZETEET,

cHIRD Y —AF 7T a U ERE LRI ST286 . DHCP— N, REINT/RNTA—H
DIREMHAL T 74T FOBERIISE LET, IPT FLABIOY 7 Ry h~A 70
EIZEENTWARWE, TS RATERESNERA, V—FDIPT KL AEZIXTFTP
P RAMBONE RS T285E6. T3 AXTFTP EREz2=F ¥ A M LRV TT 2 —
KE¥x 2 NTHEERHYET, ZOMDOYV —A ATz 4%, FHTERTH BERE
EIWITREBLERE A,

¢ T84 ZZDHCP r— L LTCEMET A Z EMNTEET, 574/ b TlE, CiscolOS
DHCP Y — B XUDHCPV L —x—Y = MEREIZT A A ETA X =7 /M EN T
FIN, BESNTHETA, (INOHOBREIZEMELEEA)

TFTP H—/\D B #)

DHCP H— _ROREIZFESN T, T30 ZL TETP Y — 05 1 £ 7213880 a 7 4 X =
L—YaryZyANEFran—RLE9 ELET, TFTP YV — "~DIP RIS /2§~ T
DA T2 a ANZONWTT A AGET H X 9 DHCP 2% E L CTWAHA T, 72k0>, TFTP
=L TRLZ, BIRar74F¥alb—yay 77 A M4 %FEELTDHCP — 1%
RELTWDIGE, T3 AEE SN TFTP — b ESN-ary 7 4 Fal—v 3
VI ANEEya—RLES ELET,

AT 4 Xal—valr T AN, BEOTFTIP YV —REEE LEh-T28HA. £l-id=ar
T4 X2l —valy Ty ANEX T a— RTERPSTEGEER. T RAIT7 7 A0V &
TFTP H— N7 KL 22 X EIFICHAGDECary 7 X2 —Tary 77 AV EX T
n—RKLEY2ELET, 77 MIE BFEDZ L 74 Falb—var T rANV4 (GETD
BE) EROT7 7 A NVDBRE S TUWET, network-config, cisconet.cfg, hostname.config, &+
721X hostname.cfg T9°, Z D4, hostname 137 /34 ADBED KA N T, HIND
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ons +— 0B8]

TFTP #— 37 L RIZIX, ((FETH56) BEINT TFTP — 07 RL A BT
n— R%y A M7 LA (255.255255.255) BNEENTWET,

FRAANEREICa Ly T 4 FXFal—ary 77y, NVEX T a— R4 521%. TFTP — D
NR—=2F 4 L7 MIIZIDFERITEHOa L 7 4 Fab—rary 77 AANREERTWRITH
BV ERAL, GODIEDTEL 7 7AME, RO LB TT,

e DHCPJSETHEEENTWA AL 7 4 Xal—ary 774 (BEBOTF AL RAarT 4
Xal—rary774) .

« network-confg ¥ 72 (% cisconet.cfg 7 7 A/ (T 74/ bDaAr 7 4 Fal—var Ty A
V)

« router-confg F 7= (X ciscortr.efg 7 7 A /L (ZIHD 7 7 A MZIE, TXTOT A A TS
Da<y FREENTHET, @k, DHCP BX O TFTP — " W@UNCERE I T\
. INHDT A NMIT 7 EASHERA)

DHCP #—/ ) — R F—H X=X Z TFTP +— L 2B ET %A 1E. DNS h— D F—#
N—=Z|ZTFTP — L L IP T RLADS v U T HRETDHZ EHMETT,

BT 5 TFTP Y— 323, T34 AL 38725 LAN RIChH LG, £73T7 A AR T a—
REXYART FLRZMEALTT 722 LIcha FRRO T X TOXLEEHRA DHCP ¥— 30
JISBEICEENTOVRWIGEIZHRAE) X, U b—%%E LT TFTP %— NI TFTP 37 v b & iix
T OMERSH Y T, WEIRMRGIET, LER TR TOEREZMLA L TDHCP ¥ — &%
ETHIETT,

DNS —/\D B

DHCP #—/ 3%, DNSH— 2 L CTFIPH— 4 %P7 KL AIZE#H L £, DNSHV—
NET, TFTIP Y — B IPT RLA~NDY v BV T HRIET HMLENRH Y £9, TFTP ¥ —
N, TR ZADary 7 4 X2l —ay ZJ7AANEFELET,

DHCP DJSERRICIP 7 L A2 B84 5 DHCP — 3D ) — A F— X ~_— 2|2, DNS #—
DIPT RLAZHRETEET, V=R FT—Z_X—X(ZF. DNSV—DIPT KL A% 2D
FCANTEET,

DNS #— Nk, 734 A LA U LAN RICEET S22 &8, IO LAN BICEET 2266 T
& F 9, DNS ¥ — 335D LAN _EIZHFET DA, 73 Aldb—4 24 LT DNS #—
T 7B ATERTNIERY FE AL

a4 xXaLlb—23r IJ7M4ILDOAFRE

IP7TRLABLRay 740Xl —ay 77440 DHCP TEHHEDY —2 & LTHEET
ZXHMEIMITIEL T, TS, RAIRDOFTETREFTREAFLET,

cIP7T FLABLIPay 74 Falb—2a 774NN, T, ZAHIZTFH S, DHCP
WE (1 77 A NGHRIALRER) TRIESNTWAEA

FNA AL DHCP — "6, IPT7 FL A, 7%y b~ TFTP — 7 RL A,
BIOarr74Xal—vary 77 ANV EZELET, T3 AL, TFTP — =
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FRAADEY b7 v TREDEFT |
B zszsonusz

=X XA MAVE—VEREL, AESNEay 74 Fal—var Ty A LEY—1D
R=ZAF 4 L7 NIDPBERLT, 7= T v 77w r%&5ET LET,

FNRAZADIP T RLABIRay 74 X2l —ay 77 A NARTRIIILTVED,
DHCP J&& 2 TETP —"7 RL ARG ENTWRWGS (1 7 7 A VA FR)

TS ZEDHCP =6 IPT RLA 7Ry b~wRA7 BLURar7 4 Fal—
vary 7y ANGEZELET, T AL, TFIP— 27— KX ¥ A A vb—
VEREL, HESNar 74X al—vary I ANV EY—ROR—ZFT 4 L7 R
MHERELT, 7= 7yt RrEm T LET,

IP7 RLAFETFIRTF AL ZHICFHEN., DHCP JEETRIEENTEBY ., =207 4 ¥
L—vay 77 ANV WES Q7 7 A VatAiaAFTR)

T ZEIDHCP ¥ — 306 IPT RV A, 7Ry bvA7 BLOTFTP ¥ —37 K
VAZZELET, 73 A, TFIP B —NZa=F vy XA b A vt —VaEE L,
network-confg ¥ 72 1% cisconet.cfg DT 7 4 /V h A T 4 Fal—vary Ty A NVEIIGL
9 (network-confg 7 7 A L WEEARIAD IRNGE | T 734 A1 cisconet.efg 7 7 A /L% #it
FRIAFET)

TI7HNVE AT 4FXalb—vay T4 ML, T ADFKRANPLIPT RLA
~NO2 L TMEENTOET, T AX, 77 ANVDEREFA N T —T I EX
A, RA L EAFLET, 77 A VIHER MR WEA. 773 AXDHCPJHE T
BESNTEFRA N ZHEHLET, DHCPIGE THRA MBRRE SN TORNWGEAE, T2
A RXT 7 A/ b Snitch R A ML E L THEHALET,

TIANIRDALT 4 X2l —ay 77 A/VEIEDHCP JREN DL AR A M E AT L
et TA ATHRA M ERICARIOa 7 4 Falb— a7 7 AL (network-confg
F 7213 cisconet.cfg D &6 6N SEITHEAIA E T2 2°T)E U T, hostname-confg & 72 1%
hostname.cf) % TFTP ¥ — /37> G Fi AR £ T, cisconet.efg 7 7 A W FEAIAEIL TN D
BaiE. RAMDOT 7 A VAT LFITEI D THNET,

network-confg, cisconet.cfg, F72IIF A N LRI CARIDO T 7 A NV EGiHAT Z LN TE
WA, T 3 Ald router-confg 7 7 A V& Fi A E T, router-confg 7 7 A L& Fi
AT Z ENTE WG E . 73 Al ciscortrefg 7 7 A NV EGiFIABE T,

Note DHCP &6 TFTP —R_"EZAFETERN ST A, 2=F vy A Mkl kbar 7 4 ¥a
L—yay 77 A VOGHRARITT RTCRELTZSA, £RIETEFTP Y — 4% 1P 7 KL A
ICEHLTERWIRSITIZ. T8 AL TFTP — Bk A2 7o — ¥ ¥ 2 FLET,

IRIEZEBOFIEH T E

WHEEET NA AT, 9600bps (ICRESNTWD v Y — VDAL EZB L CT—hrn—F
T—REMLET, B a— FEFERTICT A RERa— REZIV 4L, [Mode] A%
EMLES, AT ALED A7V = ORBIb R LIEELICR -7 6, [Mode] A% > %
HLTHEFENWERFAL, T —F DT A AT a7 "RFERENET,
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muzgonass [

TNRAADT — B —F Y7 by = TIIREBEORBEE S 2V HR— T 5720, ZNHOR
BEMAHEHLT, 7— e —X—F713 VAT ATHET M0 YV 7 N7 = 7 OEMEZHIHE
T&E9, 7 — o — X ORELHIL. UNIX E721XDOSY AT LA TRETE HRESK L E
PlLThET,

BEEEHOBEEHIT. 75 v a 774NV VATFAOMMMISHE 7T via AEVIEESIN
ij‘o

T 7 A NVDOBATITNE, BREAEA LSSV T, TOEEOMENEE SN E T, BENEFEE
LAWEESIT, ZBEROMEIEHY FHA, BRIV AR e RRENTEEEIT. BEITHEN
RESNTWET, XV AR (FEIE"") BDRESNTHAEHIT, ERRESN
T2 TY, %< OBRBEEBITIFEIMIERINTEY ., T 74/ MERRESNTWET,
BREABOBREEZEETHIZNE, 7T—ha—FIZT7 7 AT 5, CiscolOS 2~ R&EfEH
LET, BEOBRETIL, BELSKORELZLEETHINEIIHY A,
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FRARDEY b7y THREOEFT |
B —sonmsry

— MR
TORTIE, Feb —BARBEEATOEREIC OV THA L £,

® 5 —RAGIREEH

=H J—bOo—& a3 F  |Ciscol0SS O—/N)LaVT 4 ¥
L—3rvavyk

BOOT set BOOT filesystem:/ boot system {filesystem: /file-url ...
file-url ... | switch {number | all}}

BB 7 — R LT3 | REIOEBIFRFIZ 2 — K95 Cisco
1T AH5, E1anrTIIOS A A—Y, BLO, ZHEL
XU ONTFETRRET 7 A | £T, 2Oz~ &, BOOT &
ADY AR, REBOREEZET LET,

NRylr—vrFaeva=yr77y
A JViZ, packages.conf 7 7 A L &
HIEZL, BB ED Y 7 R

TxT Ry lr—T%T 7T 4 71k
T LT D70, VAT
LMEMRT 56D TT,

o 4 VA F—/LE— NCHEEIT
%6, 77T 47kt 5
Ny =V HEET DD
2. boot =~ RTHRESH
Ty r—yFueya=r
T 77 ANDMERINET,
7= & 21X, boot
flash: packages.conf T,

« NV R E— RCRENT 5
A, BEILEZAAY FLICE S
NTWa Ry r—yop7ae
Vam T Ty AP R
JNCEENTND Ny r—
DT 7T 4 TER S E
¥, =& zIX. boot
flash:image.bin ™ X 5 12721
*7,
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—munEszy ]

ZH

J—rpo—4av kR

Ciscol0OS 4/ O—/\)La> T4 ¥
L—yarvav vk

MANUAL BOOT

set MANUAL _BOOT yes

AA v F OB Z BB TIT
D INFENTIT O D ERE L
*9,

HEh72EIX 1, yes, 0, B
£ Wno TJ, no ¥72130
IR E STV DA

T — =X I AT L%
HEIICESHL LS & LE
9, FNLUSDOMEIZERE S
NTWaEEE, 77—
n—4 E— R LFHT
AA » F a2 l# T DL ED
HYET,

boot manual

R DEBYRFIZ A A > F % FH)T
EECXx A L2 LET,
MANUAL BOOT BREEZAEL D% E
MWERINET,

WEID S AT M F DB 1

Ay FIE7— b —FE— KNIk
DVET, VAT LEEHTLHIC
X, boot flash: filesystem:/ file-url
T—bu—Favr REFEHLT
7 — NE[RRIe A A=V DRI ETE
ELET,

CONFIG_FILE

set CONFIG_FILE flash:/
file-url

CiscoIOS 3V AT L 3w
T4 X2 L—T g VORE
HME o B —OFiAE X I
HAT257 7 ANAEEFTL
*9,

boot config-file flash:/ file-url

CiscoIOS I3 AT LR TE DAHISE
Ma v —ORAEZIMHEHT S

T ANLERELES, ZD=
~ v RiZ k> T, CONFIG_FILE
AN EL I NET,

BAUD

set BAUD baud-rate

line console 0
speedspeed-value
ﬁ‘_‘ L— ]\ %;ﬁ/\:‘g Li‘j—o

ENABLE BREAK

set ENABLE_BREAK
yes/no

boot enable-break switch yes/no

H &)t @ D break 2 1 R — 7L
ICLFET, break =~ KD AS
WZ5 2 5B 5 BT,
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B rromsz

TFTP DIIREEH#

FRARDEY b7y THREOEFT |

A =P Ry NEBAR—FEZHALTAAL v FIZPCEZHEHR L TWDHE, TFTP T7/— ha—4&IZ
SHLTCar74Xal—2alr7rANDT v Fa— RERZZA 7 a— KR TEET, 20
T—TNVOERBEBNEESINTWDHZ 2R LET,

= 6:TFIP DREEHR

ZH

B

MAC ADDR

AA v FDMACT RLAZFEELET,
G¥) TRIIERE LW L 2 HEE L4,

72, 77— b —XEB LI RICEREEE LGS, £2132
DOEFPRGE SN TWDIE L R D5451%, TFTP M3 5512
Davr REANLET, FILWVEEZANZT S0 By F 45
PVERDHY £797,

IP_ ADDRESS

AA v FOREEMT ONTZIPY T Ry MZIPT RLABIOY 7 3w
h~A7ERELET,

DEFAULT GATEWAY

FIIN =R TP T RLABIOY 7%y b w27 %15
ELET,

YIRDI T AA—DYA—FDRYSa—) 29

TNRAALETY 7 b 2T A A=V D) a— ek T (KR, BRRET A 2 E2HFE VM
LaWNWEXID) 1TH L9, A0 Va— N aRETEET, £k (XY NU—27 DT T
DT NAATY 7 NI 2T %7 v 7T L—RTDHHEERE) 2y U= 2KTU v— K&[H
15 A s BN/ R G- 3= S

)

Note Jo—FRDRZYa—d, 24 BUNICRETH2LERH D £7°,

Vo— K47y a i

IFUTObDONRH Y £,

HRE LA, FERHBL OB LIS, Y7 =T R n—RanE

T, U m— N, K24 BHLINICFATT 20 ERH Y £, KK255LFT, Yr—F
DHMBZIRETEET,

V7 hU =T DY u— A Q4WERHIT) BEINRERICECR D £3, AREZEE
THE, BESNZHRHZY a— BTN LA TV a—ARRESNET, AH
EIE Lo Tca, U r— RIXY HORERZIIThE T FEERZINEBIRZ LY
BOWE) . FIEEHORERNATOIET FEERZNBIERZ XD bRTO%HE)
00:00 Z35ET A&, FROKDY n— FRB/EINET,
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Fiiq 2ty b7y TRE0EASE

reload 2~ NEZT AT A&k SEE T, FEITEEH T2 2 EARESNTVRVIRD | &
AT MIHEBAICHER L £,

FERTEBIT 2 L)ICT A ABREINTWDLEE, BAENENS Y m— REZETLRWT
LTIV, ZNET A ART = hr—FE—NIR5Z L TYE— ha—FRHlH%Z %S F
RBZBGIET 5720 DOHilFITT,

AT 4 X2l =gy T ANNEEFTALE,. Yu— ROFcay 7 4 X2 lb— g a4
GT5E048R-T 27007 M3 T A AL W FRESNE T, RFHRIERNZ, CONFIG FILE
BB HENT TICEE LR WAE — Ty a7 4Xal—ay 77 A V& RLTVE
Bt BRIEEFITT DN EIMEVIIWEDLER AT A bHENE T, TORNOE
s é, Ve—KREZEy N7y 7 == MBS ET,

R a— VNI TICRESI N m— K20 H3 121X, reload cancel #f# EXEC =~ K
FEHLET,

TNNAREY b7 Y TEREDEITHIE

DHCP ZfiHl L TT A RAZH LA A=V BIOH LW a7 4 Xalb—ra v ad vy
n— RT5100%, D b 200T A RERETLHMLERHY 9, 1 DHOT A AL
DHCP #— B XN TFTP — LR L LD ITHEEL, 2 DHDOT A X (V747 K) 1%
FlLnarZ o Xal—rary 7740, FREH LV 74 Fa2b—vary 7748
FOH LWA A=V T 7 AN EE T B— R THLICRESNTVET,

DHCP HEIRTE (A2 74 FalL—2ay 7274 ILETH) OERE

TDHAATTIE, FILWTF AL ZAOHBREEZ I R—FTE5L912, %y hU—7 NOBESF
DT /XA AT TFTP X° DHCP MR & ® DHCP HER & %179 HikzE R L £7,

Procedure
Command or Action Purpose

ATFwvwT1 configureterminal Ja—r g ar7 4 ¥al— gy
Example: FT— FEBLET,
Device# configure terminal

RF w72 |ipdhcp pool poolname DHCP % — 7 R L A 7 — /L DA R %
Example: {ER L, DHCP 7—/L 27 4 ¥ =

L—vay E— RERBLET,

Device (config)# ip dhcp pool pool
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Command or Action

Purpose

ATvT3

boot filename

Example:

Device (dhcp-config) # boot
config-boot. text

T—h A A=V ELTHERHEND 2
T4 X2l —ar Ty A NDLRTE
fRELET,

ATv74

networ k network-number mask
prefix-length

Example:

Device (dhcp-config) # network
10.10.10.0 255.255.255.0

DHCP 7 RV A F— D% 7R
Xy NV —I7F BRIV~ AT Z1EE
Li‘a‘o

Note TV T7 4w AEIZ, TR
VAT VT 7 Au R
THEY MItaAfEEL £
ERA S N - N
FTAT LV DXy NU—2
VAV ERET D _HIR—
DFHETT, TvT7 4 w7
AR, ATy () T
BRLET 2 BN H D £ 7,

ATvTh

default-router address

Example:

Device (dhcp-config) # default-router
10.10.10.1

DHCP 7 A4 7 v bDF 7 /L k Jb—
HDIPT RLAZFRELET,

ATvT6

option 150 address

Example:

Device (dhcp-config) # option 150
10.10.10.1

TFTP #— "D IP T RL AZIEELF
j‘o

ATy T17

exit
Example:

Device (dhcp-config) # exit

Ja—n\) a4 Fal—a
E—RNICRD 7,

ATvT8

tftp-server flash:filename.text

Example:

Device (config) # tftp-server
flash:config-boot. text

TFTPH— LD ar 7 4 X2l —3 3
V77 ANERELET,
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DHCP BEIA A —S Py FF— bk (Av74¥al—2ay 774 L6&U42—2) oz [

Command or Action Purpose

ATFwT9 inter face interface-id AT 4 X2l —ary T AR
Examp'e: 1%?59?4)7:/ ]\O)T ]\]/X%#é‘ﬁ;

LET,

Device (config) # interface
gigabitethernetl/0/4

AFw 710 |noswitchport A B —=TxAf A% AY3E—FRIC
Example: LETS

Device (config-if) # no switchport

AFw 711 |ip addressaddress mask IP7 RLAREA L HE—T =2 ADT A
Example: 7 E2HRELET,

Device (config-if)# ip address
10.10.10.1 255.255.255.0

ATv 712 |end ¥ifE EXEC E— RIZEY £,

Example:

Device (config-if)# end

DHCPEEN A A —C 7y TT—k (A2 I74FXaL—S3> 7740

ELUVA A—

~¢ = ]

) MDEIRTE
ZDOHATTIE, HILWAL v FDOA A N—VEYR— M5 LI ICBEFDOT 7314 A TTFTP
B L U'DHCP ##%E7 % DHCP HEFREICHOW T L £,

Before you begin

RONZT NA AT v 7 —RT57F A N7 7 A0 (7z& 21X, autoinstall_dhep) Z{ERZL
FT, TOTFART7ANNIZ, FUru— N5 A=V O4RTEZDET (72& 203,
cat9k iosxe.16.xx.xx.SPA.bin) ,

Procedure
Command or Action Purpose

AT w 71 |configureterminal Jra—r\L Ay 7 4 Fal—g
Example: T FEBIBLET,

Device# configure terminal
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FNNAADEY b7y T

Command or Action

Purpose

ATvT2

ip dhcp pool poolname

Example:

Device (config) # ip dhcp pool pooll

DHCP ¥—/ "7 KL A 7 — )L D4R %
% L, DHCP 7 —/L 217 4 ¥ =
L—yay E—RefttLET,

ATvT3

boot filename

Example:

Device (dhcp-config) # boot
config-boot. text

T—hr A A=V ELTHENSND T 7
A NDLRTZFEE L ET,

ATvT4

networ k network-number mask
prefix-length

Example:

Device (dhcp-config) # network
10.10.10.0 255.255.255.0

DHCP 7 RL A F— /L DO¥ 7%y |k
Xy NI —=0FFBLO~Y AT Z457E
Lij‘o

Note FLT 4w ARE, TR
VAT VT 4y 7 RERERK
ToHEY MItaAfEEL £
ERNA S - N
FAT L bDOXy hT—7
VAV ERRET D HIR—
DHETT, TVvT7 47
ARE, AT vva () T
Bt T D MENRH Y £,

ATy Th

default-router address

Example:

Device (dhcp-config) # default-router
10.10.10.1

DHCP 7 A7 hDF 7 4V k )b—
HDIPT RLAZEBELET,

ATvT6

option 150 address

Example:

Device (dhcp-config) # option 150
10.10.10.1

TETP H— "D IP 7 FL A ZEELF
T

ATy T17

option 125 hex

Example:

Device (dhcp-config) # option 125 hex
0000.0009.0e05.08661. 7574 . 6GE69. 6e73. 7461 . 6c6c. 5£64 . 6863

A A=Y T 7 A NOSRETE LT
XANTFrANDONRRAEFEELET,
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DHCP BIBIA A —S P v FF— bk (Av T4 ¥al—2ay 774 As&042—2) o&E [

Command or Action

Purpose

ATvT8

copy tftp flash filename.txt

Example:

Device (config) # copy tftp flash
image.bin

FTNRA R, TRAN T 7 ANET v
7OD_ F\L/i‘a‘o

ATvT9

copy tftp flash imagename.bin

Example:

Device (config) # copy tftp flash
image.bin

TNA R, FTLWA A=V Dtar 7 7
ANET vy Ta—RLET,

ATy 710

exit
Example:

Device (dhcp-config) # exit

Ja—N) a4 FXal—g
EF—RICEY £7,

ATvyvINn

tftp-server flash: config.text

Example:

Device (config) # tftp-server
flash:config-boot. text

TFTP ¥ — X E® CiscoI0S =7 ¢
Xal—vary 774 NLEREELE
TO

ATvT12

tftp-server flash: imagename.bin

Example:

Device (config) # tftp-server
flash:image.bin

TFTP Y — LD A A=A EIBELF
KR

ATy 713

tftp-server flash: filename.txt

Example:

Device (config)# tftp-server
flash:boot-config. text

Hooa—FRTE4 A=V T 7ALD
METEFTR LT AN 77 A Va2 EE
ELET,

ATy 714

interface interface-id

Example:

Device (config) # interface
gigabitEthernetl/0/4

a7 4 Xal—va I rANVER
BT 74T7 2 FDOT RLVAEIEE
LET,

ATy 715

no switchport

Example:

B =T A A LA 3E—FIZ
L/i_a—o
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Command or Action

Purpose

Device (config-if)# no switchport

ATv 716

ip address address mask

Example:

Device (config-if)# ip address
10.10.10.1 255.255.255.0

IP7 RLREALA U HE—T 2 ADT A
7 ERELET,

ATv 11

end

Example:

Device (config-if)# end

Rt EXEC £ — RIZRED £,

ATy 718

copy running-config startup-config

Example:

Device (config-if)# end

EE) av74Falb—rar 77y
ANV EFRFLET,

DHCP H—/\Hh 5L 7M4I)LEAXH O

\)

—F939547 > FOBE

Note | (Y3 (2 H—TxfRETERELTA F—T T IHERDHY £F, REFESATVD
A7 4 X2 lb—a YODHCPN—ZADHBEREIZIP T RUAZEID B TRNTIZIN,

Procedure
Command or Action Purpose

R 71 |configureterminal Ta— ) ar7Z 4 X¥al—a
Example: T FEBLET,
Device# configure terminal

AT 72 |boot host dhcp RESNTWSary 7 4 Fal— gy
Example: THEREEZA F—7 M LET,
Device (conf) # boot host dhcp
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Command or Action

Purpose

ATvT3

boot host retry timeout timeout-value

Example:

Device (conf) # boot host retry timeout
300

(FE) AT LN ary 7 4 Falb—
vary ZyrANEL T a—RLED
LT LR ERELET,

Note BA LT T NERBRE LR
& VAT MTEHIRIC
DHCP #—/"\/ 5 IP 7 R L
AEWHLELO ELET,

ATv74

banner config-save ~ C warning-message
"C

Example:

Device (conf) # banner config-save ~C
Caution - Saving Configuration File
to NVRAM May Cause You to No longer
Automatically Download Configuration
Files at Reboot”C

(FE) a7 4Fal—yary 7y
A)V% NVRAM IZIRFFL LD T 5 &
ZWIRREINDEEA v =V % ER L
£7,

ATy TH

end

Example:

Device (config-if)# end

HebE EXEC B— NICEY 77,

ATvT6

show boot

Example:

Device# show boot

REZMERLET,

BEHDSVIAD IPFERODFEIEY BT

TDHERATTIE, BEDOAL v FEIEA o H—T =4 A (SVD) ICIPIH#HRAZFETEIV K TS
FFIEZ DWW TCHA L £,

Procedure

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥iME EXEC T— F&E AL £,

e RATU—REASNLET (FEREH
7-5E

o
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Command or Action

Purpose

ATvT2

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

interface vlan vian-id

Example:

Device (config) # interface wvlan 99

AU H—T 2 AT 4 Fal—3
v EB— FEBB LT, IPIERINE D Y
THATWD VLAN 246 E L £3, 1§
TETCE DHEPHIL 1 ~ 4094 T,

ATvT4

ip addr ess ip-address subnet-mask

Example:

Device (config-vlan)# ip address
10.10.10.2 255.255.255.0

IP7 RVALETT Ry b <wR 7% AS)
LET,

ATvTH

exit
Example:

Device (config-vlan) # exit

Jua—n)arZ 4 Xal—rvar
E—RNITRED 9,

ATvT6

ip default-gateway ip-address

Example:

Device (config) # ip default-gateway
10.10.10.1

TN ANTHEBERERE L TVNDH R T A B
Ry TON—BA B —T = A AD IP
T RVAZANDNLES, ZOARA vFIT
IET 74NV M= N = A PREEIINT
WET, TI7ANINTF— R T = A1E, T
INA RAAAL T NHEHIP T KL A%
AL TCWARWIP X7y hEZELE
7T

TI7FN N =T = A BNRESND
&L T AL, BR RDMERE DU EE
DHDHYE— bRy NU—=TITHRTE
=7,

Note IP CL—T 4 7FTHLED
TN REHRE LTS
SN N Ny A
A DEREIIAETT,
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Command or Action Purpose

Note TI7F VT —= R T A D
RERRIZFED N T, T34 A
D CAPWAP [ ZH#EZTTUN
N—T 4 T ENTT 7
ARA VTR RO
AP R—FLET,

A7y 77 |end FHE EXEC T— RIZHE Y £,
Example:

Device (config) # end

Z T 7 8 | show interfaces vlan vian-id FBELIEZVLAN DA v & —T = f A A
Example: T—FAEFRLET,

Device# show interfaces vlan 99

AT 79 |showipredirects Internet Control Message Protocol (ICMP)
Example: UEA LT A=V %FRLET,

Device# show ip redirects

—

TINAADARBE—+,T7y T AT 4Xa2aL—23 2 DERE
WO a TR TXAADAZ— R NT v ar7 4 Xab—a UV EERTLHEICD
WTRIBR L E 97,
VATLAVIA4XAL—V I3V ERAETT OO T FAMILBDIEE
CiscolOS V7 F U =7 i%, T 7 4/ FTconfigtext 7 7 A VEH LT, VAT L a7 4
Fal—TarOfREEM o —2HAEILET, lO7 7/ NVA%2BETLHIZELTEE
9, WREIOEEBIRFIZIZ, EOARID T 7 A VNG HrAEINE T,
Before you begin

TDORARTTIIAR L RTa Ly OF A A AEFERLET,

Procedure
Command or Action Purpose

ATy 71 |enable K#HE EXEC T— RE AT LE T,
Example:
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Command or Action Purpose
N c RAU—REASLET (ERsn
evice en. e f:i}%é\ .

ATvT2

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATv73

boot flash:/file-url

Example:

Device (config) # boot flash:config.text]

WIEIDEEFIZ G AT T T 4 F =
L—yay 77AN0ERELET,

sfileurl : A2 (T4 L7 FY) B&
Nary 7 4FXz2lb—rary 774
Yz

T T ANBBIOT AL M4
T, RCFENLFEEBILET,

ATvT4

end

Example:

Device (config) # end

HbE EXEC E— FIZREY £,

ATvT5

show boot

Example:

Device# show boot

BOOTERIEAMDONE (REINTWD
%4) . CONFIG FILE BREA¥IC k-
THRESRTW a7 /X2l —v3
v 77 A NDOA4TH, B EOVBOOTLDR
BREABONEEZRLET,

shoot 7 m— )L 27 4 F a2 b—
Varavwr RiZkoT,
CONFIG_FILE BREEZEE DR ENLE
HInET,

ATvT6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) av 74 X2l —var 77
ANVIETEERE LET,

AAYFDFHIZKLSHEE
AA v FIET 7 40 b THEIRIZES) L E 92

B

 FHTEBTLIROICRETHILHTEE
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Before you begin

TDODRARATDAR L RTuy A, vFEMEHLET,

Procedure

214 v7oFHickseH [

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—)L a7 4 Falb—g
ET— RZHBELET,

ATvT2

boot manual

Example:

Device (config) # boot manual

WRIOFEENEZ, A A v F %2 T2 TEH)
T&E5LXHCLET,

ATvT3

end

Example:

Device (config) # end

HrbE EXEC E— RNIZEREY 97,

ATvT4

show boot

Example:

Device# show boot

AN EMERB LTS,

boot manual 7' v —/ )L a< 2 K,
MANUAL BOOT BRIEAER D & & & B
LET,

WAl AT N FEE) L7 BRI, A
Ay FIIT—he—% = RIZRY,
T—ha—&E—RKThHsZ &) switch:
Ta 7 ML URSET, VAT
Lz L@ 521X, boot
filesystem:/ffileurl 7— hu—% a3~ R
EEHLET,
o filesystem : A7 AR—KDT7 T v
o TN, A flash: A L %
7

Switch: boot flash:

sfileurl : A2 (4L 27 FJ) B&
WEBY A e/ A A — DA RITEFEE
I_/i‘d—o

Tr7ANLBIOT o7 PUAE, K
WF LN TFERERLET,
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Command or Action

Purpose

ATvT5

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR EZRAF L E T,

AR M—=ILE—FTOTNARADT— k

Iz T7 Ry 5—2DA VA =)L
HB—oa<wy FERFENOa~ FEEHALTY 7 a7 Rolr—V% A4 VA= L
T. 777474, a3y hT&ET, ZTOFRAITIE, Y7 b2 T o=k AR
r—/L3 57~ ? install add file activate commit =~ > RO HFEEZRLET,

FIE

ARV RFERERTIVa Y

E]:)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EAIZ L £,
e NMAT—REANLET (FERkEh

758 .

ATy T2

install add filetftp: filename [activate
commit]

1

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin activate
commit

VT 2T A VA R=IL IRy —
VE—bulr—varns (FTP,
HTTP, HTTPs, TETPZ /ML C) T /34
AlZav—L, 77y b7+ —LBLT
A A= R= g VOEMMETF = v 7
EFEITL., V7 NUT RNy r—U%
TIT AT, FONRyr—UEEE
BV —RNLTbHRrsns Lo LE
R

Zoavy RiE, bin 7 7 A /L Off
BoayR—xv FeY 78y r—
& packages.conf 7 7 A /LT fhHY
LET,

Zoavy ROFETH
Jer—RLET,

(2T /31 A%

ATvT3

exit
1 -

Device# exit

HifE EXEC E— R&#&T L, 2—F—
EXEC £— RIZFEY £,
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BHIOTS LN r—CDER

FIE

#7054 Kvr—onEE |

ARV RFERETOVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B LFET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

install add filetftp: filename
{5

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin

VEeE—hknasr—varnb (FTP,
HTTP, HTTPs, TFTP 2/ L C) T34
AN T NI =2T AV A =)L /Xy
r—=Ykhkav—L, Ty N T F—AhE
ARA=DONR—=T g VOREHMNTF =7
EEITLET,

s ZOa=wr R, bin7 7 A LD
MO R—=H TNy r—
¥ & packages.conf 7 7 A /LZHHH
LET,

ATv73

install activate [auto-abort-timer]

1

Device# install activate

BIMOY 7 v =7 A=)y
=T ET VT4 7L, T AR
n—RNLET,

« VT MU T DEEA VA MV E
RITTDHBEF, Ny =Y 77
AN EIRE LR TSIZE W,

» auto-abort-timer ¥—9Y — K» YV 7
NI =T ARA—=LDT 7T 4 Tk
HEIHIZ m—o"y 7 LT,

HLWARA—=DUNT 7T 4 7o
PR CEEIY A ~—B M) =&
£, install commit =~ K% %
1T DRNCH A ~— ORI GINT=
BA. AV A =T ok X IEH)
BT LET, 70 AR r—
KL, BEioR—T a0y 7 K
TxT A A= TR LET,

ATvT4

install abort
1 -

Device# install abort

UEE) Y7 hU=TA LV AR—1NDT
T4 TLEKT L, BUEDA VA h—
NFNEDRNZFAT L TNz A=V g Z
n—/L Ry 7 LET,
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AU RFERET7TIV3 Y B#
s ZDaAT U RIE, A A—VRT
T 4 TSI TV D IREE T O A ff
TEFET, A A—VBaIv FER
TRBBOGAIFEHTE EH A,
R 7w 75 |install commit Ur— RIS THEHe T 24 %
15“ : %'/f?l/\jz—g«o
Device# install commit e install commit =< > KT, FH LW
A A=V DA A=V EZET LE
T, HEY T HA— bk A4 ~—2HR
Pice s T HEREIOY m—F
B“OER TR SN ET,
2w 76 |install rollback to committed EE) BBlzaIvy P LEA—Y gy
Bl - ICHEHZr— Ny 7 LET,
Device# install rollback to committed
27 77| install remove {filefilesystem filename| | ({E5) KM LOJET 7 7 ¢ 74k
inactive; DT IT=T A LA R—L T7 AL
{5 ZHIBRL 9,
Device# install remove inactive
AT 7 8 |show install summary TIT 4T Ny —VICET AR E
15'] : %i—“ Lij—o
Device# show install summary Zoa<ry FOHEE, FEINT
W5 ingtall <> RIZIS CT&1k
L/\i—g—O
N FILE—FTOT/NA ADESH

FORA ZZBET HI2E. WL OO FERHY £97,

1 2/%. TFTPH— "= 5bin 7 7 A

N A — L TT A A& RENT 5 515 TT, £720X, boot flash:<imagebin> =~ > K7,
boot usbflashO:<imagebin> =2~ FZEH LT, 74 A% 77 v 2F72FUSB7 7 v
NOESEEET L LB TEET,

LU OF A

FIE

. NV RVE— R T TFTP == 553, A& BET 5 HiEE2 R LET,

ARV RFFERERTIVa Y

=)

ATy T

switch:BOOT =<source path of .bin file>
i :

T—=h NI A=ZERELET,
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Yo7 4 i—soya—rozrsa—nEE |

AU RFERETOVa Y

B8

switch:

switch:BO0B=tftp: //10.0.0.2/catk icswe.16.05.01a. S8R kin)

switch:
switch:

ATy T2

boot

1

switch:boot

TNA 2B LET,

ATvT3

show version

EE) A A F—NLENTWNWELA A—
TDONR—T g U ERFLET,

YIRDIT7 A A—2D)A—KDART D 1—)LEFE
SOXAITHE, VT M =TAA—DEHTY B— T3 L 3ITF AL RERET BT

B8

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

758

Ja—nR_) a7 4 F¥alb— g
ET— FEBBLET,

rdoad = v F&MHT 280, 731
ADRTEHFREAX—NT v T a7 4
Fal—va VREFELET,

DWTHA L ET,
FIE
ARV RFERERTIVa Y
AT v 71 |enable
i) :
Device> enable
R 72 | configureterminal
{5
Device# configure terminal
R T w 7 3 | copy running-config startup-config
{1
Device# copy running-config
startup-config
R w 74 |reload in [hh:Jmm [text]

1 -

Device# reload in 12

System configuration has been
modified. Save? [yes/nol: y

FRE L7208, £7130 MR L O
Lz Elc, V7 ho=TnYa—
RENDEIICATV2a— N ERELE
T, Uve— K&, K24 HUWIZFATT
LVERHY ET, HmA255XFT, Y
n— ROHHBEZEECEET,
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ARV RFERETIVa Y

B8

ATy TH

reload at hh: mm [month day | day month]
[text]

1

Device (config) # reload at 14:00

N
7

e = e AL RN
BTHRELET,

GE) a ¥—U—FNzFEHTID
. FALADY AT LY
o v 7 A (Network Time
Protocol (NTP) . /~— K
=T LA — £
FHIT) REINTWVWDY
BT TY, FEE, 7
A ATHRES NI S A L
= HSEFET, Y
b — FAHOF A AT
[FIRFIZAT DD K HICAT
Va—UrrFHiziE, &
TS 2 DR A NTP & [7]
WL TWORERHY F
e

ATvT6

reload cancel
1 -

Device (config) # reload cancel

PRIZ A Y a—Y v 7 &) m— R
EX vy oA LET,

ATy T1

show reload
1 -

show reload

PIRIT A A A Y a—Y) 7Sz
Vu— RIETLEHR, 03—k
MAT TV a—Y T INTNDENEFRR
LT,

— W

T /\

A ADEY F TV TD

=SJLr=a

=% 7€ 151

RDOET v a NITNA Ay BT v TOBRER R LET,

Bl:4 A —=ILE—KTODYI Dz T7T— 7T

—

TAARATLA

ROBITIE, A A= NVE—FTOY 7 bV =2T 7= 7 v 7ORRERLET,

switch: boot flash:packages.conf

Attempting to boot from

[flash:packages.conf]

Located packages.conf

#

validate package: SHA-1 hash:
expected 340D5091:2872A0DD:03E9068C:3FDBECAB:69786462
calculated 340D5091:2872A0DD:03E9068C:3FDBECAB: 69786462
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Image parsed from conf file is cat9k-rpboot.16.05.0la.SPA.pkg
FHHHERHHEHEHEHEEHHEEHEEHERHEEHEEEHEE R

Waiting for 120 seconds for other switches to boot
HEHHEHHHHEHEHEHERHEHEHEEHEHEHERHE AR

Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.5.1a,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48P (X86) processor with 818597K/6147K bytes of memory.
Processor board ID FCW2049G03S
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2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 04:6c:9d:01:3b:80
Motherboard Assembly Number : 73-17956-04
Motherboard Serial Number : FOC20465ABU
Model Revision Number : P4B

Motherboard Revision Number : 04

Model Number : C9300-48P

System Serial Number : FCW2049G03S

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP : Policer rate for all classes will be set to their defaults

Press RETURN to get started!

OB T, RV RLVE—RTOY 7 b =T 77— T v 7 OFERERLET,

switch: boot flash:cat9k_iosxe.16.05.0la.SPA.bin

Attempting to boot from [flash:cat9k iosxe.16.05.0la.SPA.bin]

Located cat9k iosxe.16.05.01a.SPA.bin
B R
Warning: ignoring ROMMON var "BOOT PARAM"

Waiting for 120 seconds for other switches to boot
FHHHHHHHHHEHEHHHHHE AR

Switch number is 3
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.5.1a,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
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GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-24U (X86) processor with 818597K/6147K bytes of memory.
Processor board ID FCW2111GO00X

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

15633392K bytes of USB Flash at usbflashO:.

OK bytes of WebUI ODM Files at webui:.

04:6c:9d:1e:2a:80
73-17954-05

Base Ethernet MAC Address
Motherboard Assembly Number

Motherboard Serial Number : FOC21094MWL
Model Revision Number : PP
Motherboard Revision Number : 05

Model Number : C9300-24U0
System Serial Number : FCW2111G00X

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP : Policer rate for all classes will be set to their defaults

Press RETURN to get started!

Bl BRA A=

KIZ, emergency-ingtall 7' — k2~ ROHHlZ R L ET,

switch: emergency-install tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin
WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: vy
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Starting system recovery
(tftp://210.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin)
Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT_PARAM"
PLATFORM TYPE C9300 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:--:—- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:--:—- 5143k

Validating bundle tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Installing bundle tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....

Verifying bundle tftp://10.10.0.10/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.l6.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg /temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-sipbase.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-sipspa.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is Digitally
Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.0la.SPA.pkg is
Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
C9300-24U platform with 8388608 Kbytes of main memory
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WIS, Y7 bo=T RNor—=y Ty A BT 562" LET,

Device# install add file flash:cat9k iosxe.16.06.02.SPA.bin activate commit
install add_activate_commit: START Mon Oct 30 19:54:51 UTC 2017

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command. [y/n/gly
Building configuration...

[OK]Modified configuration has been saved
*Oct 30 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Oct 30 19:54:55 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.06.02.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.02.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

install add_activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.16.06.02.SPA.pkg
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/n]y
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

--- Starting Commit ---
Performing Commit on all members

*Oct 30 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 19:57:41 rollback timer.sh:
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$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds [1]
Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Oct 30 19:57:48 UTC 2017

Device#
*Oct 30 19:57:48.384: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 19:57:48 install engine.sh:

$INSTALL-5-INSTALL COMPLETED INFO: Completed install one-shot PACKAGE
flash:cat9k iosxe.16.06.02.SPA.bin

Chassis 1 reloading, reason - Reload command

WIZ, YT NUx=T Ny —3 77 A NET /A RZIEBIL7Z% O show install
summary 2~ RO ER L ET,

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.1.0
IMG 16.6.2.0

WIS, BIMLIY T s =T Ny = 77 ANET 7T 4 TALT D62 R LET,

Device# install activate

install activate: START Mon Oct 30 20:14:20 UTC 2017
install activate: Activating PACKAGE

*Oct 30 20:14:21.379: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Oct 30 20:14:21 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install activateFollowing packages shall be
activated:
/flash/cat9k-wlc.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-sipspa.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-sipbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-rpboot.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-rpbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-guestshell.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-espbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
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Removed cat9k-cc_srdriver.16.06.02.SPA.pkg
Removed cat9k-espbase.16.06.02.SPA.pkg
Removed cat9k-guestshell.16.06.02.SPA.pkg
Removed cat9k-rpbase.16.06.02.SPA.pkg
Removed cat9k-rpboot.16.06.02.SPA.pkg
Removed cat9k-sipbase.16.06.02.SPA.pkg
Removed cat9k-sipspa.l16.06.02.SPA.pkg
Removed cat9k-srdriver.16.06.02.SPA.pkg
Removed cat9k-webui.l6.06.02.SPA.pkg
Removed cat9k-wlc.16.06.02.SPA.pkg
New files list:
Added cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-rpboot.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-sipbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-webui.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-wlc.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

*Oct 30 20:15:56.572: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:15:56 rollback timer.sh:

$INSTALL-5-INSTALL AUTO_ ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds

Install will reload the system now!
SUCCESS: install activate Mon Oct 30 20:16:01 UTC 2017

Device#
*Oct 30 20:16:01.935: $IOSXE-5-PLATFORM: Switch 1 RO/0: Oct 30 20:16:01
install engine.sh: $INSTALL-5-INSTALL COMPLETED INFO: Completed install activate PACKAGE

Chassis 1 reloading, reason - Reload command

WITRT O, showingallsummary 2~ R3Y 7 h 7 =7 8y r =P D AT — 2 %
BT VT 47 ThHYaly MRET ERTRT HHHEOHIIHBITT,

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG I 16.6.2.0
IMG U 16.6.1.0
Device#

WO TIL, install commit 2 < > ROFEITHEEZ T LTVET,
Device# install commit

install commit: START Fri Jun 23 21:24:45 IST 2017
install commit: Committing PACKAGE
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--- Starting Commit ---
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
Checking status of Commit on
Commit: Passed on [RO]
Finished Commit

[RO]

SUCCESS: install commit Fri Jun 23 21:24:48 IST 2017

Device#

WOHNL, BEH 70T T bR =Ry =it — Ny 7§ 5 HFEER
LTCWEd,

Device# install rollback to committed
install rollback: START Mon Oct 30 20:53:33 UTC 2017

This operation requires a reload of the system. Do you want to proceed? [y/n]
*Oct 30 20:53:34.713: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:53:34
install engine.sh: %INSTALL-5-INSTALL START INFO: Started install rollback

--- Starting Rollback ---
Performing Rollback on all members
[1] Rollback package(s) on switch 1
--- Starting rollback impact ---
Changes that are part of this rollback

Current rp 0 O rp_boot cat9k-rpboot.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_boot cat9k-rpboot.16.06.02.prd9.SPA.pkg
Replacement: rp 0 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_boot cat9k-rpboot.16.06.02.SPA.pkg

Current : cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 00 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 00 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 1 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 10 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 10 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 10 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 10 0 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 30 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 30 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 40 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 40 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 50 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 50 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 6 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 6 0 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 70 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 70 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
Current cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 80 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 80 cc_spa cat9k-sipspa.16.06.02.prd9.SPA.pkg
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cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
cat9k-sipbase.16.06.02.prd9.SPA.pkg
cat9k-sipspa.l16.06.02.prd9.SPA.pkg
cat9k-espbase.16.06.02.prd9.SPA.pkg
cat9k-espbase.16.06.02.prd9.SPA.pkg
cat9k-guestshell.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-webui.16.06.02.prd9.SPA.pkg
cat9k-wlc.16.06.02.prd9.SPA.pkg
cat9k-srdriver.16.06.02.prd9.SPA.pkg
cat9k-guestshell.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-rpbase.16.06.02.prd9.SPA.pkg
cat9k-webui.16.06.02.prd9.SPA.pkg
cat9k-wlc.16.06.02.prd9.SPA.pkg
cat9k-srdriver.16.06.02.prd9.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-espbase.16.06.02.SPA.pkg
cat9k-espbase.16.06.02.SPA.pkg
cat9k-guestshell.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-webui.16.06.02.SPA.pkg
cat9k-wlc.16.06.02.SPA.pkg
cat9k-srdriver.16.06.02.SPA.pkg
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Replacement: rp 1 0 guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_security cat9k-rpbase.16.06.02.SPA.pkg

Chassis 1 reloading, reason - Reload command

Replacement: rp 1 0 rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 1 0 srdriver cat9k-srdriver.16.06.02.SPA.pkg

Finished rollback impact
[1] Finished Rollback on switch 1
Checking status of Rollback on [1]
Rollback: Passed on [1]
Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Mon Oct 30 20:54:23 UTC 2017

Device#

*Oct 30 20:54:23.576: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:54:23

install engine.sh: $INSTALL-5-INSTALL COMPLETED INFO: Completed install rollback PACKAGE
*Oct 30 20:54:25.416: $STACKMGR-1-RELOAD: Switch 1 RO/0: stack mgr:

Reloading due to reason Reload command Oct 30 20:54:31.615 FP0O/0: $PMAN-5-EXITACTION:
Process manager is exiting: reload fp action requested
Oct 30 20:54

&Iz, install removeinactive =~ > RO HfHlZR L E9,

Device# install remove inactive

install remove: START Mon Oct 30 19:51:48 UTC 2017
Cleaning up unnecessary package files

Scanning boot directory for packages ... done.
Preparing packages list to delete
done.

The following files will be deleted:
[switch 1]:
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-wlc.16.06.02.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 1]:

Deleting file flash:cat9k-cc srdriver.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.l16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.02.SPA.pkg ... done.
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Deleting file flash:cat9k-webui.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.16.06.02.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]

Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Oct 30 19:52:25 UTC 2017
Device#

&Iz, install abort =< > RO %R LET,

Device# install abort

/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
install abort: START Mon Oct 30 20:27:32 UTC 2017

install abort: Abort type PACKAGE subtype NONE smutype NONE

This install abort would require a reload. Do you want to proceed? [y/n]

*Oct 30 20:27:33.189: $INSTALL-5-INSTALL START INFO: Switch 1 R0/0: install engine:
Started install abort
--- Starting Abort ---
Performing Abort on all members
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs is dominica: readonly function
[1] Abort package(s) on switch 1
--- Starting rollback impact ---
Changes that are part of this rollback

Current : rp 00 rp_boot
cat9k-rpboot.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 10 rp_boot
cat9k-rpboot.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Replacement: rp 0 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Current : cc 0 0 cc_srdriver
cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 00 cc
cat9k-sipbase.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 00 cc_spa
cat9k-sipspa.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 1 0 cc _srdriver
cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 cc
cat9k-sipbase.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 cc_spa
cat9k-sipspa.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 0 cc
cat9k-sipbase.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 0 cc_spa

cat9k-sipspa.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
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Current : cc 10 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 2 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 20 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 20 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 3 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 30 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 30 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 4 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 40 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 _082249.SSA.pkg
Current : cc 40 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 5 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 50 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 50 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 6 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 6 0 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 60 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 7 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 70 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 70 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 9 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 90 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 90 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : fp 0 O fp

cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : fp 1 0 fp

cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O guestshell

cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_base

cat9k-rpbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_daemons

cat9k-rpbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_iosd

cat9k-rpbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_security

cat9k-rpbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
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pkg

pkg

pkg

pkg

pkg

pkg

pkg

pkg

Current rp 0 O rp_webui
cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current rp 0 O rp_wlc
cat9k-wlc.BLD POLARIS DEV_ LATEST 20171029 082249.SSA.pkg
Current rp 0 O srdriver
cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current rp 1 0 guestshell
cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp_base
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp_daemons
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp _iosd
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp_security
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp_webui
cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current rp 1 0 rp_wlc
cat9k-wlc.BLD POLARIS DEV_ LATEST 20171029 082249.SSA.pkg
Current rp 1 0 srdriver
cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Replacement: cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 00 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 00 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 1 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 10 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 2 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 2 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 30 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 30 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 40 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 40 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 50 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 50 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 6 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 6 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 70 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 70 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 8 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 8 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 9 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.
Replacement: cc 90 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 90 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: fp 0 0O fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: fp 1 0 fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: rp 0 O guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 0 O rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp _iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_security cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 0 O rp_wlc cat9k-wlc.16.06.02.SPA.pkg
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Replacement: rp 0 O srdriver cat9k-srdriver.16.06.02.SPA.pkg
Replacement: rp 1 0 guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp _iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_security cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 1 0 srdriver cat9k-srdriver.16.06.02.SPA.pkg

Finished rollback impact
[1] Finished Abort on switch 1
Checking status of Abort on [1]
Abort: Passed on [1]
Finished Abort

/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function

[1]: Performing MCU Upgrade Service

/usr/binos/conf/provfunc.sh: line 8792: $1 log file: ambiguous redirect
SUCCESS: MCU Upgrade Service finished

Install will reload the system now!

SUCCESS: install abort Mon Oct 30 20:28:21 UTC 2017

/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function

&Iz, install activate auto-abort-timer =~ > RO EZRLET,

Device# install activate auto-abort-timer 30

install activate: START Mon Oct 30 20:42:28 UTC 2017
install activate: Activating PACKAGE

*Oct 30 20:42:29.149: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:42:29 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install activateFollowing packages shall be
activated:
/flash/cat9k-wlc.16.06.02.prd9.SPA.pkg
/flash/cat9k-webui.16.06.02.prd9.SPA.pkg
/flash/cat9k-srdriver.16.06.02.prd9.SPA.pkg
/flash/cat9k-sipspa.16.06.02.prd9.SPA.pkg
/flash/cat9k-sipbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-rpboot.16.06.02.prd9.SPA.pkg
/flash/cat9k-rpbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-guestshell.16.06.02.prd9.SPA.pkg
/flash/cat9k-espbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--— Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.16.06.02.SPA.pkg
Removed cat9k-espbase.16.06.02.SPA.pkg
Removed cat9k-guestshell.16.06.02.SPA.pkg
Removed cat9k-rpbase.16.06.02.SPA.pkg
Removed cat9k-rpboot.16.06.02.SPA.pkg
Removed cat9k-sipbase.16.06.02.SPA.pkg
Removed cat9k-sipspa.l6.06.02.SPA.pkg
Removed cat9k-srdriver.16.06.02.SPA.pkg
Removed cat9k-webui.1l6.06.02.SPA.pkg
Removed cat9k-wlc.16.06.02.SPA.pkg
New files list:
Added cat9k-cc srdriver.16.06.02.prd9.SPA.pkg
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Added cat9k-espbase.16.06.02.prd9.SPA.pkg
Added cat9k-guestshell.16.06.02.prd9.SPA.pkg
Added cat9k-rpbase.16.06.02.prd9.SPA.pkg
Added cat9k-rpboot.16.06.02.prd9.SPA.pkg
Added cat9k-sipbase.16.06.02.prd9.SPA.pkg
Added cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Added cat9k-srdriver.16.06.02.prd9.SPA.pkg
Added cat9k-webui.1l6.06.02.prd9.SPA.pkg
Added cat9k-wlc.16.06.02.prd9.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

*Oct 30 20:43:39.249: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:43:39 rollback_timer.sh:

$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Install auto abort timer will expire in
1800 seconds

Install will reload the system now!
SUCCESS: install activate Mon Oct 30 20:43:44 UTC 2017

Device#
*Oct 30 20:43:44.615: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:43:44 install engine.sh:

$INSTALL-5-INSTALL_ COMPLETED INFO: Completed install activate PACKAGE
Chassis 1 reloading, reason - Reload command

JILDTT7 AR M—ILDIESR

2Ty

71

FIE

enable
B -

Device> enable

¥i#E EXEC T— F&EAIZ L £,
¢« NRATU—REANLET (EREINLEE)

show install log
1 -

Device# show install log

FRA ZDBEIDEICEITENTZT_RTOY T v T =T A A M= )LEEIC T A5 R A2 For
Li—a—o

Device# show install log

[Olinstall op boot]: START Sun Jun 11 15:01:37 Universal 2017
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Olinstall op_boot]: END SUCCESS Sun Jun 11 15:01:44 Universal 2017
llinstall commit]: START Mon Jun 12 07:27:31 UTC 2017

[

[

[1]install commit (INFO, )]: Releasing transaction lock...

[1] install_commit (CONSOLE, )]: Committing PACKAGE

[remote|install commit]: START Mon Jun 12 07:28:08 UTC 2017

[remote|install commit (INFO, )]: Releasing transaction lock...

[remote|install commit]: END SUCCESS Mon Jun 12 07:28:41 UTC 2017

[1]linstall commit (INFO, )]: [1 2 3]: Performing Commit
SUCCESS: Commit finished

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28:08 UTC 2017
SUCCESS: install commit Mon Jun 12 07:28:41 UTC 2017

[1linstall commit (INFO, )]: Remote output from switch 2

[1]install commit (INFO, )]: install commit: START Mon Jun 12 07:28:12 UTC 2017
SUCCESS: install commit Mon Jun 12 07:28:44 UTC 2017

[1]install commit (INFO, )]: install commit: START Mon Jun 12 07:28:12 UTC 2017

SUCCESS: install commit Mon Jun 12 07:28:45 UTC 2017
[1]install commit]: END SUCCESS Mon Jun 12 07:28:47 UTC 2017

show install summary

1 -

Device# show install summary

FTRTORA L NBIEAZHAGEL=>  (FRU) DA A=Y DN~ gt ZN5ICkET DA
VAN UREBICEET AR AR R LET,

s Za=wy ROMIIE, FITLizingal o~ Rick > THRARY £,

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.2.0

IMG 16.6.1.0

Device#

show install package filesystem: filename
1 -

Device# show install package flash:cat9k iosxe.16.06.01.SPA.bin

BELEY 7 2T A VAL Ror—2 77 A NMIEATHEREFRLET,

Device# show install package flash:cat9k_ iosxe.16.06.01.SPA.bin

Package: cat9k iosxe.16.06.01.SPA.bin
Size: 333806196
Timestamp: Sun Jun 11 14:47:23 2017 UTC
Canonical path: /flash/cat9k iosxe.16.06.01.SPA.bin

Raw disk-file SHAlsum:
5e9ef6edlf7472b35eddd61df300e44bl4b65ecs
Header size: 1000 bytes
Package type: 10002
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Package flags: 0
Header version: 3

Internal package information:
Name: cc_srdriver
BuildTime:
ReleaseDate: Sun-27-Aug-17-09:05
BootArchitecture: none
RouteProcessor: cat9k
Platform: CATO9K
User: mcpre
PackageName: cc_srdriver
Build: BLD V166 THROTTLE LATEST 20170827_090555
CardTypes:

Package is not bootable.
Device#

AT w75 showinstall active
1 -

Device# show install active

TITF 4TI T NI 2T A A = o r—ICBT A2 R R LET,

Device# show install active
[ RO ] Active Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

2T w6 showinstall inactive
1 -

Device# show install inactive

T IT 4 TNy = VI L EREFRLET,

Device# show install inactive

[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.7.1.0
Device#

27w 77 showinstall committed
&1

Device# show install committed

Ay MEBDONy F—=VICET HERE R LET,
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Device# show install committed

[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG C 16.6.1.0
Device#

show install uncommitted

51

Device# show install uncommitted

Ay FSNTWRWANy S —VICET L ER e R LET,

Device# show install uncommitted

[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG U 16.6.2.0
Device#

Bl - T/84 A% DHCP H—/\ & L TERE

Device# configure terminal

Device (config) # ip dhcp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

] : DHCP B8N A A —L 7 v T T— FDETE

Device# configure terminal

Device (config) # ip dhcp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1
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| 120ty b7y TREDEST
B : DHCP H—3h 5B EE X5 v 0— KT 30071 20%% [

Device (dhcp-config) # option 125 hex
0000.0009.0a05.08661.7574.6£69.6e73.7461.6c6c.5£64.686370
Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # tftp-server flash:image name

Device (config) # tftp-server flash:boot-config.text
Device (config) # tftp-server flash: autoinstall dhcp
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

Bl : DHCP H— I\ LB FEEZSF O A— KT 580D T/\4 ADHKRTE

WIZ, VLAN99 LD LA ¥ 3SVIA v F—T oA ARFHL, ESNLTWAEaLr 7 X
L'—313  CDHCP R—ADHIETEE A F—T NMZT D HEOHIZRLET,

Device# configure terminal

Device (config) # boot host dhcp

Device (config) # boot host retry timeout 300

Device (config) # banner config-save ~C Caution - Saving Configuration File to NVRAM May
Cause You to No longer Automatically Download Configuration Files at Reboot”C

Device (config) # vlan 99

Device (config-vlan)# interface wvlan 99

Device (config-if)# no shutdown

Device (config-if)# end

Device# show boot

BOOT path-list:

Config file: flash:/config.text

Private Config file: flash:/private-config.text
Enable Break: no

Manual Boot: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Device#

Bl : VT b9z T7AA—0O)A—KDODRFZa—)25
WIZ, BHOFH TR0, Y7 b7 27231 A2V ua— KT 5621 LE7T,

Device# reload at 19:30

Reload scheduled for 19:30:00 UTC Wed Jun 5 2013 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]

WIZ, RKROARFZIEEL T, Y7 by =T 27 A A2 n— K4 562" LET,

Device# reload at 02:00 jun 20
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FNAZRDEY b7 v TEEOET |
B 7 zxty 7y JoxmIET 2EmiEE

Reload scheduled for 02:00:00 UTC Thu Jun 20 2013 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

TNAREY 7Y TOERITIZEY 2 EMIFEHR

BEE
B&EIE B X=aT7ILEA L
FRAA Y hT v awr KR Command Reference (Catalyst

. . 9300 Series Switches)
J—rp—& a<v R

N R =7 OFRE Cisco Catalyst 9300 2 J — X A
A F N—=RU2TRETA
K

_— S O =, == [ e Il [ Ll E

TINA Ry b7V IJEREDEITICEAT 24 ERERE
WORIZ, ZOFEY 22— Tt T2 EDY UV — 2B L OEEERZ R LET,
I OBEREIX, FRICHIRE SN TWARWRY | MAINTZ Y Y —ALEOTXTOY Y —RAT

fEHCcE £,

J1)y—2 BaE BERETEHR

Cisco I0S XE Everest FNA ZADE Y b IP7 KL RE|Y 2L DHCP D HEFRIE S

165.1a Ty TR BLT A ALy b y TRERFATTE
iﬁ‘o

CiscoFeature Navigator 35 &, 7T v b 74 —ABIRNY 7 b =T A A=V DV R—
MEHRZ R TEZ £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 725 7
7EALET,
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4.
=% =R

R —2FRALEAYR—FS/4EUR

ARV —FFHLIZA~— T4 OME (107 X—)

e ARUL—EHH LA — A4 B U T AIER (108 ~<—320)

AR —FMMH LA~ — I B TOREFE hRa RO —7 7u— (134
~—)

ARV =% LA~ — T A BT A~DOBIT (149 X—2)

ARV —HFHLIEAY— I T DERTTATFTY (177 =—3)

R —FHEH LI A= IA BV T DN T TN 2 —T 4 T (225 =)
ARV —EHHLIEA~— T A BT DEDOMDBEEE (237 X—)

ARV —FMHLIZA~— T AV T OMEEDEIRE (238 X—)

RY—%FRALEAYT— SOV VT DBE

NV =R LAY — I8V TIR, A= I8V U T OYREN—Y 2 T
HY, Xy NI OERHEFW SERNTA AV ) a—va UEE/RTI LV EED
NHYFETN, LA BABIXOWHHL WA NAN—FRU 27BN 7 =T 7R
EEEBLCaAVTIAT UV AMREFEBTH I AV Y a—va U BT EVI B
L ET,

Smart Licensing Using Policy /%, Cisco IOS XE Amsterdam 17.3.2a AfE CHAR— FShvE 7,
ZOYERT A B RAET NAOERFMITROLBY TT,
o« = AL AZRA)) HIE

TA VY AZEL LKL, W 2 XEH T A2 o A2 LRVRY . F—0xf
RO e EOYE(R TIRIISEH Y £ A, CiscoCatalyst 7 7 EA, a7, BIOT 7Y
g VAL v FITIE, BRI T A B 2R T A e AR, B OMREE T
NRAATTSIZRETEET,

* Cisco IOS XE o — &%

CiscolOSXE V7 h U = T B ETTAEF ¥ L N ABLOBEXHAAS —Y Ry hAA v F
T N—T 47 BIXORUAYLAT AL AT, W—Rod S22y AR =R
NH FJ,
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RY—#@EALERAYT—FS1EVR |
B & —2BRLERT—FSMEY LTI 1R

- THME & A

il O AR T B 720Dy —L, TLA MY WL ZE 7,

« AT TAT U AEMERFT D T2 D DFIRREERY LA — b

Cisco Smart Software Manager (CSSM) |ZE.#2 & 72 I XRIBEAIICHEE L TV D0y, SN & D

BEDIRNWR Y hU—Z IR L TV A NI00nb b, iR LR — 47 g &2l
HcExd,

ZD KX =AY FTIL, CiscoCatalyst 7 7 v A, a7, BLXOT /U F—v a3 Af vFTD
RIS —%FHLIEA~Y— b T4V ToME&, RE. BLXO NI TNy a—T 4 71
DOWTII L ET,

VAT T A ADFEHINT OV T, cisco.com/go/licensingguide £ L TL 72 &0y,

R O—ZFALERAY— bSO VTICET H1E
¥

ZDE 7 aTiL, Smart Licensing Using Policy D FRIEEIZE DD LN TE L a L R—F v
M. BERBICRIE T 5 F AR, PAR— PSR, FAR— RSN TRTO MR PO
B O(BEREA FEET 5 X £ X FE /2 1) | Smart Licensing Using Policy 7ML ORRE L E D X H 12
HHET A2 HOWTE L £,

M=

R —%fEHLIA~Y— T4 T, ARV ADSEIERMEEZ Y — L L AT
KR CXABAY T NI =T 5B AEE YY) 2—32 3 TF,

c TAV L ADEEN  BEEDOTF ¥ A0S T A 2 A& L, Cisco Smart Software Manager
(CSSM) AR—Z NV EMHEH L THRA L AZ L RETA BV AEZFRRLET,

\)

GE) RNV —2HHALIEA~—FTIA Y T OEELR#FEIT D
Wi, LA R =T £33V 7 b =7 2330 HBRIC A
=R T AT R ER—F YT H T FOEREREEL ET,
ZHUCEY, A FTRGERFICEEY T HRY — B LUK a—
N (HEEZLLTo® 7 va A& (112 °—2) Tl 21
A=V TEET,

« [ : CiscoCatalyst 7 72 A, a7, BLORT VIV F—va A v F CHEMAARERT
TOIA B AT ENERAL, 2FV, V7 My =T L ZnICEEMIT LTS T
A ADHEMEZBBT DHNIZ, F—DBESAERRED T A o AEAOERIEEZTET T
HUETHY EHAL, TA B AOBERRIIIZ A DAL T L L HITT A AR S
h, MERTU—7 7u—([3HAE T TEET,
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| RUv—2@ERALERT—F54EVR
7—%597v I

TA B ADHEARNE CSSMIZLAR— |k @ T4 B AR LR — Moo A4~
va &M T& £9, Cisco Smart Licensing Utility (CSLU) Z i L. IR H %
CSSM Iz E#EHE L, = ha—F (Cisco DNA Center 72 &) % L. Smart Software
Manager 4> 7L I A (SSMA 7L I R) ZEHALTR|MLE I AEF T LI
TEHTXET, HRRLA—MNIZFL—rFF 2 MO XML ERTY, U Y —2ffiH
FKAELR— O] (225 2—) 2BRLTLIIEEN,

« IR EEERDPEM SN KB A LHEZER L TEDDRLL5E) .

T—FTIF¥
TITIE RV R AL AY— I BV T DERBICED A LN TEXAIESE
R R— MZOWTHHLET,

i A A K A L1, Unique Device Identifier (UDI) (258 - Tilpll S5 v A 2 il O Hi—
A AKR AT,

B RAF AL, TA B AER (RUM LAR— F) ZEE I OMmE L, HRIh
DLHR— MRBEEEREICET L7 7— e VAT ARA vy E— VAL ET, RUM LAK—
MR IOMEARMT — 21, A v A X R RIRFEINE T,

IDORFa A RTIE, MG A U RAZ R 0D HEEIEL, FRICHFELZRWVERD . AR — |
ENTVATRTOYRL L OB A LV AZ L ARELET, 2O RFa A FNOHBEN
WZHDREA LV AZ L AZHONWTIE, AR — bRl (1263—) 2L TLTEEN,

CSLU

Cisco Smart License Utility (CSLU) (%, 7 A B AU —2 7 0 —%42{t7 % Windows < —
ADVHR—=bh2—=T 4 VT 4 TT, ZO2—T 4 VT 4 BNEITT D EERITKRDO LB T
K
e U—r7u—0 M) H—HFEICETEIZA T g R LET, V—2 7 —%, CSLU
R AR AL ST N H—T&EFT,
« BUEA L RZ AN BERIRI LA — FEE L, FOMEARN VR — R 25T 5 A
= hrT I NRNR—=F T AT NI v 7a—RLET, I, THAT T
Ay (Z7ANVEFEH) THLAHETYT, FEIZ, RUM LA —NACKZA > 74 v E7201%
7T TIEL, BA o AF U RTRELET,
o KER T — FHERA CSSMIZEE L, CSSMMHERa— REZELET GENT5848) .

CSLU I%, ROFIETHEIEIZED DL ENTXET,

cCSSM IZHEH SN TWAARZ K7y — )Lt LT CSLU Zff 9 5 72D Windows
TV r—varEA A=V LET,
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B cssm

CSSM

fO—

dl

RY—#@EALERAYT—FS1EVR |

cCSSM M BUIr SN TWARAFX L K7 Y — Lt LT CSLU #3572 Windows
TV r—varvEA A=V LET, ZOF TV arEHATLE . MEMERR
BN T 7 A MZE T m— RER, CSSMIZT v 7r— REnET, T, e
FLTWRWnRry hT—27Z L TWET,

Cisco Smart Software Manager (CSSM) %, —Jtlb SN LT X THOY A2 VY7 MU=
T IA BV AEFEHTE LR —ZNTY, CSSMI, BIEOEMHAZEB L, fPROT AR
B A G 2 72 0 O IR 2 78 3 5 DI B £ 7,

CSSM Web UI (21 https:/software.cisco.com C7 7 7 A C& £7, [License] ¥ 7 T, [Smart
Software Licensing] DV > 7 %27 U v 7 LET,

CSSMIZHEHE CX D I F X E R FEHOVWTE, AR—Frans bAry (1163—Y) Ok
JvaryEZBRLTIEIN

CSSM Tlt, D Z ENTEET,
cN—=F XY LT HU s bEAER, R EEERRT D,
c BUE A VAL L ADRGR b — 7 VERAEREB LOEET 5,
e N—=F ¥ LT BT MHELIFERTA B A TIA B AZEEET D,
« WA U RE A ERE, HIBR, IR TT D,
e N=F X LT AT MIET L LVR—- N 2FTT 5,
BT A—NVIEHMORELETT D,

AT T MEREFRTRT D,

HEOREA VAR RABERTAET SV r—a rERE A,

Cisco Catalyst 7 7 A, a7, BIOT 7 UHF— a AL »F Tid, Cisco DNA Center 734
A—bhapndartn—77T4, aryie—7 arhbe—J2%R—- 580125
A, BEOarbo—F LR A VAL ATRERE/NY 7 N 2T N—V 3 VBT 51
WAERITRLUET,
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£7:3> bA—5DOYR— ~EER : Cisco DNA Center

ssmA>7Lzz [

Smart Licensing Using Policy ~
#1719 5 1-OIZWET Cisco
DNA Center D/ A— 3 21

Cisco IOS XE [C A E iz /I \—
DG

YR— bARERZAA VO RE Y
2

Cisco DNA Center U J — &
222

Cisco IOS XE Amsterdam 17.3.2a

* Cisco Catalyst 9200 2~ U —
A AL v F

« Cisco Catalyst 9300 > U —
A AL v F

* Cisco Catalyst 9400 > U —
R AA T

¢ Cisco Catalyst 9500 >V —
R AL v F

* Cisco Catalyst 9600 >V —
RAAL T

DY R —FCREARRNY T R T A=Y g v, DL, BHCBE ST AR
. HEOTRTOY Y — 2 THFE— MRS NS = & 2Bk LET,

PR LA L RCME RN T N 2T A=V 3 v, DhE, B STV
VIRV . #EOTRTOY Y — 2 THE— PRSI S 2 L A BRLET,

Cisco DNA Center DFERIZ DUV T,
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/series.html [F€35] T
A= FR=UZZHL TITEEN,

SSMA>TLIX

Smart Software Manager 4" 7' L' I X (SSM A > 7' LI X) X, CSSM L HEfT57 &Y b~
F—V X TP, ZAUSLD | CSSMICEEE KT 2 WbV IC, ATV IATRE T A

A TEET,

SSM # > 7'L 2 A C Smart Licensing Using Policy % 3395 7= DIZME/2 Y 7 7 = T /83—
TailonTiE, KEZRLTIES0,
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W=

RY—#@EALERAYT—FS1EVR |

Smart Licensing Using Policy (Z
WHELSSMA L TL I RADEK
VA ERV

CiscoIOS XE [ChE R/ \—
DEVA

YR— b HRERA VRE Y
3

N—T g8 VIJ—2X
202102

Cisco I0S XE Amsterdam 17.3.3

« Cisco Catalyst 9200 >V —
R AL v F

« Cisco Catalyst 9300 >V —
XA v F

* Cisco Catalyst 9400 >/ U —
XA v F

* Cisco Catalyst 9500 >~ U —
A AL v F

* Cisco Catalyst 9600 > U —
R AA v F

3 MBI SSM AL T LI ADEIN—Y 5 v T hE, BHCBE SR TR Y L D
FRTOY U —ATHE— FRREESND = & 2 BHLET,

VIR LA L RCME RN T N =T A=V g v, ZhE, BB ST
WIBD . BEOTRTOY U — 2 THE— FSRESND = L 2B L ET,

SSM 4> 7L I ADFEMZOWVWTIX, VI by =T X a— R—0 Smart Software

Manager On-Prem [J555] # ZR L T Z &0,

CICH—=I NV EEDbEET,

K= A b 7 2FRRTHITIE, dsoA A—

ZITE, RV —FFEHLIEAY— I B T OFEE A OWTEH L9,

SAEURBIT (T TH—RAD ) B4 T
G507 48 A%, 320X A 7OWNTRNIEBLET, EHXA 73, 748 X%

3 2 AN AR DS L E D E D
o NN & 72 132

RMEHZ A o A%, AMBE OB N Z2WRy hT—7 THEHET DI, EE3ER I
F NU— 7 TORGERNARENE L LERFA, 20X IR T A 2O AL,
Ty Ra—H T4 A8 (EULA) [ZHSXFET,

CiscoCatalyst 7 7 A, a7 BIOT V5 —a AL vy FTHMAFERTXTOZ

AT, NEMZ A&
* 36 1)

VAT,

ZOWAXA TIZBTDHTA 2 A, AN LIE T, MLERAGRIIARa—
RFOERTITOI, ST A v AZ RN, VA M=)V T BNERHD £77,
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54 2 Rk EARE

IJIL,\ :

<

sqevzummm ]

HWHIZ A2 A0pE LT, Y AaDpEEMA —Y 2y b AA v F THHFHE7Z2 Media
Redundancy Protocol (MRP) 7 7 A4 7 F 7 A B ANHY 7,

i A 1

ZOWMMAEA TIET DT A & RNKE OB HHNEC X o T A HIBR & 41 CTun

INHDT A AIMEHRNCAEKRNMLETT, ZRH6DT A B ZADOEGES, MLERK
Ba— NE, ST AR A VA E LRI VA =T AMERS Y £, AT,
N—= R 2 TEAOBRIERH H56, WHHH 7 A8 22TV A A N—1LT5Z
ERBHY ET,

WSS A 206 & LTI, A DEED/N—F T ATRER ElER =1k
(HSECK9) A B AH Y £,

i, AL A B ARE BB AR LET, TG0 A4 A, ERRoWTin
DR Z A 7B L, ROHMAZRTT,

KA ZDOTA B AITHEHBRRIZH Y T A,

Network Essentials 33 JX Y Network Advantage 7 A & > A%, Cisco Catalyst 7 7 A, =27
BT 7V F—va A4 v FTHEHTRER KGN T A &2 AOHTT,

cH T2V T gy TABLAIBED AT E THEEITY,

Digital Network Architecture (DNA) Essentials 33 & ' DNA Advantage 7 - £ > A%, Cisco
Catalyst 7 7 A, a7, BXOT 7V F—ra b A v FHERAMRERY T A7) 7 g
v IA B ADEHITT,

Aw—hrTFA4 v VAR a—F (SLAC) (%, @HBEH E/-13@H (=7 4—X) 74
Yo 2DOHAME L Ok H &2 T HE _Liio

SLAC IZ, Cisco Catalyst 77 A, a7, BXOT 7V F—Ta AL v FCTHEMARERT A
TURATIIRED Y FRAD, LRIOTA BV TETANLRY =M LIz A~ — |k
TAR o TET T L= FT5GEE, MADKRIT— FEEDREDTA L ADT
# (SLR) 23&50b LivEH A, SLRAGE = — KNI, Smart Licensing Using Policy ~D 7 > 7

P

)

L— FRIZHAR— S ET,

G¥)

BEfED SLRIZT v 77 L — R8I &£+, T8 OB&ENEH S ARn=o,

RV —%HHLIEAY— oA BV TBRETH LWSLRZERTAHZ LIFTEERA,

BRI & DBEHGIER RNy R T =T NIZW B AT, N 0 IZCSSM ~D 878 L.
CSLUZR LD FARu YN EHEINET,
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- P
SLR &G 21— R OB FIEDFEHIZ W T, 7/77V~FG%N%9)%§%LT<K
SV, SLRAR I — REZIETHEE, AR a— FOHIBREEA (2093—) 2R LT
él/\o

R —

RY —E, Wi o AZ AZRO VAR — P FIEE R L ET,

» License usage report acknowledgement requirement (Reporting ACK required) : 7 1 & > AffiH
PRI LR — FiRm%VT R ERRIEI, FERRISEIT ACK EIEENE S ( TRUM LAR—
FBEXOPVAR— MERINE ] 228) . Zhid, ZORGA AZ U ZAD L R— MICSSM
TR D3 ~g75>k IMEFRET D yes £72ldno DIETT, T 74/ AU —THEIT
lyes] ITRREIILET,

First report requirement (days) : S D LA — ME, Z 2 THE LZHBINICEE SN2
ERHV ET,

ZOENRErDGE, RO LVR— MILEH Y T A,

» Reporting frequency (days) : #&#tD L AR — NI, T 2 THE L7 BIRINICER S b L3R
&) D i‘j‘o
ZOENRE e DG, SHREAZEEINRVERY  DEOLR— MILEH D £
ho

* Report on change (days) : 7 A &2 ZADMAPRUNZEE Sz Baid, 2 2 THIE L 72 B
WIZLAR— ERRESINDMERDH D £,

ZZOENRErDBA, FHRROEFRFO LFR— MILEHY FHA,

OIS R CRVEHAL, EREEMAIHIC LR — MBI, KICRTT SO
SF Y HE, WA YRS S ADTA L AR SERE LTH T | SRE
7.

EENTETA B ADEERE BIDTA B ANDEERT A o ZA0OBIME I
Fraeate) .

e TAB L ADHEERLNG 1 DL EDT A & ADHEE~DBAT,
1 OULEDTA B ADHEENS T A ADHEE R L~DBAT,

)

GE) BUFA L ARZUANTA B AEMEA L TWRWES, R v—DLR— MEE (GO L
AR— FEfE, LAR— MAE, ZEICHTHLER—F) oWnWFnicE e S oERHRESNT
wf%\VﬁHFH%E%Diﬁho
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®uo— |}

R O—FERIZDONT

CSSM i, B A v AR ZIZHEAESNARY —ZRELET, HEOR A THEA I T
HARY—F12720 T, R —LFofi, HHINTWATIA B ARY, &F8F
RERICESWHTVET,

Cisco default ﬂi\ %l:ﬁ':/r VARE A Tﬁ&lﬁﬁﬁﬁfﬁﬁiﬁ?7 7V ]\71—\0 U ‘\/—Tj—o ﬂﬁUDﬂ“f U D
DHEHA SN TOWRWEE, BA VAX U AZZOT 74NV MRY U —E AL ET, KkOE
(£ 8: U > — : Cisco default (115 2—27) ) T, cisco default R Y ¥ —fHZRLET,
BEHKIARY —2RETHZ EIXTEEHE AN, Cisco Global Licensing Operations T — A (2
HWAE LT, DA< A XSINTRY > —%FRTHZ LN TEET, Support Case Manager (2
BE) L %9, [OPENNEW CASE] #7 U v 27 L, [Software Licensing] Z:&IR L £, 71t
VAF—LANE, T at AOBRMEPCENERICONVTHEE N DY £T, WAL XAENTR

Uy —id, CSSMDA~Y— T H T bEHLTHEATLZEHTEET,

\)

GE)

WHINTWARY v— fEAFORY —) LZDOLR— MNEMZERT D21, FHEEXEC
F— R Tshowlicenseall =~ > RZ AN LET,

% 8:7R1) & — : Cisco default

A1) & — : cisco default FTIAIERY —{E

Export (Perpetual/Subscription)

GE) W2 A 70 Tl B
fill] DI RIZD
A S ET,

Reporting ACK required : Yes
First report requirement (days) : 0
Reporting frequency (days) : 0
Report on change (days) : 0

Enforced (Perpetual/Subscription)

GE) WHZ A 705 T
(2 74—A) ] O
T A & RO
SIhET,

Reporting ACK required : Yes
First report requirement (days) : 0
Reporting frequency (days) : 0

Report on change (days) : 0

Unenforced/Non-Export Perpetuali

Reporting ACK required : Yes

First report requirement (days) : 365
Reporting frequency (days) : 0
Report on change (days) : 90
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B R Lt b EU LR RS

RS — : cisco default FIHILERY O —IE

Unenforced/Non-Export Subscription | Reporting ACK required : Yes
First report requirement (days) : 90
Reporting frequency (days) : 90
Report on change (days) : 90

° Unenforced/Non-Export Perpetual D354 : 7 7 4 /L FAR U & —D PO LR — MEM: (365
HUUW) 13, 74 AR Ea—FR0R= R —hb =Ry =7RY 7 by =7 2l
LIeBBICORBEHENET,

RUM L7/R— B LUV LER— FMERLE

EfEa—FK

VY —2HAFRELHR—F RUM LA—F) (X, AU —THEEI N LVAR— b
72372 A VAR ANERT DT A B AEARBLL AR — N T,

SIS (ACK) X CSSM MBDIEETHY . RUM LAR— FD AT —Z AT 5 FHR A2
it FE9,

B A AR ACERAENDRY =2k o T, RO LAR— FEERREDY £,

*RUM L AR— F23 CSSMIZIEESND N E I 0, BIXOZOBEMZHIT -0t S
KB,

*« RUM L7R— R T CSSM 725 DfFEINE (ACK) DSLEENE D Dy,
s TA BV AMEDOEEBRET DO I DR K B,
RUM LR — ML, 1= — FERSL SLAC ERR EOMOERDEESIBHERH Y £, Z

D=8, ZfEL7-RUM LAR— M IDIZHZ T, CSSM 225D ACK IZIT7KR a— K, [EiEa—
F. BEORY S —T7ANDBDEENDZENHY 4,

LiR— F R, DF D CSSM ~D RUM L AR— FDIXEHEX, BETS FFRo ik TR
AN/

A L AH AN RUM LR — MZEBLT A0 A%, UDLIZETEST T S 7= AR
F—, ZHICKY, BHEANBIEEN, F—Z OBEEMEDNHERSNET,

YR—bShd bAROY

ORIV arTiE, RV —FFEHALIEAY—= N IA B UL U T EREST X EIERGE
WHOWTHHALET, & ARePizonC, HEOMBEEZSIL Ty N7 v 7OEERE %
R L, BEFHALIFE (bo5A) 22 LTIEEN,

FROSEBERLB&
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cstu =L essm =iz ]

FREZEIR L%, R —2 LA~ — NI T ORETE : FARa PR
DU—r7 77— (1343—) 2R L LI, 260U —7 7a—, HiFERDA
WCHELET, b0 —r7u—|2L0, bRuYERET RO EHE Rl FIERE
HLET,

BAEDTA v TETANSBITT 8 A1E. R —2H L A~— I/
T ~DBAT WW~~V)%3%LT<Léwo

BMOBRES A7 2 FITT 556 (2RO T7A v AERET HHE. 7 RAErI74+&
VRAEFEHT DS A. ERIEEVEWLAR— MNERERET %) 1T, AU —EFEH L
AR—=hTA RV TDEARATTATTY (1775—V) 2R LTLEE, HITT D01
Wy AFHRERGAICT TR —F&Nd bARe Y] 2L T ZE0,

CSLU %4 L T CSSM [ H&fx

BE .

ZITHE, Ry N7 NOREA A Z 2 AT CSLU | %ﬁéh/C$UiC%Mk@$*
DA =T 2 A ARA 2 M), WihA 27 AL B lFH%Z CSLU (2
VaTHEIITRETEEY, T %WTA&ﬁET%%4VX§VX#%%%E%$%
WAST %L 22 CSLU 2% ET 5 2 &b TE £,

4VX5VX%%@Lh(7//;): iAo AKX AL, CSLU @ REST = RiRA

BT 52 & T, C&Uk@@m%%#biﬁ EEEINDT—X X, RUM LR—
b\kioﬁﬁz R, FfHz— FOERNE TN ET, LEZMRETHBIMIZ RUM LR—
F& CSLUIZEE T2 LIl A v AX U ARFRETEET, Zhud, WA 2220
T 7 4V N DOFETT,

CSLU B#A7GEE (pull BY)  : BUEL A VA X A O RO RS % BRIET 5 7-9I2, CSLU
IZ YANG % ffif§ L 72 NETCONF, RESTCONF, gRPC ®E7 /b, F721Z*A T 1 7 REST API
PEAL TR A AZ L RCH R LET, PAR—bF3INd Y —27 7r—|21E, RUM LAR—
FORLE A AL AINE DFAFE E CSSMA~DE(E, KB I—RKOA A h—)L G —F
DA LVAR—, BIORY o —DHEANREENET,
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CSSM [Z & fzHEkn

RY—#@EALERAYT—FS1EVR |

5: bR : CSLU %4t LT CSSM Z 8%

Connected to CSSM Through CSLU

v N

-~
-

\_Product Instance v

~

N
\_ Product Instance
)

\_ Product Instance

=)

CSSM on Cloud

J
~ Windows or
Linux Host

356791

vy

ZEEIET-(IHREEIE
Fy hT =7 DX T 4R ) —IS U CHEFEZERLET,

ROF|E :

IO MR YEEETAHIZIE, PAREYDOU—2 71— CSLU %47 LT CSSM (2t (135
N—=V) EBRLTLIEI N,

BE .

IO MRaUE, A= T7A BT DOLRION—Y g U CHEATE, R —%fEHAL
A~ — I T ThlERmEYR—FranET,

ZITE, A AZ U AND CSSM D EENOETHTE 2B A ML UE T, EBE
121X, CSSM~DO 3R> b U — 7 B REMENER SN E T, TO%, WA AX VAR ¥
T —UEAZH L, CSSM EBET AI2E. 20 bR P THEMAFGRERIREAS T a ot
NEFEELET CATE2SK) , ®REZIC, BEEAHELT 5I1TE, CSSMOXfIST HA~— T
B NENR=F Y VT HT Y M b= U EERL, Bl A VAX R, VA =T
HMEENRH D T,

WDIFETCSSM LiBET D L H Il A v AX VA ERETEET,
e A< — MEXEZFH LT CSSM L@+ 5,

Aw— MEXEIZ, A<w—h T4t 7 (JSON) A vE—TNHTTPS A vE—U NI
GEN, BEA AKX AL CSSMDB TSNS Z LI K ViBET D5k HETT,
WD A~ — MRIERES TV a v EFHATE £,
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cssmicmizizs [

o« Zv— Mgk TOFETHEH, ®EA VR Z U AIKED A~ — MRk T A LA
P— NURLZFHLET, ZHhiF, V—2r 7u—0k 73 JNRTEBVICHEE
THULERHD FT,

sHTTPS 7 m X %t Lic A~<w— MGk : ZOHETH, WA 2 ¥ A 37 ey
VY —REFEHAHLTTIA B A= EEBE L, &EMIZIZCSSM EEBELET,

* Call Home Z#{# i L C CSSM & @124 5,

CallHome Zfifl 3 5L, EA—N_X—=ZAB LUV Web X—ATHKRVAT LA FD
WHZITAE T, CSSM~D Z Dt 1L, RTDA~— T A4 2o VRE TR
TE, RV —%MFHLIEZAY—F I B 7 THIE kAT £, RO Call
Home REA 7Y a v & & £9,

KAV NI TURT IR ZORHFETIEH, BAA VA AT X —Fy MR
FHCCSSM I LRGSR 2 BN E LET, BN ar R —3rr MIVED
D EH A,

*HTTPS 7R ¥ L2 LIcF A L7 b2 T30 K7 78X 0 ZOHIETE, Bl 2
B UAFA H—F v MEHTY B X 2 %— 3 (Call Home Transport Gateway & 72 (%
HiRD 7 v (Apache 72 L) DWW HLAY) &4 LT CSSM ITHEAHRILE 2 1545
LE7,

6: FARO T : CSSM IZELIEESR:

Directly Connected to CSSM

4 ™

-~

\_Product Instance )

r ™

>

O

kProduct Instancej
p ~ CSSM on Cloud

©

e Product Instance o

A56TI4

ERFBEFIIHESE

CSSMICEAE T DHa1E, A~ — MRE PR SN DX TIE TS, ZOHESEFEHIILIT
WA SET,

« BT BLRBH,
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B - ro—sEnLcessmizis

LD T AL AT, R =% LIA~— T A BV T ~OBITHICERE
EEELET,

« BI{E Call Home Bk LA L CWABERFE LT A B A, R V—%H LI A~—
NIABL T ~OBITRICREEZER LET,

URTIDTFA B ZAETFADOFMT A B ARPHEEINDO T AL A, RY —%fH L~
A<= TA BV U T ~OBITRICGREEZER LET,

BATRICREEZEFTT5I120F, MR Y0U—7 7o—: CSSMIZE##R (1373—Y) O
[BISLA RAE L ADRE] D EEHITELIREXY A TORE] AT a 1528 RL
TLIE&EW,

ROF|E :

IO NRaYERETAICIE, PR YOTU—7 7 a—  CSSM I EEEER: (137 —) &
ZIRLTLEE0,

a2 kO—5 %4 LT CSSM [k

ay b —J &AL TREA VAZ o RAZERT 56, 20 br—F1XCSSMIZ#HEkE L T
CSSM L DT XRTDOBEDA V' H—T A ALY EF, CiscoCatalyst 7 7 A, 27, BX
KT TV = a AL v FOYR—rEND 2 ha—F L, Cisco DNA Center T3,

M=

CiscoDNA Center 32> hr—F & L CHIG A VA2 VA ZEB L TV A GA, i A%
VAXTA v ADME R A RS L, R7F L E 3. Cisco DNA Center 73 RUM L 7R— k%
S L, CSSMIZHE L, BiLA v AX L RIZA VA =)L T 57292 ACK Z i 7225
fA VAR A E D EEBE L E T,

Cisco DNA Center CEI T ZMLENH LT XTORINA VAX AL, TDA 2 _ B D—
MTHLILERDHY, YA MIEIV Y THMLENRH Y £7°, Cisco DNA Center | NETCONF ~
o halEFEHLCREE ey a = r L, fihA VAX AL MERIERE G L
T Lo T, ZHERGHIZT HDIZH-NA A% 2 2 TNETCONF % G0 5 B
HoET,

LaR— N OFEZ #7217~ 91, Cisco DNA Center 13 CSSM 53544 2R o —2 5 L.
KDOLFR—"F T g oL F9,

* Ad hoc reporting : MEIZJSUTT Ry 7 VAR— e MU H—T& £ T,

» Scheduled reporting : 7~V 3 —THRE S#72 LA — MEEE KRS L, Cisco DNA Center (2
KXo THBMIZUE I NET,

)

GE) B A U RAZUANEBUR—FORELERDENC, 7T REy 7 LR— a0 &b 1HE
TTALERNDHY F£7°,
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cswu iz cssm 4 05 I

WAIDOT K& 7 LiR— MZ X D, Cisco DNA Center 1. %%t RUM LA R— c&2 7T v 7o —
RTBUENRSHAT— T I NeRXR—F ¥ LTI hERETEET, BihA A
VADT KRRy 7 ViR— EBR—ELEITINTWRWEAER, @manEd,

Cisco DNA Center Tl&, HaHHHIZ A £ 2D SLAC DA > A h—/L L HIENTX £,
CiscoCatalyst 7 7 £ A, a7 BIXOT 7 V= a AL v FOTXTOMHARERT A &
VAIARBMATA B ATHLED, SLAC DA A M —)L L YIRS ER A

B — NIILEH Y 5 A,

K7:+REY a2 bA—5%N LT CSSMIZiER

Connected to CSSM Through a Controller

- \
-~
-
5

kProduct Instance )

~

=

\_ Product Instance

=

\_ Product Instance v,

/
~ CSSM on Cloud

356792

ZREIEF-(IHESEIE
Z X, Cisco DNA Center ZfEH L CWAIEAICHREIN D h AR P T1,

RDFIE :

IO MR DEREETACL, FPAReYOU—r Ta—: 3y ha—F &2 LT CSSM I
(139 =) BB L TSN,

CSLU & CSSM H» i L1

BE .

2T, B A U AZ AN CSLU EalfE L, LA A X 2 ABRGA O 7213 CSLU B
WROME 2 RET DA T a b £9 (CSLUZA L TCSSMIZHERD bR e ¥ L [AER) |
CSLU & CSSMEDi@ED s 9 —HidA 7 7 A > T, CSLUIZIE, CSSM 5 Ui & iui=€—
RCEVMET A AT a vBd b 7,

cmyaC$MW®Lﬁi BLEHRT 7 ANVDOIEATEZEIN, 774 TR SN
%, WZE > TIECSLU £21XCSSM I T v 7 u— RERFA Ve — RERET,
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B cssv~om@nL. cswnL

X 8: bARO D : CSLUIE CSSM h i BT

CSLU Disconnected from CSSM

. - N
e 4
NG Wind
indows or
\_Product Instance ) Linux Host CSSM on Cloud

~

B
\_ Product Instance
)

\_ Product Instance

v
~

Usage data file

vy

356793

EEFRIEE-(IHREEIE .
L,

ROF|E :

IO MR YERERESTHIL. PR U —27 7o —: CSLU IZ CSSM 2> 581 (140 ~=2—
V) EBRLTLLEE N,

CSSM ~D##ft/x L. CSLUZL

BE .
ZZTIE, RS A A Z AL CSSMITH EICHI &S, ot llae—T 4 U T ¢ £id=

R MDY FW A, TRCOMEE, 77 A ADT v Ta—FEF U n—FL05
AT,
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ssmA>TLszER

B 9: kRO . CSSMADERA L, CSLUEL

No Connectivity to CSSM and No CSLU

' ™
=
-’ L
<. [ D Usage
i i ’ data file
\_ Product Instance CSSM on Cloud
' ™

W Usage ¥ >
@ B "datanle

\ Product Instance p.

egb \
_____ = Usags
E " data file

b Product Instance A

356795

EEZEEFE-IIHESEIE .

ZORRaIE, ®WEA AZARKy NT—T DAL AT A o TRETE RV E T
X2 U7 ¢ BRI L TV ET,
RDFIE -

IO MR YEEET AL, FAREYOU—Y 7 u— : CSSM ~DO#Eki7e L, CSLU 72 L
(143 X—) R LT Z &,

SSMA>JL IREH
BE
SSM A > 7L I RiX, A7 I RITEMSHLD CSSM DYPEIE & U CTHEEET 5 L 9 ICF%EFS
TUVVET,

ZITIE, WAV ARZUANSSM AL T LS RIS, SSM AT LI A CSSM &
DHE—DA LB —T A ARA L MRV ET, SSMA LT LI ADEKEA AKX AL, SSM
Fo T VI AR —ANT U MIAEDRGE R Z#E LT, CSSMANDO/NSI—F % L7 7
7 RNEMH LT CSSM IZIBET A ME N H Y £,

I A VARV AREHTATHIZSSM A LI AR EETAES. SSM AL 7L I AT
MERERE T v a2 T DL CRGA LV AZ U RAEBRETEET, 20k, RETREZRHEE
THRIGLA VA F AN DML IRERE TN T HIIICSSM AV T LI REHRETDHIEHLT
%iﬁ_o

e BN A LR E U AMEEEGE (FPyva) RSV REZ U RTISSM AL AD
REST=Y RiRA Vv "8 52 L TSSMA L 7L I ZAO\MEZHBLET, EHEEN
57 =221, RUM LAR— h, BLOKRa— K, FEHa—F, AU r—0BRPFE
nEJ,
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RY—#@EALERAYT—FS1EVR |

ZOFE—FRTO®R[A L AZ L ZAE SSM AL T LI ABOBEOA T a v
e MEIZISUTC, CLIZ~y FZH L TSSMA > 7L I RERE 7 v =2 LET,

e A a— )L ENTHEE TCRUM LR — F 2 SSMA > 7L I AIZHBHIZEET DI
I, CLIa~> R&EHEHAL, LAR—MEEEZRELET,

SSMA v 7 L I ABASRALEE (L) B A R E U ANE DOEROTSZBMGT 51
X, SSM F > 7L 3 2T NETCONF, RESTCONF, ¥ X%k A 5 4 7 ® REST APl 4~
varvEMHL TGS AT RAEE R LET, VRSN DHT—7 T u—|TiE,
RUM L 7R— OB A A X A S D E CSSM~DEE, KRB a— RDA A h—
N, BfEia— RO A=, BLOR) >—0@EHAREENE T,

ZOEFE—RTOME A L AH A E SSM AT LI ABOBEDE T 3
s MG LT (FrT=2 RT) | 1 DU EOBLA VAKX 2Bl RR UG S &
I L £,
« AV a— )L ENTHEETLIOU EORIELA VA X 2 20 BAE AR IUT A INE L E
‘j‘o

SSMA V7L ATIE, LR— MERAEINA VAX U ADT 74V bR —IZREINE
T, ZAUFEFETEETA, L0EZC (IVEVHERET) LAR— FE{ERT D0, Eoi3E
FRRERERII D A X LRY) v —% A A =)L TEFE T,

SSM A > 7L I ATHERRMWIMEHTE 5 L5127 -725, RUMRBTCSSM &REL T,
BN VAR A, AR, BEOT A B A FERPE RS CSSM & SSM 4 v
VIADWGFERIUTHDZ 2R LET, SSM A7 LI X & CSSM DRI D[R
WA 7 ary: Ty abt7LE—ROEE
e CSSM T7 Rk 7RI Z#EIT L EJ (Cisco ERIFIESNELT) &
cIRELT-HEAIT CSSME DFEIEIZ A7V a—/L LET,

T TTA U THRIESNTWDIEAE LT 7 A /L& U TCSSM E@fEL, BHEIZE-T
$Mﬁ/7v\zitiC$Mw%7/7m~b¢ém\iti&?/m—bbifo

N

GE) ZoOMKRoYTIE, SSMALF LI AL CSSMBIT2Oo0RR LA T ET, 121%,

a—HNAT H 7 hE CSSM EDRIMITYT, ZDRMIE, SSMA T LI XA AKX AT

CSSM % ik S 5720 TH Y, SSM 4> 7 L I AD [Synchronization] 7 4 ¥ = v h & i L

THEITLET, 2FBIL, CSSM ICEft T 50, FE 77 A vE2Fyoran— KRBT v

02— RTH5ZELEDONTINICED T A AOMARIO CSSM & DRFITT, 148 AD
R E RIS DR, n—B AT Aoy NERPITIMLERDH Y F9,
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ssmA>TLszER

10: bROS : SSMA L TL I REM

SSM On-Prem Deployment

®
\_ Product Instance j\
4 = E Synchronize

(g; > OR “Il.b

____________ CSSM

\_ Product Instance SSM Upload/ Download i
On-Prem : on Cloud
7 X [ i
| 5
® e -

\_ Product Instance

g Usage data file

EREEEIXHREEE .

IO MRaUlE, ROKRRIZEL TWET,
« CSSM & HHEEBERTICA VT U I ATRELA v AX U RAEERT D54,
e BHORY =2 LY, BA VAKX UATTA B AOHERILE VA2 (CSSM) (12
B CERVGE,

cHUSA VAL ANZT XY v TRy NI HNIZHY, Xy U= HE LD LA
Y74 THBETERVES,

Smart Licensing Using Policy @ % 4— k &13HINZ, SSM A 7' LI AD/NN—T 3 8 DEF
SRIFRD LB T,

eI FTF U Rl ODTF U RN ODODAT— KT HT U RENR—F LT T D
NT R LET, SSM AU T LI ZATIEIEROT 2EHTEET, 2Tl SSM
FU T VI RAHET D —INT U FEERLE T, CSSMD A~ —RT v b
ENR—F X LT T FOXT ~OEHEOa—HNT AU hOR—LT v 7, FHHICD
WTIE,  [Cisco Smart Software Manager On-Prem User Guide] [#<5&] @ [About Accounts

and Local Virtual Accounts] Z#ZM L T 72 &0,

Y

GE) CSSMESSMA LT LIADA AR AMOBRIZ, £751%F
1 T,

o« Zr— b 1 A5F 300,000 DELGL A AKX U REFR— N LET,

cEAHME 2 BDSSM AL TS LI AP —NET VT 4 TIAZ LN 75 AZ DR TE
1ITTEET, FEMIOWTIL,  [Cisco Smart Software On-Prem Installation Guidel] [FE5E] D
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RY—#@EALERAYT—FS1EVR |
B v+ ruzus

[ Appendix 4 Managing a High Availability (HA) Cluster in Your System| ZZM L T 72 &
AN

B MEREBIZSSM A LI A0 ary Y — L THR—FENTEBY, LERav R
DFERNZ 2 THE [Cisco Smart Software On-Prem Console Guide] THEZR T& £,

¢« CSSM ~DA v T VL A7 T A VR DA T g

SSM A > 7L I ZDOHIE :

« TA U AEHOREMAZ BN E L7z CSSM & OGN 7 n ¥ v AR— 3T 20
X, =3 8202108 LAED A TY, m—H AT AUy hORMARHET L7 r Xy
OFEAIFY AR — b ETWET, T [Synchronization] 7 4 Y= v FEFEH L THEITX
#U. Smart Licensing Using Policy 23 7R— h S TW5H SSM A 7 L I ZHAY U —Z )
SR EE T,

« SSM A > 7L ABERLEE X, *y FU—2 T L AZH (NAT) ZEDORE A A
B AT R—bFENTWERA, 8L, A > ABRBRGEE 2T 208N H D
F9, IHIT, NATREDRLA L AX AV R — T B72DIZSSM A 7L I A%
FHNCTHMERHY 4, FMlE. 2O MRePoU—r 7o—TitEhET,

RDFIE -

ZOMRRYEFEET LT, PRrYOY =7 T7r— SSM AT LI R (144 N—
V) 2BHLTIEEN,

SSMA U T LI ADBFDON=2 a U DOEBITTOSAIE, Ty 77— FEHEOS 857k
TI7T AT 4 ZETTHMAFNEETY, Smart Llcensmg Using Policy % 7" — F9°% SSM
FrTVIADNA=Y a r~OBT (175 =) 2ZBLTZE0,

HiR— b RE M

DB arTiE, Avma T AOMBEEEICEEND, R V—2HHLEZA~—1+T 4
Yo T Y AR— 95 Cisco IOS-XE A VA X AZHOWTDOERARMAE L 9, 4F
WICHREDRWIRY , B ) =X+ _ToET /v (EEID £721XPID) BN HA— & E
7,

RIHR—FENDZERZA U RE VR - CiscoCatalyst 7O+ A, A7, BLUVTTUHF—Y 3 VRS v F

CiscoCatalyst 7 7 X, a7, & |HR—rHBBAShfzN—Da Y
V7TV —2 3 R4y F

Cisco Catalyst 9200 > U — & A » F | Cisco IOS XE Amsterdam 17.3.2a

Cisco Catalyst 9300 2 U — X 2 A v | Cisco IOS XE Amsterdam 17.3.2a

Cisco Catalyst 9400 > U — & A1 » F | Cisco IOS XE Amsterdam 17.3.2a

Cisco Catalyst 9500 > U — X 2 A v | Cisco IOS XE Amsterdam 17.3.2a
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| RUv—2@ERALERT—F54EVR
towsses omaem [

CiscoCatalyst 7V X, a7, & |HiR—rHABEASIhfzNN—D 3V
VF7INT—avRAyF

Cisco Catalyst 9600 > U — X A1 »» F- | Cisco IOS XE Amsterdam 17.3.2a

fthDBERE & DHEEER

N TRASE) T4

IOk varTiE, R V—EHEA LAY IA B T EYR—- TSV T FU s
TR D g L EEATT A L EIT, AR SN A BEHEEICOVWTHRA L E T, &
OETAEE Y M7 v 7 20 FFa A bORENTT,

19ODT7 75 47, 12OORZNA . BERIOLLEDORA U S—THERSNABTNA ZRAH
4

FTa2T7JVRP Ob— b TaoY) B v T v 12O % —UIZ2DDRP A VA K—)L
SN, IDET 7T 47, I 1DEFARZ A TT,

FaT Ay —ky N7 o7 (HEEHIZES2T) . —FOVY—T 7747, b
I—=FHDY X —UNIAZ R NBY ET,

EFV2TF L=V TD, TaT iy —EFaT7AVRPOEy T v 7L ZZ2TH2O0
VX —VBEBRL, 1 DDy —INIT VT AT RP, b 1ODY ¥ —UIZAK N, RP R
HVFET, TaTNARP EIE, NEHTHD 1 SOV —EFIZBMOY ¥y —VNAZ
SNARP, FHEFHET Y=V —VNAF UL RP DD EEIBELET,

SRRty b7y T TOEEI— FER

VBEREE T — FOHE, UDIOEKIC L - CTRAVES, 777 4 7785 A v A% A,
EAAMEE v 87y T OFTRTOT AL AT 5HRERF L, ACK TRENSTRTO
fEfia—FEA VA= TEET,

SRRty h 7y TTORY) O —EH

Aty Ty AICOREHEND R —EIH Y A, AX U RT ool A
AH U ADYE EFRERIC, B HEE Y T v FIZH 120K Y —DBEBFEL, ZABT
ITA4TWERVET, TIVT 4T DRI —E, By NT YT DRAZ N ET A=
wHINET,

SR Aty b7y T TOERA VRS VX HEE

ok a TR, s EY N7y S TO— R A2 AERE L | LA
HUNRAFINFIA L AN=DBFEOE AN Y N7 v FICBMEN TG D8 A VA R
DOEEIZOWTEB L E

% Cisco Catalyst A v F Cfifi i A fE72 Cisco StackWise Virtual #§FES, DL 5k v N7 v 7 OHITY,
7 Cisco Catalyst A1 » F AL — h T at v PLEMEEM AT Y T v RA— =S PR, 2Ok I Bty b T v F7OHTT,
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usage 2 ¥ K@D H 71T Next ACK deadline 7 4 —/L K& &R
LT, VR—=FBBENEI D, BEOWOYENEfHERL
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TARSIE. RU—FfH LA~ — I T~OBIT (1493—) BB T
<TZEW,

o} o~ - =+=
cAROoOT—%42 7208—: CSLU Z491 L T CSSM [Z#E#k
RIS A A H o ABIMEELEE & CSLUBIMBIE D X H 5 2 FIET 2 0Mn U T, kit b —
HOHX AT Z2FITLET,
o BIELA R Z L ABIRERIEIE DA DX AT

» CSLU B#IBIE D e D X A Y

HEA VR D ARBRBEDBEEDZRY

CSLUDA YR h—IL>CSLU DIREBEHRE RIS VX F D ADERE

1. CSLUDA VX +—JL
Z AT DIATHET : Windows RA b (T v 7 o7 TA7 by 7 Elidfifivr >
(VM) )
[Smart Software Manager] > [Smart Licensing Utility] 7>5 7 7 f v & X U ma— K LET,

AVAR—Ety T v 7OFEMIZOWTIL,  [Cisco Smart License Utility Quick Start
Setup Guide]] ZZM L T E &0,

2. CSLU MIBEBHRTE
X A7 DFELTHAT : CSLU
1. Y Ra~opuZ Ay (CSLUA F—T =4 RA) (177 2—)

2. AR — KT AT "NER—F LT H 7 hO#HE (CSLUA v Z—T x4 &) (178
~_—3)

3. CSLU TOHLFBAMBTELG A 2% o 20BN (CSLUA X —T =4 &) (178 %—
D)
3 HRAVREVADEE
HAYINFATSND LT« Wi A A2 A
1. #BEA R Y  ABIERLRIE O X v b U — 7 BIEAREMEOMR (179 X—)
2. BEEZA TN cduITRESINTND Z L 2R LET,

CSLU 37 7 4 )V DRk X A 7 CF, BlOAT > a & ELEEEIX, 7r—A
Va7 4 ¥ alb— gy F— KTlicensesmart transport cslu =< K& AL F
T, W7 7 A NV~DEHLERAAFLET,
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Device (config)# license smart transport cslu
Device (config)# exit
Device# copy running-config startup-config

3. CSLU O FEEZRELET (1 DER)
A Fa 1

No action required.cslu-local D BB ¥ v F DNS T 4 A B FIZEEE SNz r—
Ih—

ZIZTIHE. DNSERELTHY (R—LP—N"—DIPT RLUARRG A AR

ATERESINTWD) | IRA M cslu-local NCSLUIP 7 RL RlZw v B 7 &

ﬂfwéz/$)ﬁwmsﬁ~ﬂ~’%é%é TN EDOT v a VIFARET
o BB AL AR AL, RA M cslu-local & BEIWIZHHE LE T,

A Ta 2

No action required.cslu-local.<domain> DB 1 X v F DNS T 4 A NN Y FHUTERIE S
A SaFNUSESVAV S S

ZZTIE DNSZHELTHY (=P —="—=DIPT RL A& FAA 8,
A UVAL LV ATRESNTUVD) | cslu-local.<domain> S CSLUIP 7 R L Z|Z
v BT ENTNAHTY NYUMRDNS = R—1Zh b HE, TR EOT 7 v 3
NIARETY, BUSLA AKX AL, WA M4 eslu-local 2 HEIHIICRE L E9,

A F a3
CSLU IZHFED URL X E L £,

Jua—N)L a7 4Fal—3 g F— RTlicensesmart url cslu
http://<cslu_ip_or_host>:8182/cdluivl/pi =~ K& AJJ L £ 9, <cslu ip or host>
\ZI1%, CSLU %A > A h—/L L7z Windows s A hDHEA NERLIP T KL A% AT)
LET, 8182 1FAR— FESTHY ., CSLU BMEHT HME—DR— FFEETT,
Device (config) # license smart url cslu http://192.168.0.1:8182/cslu/vl/pi

Device (config) # exit
Device# copy running-config startup-config

R -

B AR ATRE R T D L. R =it~ T, A7 Y 2 — L SRR YO
RUM L AR— A HEICIEEFE LET, ZORMIOLAR— KL &2, RBEIDSLT, BEHa—
NESRZEGFLET, B RAZ AN fﬁ?ﬁ(’i’b\/)%fu@“éiﬂ%ﬁﬁmu@“é %, FFHE
EXEC “E— KT show licenseall =~ R& AJj L, H/)T next report push: 7 4 —/L KD H

faEmRLET,
CSLU I%. 15#% CSSM ICHEE L, CSSM MR EN D ACK 28N A 2 X v A ZHEE L E
j—o

TA R ADFERIRADNERTE INTHEE, EARATA B AEIELT FEU T4 B ADRE
221 =) ZZHRULLEAR— b ~OEBEHER L T EEV,
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1. CSLUMDA VA b—IL

B A7 DETEAT : Windows A~ (T v vy 7 TR7 by 7 £IMEE~ Y
(VM) )

[Smart Software Manager] > [Smart Licensing Utility] 7°5 7 7 f v & X D ma— K LET,

AR M= EEy NT v T OFEMI OV TIE,  [Cisco Smart License Utility Quick Start
Setup Guidel] ZZMR L T ZxWy,

2. CSLU MIBEBHRTE
X 27 DFELTHAT : CSLU
1. v Ra~our/A4y (CSLUA VH—T A R) (177 =)

2. A — KT AT "NER—F ¥ LT H 7 hO#E (CSLUA v Z—T x4 ) (178
~_—3)

3. CSLU T® CSLU BHAEIIMLE A > 2 2 o ZAD5EM (CSLU A » X2 —7 = A Z) (180
~—)

4. EARB VA — FOUE - CSLU Bt (181 ~—)

3. BEAURRVADETE
B AT WNFEITSNDEGE  BhA Vo AH R
CSLU BRIAF@IE D23 v b U — 7 BiZ a[REME DR (183 ~X—)

HR -

CSLUMSH RUM LAR— MZINE L, CSSMIZEETXA LIV E L, HETHITIE.
CSLU @ [Actions for Selected...] A == —I|{Z# &) L, [Collect Usage] #i#IN L £ ¥, RUM LK —
F2ACSSMIZIEEENFE T, ZORYIOLFR—FE L BT, KBS LT, CSLUILETE=—
R8sk %2 CSSMICIEE LET, CSSM 225 ACK #HUES L., A v A b= D=l A &
HUARTEDIRLET,

TAR L ADFERRUDET INTHER, EATA B AEILT FEU T4 B ADOKE
(221 =) ML LE— b~DOEEEHERL T ZI,

rAROSOT—4 70— : CSSM (- EiEEsE

[Smart Account Set-Up] — [Product Instance Configuration] — [Trust Establishment with CSSM]
1. AX—b+7HD DY TV T
B AT BNFEITEINDHEHT : CSSM Web UL, https://software.cisco.com/

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .


https://software.cisco.com/download/home/286285506/type
https://www.cisco.com/web/software/286327971/154599/CSLU_Quick_Start.pdf
https://www.cisco.com/web/software/286327971/154599/CSLU_Quick_Start.pdf
https://software.cisco.com/

RY—#@EALERAYT—FS1EVR |
B rkosov—5 70— cssmizmsEs

A=K T HU v NEMBERN—=F X VT B h~OY)eT 7 & AMEE Fio—H
0—nNbHZ L EERLET,

2. HBAVRERADEE
B AT INFATSND BT « |l A A HZ R
1. CSSM ~DHILA 2 A X v ZFERFDRIE : CSSM ~DEFORTE (188 ~—)
2. PERHIE LIRSS A TORE (1 DER)
A Favl:
A~— MNEE  EE X A T % smart ICRE L. &G T 5 URL Za%E L E7,

H

HE26E— K23 licensesmart transport smart (Z3% € S 4L TV 585518, licensesmart
url default Zi%E+ %5 &, A~— I URL

(https://smartreceiver.cisco.com/licservice/license) 7% HBIFJICERE SAVE T, FERK
T ANSDERRAFLET,

Device (config) # license smart transport smart
Device (config) # license smart url default
Device (config) # exit

Device# copy running-config startup-config

F7ar2;

HITPS 7u ¥ %/t L CA~—h F TV AR—FERELET, HTTPS V' 2 %
BN LT A~w— MEEOBRE (191 2—) ZZRLTLIEFEN
F7a3;

ALV N7 59 N7 78 AMIZ CallHome —ERAZHELET, ¥ AL 7
K27 5% K7 2782 H® CallHome —E 2D E (1922—) | BB LTL
7P EW,

AV IVE'E

HTTPS 7u X % Liz&Z A4 v 7 b7 Z 7 K7 7t XAHIZ Call Home H—¥E A %
BRELET, HITPSVuXi V=N LAV N T KT 72 AHD
Call Home " —EADRE (195—) | #2R L TLE &,

3. CSSM & DIEEDHEL
B2 WNELTENDEFT : CSSM Web UL, RICHRISLA v R Z R

L FETLZN—F AT AT PIEIZ 1 OO =7 v RERLET, 1 2ON—F ¥
NTAY Y NIET DT X TOREA L AZ RZFL b—2 v EfEHRTEET (CSSM
MOEOEEa— A F—2 v o4k 2123—=2) ) .

2. b rvEFvra—RLEL, B VAV RAEEAI— REA VA =L TE
£T (FEa—FOA A b= 2133—=2) ),

R
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rROSOT—4s 70— avra—3&aLTessmiziEs i

fEHEZMESL LTk, CSSMIZARY v—% K LET, R o—ld, ZONN—=F ¥ LT HhU 2 hD
TRTCOIA AKX AZEEBIINCA VA M=V ENET, R —iF, #EA L AX A
PERRRAELR— 2020, BLOZTOHEELARELET,

FVBHBIC VAR — FEET 2 X IV AR— MEREZEE T 585613, A 22 AT,
Ja—/NL a7 X ab—3 3y E— KT licensesmart usageinterval =2~ > R&F%E L F
To YUH Y7 ADFFERNCONTE, T DY U —ADa<r FU 77 L A Tlicensesmart
(privileged EXEC) =2~ > REZM L T 72 &0,

FTA B AOHERRRDEE SINTZHGEIE, BRTA B AERIET RE T4 v AOEE
(221 =) ZZBRLLA— b ~OmBLZHERL T E,

fRECOT—S 70— a2 bO—5%4 L T CSSM (2
2> hm—7 & LT Cisco DNA Center BB T 21213, ROV —7 7n—z2FRTLET,
UIA  AH U ADFRTE — Cisco DNA Center D% TE
1. HREAVREVADEE
B AT DIFATHAT Wb A AL A
NETCONF % 2hZ L £ 7, Cisco DNA Center X NETCONF 7' h /L& L CikiE %

Tuvrva=r L, ®A AR AP LBERFEREARGLET, LER-T, Zh
ERHITT D8 A A S AT NETCONF Z AT 2 0ERNH Y 4,

FEAMZOWTIE,  [Programmability Configuration Guide, Cisco I0S XE Amsterdam 17.3.xJ] %
ZHLTL &N, ZOHA RO [Model-Driven Programmability | ¢ NETCONF Protocol |
TR L ET,

2. Cisco DNA Center ME&TE
B2 A7 DFELITHFT + Cisco DNA Center GUI

WIZ, FATTHIVEOHDHH AT OMEL RO X2 A N 77 L RAERLE
T, 2O KRF =2 A ML, Cisco DNA Center GUI TEATT 5 MLEN B 5 ZE72 FIEN R
INTHWET,

1. RA=—hrT T FER—F YV T I FERELET,

CSSMWeb Ul ~pa 7 A NERAT 20 LR a7 f 7T vy a A LE
T, ZHUZ X Y. Cisco DNA Center | CSSM & OHEki 2 et T £ 4,

MFR Y VU —RZ (U U —2222LIK) @ [Cisco DNA Center Administrator GuideJ [#%
#&] @ [Manage Licenses] ¢ [Set Up License Manager] ZZM L T 7Z&0,

2. WEHp®IE (L X B A % Cisco DNA Center A > X b UIZBM L TH A MMIED Y
<%,

ZHUT LD, CiscoDNACenter (%, ZERINTWAHIEHELZGLMELRREEZ T v =
L C. Smart Licensing Using Policy 23 AR LB D ITHERET D L 9 I LET,
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VB2 Y Y —2Z (VU —2A222LIK) @ [Cisco DNA Center User Guide] [J%5E] D
[Display Your Network Topology] @ [Assign Devices to a Site] & L T 720,

R -

MRBa UEEEL D, CiscoDNA Center THRAIDT KAy 7 ViR— & M) H—L, A~v—
ENTAT NENR=F AT b, BEROREA VA X RO~ v V0 T HHELT D
FENRHY FF, LFERYU—R (YU —2222LIK) @ [Cisco DNA Center Administrator
GuideJ] [9%55] © [Manage Licenses] @ [Upload Resource Utilization Details to CSSM| % [ L
TLEEY, ZRMRET T 5 &L Cisco DNA Center [F LR — hAR U o — 2SN THkfED L
R— MEAE L £,

ORI o —2MEHFTRE7254 . Cisco DNA Centerld fix VLA — MNEMRAEHERF L £,
ZOMFRIZE VIS (KVEVHERT) fETLORIICORERTEET, LERY U —X
(VU —2222LIK) @ [Cisco DNA Center Administrator Guide [#%5%] @ [Manage Licenses |

@ [Modify License Policy] ZZH L T 7230y,

ZORIZTA B ALV EETD5EA1F, LERY U —X (YU —=2222LF) ® [Cisco
DNA Center Administrator Guide] [€35&] @ [Manage Licenses| @ [Change License Level| %%
BLTSZEN,

cARO<MT—4 28— : CSLU [ CSSM A & iR
R A 2 2 & ABHBETIEIE £ 721X CSLUBRAEALEIE D &b b 0 ka2 FEiEd i L » TR
0 ET, UTFOMIGTHZ AT —EE2FITLET,
o B A R K RABMETNBIE DA DX AT

« CSLU BH#ATUBIE D& D X A7

A VR U AFBREEEDIGENDFIRY

CSLUDA YR b—)L—CSLU DIRFHRE ~HWEA VX2 2 ADF%E— [Download All for Cisco]
& [Upload From Cisco]

1. CSLUDA VR +—JL

A2 DFETHAT : Windows RA ~ (T v by 7 TA7 by £~ v
(VM) )

[Smart Software Manager] > [Smart Licensing Utility] 7> 5 7 7 f V& X U o — K LET,

AR M=l y NT v T OISOV TIE,  [Cisco Smart License Utility Quick Start
Setup Guidel]] ZZH L TSV,

2. CSLU MIBEHRTE
B A7 DOFELTEPT : CSLU

1. CSLU O [Preferences] % 7 C, [Cisco Connectivity] h 7 /VAA v F & A TIZ L ET,
7 4 — K73 [Cisco Is Not Available] (2810 &b £9°,
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FROSOT—4 70— osw i cssm A 5 ]

2. AN—hKT AU RENR—=F Y LT H T FORE (CSLUA X —T x4 A) (178
~Ne—)

3. CSLU TOHLF BB A 2% o 20BN (CSLUA > X —T =4 A) (178 %—
)
3 HRAUREVADEE
B AT NFAT SO « i A A K A
B A AL ABRBERLEE O F v U — 7 BIEEAREMEOMERE (179 ~<—)
WAL S A TN cdU ICRRE STV Z L 2B L £,

CSLU BT 7 4/ b DERE X A 7T, QO T a VERE LIESGEIE, 7 r—n2
Va7 4 X2 b— 3y E— KT licensesmart transport csdu =~ K& AL E
T, W7 7 A NV~DEL A RAFLET,

Device (config) # license smart transport cslu
Device (config) # exit
Device# copy running-config startup-config

3. CSLU OB FiEZ#HEELET (1 OFRN)
oA TFa

|_\

N

No action required.cs1u-1ocal ¥ 1% »F DNS 7 4 A BN U FIIZERE SN2 % —
LY —

2T DNSEZRELTHY (R—LH—"—=DIP7 RLAREGLA A K
ATHREINTND) . BRA M cslu-1ocal ZCSLUIP 7 KL R IZw v B 7 &
NTNWBHZ NUBDNS —R—ihH 256, TNUEOT 7 v a VFARET
j_o ;@u‘?ﬂfr \/7(5 ‘//Wi\ R A }‘% cslu-local %QEJE/J&:@IEH Liﬁ‘o

AT a2

Noactlonrequlred cslu-local.<domain> DY 1 # /%DNST/]’ A BN HICERE S
Nlepr—Lh—"E RAA v

ZIZTEDNSZHRELTHY (R—LH—="=DIPT FLRE RAA pnlly,
A UVAHFVATHEEIILTUWD) | eslu-local.<domain> 7Y CSLUIP 7 KL X (Z
Ty B TENTNDLT Y FYRDNSH—R"—ZhH 256, Thl o7 7 o=
NFIARETT, ®LA AKX U AX, B A N eslu-local Z BEIICHRH L £,

A a3

CSLU (ZHrED URL Zi%E L £7,

Ja—\)L a7 Fal— 3 F— KTlicensesmart url cslu
http://<cslu_ip_or_host>:8182/cslu/vl/pi =~ > K& AJJLEJ, <cslu ip or host>

121X, CSLUZ A » A h—/L L7~ Windows 'R A h DR A RGP T KL A% ATF]
LEd, 81 IFIAR—FESTHY ., CSLUBMEMAT AM—DR— FEETT,

Device (config)# license smart url cslu http://192.168.0.1:8182/cslu/vl/pi
Device (config) # exit
Device# copy running-config startup-config
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4. [Download All for Cisco] & [Upload From Cisco]
227 DFELTYHT « CSLU & CSSM
1. Download All For Cisco (CSLUA ¥ —7 = A A) (182 —)
2. CSSM ~OfE kT —# D7 v 77— K& ACK DX U ra—FK (215 3—)

3. Upload From Cisco (CSLU A > #—7 = A Z) (183 ~—)

R

R A AL A TWEZBGT A &, R =t~ T, A7 Y 2 — /L SN RO
RUM L AR— F 2 HEIICERE LET, CORIDOLAR—FEE BT, BREISLUT, EHa—
REREZEELET, A AL VAR ZOEFEREZVORET D NEHRT DI, FE
EXEC = — KT showlicenseall =~ K& AJ1 L. HJJT Next report push: 7 A4 —/V RO H
fEmERLET,

CSLU i% CSSM 2B Ul S 5728, CSLU DS A 2 A K o 2 BULEE LT AMRILT — &
7 7 AVCRIFT DRERH Y TF, RIZ, Y AHH SN TND Y =7 AT =¥ 3
57 7ANECSSMIZT vy 7 r—FLEY, ZO%, CSSMMHACKz# v run—RLET,
CSLU 3 A b= /b S THRA Y AS V AITE STV DY = AT =2 a v T, 77
AN7% CSLU LT v 7 r— KL%,

FTA B ADERHRNDPET I NG ER, BERATA B AERIEIT FE I A48 ADORE
(221 =) ZZBRLLA— b~OmBZHRL T E,

CSLU AR BIEDIZENZ R Y

CSLUMDA YA b—JL—CSLU DIRIFFBRFE ~HWAEA VA2 2 ADEFRE— [Download All for Cisco]
& [Upload From Cisco]

1. CSLUDA VR +—Ib

B AT DFEITEAT - Windows R A N (T vy TRAZ by £RIME~ Y
(VM) )

[Smart Software Manager] > [Smart Licensing Utility] 7°5 7 7 A V& X U a— R LET,

A VA=Y Ty TOFEMIZ OV TIEL,  [Cisco Smart License Utility Quick Start
Setup Guidel] ZZM L TS 7Z &0y,

2. CSLU MIEEBHRTE
X 27 DFELTHFT « CSLU

1. CSLU O [Preferences] % 7 C., [Cisco Connectivity] b 7 /VAA v T EH A TITLFET,
7 4 —/L KM [Cisco Is Not Available] (281D &b F9°,

2. AR— KT AU RER—F LT H 7 hORE (CSLUA v Z—T =4 ) (178
)
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3. CSLU T® CSLU BHAGTIMLE A > 2 &2 o ZD5EM (CSLU A » 2 —7 = A A) (180
~Ne—)

4. (EAPRYL L AN — F OIS « CSLU Bisn (181 ~—3)

3. HRAVREADEE
BRI DFATHAT  flinA A2 A
CSLU B#ERU@IE DR v b U — 7 BZEATREME DM (183 ~—2)
4. [Download All for Cisco] & [Upload From Cisco]
H A7 DFEFTHAT : CSLU & CSSM
1. Download All For Cisco (CSLU A > X —7 = A A) (182 ~¢—)
2. CSSM ~DfERRNT —# D7 v 7ua— K& ACKDF 7 ra—FR (215 3—)

3. Upload From Cisco (CSLU A ' Z—7 = A A) (183 ~—)

HR

CSLUZ*HRUM LR — R 2R L, CSSMICIHETE 2 L5127 F L7z, LU, [Actions
for Selected] A = = —I|ZF#E L, [Collect Usage] # R L £§, %Y T L5546, LA— MIHME
o — FEDR LR — FER BB ENET

CSLU | CSSM MYl S5 728, CSLU 2L A 2 A & 2 A B IE L 7= R 7 — #
B 7 AMIMBGETLZHERH D T3, RIS, VAITEHRSNTNDT =T AT — 3
577 ANECSSMIZT v 7r—RLET, ZDO%, CSSMAHACKEZX T rr— RLET,
CSLUMNA Y A M — A ENTHMA v AZ L ACEEINTWAY— I A5 —3 3T, 77
ANV%ECSLUIWLT v —RLET,

TA R ADHERRUDETE INTHGEIX, EARATA B AEILT FE U T4 ZADKE
(221 =) ZZMLLFA— b~OFEEHERL T EE,

fARODDT—- 78— : CSSM ADHEfRZ L. CSLUZ L

D IR—=R o b~DERERTET DLIEN 2N, bR UORTEICHLIER T AT DY)
AMIBEL RV ET, 20O MR UEFEELZICHE R RN LA — N EERT 5 HIEI
SWTCIE, U—2r 7a—0EBIZHD HER] 27 a a2 L T EI0,

WALV REVADETE
B AT DFELTHT  BfhA AKX A
kA A T2 A TITRELET,

Ju—)ar7 4¥ab— 3 F— FTlicensesmart transport off =<2 K& AJJ L F
T, W7 7 A N~DEFHREFELET,

Device (config)# license smart transport off
Device (config) # exit
Device# copy running-config startup-config
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R

B A AR AN DT RTOBELENCLET, T/ 2DFEHRNA LR— T 5
IZi%, RUMLAR— & (A RAFZAD) 77 AMHRFEL T B, CSSMIZT v 7 —
RITAVERHDET ([ F—Fy NV AR EINTWAT—T AT —2 3 b
Ty Ta—R)

1. RUM LiR— DA & {RTE

license smart save usage =~ > R34 EXEC E— FTAH L £¥, kOB TiE, T
DO RUM LA R— "B 77 AL all rum.txt T A VAR ADT T vy a AE Y ITETF
ENFET, ZOHFITIE, Z77ANVEETT— T T v U2 lRFES . KRIC TETP OB
iCav—3nxd,

Device# license smart save usage all bootflash:all rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/all rum.txt

2. EARIT —Z % CSSMIZT v Fa— K : CSSM ~DfE kT —Z D7 v Fu— K&
ACK D& a—FR (215 <—3)

3. ACKZ#8lfiA v ARZ L ANZA VA P—)b: WU A AR ZANDT 7 A IVDA A N —
(216 X—)

TA B AOBERRANEL SNSRI, AT AR AELET RV T AORE
(221 =) ZZRL LR — F~ORBEMER L TSN,

crAROSHOD—4- 70— :SSMA > TL I XER
B A AR ABIBRLGEE (v v a) 2FEET D0, 21T SSM A7 L I A BHAAAE
15 () ZEETINCE ST, ST DHXAZOFNEEZFEITLET,

oA VA2 U RAFRBBEBEDSEEDRRY
SSMA 7L IADA LA RN—)L >4 22 ZDBINEMEE GEYT 50k —
B A AH  ZADFRTE — IR O e 9] D[R
1. SSMAVTLIADA VA =)L

B AT DFELTHAT : Cisco UCS C220 M3 7 v 7 H— 72 EO R — N F2 30 B HE
T L TWAB A= R =2 7 _R— 2 DH—3,

Smart Software Manager ¢ [Smart Software Manager On-Prem] 2°6 7 7 A L &Z X 7 — R L
7.

A AR =D~V TITOWTIL,  [Cisco Smart Software On-Prem Installation Guide] &
['Cisco Smart Software On-Prem User Guide] # &M L T 72 &0y,

SSMA > 7L I AZBEB L, SSM A 7L I A THi@E4 2% E L ([Security Widgets] >
[Certificates]) . NTP #— "%Z[EHI L ([Settings] 7 « ¥’ = >  >[Time Settings]) . SSM %
YITVIRT AT MR L THEL, CSSM DAY — KT 7> NEN—F v LT I
vk EJAEM ([Synchronization] 7 4 Y= > F) L7z, A VA M= VRET LET,
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| RUs—#@ERALERT—FS1EVR
ne( 24 o2 pmEEEoBans 2 |

\}

((X)  [On-Prem Licensing Workspace] D7 A & > AEREIX, m—Hh T v hEER L, Bkl
CSSMDA~— T Ao b ERMITHETIIT V—FRIZ2DET, CSSM EDa—A LT
AT FORMNE, SSM AT VI AL U AZ A% CSSMICRBEESE L2 THY | RIC
7~ 4 FRARREORMOREE] TETTHERAKRIORL L FELY FT,

2. BRAURAUAMBMEREE
B AT DETEFT : SSM A7 L3 2 Ul
ZOFIEICELY, BGA L RZ O ARKEIEE N, CSSM DY TAA~— T AU R
N~%%w7ﬁ?/1_v/t/&éMi¢o_mim . ROBEITDOHMNEETT,

e WL A VA H 2 A% CSSM THET HHEIIC, SSMA Y 7 L I A TBEINE X ORHGEET 5
B (B2 U7 4 2MILT5720)

c (TTZANIOR=TN N=F ¥ TAT L MIMAT) B—=H N"=F %)L T
Uy hESSMA YT LI ATHER LIS G, ZORGIE, SSMA T LI x#c%M
DIELWIT A B AT = MR EZRE TE DL 912, SSMA U7 LI R
LSOO —HN R—F )L THIY hOB A VAR ADA~— KT A1 Hﬁ%&
ENR=F X VT ATy MgheRit T 2 0EZR H Y £,

1. A=K T HTURER—=F Y ALTH T FOEY YT (SSMA 7L A2UD (196
~2e)

2. FALZAO/MEE (SSM A7 L2 U (197 ~<—)

Q%
e

GE) B A LV AZ U ANRNAT RTEICHHLE1E. T35 ARGEE AT D & EITNATHED Y
R—FLEMCLET, WHFD NIV AAL FRREILY 4> R2H Y £,

3. BEAVRRVADETE
220 DFEITHFT WA v AZ AL SSM F LI A UL

¥#HE EXEC &— K C copy running-config startup-config =~ > FZ AJJ LT, LA >R
B ADRERR LT HRAEL TIIEE N,

1. 8 A R Z U ZABEENRE DR U — 7 BIEFREM OMEE (198 <X—)
2. FIUAR—=BFURLDOEE (SSMA 7L I A2UD (200 2—)
3. HEX%X A7, URL, BLXOLR— EFEOHFTE 217 <—)

CSLUL SSMA Y T L IAD RN T UV AR— A TREIZIFELCTTR (Fa—L =z
V74X alb—T g F— KO licensesmart transport cslu =< > F) | URL 2873
DET,

4. FERKREDORIDRHA
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B 2s x5 zpmpaEossnszy

B AT DETEF : 8 v AX A SSM 4> 7L 3 A UL, CSSM

1

B A AR A SSM AT LI RALREMLET,

B A 2 A Z 2 AT license smart sync {all | local} =2~ R % F#HE EXEC €— R TA
NLET, LY, SSMAY T LI AL A L AZ ZARE S, RET O
T REZEINET,

Device (config)# license smart sync local

X, SSM AU I A UL THERTEE3, =242 LT, [Smart Licensing] ¥ —
I A=A &I L £, [Inventory] > [SL Using Policy] % 7 \ZBE L £, *fIHT 5
LA U AZ L AD [Alerts] 112, [Usage report from product instance] &9 A v &—
VIRERRENET,

G¥)

R

ERROFIA2 G A A2 U ADBINERFE) ZEITLTWARWEES, 247 RIEEFET
TAHE, BB AL AR ANSSM AL LI AT —H_N— R EMENE T,

il AR A CSSM LRI L 3 (W Tz i) |
A Fvarl:
SSM A > 7L I AN CSSMIZHHE STV DS : SSMA > 7 L 2 A UL D [Smart
Licensing] 7V — 27 A~X— X T, [Reports] > [Usage Schedules] > [Synchronize now with
Cisco] IZBEN L E 7,
A Far2:

SSM A 7L I ZANRCSSM IR SN TWER A, FRRT —Z D=7 ZR—
MeAvAR—F (SSMA7L AU (201 X—) 2L T EEV,

ERRMDOEAAORINZET LE L, 8LV AX AL T Ao ZERIRBE#RD SSM
T TV I RTEREND LTV ELT,

Bt LR — MIX, ROFT T a vBNEENTONET,

UL A VAKX AL SSM AT LI R EDHTT — ¥ # R 5121, RO FNEE FT
Li‘g‘O

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F

c LR— MR EREL T, Bl RAZ AL SSM AL I R EDOBOEH
FH#Z A7 a— N LET, Fa— L a7 4 FXal—3 32 F— KTlicense

smart usageinterval interval_in_days =~ FZ A1 L £ 7,

B AV AZ ARRIZWDDORUM Ll — 2 EET D0 &R 51213, ¥HEEXEC

£— FTshowlicenseall =~ > K& AJjL. H/J®D [Nextreport push:] 7 4 —/L N%&
ﬁﬁﬂth Liﬁ—o

o B 4/29/2k%Mﬁu7v AL DOMTT KRRy 7 £i2134A T~ RO
#1795 121%, licensesmart sync £ EXEC =2~ > K= AJ LT,
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SSMA>TLIRA Ve BmEEEOBa022, |

o ARG A2 CSSM & [R5 121E, RO FIEEZETLE T,

« CSSM & DEBIN 2RI AZ A7 P2 —/L LEd, SSM 4> 7L I A Ul T, [Reports]
> [Usage Schedules] > [Synchronization schedule with Cisco] (& E) L =7, KD HE I #H
EANNL. REFELET,

* [Days] : [FHINFEI TSN DHEEZ R LE T, e 20E 22 ANT5 L. RPN
2 HiIZ 1 EfThiIvET,

s [Time of Day] : 24 FFfEIZRFLIE T, RN TSN LZ 2R L ET, =& 2,
l4hours & Ominutes & AJJ3 5 &, m—h/LH A LY — DF% 28 (1400) I
RN IThILET,

cLR— NCRBERT 7 AANDT v T a— NeF T rn— FEEFLET (AR
F—HDTI AR—FEAUFE=F (SSMALTLIAUD (201 <—2) ),

SSMA VT LIRA VR VABBBEBEDHZEEDNDRRY

SSMA LT LIADA VA =)L > BULA VA2 ZADBIN — 8 A VAX L ZADRE —
15 AR I D e 91 D [ 341

1. SSMAVYTLZADA VAR =)L

H A7 DFELTHIT : Cisco UCS C220 M3 T v 77— 372 EOW RS — X E 21T B0 B
MWL TV A= R =T R_R=2DHP—3,

Smart Software Manager @ [Smart Software Manager On-Prem] 757 7 A V& X 7 m— KL
£

A A= DLW TIE, [Cisco Smart Software On-Prem Installation Guide] &
['Cisco Smart Software On-Prem User Guide] # &M L T 72 &1y,

SSM A7 U I A& L, SSM A 7L I A THEAZHE L ([Security Widgets] >
[Certificates]) . NTP #— %R L ([Settings] 7 « ¥’ = =  >[Time Settings]) . SSM %
YITVIRT AT MEERLTHEEL, CSSM DAY — KT 7Y NEN—=F v LT 7
v k&AM ([Synchronization] 7« Y= F) L7ch, A A F—IN%ET LET,

Y

((¥)  [On-Prem Licensing Workspace] D7 A & > A BEIZ. n—A AT ho o b afER L, BEkL.
CSSMDAS— T H 7w b ERMTL2ETIEI L—RRICRY ET, CSSMEDr—ILT
AU FOREMIE SSM AL T LI AL A2 A% CSSM IR EEL 2O THY . IIZ
7~ 4 ERRKEORMORE] TETTHAERAKTEORBELFELGY FT,

2. BRAUREUAMIEM
B AT DFEITEAT : SSM A7 L3 R Ul
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RY—#@EALERAYT—FS1EVR |
B ssvroiLszqozsoxpmBEEosans Ry

H—pBlfhA v AZ R EBINT 50, £ E8HORSA A F o R BINT 5000
LT, a2 7FIE 1 DL EORIE A 2% 20BN (SSM 4> 7 L 2 A Ul)
(202 X—) ) BEFEITLET,

3. BEAVRRVADETE
B AT IWNFEITSNDEGT : BhA AKX A

¥#HE EXEC &— K C copy running-config startup-config =~ > K& A LT, A A
B UADBRELEREELTIRF L TLIEEN, SSMA VT L ABSRLEEDO X v h U —7
B TR ORElR (203 R—2)

4. FRAKROFEVIDREE
220 DFEITHFT  SSM A7 LI AL CSSM
1L A o RE AP LERRRERERS L ET,

SSM # > 7L I X Ul C, [Reports] > [Synchronization pull schedule] > [Synchronize now
with the device | IZBEI L £7°,

[Alerts] #iZ,  [Usage report from productinstance | & W\9 A v E—IYNERRINET,

EVh FEEAR MY T —SNDETIZ60 N0 £9, EITRNEZF T SH121E. [On-Prem Admin

Workspace] IZF8) L, [SupportCenter] 7V 4 Y= &7 Uy 7 LET, OV 4TV =y MYV

AT ha IR AT RS E T,

2. ARG SREZ CSSM EREALET (I EEER) |
N A VA

SSMA > 7L 2 AN CSSMIZH#EE STV AEEA : SSMA L 7 L 2 A UL D [Smart
Licensing] 7V — 27 A~X— X T, [Reports] > [Usage Schedules] > [Synchronize now with
Cisco] IZBEN L £,

AT a2

SSMA L 7L I ANCSSMIZHERE SN TWERT A, RN T —% D> 7 ZAHR—
ceAVAR—F (SSMA 7L IAUD (201 =) LTI,

HR -

FERRMOBRYORMNET LE Lz, WA o AZ R T A &0 AERRIE HRD SSM
FU TV IRACFREND LRV E L, SSMA VT LI AL ACK 8 A AKX A
WCHENCIR LET, R A R Z AN ACK 225 LTWA Z L 2T 5 I121%. itk

EXEC &— T show licensestatus =~ > N4 AJj L. /)T [Last ACK received] 7 1 —/L F
DA AR LET,

B D LR— M, ROA T a rBREgENTWET,
LA o AL 2 BAERILE®RZ BT 21213, ROFIRZFEITLET,
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R o—%@EALERT— 51 tr oo T~nBi |

* SSM # > 7 L X A Ul @ [Smart Licensing] ¥V — 2 A~X— AT, [Reports] > [Usage
Schedules] > [Synchronize now with Cisco) JIZE®E) L 9,

HEEREL T, ®fhA o 2AZ AN B EREEHNICHIGT 2 L 0ICA YV a—b
LE$, SSM A 7L I A Ul @ [Smart Licensing] V— 27 A-~X—Z T, [Reports] >
[Usage Schedules] > [Synchronisation pull schedule with the devices] {IZF @) L £3, KD
74—V RIEE AT LET,

s [Days] : FIHADRFEAITSNAHEZRLET, 72X 22 ANTH &, RN
2 HiZ 1 BAThOIET,

* [Time of Day] : 24 IFfIRFCIE T, FMWINFEITSINDRR 2R LET, =& 23,
14 hours & 0 minutes & AJJ9° % & % 2 I (1400) (Z[EHINTTHOIVE T,

« CSSMITHEE TN A L A Z U ADBERRR T — 2 2 ELET, SSMA T
L X A Ul @ [Smart Licensing] 7 — 2 A-X—ZC. [Inventory] > [SL Using Policy] % 7
BB LET, HET25F =2y 7Ry 7 AEFNILT, 1 DU LR A 22
A %33R L £ 9, [Actions for Selected...] > [Collect Usage] 2 7 V v 7 L ¥ 9, ®IR L7z
LA Y RAZ L RCHA T VI AR L, AR VAR — P ERELETS, 20
%, ZNOOHEHRN LR —MIA LT VLIZAOR =V T4 T T VIRGFESNE
T INHDOLAR—MI, AT L IARV AR SN TV LI Y A 2|2
ETEET, 2. (URAITEH SN TORWEEIL)  [Export/Import All..]> [Export
Usage to Cisco] #1232 Z & T, AR OINELZFEH TR A—TE £,

o FEAPRILIE 2 CSSM & A4 21213, ROFIEEZFEITLET,

+ CSSM & DEMM 2RI AZ AP 2 — N LET, SSM A7 LI 2 Ul C, [Reports]
> [Usage Schedules] > [Synchronization schedule with Cisco] (Z&E) L £ 97, K OSHEEIEH
AL, RELET,

« [Days] : AN EITENDHELRLET, 22, 22 ANT2 L, FHT
2 HiIZ 1 EATONET,

s [Time of Day] : 24 FFfEIZRFLIE T, RN FATI NS RZ 2R L ET, =& 2,
14 hours & 0 minutes & AJJ9° % & % 2 I (1400) (2[RI THOIVE T,

L= MCBERT A ADT v T u— RE S = KT LET (R
Fes DTy AR R EAVE=F (SSMAVYTLIZAUD (201 =—2) ) ,

R)O—ZFFAHLERAY— M2 TADBIT
RIS —%FH LAY — A T v 7L — R 5121%, AV RAZ L AD
VTR 2TNR=Vay ({ A=) ZYR—FEINTVDER=Ta T v 77 L—FKT5%
VN Y F9,
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RY—#@EALERAYT—FS1EVR |
B & sgmRLERT—FSMEY L AR

I L& BHIIC

R —FFHLIEAY— I T LS TURIDETA B AETADIEXE 2
AIENRED LI ITMBEINEZNEHRET B0, Ty 77 L—FK (12803—Y) okvI v a3
%Z“a—j&) h;}‘ < 71‘; é l/ \o

R —%FHLIZA~— T A7, Cisco I0S XE Amsterdam 17.3.2 TEAINF
L7z, 00, ZABRY) o—%fH LTIz A~— I A4 v TIRIERBYLER N~ g
TR ET,

BATANZERA L T e _RTOIA BV AT, Ty 77— REBEBERATELZ LICERELT
TSV, DFED | BEELTA B RAEHKRBESLTA B R (TRERTA B R EET)
T, FHMhiZA B AT XTBITINE T, BEFEAT A B AL KRFEAT A
AEBATTDRRIE, Ty 77— FEORE (R AR— M2 A TOFREL, CSSM~D
P ORRE, T XTCOFEAT— R) BRFFSND 2D, BITHRIZETT o EFIEN D72 < e
DEF, ZHIZE Y, Smart Licensing Using Policy BREE~DBITN LV A L—X272 0 77,

TN ZFATOLEBT, RV — A LA — I B v F~DOBITTIEYR— b &
NTWERA,

ARAYFIITIEYTT7OT7vTTL—FK

Ty T L= ROFIRIZOWTIEL, fIETHV =2/ —FE2ZRLTIEIN, — ka7
V—REAOBRFEND H5EIEL, S5 TH6V ) —RA )/ —MIGE#HENLTWET, &z
IX. Cisco I0S XE Amsterdam 17.32 27 v 77/ L — F95(Z1%. [Release Notesfor Cisco <~
Z v b7 —24>, Cisco lIOSXE Amsterdam 17.3.x] 25 L T 72 &0,

ZOFEZHEHAL T, 4 A b—/F— FT, 7L In-Service Software Upgrade (ISSU) %
ALYy 7 7L —RT&EET (PFR—FSNTWDLT Ty N7 =B FR—FET
W5 U U —RATHET) ,

Release Notes for Cisco Catalyst 9300 > U — X A A F : https://www.cisco.com/c/en/us/support/
switches/catalyst-9300-series-switches/products-release-notes-list html, [AA v F V7 v =T D
Ty T L—FR] #ZRLTEIN, ISSUIE, 2O U AZ U ATEIR—-FENT
WEHE A,

VIR T7N—3 D7y TIL— K
- bRBRYEEELET,

T T —FREIORECTr 7V AR—bE—RE2HEATELHAF. 777 L— %
%%ﬁéhiToJﬁ74ﬁ/x%\h7/2T~F?47®%ﬁ#ffbﬁw74?/
X%Tww Bl —WMOBEITDIR, T 74k (cshu) BDEASNET, Z0kH

72856 1%. Smart Licensing Using Policy 8855 CEIET 2 X 5 ICERET D AN FEITT 2 L EN
HDBFIEPN ONHEEENRH Y 9,

Ty T T L= FREDI7A b AT VBRI, Ty T L= FRICE R VR LET
%\ij—o

o« T4 AOMRRI E CSSM D[R]
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| RUs—#@ERALERT—FS1EVR
Bl: 2X—FSAEU LI BRY b —%EALERT— S v~ ]

EOTA BV AETANST v 77 L—RT50, EO MRv UEEETL0IER
<, HARAEE#RZ CSSM ERMI LET, ZOHIiE, FETH FARe P Ic@EiAIns
VA= M HRCEI BERH Y £9°, ZORYIOFEEIZ LY . FERROSFOEHRNS
CSSMIZ RS 4L, AL LARY — (EHWEEREGE) DNEHIET, ZORB%IC
BWHENDRY —E, %OV R— ML RLET, ZNHDOL—LET v /T L—
RRBEFZ7 A B ADLAR— MIEZXLEE (130 5—Y) ORIZHERLET,

)

GE)  FERARWOEWMORMNET Lictk, NY v—, FRIEFTVAT A
AyE—UIORENTWVDIGEEIZDIH, LR— SBRMETT,

BT F0sl

SFESERBEOIA BV AETNELETA VL AEREE LEBITY T A0 E R LET, T
RCOVF VAT, BITHI EHBROH W & EET & CSSM Web Ul DA T % (BITOREhE
ZIXBNMT 7 varofror—2E0L7T) R, £, RELRBITHOFIEZEE L TELT
THHELRLET,

)

GE) SSMAYTVLVIARTIEH, T 7 L—FEEOSIEIERT VT 4 BT 4 2FATT DIEFNE
FETT, LEERo>T, ZOTF VA TOHR, FITIER, BITOIEFP/RIINTWET,

Bl : AR— b4 BRYD—FFRALE-AY—FS5M4 €
A
WIZ, A= T4 VT DERY =2 LAY — T4 B U TITBITT D

Cisco Catalyst 9500 21 v FOHlZR LET, ZIUIT 7T 4 7 L AZ A ZETemE ] At
ty Ty T ORITT,

K12 AY— b TA RV ITDERY) = H LAY T ALV T A~ show
o< K

« BAT1% D CSSM Web UL (155 ~<—30)

e BATHDOLR— b (158 2—2)

show =~ > FiZ, BITD (CHEE T REUTOEZER Y 4 —/L N2 L THALET,
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B 5 xc—rs5qtrovrpakyo—£ERALERT—FSMHY YU~

RI1I2:AR—+542 O ThbRYO—FFRALEZRAY— S A2V~ showa T2 K

7y 7T L— KAl

7yvITTL—FK#&

show licensesummary (A<—hrZ7 A7)

status” 4 —/V K & License Authorization 7 A —/b Rz,
Z A & L A2 D T REGISTERED 45 L (X AUTHORIZED & FR7™
SNET,

Device# show license summary

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: SA-Eg-Company-01

Virtual Account: SLE Test

Export-Controlled Functionality: ALLOWED

Last Renewal Attempt: None

Next Renewal Attempt: Mar 21 11:08:58 2021 PST
License Authorization:

Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED

Next Communication Attempt: Oct 22 11:09:07 2020 PST
License Usage:
License

Status

Entitlement tag Count

C9500 Network Advantage (C9500 Network Advantage) 2
AUTHORIZED
C9500-DNA-16X-A
AUTHORIZED

(C9500-16X DNA Advantage) 2

show licensesummary (AR U > —% i L7zA~— KT A
v )

Status 7 A4 —/V RIZ, T4 B RIZDONWT, BEREAB L
OIRRE LTI v useE EFTRENET,

Device# show license summary
License Usage:

License Count Status

network-advantage (C9500 Network Advantage) 2 IN USE
dna-advantage (C9500-16X DNA Advantage) 2 IN USE

Entitlement tag

show licenseusage (A~v—h7 A7)
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Device# show license usage

License Authorization:

Status: AUTHORIZED on Sep 22 11:09:07 2020 PST
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage

Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A

Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

soumbRy—sEALERT— S v v~

Device# show license usage

License Authorization:
Status: Not Applicable
network-advantage (C9500 Network Advantage):
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2 Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

show license status (A<v—h~F A& )

show license status (AR Y > —ZfEH L7z A~—
KAL)

Transport: 7 4 —/V N : HEE DERIE X A T D%
ESNZ=D, Ty 77— Kb ETORTEN
REF SN ET,

Policy:“\y&‘\"tgi%fﬁ AR — T AT bE
T2INR—F Y VT H T P THAZ LR —
PEHCTEET, ZiUIBSA o AZ U RIT
HENWIZA A h—anEd, (FHEHZ M
L7z, CSSMIZARY v—&iRLET, TDHE%,
ZORY —DNHEWIZA A RV I E
7T) .

Usage Reporting: ”\)’ﬁf‘— . Next report push:
74— RiZiE, A R U AR RO RUM
VA= F & CSSMIZIEET 4 4 I v 71220
TOHRBFRSNET,

Trust Code Installed: 7 A —/V R :ID h—7
WIEF IS, FETE 248Hi0° CSSM T
LSz Z & amLET,
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Device# show license status Device# show license status

Smart Licensing is ENABLED Utility:

Utility: Status: DISABLED

Status: DISABLED Smart Licensing Using Policy:

Data Privacy: Status: ENABLED

Sending Hostname: yes Data Privacy:

Callhome hostname privacy: DISABLED Sending Hostname: yes

Smart Licensing hostname privacy: DISABLED Callhome hostname privacy: DISABLED
Version privacy: DISABLED Smart Licensing hostname privacy: DISABLED
Transport:

Type: Callhome Version privacy: DISABLED

Registration: Transport:

Status: REGISTERED Type: Callhome

Smart Account: Eg-SA-01 Policy:

Virtual Account: Eg-VA-01 Policy in use: Merged from multiple sources.
Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Sep 22 11:08:58 2020 PST Reporting ACK required: yes (CISCO default)
Last Renewal Attempt: None Unenforced/Non-Export Perpetual Attributes:
Next Renewal Attempt: Mar 21 11:08:57 2021 PST First report requirement (days): 365 (CISCQ
Registration Expires: Sep 22 11:04:23 2021 PST default)

License Authorization: Reporting frequency (days): O (CISCO
Status: AUTHORIZED on Sep 22 11:09:07 2020 PST default)

Last Communication Attempt: SUCCEEDED on Sep 22 11:09:07 2020 Report on change (days): 90 (CISCO default)
PST

Next Communication Attempt: Oct 22 11:09:06 2020 PST Unenforced/Non-Export Subscription
Communication Deadline: Dec 21 11:04:34 2020 PST Attributes:

Export Authorization Key: First report requirement (days): 90 (CISCOQ
Features Authorized: default)

<none> Reporting frequency (days): 90 (CISCO
Miscellaneus: default)

Custom Id: <empty> Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License

Attributes:
First report requirement (days): 0 (CISCO
default)
Reporting frequency (days): 0 (CISCO
default)

Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License
Attributes:
First report requirement (days): 0 (CISCO
default)
Reporting frequency (days): 0 (CISCO
default)
Report on change (days): 0 (CISCO default)
Miscellaneous:
Custom Id: <empty>
Usage Reporting:
Last ACK received: Sep 22 13:49:38 2020 PST
Next ACK deadline: Dec 21 12:02:21 2020 PST
Reporting push interval: 30 days
Next ACK push check: Sep 22 12:20:34 2020
PST
Next report push: Oct 22 12:05:43 2020 PST
Last report push: Sep 22 12:05:43 2020 PST
Last report file write: <none>
Trust Code Installed:
Active: PID:C9500-16X,SN:FCW2233A52V
INSTALLED on Sep 22 12:02:20 2020 PST
Standby: PID:C9500-16X,SN:FCW2233A5Z2Y
INSTALLED on Sep 22 12:02:20 2020 PST
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show licenseudi (A~—FS A4 7) show licenseudi (A~—hrJ7 A4 L)

ZEET RNy T ThY, oo Ritko
Tty b7 vy 7HNOTTO UDI RERINET,

Device# show license udi Device# show license udi

UDI: PID:C9500-16X,SN:FCW2233A5ZV UDI: PID:C9500-16X,SN:FCW2233A5ZV

HA UDI List: HA UDI List:

Active:PID:C9500-16X, SN:FCW2233A52V Active:PID:C9500-16X, SN:FCW2233A52V

Standby:PID:C9500-16X, SN:FCW2233A572Y Standby:PID:C9500-16X, SN: FCW2233A572Y
#17% D CSSM Web Ul

https://software.cisco.com T CSSM Web Ul iZ & 7' > L. [Smart Software Licensing] & 27 U v 7
L $£9, [Inventory] > [Product Instances] DNEIZEIN L F 97,

A= b TA VU TRETRESNIZTA B AT, B,V AZ U ADRA M4 LI
Name] FlFRESNTWE LT, RV —%HLIZA~— TS B TWT v T 7 L —
KoL, WA AZ L AOUDI LR RSIND LD £5, BITL7-TXTOUDI
NFERENET, ZOHITIE, PID:C9500-16X,SN:FCW2233A5ZV 1 L
PID:C9500-16X,SN:FCW2233A5ZY 7 Z TS L7,

TIT 4TI A AR ZADFEHRI D B SN DT,
PID:C9500-16X,SN:FCW2233A5ZV O [License Usage] (2137 A & > A HABEMMNAE RSN E T,
A B N OFEARDBUTHRE ST, A ¥ 231 D [License Usage] = 7 3 = > {Z1% [NoRecords
Found] & £ REINFET,

WIZT 7T 4 7 OMRRAIMEIND 72D, ZoEafttty N T o707 77 4 7T NER
ENBE. LT T 4 THREIE L VAR ADT A & AFEFERNFR S, R
NHEEIND Lo £,
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R1I1:AR— 5S4tV TMBRY—2FRALEAR—rSA VY UIAN  BITRDT I T4 TEEUVRE
UINABBEAVRE VR
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12: 22— ,SA4 2V VTP ERY S —FFALERT— S4BV U TN POTATHERA VAE VR
TOUDI &S 4 2 RERKR
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B 5rusqtosoonoRys—£EALERT— RS RO LA

BITHROLER—
BILA AHF AL, RY =IO THRD RUM LAR— R & CSSMIZIEE L £,

EVBHBECL AR — FEERT D L0 IV A— MHREAEE T 52551, A v A2 AT
licensesmart usageinterval =~ > RERELET, V¥ v 7 AOFEMIZOWTIX, *HET 5
JY—ADa<>r K 77 L AT licensesmart (global config) =~ > REEML T 7ZE0,

Bl -RTUSA VTR —2FRALEEAY— oMY

A~

Wiz, M RTU) A48 v bR =2 LIEA~— T A BV TITBAT
7% Cisco Catalyst 9300 A1 v FOFIZR LET, JAUXT 7T 4 7 LMD A N—%Fivt
r7 > T ORFITT,

RTU J A &> > 71, CiscolOS XE Fuji 16.8.x & T® Cisco Catalyst 9300, 9400, 33 T*9500
V=X AL T THHTEET, Av— T4 FIX, CiscoI0S XE Fuji 16.9.1 705
WASNHE LTz,

VIR 2T N "—=VarkxE R —EFH LA~ — NIV B AR — N9 5/3—
ValIT T T L= RThHE TRTDTA B ANINUSE & L TEREI, cisco default
RY =D A o AZ CACHEASNET, 7RI ZABMER SN TV LA
Cisco default 78 U =TI 90 A DOFEAMRIL L AR — R A3MEE T, Cisco Catalyst 7 7 &
a7, BROT 7V 5= a AL v FOTXTOITA B RT@EH I 20z (A2 A
TTIERWED) | ERRITER DIV EE A,

¢+ X 13:RTUTA BV IR v—%fFHLTcA~— T A7~ show 2
<R

« BT D CSSM Web UT (161 ~2—73)
cBATHOLAR— b (161 *—)

WOFEIZ, RV —ZFA LAY — T4 B T~DT v 77 L— F#%IZ, show o<
VROBENTTF =y VI REEREERELITH LT 4 — IV RERLET,

RIBRTUS AR O—2FRLEZRAR—rSA 2OV~ showa T2 R

7y 7T L— KAl

TyvITL— &

show licenseright-to-usesummary (RTU 7 A &> > %) |showlicensesummary (ARY v —%fEHA L7 A~— T4

)

TRTOTA B ADBBITEN, INUSEIZR > TWVWET,
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Device# show license right-to-use summary
License Name Type Period left
network-essentials Permanent Lifetime
dna-essentials Subscription CSSM Managed

License Level In Use: network-essentials+dna-essentials
Subscription
License Level on Reboot:

network-essentials+dna-essentials Subscription

Device#show license summary
License Usage:

License Entitlement Tag Count Status|
network-essentials (C9300-24 Network Essen...) 2 IN
USE

dna-essentials (C9300-24 DNA Essentials) 2 IN
USE

network-essentials (C9300-48 Network Essen...) 1 IN
USE

dna-essentials (C9300-48 DNA Essentials) 1 IN
USE

show licenseright-to-useusage (A~—hr 74 v )

showlicenseusage (RN V v —& il L7cA~— T A&
)

TRTDOTA R (IR, Y7227V Tvar) B
IT&EN, FRHDTA B ZTHAE N usElZR > TEY |
H# A W21 Perpetual & Subscription 23D F I,

Enforcement Type 7 o4 —/L FIZ NOT ENFORCED & £/x &
NEJ, (CiscoCatalyst 7 7t A, a7, BLOT /U
F—a VAL FITE, EEE T A ' A0 T A
B RTHBY ERHA)
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Device# show license right-to-use usage
Slot# License Name Type usage-duration(y:m:d) In-Use
EULA

network-essentials Permanent 00:00:00 yes yes
network-essentials Evaluation 00:00:00 no no
network-essentials Subscription 00:00:00 no no
network-advantage Permanent 00:00:00 no no
network-advantage Evaluation 00:00:00 no no
network-advantage Subscription 00:00:00 no no
dna-essentials Evaluation 00:00:00 no no
dna-essentials Subscription 00:00:00 yes yes
dna-advantage Evaluation 00:00:00 no no
dna-advantage Subscription 00:00:00 no no

Slot# License Name Type usage-duration(y:m:d) In-Use

EULA
network-essentials Permanent 00:00:00 yes yes
network-essentials Evaluation 00:00:00 no no
network-essentials Subscription 00:00:00 no no
network-advantage Permanent 00:00:00 no no
network-advantage Evaluation 00:00:00 no no
network-advantage Subscription 00:00:00 no no
dna-essentials Evaluation 00:00:00 no no
dna-essentials Subscription 00:00:00 yes yes
dna-advantage Evaluation 00:00:00 no no
dna-advantage Subscription 00:00:00 no no

Slot# License Name Type usage-duration(y:m:d) In-Use

EULA
3 network-essentials Permanent 00:00:00 yes yes
3 network-essentials Evaluation 00:00:00 no no

3 network-essentials Subscription 00:00:00 no no
3 network-advantage Permanent 00:00:00 no no

3 network-advantage Evaluation 00:00:00 no no

3 network-advantage Subscription 00:00:00 no no
3 dna-essentials Evaluation 00:00:00 no no

3 dna-essentials Subscription 00:00:00 yes yes

3 dna-advantage Evaluation 00:00:00 no no

3 dna-advantage Subscription 00:00:00 no no

RY—#@EALERAYT—FS1EVR |
v~

Device# show license usage

License Authorization:
Status: Not Applicable
network-advantage (C9300-24 Network Advantage) :
Description: C9300-24 Network Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-24 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
dna-advantage (C9300-24 DNA Advantage) :
Description: C9300-24 DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9300-24 DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription
network-advantage (C9300-48 Network Advantage) :
Description: C9300-48 Network Advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-48 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
dna-advantage (C9300-48 DNA Advantage) :
Description: C9300-48 DNA Advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9300-48 DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

show licenseright-to-use (RTU 714 &> )

showlicensestatus (R VU > —&fHL7=mA~— T4
D)

Transport: 7 A —/b RIiZA 712> TWA I ENRFEREN
*9,

Trust Code Installed: 7 4 —/L RIZIE, [EfH=— R A
VAR LENTWARNWI ERFERENET,

Usage Reporting: ’\V?v_@ Next report push: 74—V
RNIZiE, RO RUM LAR— FZ CSSMIZEET 24 A I~
T D E RN ERSNET,
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Device# show license right-to-use Device# show license status
Slot# License Name Type Period left Utility:
———————————————————————————————————————————————————— Status: DISABLED
1 network-essentials Permanent Lifetime Smart Licensing Using Policy:
1 dna-essentials Subscription CSSM Managed Status: ENABLED
———————————————————————————————————————————————————— Data Privacy:
License Level on Reboot: Sending Hostname: yes
network-essentials+dna-essentials Callhome hostname privacy: DISABLED
Subscription Smart Licensing hostname privacy: DISABLED

Version privacy: DISABLED
Slot# License Name Type Period left Transport:
———————————————————————————————————————————————————— Type: Transport Off
2 network-essentials Permanent Lifetime Policy:
2 dna-essentials Subscription CSSM Managed Policy in use: Merged from multiple sources.
———————————————————————————————————————————————————— Reporting ACK required: yes (CISCO default)
License Level on Reboot: Unenforced/Non-Export Perpetual Attributes:
network-essentials+dna-essentials First report requirement (days): 365 (CISCO default)
Subscription

Reporting frequency (days): 0 (CISCO default)

Slot# License Name Type Period left Report on change (days): 90 (CISCO default)
———————————————————————————————————————————————————— Unenforced/Non-Export Subscription Attributes:
3 network-essentials Permanent Lifetime First report requirement (days): 90 (CISCO default)

3 dna-essentials Subscription CSSM Managed
———————————————————————————————————————————————————— Reporting frequency (days): 90 (CISCO default)

License Level on Reboot: Report on change (days): 90 (CISCO default)
network-essentials+dna-essentials Enforced (Perpetual/Subscription) License Attributes:
Subscription

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom Id: <empty>

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Jan 26 10:27:59 2021 PST

Reporting push interval: 20 days

Next ACK push check: <none>

Next report push: Oct 28 10:29:59 2020 PST

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>

#1712 D CSSM Web Ul
CSSM Web U IZZEH TH Y T8 A,

BAHOLHK—

FR-FSHTOS MREPOWTRAZFEEL, LA~ NEFCEAT L0 LET, &
Ke P END PRAY (1165—) BLOKY v— 2l LIz A~— F T (£ Y2 7 DRk
W PERVRIOT =y Tn— (1348—2) 2BELTZE, MATHER LK b
AV B, RET D P ER VIS TRAY £,
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Bl : SLRONSAR) O—FFRALI-AT— MDA

WIZ, FFEDTA B ATH (SLR) ORIV =% LIz A~— T4 ZITBAT
9% Cisco Catalyst 9500 A1 > FDOHIZRLET, ZHUXT 7T 4 T ERZ - A G TeE ]
Mgy N7 v 7 ORITT,

TA ¥ ADOEBRITBEINICI T, KR — FRBITENET, BITE2%ETT520I1C2

PLEOEAEIINE S U F8 A, BITHIZCSSM ~DHEfi7/2 L, CSLUZR L (1229—3) bR
ONEMNCDET, RV —2 AL A~Y— I A2 VBEED SLR &3 a— R
IZOWTIE, EAKBa—F (113 %—2) ZZBLTLIEE N,

e K 14:SIRMOLARV > —2HHLIZA~— I A BT~ show a2~ K
o BT D CSSM Web UT (168 ~2—73)
e BATHDLAR—F (171 =)
show =< NiX, BITORIRICHER T XX TOEER Y — /L REHMH L THAOLET,

RM4:SIRNOSRY V—FFRALI-RAR—FSA Y VT A~ showaT K

7w 7T L— KRl Ty ITTL—F#&
show license summary (SLR) show licensesummary (ARY v —ZFEH LA~ — KT A
Ty

Registration A7 —HX A7 (—/L K& License
Authorization AT —XZ A7 4 —)L NIZ, AL AIZD |status 7 4 —/V RIZ, T4 B RIZDNWT, BERFEAB L
UNC REGISTERED - SPECIFIC LICENSE RESERVATION 33 L TN | OVKFRFEATIEAR< v use ERR-INFET,

AUTHORIZED - RESERVED & Fo/R SALE T,

Device# show license summary Device# show license summary

Smart Licensing is ENABLED License Reservation is ENABLED

License Reservation is ENABLED License Usage:

Registration: License Entitlement tag Count Status

Status: REGISTERED - SPECIFIC LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED |- === ===

License Authorization: network-advantage (C9500 Network Advantage) 2 IN USE|
Status: AUTHORIZED - RESERVED dna-advantage (C9500-16X DNA Advantage) 2 IN USE|

License Usage:

License Entitlement tag Count

Status

C9500 Network Advantage (C9500 Network Advantage) 2
AUTHORIZED
C9500-DNA-16X~-A (C9500-16X DNA Advantage) 2
AUTHORIZED
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show licensereservation (SLR)

showlicenseall (RY > —%HL7A~— T4

)

License Authorizations "™~ & — : TIT 4 TEBIORRZ

USABIE (A K ZADR— A (C9500 Network

Advantage) 7 A B ABLOT KA
(C9500-DNA-16X-A) T A B ANKFED T A & AT

%\ﬁfﬁkgﬂéﬂfl ZEER Liﬁ—o Authorization type:

7 4 —/ L RIZ SPECIFIC INSTALLED & FRENET,

Last Confirmation code: 7 A —/V N : Bu[fMEty b7 v
TDOT VT 4 TRIOAZ R BfL A A H 2 AP SLR
KB — RREFICBITSNTEZ 2R LET,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B s sweookys—z@ERLERT—FS1E Y A

Device# show license reservation
License reservation: ENABLED
Overall status:
Active: PID:C9500-16X,SN:FCW2233A52V
Reservation status: SPECIFIC INSTALLED on Aug 31
10:15:01 2020 PDT
Export-Controlled Functionality: ALLOWED
Last Confirmation code: 4bfbea7f
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Reservation status: SPECIFIC INSTALLED on Aug 31
10:15:01 2020 PDT
Export-Controlled Functionality: ALLOWED
Last Confirmation code: 9394f196
Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Term information:
Active: PID:C9500-16X,SN:FCW2233A52V
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Term information:
Active: PID:C9500-16X,SN:FCW2233A52V
License type: TERM
Start Date: 2020-MAR-17 UTC
End Date: 2021-MAR-17 UTC
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y

RY—#@EALERAYT—FS1EVR |
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Device# show license reservation

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED
Export Authorization Key:
Features Authorized:
<none>
Utility:
Status: DISABLED
Smart Licensing Using Policy:
Status: ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED
Transport:
Type: Transport Off
Miscellaneous:
Custom Id: <empty>
Policy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): O (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Nov 29 10:50:05 2020 PDT

Reporting Interval: 30

Next ACK push check: <none>

Next report push: Aug 31 10:52:05 2020 PDT

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>
License Usage

network-advantage (C9500 Network Advantage):
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
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License type: Perpetual
Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription
Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2
Product Information

UDI: PID:C9500-16X,SN:FCW2233A52V

HA UDI List:
Active:PID:C9500-16X,SN:FCW2233A52V
Standby:PID:C9500-16X, SN: FCW2233A572Y

Agent Version

Smart Agent for Licensing: 5.0.5 rel/42
License Authorizations

Overall status:
Active: PID:C9500-16X,SN:FCW2233A52V
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020
PDT
Last Confirmation code: 4bfbea7f
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020
PDT
Last Confirmation code: 9394£196
Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A57ZV
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A57ZV
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A5ZY
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Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Purchased Licenses:

No Purchase Information Available
Derived Licenses:

Entitlement Tag:
regid.2017-03.com.cisco.advantagek9-Nyquist-C9500,
1.0 f1563759-2e03-4a4c-bec5-5feec525al2c

Entitlement Tag:
regid.2017-07.com.cisco.C9500-DNA-16X-A,

1.0 ef3574d1-156b-486a-864f-9£779ff3eed?

show license status (SLR)

showlicensestatus (R V v —2HHLIZA~— T A&
)

Transport: /\/5’% . Type: lj:\ ;ﬁﬁﬁé?/]’ 70753\%76:%&%
SINTWAZEAERLET,

Usage Reporting:“\ﬂyff‘“ . Next report push:"7ﬂ{‘“/v
RiZ, RORUM LAR— b & CSSMIZT v 7 i— R4 54
ERHLMNE DI, BLOT v 7 —FT 508N H 5D
TV ONZ R LET,
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Device# show license status

Smart Licensing is ENABLED
Utility:
Status: DISABLED
License Reservation is ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy:
Smart Licensing hostname privacy:

DISABLED
DISABLED

Version privacy: DISABLED
Transport:
Type: Callhome
Registration:
Status: REGISTERED - SPECIFIC LICENSE RESERVATION

Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 31 11:07:39
2020 PDT
License Authorization:
Status: AUTHORIZED - RESERVED on Aug 31 10:15:01 2020
PDT
Export Authorization Key:
Features Authorized:
<none>
License type: TERM
Start Date: 2020-MAR-17 UTC
End Date: 2021-MAR-17 UTC
Term Count: 1

RY—#@EALERAYT—FS1EVR |

Device# show license status

Utility:

Status: DISABLED
License Reservation is ENABLED
Data Privacy:

Sending Hostname: yes
Callhome hostname privacy:
Smart Licensing hostname privacy:

Version privacy: DISABLED
Transport:

Type: Transport Off
Policy:

Policy in use: Merged from multiple sources.

Reporting ACK required: yes (CISCO default)

Unenforced/Non-Export Perpetual Attributes:

DISABLED
DISABLED

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)

Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom Id: <empty>
Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Nov 29 10:50:05 2020 PDT

Reporting Interval: 30

Next ACK push check: <none>

Next report push: Aug 31 10:52:05 2020 PDT
Last report push: <none>
Last report file write: <none>

Trust Code Installed: <none>

#1712 D CSSM Web UI

CSSM TIZ., [ProductInstances] ¥ 7 IZEF|IH D /A, HHRHLVF— FBEEZRNTZD,
[Last Contact] #1iZ1% [Reserved Licenses] & FmSiLE 7,

PELRRUMLULAR— BT v 7 a— R,

Reserved Licenses (THIEAT A B A) | D

BEnNsd e, S4B AOERRRNT 77 4 772 PIDBG A V AX LV ADHZRTERRIND &

I F9,
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BITHROLER—

SLRTZ AU RX, T4 AOFERRANPEN LG EICORLVE— N E0EE LET (2
L2, T RA LV IA v A ERESNT-HBEAT 554) . AU ¥ — (showlicensestatus)
IR o TEMPRESND D, EIICET 5 syslog A v =V BRESNET,

BB A AR ALDTRTOWBELTENCLTWDEED, T4 B 2R EZ LAR— |k
TAHIZE. RUM LAR—= 27 7 A VIR FEL TS, CSSMIZT v — RT3 0ERH Y
FT ([ F—FRy NI AR INTNWAT— T AT —arhb 7 vy 7u—R)
1. RUM L R— k DARE & RAF

license smart save usage =~ > K& f## EXEC £— R CTAHN L ET, ROFITIEL, 3T
D RUM LAR— 7 74 )b a1l run.txt CRELA S AZ U ADT T v 2 AE VITRAF
ShET, Vo Z v 7 AOFEMIZONTL, STV —ADav s R 77 L AT
licensesmart (privileged EXEC) 2~ > FZZH L T 7Z 3, ZOFITIE, 77 A /WIEET
T—= R 7Ty v allRFEII, RICTFTP OFTIC a2 B — S E T,

Device# license smart save usage all bootflash:all rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/all rum.txt

2. FERRMT —&%% CSSMIZT v 7 — K : CSSM ~DfEHRNT —Z DT v Fu— K&
ACK DX a—FR (215 ~<—3)

3. ACKZBIRA L AR L RAZA VA R—Jb: BB L2 ANDT 7 A NDA A F—
(216 2—3)

Bl B RFEEHRINS A ALK O—ZFEAL
RARR— bSO UTA
T, Mo A2 (A~v— T4 7)) 2, RV —%HLI-A~— T4 &
Vv TIZRAT LTz Cisco Catalyst 9500 A A FOFT,

Pt T A B AOHEAE, RV —EFEHALIEZA~Y— IR S EEA, VT
R eT =gk, RI—2FEHLIEA~Y— NI TR R— T 53—V
VT T T —RT5HE, TRTDTA B ANINUSE & LTHEREN, YAIDTF 7 4
VAR Y =SB A A Z AT EVE T, CiscoCatalyst 7 7B A, a7 BROT
V=2 a b AL v FOTRTOTA U A FHEHA SN0z @EHZ A 7 TiEenize) |
BREIX Kb EH A,

e K15 Gl T A B AEITHIBOIN T A B AL R) =2 H LI A~— T A &

Vv~ show 2= K

« BAT1% D CSSM Web Ul (174 ~<—30)
cBATHROLR— R (174 =)

WDORIZ, RV —FEHLI-AY— I T~DT v 7T L— N#EIZ, show 2~
YROHMNTTF 2y VI REFEREFESEZEH LT 4 — LV RERLET,
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=15

RY—#@EALERAYT—FS1EVR |

S A o RERIFHBRINS A Lo AN RY D= FALEZAI— M2 0T~

GHES A U RFREHRUNAS A AN R) O—FFRALEZAY— 5S4V AN  showa T R

7y 7T L— KAl

7yvITTL—FK#&

showlicensesummary (A~—h 7 A4 > 7 fHlit—

K)
Z A & > A% UNREGISTERED C. EvAL MODE {2782 T
£7,

Device# show license summary

Smart Licensing is ENABLED

show licensesummary (ARVU v —%Z i LIz A~— T A
v

TRTDOTA B APRBITSI, v usEllZe > TWET,
FHMOIE—RIA B 2ARNH Y FHA,

Device# show license summary

License Usage:

Description:
Count: 2
Version:
Status: EVAL MODE

Export status: NOT RESTRICTED
(C9500-16X DNA Advantage) :
Description:

Count: 2
Version:
Status:
Export status:

1.0

1.0
EVAL MODE
NOT RESTRICTED

Registration: License Entitlement tag Count

Status: UNREGISTERED Status

Export-Controlled Functionality: NOT ALLOWED

License Authorization: network-advantage (C9500 Network Advantage) 2 IN|

Status: EVAL MODE USE

Evaluation Period Remaining: 89 days, 21 hours, 37 dna-advantage (C9500-16X DNA Advantage) 2 IN|

minutes, USE

30 seconds

License Usage:

License Entitlement tag Count Status

(C9500 Network Advantage) 2 EVAL MODE

(C9500-16X DNA Advantage) 2 EVAL MODE

show licenseusage (A~—hr 747 FHliT— |showlicenseusage (AR v —& i L7z A~— T4 &

k) )
Enforcement Type 7 + —/L RIZ NOT ENFORCED & R &
NFEJ, (CiscoCatalyst 77 A, a7, BIOTZ/Y
F—a ALy FITIE, BT A o AR T A
TUREHY EEA)

Device# show license usage Device# show license usage
License Authorization:

License Authorization: Status: Not Applicable

Status: EVAL MODE network-advantage (C9500 Network Advantage) :

Evaluation Period Remaining: 89 days, 21 hours, 37 Description: network-advantage

minutes, Count: 2

21 seconds Version: 1.0

(C9500 Network Advantage) : Status: IN USE

NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status:
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

Export status:

NOT RESTRICTED
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Bl FHES A v RFELIEHRRINS A Lo ANSRY S—2FALLRAY—FSA VD UTA .

show license status (A~— k74t A, FHiE— F) showlicensestatus (R VU v —&#fFH L7ZA~— T4 &
D)

Transport: 7 A —/b RIZA 712/ > TWD I ENFREN

iﬁ‘o
Policy 7 4 —/V RIZiF, ¥ Z2adDF 7 4/L bR Y > —5
HENTWAHZ EWNRENET,

Trust Code TInstalled: 7 A —/V NIZI%, {%%E:f— K3 A
VAR ENTORNWI ERFIRENET,

Usage Reporting: ’\/&“* ! Next report push: 7 A4 —/b
FiZiZ, KORUM LAR— R & CSSMIZEET D44 I
T D IERBFR RS NET,
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B 5 #E5 o REEEBRONRS A L RN SR S—EFEALERT— R SAEY LU

Switch# show license status

Smart Licensing is ENABLED

Utility:

Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Callhome

Registration:

Status: UNREGISTERED

Export-Controlled Functionality: NOT ALLOWED
License Authorization:

Status: EVAL MODE

Evaluation Period Remaining: 89 days, 21 hours, 37
minutes, 15 seconds

Export Authorization Key:

Features Authorized:

<none>

Miscellaneus:

Custom Id: <empty>

Switch# show license status

Utility:
Status: DISABLED
Smart Licensing Using Policy:
Status: ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off
Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom Id: <empty>

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Jan 26 10:27:59 2021 PST

Reporting push interval: 20 days

Next ACK push check: <none>

Next report push: Oct 28 10:29:59 2020 PST

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>

#1712 D CSSM Web UI

CSSM Web UL IZZH 13dH Y ¥ A,

BITROLER— K

PR—FSNTWVD PR YONTrZEEL, LAR— FEFZEET 2L 0ICLET, W
R—hahd hRey (116~—Y) BIORY v—2fHLIA~— TV T OK
EHE D AR UROU—r 77— (1345—Y) #ZRLTIZS, AR LA— b
AV RiZ, FEET 5 bR itk TRAEY £,
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Smart Licensing Using Policy %4 7/R— 9% SSMA > TL T RD/N—2 3 o~DFHT .

Smart Licensing Using Policy Z97/R— 345 SSMA > T L X RMD/\—
= ZNOY: 25,

WBERENINR—9 D BETIOSSM AL LI A DOAR—V g UEFEHLTWAEEES (SSM
FrFrIzx (111—=2) 28H) . SMA L FLIZADNA—=V g @A 282 2%
BATT 272D MER S DH 7 u B ARLFIA, BLOHYT 55/ IESLACO A A h—/L
DI e X A7 OFEEL LTERALTIZIN,

1. SSMAVFLIRET v 7L —RLET,

VIR /INR—=D g v ThHhHNA—=T a8, U U —R202102 LIICT v 77 L— KL%
j—o

['Cisco Smart Software Manager On-Prem Migration Guide] #ZM L T 72 &0,
2. WA ARZ L RAET v T T L= FLET,

PAR— IR TWDHE A AKX AT Smart Licensing Using Policy 7338 A & #U7- RE 12
DWTIE, A= bREEE (126 4—) Z#ZRLTIEE W,

T L — REBEIZODWTIE, AAyTF V7 b0 =2T7DOT7 v 77 L—F (150—)
EZML T &N,
3. CSSM ~Dua— /)T 17 N DR

FoTA T TITADOF T a B HHATEET, [Cisco Smart Software Manager
On-Prem Migration Guide] [#3%] @ [Re-Registering alocal Account (Online Mode)] & 7= 1%
'Manually Re-Registering a Local Account (Offline Mode)| # &ML T 72 &0,

BREPTETTDHE, ROAX FRHEIRICHEELET,

e SSMA LT L IR, SSMA L FLIZADTF Y NEETH LW NT 2 AR — K URL
TIELET,

s B A VAL UAD N T AR NE A TEEN call-home £ 721% smart 225 cdu 12
EHEINET, T AKR—FURL b HBIMICHEHT SN ET,
4. %F¥iE EXEC £— KT copy running-config startup-config =~ > K& A LT, #fi 1 X
B UADREEL 2 RAFLET,

5. WAL AR ZAOHENF L LI A A — | SABUCAAELZZ YT L, WAL v
A AEYR—RLET, ZORITHREEFLZRIFELRNTLIEIN,

)

CGE)  ZOFMEL, BihA CAF P ATEITENTND Y 7 b Y =7 73— 3 278 Cisco 10S XE
Amsterdam 17.3.x & 7213 Cisco I0S XE Bengaluru 17.4.x D5GE D HMETY,

¥¥HE EXEC “E— R T licence smart factory reset =~ > K& reload =2~ K& AT LET,

Device# licence smart factory reset
Device# reload
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. Smart Licensing Using Policy

6.

. Cisco |

RY—#@EALERAYT—FS1EVR |
EYR—bTESMA L TLIADN—L 3 vADBT

i R ORI D 31T
1SS A R X A ZHHE EXEC “E— R T license smart sync {all|local} =~ > K& A7Jj
LET, 2D, SSMAY T LI REBEA U 2Z U ARFEM S, RETO
T NEZEINET,
Device (config)# license smart sync local
ZHUE, SSM A7 LI A Ul THERTE £9°, [Inventory] > [SL Using Policy] (2 )
LE7, [Alerts] #l1Z, [Usagereport from productinstance] &U>9 A vt — U NREIRS
ET,
2. fEARGLEHZ CSSM LRI L £ (Wi a @R
A Farl:
SSM A > 7 L I AN CSSMIZHHE STV DS : SSMA > 7 L 2 A UL D [Smart
Licensing] 7V — 27 A~X— X T, [Reports] > [Usage Schedules] > [Synchronize now with
Ciscol IZBEN L £,
a2
SSMA v 7L I AN CSSMIZEHE SN TWER A, EHRIT —& D=z 7 AR —
FeA AR =K (SSMA LI AUD (201 X—Y) Z2BHRL TN,
=R

BATE X OEARIORAORMR T LE Lz, #EA 2 RAX AL T A& ZEFRNE
N SSM A 7L ACEREND LT E LT,
Bft D LAR— MZIE, ROA T a rBNEaENnTVET,
BN L ZAZ AL SSM AL T LI AL DMTTF—4 ZRHT 5%, ROFIEAFE
]\/ij—o
o LAR— MUIBEZREL T, ®ILRZ AL SSM AT LI A E DO TR 72 [FH
A a—)L L LET, Fu— a7 X a2l — g F— FTlicensesmart
usageinterval interval_in_days =~ > K& A L %9,
B A VA APRIZWDDORUM LR — b & RET 20 28T 51213, RHEEXEC
E— T showlicenseall =~ R4 AJj L, HJJ®D [Nextreport push:] 7 4 —/L K%
ﬁﬁﬂ‘h Li—g—o
o B yz&yzk%Mﬁy7Vix&®%?7Fﬁy&itmﬁy?vyk@ﬁ
21T 5 12IE, licensesmart sync £5HE EXEC 2~ > & AN LT,

o SEAPRPLIGE %2 CSSM & A4 21213, ROFIHZFATLET,

+ CSSM & OEMI72AiAZ AP 2 — N LET, SSM A 7L I 2 Ul C, [Reports]
> [Usage Schedules] > [Synchronization schedule with Cisco] (28 L £ 97, KOS E #

EADL, RIFLET,
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R o—EEALERT— 5112008205475 ||

* [Days] : FIHINFEITSNDIBEZ R LET, &2 22 ANTH L. RHNIX
2 HiZ 1 BfThOIET,

* [Time of Day] : 24 FFEIZEFLIEC, RN EI TSN LWL 2R L E T, =& 2,
14 hours & Ominutes # A1 325 L, m—h XA LY — D% 28 (1400) 12
RN IThILET,

CLR—= NIBER T 7 ANDT v Fu— R rn— REETLET EMRR
T—HDZIAR—FEA B =K (SSMALTLIAUD (201 X—V) ) ,

R —%ERALERT— RSV VU TDERY S
475
o7 varTiE, RV V—EHEH LAY I A BV TICHEASNDE X AT DT

—TAZOWTEHA LE T, BAA v AZ A, CSLUA v Z—T = A A, BILOCSSM
Web Ul TEITENDZ AN EENET,

BED MRR VR EET A0, ST AT~ T r—aBBLT, MRS X 22 Dl
EHRLET, KU o2 LEA~— NI AL L POREHE : MR UHOT—2
Ta— (134—3) EFBRLTIESD

SBIOBRE S A7 & FATHHE (28 2FROT ALy ROBE, 7 AL T4 1L ADfE
., E73E 0 EC L= MERORE) 1, RET 54 227 2B LT ESV, #1775
BTC. AFAREARBEAIIE [FE— F&N5 FER Y] 2HERLT EEW,

v2aA~nag4y CSWWA 2 —TxAR)

MENZJS UC, CSLU TYEXET 5 & EIHEitE— NEIZUIME— ROWT T 52 &R
TEET, EpT— FTIEXTDLITE, ROFIEEZFITL T AITHER LET,

FIE
AT v F1 CSLU D A A Vi C, [Login to Cisco] (DA LiE) 227V v 7 LEd,

AT w72 [CCO User Name] & [CCO Password] &= A/ LE T,

AT w73 CSLU D [Preferences] % 7 C, A2kt b 7 /LIZ [CiscoIs Available] & F/REINTW\DHZ &
R LET,
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B x=—tr7n9oren—For7ass romE WAL E—T 14 R)

AX—F7HOREN—TF¥ILTHOU FDEERTE (CSLUA V32—
J14R)

ATy T
ATy T2

ATvT3

A—=hKT AU NER=F ¥ LT H T MIEL LY [Preferences] ¥ 7 T ELET, A
CHH T DT DDA —= " T AV e NR—=F ¥ LT AU MO G ERET DI, RO
?Jllﬁ BFEITLET,

FIE

CSLU D7 — AW > 5 [Preferences] % 7 & %4 L £,
A— KT Tk k/*‘“—?)wl/'/’ﬁ vy MO G EBINT 51T, ROFIEEZFEITLET,

a) [Preferences] M C, [Smart Account] 7 4 —/L FIZFHE) L, [Smart Account Name] % 3E/0 L
£7.
b) WIZ. [Virtual Account] 7 4 —/ b RiZFHE) L. [Virtual Account Name] Z3B/L & 97,

CSSM (Z#z#t L T 5856 ([Preferences] & 7\Z [Cisco is Available| ) . i A[HE72 SA/VA
DU A RNHBIRTE 77,

CSSM (Z#z#t L TV 254 ([Preferences] # 712 [Cisco Is Not Available] ) . SA/VA % F-#f
TANLET,

G¥) SA/VA & TIETKRXLF L /N CFER KR ENET,

[Save] 27 U v 27 LEd, SA/INAT ATV bRV AT AREFEESNET,

—JEIZ1 DD SA/VA T OIS CSLU ICFEETE 9, B#EOT U FE2BINT 5 Z LI
TEFEHA, MOSAVAXTICEET DI, AT v 7 2aBL2b 280K L TH 5 [Save]
Vw7 LET, BiLWSANVAT BT v b_TiE, BRNCRGEEINT-XT 2B &2 F 9,

CSLU CTORGFRABMAMRZ A O RFZ U ADMEM (CSWWA U3 —T A

)

ATy I
ATy T2
ATvT3

[Preferences] X T hMH L TT AN AMERORLLA VA X U A BT 521, RO FIEZEFE
Liﬁ‘o

FIE

[Preferences] % 7 &R L £ 7,
[Preferences] [ C, [Validate Instance] = v 7 R v 7 A% 4712 LET,
[Default Instance Method] % [Product Instance Initiated] {ZF%E L. [Save] &2 U v 7 LE T,
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RS VR ABAEEED Ry Fo—saEaitorR ]

HoA VAR D ARBREBEDOR Y FT—7 EERREME DR

DX AT TR,

B2 % AR

R A R Z L ABIWEALEIE D% v b U — 7 BER]F
Bt b o EERELET,
VAR ATHATT, foT XTOFNE,

[ WA | VT 5 FIET
%%4/%&/}@@%&%/%7 7 B

EMEZ BT 2720
#AT@%

JECT, WADHEBEEOHBALH Y ¥, FNToa~vr FaRELET,

1R BHHIIZ

PR—rEND AP CSLU 24 LT CSSM (T

FIE

efe. (iAo o A2 o ABHIERLEAE)

ARV RFERRTI Y

S

&M

enable
B -

Device> enable

¥¥ME EXEC E— Rz A%NcLEd, 7
0V ERERENTZH/NRNAT— %
ADLET,

ATvT2

configure terminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBBLET,

ATvT3

inter face interface-type-number

1 -

Device (config)# interface
gigabitethernet0/0

AHE—T xR AT 4 Fal—

g v E— F&BS L. VRFIZBIEfT
oA =Ry b E—T A
AV TA U H =T A, F21T

VLAN Z8E L £,

ATvT4

vrf forwarding vrf-name

1 -

Device (config-if)# vrf forwarding
Mgmt-vrf

VREZLATY3A X —T AR
AT ES, Zoa<wr R, AV
H—T 2 A A T</LF 7 k2L VRF
BTV T 4TI LET,

ATvTh

ip address ip-address mask
11

Device (config-if)# ip address
192.168.0.1
255.255.0.0

VRFDIP T FLAZEZRLET,

ATvT6

negotiation auto

1

Device (config-if) # negotiation auto

AV B =T =2 ADHEBLOT 27
Ly JANT A—=FDOHBEIR A T—
va YEEEAICLET

ATy T1

end

1 :

A H =T 2 A AT 4 Fa2l—
varE—KREKTL, Fr—3La
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B cswoocsmmnug o8 0EM CSW A >E—T 4 R)

ARV FFEREETIVa Yy E]:g]
Device (config-if)# end :/74%311/‘__‘:/5:/:{___ }‘%E“ﬁﬁé‘b
iﬁ—o
RFw 78 |iphttp client source-interface HTTP 7 S5A T > FDY—Z A 2 B —
interface-type-number T AEBELET,
i -

Device (config)# ip http client
source-interface gigabitethernet0/0

A5 wF9 |iprouteip-addressip-mask subnet mask | (WZH) LS A A K L AT — K&
1 - T A BHRELET, X¥
TAVIN— R NERFEATFTI v
= DOWTNNERETEET,

Device (config) # ip route vrf mgmt-vrf|

192.168.0.1 255.255.0.0 192.168.255.1

ZFw 710 | {iplipv6}name-server server-addressl |VRF A > % —7 = A AT RAA > % —
-..Server-address 6] L AT L (DNS) #&RELET,

51

Device (config) # Device (config)# ip
name-server
vrf mgmt-vrf 173.37.137.85

X w 711 |ipdomain lookup source-interface DNS RAAL L by 2T v FHO Y — A
interface-type-number AR —T e f AEBELET,
i

Device (config)# ip domain lookup
source-interface gigabitethernet0/0

AT w712 |ip domain name domain-name KA A LDODNSTF 4 AHNY A3E L
1 - 9, ZZOHITIX, F2—2bP— X

. . . . s | cslu-local.example.com & {E
Device (config)# ip domain name

example.com EJZ L% ﬁ_o

CSLU T CSLUBAIR BRI G4 R RXA V AMEM (CSLUA >3 —T A
)

CSLUA VX —T = A A& LT, B )71E% CSLU BRI E CE £9, Z Ok
(B—FR) 12XV, CSLUITHIA v AR U ANLBIE A VAR A EREFRETEXET,

N

GE) T 74V b OEERITIEIL, [Preferences] ¥ 7 CRE SN E T,

[Inventory] % 7 /bR A L A X LV A Z BT 5121k, RO FNEEZFEITLET,
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ATy

ATy T2
ATvT3
ATy T4

ATy TH
ATvT6

FS4EUR
Ak Lt— rounsk : cswu s ]

FIE

[Inventory] % 712 #) L. [Product Instances] 7 — 7 /L' )& [Available Actions] — [Add Single
Product Instance] Z#R L £ 7,

[Host] (KA RDIPT KL A) ZANHLET,

[Connect Method] Z3%&4R L, i@ t)72 [CSLU Initiated] ¥t LA IR L £,

FM D3V T, [Product Instance Login Credentials] % 7 U v 7 LE 9, MEDOEMD /SR ILH
724k, L T [User Name] 7 « —/V R & [Password] 7 « —/V RIZZED Y 77,

[Generall #7 V v 79 % & §fli72 [Add Product] 7 « > R U D& £7,
#fhA > A K L AD [User Name] & [Password] Z AT L ET,
[Save] 227 U v 7 LET,

THEWMR VAT DERTF S, T 7341 A [Product Instances] {2 U A s &41C, [LastContact] {213
[-never] EFRRSINET,

FERRRE L R— FDIREE : CSLU FHta

ATy

ATy T2
ATvT3

CSLU TlL, TAA A DOFEHRN L AR— FONELZFH TR T—F22 b TEET,

B A VAR A B FRE LRI L7=%  ([Add Single Product Instance] % 38&4R L, [Host] (244 AiI
Z AN JJ LT [CSLU Initiated] #2f¢ A ¥ » RZ3R) | [Actions for Selected] > [Collect Usage] % 138
RUFEJ, CSLUITERIR LB A A X v AT L, R LA — FE2IEEL F7, I
SN ARIL L R— M, CSLUOT—HATFA T I VIRGFEENET, ThbDLR—
ME., CSLUNR VAR I TWDAEARII TV AITEETEET, £k (A TR
SN TWARWEEATL) [Product Instances] > [Download] DIEIZER LT, FETHE IR OINE
ZRUH—TEET,

CSLU BBt — RTEEL TCWAEHEIL, ROFIEEZFEITL T, WA A X ZA05 RUM
LiR— M &IRET S I HICCSLU ZRELET,

FIE

[Preferences] # 7 %8R L, A%h7% [Smart Account] & [Virtual Account] 2 AJ) LT, @Y7
[CSLU Initiated] YXEE A Y » RZEIR L £9, ([Preferences] [ZZE 2 H - 7255 1%. [Save] &
7V 7 LET) .

[Inventory] # 7 # P&, 1DEIFEBOERA VR F VR EERL £,

CSLU D A A M T, [Available actions] > [Collect Usage] DNHIZEEIR L £97,

RUM L AR— ME, BIRLEAT A ZA0GHFGFEN, CSLU B =AUV T4 77 VITRFESH
%9, [Last Contacted] F|23EHT S4L. VAR — MG SNTRA DR R INVE T, [Alerts] 5]
WIEAT = ANFRENET,
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B oownload All For Cisco (CSLU -« > % —7 x4 %)

ATvT4

CSLUMNHUEY A alZu 4 LTWEEAE, LR—MIVAaDE#ETLIA~— T T v
MENR—=F % LT I MTEBIIZEE S, A2 XCSLU & B A v A ¥ R THERRIG
EaRE LUET, MERIGETL. [Product Instance] 7 — 7 /LD [Alerts] FNZFK RSN E T,

FEAPRIL L AR — R & 2 A 2 ICF#) CHZE 3 5 121X, [Product Instances] A = = —7>5 [Download
for Cisco] Z#R L £7°,

[Download for Cisco] E— X /L, LAR— NERFT 20—V T 4 L7 MY 28R L ET,
(<CSLU_WORKING Directory>/data/default/rum/unsent)

ZOREET, AR VA= IR e =T LT N (FA4TTY) IBRFESRET, #HH
RV AR—= b2 AT v 7 a— KT 5(20E, CSSM~DFEFRRT =2 D7 v 7Fa— K&
ACK D& ma—FK (215—) OFMEIZHE-STLEEW,

G¥) Windows 4L —7 ¢ 7V AT LTI, 77 A )VOARINER S & &2tk
FE Ry 7352 LT RHRRLVA—-NT7 7 A VDT 0T ¢ OBEWELZEE T
xFET, MEOETIL, ¥Uurua—RLET77ANVO4RIEER L, LEiaEHEL
7 7 ANVBIEEf 2 Nay X5 ERAELET, &AL, ub xxx.tar E VO 4
RIOX DT v ma— RERT T+ N7 7 A VDOARID D yyy ICER Iz E LET,
7 7 A ME tar JRER AR, BERE L2 < 720 9, EADRIL T 7 A VA IEE I
FESH 2T, ARV FA— N7 7 A VOLARTEET L%, UD_yyy.tar D X o)
2. 77 A NVAIT tar JEIR T Z BN D LERH Y £,

Download All For Cisco (CSLU 1 2 —27 14 R)

ATy

ATy T2
ATvT3

ATvT4

[Download All for Cisco] A ==—A 7 a i, 774 OHMTHEHAENS FEI7rkE X
T, [Download For Cisco]l A ==—4 7" a »2HHT 5121, WOFIEEZFZITLET,

FIE

CSLU O [Preferences] % 7 i C., [Cisco Connectivity] k 7 /VAA v F &A1 LE T,
7 4 —/L K%Y [Cisco Is Not Available| (ZH) Y B> 5,

[Product Instances] > [Download All For Cisco] (Z®) L 9,

BWE T 4 RUNLIT7AILEERL, [Savel2 7 Vv 7 LET, ZNTT 7 A IBRFES
nE Lz,

G¥) OIS T, DLC 77 A4/, RUM 7 7 A )b, E-I3FOWERH Y £,
VAR TEDMRICBEIL, ROFINELZFEITLET, CSSM~DFEHRRNRT =X DT
T — K& ACK DX v —FK (215 2—)

TrANBE T a— RENESH, CSLUIZHRETX £,
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| Kus—sERLERT—

ATy TH

RS54 YR
Upload From Cisco (CSLU A >4 —7z1%) [

[Upload from Cisco] &2 U »» 27 L'£¢, Upload From Cisco (CSLU A > % —7 =4 A) (183
N—=V) ZZRLTIESN,

Upload From Cisco (CSLU A 2 —7 A X)

ATy T

ATvT2
ATv73

ATy T4

CSLU FAsa 3@

A AN ACK £7-1EFDOMD 7 7 A v GERa— R E) 2ZETHE, FOT7 7 A VE
VAFARIT v a— RTExET, ZOFIEIZ, A TITA DT —I AT — 5 VIR TE
ET. YRANLT 7 AAERRLTT v 70— FF5HITE, ROFIREHATLET

FIE

TNRAADACK Z77ANMNEZ om0 —RENTWAHZ L EHERLET, RESHRL TS
VY, Download All For Cisco (CSLU A > #—7 = A &) (182 X—)

CSLU D A A > EMH 5, [Product Instance] > [Upload from Cisco] %% L ¥ 7,
[Cisco File Upload] 7 -t > RUMBE, IROWTHNEFETTEET,

e —HNVRKIATIZHDLTFANERT v T KRy LET, £0X

« W72 *xml 7 7 A VW ESI L, [File] Z#IR LT [Open] 227 Vv 27 LET,
Ty ua—RBEITHE, ACK 7 7 AR —NCIEFIZEEFEINLZI L E27RT A vE—
URERRINET, Ty 7 m— RPN LBRWGAIL, A AR — b7 =08 ELET,
TR —RRETLEL, V4 RUDOHEEBIZHL X122V v 7 LTHUET,

1|=|0)* v cJ—9 :tllL_.l-Ab'lﬂia)EEmu

ZDOHX AT TIL, CSLU BAETLEE DR v b T — 7 BFERREME 2 MR 5 72 DI BT 72 5 A
RO LIRELRIELEST, T (WH) | LTV D FIRIEL, T XTORG A A Z R
TWATT, OTXTOFIAIT, %&4/x&/x@@%kz/bv 7 BERZE T T,
HOLGAEBEROLELHY £T, 4T Ha~vr FERELET,

IR BHHIIC
PR —hEND FARE Y CSLU Z4 LT CSSM (Z#5%¢ (CSLU BR#EAGEE) o

FE
ATURELRT I 2

R7v71 |enable i EXEC E— REACLET, 7
1 - BLT R BRREN B ART— R
Device> enable )\jj L/ij—o
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B cswenrazoxy r7—sETEEORER

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

aaa new mode

&1

Device (config) # aaa new model

(WZR) F8RE. &FRl, ThOo T 4
7 (AAA) T7®A=z L ha—)LET5

N A F—T NI LET,

ATvT4

aaa authentication login default local

51

Device (config)# aaa authentication
login default local

(WIE) PR IC o — D a—HF 4
T—HR—=2AEHEHTDH IO, AAA
PREERRE LET,

ATy TH

aaa authorization exec default local

1 -

Device (config) # aaa authorization exec|
default local

Xy NI =T ~Da—HF T 7t 2%
RIDNRITA—ZERELET, 22—
HI% EXEC ¥ = VO FETNT AT SN E
R

ATvT6

ip routing

1 -

Device (config)# ip routing

IPIL—F 4 AN LET,

ATy T17

{ip | ipv6} name-server server-address 1
...server-address 6]

1 -

Device (config)# ip name-server vrf
Mgmt-vrf

192.168.1.100 192.168.1.200
192.168.1.300

(FEE) 48ie 7 L 2O
T2 1 DERIFEEOR— LT —1D
7 RUVAEZRELET,

RRK6ODFR—L P —NEIEETEE
T, KB =T KL A[FAL—ZATK
B0 F£9, RN E I —
B, TTA~Y =TT, T34 R
X, 79 A4~ —~DNS/ =V %
RONCEELET, £07 =Y HRKI
LB aE, Ny s 7 v 77—z
T U REFINET,

ATvT8

ip domain lookup sour ce-interface
interface-type-number

1 -

Device (config)# ip domain lookup
source-interface gigabitethernet0/0

F A A LT, DNSIZESLS AR A MM
INBT RUA~OEBE AL E
T, ZOMEEIX, T 74N R TA R —
TMZENTWET,

Z—HFDOF Y hT— I FNA AR, 4
FIOEID B TEHETE 2RV Y b

T — 7 NDTF IS A Lot d D BN
HOHWE, Ta— L U E—F
Foxr—3 7 FE (DNS) ZfEH L
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cSLU B REED = v ko —s Aok [

ARV FFEREETIVa Yy

E:)

T, a—HFDF A 252 —E i+
DT INA AL BN EID Y CTHZ &
MTEET,

ATvT9

ip domain name name

51

Device (config) # ip domain name vrf
Mgmt-vrf cisco.com

FFEREMAA M (Fy MEE 101
KL R A A UL DIRNLHT) Z5ER S
HHEEDIZY 7 N =T MEHT 5,
TIT7ANVENDRAAL A EERLE

7T

ATv 710

Nno username name

1 :

Device (config)# no username admin

(WH) fBE SN —Y A NEFEET
LA V7 LET, namellid, &
DAT v T THERT 22 —F 4 LR
YOEANDLES, 2T, kD
ATy T TERT D2 —V4NEEL
TV WNWZ ERMRRESNE T,

CSLU BR#ET D RUM LR — kB
REST API #fli 1§~ 541, CSLUIZ
aJA T HLERHYVES, ZIT
A—PELANEHEL TWDHE, VAT A
WCa—PFAREHEL TWDIEEICZD
FEREMIEL<EMEL 2N Z ERH D F
R

ATy TN

username name privilege level password
password

1 -

Device (config)# username admin
privilege 15
password 0 lab

(WIH) 2—HP 4 e X—R L L=
VAT AEEELET,

privilege ¥ — UV — R XV, =—¥ oD
MERRL ANV EZFRELET, 22— DM
R~V EFRET D 0~ 15 OFFT
j—O

password Z /3% & | name 51327
JHATEET, NATU—KEI1~25
LFT, WOIAHAR— R EH T

X, username 2~ ROFHE DA
varveiLTHRELET,

ZHIT LY, CSLU MG A v R Z
ADFAT 47 REST 2 T& 5 &
PR tebA =
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B cswenrazoxy r7—sETEEORER

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

GE) ZDaZ—HZLENRAT— R
ZCSLUTAZILET (fEf
R VAR — S OULEE -

CSLU BAth (181 ~—2)
— AT v 4L) . FDtk,
CSLU |$#fhA v A% A
75 RUM LaR— b & IVE
TEET,

AT T12

inter face interface-type-number

&1

Device (config)# interface

gigabitethernet0/0

AR —T 2 A AT 4 Fal—
a v E— F&BM L, VRFIZRHEf
oA —Y Ry N F—T A
A, VT E—T A A, F2E
VLAN Z$8E L £ 7,

ATy 713

vrf forwarding vrf-name

&1

Device (config-if)# vrf forwarding
Mgmt-vrf

VREZ LA Y3A L H—T A AITH
T EST, 2o~y FiE, 41>
H—T A AT /)LF 71 k=2 )L VRF
ETITA47ICLET,

ATy 714

ip addressip-address mask
i

Device (config-if)# ip address
192.168.0.1 255.255.0.0

VREDIP T FLAZEHELET,

ATy 715

negotiation auto

&1

Device (config-if) # negotiation auto

AVE—=T oA ADHEELBLOT =/
Ly 7 ARG A—ZOHERI T —
Ta VEMEE AR LET,

ATv 716

no shutdown

1 -

Device (config-if) # no shutdown

BN SNTeA =T oA A FilE
BLET,

ATy I

end
51

Device (config-if)# end

A B =Tz Af A AT 4 X2l —
varyE—REETL, Jue—La
V7 4F2b—varyE— RNERBL
£7

ATy 718

ip http server
11

Device (config)# ip http server

(W) v AZadD Web 75 7 H —
WA B—T oA ZA%ETe P £7-1%
IPv6 3 AT LT HTTP — " EH T
LEJ, HTTP % — %, T 74V b
WD EHEDOR— 80 &AL £,
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| RUs—#@ERALERT—FS1EVR
cSLU B REED = v ko —s Aok [

AT RERIFTIa Y E]:p]
2w 719 |ip http authentication local (WZE) HTTP — _a—Hzxf LT
1 - FEORBAES I HRE L £,

ip http authentication local |local ¥ — U — Ri%, F8iE L OFFH]
W2, B— VY AT LERET (username
Jua—\ a7 4 Fal—gra
YU RIEoT) FHELER T A
a—HH NAT— R HERLLT
IR ADMAEDEEERT LI L%

Device (config) #

A~LET,
R7 720 |ip http secure-server (V%) &% =7 HTTP (HTTPS) #—
Bl : NEAMZLUET, HTTPS ¥ — 303,

X7 Vv b LAF (SSL) /X—
Tari307a harEHERALET,

Device (config)# ip http server

R w721 |ip http max-connections (WZB) HTTP Y — "~ [El Wi K
i - el E LET, 1~ 16 OFPHOE
Device (config)# ip http éﬁ%]\ﬁ Li‘a‘o 77NV ]\ 15T
max-connections 16 Tro

A7 w722 |iptftp source-interface TFTP R OXE(E LT RLA L LT,
interface-type-number A H =T ADIPT FL RAZIEE
i - LET,

Device (config) # ip tftp
source-interface
GigabitEthernet0/0

w723 |iprouteip-addressip-mask subnet mask | #iE L A H L AT )— [ LA — K

Bl Ve A ERELET, AITA v
Device (config) # ip route vrf mgmt-vrf| }li% b iz’:cﬁ&%f i bW
THNPERHETEET,

192.168.0.1 255.255.0.0 192.168.255.1

A7 724 |logging host JE—RRARNDYRAT LA ytE—
Bl VELUF Ay JHAERELET,
Device (config)# logging host
172.25.33.20
vrf Mgmt-vrf

RATwv 725 |end sua—r\ L ar7 4 Xal— gy
B - T— NEHT L, FHE EXEC £— &
Device (config)# end Eﬁﬁﬁl/EE7fo

AT w726 |showip http server session-module (ZH) HTTP HEfe &g L £ 3, H
Bl - T, st HITP BT 7T 47T ThDHZ
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B cssv~ozsoz:

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

Device# show ip http server
session-module

CEBERLET, £, KOTF =y
HEITTEET,

¢ CSLU 31 VA h—/L LTV 5%
TR ARG, WA AHK R
\Zping TEAHZ L 2R LET,
ping BT 5 &, A A
VANRERRETH D T & MR
SNET

* CSLU 3 A VA R —/L STV 5%
TS AD Web 7T 7H T,
https://<product-instance-ip>/
R LET, ZhITkb, CSLU
MHELE A R H A ~D REST
API W BV IZENEST 5 2 &
PERFESHET,

CSSM ~ DD ERTE

WOFIETIE, CSSM~D LA P IEEREREL TRy MU — 7 BIERREM: 2 MR 5 HiEx
[ (WZE) | EMWTWAFIRIL, X TORSEA VA HF A TUHETYT, o

L ET,

TRTOFIEIZ, i
BAEbLHYET,

FIE

BATB v RERELET,

AL ADIEFE Ry bU =7 TR C T, BHDOEGE BIEED

ARV RFERRTI VA Y

E:)

ATy T

enable
&1

Device> enable

¥#E EXEC E— RE A LET, 7
0y RRERINTEH/NAT— R
AHLET,

ATvT2

configureterminal

1 :

Device# configure terminal

Jua—)ary7 4 FXal—g v
T RFERAMLET,

ATvT3

{ip | ipv6} name-server server-address 1
...server-address 6]

51

Device (config) # ip name-server
209.165.201.1 209.165.200.225
209.165.201.14 209.165.200.230

ZHiET R ADOERIZHERT S 1
FIITEBDO R — L — DT KL &
ERELET,

BRK6ODDR—h P —REfEETEE
T, K =T FL A FAR—ZATK
B F3, ZAUNHEEI NI —

M, TTAX)F—RTH, TR
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| RUv—2@ERALERT—F54EVR

cssm~a oz |

ARV FFEREETIVa Yy

E:)

I, 79 A~ —"~DNS/ =V %
BANZEELET, 207 ) BRKH
L7ESGEIE, Ny 27 v =Nz
T UREFEINET,

ATvT4

ip name-server vrf Mgmt-vrf
server-address 1...server-address 6

1 :

Device (config) # ip name-server vrf
Mgmt-vrf

209.165.201.1 209.165.200.225
209.165.201.14 209.165.200.230

(f£&) VRFA % —7 = A ATDNS
EHRELET, K6 ODDF—hH—
NERETEET, &V —"T FL xR
IZANR—Z TR £,

G¥) Zoa<r R, ip
name-server =< > KA

»HTT,

ATvT5

ip domain lookup sour ce-interface
interface-type interface-number

&1

Device (config)# ip domain lookup
source-interface V1anl00

DNS RAA vy 7T v THDO Y —A
AE—T 2 A AEHRELET,

ATvT6

ip domain name domain-name

1 -

Device (config)# ip domain name
example.com

RAL A ZRELET,

ATy T17

ip host tools.cisco.com ip-address

1 -

Device (config) # ip host
tools.cisco.com 209.165.201.30

HEIDNS ~ v B0 7 M T 72\
A1, DNSHEA MaF v v 2NDOR
A NZIT RUAFR~ v B0 T H3E
L%,

ATvT8

inter face interface-type-number

1 -

Device (config)# interface V1anlO00
Device (config-if)# ip address
192.0.2.10 255.255.255.0

Device (config-if)# exit

LA Y3IA L HE—T oA AXHELE
T AV HF—T 2 ADXA T +FH
B, FLIEVLAN ZA N LET,

ATvT9

ntp server ip-address[ version number]
[ key key-id] [prefer]

1 :

Device (config)# ntp server
198.51.100.100 version 2 prefer

(M) NTPH—ER%&2T7 75 1 7IC
L (FET 7T 4 7> TN
B) VAT ANVATLAY T F Y=
T a7 ERE I NTP h—
CRTcE s EIICLEYT, Zhick
0. T3 ZADOFRFZIH CSSM & A =
nET,
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B cssv~ozsoz:

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

ZDa~y REBERE S 2 BB
LT DITBIET —NERET HHE
I%. prefer ¥—U— KA LET,
COF—U— FEMATE L. B
D)0 #a 2 R AN L E T,

ATy 710

switchport accessvlan vian id

1 :

Device (config) # interface
GigabitEthernetl/0/1

Device (config-if)# switchport access
vlan 100

Device (config-if) # switchport mode
access

Device (config-if) # exit

OR

Device (config) #

ZDOTIVCAR—IN T T4 v I %
fRETHVLANZ AL, IERT
XTI T EDY 7V VLAN
A—HFy b A X =Tz AL LT
A B —T oA ZAHHELET,

GE) ZDAT NI AAvF
A=K 772 EF—FNQN
MBI AR DORFELE
9, switchport accessvlan
a<wr Nk 2E xR

Catalyst A A > F > 78
AVAZ L AZHEATEE
T, V—T 4 T RGA
ARG ADEETE, DY
(Z ip addressip-address mask
Ay RERETEET,

ATvIN

ip route ip-address ip-mask subnet mask
i

Device (config) # ip route 192.0.2.0
255.255.255.255 192.0.2.1

TNRA AN — FEFRELET, AH
TA I N— R NERIZEAFI VT
= FDOWTRNERETEET,

ATvT12

ip http client source-interface
interface-type-number

51

Device (config) # ip http client
source-interface V1anl00

(WZH) HTTP 7 9 A4 72 DY —A
AVE—T oA ALRELET, 1
H—T A ADEA T LFR, 2T
VLAN Z# A1 LET,

ATy 713

exit
51

Device (config) # exit

Ja—) a7 4 Falb—g v
E— R&EH&T L, FpbE EXEC £— RiZ
Ev)ijqo

ATv 714

copy running-config startup-config

1 :

Device# copy running-config
startup-config

a7 4 Fal—g T AR
EERFELET,
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HTTPS Fo %2 Li-xv— rEzoBz [

HTTPS 70 F > %t L= RA <Y — FERIEDERTE

2w — MEEE— RFEZEH L TWAEAIC 7o x o — &2 L TCSSM & ilE1 5121,
WOFNEEFAT L ET,

N

GE)  FREEEN7Z HTTPS 7 u VA TCIETAR— SN TV EH A,

Fl&E
AU RFEREFET7TIV3 Y B #
RT w71 |enable FiHE EXEC E— A AR LET, 7
il - 0T NIRFRRSINICHNRAT— K& A
Device> enable AILET,
R T 72 |configureterminal Jua—\)ary 74 X¥al—3g 0
1 - T FEMBLET
Device# configure terminal
25 7 3 |license smart transport smart A~ — ME%E— FEEDICLET,
1 -
Device (config) # license smart transport]
smart
AT 74 |license smart url default A~—h URL Z HEIICRE L £7
- (https://smartreceiver.cisco.com/licservice/
. . . license) , ZDA T a L EHESRBY
Device (config)# license smart transport " .
default WZEMESE 5121E, RIOFIEOEEEE—
K% smart (IZERET DHLERH Y £7,
R w75 |licensesmart proxy {address Zv— MEEE— FOFOF 2R/ EL
address_hostname| port port_num} FF FOFIRBEISNTVLES.
- FA U ARA v — VTS5 URL
Device (config) # license smart proxy (CSSM) N_j][]/%_’c7°l:' fv:‘/ﬁ:?li)ﬂéfgé
address 192.168.0.1 NET, 7EF IR vE—T % CSSM
Device (config)# license smart proxy LC%E Li‘j— Fa%IPT KL=z &
t 3128 °
o A M A ERICRE L E T
« addressaddress hostname : "1 &%/
T RLAZRELET, TrFV
P— XD P T KL AFEITHRA b
HE AN LET,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .


https://smartreceiver.cisco.com/licservice/license
https://smartreceiver.cisco.com/licservice/license

B 5.7 r959 875 £2MA0 Call Home 4 — E R DEE

RY—#@EALERAYT—FS1EVR |

ARV RFERETIVa Y

B8

s portport_num: 7B ¥R — k& fE
ELET, 7rFy K—bR—h
Fmre NI LET,

ATvT6

exit
51 -

Device (config) # exit

Juaua—)L a7 4 Xal— g
E— FEHKT L, RHE EXEC £— NiZ
B0 E9,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

AT 4 FXalb—ay Ty A VIR
ExRTFELET,

BALY FOS5S9 K7 2AXEAD Call Home 4 —E X NDEE

Call Home %—E R, CSSMIZX LTI UT 4 IRV AT AAXRY FEBEFA—NLBIN
Web E Tl L E£4, kT — FE2RET HI21E. CallHome —E R EZHRIZ L, 567 0
Tr7ANVERELT AT 77 A ML, 77— MBHICKLEREEHE®RIE TN ET,

Pl &b 1 D070 T 7 A NVPKETT) |

\}

ROFINEEZFATLET,

CE) [UEE) | EFICHR SN TOWRWVIRY | TN TOFIRZETTLLEND Y £,

FIE

ARV RFEEETI 3y

=)

ATy T

enable
1 -

Device> enable

¥#E EXEC E— RE B LET, 7
OV EREREINTZENRRAT— K%
ATTLET,

ATy T2

configureterminal

51

Device# configure terminal

Ja—) a7 4 Fab—g v
E— RFZRBLET,

ATvT3

license smart transport callhome

1 :

Device (config)# license smart
transport callhome

#ii05E— K & LT Call Home AT
Lij‘o

ATv74

license smart url url

1 :

callhome #zisE— RO, iR
T L 9T CSSMURL #3%EL £,
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4L 959 E7 5 £ZA0 Call Home —E 2DEE |

ARV FFEREETIVa Yy E]:g]
Device (config) # license smart url

hiips: //tools. ciso.cay/its/service/odthe/services/MFSarvice

RTw S5 |servicecall-home CallHome #§HE% 1 X — 7 /MC L E T,
1 -
Device (config) # service call-home

RT7v 76 |cal-home CallHome 2> 7 4 ¥ 2 L—v 3 v F—
15'] : ]\‘\%Eﬁﬁé\ Li‘d‘o

Device (config) # call-home

RFw 77 |contact-email-address email-address BEEOETA—NLT RLAZE DY

%l - T, Smart Call Home —E 2D 7 /L L
°o = Fsh1 - N S
Device (config-call-home) # Z) %F&Hb%ﬁfbiu L‘ 711//1} //\O/
contact-email-addr FU A »&—% Call Home TAC 7'H
username@example.com 7 7 A JL)> 5 Smart Call Home - — /3|2

FEELTIAREE v X 2B LF
T, BFA—NAT FLAT+—<v k
121, A=A L THRK200 XFF

TANTEET,
RATw 78 |profilename BESNISLT v 7 7 A KT D
B - Call Home 485571 7 7 A VR EH 7

Device (config-call-home) # profile T RICAD iﬁ—o
CiscoTAC-1 F7 L MIEDO LB TT,

Device (config-call-home-profile) #

« CiscoTAC-1 71 7 7 A JVITFHET 7
T4 TTT, ZoTar7r A%
Call Home ¥ — & 2 Tl 3512
X, T T s ANVEENT DM
ERHY ET,

CiscoTAC-1 7m 7 7 A )WL, 71
77 A MIEFRINTWND T T
DA X NEATHREH I NT5E
RRVAR—MEFEELES, £
=S

Device (cfg-call-home-profile) #

anonymous-reporting-only
anonymous-reporting-only % B C
RELET, THUPRESNATHD
DEHBE. VT v, ANy
M, BEXOT AP AyE—VOD
FHIEESNET,
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B 7.9 +959 875 2A call Home 4 —E 2 DT

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

TaT A INVDAT—H A ERT D
121X, show call-homeprofileall =~ >

REMEHLET,

ATvT9

active

1 :

Device (config-call-home-profile) #
active

whE7a 7y A NEAL F—T M LE
KR

ATy 710

destination transport-method http {email
|http}

1 -

Device (config-call-home-profile) #
destination transport-method
http
AND
Device (config-call-home-profile)# no
destination transport-method
email

A=Y DOWREERE A R—T /WIT
LET, ZoOflTiL, HTTP#H T Call
Home —EANREFEMI/Z2Y, B A—
TV L DHRIEN NI 72 0 £ 7,

ZDawy FOnERXEFHT &
A RN 72 F77,

ATy 7N

destination address { email email_address
|http url}

1 -

Device (config-call-home-profile) #
destination address http

htips://ools. ciso.ca/its/ssrvice/atte/services/MMESarvics

AND

Device (config-call-home-profile)# no
destination address http

htips://tools. ciso.cay/its/ssrvice/ate/services/MESarvics

Call Home A >t — U & X(ET D50
E A—/L 7 KL AF /T URL 2% E
LE7, 50 URL&Z AT D561,
TR F 2T —=NTHILINE D
IS U TChttpe// (F 740 R~) Fiz
I$ https:/ ZFEE L £7,

Z ZATRT T, http:// OFEATHE
FURLBFEESNLTWVET, v K
D noEATIL https:/ |2 E SAIVE T,

AT T12

exit
1 -

Device (config-call-home-profile) # exit

Call Home 85670 7 7 A v 27 4
Fal—TarE—REETLT, Cal
Home =2 7 4 X2l —T a3 F—F
WD E£7,

ATy 713

exit
1 -

Device (config-call-home) # end

CallHome = 7 4 ¥ =2 b — g F—
Rz T LT, RHE EXEC E— RIZR
D iﬁ‘o

ATy 714

copy running-config startup-config

1 :

Device# copy running-config
startup-config

AT 4 FXal—ar T AT
EERFELET,
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| RUv—2@ERALERT—F54EVR
HTTPS 7O %S —RER LI SA LY b2 59 K75 £ 2 A0 Call Home —E 20 E ]

ARV RFERETI Y El:g

A5 715 |show call-home profile {name all} BESNET a7 7 A0, EIERE
FEHOTXCTOT 7 7 A )VIZET 5
AT T A NEREERTLET,

HTTPS A X H—NEZNLEFA LI NSO RF79 XA Call
Home H—E XDHTE

Call Home — Y A%, HTTPS 7R X P —RE N L TRETEET, ZOXETIL. CSSM
SOOI 2 — VRIS EDH D T A,

)

CE)  BEEEN7Z HTTPS 7u F VR EIFTTHR—FENTWVER A,

HTTPS 7’1 % > %1 L T CallHome " —E A& E L THMTT HIZE, ROFIEEZFEITLE
7,

)

¢=3) [ UER) | ERICHR SN TOWRWVIRY | TN TOFIHEZETTOLENDL Y £,

FIE
ARV RFEREET7TIVa Y =)y

AT w71 |enable FiME EXEC E— RZ AL ET, 7
Bl - 1T INERSNIZHNART— Rz A
Device> enable JILET,

AT w 72 | configureterminal Ja—r_"ary7 4 ¥al— gy
Bl T— FEMELET,
Device# configure terminal

Z 5w = 3 |license smart transport callhome firtE— K& LT CallHome AN L
i) : ERE
Device (config) # license smart transport
callhome

AT 7 4 |servicecall-home Call Home #§REZ 1 X — 7 /MIC LET,
f
Device (config) # service call-home
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RY—#@EALERAYT—FS1EVR |

B x=—tr7r9oren—For7hos roBYNT (SSMALTLIZUD

avYRFERET7IOI Y BRI
R v 75 |call-home CallHome =7 4 ¥ =2 L— g v E—
i - RZBIsE L FE9,

Device (config) # call-home

2w 6 | http-proxy proxy-address proxy-port CallHome & —E 2~ 7 o ¥ P —N
port-number THHERELET,
1 -

Device (config-call-home) # http-proxy
198.51.100.10 port 5000

Ty 7 |exit CallHome =2 v 7 f X a2l — g F—
Bl - REKTL, Zua— L ary74Xa
L—yay B—REHEEBELET,

Device (config-call-home) # exit

ATy 78 |exit oL 27 4 Fa—a s
fAi F— F&H&T L, Rt EXEC E— F %
Device (config) # exit Eﬁﬁé [-/iﬁ‘o

R 79 | copy running-config startup-config DL Ty Ral—ray T AR
1 - EERAFLET,

Device# copy running-config
startup-config

AX—RF7HOREN—FYILTHORDEIY X T (SSMA T

LR UD

ATy T
ATy T2

TOTFEEFEHALT, 1 U LOBIG A L AZ L ARSI THAAY— T Ty B LUOVI—
FXNTH T MEREELEBITSSM AL FLIADT —Z_XR—R| A VR— N TEXFES, =
XY, SSMAL T L IR F, a— IV R_R—F ¥ LT hor b (T O —h)L3—
Fx N T T RS O—HTHIH[A LV AZ L A CSSMDELWT A B AT —)L
o~y ¥ 7 cxE9,

IR BHHIIZ

PR—=—FSNTWD PR SSM A7 LI AR (2 7 > ZBHETEIE)

FIE

SSM A4 > 7L I A|Zra /A > L., [Smart Licensing] 7 —727 A~—Z &8RN L F 7,
[Inventory] > [SL Using Policy] > [Export/Import All] > [Import Product Instances List] {28 L F 7,

[Upload Product Instances] 7 « > RUDRERRIILET,
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| Kus—sERLERT—

ATvT3

RATv74

ATy T5

FSMEVR
Fiiq 2o ssmAzTrzzu ]

[Download] %7 U v 27 L Cesv7 v L —RhT7 7 A VX ra— KL, 77 bL—NAOT
NTORGEA AZ 2 RNBBREREANT L ET,

77— MIAJI L7256, [Inventory] > [SL Using Policy] > [Export/Import All] > [Import Product
Instances List) #27 U v 7 L £7,

[Upload Product Instances] ¥ « & RUBERRSINE T,
[Browse] #7 Vw27 L, AMLizesvT 7L — 27 v7u—RLET,

Tyl — Rt _RTORNA LV AEZ L ADA~S— T AU MERENN—F ¥ LT 7
MEWMASSM A 7LV I ATHATE S X910 L,

TINA ADIEEE (SSMA 2T LR U

&

ATy T2

ATvT3

FNRA ZARREERADC 2> TV DS, RGN 2Z 2 (SSM AV T LI AT —X
NR—ZNIZ2N) HORUM LR— MIEGR S E T,

F 7 AN NTEH, T AIRFESNE A, ZOEEZANIT DT, ROFNEEZFEITL
i@qo

1R BRI

YHE—FEIRTNS MR Y SSM AL 7L I ABH (B2 5 o X BIEREIE) .

FIE

[On-Prem License Workspace] 7 4 > K7 C, [Admin Workspace] #7 U v 7 L, 'm 7 FHF
RENTbr AU LET,

[On-Prem Admin Workspace] 7 o > RURERR SN E T,

[Settings] V 4 Y= v h& 27 Vv 7 LET,

[Settings] 7 1 > RUNERINET,

[CSLU] Z 728 L. [Validate Device] F 7 /VAA v F &A1 LET,

R A A ANEDO RUM LiRR— RBMERE SND L 912780 & Uiz, SRR A
VAR U AESSMA Y T LI AT = R=RCEBML T RN AE, RUM LAR— %
FEETHRNCGEMTHILERNH D ET, Av— K T AV REeN—=F LT AT FOFE VY
T SSMA 7L IAUD (196 X—V) BB L T I,
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B 2oz xBmmaEoRy F7—s BEATEEORE

RY—#@EALERAYT—FS1EVR |

HoA VAR D ARBREBEDR Y b —7 EERREME DR

ZDH AT T,
EMEDH LR EERIEL F7,

B2 % AR

A AL ABIRALBIE O v b U — 7 BIER R MR T A 720
[ (WZE) | EFPDNTW B FIE, fmf@@@4

YA L ATHIATT,, MOT~TOFNEIL, % WA SAZ L ADHHE Ry N U — 7 BRI

JECT, RWHDH A BEREOHZAELHY £7

)

M Hav s RERTELET,

GE)  FIE 13,

=2

I IR IE

14, BEIO15 T, B FTHRDO LI T
WRTFZRRA L RMEA S, %y MU — 27 B5EAREM:L
THMLEND D £,

Ein==4

AxX A

1R BHHIIZ

YRR ENTVD FFREY 1 SSM A F LI ARET (Bl % & o X BIAGRLEIE)

FIE

ARV RFERRETI Y

EL:)

&

enable
% -

Device> enable

¥ #E EXEC E— RE BRI LET, 7
O VT ERERINTZHENRRAT— K%
ADLET,

ATvT2

configure terminal

&1

Device# configure terminal

Jua—nR) a7 4 FXal— g
ET— FZHBLET,

ATvT3

inter face interface-type-number

1 -

Device (config)# interface
gigabitethernet0/0

A HE—=TzA A AT fFa2l—

va rE— NaBlta L, VRFICEESS
oA —Y Ry hA v H—T A
A, BTA U H—T A4 A, F21T

VLAN Z+57E L £7

ATvT4

vrf forwarding vrf-name

1 :

Device (config-if)# vrf forwarding
Mgmt-vrf

VRFZLAV3A L H—TxA RTX
AT EST, Zoavr N, 4>
H—T A AT</LF7a k=)L VRF
T 0T 47 LET,

ATvTh

ip addressip-address mask
i -

Device (config-if)# ip address
192.168.0.1
255.255.0.0

VREODIP7 RLRAEZERELET,
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| RUs—#@ERALERT—FS1EVR
RS VR ABAEEED Ry Fo—saEaitorR ]

ARV RFEERTI VA Y B iy
25w 6 |negotiation auto AT e AORED L O 2
1 - Ly ANRTA—HADOHEIRIT = —

varvaEEaECLET,

Device (config-if) # negotiation auto

AFw 71 |end AHE—T xR AT 4 Fal—
Bl - varE—FREETL, Ja—L o
, . V74X a2l —TarE— RERBL
Device (config-if)# end
i—é—o
AFw S8 |iphttp client source-interface HTTP 7 AT hDY—A A L X —
interface-type-number T AEBELET,

1 :

Device (config)# ip http client
source-interface gigabitethernet0/0

A5 w 79 |iprouteip-addressip-mask subnet mask (WZA) BISLA LV RAZ VR IZ— R &
1 - T U A BFRELET, R¥
TAvIN— R NERBFEATFTI VT
= RDONWTNNERETEET,

Device (config) # ip route vrf mgmt-vrf|

192.168.0.1 255.255.0.0 192.168.255.1

ZFw 710 | {iplipv6}nameserver server-addressl |VRF A L % —7 = A A TR AA L F—
...server-address 6] LV AT 2 (DNS) ZRELET,

&1

Device (config) # Device (config)# ip
name-server
vrf mgmt-vrf 198.51.100.1

A w711 |ipdomain lookup source-interface DNS RKAAL LNy I T v HD Y —A
interface-type-number Ao B—T oA AERELET,
1

Device (config)# ip domain lookup
source-interface gigabitethernet0/0

Z 5w 712 |ip domain name domain-name KAA L ODNSF 4 2B 53REL
Bl - 9, ZOFITIE, F—LP—"Bx

) ) : : N k U cslu-local.example.com %EVFEQ
Device (config)# ip domain name
example.com L/§57fo

X w713 |crypto pki trustpoint SLA-TrustPoint (WZB) B, AB AN N T A
i - ARA > b [SLA-TrustPoint] ZfEH3 %
Device (config) # crypto pki trustpoint] M\%ﬁlﬁpé e %Eg}/‘ CA F7>
SLA-TrustPoint ARA v b aryz4¥alb—ray
Device (ca-trustpoint) # F— ]\%F}ﬁﬁé ngj*o Tha~wy RN%E
FEALTCRIAMRA L NEEETH
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B s xk—trurLomE ssmA>TLzz U

RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

T, B A U AZ AL T AR
A FEEFHLETA,

ATy 714

enrollment terminal

51

Device (ca-trustpoint)# enrollment
terminal

()
R

AL ERR T A e L%

ATvT15

revocation-check none

&1

Device (ca-trustpoint) #
revocation-check none

(WZH) ©7 OFREHENRZ L T
WZ & B RERT BT 5 ik
ZRELET, SSMA LT LI AR
rRue PoEAIL, noneF—U— K%
ADLET, 2F0, KhF = v 7 i
FITI T, FEFEIXFEICZITANLD
Nk,

ATv 716

exit
51

Device (ca-trustpoint) # exit
Device (config) # exit

CANTFVARA Y har74¥al—
varE—REKTL, RIZZ7a—nN
LAy T 4F¥alb—g L ET— REkk
TLTHhE, ¥ EXEC E— RIZRDY
e

ATv 11

copy running-config startup-config

1 -

Device# copy running-config
startup-config

a7 4 Fal—ar T AIITER
EERAFLET,

5> RKR—+ URLDERE (SSMA>TFL I X UD

B A AR ABMERLE(E 2 SSM A > 7 L S AJRBAI TR S & &, ®AA v AF R
ThRIUAR—RMURLZRTTHOLERHV ET, ZOXZ7 T, 757 MDD 2ETe5%Ee
72 URL % SSM A > L I ANGRHICa e —F 5 FiEE R~ LET,

48 HREIIC

PR—PENTND FARBE Y SSM AU T LI XEH (A 2 > ABRILEE)

FIE

ATy I
ATvT2

SSM A > 7L I RXiZua 7 A > L, [Smart Licensing] 7 —27 A~X— X & RN L F 7,

[Inventory] # 7IZBE L, B—A NV N—F ¥y L7 HU b O Ry XX~ (L)
Mo, TN OR—=RNAN=F XY LT A7 M@ RLES, ZOHE.

[Inventory] # 7"

D F DFEEIC [Local Virtual Account: Default] 2337~ S 3L E T,
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| Kus—sERLERT—

oA R
ERARAT— 20Ty R—heq vfi—k ssMmAvTLzzun [

AT w73 [General] ¥ 7IZBE L FT,

[Product Instance Registration Tokens] fEI 3 Fm SV E T,

AT 74 [Product Instance Registration Tokens] 1% ¢, [CSLU Transport URL] %7 V v 7 L %7,

[Product Registration URL] N~ 77 v 7w ¢ RUMFREINET,

ATw s URLEHEZavr— L, 77 v AABEREFNIRFEL 1,

BNV ARV ATRI UV AR—INEA T L URLERET DL X, ZOURLBKLEIZZRY
i—a‘o

ATYT6 FTUAR—FIFATFL URLEZRELFET, ink¥ (7, URL, BLXOLAR— MERORE

ERRRET

ATy T
ATy T2
ATFvT3

ATv74

217 =—) ZZHLTLIEI,

—ADITHYRAR—rEAER—F (SSMA T L XU

SSMA L7 LI AN CSSM LU SN TWAEAIE., ZOFIEZHERA L TSSMA 7L 2
A L CSSM & ORI CHEMARNOFRIIZFEITTE ET,

bR BT
PR—=FINTND hARRrY
* SSM A 7L I RJEBE (SSM A 7L I A BlhRRLE(R)
e SSM A > 7L I RJERB (BIGLA v A X ABBERLE(E) |
LAR— R —2%, SSMA VT LIATHEHTELOMNERHY £3, LERLA— T —¥%
BT A L AR ZANSSSMA L T LI AT v ot d (BULA 22X 2 ZFIRETEIZ) 7.

FEMERLR— T —H 28N AF U ANSEIE TS (SSM A7 L 3 ABRRAE
'fm) ZEW&) D ijﬁo

FIE

SSM A > 7L AlZu /A > L, [Smart Licensing] 3% L £,
[Inventory] > [SL Using Policy] % 7\Z##E L £ 7,
[SL Using Policy] % 7 fiE}k ¢, [Export/Import All...]>[Export Usage to Cisco] &% 27 U > 7 L £,

ZHUZEY, SSMA LT LI A — NTHEAARER T X TOFEHRN LA — N2 ETe tar 7 7
A NN DEREINET,

CSSM TCSSM ~Dff R T —Z DT v Fu— REACKD X T m— R (215°8—) OX
AT EFITLET,

TDHRRT DOEEIZ, SSM AT LIRS AR — T BHACK 77 A NVERSELET,
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RY—#@EALERAYT—FS1EVR |

B outomarozssznem ssmAroTLzz o)

ATy TH
ATvT6

P [Inventory] > [SL Using Policy] # 728 L £,

[SL Using Policy] # 7 fE#k T, [Export/Import All...]>[Import From Cisco] #7 U v 7 LE£, .tar
ACK 77 A NVET v 77— RFLET,

ACK A V7R — h Z g3 5 121%, [SL Using Policy] % 7 #EIk T, xtibd H8lihA L A X LV AD
[Alerts] 5| % fes8 L £ 9,  [Acknowledgmentreceived from CSSM| &L\ 9 A v —URFEREI
7.

1DOUEDRZFA R FZADEM (SSMATL XU

ATvT1
ATy T2

ATvT3
ATy T4

WOFNEZEH LT, 1 2O A LV AF U AEZBIMLIZY, BEORGLA LV AF R A
AR—=PFLTEBIMLEZY TEEd, ZHUTED, SSMA LT LI RS A A X 2 A EHR
EHRGETELL IR £9,

1R B
FR—PFEINTWA FFEEY : SSM A7 L3I ZAER (SSM 4> 7 1L 3 ABEAEE)

FIE

SSM A > 7L AULICR 7 A > L, [Smart Licensing] %7 U v 7 LEJ,

[Inventory] # 78 L E9, fHEMICHD Fay XXy U R M pba—L N—F ¥ /L
THY L NEEIRLET,

[SL Using Policy] {28 L £ 9,

B8l A LAY A BINT 50, FR3E8EORGA L AX A VIR—FLET
(TR EBIRLE9)

cH—DBEGA VRIVREEBMT 52X, ROFIREZFETLET,
1. [SL Using Policy] # 7 fE#% C. [Add Single Product] #27 UV v 7 L £,
2. [Host] 7 4 — /L RIZHEARDIP T KL AZ AN LET (BELA AX U R)

3. [Connect Method] K2 v 7 &7 U A kb, )72 SSM A2 7' L 2 AR O H2¢
FRAEBRL £,

SSM > 7L I ABAARLEIE I fE ] C & Bkt 71513, NETCONF, RESTCONF, 3
J OYREST API T4,

4. FflD /33T, [Product Instance Login Credentials] 22 Y v 7 L ¥ 97,
[Product Instance Login Credentials] 7/ 1 > RUBEKRRIINET,

Gx) B A A AT SLAC LB REARNE, vl A7 VT vy VO
75\3%\%:?#0
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| RUv—2@ERALERT—F54EVR
SSMA> 7L 3 REMAREED* v o —sBEa a0k ]

5. [UserID] & [Password] IZAJJ L, [Save] 27 U v 7 LET,

hiE, Ry hU—7 B Ii%ﬁ@iﬁ“ét T ra~<y RO—EE L TRE
Lt%@kﬂbnw#m&rav TT(%M%VTViX%%@@E®X/F
U — 7 BERREME DR (203 X—) ) |

WFENTTTT5 &, BIFA L AF AN [SL Using Policy] BTEEED Y R MIFER S
nET.
EHOBEA VR VREA UR— b T BICIE, KOFIAEETLET,

1. [SL Using Policy] # 7 C. [Export/Import All ...] > [Import Product Instances List] & 7 VU -
7 L/ i j—o

[Upload Product Instances] 7 « & RUBE/REINET,
2. [Download| %7 U w7 L, FHNZER LT csvT b —haXyrua—RLET,
3. esvT U7 L — hOTRTORLA VAR ATLERIEREAND LET,

T L— T, TRTORE A > AKX AP [Host], [ConnectMethod], 33 L U [Login
Credentials ] Z 4§ HEE L T 72 &0,

SSM > 7 I ABAAALEIE IO fE ] C % 25kt 71513, NETCONF, RESTCONF, #
J OYREST API T4,

QAT UYL, Xy N — 7 BIEA BRI AL T A T DI o~
F@*%ELT&ELKJ%#DkAXU%F%ﬁ%LiT(%Mﬁ/fViX%
WGBS DR > N U — 7 BIER[REMEOMELR (203 =X—7) )

4. FPE. [Inventory] > [SL Using Policy] % 7 {28 L £7, [Export/Import All...] > [Import
Product Instances List] 7 U v 7 L£ 7,

[Upload Product Instances] 7 « & KU BFEREINFET,
5 Wi, ALz esvT 7L —bha7v7u—RKLET,
MEES D &, B A 2 A X > A [SL Using Policy] # 7D U A MZFREINET,

SSMA >V TLIAFBBEEEDORY FT—9EEAREE DER

ZDHRATTIE, SSMA 7L I ABBALEE D% v b U — 7 BIERATREM: A R T 5 T2 DI
BZRDARMEOH R ELITATLET, [ (WMH) | VT L FIEIL, T X TORG A
VAB U ATHATY, MoOFTXTOFNEIZ, @ WA VAR AT L Xy T — 7 Bk
JHUT, RADOHEBEEDOLA LSV 9, 4T oa~r FERELET,
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RY—#@EALERAYT—FS1EVR |
B ossvr s xpmmEEoRy FO—s BT EEORS

\)

GE)  FE25, 26, BLOV27 Tld, BTROELIICERELTLEE Y, Zhbpa<wr Rk, EL
WhIARKRA Y IBMERHESIL, Ry b —7 BIEREMEIC VBRI EFAZENZ T A NN S X
INCHRETHLENRDH Y £,

IR HEIIZ
PR—FEINTWE FFEEY :SSM AL 7L I AR (SSM 4> 7 L 3 REEHEE)

FIR
ARV KEFEREFT7TIVa Y B#

2TFv I enable HEHE EXEC B— REEDICLES. &
i - 07 MRFRENTZHNAT — R
Device> enable )\jjl/EEﬁyo

AT w72 |configureterminal e\l a2y T 4R l— g
i - T—FNZBRBLET,
Device# configure terminal

2773 |aaanewmode () FRAE, FEAT, THTLT 4
K 7 (AAA) TZ7% A3y hr—LET
Device (config) # aaa new model WEA X —T I LET,

AT v 74 |aaaauthentication login default local (UZH) ZREERRZ 10— B LD —H 4,

151 - F—=H_XR—=2 T 5L OIC. AAA
nunE% HELET,

Device (config)# aaa authentication
login default local

Z 5w 75 |aaaauthorization exec default local R T DT 5 R A
1 B BHNRT A=A R ELET, 22—
PIX EXEC ¥ = VO FEITHRFF A SN E

Device (config) # aaa authorization exec|

default local 7ro
ATw 76 |Iprouting IPLV—T 4 TG LET,
11

Device (config)# ip routing

2577 |(iplipvé)nameserver server-address1 | ({£) 4L 7 | L AR

- Server-address 6] T5 1 O E IO F— LY — 3D
151 7 RUVRAERELET,

Device (config) # ip name-server vrf |E K G ODFR—Lb P —R"EIEETEZE
Mgmt-vrf . . o N
132.1::.1.100 192.168.1.200 jfo %5%%h—/\j7 R LCZli}Kf\b—;KTfEQ
192.168.1.300 0 E9, BOIHEEINZ—
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| RUv—2@ERALERT—F54EVR

SSMA> 7L 3 REMAREED* v o —sBEa a0k ]

ARV FFEREETIVa Yy

E:)

B TIA~ ) F—RTT, TR
I, 79 A~V —"~DNS/ =V %
BANZEE LET, 207 RKRHK
LG a, Ny o7 v =N
T UBREEFEINET,

ATvT8

ip domain lookup sour ce-interface
interface-type-number
1 -

Device (config) # ip domain lookup
source-interface gigabitethernet0/0

T3 A LG, DNSIZHAS LS A A M
MHT RUANDEMMEGC L F
T, ZOREIL. T 74V FTA R—
TZEINTWET,

2—=PFDORy NT =TT NA AR, 4
HIOF D B T2HEHTE 220y b
T — 7 NDT IS A L efeed 5 BN
HOGE, =il VA —F
Fox—3 75 (DNS) ZfliHL
T, 2=V OTFT A X — I
DT NA AL BBV B TH L
MTEET,

ATvT9

ip domain name name

1 :

Device (config)# ip domain name vrf
Mgmt-vrf cisco.com

FEEREMAA M (Fy MEx 101
KL R AA A DIRNART) ZFERRE
WHEOILY 7 "= T HEHT 5,
TI74NWEDRAA B EERLE

7T

ATy 710

Nno username name

1 -

Device (config)# no username admin

(WZH) $R/E SNz — 4 DFET
%6137 V7 LET, namellid, K
DAT P THERT D —H 4 LA LT
bOEANLET, THITLY, KD
ATy TR T D — P4 BNEBE L
TWeWZ EBRFEESNE T,

SSM F 7L I ZBAERI D RUM L

AN— k& H5IZ REST API 2 9%
BB, SSMA T LI R lcu s A v
THLERDY £3, 2—FLHNEE
LTWBE, VAT AIED—H4
Do DG EITZ OBEENE L EEL
RWGERH Y ET,

ATvIN

username name privilege level password
password

1

(WZH) 2 —PHE_—R & LTiRG
VAT LEMELET,

privilege ¥—7— Rk, =2—H o
MR L~V RELET, 2 —F O
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RY—#@EALERAYT—FS1EVR |

ARV FFEREETIVa Yy

S

Device (config) # username admin
privilege 15
password 0 lab

[RL~)LEHRET D0~ 15 DEFTT
T

password Z 9% & | name 5 [EZT
JEATEET, "AT—KF1~25
LT, DAL ANR—RAEZFEHT
X, username 2~ RDRHEDO AT
arybLTHRELET,

T, SSMA LT LI A NELE,
A VAR L ADIAT 47 REST Z2{#
HTEb L5172 £7,

(GE) ZDaZ—YPZLENRAT— R
% SSM A7 LI AT A
HLET (20 Eofl,
A AL ADIBN (SSM
Fo7FrIAaun (202
~N=) ) . ThITkD,
SSMA > 7 L I A|3#LE, A
VAE A RUM
A= EUETEH LI
e ET,

ATvT12

inter face interface-type-number

&1

Device (config)# interface
gigabitethernet0/0

A B —T A AT 4Fal—

a v E— F&RM L, VRFIZRHE T
oA —Yry A F—T A
A, BT H =T oA A FE

VLAN Z$8E L £7,

ATy 713

vrf forwarding vrf-name

51

Device (config-if)# vrf forwarding
Mgmt-vrf

VRFZ LA Y3 AL H—T ARkt
ST ET, Zoavy N, 4>
H—"T A ATCv)LF 7 s 2/)LVRF
ETI0T 471 LET,

ATy 714

ip address ip-address mask
1 -

Device (config-if)# ip address
192.168.0.1 255.255.0.0

VREDIP 7 RLAEEZHRLET,

ATvT15

negotiation auto

51

Device (config-if) # negotiation auto

AV E—T 2 A ADHEBLIOT 27
Ly ARTA—=HDEEIR T T —
varvaEE A LET,

ATy 716

no shutdown

1 -

N SINToA o —T oA A
BLET,
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SSMA> 7L 3 REMAREED* v o —sBEa a0k ]

ARV FFEREETIVa Yy

E:)

Device (config-if) # no shutdown

ATV T

end

1 -

Device (config-if)# end

AR =T AaAL T 4 Fal—
YarE—REKRTL, Fr—rULa
V74X alb—varE—RERKBL
7,

ATy 718

ip http server
i

Device (config)# ip http server

(WZE) > Aad Web 77 7 —
P A BE—T oA A G P £
IPv6 3 A7 1T HTTP — & H2hIT
L%E9, HTTP +—iE, F7 41 b
WL VEBEHEDOR— FR0EfEHL E7,

ATv 719

ip http authentication local

i -
ip http authentication local

Device (config) #

(WMZE) HTTP Y— R —P 2 LT
FrEORGE T EERRE LET,

local & — U — RiX, LR L OFFFA]
12, B—HN AT AFRET (username
Ja—\)ars7 4 FXal—ygra
vV RZE-T) HELErTA v
a—WL, NRAT— R HERL~LT
I ADMAEDOEEMHEHTLZ L%
~LET,

ATy T2

ip http secure-server

1 -

Device (config)# ip http server

(WZH) E% =7 HTTP (HTTPS) H—
NEHNCLET, HTTPS — 30,
tXa7 Vv b bAF (SSL) —
vari3orue hariEfEALET,

ATy

ip http max-connections

1 -

Device (config) # ip http
max-connections 16

(WZE) HTTP Y — S~ [l i ki
T ERTELET, 1|~ 16 DEHDOE
BEANLET, TT7HNAL IS5 T

7,

ATvT22

ip tftp source-interface
interface-type-number

1 :

Device (config) # ip tftp
source-interface
GigabitEthernet0/0

TFTP#Ei H DIE(E LT FL A L LT,
A B —T A ADIPT R ARIEE
LET,

ATvT23

ip route ip-address ip-mask subnet mask
i

Device (config) # ip route vrf mgmt-vrf|

192.168.0.1 255.255.0.0 192.168.255.1

A VRS R— ke — R
VA ERELET, AXT 47T
N— NFEZEIXATF I v T — DOV
TNNERETEET,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B ossvrtTLsxBmnEEory b7—

9 B EFTREE D RERR

RY—#@EALERAYT—FS1EVR |

aAv U RFERET7TIVaY B#)
RT w724 |logging host JE—FBAFADYAT LA vE—
Bl UBEOF Ny SN E R LET,
Device (config)# logging host
172.25.33.20
vrf Mgmt-vrf
Z 5w 725 |cryptopkitrustpoint SLA-TrustPoint (WZE) RUSLA V AF VAN R T A
Bl - A4 > b TSLA-TrustPoint] ZfEH 3%
Device (config)# crypto pki trustpoint] %\%ﬁ)&)é e %Eg}/‘ CA F7>
SLA-TrustPoint ARA b ar74F¥al—v g
Device (ca-trustpoint) # T — ]\%Eﬁﬁé Lij‘o TDhavwy ]\ic}‘f
FERALTCRIZA MRS NEEETH
FT, WA AX AT N T AR
A MERWELEE A,
AT 726 |enrollment terminal (WZH) FEAERES IR LB E L £
11 EE
Device (ca-trustpoint)# enrollment
terminal
R Fw 721 |revocation-check none (WZH) 7 OFEHENREZHIL TV
Bl - W2 L EHERT B b 5 ik
beus . ERELET, SSMA 7L I AR
evice (ca-trustpoint) # NS N
revocation-check none FAR= V@%/E]\ﬂi\ nonex—"7U— K%
ANLET, DF0, KhF = v 7%
FTENn T, FERFEETFICZITAND
nET,
RTwvJ28 |end CARNTUARA v har7 4 Fal—
il - VarE—FEKRTL, RIZTr—N
Device (ca-trustpoint) # exit Va7 4 ﬂ’r‘l LA :E_ ]\ﬁ%g
Device (config) # end TLThD, ¥#E EXEC E— NIZREY
S
AT w729 |show ip http server session-module (WZ8) HTTP B2 L E 4, H

1 :

Device# show ip http server
session-module

T, st utTe T VT 4 T THHZ

LEMRLET, £, ROF = v

HETTEET,
e SSMA LI ANA A F—Jb
SNTNDT A A, B A
VAR AT ping TE DI & ETE
WL ET, ping BRkENT 5 &,
faA VAR ANEIEARETH D
MR SNET

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| RUv—2@ERALERT—F54EVR

w@a—roureen i

ARV FFEREETIVa Yy

E:)

e SSMA VT LI ANA A F—JL
ENTNDHT/NA ZADWeb 7 T 7
WANGR
https://<product-instance-ip>/
FHRLET, ik, SSM
Fo TV IANGRGA AL
A ~0 REST API B #ifE £ 80 12
ET 5 Z ERRAESNVE T,

ATy 730

copy running-config startup-config

&1

Device# copy running-config
startup-config

AT 4 X2l —Ta T A MR
EERFLET,

AR I— FOHIBR &R

SLR 7GR =1 —

1R BRI

Fl

PR—=FEND bR Y T

FIE

RZHIBR L CREIY 212013, ROFIEEZFITLET,

ARV KRFERERETY VY

=)

ATy T

enable
I

Device> enable

¥#HE EXEC E— REHZLET, 7
OV MRFERENTZH/NRNAT—RKEA
HLET,

ATy T2

show license summary

1 -

Device# show license summary

HIER L CGREIMT 2 7 A 2o A0MER T T
RWZ L ERERLET, AT O%RE
X, FIHEEE TN T AMERSH Y F
ﬁ—o

ATvT3

license smart authorization
return{all | local } { offline[path] | online}

1 -

Device# license smart authorization
return local online

OR

Device# license smart authorization
return local offline

Enter this return code in Cisco Smart

Software Manager portal:

CSSMD T Ao AT —)VTKBa— R
PEHILET, oo RE AT 5
LRV a—RFRERINET,

B AR AERRELET,

call : HAAMEEY T v I TERES
NI T _RCOBE A A Z AT
LT 7y a vy ETLET,
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RY—#@EALERAYT—FS1EVR |

ARV RFERETIVa Y

B8

UDI: PID:C9500-16X,SN:FCW2233A52V
Return code:
Crodtbe 18R]~ ftwzg] -h A AU FESDT el ~FARPE O 1N 7-Ro7

elocal : 7T 4 77l 4 L R H
AWK LTCT 7y a vy w37 LE
T, TNNT I FN NDF T g v
G

CSSMITHHE L TWAME I MEIREL
i‘ﬁ—o

« CSSM (Z#5f5E L TV D AT,
onlinez A LEd, =— NixEH
FIIZ CSSM ICIRFI S 4, TERANK
SNTHRGLA VAR L RZA VA
r—ENEd, ZOF T a %
BN 5 &, R a2— RONHEIRIC
CSSM IZiXE S E T,

CSSM 28t L T e WIGEIT,
offline [filepath_filename] % AJj L
EJ RN

T 7 AN ERAEFRE L2 WGE
L. CLLICY #—r a— RPERE
NET, 77 ANGAENRRAERET
e, VE—ra—RNIEELES
FricRfFEnE7, 774 Vg
%, REAEY FIREZ TR ORI T
HZ L Z)‘f% ij‘o W'J . Device#

license smart authorization return

local offline
bootflash:return-code. txt

offline 47> a > B IBINT AL
X, CLISRIE LT 7 7 A DB R
Da—RKaza—LTCSSMITA
N5, LV BMOFNEE FATT
HLENRHY T, CSSMDH D
g A AKX ADOHIE (211 ~2—
V) BB LTLLEEY, ZOFIE
Z5E T LThD, IROFNEIZHEAF
7T

ATv74

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,
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cssMas0r g1 w22 2oMk ]

AU RFERETOVa Y =)
Z 5w 75 |nolicense smart reservation LA A K 2 AD SLR G IE & M
15“ L/ijﬁo
Device (config) # no license smart GE) Z OFJET no license smart
reservation reservation =<2 K% AJ
T HHENS, ERROFNE3 T
(Ao IA v FiiZA7 7
A2 T) KR — RORA
TuvRAEET T HMEN
HVET, THLARNE,
WHIAY CSSM ¥ 721% show
vy PSS L0
BRHY EY, MEZELE
THICE, vRaDT I =
TV AR — Y T
TLHUERDHY £,
AT 76| exit FiHE EXEC £ — RIZR D £,
fil -
Device (config) # exit
R 7y 77 |show licenseall TA e AEREFRLET, HHD
15“ . License Authorizations "™ H— %ﬁﬁ%
Device# show license all LET. BRTREARERICE TS
<output truncated> L. Last return code: 7 A —/V NIZE
License Authorizations D a— RREBRINET,
Overall status:
Active: PID:C9500-16X,SN:FCW2233A52V]
Status: NOT INSTALLED
Last return code:
CoLkB-2RKP-c] R r-AFIREP-89G01 K ol ~ZF21 §~t<S30uD-8C
<output truncated>

CSSMMAOLDE A VR E 2V XDHEIKR
BB A 2Z L ZAEEIEL, T TDIA L A2 TA B AT — VIR TIZIE. ROX A
ZFIEITLET,
1R BHIIZ
YR—FEND bR Y §3C

FHRIFEHT A A (SLR) AL T ARELA VA Z A EHIRT 28EA81F, &KRa— R
DOHIFR L IEHT (2092—) ITRENTWVWSHERY, VEZ—ra—RRER S TWsZ L%
WRLET, (ZOXAIOFIETTAHLET) o
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B cssvrcoEgEa—rRFHR I —s L 0ER

ATy

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

ATy T8

FIE

https://software.cisco.com T CSSM Web UL {7 7' f > L, [Smart Software Licensing] % 7 1 » 7
LET,

ARaANLEBEEN I —FL LR — REFEH L TCa A LET,
[Inventory] # 7% 27 U v 7 LET,

[Virtual Account] K2 v 7*H 7 U ARG, N—=F ¥ LT Ho v FEBERLET,

[Product Instances] ¥ 7% 7 V v 7 L ¥ 7,

AR 22 S A VA X LV AD Y A MPRRRINET,

A AL AY A NSRBI A VAB U RAE RO ET, AT a T MRE T
CARTE TR X A T OXLFHNE AT LT, [ihA v AY AR RBTEET,

HIBRT B85 A A & 2 2D [Actions] T, [Remove] V 27 %27 V27 LET,

c BlEhA AL U ZIRSLRIKR A — R G T4 v A& L T aWnEaid, [Confirm
Remove Product Instance] V¢ > RUDBERRINE T,

i A Y AZ AR SIR AR A— F2Z 074 A2l L Th L 5a1E, UV F—r
a— REANTHEDDT 4 —/v KD H 5 [Remove Product Instance] 7 1 > R 7 BFER S
nEJ,

[Reservation Return Code] 7 « —/L FIZ, fEpk L2 #—ra—RE A LET,
GH) ZOFNRZ, ®lhA P AZ AR SLR AR A— R F 0TI B A2 L T
A0 SNET,
[Remove Product Instance] 27 U v 7 L£79,
TARANTA R AT = TR E N, Bl A A7 ADBBIRSVET,

CSSMMLDEFEI—FAFHRE—0 D DERK

B = — FEERT D b= U2 AERT DITIE, ROFIEZETLET,

AT AZR—F LT AT NI DD =0 v HERLET, 1 DONRX—F 3 LT H Y
VMBI AT RTCOEMA A L AZRL b= U EERATEET,

theb BEIIZ
HAR—RFEND AR CSSM 12 E B

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F


https://software.cisco.com

| RUv—2@ERALERT—F54EVR

&

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8

ATvT9

ATy 710

gEa—ros>zx -1 |l

FIE

https://software.cisco.com T CSSM Web UL {7 7' f > L, [Smart Software Licensing] % 7 1 » 7
LET,

VAapLigh N Z[ E AT - REFHL e A LET,

[Inventory] # 7% 27 U v 7 LET,

[Virtual Account] K> 7" # 7 U 2 RMipnb MERAN—=F 3 LT 0 M EERLET,

[Generall| # 7% 7V v 7 LET,

[New Token] 27 U v 7 L'£7, [Create Registration Token] 7 4 > KU NF/RINE T,

[Description] 7 4 —/V N2, h—27 > O#HAEALLET,

[Expire After] 7 4 —/V RIZ, b—2 v &T 7T 4 72T HMERHL AEEATILET,
(A7 a3 ) [Max. Number of Uses] 7 4 —/V RIZ, b—27 U OHNRENEIN S £ TOHRK

EHAEEE AL ET,

[Create Token] &7 U v 7 LET,

UANMIHF LW =27 UBREREINET, [Actions] #7 U w7 L, h—2 % txt 77 AV
L THyra—KRLET,

EfEEa—FDA 2R ML

B a— RFEZFHTA A =T BI20F, ROFEEFEITLET,

IR HEIIC
/A Nl N (S W N N S
« CSSM (T EH

Fig
ARV RERFTIaY BH

ATV T |CSSMMMODOEEa— RAFH F—2 | £77 CSSM N SfEHa— R 7 7 A L%
DOARE (212 =) ARELTHE T a— RLTWARWES

X, Ak A — RREFETLET,

AT v 72 |enable ¥#HE EXEC =— RZ2ACLET, 7
1 - BYT MRRRENZG, SAT— R
Device> enable AT Liﬂ—"
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B cssvrookys—a71108900—¢

RY—#@EALERAYT—FS1EVR |

ARV RFERETIVa Y

B8

ATvT3

license smart trust idtoken
id_token value{local | all } [force]
I

Device# license smart trust idtoken
NGMwMjk5mYtNZaxMSOONzMZmtgWm all force)

CSSM & DIEHHTE Dt A ML CTE
9, id_token value iZiX, CSSM THK
Ll h—=2 2 AN LET,

KONTNDDOF T a B AN LFE
7,

elocal : HAfMEE Y F T v DT Y

F A DT AT LT OIMEFEE
RAEXRGBLET, 2B T 740 B
DFAF g TT,

cal : me Aty F T v T OF T
DF A A% U CEHEER 41615
LE7,

UihA VAR RO =2 — R
HHIZHND BT, [FHa— NERE
KET BT, forceF—U— K& AT
LET,

EfE=a— RiE, ®iha A% 2D UDI
W2/ —FKay 7 3iET, UDIAT T
BERS LTV A5G, CSSMIER L UDI
DOF B GRAEFFAT L EH A, force F—
U— K& AT HE, CSSMIZEE S
DAy =V 7 T 7 ERE S,
T CIHFET DA THH LUVMEE=—
RMERR SV E T,

ATv74

show license status

1

<output truncated>
Trust Code Installed:
Active:
PID:C9500-24Y4C, SN:CAT2344L4GH
INSTALLED on Sep 04 01:01:46 2020
EDT
Standby:
PID:C9500-24Y4C, SN:CAT2344L4GJ
INSTALLED on Sep 04 01:01:46 2020
EDT

B — FRA YA F— L ENTHDE
Ald. AR FRESNET, ARfIe—
ﬁ/bé?%.&y—yfi‘%%éhi’ﬁ, Trust
Code Installed: 7 4 —/V R&EHML T
<IEEWY,

CSSM MM oDRY)—T7A4ILDEAHA— R

AL LR =2 FRLTEGE,

FFREA L RAF L RACEA IS T 7V b ET R

LRV =BT 5%E1E. WOZ A7 #F4TLET,
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ATy T

ATy T2
ATvT3

FSAER
CSSM ~DERKRETF—2 07 v To— ke akngo>a—F [

1R BHIIZ
YR—FEIND PRI Y
+ CSSM ~D#zkiZr L, CSLU 72 L

« CSLU IZ CSSM 7> & )17

FIE

https://software.cisco.com T CSSM Web UL iZ & 7' > L. [Smart Software Licensing] &7 U v
l/ i ‘é—O

VAapbighEnica—YPH LR NEEH L Tr A U LET,
WDT 4 L2 kU A, [Reports] > [Reporting Policy] Z &8 L =7,
[Download] #27 V v 27 LT, .xnl RY > —7 7 A LERIFELET,

INT, 77 ANEREA VAL R VA =L TEET, "L AF L A~DT 7 A
NDA VA= (216 X—V) LTI EE,

CSSM ADFERKRT—2D7 vy TA—KFEACKDOAIO—k

&M

ATvT2
ATvT3
ATvT4

BITLA A H AP CSSM R° CSLU [ZHEGE SILTW R WS, FI1ESSM A v 7L 3 AR
CSSM IZHH SN TWARWEAICRUM LAR— &2 CSSMIZT7 v 7u—RLTCTACK & v v~
0— RT5121F. WOEAZ 2 FITLET,
IR B
PR—hrEND bR

* CSSM ~D#Eke7a L, CSLU 72 L

«SSM A v T LI RERB (B A 2 2 & v ZBIRATLEIG & SSM A > 7 L X A BRAATYE(E)

FIE

https://software.cisco.com T CSSM Web Ul {Z v 74 > L £ 7,
VARanbiRt I — LA LA —REFEH LTS A LET,
VIR—=FEZETHDAR—FTHO U b (HEOLE L) 2R LET,

[Smart Software Licensing] — [Reports] — [Usage Data Files] Z 38R L £ 797,

[Upload Usage Data] #7 U v 7 L£ 7, 77 A /VDOEGEFT (tar XA D RUM LAR— k) &ML
TR L, [UploadData] #7 U v 7 LET,
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RY—#@EALERAYT—FS1EVR |
. BRAVRAZVAANDT7AILDAL VR M=)

EARI LA — X, 7y 72— K#%IZ CSSM THIRTE £8 A,

AT 75 [Select Virtual Accounts] R 77 v Fnh, Tyl — RENET7 7 A VEZETLHN—F %
WA RERIRLET, 77 A /LN CSSMIZT v 7 v— K&}, [Usage Data Files] % 7' —
V777 ANL, LIR—FMOEG, 7y 7Xu— REDOR—F v LT hH 7 b, LAR—KR
T A VIR— SN A L AE I MR AT — A AL EHICRTFENET,

AT 76 [Acknowledgment] 5| C [Download] %7 V v 27 LT, 77— RL/ELAR—FD .txt ACK
T AN LET,

[Acknowledgment] #iZ TACK] NERINDHETHRHLET, LT 5 RUM LAR— EBZHH
Y. CSSM TIIE DD Z ENdH Y 7,

FEELZ PR IR U T, 77 A NVERE A VAR AL VA M= B0, F£721XCSLU
ICHRIET D, HAWIISSM A LI AL VAR— T A2 ENTEET,

B RBADAADITF7FAILDA VA =)L

B A AR AN CSSM F 7213 CSLU IZEE s SN TV e WAL, LR A v A X R
SLAC, RV —, ACK., ¥/ b= v %A VA M= T DHITIE, ROF AT ZFEITLET,
1R BHHIIZ

PR—FEND PRI 1 CSSM ~DHEki7e L, CSLU 72 L

A AR AT 7B ATEDHANS, ET 27 7 A NVERGFLTERERDH D £
—§AO

ARV —DHAEDOBR : CSSMMMHLDRY =T 7 A NDF T rm—F (214 X—)

¢« ACK DIFADEI : CSSM ~DHEFRIT —2 D7 v 7Fr— K& ACK DX v a—K

(215 2—)

FIE
AU RFERET7TIV3 Y B#J

AT 71 |enable K#lE EXEC T— R A LEd, 7
%l - 0y NRRRINTEDL, NAT— %
Device> enable AN LET,

R T w 72 | copy source bootflash:file-name T ANE ) —ADBEHEIIT 4 LY
Bl - MU DBRELA AL ADT Ty a

‘ AEJ|IZar’—LET,
Device# copy
tftp://10.8.0.6/bootflash:example. txt esource : T, ot —IE L d
TrANEITT 4 L7 B OS5
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G54 7. WL ssvLt—rEmoxs [

AU RFERETOVa Y

B8

T9, Ib—7miL,. e—ALrEFIT
UE—hFDOWTINNTT,

e bootflash: : 27— b7 T v v
AE Y OHEOEETT,

ATvT3

license smart import bootflash: file-name

{5l
Device# license smart import
bootflash:example. txt

TrANERE A AR AT R—
FLTA VA= LET, £ A —
Nk, A VA=V LT 7 A NVDEA
TFERTVAT LA v E—URNEREN
£7,

ATvT4

show license all

1

Device# show license all

B R ADT A AR, R
Jo—, BIOUVER— MEREFRILE
j‘o

Brik 2 4 7. URL, 8LV LKR— MEFRD

=JL =

ax ;&

A P AZ L ADERET— RERET DI, ROFZ A7 2FATLET,

4RO HREIIC

PH— P END FRRY L AT

FIE

AU RFEERETIVa Y

=)

&M

enable
B

Device> enable

¥i¥E EXEC £— RE A% LET, 7
0 7 MRFRREINZHNNAT— &2 A
JILET,

ATvT2

configureterminal

1

Device# configure terminal

ATvT3

license smart
trangort {automatic| callhome| cdu | off |amart }
f5

Device (config)# license smart transpor
cslu

FERT 280 A A v ADEREE— R
EHRELET, ROFT T g BRI
LET,
« automatic : FRi6E— K cdu 2% E
LET,

« callhome : #55E— K& LT Call
Home ZH ML E T,

t
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B =517 L sLULE— rREIRORE

RY—#@EALERAYT—FS1EVR |

ARV RFERETIVa Y

B8

ecdU: TNBT 74N EFD T A
A—hE—FTI, B2
A BAETLIE(E C CSLU F£ 7214 SSM
Fr T VI AEFHLTCOBEE
X, 2OF—T—REANLET,
N7 AR—=KE—RF—U—F
IZ CSLU & SSM A > 7L 2 A TH
LTI, hT v AKR—F URL IZ
e 9, ROFIAD license
smart url cducdu_or_on-prem url %
ZHL TN,

o Off : AL A L AH L ANE DT
TOWEFEEEDLET,

ssmart : A< — MEEEANZLE
7,

ATv74

license smart url {url | cslu
cslu_url | default | smart smart_url | utility
smart_url}

1 -

Device (config) # license smart url cslu

http://192.168.0.1:8182/cslu/vl/pi

R ENT-HEEE— RO URL 2% E L
F7, BIOFNETIER L7-HzEE— R
JE U T, ® i d D URL 22 Z CTREL
7,
s url : #5325 — K & L C callhome %
HELTWDLEERIEL, 2047 v a
VEBRELET, CSSM URL %K
DL IIZIEMEIZATI L ET,

https://software. cisco.can/fmodule/Srertlicensing

nolicensesmarturlurl =< > R,
T 7V DO URLIZEY £,

cducdu or_on-prem url : F 7 &
A—FE—R%Zcdu & LTHEEL
TWAEEIE, LEIZ U TCSLU
F721ESSMA 7L I AOURL %
fEHLCZOATva 2R ELE
R

« CSLU Zf ]l L TV 53541,
WDOEHIZURLEZASNLE
‘g‘o

http://<cslu ip or host>:8182/cslu/vl/pi

<cslu_ip or host>Z{L, CSLU
ZA A h—/L L7- Windows
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G54 7. WL ssvLt—rEmoxs [

AU RFERETOVa Y

B8

RARNDKEARNLRIPT KL
A NS UET, 8182 1FAR—
FEESTHY . CSLUDBMEHT
HME—DR— FEETT,
nolicensesmart url cslu cslu_url
o< i
http://cslu-local:8182/cslu/vl/pi

R £

SSM AL I RAEFHLT
WAHEATE, D X HIZ URL
AN LET,

http://<ip>/cslu/vl/pi/<tenant
ID>

<ip>{ZiE, SSM A7 1L I X
A ARV LTe =Dk
ANZFEFIZIPT FLAEA
FHLFET, <tenantlD>1XT 7 +
IV hoa—h)L N—F )L T
HT NIDIZTHHENRHY
*7,

Ev bk SSM A > 7L 3 &
726 URL 24K % K
BeEES, Ik
Z AR — bk URL
DOHUS (SSM A
7L A UD
(200~—) | %
SR LT EEWN

nolicensesmart url cslu csu_url
o< i
http://cslu-local:8182/cslu/vl/pi

R £

s default : FREIN TV DEEEE— R
WK TERVES, ZoF T3
VU CIE. smart B X Ot edu ik e —
ROBNYHR— N IET,
HRsE— R28 cdu IR E & TV
534, licensesmart url default %
FET D L. CSLUURL T H BN
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B =517 L sLULE— rREIRORE

RY—#@EALERAYT—FS1EVR |

ARV RFERETIVa Y

B8

BRESIVET

(https ://cslu-local :8182/cslu/vl/] pi) o
HREE— N2V smart IR E ST
5854, licensesmart url default %
RETHE, A~—FURL IZHE)
ICERE SILET

(s //srertrecsiver. ciso,con/licservice/licerse)

smart smart_url : #5254 A 7L LT
smart 5% E L CW A AL, 20
T arEFELET, URL &
WD XD ITIEREIZATILET,

https://svertreceiver. cisoo.caw/licservice/license

OFTarEBRETLHE, VA
7 L licensesmart url url < H Ehf)
\Z URL OB 2R L3, HE
TL MBS TEET, Zh
PLEOBSEZLEDH Y XA,

no license smart url smartsmart_url
a~ 2 R, 574/ O URLIZ
RO ET,

utilitysmart_url : ZoO4 7> a 0%
CLITIHEATEE I NI R—-F &
NTWERA,

ATvTh

license smart usage interval
interval_in_days
i

Device (config) # license smart usage
interval 40

(EE) VAR— MHERO Bz E L £
9, T 74/ FTiE, RUM LaR— b

30 HZLICH EENE T, A%heED
FEPHIL 1 ~ 3650 T,

COEEERICERET AL, WHIND
RN —ORENFEIZERKRZR <. RUM
LVAR— MIFEINFETFAL, ZHT
CSLU F 7213 CSSM 35l & 5 " HE
MRHD AR ICEHAINET,

ol ) REVEZHREL, @fE5A7
DA TITRESN TV DA

interval |n days L Ongoing reporting
frequency (days) : DR U I —fHDH T,
EONSWIREHSNET, &R
X, interval_in_days 7’ 100 ([ZF% & S 4L,
Pj_\o U 7*‘@1@75’ Ongoing reporting
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EASA L RELRT EAYS1tozoBE |

ARV REEET7IVa Y B8
frequency (days):90 D¥E. RUM L

A= NI HZEITHEESNET,

M2 R EE . T 7 4L EBE
A LAR— MBI IR U v —fEIC
FoTRkESNET, E2E T 74
v MEBEZNT, R T A ADH
PEHENTWDIGE, R —TL
AR— IPARE LT I TV 5D &, RUM
LAR— MIEESNERA,

AT 76 |exit sa—r L ar7 4 Xal— gy
i - T— FEHT L, FfiE EXEC T— RIC
Device (config) # exit RO ET,

25w 7 7 | copy running-config startup-config DL T 4R al—Tay Ty AR
15“ : E%‘:’f%ﬁ szjﬂo

Device# copy running-config
startup-config

ERXSA U RFREFITFA US4 RADETE

EARTA VL AERIFIT FE UV IA BV AZELBIOEA LS, HHTARNIT N AT
TAC L AERTETDHDLENDY £77,

ZDHATTIETA R ALV ERELEY, RESNIZER AT HENTY m— R
VEETT, ZOXAT &AL T, %&4/15/1®ﬁf@94fyx%WEbt@ B
TAVAZBIMLTZY (72& 21X, HIfE Network Advantage 2 L TW 254, xHad 5
Digital Networking Architecture (DNA) Advantage 7 A &z > A Cffi H ATRE 72 b %@ﬁﬁﬁ‘é N
NTEET) | FRETA BV AZHIBRLEY T8 TEET,

15 H B HIIC
PAR—FIND FARY : TXC
ROT =ML _LTA B AEMBHATEET,
EARAZ AR
» Network Essentials
« Network Advantage (Network Essentials % 11 ?)

T RAUTA LR 3AE, 5FE, 23T EORESMICHIZoTRO T A B A YT %
7oA T TEET,

* DNA Essentials
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* DNA Advantage (DNA Essentials % 7 1¢)

RY—#@EALERAYT—FS1EVR |

HWEAL7ZTA4 B 2T 5EHIZ. CSSM Web Ul OSULA  AZ LV ZADA~S— T H T
e NRXR—F VLT 7 NCTHERTEEST,

FIE

ARV RFERETOVa Y

E:)

&

enable
1 -

Device> enable

¥iME EXEC E— R&ANZ L £,

T T INFRENTCONAT = RE
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

license boot level license level

1

Device (config) # license boot level
network-advantage
add-on dna-advantage

BIhA VARV ATRESNTIZT A
AET 7T 47 LET, ZOFITIL,
DNA Advantage 7 - £ ALY v — K%
B A AR ATT T 4 T ER
£7,

ATvT4

exit
51 -

Device (config) # exit

HrME EXEC E— RIZEREY 97,

ATy Th

copy running-config startup-config

1 -

Device# copy running-config
startup-config

W7 7 ANV~OEFEERTFLET,

ATvT6

show version

1 -

Device# show version

<output truncated>
Technology Package License Information:

Technology-package
Technology-package

Type
Next reboot

Current

network-advantage Smart License
network-advantage
Subscription Smart
License dna-advantage

<output truncated>

BERESNTWDTA B 2ADER
L. Vn— FRICERTRE/R T A B A
FERRLET,
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| RUs—%#ERALERT—FS51EVR
EASA L RELRT EAYS1tozoBE |

AU RFERET7TIV3 Y B

R 7w 77| reload THAA AR B— RERET,
{5
Device# reload

RDBERY
SAERA lﬂ\/lx% RETHE, BHIZY v— FRICEINZRV T, LR— FBRMENES
NEHEZRT A121%, showlicensestatusHFHEEXEC 2~ > RO /12 B M L, Next ACK deadline:

7 4 —JL K& Next report push: 7 A —/V R&HER L E I,
“

GE)  FA B AOMHAIRBOEE T, ®ihA o RAZ ARSI NET, LAR— MIBE# L72kD
FlEIE, BEIECTITLET R, BUED h AR DIZE > TRRD 7,

« CSLU %41 LT CSSM 12856t

IihA AR ABMALELE - T 7 v a VIIAETY, WA A X U A TEE R
53 % &, AU — (showlicensestatus—> [Nextreportpush]) (> T, A7 ¥ a—
VST /R AM)O RUM LR — & HEIRYIZ CSLU IZAE LEd, (a1 A
ZUATINEFHTHIY T—7 521X, license smart syncalllocal F##EXEC =~ >
FEADLET, ZHUTED, CSLU L#ifhA 22 o Z2RE s, iR o7 —
ANEZIEENET) . CSLUIZRUM LAR— R % CSSM ICHE% L, ACK #HUS L %
I, ACK %, BGA v A% o A RIA] CSLU (85 L7z & 2B A v A% v R (T
WHINET,

« CSLU BAAATLELE - C&U4V5~7141T@%4VX§VX#%Em%ﬁ%W$
LET, AR VAR — FOI4E : CSLU B4 (181 X—") CSLUIZRUM L AR— k
Z CSSM [ZiEfE L, CSSM 225 ACK Z#HufG L £7, CSLU NRICEF &2 F(TT 5 &
X2, ACK S A v A B v A A ESNE T,

« CSSM \ZEFEHERE : 77 v a v FMEDH Y /A, WA A X 2 A TEEZBGT 5
L. RV — (show license status—> [Next report push]) (296~ T, A7 Y a—L S
ﬁ%m%@®mevﬁ~k%§@%KC$MK%ELi¢O(@&4VX&VXT:M
ZFETRY H—35I21E, licensesmart syncalllocal #HEXEC=2~ > K& AL £,
iz ko, C%M&@&%/X&/Xﬁﬂ@éh %m¢®fw&ﬁk fEEnEd) .
ACK MEHTREIC 72D &, CSSM I ZNAERIGL A A Z LV AIZE VIR L ET,

» CSLU 1% CSSM 7> 5 HJHr

BT A L RE ARSI - T 7 Y a IR ETT, B R E R TEE R
5L, AU — (showlicensestatus—> [Nextreportpush]) (ZfE> T, A7 ¥ =2 —
NV ENTZRFZNZ A D RUM LR — b & BEIRYIZ CSLUICEE LE ¥, (i X
HUATINEFEHTHIY T—7F 521X, license smart syncalllocal $F#EXEC =21~ >
REANLET, ZHITED, CSLU LA o2& U 2AREH S, REP o7 —
ANREZEINET)
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CSLU 7 CSSM b8l & Cunb 728, CSLU A ¥ —7 = A A & CSSM Web Ul
CX# A7 Download All For Cisco (CSLU A > #—7 = A A) (182 X—) >(CSSM
~OEFRT =2 DT v 7r—KE ACK DX 7 rra—FK (215-5—) > Upload
From Cisco (CSLUA > ¥ —7 A A) (183 X—V) ZFITLEJ, ACKIix., WM
A VAL ADKRE] CSLU IZHEHE L7z & &Il A v A v ATl S E T,

« CSLU B#a%LE S : CSLU A v X — 7 = A A TR A 2 R Z 2 A BRI & INEE
LEJ, AR L AR— FOUEE : CSLU Bts (181 ~X—)

CSLU %3 CSSM 2B S LT 572, CSLU A » ¥ —7 = A A & CSSM Web Ul
T4 A% Download All For Cisco (CSLU A > % —7 <A A) (182 X—) >CSSM
~OFERRRT =407 v 7u— K& ACK DX 7 ra—FR (215<—Y) >Upload
FromCisco (CSLUA > % —7 =A &) (1833—) ZFfTL£9, CSLUBKIZHE
BFEFATTH L X, ACK BN A v A X AICHEA SN ET,

e b —F %I LT CSSMIZHERE : 77 v a VT EH Y A (Cisco DNA Center
GUI THRHIOT R w7 LAR— FE T3 TIZET LTWAEE) o Cisco DNA Center 1%, %
DT XTOLR— MELBLL, 8L A VA X A2 ACK iR L ET,

« CSSM ~DfkE72 L, CSLUZ L : RUM LAR— &2 (B A v A Z U AD) T 7 A VIR
FLTHhE, CSSMIZT v 7 r—RLET (f ¥ —Fy MA@ Tind
J—J A7 —va k) , licensesmart saveusage =~ R & K5 EXEC &— K CIHE{T
L. RUM LAR— 27 7 A VRIFLET, KRIZ, CSSMIZT7 7 A VET v 7 r—FRL
TACK #& v ru— 45720, ROX AT 2FITLET, CSSM ~Dff R T — %
DT v Fu—REACKDZ 7 a—FK (215—) Fkiz, fihA 2% 2|2 ACK
A UVARN=NAT DD, ROX AT HFATLET, BiLA VAR A~DT 7 A VDA
VA= (216 ~—0)
«SSM A 7L I A B :
B AR ARSI - T 7 Y a IRETY, B A X A TE(E 2B
W35 &, AU — (showlicensestatus—> [Nextreportpush]) (ZHE~> T, A7 Y = —
LSRR A O RUM LR — &2 BEJRUIZ SSM A2 7 L X RITIEE L £,
(A AR ATINAEFTEHTRY A—7 5I121%, licensesmart syncalllocal £7#E
EXECa~Y REANLET, ZHIZLD, SSMA U T LI REBGLA A Z AR
RS, REFOT—2REZEFEINET)

*SSM A > 7L I AN CSSM T S LTV DA, SSM A7 LI 2 UL T,

[Reports] > [Usage Schedules] > [Synchronization schedule with Cisco] (2% 8) L £ 7,
*SSM AT I AN CSSM B EI SN TV D HAIE. LAR— MosbER T 7
ANET v7ur—RBIO®¥vra—RLET, EHRRT -2 D=7 AR— |
LA VER—F (SSMA 7L IAUD (201 <—2)

«SSM A v LI ABEHRNERE : SSM A LI A AL B —T 2 A AT, 8L R

Z 2 A AR S A IN4E L £ 77, [Reports] > [Synchronisation pull schedule with
the devices] > [Synchronize now with the device ] IZFE) L £ 77,
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yy—zaEaELi— s

¢ SSM A 7L I AN CSSM ITHEHE SN TV D HE, SSM A 7' LI A UL T,
[Reports] > [Usage Schedules] > [Synchronization schedule with Cisco] (ZFE) L £79°,

s SSM A7 L I AN CSSM LU SN TWAIEEIR. Lal— MNIKERT 7
ANVET v Fa— R KRB v ra—RRLEYT, RN T—ZDx 7 ZAR— b
LAUR—F (SSMFr7FLI2UD (201 =*—3)

)V —RERFRAE LR— kDB

iz, U Y —2fFHRRAE RUM) LAR—FO#Z XMLERTRLET RUM LR— B
FOUVAR— MEBISE (116°—2) 22R) . 20X REHEOLR—F2HEELT1O0
I/'J‘ ]\%ﬁ/ﬁkf% gzj‘o

<?xml version="1.0" encoding="UTF-8"?>
<smartLicense>

</smartLicense>

R)—Z#FRALERATI—cIA4 2V 9D RS TIL
a—T4a42Y

ZokvrvarTiE, BRETAHAREREOH LR v—EFHLI-A~—FFIA LTI
BT AL AT AA v —2, B2 ONLKMOBH, BLXUOHRT L7 7y g 2R LET,

DATL AYytE—DOHE
VAT AA =R, VAT LAY T =T hbaryy—i (BXWMEETHOY AT LD
QX T — =) [ZEEINET, TRTOVRATFAAE—URNLZTF AOMELY =T
FTIEH Y FHA, BHEMO A vE—U VL, BERR. NESN— R =7, F23v
ATH V7 M2 T OMEEZETS 9 2 TRLESDA v E—UHH D F77,
SRTLAYE—CDFHEASA

VAT AT A=K K80 LTFEEDDHIENTEET, HFUAT AL A vk—F
NR—t b iEm (%) DHIEFED FI, HERITKkO LBV TT,

%FACILITY-SEVERITY-MNEMONIC: Message-text

%FACILITY

A=V NBRTE7 7T A ERT2XFUEORIFTY, 77 U7 40F, ~—F
TxTTNA AR, Tabanr, FRIFATLAYT b‘?m?@%/;~/lxiggfﬂ‘o
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B x5 xve—vons

SEVERITY
0~7D1Hio=a—FT, KEOIETT 1 (ERE) 2RLET, Zo@EMNNESWNEE, &
KRRz R L ET,

R16: Xy E—SDVEST 4 (EXE)

YEST1 (EXE) =5 BA

0: B& AT DHMERAN ATREZR IR TR,

1:77—Fh T2 BTSN LB 7R TE,

2: 70T 1 v a7 IR E,

3:x=7— =7 =54,

4 B LS S

5 IEEN IEF TP ERE 2 23 54K 08,

6 : i A v — DI,

7T RNy Ty JREHZRY RRIND A v E—T DI,
MNEMONIC

Ayt —VE—BICHNTHa—F,

M essage-text

AvB—UTFTFRA ML, REZHFHLEZTF A FUFHTT, AvbB—I0Z 0S5,
KFR—FEE, Ry MUY= T RLAR, FRIFTVATA AEY 7 RLUAEMOMMEL Lxﬂiﬁ“
L7 RLARRE ARV NOFEMERNEENDZENHV EF, ZOAET 4 —/L ROFE#HR
FA Y=V T EICR R DZOT, ZZTEHAI vy ([) CTHARLEWFITRLET, -
& 203 10 EET [dec] TEHLET,

RII:AvE—CDEHT 1 —IL KR

YEST4 (EXE) B

[char] 1 305

[chars] ped

[dec] 10 1##

[enet] A —H%%xy b7 KA (J2& 2% 0000.FEED.00C0)
[hex] 16 1

[inet] A ¥ —Fv k7 KLz (10.0.2.16)
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YEST4 (EXE) Bl

[int] B

[node] T RUVALFIT ) — R4

[t-line] SEHDF—IF VT A F S (10 EHTTY F—EANAER)
7T 10 #5)

[clock] 727 ($l:01:20:08 UTC Tue Mar 2 1993)

AT AYytE—

ToOkvr7varTiE, BRETAHAREOH LR v—EFHLI-A~—FIA B 7ICHE
T HV AT AAvE—Y ) E2 DNAEMOME (KA vy E—08E) o BLOHELES
AT vay (Tr7iaryBDRERES) 2RLET,

FTARTOLT—=A v E—=VIZHONT, MEEZMRTERVWERIE, Y AaDT 7 =0V R—
MEYSEFEICROERZ B OETZE 0,

2= VEFIIVAT L S ICHAENTZEBYIDORA vEv—,

show license tech support, show license history message, ¥ X U* show platform software d-infra
¥¥HE EXEC =< > RO,

RV =%l LIEAY— I BV U IOV AT LA vE—
* %SMART LIC-3-POLICY INSTALL FAILED
*« %SMART_LIC-3-AUTHORIZATION INSTALL FAILED
*« %SMART_LIC-3-COMM_FAILED
*« %SMART_LIC-3-COMM_RESTORED
* %SMART LIC-3-POLICY REMOVED
*« %SMART LIC-3-TRUST CODE_INSTALL FAILED
*« %SMART_LIC-4-REPORTING NOT_SUPPORTED
*« %SMART _LIC-6-POLICY INSTALL SUCCESS
* %SMART LIC-6-AUTHORIZATION INSTALL SUCCESS
*« %SMART_LIC-6-AUTHORIZATION REMOVED
*« %SMART_LIC-6-REPORTING REQUIRED
« %SMART _LIC-6-TRUST CODE_INSTALL SUCCESS

Error Message %SMART LIC-3-POLICY INSTALL FAILED: The installation of a new
licensing policy has failed: [chars].

BEA: RY A VA M= EIRFE LN, RN v—a— ROz 7 =23 Sh,
A A M=K L E LT, [chars] 13T T —D#FMZ R4 =T —LF8TT,
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RY—#@EALERAYT—FS1EVR |

KBOBHEE L TERNEZLNET,
c BADR—F : ZHIE, VAT AT v I RNEHRTRN L EERLET,
BADNABR L TDOR—F WAV RAEZ L ADV AT AT By 7 ACSSM & [EIH LT
WZEEERLET,

WMESTEZT7IIaY:

EZLNDHMGORBMOFBICEL T, AT A7 0y 7 NIEMET, CSSMEFHLTWS
ZLEMERLET, ntpsarver av L KA/ n— L a7 4 Fal—i gy ®— RTREL
F9, KIHIZRLET,

Device (config) # ntp server 198.51.100.100 version 2 prefer

AEDFIEZFATLTH, BY T—0DA VA h—ADRKUT DHAE, S AADT 7 =AY
A— MY FIZBWADLELTEE N,

Error Message %SMART LIC-3-AUTHORIZATION INSTALL FAILED: The install of a new

licensing authorization code has failed on [chars]: [chars].

ZDAytE—UL, CiscoCatalyst 7 7 A, a7, BIXOT 7Y F— a3 v A1 v FIZiTiEy
LEtA, TNOEOREA A2 2 2 ZTIHREE T A & o AWM 7 A & AR nTzd T
R

Error Message %SMART LIC-3-COMM FAILED: Communications failure with the [chars] :
[chars]

SRBA : CSSM. CSLU, F7IXSSM A 7L I 2ADWWTIUNEDA~Y— T4 TlfE
NI L F Uiz, OO [chars| 1T BIERRE SN TV DERE X A 7T, 2& DD [chars] 1T T —
DOFFEMAERT =T —3CFFNITT, ZOAvE—UiF, RKRLZEEORITZ LICERRENE
—g—O

KBOHH E LTRBZALNET,

+ CSSM., CSLU, F72IESSM A 7L I RIZBFETE 2V« T, *y hU—7 2]
REMEICRIEN D Z L2 EKR L £,

404 TR A R ROMERN : ZHIECSSM P — "R E 7 L TWAZEEERLET,

EA VAZ AN RUM LAR— hOREEEBIAET S R Y (CSLU %41 LT CSSM [ZHEkE
LA AL ABMGALEE . CSSM M B BT STV A CSSM, CSLU ~D B #HEE - R
AL ARMAGEE, BLOSSM A7 L 2 AR - 8L A R X v ABIRALEIE) T,
ZOBEREA vV RAT Y a—IfcLAR— b (license smart usage interval

interval_in days 7 m—/ L a7 4 Fal—vay avl R) E—HLTWDAEAT,
A VAR RAFIAYT Y 2 — )V SRR L7, Bk 4 FERIC D72 > T RUM LR — b
ZERELEIELET, GREFEENHZDIL) TATHLR—= FERETERVES, &
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A7 NEHEEEZ 1552 By FLET, @EREMEHSND & VAR— MHRIIERZICHK
ESNTEIZREY £,

WRT LTI

CSSMIZEFETE 2GS, CSLUWCRIETE 2WEE, BLOSSMA 7L I RZEFETE
BRWBED N TN a—T 4 VI FIEEZ R LET,

CSSM N EFERFET, RE SN TWDHEEEZ A 77 smart DA

1

A<=—=PFURLDPIELSBESNTWND 2 E ) aad LEd, FHE EXEC £— T show
licensestatus =~ > R LT, URLBNIRDO L IR TWDLNE S EfEd L E 7,
https://smartreceiver.cisco.com/licservice/licenseZ 9 TRWIGHIX, /e — UL a7 ¥ =
L—3 3 F— KT licensesmart url smart smar URL =~ > R&ZFHRELET,

DNS ﬁﬁﬂ%%ﬁ@%@ Liﬁ“o %lﬁ:/]) A & A 75§ smartreceiver.cisco.com ifl 1% nslookup <
EHSNIZIPICH L Cping #FEITTELZ L 2MARLET, ROFNT, BREINZIPIC
%t LCping AT D HEZ R L TWET,

Device# ping 171.70.168.183

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 171.70.168.183, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

CSSM DEFERFET, BEINTWAEEEZ 1 77 callhome DA :

1

URL ZELL ANEINTWENE I N EfER L £9, $#HE EXEC £— KT show license
status 2 v > REFH LT, URLDBRDE TR s TWANE I D EHERLET,

https://tools.cisco.com/its/service/oddce/services/DDCEService

CallHome 7’1 7 7 A )V ciscoTac-1 3T 77 4 7T, HfE URLDIELWT & 2R L E
3, show call-homeprofileall =~ > FIF5HE EXEC E— R T L T 72 &0y,
Current smart-licensing transport settings:

Smart-license messages: enabled

Profile: CiscoTAC-1 (status: ACTIVE)
Destination URL(s): https://tools.cisco.com/its/service/oddce/services/DDCEService

DNS ﬁ’%ﬂ%%ﬁﬁ?@ LE7, S A A B A tools.cisco.com F 21T nslookup TEH SN
TZIP IS L TCping ZFATTE L 2 L 2R L £,
Device# ping tools.cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 173.37.145.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/41/42 ms

FROFIETHRR L2 WGEIE, BihA VA Z VANRRESNNTNDENE S H, BfLA
A ADIP Ry NI PBEEIL TN E I DEMERLET, vy hU—7 BB L
TWNWDZ L A2MRTHITE, AV F—Tx2A AT (Fal—3 F—FTno
shutdown =~ > RERELE9,

FRAAMY Ty NP TYH T Xy hvZA7 ENTWHEMNE I, BLODNSIP VR IE
SNTWDENE I MR LET,
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4. HTTPS 7 FA 7 v FDOEETA v Z—T =2A ANIE LW & 2R L £,

BIE DR E % FRT D121, FiHE EXEC E— R T showip http client =~ > R&2EH L &
T, Fu—sL a7 4 X2 b— g2 F— KTiphttp client source-interface =~ > K
ZEMLT, BRELET,

FEROFETHRLZWEEIZ, V=T 4 T N—b, BXOT 7 AT 74— VREEH
R LET,

CSLU IZBETE W EE -

1. CSLU RHNBERET D E D) AR L £,

* cslu-local ¥4 »F DNS B F721% KA A > ® DNS FriHi,

show licenseall =~ > ]\@Hjj]"c\ Last ACK received: /7 A —/V ]\ffﬁﬁ%}‘g\ Lij‘o Z
DT 4=V RIZEFTDIA DAL TNS DAL, B A VA X A3 CSLU & #
BMESNTWAHILEEZEWRLET, RWIEAIE, ROF = v 7 ICi#ELET,

BIFLA L AH L AD cslu-local IZXF LT ping EFRITTEDLMEI TR LET,
ping BENT D &, B A L AZ UANREEAR TH D Z LR INET,

RO E TR L WAL, R A b4 eslu-local BACSLUDIP 7 K LA (CSLU
A A=/ L7 Windows "R A |) IZv oy 7EnTnb=r MY EEHLT
F— LY —=RERELET, Fo— UL ar7 ¥z l— 32 F— FTipdomain
namedomain-name =< > K & ip name-server server-address =~ > RZRELET,
OFITIL, CSLUIP |E 192.168.0.1 T, name-server {[Z L > Tz kU

cslu-local.example.com ZM’EEJZ é ﬂi ﬁ‘o

Device (config) # ip domain name example.com
Device (config)# ip name-server 192.168.0.1

CSLU URL MBFEEINTWET,

show licenseall =~ K 1D Transport: /\y&“_f\ /k@ﬁ%ﬁﬁ?&biﬁ‘o Type:
% csiu C. Cslu address: |X CSLU %A > A h—/L L7- Windows R A DR A ML F
TZEIPT KL Ao TV MERH Y £9, RV OT RUARTRO L I ICHRES
NTNDNEIDEHRT DL L BIT, R—FEZN 812 THILIMNE I it L
£,

Transport:

Type: cslu

Cslu address: http://192.168.0.1:8182/cslu/v1/pi
Z O THRWEEIE, Fa— a7 ¥ b—3 g F— FTlicensesmart transport
cdu I X Wlicensesmart url cdu http://<cslu_ip_or_host>:8182/cdluivl/pi 2~ > K& % E
LET,

2. CSLU BRWALEE 04, it CSLUBH T = v 712z T, kDS 2R LET,

HTTP 85t fes® L £ 97, 5 EXEC <€ — R C show ip http server session-module =~ > K
ZREA LE 3, HJIDarTe server current connections: ™~ &\‘“—VG\ SL_HTTP WT 7T 4
T3> TV Z 2R LE T, CSLU BARRIEE O v b U — 7 ZE alRerE DS
(183 ~—) THHIN TS LRV IZiphttp BEHFHE INTWRWEGA -
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CSLU DA VA F—LENTWNBT /AL AD Web 77 7H T,
https://<product-instance-ip>/ %Eﬁ%’g ]\/\ij—o iz . CSLU 75)[5@534 VARE A
~@ REST API ¥R ERB VICEMET 5 Z E BMRFESNE T,

SSM A > 7L I RCHEETX WS

1.

WS A 22 ARERLRE DBA I, SSMA L LI AD NTF U AR— NZ A 7L URL
NELSHREESNTWVENE I D ERERLET,

show licenseall =~ > FOH 1D Transport: “\/&‘_‘@‘FVC\ Type: M eslu THY ., cslu
address: |Z1F, SSM A 7L I RZA VA M=)V LTIe—"OFA N ERITZIPT KL
AL, TIT7HNEOR—H)N R—=F %)L T H 2 O <tenantlD> 35 = L Z MR L £
T ROPIEZZHL T TZE 0,

Transport:

Type: cslu

Cslu address: https://192.168.0.1/cslu/vl/pi/on-prem-default
SSMA 7L IADIELWURL A H S Z & &fEgi8 L (~7 > AR — F URL OEfS (SSM
Fr7LrIAUuD (200 <—) M) [ RIZ, Fr— L ar7 4 Falb—vay
E— R T licensesmart transport cslu =~ > K & licensesmart url cslu
http://<ip>/cslu/vl/pi/<tenant ID> =1~ > R&HEL £,

B A AR ABIERLBIE D% v b U — 7 BEAREMEOfER (198 X—) ([Zit#&h
TWAESIC, Xy NT—ZIZBERMhOa~y RRBEINTWAZ L E2HELET,

SSM A 7L I ABHRERLE(E DA 11X, HTTPS ¥ 2 il L £ 7,

5HE EXEC <& — K C showip http server session-module =~ > K& H L %9, HJ1D arre
server current connections: *~ & —TC, SL_HTTP DT 7T 4 7N oTND I L Z kiR
LET, SSMA VTV I AFIELE(E O » b U —7 BIEATEIEOfElR (203 ~—2) T
SN TS EBDIZiphttp 2~ RRFHHRE SIVTWRWGAIL, ROTFIAEZFEITL
=7,

FT7ARRA Y M EREAERZIFANLOND Z & 2R L £T,

SSMA 7L I AERBOW T OWBERAT, ELWRFT A MRA V MAFHIN, LR
FEAENZITANGIND Z L MR L ET,

Device (config) # crypto pki trustpoint SLA-TrustPoint
Device (ca-trustpoint) #

Device (ca-trustpoint) # enrollment terminal

Device (ca-trustpoint) # revocation-check none

Device (ca-trustpoint)# end

Device# copy running-config startup-config

FRER D EL VNP, BEEENFSEAIE. YATIDT 7 = R— MY EICBIWE
L TZEN,

Error Message %SMART LIC-3-COMM_RESTORED: Communications with the [chars] restored.
[chars] - depends on the transport type
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- Cisco Smart Software Manager (CSSM)

- Cisco Smart License utility (CSLU)
Smart Agent communication with either the Cisco Smart Software Manager (CSSM) or the
Cisco Smart License
utility (CSLU) has been restored. No action required.

SHER : CSSM. CSLU. F7-1ZSSM A > 7L I 20N e ofiE (o 2 & o Z5@ENRE T
ENFET,

WMETEZT7II Y :  Tr7ya AilEwEHY FHA,

Error Message %SMART LIC-3-POLICY REMOVED: The licensing policy has been removed.

ERER - DIFNZCA VA =V LTI AZLTA B AR —0HIBRENF L72, Cisco default
RV —PHBRCHENCRZ ET, 2k, Av— 74 v TOBERERE IR
HAE[REMENH Y F,

KBOHbB &L LTRPIEZEALNET,

¥iHE EXEC £ — R T licensesmart factory reset =~ > RZANT 5L, R —2 a3 T
DIA B AERVPHIRINET,

WRIT BT
KU —NERICHIR SN ZSGE, FRLL LT 7 v a VIR ETT,

KUY =N THIRSNZEAIT, R v—aFEAcEEd, ERELEZ MR IR0
T, 4T DAYy RICE->TRY =2 BB LET,

CSSM [T 44T -

show license status %‘;’)\7‘3 L/\ Trust Code Installed: 7/ A —/V ]\%Eﬁ%ﬁbiTO 1§%E75)5E

SEENDE, CSSMIZHERY U —2HBMICK L E T, RY —iE, e T 2 3—F
NT T hOTRCORE A AL ZAZHBMIZEA VA =L ENET,
SRS SN TWRWEAIL, IROX A7 #EITLET, CSSMS DIEHE 2 — RHH
Hh—27 v Epk Q12—2) BXOWEEHa—FOA A h—L Q213—Y) Thb
DEATZ5ETT5HE, CSSMITFHERY —Z2HBMIOGR LT, 0%, N—F ¥ /L
THT vOTRTOEGEA AKX AR Y —REBICA VA =L ENET,

« CSLU %41 L T CSSM (256t -

o B A AL U ABIERLEIE DA X, FitE EXEC E— R C license smart sync =+
YREANLET, RMERIZEY, CSLUIEIKRE L TWDHIEHR (KU >—F i3k
Ba—R) #RBEARAZRIT a2 LET,

« CSLU BHEERLEIE DBEIL. IRDHF A7 ZFEIT LU ET, HHIRI LR — h DIEE -
CSLU B4 (181 X—) X A7 %#FE{735H &, CSLUIZACKIGE TREL TWVWBH R
Uy —Z ML THEEMRELET,

« CSLU /X CSSM 7~ &5 Gk -
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o BSA AL U ABHIERLEIE O5E X, FitE EXEC E— R C license smart sync =+

YREATILET, FMIERIZED, CSLU IZRFE L T LIEHR (KU >—F i3k
WRa—R) 28 2AF R T vy a LET, RIS, ROF A7 ZHRESHA
FFC%4T L ¥ 9, Download All For Cisco (CSLU A > Z—7 = A &) (182 X—)

>CSSM ~DOERARIT —# 07 v 7a—REACKOX T r—R (2153—) >
Upload From Cisco (CSLU A > ¥ —7 = A A) (183 ~X—’)

CSLU BAEBLEE O%E1X. ROX A7 ZEZT L ET, AR LA — N DIE :

CSLU By (181 ~—2) X X7 Z#FATT D &, CSLUITACKIGETRE L TVLHR

Vi—ZRM U THREELES, RIZ, RO A7 ZHRESNTIEFTEITLET,

Download All For Cisco (CSLU A > % —7 = A A) (182 ~2—°) >CSSM ~Dfi#i i

KT —2D7 v 7 —REACKOX 7 a—R (215-3—) >Upload From Cisco
(CSLUA »H#—T A R) (183 *—)

.

+ CSSM ~D#Eki /2 L, CSLU 72 L
SERITHNER & DGR MER IR NK Yy T —Z WA, A v Z—F v k& CSSMIZ k%
TEATV—TRAT—2 g BIROEZAY : CSSMMMHDRY) o —T 7 A )LDOR T a—
F Q14—) BIOBILA LV ZAZ L ZAA~DT 7 ANLDA LA R—L (2162—) %
EITLET,

e SSM A > 7L I AR

o B A A X U ABBBRGEIE DA X, FiHE EXEC “E— R C license smart sync =~

YREANLET, WA VAT AE SSM AT LI A LRI S, LERER
FLEREL TV AIEREZEICT HRATT, LEIELUT, SSM A7 LI RE
CSSM #Z[FIHIL £,

e SSM A2 7 L 3 ABEEE(E DA - SSM A 7L 3 & UL T, [Reports] >
[Synchronization pull schedule] > [Synchronize now with the device] I8 L £ 7,

SSMA > 7 L I ARBAO W DR T, ROWFNNDOAT T 2 &2l L TCSSM
LRIFIL £,
¢ SSM A2 7L I AM CSSM IZHEE SN TV DA : SSM A2 7 L 2 & Ul O [Smart
Licensing] V — 27 A~X—Z T, [Reports]>[Usage Schedules] > [Synchronize now with Cisco]
REEN L £,

e SSM A 7L AN CSSM I SN TCWER A, NN T —Z DT/ 2R — b
EAVER—=F (SSM AL AUD (201 X—) 2L TLEE,

Error Message %SMART LIC-3-TRUST_CODE INSTALL FAILED: The install of a new licensing
trust code has failed on [chars]: [chars].

S EHEI— FOA VA PRI L E L, RO [chars] 1E, [Ef=— ROA > & h—
JUNERAT ST UDL CF, 2 % H O [chars] 11, ©= 7 —0#MA 7T T 7 —LFHTT,
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KBOBH & LTRBZEALNET,

B — RN TICA VA b= ENTWET, Bz — RIFRSA A% 2 20 UDI
I/ — Ry Z IR TWET, UDIDRT TIZEEINL TWAESIZHOUDIZ A v A h—
ALEH ETBRE, A VA M—ILiTREEL F 1,

A= KTHI L NENR=F Y LT HU L bOA—E : ZhuE, (h—27 1D MRS
Nz) A~—hr 7T NERIIA—F AT T M, BfHa—FE2A4 A =L L
oA VAR U ANREEN TR EEERLET, CSSM TAR Sz h—2
E. A== T AU bEREFEA—TF Y AT AU LA TEASH, TOT AU b
DFTRTCOGLA LV AX A ZOREA S nE T,

c BADAR—E : L, VAT AT v I RNEHRETRN EEERLET,

c BALNABR LT OR—F 8 A 2 Z L ZOEZA CSSM L FHI L TWAaWn=H, A v
A N —ARRTHAREMERH D £,

HREITLHZTOar:
cfERH = — RIZT TICA A b= b &R TOET, Bdhf v AF P RIEEH=a— R TI
FAET DR TEH = — FE2A VA M= T 555613, FbE EXEC E— R T licensesmart
trustidtokenid token value{local |all} [force] =~ REHFHTE LT T, HXEDK., force
F—U—RELTEDTLLIEZ, forcex—V— K2 ANTHE, CSSMIZEFEIND
Ao —UIZHEH 7 T INRE SN, T CICFEETHHATHE LUWMEE = — RAMER &
ET,

AT =T AT RENR—F Y AT AT NOR—E

https:/software.cisco.com T CSSM Web Ul (27 71 > L, [Smart Software Licensing] >
[Inventory] > [Product Instances] %7 U v 7 L £,

=2 UERERT DAV AZ AN, BR LT —F Y AT AT MIY A RENT
WANPEIDEIMRLET, VA FINTWAEEIR. RORAT v IZ#ERET, VAL
ENTOWARWERITZ, ELWRAS—FT AT FER—F v LT H T b ZRER L TR
LET, 0%, ROFAVZHEFEITLET, CSSMMLOEFH=— RHBFH F—2
DERR Q12—Y) BIOE#Ea—RKOA A F— (213 X—)

cHAALDAB T DOR—HEBLDAR—E : Ju—rL a7 4 Fal— gy F—RT
ntpserver 2~ RZRELET, RICHZRLET,

Device (config)# ntp server 198.51.100.100 version 2 prefer

Error Message %SMART LIC-4-REPORTING NOT SUPPORTED: The CSSM OnPrem that this
product instance is connected to is down rev and does not support the enhanced policy
and usage

reporting mode.
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E%BA : Cisco Smart Software Manager 4> 7L X X (IH#F Cisco Smart Software Manager 7 7 A
k) 1%, CiscoIOS XE Amsterdam 17.3.3 LA T % Smart Licensing Using Policy Z5: TH R — k

SINTVWET SSMA 7L IR (111—Y) 22H) , yR—FShTWienwy J—2T
E, B AV AF CRFTRO XD ITEIEL £7,
« BERDOEHT & AGRDOEFOEEEAFIELET,
 EARIOFEEEZ BB L, RUM LAR— F &2 o —h WRIE L £,
WRTDZT7Iav:
WOBIRERH Y F97,

cRbViz, YFR—FENTWDL FRRTVEZRBL, WInhEEELET, VAR —FEh
HhAREY (116 =) LT,

« Smart Licensing Using Policy T SSM 4> 7' L X ANHPHR—hEINTNDH IV Y —RZT v/

7 L— R L%7, SmartLicensing Using Policy A" — F§"%5 SSMA > 7' L I ZD/N— 5
YADRBAT (175 X—) ZZRL TS,

Error Message %SMART LIC-6-POLICY INSTALL SUCCESS: A new licensing policy
was successfully installed.
ERER : OWT DD FETHRY) =01 VA b= EnE Lz,

* Cisco IOS =2~ > NDff

* CSLU B#nia@fs

s ACK o p—# & LT

WRT D77 vary Trva I ELY EA, BHSNATHWLIRY v— EHFORY
=) L XD VIR — EAEMERRT D121, #5HE EXEC £ — N T showlicenseall =~ F& A
HLET,

Error Message $%SMART_LIC-6-AUTHORIZATION_ INSTALL_SUCCESS: A new licensing
authorization code was successfully installed on: [chars].

ZDOAvE—E, CiscoCatalyst 7 7B A, 27, BIOT VU F—a AL v FITIEiEY
LEHA, TNHOREA A Z o RT3 HBIH T A £ ARLEH 7 A £ AN T
D

Error Message %SMART LIC-6-AUTHORIZATION REMOVED: A licensing authorization code has
been removed from [chars]
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ERBA : [chars]id, ARE = — R34 A R —/L &7 UDITY, AiRa— RAHIBRSE LT,
ik, WA ARE AN TA B ARIBREN, Av—F T Ak TETA®
VAT OMEEOEMENEE I NS AN H Y 5,

WRITDZF7IaY T/ a AIMEHY EEAL, T4 RAOBIEDIREEZHERT 512
X, HiHE EXEC E— RTshowlicenseall =~ > FEZ AL LET,

Error Message %SMART LIC-6-REPORTING REQUIRED: A Usage report acknowledgement

will be required in [dec] days.

REA: ZhiE. YAIZAORUM LAR— FRMETHDLZ EEEWRTH7 77— M TT, [dec]
E. ZOUR— FEE T DI S R (B%) T,

I DTV 3y ERSNFHEHRNICRUM LAR— F B EEND Ko LET, FIEL
TehRe DIk oT, VAR=FTAPNRED 97,

« CSLU %41 LT CSSM (Z#5#¢

o BUELA A X o ABIRGELEE O A F5HE EXEC *E— K T license smart sync 2~ >
RZASLET, CSLUBHIECSSMIC 1 7 A > LTWDEA. CSSM N BRI
BN TWAEAS—R T AT hENR—=F ¥ LT H 7 MCHBIICERE S ET,

« CSLU BAGEHLEIE OBAIL, ROF 27 2347 L £, MR L R— kDI -
CSLU B4t (181 ~=—2)

« CSSM ~D [E 4%t : R EXEC € — K T licensesmart sync =2~> K& AL ET,

e b —F %I L CCSSMITHERE : BlfhA V AF ARy ha—F Lo TEH S
TWAEAS, 2 b —F 327 P a— L INEFREREICRUM LER— 5 EELET,

CiscoDNA Center # 2> hr—Z7 &L LTHA LTV AHEIE, 7 REYZ LAR— O
YarPbv iy, LBERY Y= (VU —A222LU) @ [Cisco DNA Center
Administrator Guide] [J€35] ¢ Manage Licenses] @ [Upload Resource Utilization Details to
CSSM] #ZML TS 7ZE W,

« CSSM 726 CSLU DYk - Bl 2 # o 278 CSLU ICH STV A 3aE. Bito
[CSLU Z 1 L7= CSSM ~D 85kt ] (TR LIz X 2 IcflfA v A2 A LRI L TG, #
2 27 Download All For Cisco (CSLU A > Z—7 = A %)  (1823—37) . CSSM ~Dff fik
WT—2D7 v 7r—REACKOFX 7 a—FR (215-3—) | Upload From Cisco (CSLU
AV H—=TxARA) (183 =) BEITLET,

« CSSM ~D##ft72 LT CSLU 72 L : ¢ EXEC £— K C license smart saveusage =~ > R

EAD L, HERHRROMLERERE 7 7 A MRFE L ET, RIZ, CSSMIZEERE L T\ %
T—J AT —=varhb, WDEZAZ 2FLTLET, CSSM~OERRT —Z D7 v 7
H— K& ACKDX 7 a—R (215—) > LV AZ L A~DT 7 A NDA A
F— (216 X—)

eSSM A 7L I AEM :
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B A LV AX A SSM AV T LI ALRMHLET,

o B A VR X ABHBERLEIE O A FHE EXEC £ — R C license smart sync =1 >
FZ AL ET, CSLUMREBI/ECSSM 1T 7 A > LTWAEE. CSSM N D BEE 1T
BNTNWDASY—=RT AT N N=F % LT T MIABWIZEEINET,

« SSM A 7L X ABIHGERLEE D% A1, ROFIELZFETLET, SSM AT LI A
Ul C. [Reports] > [Synchronization pull schedule] > [Synchronize now with the device] |2
BHLET,

fEFRDLUE R A2 CSSM LRI L £ (W Tz i@l |
¢ SSM A2 7L I AN CSSM IZERE SN TV DA 1 SSM 4> 7 L 2 A UL O [Smart
Licensing] V — 27 A~X— AT, [Reports] > [Usage Schedules] > [Synchronize now with Cisco]
WBE L £,
*SSM A7 LI AN CSSM IZHH SN TWER A, RN T —% D=7 AR — |
EAVR=F SSMA 7L IAUD (201 X—2) ZZHRLTIIEENY,

Error Message $%SMART_LIC-6-TRUST_CODE_INSTALL SUCCESS: A new licensing trust code

was successfully installed on [chars].

£%BA : [chars] 1X, B = — RAEFIZA A h—/L &7 UDI T,

HRET D73y 77 adnElLY ERA, BEaZ— KBS VA b—LEINTNSHZ
& BHERRT DI, FMEEXEC £— K CTshowlicensestatus 2~ > K& AN LET, HOHD~y
57\\_‘ Trust Code Installed: Tﬁﬁ:ﬁﬁéﬂfiy/l} I A 5 ‘/70%% Lijﬁo

RYO—ZFZFAHLEAYR—FSA 2O TDFDMOD
SEEH

FEYY 2=aTF7ILEA L
ZOETHEHAT a~vy RO ¥ v 7 A3 L UME | Command Reference  (Catalyst 9300 2
REDOFERIZOWTIE, BERV Y —ADav s |V —X 2L vF)

KU 7 7 L AT [System Mangement] > [System
Mangement Commands] ZZ M L T 7230,

Smart Software Manager Help
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set dscp ef
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class webex-class
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service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef
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M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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Device# configure terminal
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T—FzfnLE7,

R w 72 |interfaceinterface-id

1 -

Device (config) # interface
gigabitethernet 1/0/1

7'a hagitiE A F— 7 T A v
B —T A AEREL, A X —T=A
Aary74FXal—vary ET—FEH
WHBLET,

R Fw 73 |ip nbar protocol-discovery
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Device (config-if)# ip nbar
protocol-discovery

NBAR2 =2 % T 75 4 74b9 5 =2
LC AV E—T 2 A RATT Y &r—
Va ViiE RN LET,

AFw 74| end
fi

Device (config-if)# end

HikE EXEC E— FIZREY 97,
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ARV KRFERRETY a3y B#Y
R 71 |terminal su—sN L ar7 4 F¥alb—g
5l - T REBALET,
Device# configure terminal
R T 72 | classmap class-map-name I ITA =y T EERLET,
fi
Device (config) # class-map webex-class
R T 7 3 | match protocol application-name T r— g e D—HEEELE
i) : 7o
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media
ATy 74 |end FrHE EXEC E— RIZRED 9, £z,
i - Ctrl+Z ¥—%MLTH, Fm—rUL 2

Device (config) # end

V74X 2l — gy B— REKTT
EF7,
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Device# configure terminal

AT 72 | policy-map policy-map-name R =~ THEANNTH LITLk-
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Device (config) # policy-map webex-policy

v v 7 a7 4 Fal—rarEF—R
BB L E T,

F7 ) T, R — <y FIIE
EINTWEHE A,

RY o= =T DT 740 bOBIET
X, X7y R IP 2w R OGAIE
DSCP 723012, /"7y FWNZ TfFE DY
AL CoS A0 ITHRESNE T, RNU ¥
YIIEFTEINEE A,

GE) BEAFDOR Y v—~ v T &H|
B9 % 2i%. no policy-map
policy-map-name 7" 2 — 3L
a7 4Fal—gra
~ U REEHLES,

ATvT3

class [class-map-name | class-default]

1

Device (config-pmap) # class webex-class

NI T4y DOEEERL, R —
VT ITTARA AT 4 Fal— g
F—FzfmLE7,

FI7 N RTE, RV — <y 7B &
W T A~y TIHERSNTWER A,

J ClZ classmap 7 12—/ 3L a7 ¢

Xl —ygy avwly FEFEHLT R
T4 wI T TARERIN TNV DEE
X, Zd =~ RTcassmap-namelZ#
DAFTEEE LET,

classdefault 87 7 1 v 7 7 7 AILEFR
BAHAT, EORY —IZHBMTEF

T ZDONTT 4T 7TAF WIS
RN o=~y TORBZICEEINET,

52k > match any 73 class-default 7 7 %
CEENTWDLSE, o T 710w
TIRE—F LWy MEITRT

class-default & —# L F9,

GE) MFED Y T 2~ > 72 HIkR
T %IZ1X. noclass
classmap-name R U 2—<
a7 4 Fal—T g
avy REMHLET,
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AU RFERETOVa Y

B8

ATvT4

police rate-bps burst-byte
1 -

Device (config-pmap-c)# police 100000
80000

SHLIZ NI 74 v 7R Y P—2 e
LEJ,

T74N FTIE, R —IFERSNT
WEEA,

e rate-bpsiZix, P FT T 1 v
L—h&ty M (bps) THREL
F9, FEETE H%HIT 8000 ~
10000000000 T3~

« burst-byte (2%, FEHEAN—Z F Yo
Ra A NMETHELET, AR
PHIZ. 1000 ~ 512000000 9,

ATvT5

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c)# set dscp 45

N7y M LWMEZFRET 5 Z LT

KoT PRI T4 w72 HLET,
» dscp new-dscp (Z1%, I b
TT7 4y 7IZEID Y THEH LN
DSCPfEiZ ASJLET, EETE S
HPHIZ 0~ 63 T,

ATvT6

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Ctr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®T—RKEKTT
xFET,

AL YF R—k~D QS K —DEHA

FIE

ARV RFEERTIVa Y

B

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
E— NEPABLES,

ATvT2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A B =T AfAZary T 4 X¥al—3
v E—RFERBLET,
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ARV RFERETIVa Y

B8

ATvT3

service-policy input policymapname

1

Device (config-if) # service-policy input]
MARKING_IN

B =T AT —H) KR —
AL ET,

ATvT4

end

1

Device (config) # end

¥FHE EXEC =— RIZEY £9, F£7,
Ctrt+Z F—%Z L TH, Fr—s3L 2
V74 Fal— gy E—REKRTT
xFET,

ERACE-A—D—HBEELVNET 1 —IL FOYHR— kgt

Cisco I0S XE Amsterdam 17.3.1 U U — & LI, HHE AVC =X — T TE 2 —HF 7213

H£T ¢ —)L RIZET 2 HIREFHEITHIBR SN E Lz, AR AVC =4 —Tlt., RITRT 3
74—V REFIINET 4 — )V FOEEOMRLGOEEREHATEX T,

YR—bFENDZ—HFELEFRET s+ —ILF

* application name

* ipv4/6 version

* ipv4/6 protocol

* transport tcp flags

« flow direction

e connection initiator

* connection client ipv4 address

* connection server ipv4 address

* ipv4 source address

* ipv4 destination address

* connection client ipv6 address

* connection server ipv6 address

* ipv6 source address

* ipv6 destination address

* connection client transport port

* connection server transport port

* transport source-port

* transport destination-port

* flow observation point
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| A#+ v F7—% TO Application Visibility and Control 0 5%
H#3 AVC Flexible Netflow D% E .

« interface input

* interface output

» datalink mac source address input

» datalink mac destination address input
* datalink mac source address output

+ datalink mac destination address output
» datalink dotlq vlan input

* datalink dotlq vlan output

YR—FSNHIREERT 1 —IL K
* connection client counter packets long
* connection client counter bytes network long
* connection server counter packets long
* connection server counter bytes network long
* counter bytes long
* counter packets long
* timestamp absolute first
* timestamp absolute last

 connection new-connections

WMEFH T4 —ILE

* application dns domain-name
* application http host

* application ssl common-name

HAVC E=4 —Tlit., ERO7 4 — N RELEICHAS DY CEETXET,

7 4 —/V K linterfaceinput| 3L linterfaceoutput) (%, N Zin L2 — KNO—ET 1 —/L
FELCHEATEET, 2720, D7 4=V RFERCLVa—RFO—%7 4 — /L K& LTE
MTHZ L3 TEEEA, MGTDOT 4=V FERET =V FELTHEATLZ L, 10%
WHEZ 4=V RELT, 12Z2FRCLa—FKNO—H 74—V RELTERATSZ B TEE
R

E#5 AVC Flexible Netflow D% 5E

28— La— FOER

H# AVCFNF 1T, kDB Gm 7o —1ra—REFaE7n—1ra—FK (AHEHA) 2
FHEOERFEA7n—La—ReHdR—FLE7T, A4 0DRELZERKHA7n—L a—FK
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. WAHRZA—L3—FK

QooRGmM7a—La—RE2o0KmE7e—Lra—R) 2REL, 7r—F=&—|C
BIHEAHT 2 2 EMTEET, 1ROV FR LV a—RiE7 7472 MNP—N"—=TF VY r—39
VEREHESR L 2 — FThY ., ITLWHRMEL a2 — RIZALEIOT 7Y r—3 3 UHEIER T
j—O

WhEB7e—1L a—K

TJo—La—R1: WAR7E—La— R

FI&E
ARV EFEREEFT7OV3 Y B#)
ATFwT1 configure terminal JTa—r\)Lary7 4 FXal—a
. T— FEMBLET,
Device# configure terminal
257w 72 |flowrecord flow _record_name Zu—La—Rary7 4 Xal— 3
M: V%%P%%%Liﬁo
Device (config) # flow record fr-wdavc-1
X w73 |description description (L3 7u— L a— RO EVER
i - LET.
Device (config-flow-record) #
description fr-wdavc-1
AT 74 |matchipv4version IPv4~y L= EDIP A=V 3 & D
Bl —EERELET,
Device (config-flow-record) # match ipv4
version
R w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
i - ¥
DEvice (config-flow-record) # match ipv4
protocol
A7 76 |matchapplication name TV —va bl O—BEREL
i ESE
Device (config-flow-record) # match GE) Z OEAEIX, AVC Y —
application name ]‘TFKii§ﬁ§7?7fo 7 —n
TV =gy 85T
DT EMARRIZR DT T
‘a—o
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| &+ k7—% TO Application Visibility and Control D&%

7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

ATy IT17

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L ARH) OIPv4
T RLVAEDO—HEEELET,

ATvT9

match connection server transport port

1 :

Device (config-flow-record) # match
connection server transport port

P—R—=D T AR—FR—FED
—HEEELET,

ATy 710

match flow observation point

51

Device (config-flow-record) # match flow
observation point

Ta—#HA RN 7 OBRIARA b
ID EDO—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
XN BHRITE 7 v —OBES A (o
=V —HEI VAR UK) OFN
(ADERIFHT) ZIETDH LI
feE L ¥, initiator ¥—Y— KT
ESNDEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

c0x0l = ASj 71—

s 0x02=H 17 m—

initiator ¥ — U — R A = = —#F|Z
RESNTWDHE, 7u—0 i
Ta—0A =V T—F NG IREIN
F 9, initiator ¥ — U — KRB L AR X
WICRESNTWDEE, 7r—0JH
X7 —D L AR ZRINBIRES N
£, A# AVC TIL. initiator —
U— RIZHIZA = =— X I TRE SN
TWET,

ATvT12

collect connection initiator

&1

collect flow direction =~ > R CTIRE &
Niz7oa—oFaIcEESS 7 a—n
il (f=vz—FFEITVARSH)

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



. ZO0—La—F1: ®WAEZ7A—La—F

ARy kJ—

% T Application Visibility and Control D3 |

ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection initiator

ZIET D X2 IZfRE L E, initiator
X—U—RiZ, 7u—0FHIZET 3
WOREHZ ML L E 3,

e 0x0l=A=vxT—% : 70 —Dik
BRI O A =2 — % TF

A AVC T, initiator ¥—7 — Ni%
WA =V = H TR ESNTWE
TO

ATy 713

collect connection new-connections

) -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHE LET,

ATy 714

collect connection client counter packets
long
1

Device (config-flow-record) # collect
connection client counter packets long

U AT RBEE LISy Nk
RET 5 £ 5 ICiRE LE T

ATv 715

collect connection client counter bytes
network long

1 -

Device (config-flow-record)# collect
connection client counter bytes
network long

7 TAT 2 REE LTS MG
RHENUET D KO IHREL £,

ATy 716

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M A IR
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PR BRI OB
A5 & 5 i LET
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| &#+v k7—% TO Application Visibility and Control ® %

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

ATy 718

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATv 719

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy T2

end

1 :

Device (config) # end

¥5ME EXEC — FIZREY £9, F7=.
CtHZ F—%MLTH, Fr—sL o
V74 X2l — g ET— RERKTT
xFET,

ATv7T2An

show flow record

1 :

Device# show flow record

FT_RTCOT7u— L a— RT3 5
EFRRLET,

Ju—La—R2: MR 7e—La—NK

FIE

ARV RFERRTI VA Y

S

&

configureterminal

51

Device# configure terminal

Ja—n\) a4 FXal—g
ET— REHBELET,

ATvT2

flow record flow_record name

1 :

Device (config) # flow record fr-wdavc-1]

Jo—la—KRKary74F¥al—3
v E—RNERBLET,

ATvT3

description description

51

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7u— L a— FOBB%ER
Li'io

ATV

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—EERELET,

ATvTh

match ipv4 protocol

1 -

IPvd 7o halto—BEEELE
—640
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. JOo—La—F2: WAEZ7AO—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) # match ipv4
protocol

ATvT6

match application name

51

Device (config-flow-record) # match
application name

TV —varblD—BEREL
e

G¥) Z OEEIX, AVC B —
N CIEMETT, 7r—N»n
TV =y a e —%t
DI EMARRIZ/R AT
7

ATy T17

match connection client ipv4 address

51

Device (config-flow-record) # match
connection client ipv4 address

IIA4T N (Tr—A=vE—H)
DIPvd 7 FLREDO—HEfFEELE
j_ﬂo

ATvT8

match connection client transport port

51

Device (config-flow-record) # match
connection client transport port

EE) 7e—La— ROx—7 (1 —
VRELT, 7747 v hOHEA—
FeD—EEEELET,

ATvT9

match connection server ipv4 address

&1

Device (config-flow-record) # match
connection server ipv4 address

P—_R— (7 — L ZARZ) DIPv4
T RLVAEDO—EERELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

P—=R—=D " T AR—FR—=hFE&D
—HERELET,

ATvIN

match flow observation point

&1

Device (config-flow-record) # match flow|
observation point

Ta—#BHA R v 7 OBRIKRA B
ID EtO—EHEERELET,

ATvT12

collect flow direction
51

Device (config-flow-record) # collect
flow direction

W DOTFNET collect connection initiator
o< RO initiator F—7 — R THE
ENDIIFE 7 v —OBE$ DM (o
ST —AFEFIILARSE) OFM
(ANTELFIHT) Z2ETH LI
feE L£9, initiator ¥—7U— KT
E SN DI T, flow direction
F—U— FIIROMEZ LD £,

«0x01=A)7m—
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| &ty

k7 —4% T @ Application Visibility and Control D%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

c0x02=H 17—

initiator ¥ —7U — K81 =3 = —#(Z
HEINTWAEA, 72 —0mIiX
Ta—0A ==X NG IEEIN
¥ 9, initiator ¥ — U — R L AR X
WICRESNTWDGE, 7r—0KH
78 —0O L AR AN LIRES
£9, A AVC TiX, initiator F—
T — RIIEIZA =V ==X ITRES N
TWET,

ATy 713

collect connection initiator

51

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CIE &
niz7a—olFrcEET 272 —0
fl (f=vo—HFERIVARH)
ZIVET D X5 IHE L £, initiator
F—U— RN, 7a—oFEicET 5%
ROTERERBELF T,

e 0x0l=A=vT—X : 7u—Dik
B = o —% CTF

A AVC Tid. initiator F— 7 — FiZ
WA =V = H TR ESNTWE
‘ﬁ—o

ATv 714

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR B AR DR 2 INEE T 5 K
WZHRELET,

ATvT15

collect connection client counter packets
long

1 :

Device (config-flow-record) # collect
connection client counter packets long

IIAT MR EE LT Ny NME
INETH X HICHRELET,

ATv 716

collect connection client counter bytes
network long

&1

Device (config-flow-record) # collect
connection client counter bytes

network long

7 74T RIEE LA MG
RHENEET D KO IHREL £,
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. HEKIA—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATv 11

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[E LI MR IEE
THEOICHEELET,

ATv 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

P N—=PEE LT MDA E
AT 2 LD IciELET,

ATy 719

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/Rr RN T7 o — TR E T
X O E I U AL CINET S &
INTHERELET,

ATy T2

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ATy T v —THER IS N
L EORHZ Y BB TIET 2 &
INTHELET,

ATvIT2n

end

&1

Device (config) # end

¥¢#E EXEC E— FICEY £7, 7=,
CtrH+Z F—%2LTH, Frm—L o
Y74 FXal—rarE—RERKTT
xFET,

ATvT22

show flow record

1 -

Device# show flow record

TRTO7u—La— RIZET 5 ER
ERRFLET,

FipE7 o —Lra— R

Zu—Lba—R3: FatE7e—ra—K: AJj

FIE

ARV RFERETI Y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al—g v
TNzl £7,
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| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

ARV FFEREETIVa Yy E]:g]

Z2Fw 72 |flowrecord flow_record _name Jo—la—Rary 74Xl —3 3
i v E—FZBMLET,
Device (config) # f£low record fr-wdavc-3

AFw J3 |description description EE) 7ua— L a— FOFHEEER
R LET,

Device (config-flow-record) #
description flow-record-1

AT w74 |matchipv4version IPvd~y X —=NHDIP A=V g D
. —FatELET,
Device (config-flow-record) # match ipv4
version

X w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
11 kR
Device (config-flow-record) # match ipv4
protocol

25w J6 | match ipv4 source address 1Py E(ETET R L2 & 0 —5k % —
i - 74— RELTHRELET,

Device (config-flow-record) # match ipv4
source address

Z 5w 7 |matchipv4 destination address IPv4 5857 RL AL D—F % F—
B - Z4—FELUTHELET,

Device (config-flow-record) # match ipv4
destination address

Z 5w 78 |match transport source-port h 7 AR = FEFETLAR - EDO—E
Bl - EX—T7 44—V RLLTHELET,

Device (config-flow-record) # match
transport source-port

R w79 |matchtransport destination-port KNS v AR— poadeR— R O—%
Bl - F—T 4= FLLTHRELET,

Device (config-flow-record) # match
transport destination-port

Z 5w 710 |match interfaceinput ANA L BE—=T 2 AL D—F&EF—
1 TA4— N RFELTHRELET,

Device (config-flow-record) # match
interface input
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 7N

match application name

i
Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
¥,

G¥) Z OEEIX, AVC YR —
N CIESETY, 7a—N»n
7TV = a v —ET
DT ENFREIZIRDT-28T
7

ATvT12

collect interface output

1 :

Device (config-flow-record) # collect
interface output

Ta—MMmoHIA v F—T oA ZAHIN
ETAHIOICEELET,

ATy 713

collect counter byteslong

% -

Device (config-flow-record) # collect
counter bytes long

T u—OA MEERET S X9
ﬁiﬂbi‘jﬂo

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORr ey NEEIET S L) IZ
BELET,

ATy 715

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T a— TR SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

SOy RN T — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv I

end

51

Device (config) # end

¥rME EXEC — FICEY £7, 7=,
CrHzZ F—%#HLCTH, Fr—L o
V74X a2l —varET—REKTT
TET,

ATv 718

show flow record

1 :

Device# show flow record

TRTCO7u— L a— RIZET 5 ER
ERRLET,

Tn—La—F4:

HiapE7 o —Lra—FK: HA
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

FIE
AV RFERETI3 Y B#)
X w1 |configureterminal Ja—)aryZ 4 ¥al—g v
. T FEBALET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—Rary7 4 Xal— 3
15'] : ' F‘%E"ﬁﬁé‘biﬁ‘o
Device (config) # flow record fr-wdavc-4
R w73 |description description (EE) 7ua— L a— ROHAZ/ER
11 LET
Device (config-flow-record) #
description flow-record-1
AT w74 |matchipv4version IPvd~y X = HDIP /A= a3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
RTw 75 |matchipv4 protocol IPvd 70 koLt O—HAEIEELE
- i
Device (config-flow-record) # match ipv4
protocol
ZFw 6 |matchipva sourceaddress IPv4 EETET RL A ED—F %2 F—
Bl 74— RELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 385CT RL AL DO—E % F—
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
destination address
Z 5w 78 |match transport source-port T U AR— FREETLR— & D—E
Bl - EX—T 4L RELTRELET,
Device (config-flow-record) # match
transport source-port
Z 5w 79 |matchtransport destination-port kT U AR—= MR — & D—Hx
B - F—T 4=V RELTHRELET,
Device (config-flow-record) # match
transport destination-port
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 710

match interface output

1 :

Device (config-flow-record) # match
interface output

MW v =T oA AL D—F % F—
T4—VRELTHEELET,

ATy

match application name

1 -

Device (config-flow-record) # match
application name

TIVIr—va B ED—HEREL
F7,

G¥) Z OEIX, AVC YR —
N CIMAETY, 7a—n
7TV r—a v —ET
BT EMABEIZIR BT T
7

ATvT12

collect interfaceinput

1 -

Device (config-flow-record) # collect
interface input

Ta—MMmb AN HE—T A A%
E£TAHILOICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) # collect
counter bytes long

T =D, MRENES D XD IZE
ELET,

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—ORry MIEETDH X O
BELET,

ATvT15

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/R A RN T7 o — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ROy hN T a— TR ST
X O E I U AL CINET S &
INTHRELET,

ATy I

end

51

Device (config) # end

¥5HE EXEC E— FICEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X al—varyE—REKTT
xFET,
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| &#+v k7—% TO Application Visibility and Control ® %

ons 7o—La—k |

ARV FFEREETIVa Yy

E:)

ATy 718

show flow record

1 -

Device# show flow record

T_RTCO7u— L a— RiZET 55
EFRRLET,

DNS7u—1La—F

7u—la—R5:DNS7ue—La—F

FIE

ARV EFEREETIVa Yy

S

&

configureterminal

1 :

Device# configure terminal

Ja—R) a7 4 FXal— g
t— F‘%Eﬁﬁébjﬁﬁ#o

ATy T2

flow record flow_record name

51

Device (config) # flow record fr-wdavc-5

Zo—la—Rarys7 4 FXal—3
Y E—FREBHBLET,

ATvT3

description description

1 -

Device (config-flow-record) #
description flow-record-5

(EE) 71— L a— RO A2 ER
Lij‘o

ATvT4

match ipv4 version

51

Device (config-flow-record) # match ipv4
version

IPvd~o Z—m5DP/A—T gD
—HERELET,

ATy TH

match ipv4 protocol

&1

Device (config-flow-record) # match ipv4
protocol

IPvd 7o b e o—HEEELE
—g—O

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—va B EDO—HEREL
iﬁ—o

GE) Z OEAEIE, AVC YR —
N CIEMAETT, 7r—)
T =gl —5T
DT EMARRIZ/RAT-OT
T
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B o-—a-rs:onson—La—k

gy kD

— 4% T Application Visibility and Control D% %E

ARV FFEREETIVa Yy

S

ATy IT17

match connection client ipv4 address

1 :

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 L REDO—FKE2fEELE
kR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

7u—lba—RKDOF—7 41— FEL
T, 779472 FOEfgR— kLD~
BafEEL £,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L AR H) OIPv4
T RLAEDO—HEEELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=DrFAR—=hHR=F LD
—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN DHRIFE 7 v —OBES A (o
=V FEI VAR LK) OFN
(ADERIFHT) ZIETDHEOIC
e LE4, initiator ¥ —7— KT
E SN DEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

c0x0l = ASj 71—

s 0x02=H 17 mu—

initiator ¥ — Y — R A = = —#F|Z
REINTVDEE, 7u—0Kmix
Ta—0A ==X INLIEIN
i‘?‘o initiator ¥ — 7 — RN L AR A
ICRRESNTWDEE, 7r—0JH
X7 v —D L AR AN LIRE SN
£, A# AVC TIL. initiator %—
J— RIEHEICA == —HIZHREI N
TWET,
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| &#+v k7—% TO Application Visibility and Control ® %

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

ATvT12

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATy 713

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy 714

collect connection initiator

1 :

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oFCBEEST S 7 a—0
fl (f=vm—FEEI VAR )
ZINET H X OITHRE L £7, initiator
F—U— RN, 7e—FmEicET 5
WONEHRZ UL 7,

c0x0l=A =T —H . Ja—DikE
FrldER oA == — 4 TT

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —HZ IIRESNTVE
7,

ATy 715

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

e S B LTSy A IR
T3k ICHEELET,

ATV T

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT MRRE LIy MR
INETSH X IHICHRELET,

ATvT18

collect connection server counter bytes
network long

51

PSSR LTS RO BFE
HET % & O CHRE L E T
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B oo zoxk—sonm

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RIEE LTS MG
RHENUEET D KO IHREL £,

ATy T2

collect application dns domain-name

51

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L a—
ROWET 1+ — K& LTHERAT S &
INZRELET,

ATvIT2

end

51

Device (config) # end

¥5HE EXEC E— FIZEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X a2l —varyE—REKTT
xET,

20— I RAR—F2DIER

Tu— T AR—ZEERTHE., 7TO0—DT T AFR— K RFGA—XEERTXET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATy T2

flow exporter flow_exporter_name

1 -

Device (config) # flow exporter
flow-exporter-1

Ta— T JAR—H AT 4 F a2 l—
vay ®—RERBLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—F D%
TERL L £,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }

1 -

T AR—HTT— X eiEEGT D5k
AT LDHRA N, IPv4 £7213 IPv6 7
RLUAZRELET,
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| &#+v k7—% TO Application Visibility and Control ® %

70— E=4—0OER .

AU RFERETOVa Y

B8

Device (config-flow-exporter) #
destination 10.10.1.1

ATvTh

option application-table [ timeout

seconds ]
B -

Device (config-flow-exporter)# option
application-table timeout 500

(EE) 7a—J AR—=2DOT 7Y
r—3ay T—TNADOF T a
ELET, timeout 47 = v &S
5HE, Tu—x ) RR—Z OFIRE
ERHN CHRETE T, AR7e®AIX
1 ~ 86400 f/ T,

ATvT6

end

1 -

Device (config) # end

¥iHE EXEC E— RIZER D £9, F7=,
Ctrl+Z ¥—%# L TH, Fu—rL 2
V74X al—varyE®—RKEKTT
xFET,

ATy T17

show flow exporter

1

Device# show flow exporter

TRTCOT7a— 7 AR—Z|ZHT 5
WaRRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

70— TJ AR—HOEHERE TR
LET,

JO0— E=4—DER

Tn— EF=F—HFER LT, 7u— La— RZEEMITHZENTEXET,

FIE

ARV RFEEETI 3y

E:)

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g
E— FERBLET,

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Ju—f=F—%EHKL, 7r—F=
F—ar 7 4 FXal— g F— K%
Bt L E 7,

ATvT3

description description

1 :

Device (config-flow-monitor) #
description flow-monitor-1

(fEE) 7o—F=X—0OFHH %2 1ERk
L7,
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. JO0— E=4—0ERK

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT4

record record-name

1 -

Device (config-flow-monitor) # record
flow-record-1

FRNZIERR SN L a— ROL4RTZ 15
ELET,

ATy Th

exporter exporter-name

&1

Device (config-flow-monitor) # exporter|
flow-exporter-1

HRNMER E Nz 7 AR —H D4R
ERELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor) # cache
timeout inactive 200

&1

Device (config-flow-monitor) # cache
type normal

(EE) 7a—F v v a /T A—H
ERETDHLOITHEELET,
* entries number-of-entries : 7 1 —
FrvraNOoT7a—T N OD
I R¥A 16 ~ 65536 O#IPH CTHRE
LET,

BEEOX Yy v o XA 7D
BN R—FENET,

GE)

ATy T17

end

1 -

Device (config) # end

FEHE EXEC E— IRV £, 7o,
CttHZ F¥—%MLTH, ZFr—L o
V74X a2l —varE—REKTT
xET,

ATvT8

show flow monitor

1 -

Device# show flow monitor

TRTCO7u—F=F—ICHT 5 ER
ERRLET,

ATvT9

show flow monitor flow-monitor-name

&1

Device# show flow monitor
flow-monitor-1

BEL-AEHRAVC 7u— E=F—|T
B4R ERRLET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

i AVC 7 10— =¥ — D5
RTFLET,
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I B+ v kT —% TO Application Visibility and Control )%
1v8—7142~07a—t=s—nmEtt ]

ARV RFEEIETIa Y B
X7 w711 |clear flow monitor flow-monitor-name | {sFE L7 7 01— F =¥ — DK EHEH %
statistics 27 U7 L%%, clear flow monitor
Bl - flow-monitor-1 statistics Z{# fH L 7%
Device# clear flow monitor {Z show flow monitor flow-monitor-1
flow-monitor-1 statistics statistics =~ F&2EH LT, §C
DOFFHEBRMBN IV By NN & %2k
BLET,
Z T 712 |show flow monitor flow-monitor-name | £ A T7 o —F v v 2 DNEE L
cacheformat table TLET,
1

Device# show flow monitor
flow-monitor-1 cache format table

A5 w713 |show flow monitor flow-monitor-name | 7o — L a— R L RBEOA T o —
cache format record Xy viaORAREFRLET,
i

Device# show flow monitor
flow-monitor-1 cache format record

Z 5w 714 |show flow monitor flow-monitor-name  |CSVIERT7u— % v v 2 ODNE %
cache format csv FRLUES,

&1

Device# show flow monitor
flow-monitor-1 cache format csv

A B—DIAA~ADTO— E=Z L2 —DOEEIT

WD FEAEREAL I— RO 2 ORI HEMAVC T=H —% A X —T = A A|Z[H
RRCHEE CX £97,

Flg
AV RFEEIEITI I Y B8

X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
51 T REBBLET,
Device# configure terminal

R T 72 |interfaceinterface-id A VB —TeAAAL T 4 X2l — 3

15“ . \/:E*‘ F%Ffﬁﬁébi—g«o

Device (config) # interface
Gigabitethernet 1/0/1
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
B verrenzsnrinr—vay

ARV RFERFTIVaY =)

Z 5 73 |ip flow monitor monitor-name { input | | AS %47 R EHFA Ty OB E T
output } FWFNPHOA L F—T = A RIZT
i - n— &= — BT £

Device (config-if) # ip flow monitor
flow-monitor-1 input

AFw 74| end ke EXEC B— NIZRY £4., F£7-.
i - Ctrl+Z F—ZMLTH, Fr—L o
V74 Xal—TaryE— REKTT

Device (config) # end

TET,

NBAR2 hRA L TF7T)4r—ay

NBAR2 ClE, WAZ L 7a bha LV ZfH L CHAF LT ) r— g il casd, b
AH N Tabhant, Tabhanr et T r—yvarEYR—sLETNH, BEDOELE A,
NBAR2 (ZHHR—F L TWEHA,

TRTOREIZBNT, v RAap @t 2 NBAR2 71 2L Ry 7 ORI THh L e —h )L
TV =2 a v BIOKEDT IV r—arBNbEd, a—nA 77 ) r— g 03
RO XD ITHEINET,

cMIEA~DORFEDT T r—va v

 WIEFEOT U r—3 3 v
NBAR2 Tit, 20Xk H%ua—h V77V r—ya b 2FBTHAA~A XT 5 HEZEEL
TWET, Z/r— Y a7 4 F a2 b—3 3 F— KN Tipnbar custom myappname =~ > K
FEHLTC, FEITT 75— a b B DAZSARTEEST, WAXL TV r— g

1, MAALT e ha LIV EREINET, TENENOI AL L T e ha TR, 2—%—
X, VAR—FEMIICHHCE AL 7 X ID 2 E#RTEET,

SEESERFIATOT TV r—ay BDAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

AVKRDY b EEOEARN T 0 s a kS W A X~ A R server-name
LANIILANADHRETAX
«IPvd 7 KL X

« DSCP fii

« TCP/UDP R — k
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| &+ k7—% TO Application Visibility and Control D&%

HTTPO A RXB <A X

SSLOARZTARX

DNSDARETAX

MDY ECEZE N |

« 7 —kfEILE I3 DT

NAMFTEY b XA v— RORFED AL MEIZHESS DAL A X

HTTP O W A %~ A X|Z, RO HTTP 7 4 —/L FOMBEDHICE SN TEITTEET,
« cookie : HTTP 7 v % —
ehost : VY —2&Z&ETLuDOY—/R—DKRA
« method : HTTP A Y v K
ereferrer @ U Y—2A VU7X MNORFFILOT KA
e url : Uniform Resource Locator ®/ XA
cuser-agent : BREZEET IV Mo THASHTWEY 7 b =T
sversion : HTTP N— 3 v

evia : HTTP &M 7 4 —/L N

HTTPO A X2 <A X

L7 % 1ID 10 372 HTTP AR Ak [*mydomain.com| % ff 9% MYHTTP & FE/E
NDBAF LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL H— =& 45 (SND H7ziddtdmss (CN) 2Ol L7z i LT, SSLIESE(L |
TTA4 YT THAARYA REATH ZENTEET,

SSLOARZATA X

L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & MEEILD
AT T r—3r3 v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOWE N T 74 v 7 2B L, 77U —3 3 2 ~0 DNS &I
BEAFIT 2 2N TEET, DNSIENOLREINZIP T RLAEEF vy v =3, FORE
DT TV r—ya AZFEEMT O TWAERZEDHD Ny b 7a—ERESNET,
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B szerzxs<ax

BEHNRETAX
BLUDOAREIAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNS O X &~
AR ENET, BEOT 7V r—a v &EET 5I121%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > & H L £,

DNS N—ZA DN A H <A XDFEHNZ- OV TIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % Zx ff
LTL7ZE0Y,

DNSDHRHZTA X
L7 % ID 12 B 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & M-
BENDZHAZ LT TV r—va,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL F£721X DNS|{ZHIND KA AL L AIZESNWCT AU r—ra v mD
AB <A AT HHENREINET,

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721XDNS K A A >4 [mydomain.com| % {#
925 MYDOMAIN EBEIND I AZ LT T r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VLATADI AL~ A XTI, Xy X TNVICESNTEY, 7a—0RHD/ 7
]\Tﬁbz—ﬁb\i‘é—o

BLADHREZITAX

IP7 FL % 10.56.1.10 B L 11 10.56.1.11, B L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: ADRALTFIVH5r—30DEZS—) VY

WRBLT7TVr—30DEZRZ—) 25 D=HD show a7 K

show ip nbar protocol-id | inc Custom
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| &+ k7—% TO Application Visibility and Control D&%
NBARZ ¥ F+3 w4 Ev kLR FAkanKvsnryIiL—F |

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwvH Ev LR A MIAWLNSNYIDTY THFL—FK

Fa hanl Ry I, TRALAADY A VT NI 2T EBEBEWWZ L L0 FALAD
NBAR2 7va ha /L W R— " NE2HEHTLHY 7 ho=7 Ry r— T3, 7Ya har Ny 7z
1. NBAR2 IZ X > TERIZH R —FENTWD, 2L NEHL TNy T EHLOT 7Y r—
Va T AEEAEERTCWET, HET TV =g U ionT, Far hai Ry 7z
W, 77V = aBLET TV r—ya VREOERREENTWET, £V 7 k=T
U Y —21201F, fAAHDT B R Ry IR RLERTHET,

Za han Ny ZIZIFROFFERH Y £7,
o B— RRE G Tk,
WA=V a7 a bRy LT v T L= RLED K=Y a7 e ha
N Ry ZIZR LT T 500K 5,
e Ay FDY m— REMEL L,

i

Warning 2 o F 2% v 7 AT 5581, EAA vy FIZALT R barsy 7 7y A Lpin—
RENTWDLZ L EERLET, AX v I7HNDOT T A~V AA v F Tipnbar protocol-pack
flash protocol-pack-file =~ > R F(TT 5L, T7ANANRR—RINTWVWRNWALZ v Z7NDA
Ay FIE, REOA—BERNFRE T m—RINET,

NBAR2 7' k=)L /Ny 7%, ¥RD URL 76 Cisco Software Center TH# 7 12— R T&EE7 .
https://software.cisco.com/download/home

NBAR2 7O kaJL /3w 4 DRETRE M

FLnrye bar Ny Zxa— RT5FIC, TXTDAL vF A= ETr e hany Ny
JHT Ty allat—3s0ERH Y ET,

Zu bal Xy ke — RNT3(21F. NBAR2 7u oL Xy roua—K 2742—) %%
LT EEN,
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B mvearesoraon svson—k

NBAR2 7O koL /SwHdA—FK

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ip nbar protocol-pack protocol-pack
[force]

1 -

Device (config)# ip nbar protocol-pack
flash:defProtoPack

1

Device (config)# default ip nbar
protocol-pack

Jabhar Ny rsEa—RKLET,

cHARDTu ha Ry s R—T g
el S NN K [NV I
Za hary s EREL, B— K
$BI121%, force F—VU— N&fEH
LET, ULV, 2L v FDH
EO7m kain Ry 7 THR— K
STV RWEREBHIFRSILE T,

HIIAL DT s ai Ry ZITRDHIT
X, koo~ REFEHLET,

ATv74

exit
B -

Device (config) # exit

HrfE EXEC E— RNIZEREY £9°,

ATy Th

show ip nbar protocol-pack {protocol-pack
| active} [detail]

1

Device# show ip nbar protocol-pack
active

7a ban Ny 7iEREFRRLET,

e ZDATY REMHEHLT, r— RS
N=7a ha) Ry 7 oR— g
YTy ZOMOFEE

BLET,

cfEESNTETE Fan Ry 7O
WA &R DITIL, protocol-pack 5
BAEMLHLET,

T IT 4TI a ANy 7Ol
WEERTRTDHITIL, activeF—T —
REMHLET,
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| &#+v k7—% TO Application Visibility and Control ® %
#:nBaRz 7o han Svson—k [

ARV RFERFTIVaY =)

FEZe T T ooy 7 OEREE
T AL, detall F—U— R&{#
)EH L/ijqo

W : NBAR2 7' & fav Xy rzoua—RK
KOS, HLOT B han Ry s ka— K95 58ERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T— RZFEHA LTI NA—YarorFa haly rrxo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=4—1) > 45

oI varyTEH, TV —varyoaEICET I L RIZoOWTHBA L E
-éAO

wDa<w R, AA4 v FBIORT IV BAR— DT 7Y r—y g v OFHEEZE=F—7 2
I fEATEET,

RIB:RAYFOF7 IV r—2avDaREE=4—)5av R

avw Uk Br

show ip nbar protocol-discovery NBAR Protocol Discovery #§HEIZ & > TULEE S 7 #i
[interfaceinterface-typeinterface-number] | sj g8 2 7 L £ 4,

[stats{byte-count | bit-rate | B )
packet-count | max-bit-rate} ] o (BE) RINDHFHEBRAZ R bT D123,

[ protocol protocol-name | top-n number] F—U—FBIOGIEEANLET, ¥—U—
ROZFNENOFEAMZ DWW TIL,  [Cisco I0S
Quality of Service Solutions Command Reference ]
®show ip nbar protocol-discovery =~ > K& %
L c<zEan,
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. {5 . Application Visibility and Control ®

Hig+ v k7 —% TO Application Visibility and Control D&% |

interface-number

show policy-map interface interfacetype | £+ — 7 = 4 2|l L 7= U & — < » F12o0s

TOfHRERRLET,

7 ID wdavc flows

show platform softwarefed switch A1 » [$§ELIZAA v FOTRCO 7 1 — |2 HHFHE

WEFRLET,

{5 : Application Visibility and Control D £%%E

WIZ, match protocol T7 SV r—a b ZDT 4 NEEBALTY 7 A ~ v 7 E/EHRT D6

R LET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

wIZ, RV ==y 7 2Bl L, 17 QoS DELFED Y T A ~ v T & iE#K S Dl L ET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

(
(
Device (config-pmap-c)# police 150000
(
(

WIZ, R v—=v7%2EKL. ATQoS DEEFD 7 T A <~ v T HERTHH 2R LET,

Device# configure terminal

Device (config) # policy-map test-avc-

down

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # police 200000

(
(
Device (config-pmap-c)# set dscp 10
Device (config-pmap-c) #end

wIZ, R =~y TE2AA vTF RN— MT#EHT 6%~ LET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

(
Device (
Device (
Device (config-if) #end

config-if)# switchport access vlan 20
config-if)# service-policy input POLICING_IN
)

KIZ. NBAR BYEICHASWT Y F 2~y FRIERT A 2R L ET,

Device# configure terminal
Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol
Device (config-cmap) # match protocol

rel-relevant
attribute business-relevance business-relevant

rel-irrelevant
attribute business-relevance business-irrelevant

rel-default
attribute business-relevance default

class--ops-admin-and-rel
attribute traffic-class ops-admin-mgmt
attribute business-relevance business-relevant
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KIZ. NBARBMEICE AL 7 T A< v AZHEASNWTRY v —< v P E1ERT 56127 LET,

Device# configure terminal
Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
Device (config-pmap-c class rel-irrelevant
(
(
(

)
)
Device (config-pmap-c)# set dscp afll
)
)

Device (config-pmap-c class rel-default

#
#
#
Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

HIZ, NBAR BMEICHE S RY v —< v 72 ABAR— MIEHAT 202 R L ET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > RIZE BBREDRT

show ip nbar protocol-discovery

A G =T 24 ATLDOT 1 b AVBHFEHERO LR — b2 FRLET,
WIZ, A B =T =4 AT L OMFHERO B Z R LET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input

Protocol Packet Count
Packet Count
Byte Count
Byte Count
30sec Bit Rate (bps)
30sec Bit Rate (bps)
30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
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Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA 2 Z—7 =2 A A LD QoSHEHEMI LUK EFADRY v—~ v T HFRRLET,
RIZ, TRTOA L EZ =T oA RAIREINTZRY v— vy TOHNHZRLET,

Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4dl

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZKHEHEAR—ZD QoS FHENDKT
show policy-map interface

TRCOA L H—T A A LEDEER—AD QoS HFHHEHEB LR EFADRY v—~v v
ERARALET,

WIZ, T_XTCDOA v X =T 2 AIHRESINTZR) — <~y TOHFIBERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2
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Service-policy input:

Class-map: rel-relevant

20 packets

Match: protocol attribute business-relevance business-relevant

QoS Set
dscp ef

Class-map: rel-irrelevant

0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default

14 packets

Match: protocol attribute business-relevance default

QoS Set
dscp default

Class-map: class-default

0 packets
Match: any

show ip nbar protocol-attribute

{51l : Application Visibility and Control (%5 .

attrib--rel-types

(match-all)

(match-all)

(match-all)

(match-any)

NBAR Tffif i Ensd+_ToHO7 e haL@ghrERRrLET,
Iz, —SoBEOH IFEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes
tunnel-no
voice—-and-video

enterprise-media-conferencing

cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
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K
il

business-relevance
application-set

B+ v kT —% TO Application Visibility and Control

default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

show a7 > KIZkB 70— E=4—BEFDRT

show flow monitor wdavc

BELIZABAVC 7u— =X —

Device # show flow monitor wdavc

Flow Monitor wdavc:
Description:

BT D EME R LET

User defined

E)
ExE.I

Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
show flow monitor wdavc statistics
HREAVC 70— E= X —DOREHEREF R LET,
Device# show flow monitor wdavc statistics
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
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{51l : Application Visibility and Control (%5 .

Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELEZ7u— =% —0OkaHEHw%E 27 V7 LEJ, clear flow monitor wdavc statistics % i
JH L 72#1Z show flow monitor wdavestatistics =~ > R&AH L T, T X TOMEHE RN &~
MENFZ &R LET, LAFIZ, 7u—F=—kaHEWw%az 27 U7 L72#% D show flow
monitor wdavc statistics =~ > ROV 7 hER L £,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show a7V FIZ&BF v v 1 DRBDRT

show flow monitor wdavc cache for mat table

KA TT7r— %y v a2 ONEERRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn .....eiiiieineenn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input L e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd..... .00
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e e
64.103.126.28 66.163.36.139 443
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. {5 . Application Visibility and Control D %5

4294967305 4 6
Input contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17
Input e i e i
64.103.125.97 64.103.101.181
67 4294967305 4 17
Input e e e i
192.168.100.6 10.10.20.1
4294967305 4 17
Input contd...........
64.103.125.3 64.103.125.29
68 4294967305 4 17
Input i e i e e e
10.80.101.18 10.80.101.6
4294967305 4 6
Input e e e e e
10.1.11.4 66.102.11.99
80 4294967305 4
Input contd...........
64.103.125.2 64.103.125.97
68 4294967305 4 17
Input e i i e
64.103.125.29 64.103.101.181
67 4294967305 4 17

Input

show flow monitor wdavc cache format record

layer7 cisco-jabber-im

layer7 dhcp

layer7 dhcp

5060

layer7 cisco-jabber-control

layer7 dhcp

5060

layer7 cisco-collab-control

layer7 google-services

layer7 dhcp

layer7 dhcp

Z7u— lLa— RLEEOERTT7Te— v v 2 ONEEERLET,

Device# show flow monitor wdavc cache format record

Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (

1800 secs)
15 secs)

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

Normal
12000
13

(Platform cache)

26
13

1
12

64.103.125.147
144.254.71.184
53

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:

4294967305

4

17

port dns
Input
08:55:46.917
08:55:46.917
Initiator

2
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connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

| &#+v k7—% TO Application Visibility and Control ® %

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
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initiator:
count new:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

{51l : Application Visibility and Control (%5 .

1
1
190
106

64.103.121.103
10.1.1.2

67
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2
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Hig+ v k7 —% TO Application Visibility and Control D&% |

connection server packets counter: 10

connection client packets counter: 14

connection server network bytes counter: 6490
connection client network bytes counter: 1639
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.126.28
CONNECTION IPV4 RESPONDER ADDRESS: 66.163.36.139
CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 cisco-jabber-im
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 12

connection client packets counter: 10

connection server network bytes counter: 5871
connection client network bytes counter: 2088
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 192.168.100.6
CONNECTION IPV4 RESPONDER ADDRESS: 10.10.20.1
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 2
connection server network bytes counter: 0
connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

layer7 cisco-collab-control
Input
08:55:46.917
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connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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connection server packets counter: 0
connection client packets counter: 1
connection server network bytes counter: 0
connection client network bytes counter: 350
show flow monitor wdavc cache format csv
CSVEAT7r—F ¥ v a2 ONEERRILET,
Device# show flow monitor wdavc cache format csv
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input, 08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4, 6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4,6,layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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B zxvnrso0va—7405  mmEems

ERXMGE LS TN a—T07 BEREEE

PUFIZ, A# Application Visibility and Control @ k7 7 /v o —7 ¢ 2 7 (2B 2 FARW) 725 [
LEZEERLUET,

1

BRE :IPv6 F T 7 4 v 7 BBSNTOERE A,

E% : BUEXIPVE N7 7 4 v 7 OBRPIR— SN TOET,

Bl vV FXv AN T 74 v BROGEINTOERA,

B : BT =%% AN N7 7 4 v 7 DHERPR— RSN TVET,
B ping ZXE L2 L ZIC, HBIN TV LN ZHERTEEEA,
@% : TCP/UDP 7' 1 h 2L DA BRI HR— kSR THET,

B/ : SVIIZ NBAR % #fi T& 72V DI 72T D,

[E% : NBAR (IS L ¥ —T =4 ATOHRPR—FENTHET,

BRI EEAEDRT T 4 TN CAPWAP b7 7 4 w7125 TNSDTTR,
T D,

BZE: UAYLAT 7R F— MRS TWRNWT Z7EX R— N TNBAR BEZ)
IR TWNWAHZ L EZMR L TLIZEWN, APDOERETLHTXTO T 7 1 v 7 L capwap
LLTHEENET, ZoHE. EBEOSEIT AP £721X WLC TIThbivET,

B : 7o baBHT, b7 40 v 2 BRAITLOHEETEEEA, EHITZ, <0
RKHDNT 7 4w I BRHY ET,

BZ : ZAUT@EE. NBARDBIERNM N T 7 4 v 7 2R L TWNDZ &R LET, A4l
DRT T4 TIFTI DDA v TF AU NRN—=ZHEIN, b O —FHITHD A R — 25058
SNFET, NI T4 v OWBINHERSINDT 7 A KR— MIOHRNBAR Z##Hi 45 =
EERHLELET, BEOT TV I NBELEAIE. ZOMBEOT-HFNSHITNBAR &
BT A2 LIETEERA, A= F ¥ RN THDHA L H—7 A AZNBAR &
BRELTEGAIC O FRORENREAE L ET,

B : o ha i, TR TCOT7 I = a ryOENE a—NEREINET, B
RIRGEIZED T 7 4 v 7 i R T DI E D LI 60N T,

B : WebUIl 2/ LT, @5 48 ORI R N T 7 4 vV 2RI TEET,

B[ : match protocol protocol-name =~ > RZHEH L THF o2 —X—ADA —7 L AR
VA RETEEEA,

[%Z : NBAR2 X—ADHH TN EHEENDHARY v — Tl shape 5 L ¥ set DSCP D A A3
PAR—=FSHTWET, ki HiEE LTE, AJJTDSCP #5¢&E L, DSCP IS
WTHATY 2= 72T LET,

B A Z—T A AL TWDHNBAR2IIH D AN, NBARZ BWEZIZT
7T 4 TN TWET,
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| &+ k7—% TO Application Visibility and Control D&%

10.

Application Visibility and Control IZB83" 2B /N{ER .

[E1% : match protocol protocol-name # % te 2 7 A~ v 7 3é5H L NBAR A X v 7 T
Ta—rNZT 7T 4 720 T8, M7 7 4w ZIEINBAR VORI GICIT A2 0 £
o ZHUITHISNIZENETHD, VY —XZHELEEA,

BE: 7740 0QOSFa2—DFICrTF 74 w7 R3dYET, £5LTTTN,

BZE : HLVWE70—TlE, 7o—208BL =R =TI REEA VA h—LT 5
72N DDy "aMEbIET, Zofic, 8T IR 2Ry, N7 4w
JIF 7 b Fa—IZ A ET,

Application Visibility and Control 283~ % 1B IN1ER

BE&E

BAEIRH I=aTF7ILEA ML
COBETHEAT S a~v s ROZBERFESCE L UOYHE Co_mmand Reference (Catalyst 9300 Series
F G LD, Switches)

iRy kT —2 T Application Visibility and Control @

HAEERE

ROFIZ, ZOFEY2—/LTHMHTLEEDY U —2ABIUOMERFHRZ R LET,
IO OMEEE, FICHR SN TORWIRY | HASAY U —2LUEOT~THY Y —ZT

fEHCEET,

)1)—2 HRe HRETRER

Cisco IOS XE Everest HA Y NU—27 T |AVCIE, 77V r—a r~OisI1e7
16.5.1a @ Application TV r—vara~DA T ) Ve AT

Visibility and Control | FoS\\\C . B2 %7 v B L OBEEMN D
TIUFBIRF Y XAV Y 2a—va v
ERBIEDLZOOVATORY HADE
HIRER T T,

Cisco IOS XE Fuji 16.8.1a | H#7 7V r— 3 [HEDOZa h 2L TlE7 < . Network-Based

> DFRE L3 | Application Recognition (NBAR) @2 HE-
Fr—L (B WT QoS 7 ZAERY V—2EHRTED K
AVC) JEME~N—2A I FLTZH, WSO DHIRDB S Y

QoS (EasyQoS) F9, AR — F I 5 NBAR B,
business-relevance 33 & O traffic-class D& T
j‘o
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. Hig+ v k7 —% TO Application Visibility and Control (D EEFE FE

-2 L 1315 HEETER

Cisco 10S XE Gibraltar DNS 7i—L =— R |DNS 72— L ot— ROOHRE— R E A Sh
16.12.1 £L7. DNS 7o—La—RiE, 7o—1
a— REEERT DHZDD collect 7 4 —/V F
L LTDNS RAA v AZHBALET,

Cisco IOS XE Amsterdam |7 XU A #— gD |FUR—FTOT Y r—3 3 v OFERE
17.3.1 AHRMEBL O b | Loy ba— L EBEE T T 1 v 5y
o —/L WL N T (MO EEREOY R — FREAINEL
74w 7T ORA | Tz,

15

Cisco Feature Navigator i 425 &, 7T v F 74 —ABILRY T b =T A A=V DHFR—
MEH % 158 TX £ 9, Cisco Feature Navigator |Z{3, http://www.cisco.com/go/ctn [FZ3E] 226 T
7EALET,
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-6
SDMF+> L — FDERTE

« SDM 7 > 7' L — MZB9 5 1, on page 291

*SDM 7 7' L— FOFREFHE (291 ~—2)

eSDM T FL—FrDE=Z—V U ITBLIRA VT T A (292 2—2)
«SDM 7 > 7 L — F DR EH, on page 294

*SDM 7 v 7 L — MIBET 5 BME®R (296 ~—)

«SDM 7 7' L — N ORI (296 ~—)

SDM 57> 7 L— FIZEAT 5155k

SDM T v 7L — LTI AT A Y Y —RERIETD & BEOKEEICST YR — b
Ay NT—INTOTF A ZAOEAFEICS D Tk d 5 2 ENTEET, —EBOMEREIC
BRVAT AMERHFREZRMET X7 L — P 2BIRTE £,

Cisco Catalyst 9300 > U — X A4 v FiL, ROT T —ra P R—FLTWET,

T EX

« NAT
SDM 7 v 7L — MIEEAZIMZ b T IV AT LAZ YR — RTAZ L& HRLEST, T
TL— b NEEEL, VAT LAEFEE L72%. showsdm prefer ##E EXEC =2~ > RZEH L
T, LW 7L — MREXMR TE £7, reoad F# EXEC =~ R& AJJT DHIIC,

show sdm prefer =~ > K& AT 5L, showsdmprefer =2~ Fick v, BIEFEHLTW
L2707 = BIRNY B —NRICT VT 4 7R DT 7 L— ERERRINET,

SDM 7> JL— FDEEAE
SDM 7> JL— FDERE

SDM 7 7' L — M A U CHBEENE & i (2 Y AR — R 3251213, IROFIEZFITL X,
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Procedure

SDM 7> L — bDE&

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

e EXEC E— FEARINC L £,
INRAT—REASLET EREIN-%

) .

ATvT2

configureterminal

Example:

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfmL£7,

ATvT3

sdm prefer access | nat

Example:

Device (config) # sdm prefer access

AL v FHT I RAT LT L— NIRRT
LET,

ATvT4

end

Example:

Device (config) # end

FrtE EXEC £— RICEY £,

ATy Th

reload

Example:

Device# reload

AR —F 4 T VAT AE ) a— K
]\/\i‘g_O

VAT LAOFEEI, show sdm prefer
ﬁ%EMESVVF%ﬁ%LT L
WT T L— FRIEATRB CTEET,

reload % # EXEC 2~ K& A 19 B Hi
2. show sdm prefer =~ > K& AJ)9
5 &, showsdmprefer 2~ RiZLD,
BEHEHA L CWE T 7 L—hB LY
Dﬂ%& T T 4 T B T —

FRERRSNET,

SDMT>JL—krDE=ZS—1):

SDM 7> T L— FDFER

SDM 7> 7 L—

DBEUAVTFIUR

FE=F—BLOAT T AT HIE, ROa~vr R LET,
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| som7>TL—troEE

sSMF>TL—tnE=4—y o8& T7FoR |

av YR B8

show sdm prefer fEHFOSDMT 7' L— L&
R LET,

reload A v FEHIYu—RNLT, #
LSRELIZSDM T v 7 L —
NeT 7T 47 LET,

)

G¥)

SDM 7 7L —FZiE, 7o 7L —rDO—fE LTERSN TSI~V ROZNEFENT
WET, T L= FTERINLTWARWRIOEa~ > FRT 7 L— FTHRIZR > TV
L%, showrunningconfig =~ > REZANTLH L, ZUTLa~vy FRERINET, 72k
z1%. SDM 7 > 7 L— kT switchport voicevlan =~ > RREZNZ /2> TW5HEE,  (SDM

TUT L — N TIHERSNTWEFAN) spanning-treeportfastedge =~ > R HFNCT 5 2
ENTEET,

SDM 7> 7 L— h&EHIBRT 2 L, ZOX O efthoBET 5 a <> RLHIFRES D72, R
FINCHRTE LR TER 6y £9,

HRZAIA XATHE7L SDM 7> T L— DR

WHENA I AZ~A AAHER SDM T 7 L— M2 fERT 5121, kOa~> FEFEHRLE
KR

R19:HREIA XAEER SDMT > T L— 2RI 5a< R

avU R EBA

show sdm prefer custom H AR~ A XA[fE72 SDM T 7 L — h OFERE
WM END A2 MEERRLUET,

show sdm prefer custom user-input HAL <A RXA[REIRSDM T > 7 L— h T —
P—=BNAN LIz RRmLET,

show sdm prefer BET VT 4 T AR~ A XENT-SDM T
Y —bEFRRLET,

NALZ <A XA[RE72 SDM 7 > 7 L — F OWTNNDEREICE v DO 27— /U ENEID 4 THR
T%h. T AR a— RERT%, Z OREREIX show sdm prefer custom =~ > KD 7712
FRINFEH A,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .




soM 7> FL—roEE |
B som7ooo—romEnm

SDM +> L — FDxREH

# : SDM 7> JL— bDFRR

WKIZ, Cisco Catalyst 9300 'V — X AA v F DT 7 VAT 7 L— MEREFRRT HH 6%
i_\‘biﬁ‘o

Device# show sdm prefer access

This is the Access template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192
Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192
Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192
Security Access Control Entries: 5120
QoS Access Control Entries: 5120
Policy Based Routing ACEs: 1024
Netflow Input ACEs: 256
Netflow Output ACEs: 768
Ingress Netflow ACEs: 256
Egress Netflow ACEs: 768
Flow SPAN ACEs: 1024
Tunnels: 512
LISP Instance Mapping Entries: 512
Control Plane Entries: 512
Input Netflow flows: 32768
Output Netflow flows: 32768
SGT/DGT (or) MPLS VPN entries: 8192
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 255
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 3072
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains : 128
MAX VPLS Peers Per Bridge Domain: 32
MAX VPLS/VPWS Pseudowires : 1024

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.

WIZ, Cisco Catalyst 9300 U — X AA v F DO NAT 7 > 7 L— MR E LR T HH NG ERL
ij_o

Device# show sdm prefer nat
This is the NAT template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
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gl:somz>IL—rors I

Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192
Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192
Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192
Security Access Control Entries: 5120
QoS Access Control Entries: 1024
Policy Based Routing ACEs: 5120
Netflow Input ACEs: 256
Netflow Output ACEs: 768
Flow SPAN ACEs: 1024
Tunnels: 512
LISP Instance Mapping Entries: 512
Control Plane Entries: 512
Input Netflow flows: 32768
Output Netflow flows: 32768
SGT/DGT (or) MPLS VPN entries: 8192
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 255
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 8192
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains : 128
MAX VPLS Peers Per Bridge Domain: 32
MAX VPLS/VPWS Pseudowires : 1024

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.

WD 111X, Cisco Catalyst 9300 > U — & A A+ F @ Cisco I0S XE Amsterdam 17.3.1 LARED
U J—ZA® C9300-24UB., C9300-24UXB. LT C9300-48UB ET /L TDT VAT T L —
MEHRZRLTOET,

Device# show sdm prefer access

Number of VLANs: 4094
Unicast MAC addresses: 49152
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 16384
Overflow L2 Multicast entries: 1024
L3 Multicast entries: 32768
Overflow L3 Multicast entries: 1024
Directly connected routes: 49152
Indirect routes: 65536
Security Access Control Entries: 18432
QoS Access Control Entries: 6144
Policy Based Routing ACEs / NAT ACEs: 14336
Netflow Input ACEs: 1024
Netflow Output ACEs: 2048
Flow SPAN ACEs: 1024
Tunnels: 1024
LISP Instance Mapping Entries: 2048
Control Plane Entries: 512
Input Netflow flows: 65536
Output Netflow flows: 65536
SGT/DGT (or) MPLS VPN entries: 8192
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5] : SDM T >

O

SDM 727 L—

B

X JE

SGT/DGT (or) MPLS VPN Overflow entries:

Wired clients:

MACSec SPD Entries:

VREF':
MPLS Labels:

MPLS L3 VPN Routes VRF Mode:
MPLS L3 VPN Routes Prefix Mode:

MVPN MDT Tunnels:

L2 VPN EOMPLS Attachment Circuit:
MAX VPLS Bridge Domains :

MAX VPLS Peers Per Bridge Domain:
MAX VPLS/VPWS Pseudowires :

soM 7> FL—roEE |

512
2048
1024
256
12288
32768
8192
1024
1024
128
32
4096

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;

so only half as many entries can be created.

JL— D%

Device (config) # sdm prefer access

Device (config) # exit

Device# reload

Proceed with reload? [confirm]

~MZRE9 S EMEER

A& &R
BEEIEH I=ZaTFILEA R
ZOBETHEHT S o~ ROSERRESTE L O F ko3t | Command Reference (Catalyst

9300 Series Switches)

_— O _ ﬁ"‘tﬁ
SDM 7> J L — FDWEEERE
WOFIZ, ZOFY2—/LTHATIEED Y JV—AB LOEEEREZ R LET,
T ORI, FRIHTE SN TWARWERDY A7) UV —RLUBEOTXTHY J—RXT

fEHCcTEET,

Jj1y—= Hae FERETEHR

Cisco IOS XE Everest SDM 77 L — b |EEDOSDMT 7L — b efERAT 5L, &
16.5.1a

AT HY ) —REERE LT, FEDOHERED
HAR— b ERElLTEET,

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| som7>TL—troEE

som 7> FL— roEE [

)1)—=x HEEE HERETE R
Cisco IOS XE Gibraltar C9300-24UB, Cisco Catalyst 9300 > U — X A A »F D
16.12.3 C9300-24UXB. # k& [C9300-24UB. C9300-24UXB, 3 L
TR C9300-48UB T /3 | C9300-48UB EF /LT, RDOIEREDHERE R
A AZADAr—F ) | F—AEBEENEREINELE
= 1 « I
TAAN 7 DR e LA V22 =F ¥ A FNMACT KL & :
Ly 49152
e LAV 3ITILTFr AL 32768
QST /EAarybu—L xR
6144
e R L —_R— 2 )L—F ¢ 7 ACE/NAT
ACE : 14336
Cisco I0S XE Amsterdam | C9300-24UB, Cisco Catalyst 9300 U — X A A »F D
17.3.1

C9300-24UXB. &
X C9300-48UB 7 /3
A ADAT—7tl
TAARN) T DOE
[l

(C9300-24UB. C9300-24UXB. ¥ L
C9300-48UB EF /LT, ROEREDHRE A
r—VEENERINELE

s LA ¥2a=FFY A FNMACT KL A :
49152

e LA ¥ 3/ TFr AL 32768

cQoST /BRI hE—L =N
6144

e R S —R— 2 )L —F ¢ 7 ACE/NAT
ACE : 14336

Cisco Feature Navigator i/l 25 &, 77 v b 74 —LBLI RNV 7 F 72T A4 A=V DY R—
MME A R T& E 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [J5E] 725 7

A LET,
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soM 7> FL—roEE |
B sovs o —rousrs
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/rh-7=:=
5 2

DRATFLAYvtE— O NETE

e VAT A AvE—Y B OFKEICETHHEHR (299 X—)

VAT A AvE— a S ORENE (302 4—)

VAT A A= BT OE=HX) U TBIORACT A (311 =)
e VAT A Avt—Y v OFREH (312 3—)

« VAT A AvtE—v aZIZETEMMER (313 X—)

« VAT KA vbE—vn S OKRERE (313 X—)

DARATLAYytE— OTDETEIZCET H1ER

DRTFL AyvE—OXY

AL v FIET 74/ N T, VAT A A vE—UB I N debug FiHE EXEC =2~ > Ko %
XU TRBRAZEEFELET, AF Y ITHDAUNRNAL v FIFEVAT LAy E—V% MY H—
TEET, VAT LAy E—VERAERT DA NRNAAL v FiE, ARA M4 % hostname-n DIEZ
mIZAA vF) THRHIML, BOhET 7T 4T AL v TFouax 77avA VX127 FL
FT, TIT 4T AL TNEAZ v T AL NTTR, EOFRAPNZIFVAT A vE—VOFE
BICEMENERA, X7 TRl A vb—U%5m0 GREISUT, vy
7 7. vmARBEFR, UNIX Syslog $—/3\72 &) ICEUMET HALBAZHIBE L 7, n¥> 7 7rkx
X, 2 Y= Ay =V EREELET,

nX T TavANT 4 =T VDA, Avt—UlEar Y= VCORREENET, Ay
T VIAERFRHCEFESND T, AvE—VBLOT Ay ZTHAIZIE T e 7 Rt 2+
Y ROWDPENVIABET, AvE—UNT I T 4T 7Rar ) —WIERRENDLDIE, A v
T —UEER LT ARNK T LTHE T,

A=V OEREEZRELC, aryY—ABIUOERERIIEREINDEA v E—VDX AT %
FHCEET, BT AvbB—VICHA L AZ T HFELTZY ., Syslog iXELT R A&
ELTZD LT, UTAEA DTNy THEER L OEHEZ Mk TE £4, ERENDA Y
T—VICOoNnTiE, 2OV U —RKHET DL AT LA = HA FEBRBL T &,
DX T ENTZVAT A Ay E—VIIT 7B ATHINNE, AL v TFDa~vwr RITA4A X —
7 A A (CLI) ZMHT250, £ EIICRE ST Syslog =N ZNH DT AT A
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SRTFL FyE—o nioRE |
B 27205 29e—voot—<vr

A=V ERFLET, AA v TF Y7 U =TIE, Syslog A vE—VE2AZ L RTRVR
AT EORNHANy 77 IRIFLET, AA v TFRE YT OEFEX, 77747 A4 vF R
BREFLET, AX U RT O AL T ERIT I T4 T AL o FIEEREATLE, Bl %
7T v va A VIREL T RboTehh, rZI3RbILET,

VAT A AyE—U%YE— NTEHET DHITIE, SyslogVh—N—ETr 7 EFRRTIH, bD
Wi Telnet, 2> Y —/LAR— b, Fi3A—V 3y MEFER— MEHTAAS v FIITZ7EAL
FT, AV FRZ v I T, TRTCDAVARAAL v Fary— Lk, ALar Y —iLH
NPHBINET,

)

(GE)  Syslog 7 #+—~ = [iX 4.3 Berkeley Standard Distribution (BSD) UNIX & BHiPER &V 7,

VRAFLAT AvE—SDTA—T Y b
VAFA BT A y—UIRK80 LFEN— L R (%) . BXOFORNICEBE IS
T ar D= U AFERHAA L AT TR BRESNTWADEA) TR STV E
T, AA vFIIEL T, A vE—YEFKROWNTNLDOBRTHFEREINET,

* seq no:timestamp: %facility-severity-MNEMONI C: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONIC: description
NR—=tV FLEFDRNZH DA vy =V DHSIE, WO a— L a7 4 Fal—vay a
VY ROREIZL>TRRD T,

* service sequence-numbers

* service timestamps log datetime

« service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime

Table 20: Y AT L OY A vt—TDER

2R =5 BA

Seq no: service sequence-numbers 72— 3L a7 4 ¥ a b— g 2 2
2V RBRESNTVDIHAILOHR, BT A yE—ViIly—Fr v
AT AL T LET,
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| YZFLAvE—C nI0EE

FIANrOLRTL A vt—s nxvrngz [

BR &5 BA

timestamp formats: Ay B—TERIFANS POARTYT, ZOHEBRNERINDD
mm/dd h h: mm:ss IZ. servicetimestampslog[datetime|log] 72—/ )L 237 4 F o
- L—yay av sy RRRESNNTNDLHEDHRTT,

hh:mm:ss (45 EE))
ER
dh (EHFFHE)

facility A= UNBRT HHEE (SNMP, SYS 72 &) T,

sevexity Ay —YDEREZRT 0~70 1Hioa—RTH,
MNEMONIC Aol —ThkBIORTTFAN AN I TT,

description VA= P ERTOSHA RV bORFMATRTFEA L AR 7T

ﬁ‘o

hostname-n (A 2 h4
-n)

AB T AUN—=DIRAPMBLOAZ v TNOD AL v FFE,
TITATAAL FIFIAZ T AN TTN, TORA MY
AT ERA =V ORRBIZEBINSHER A,

7__\\72'_“/ I‘O):/Z%A A \y—tl—:) I:I#:?/ﬁ\wg&fé

Table21: T 74 IL FDVRT L A yvtE—2 OF T DK

Hee T4 MEEE

A= ANDVAT A A=y aXy |4 x—T )b

p

a2 — VO EKE a4

v 7y A IVERE 77 A G DIRETR
L

a2z RNy 77 AR 4096 /XA b

0 J g A X 1 AytE—

B A D AB T TAE—T

EE A=V FA4E—T I

SV VA TAE—T

Syslog y—/"D P 7 KL & KRR E
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SRTFL FyE—o nioRE |
. syslog A v t&—C DHIR

HERE T4 FERE
P — i RE local7
H— DO EKE EEN

syslog X v t— L DHFlE

snmp-server enabletrap 7o — 3L a7 4 Fab—Tar a<wy REfHA LT, SNMP * >
N — AT — a VNCEESND LI Tsyslog A v —V b T v TRBREINTNDHE
HlE. A v TFORBRET =T VICERBIUHMHIN DA v E—VOEREZER TEET,
Flo, BET—TMIEMEND A v —VOBELERT L L TEET,

SNMP h 7 v ZI35EHE~DOBEFEDMEFES LTV, A v B —VIBET — 7 MM S
NWET, 774/ MTIL, syslog M7 v 7RETRWEGESGS, UL warning ThHh D A v
T DB AL L~V D A v =D 1 ONEET — 7 RS E§,

JEIET — T R0 XV D4 (logging historysize 7o — 3L a7 4 Fab—v gy avw
YRTHRELERARA v =Yy PUBICEL TODAHE) X, il AyE—Yx 2 Y
BN CTE DI, bdWwmr NUNRT =T BHIBRENET,

JEIET —7 E, level ¥ — VU — RBLIOEKEZRLET, SNMPAZMEH L TV L5451, &
RKEOMHEN 1 7202 £4, 72& 21E, emergencies 1% 0 Tix7e< 112, critical 132 TiE7e <
31TV ET,

DARATFLAYytE— OFDBEARE
Ayt —URRIBET/INA ADERTE

AvtE—=UaX IR, RX—TNOEE, ar Y —AREIFTRIGEDHINCO A vE—V%
EETEET,

CDRAIIA T a T,

Procedure
Command or Action Purpose

A v 71 |configureterminal Fa—) Ay 7 4 X¥al—g
Example: E—RFZRBLET,
Device# configure terminal

R 7 72 |logging buffered [size] AL v F b, v T A =T ENEN Y
Example: TrIRAFELE T, HRETE DI
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*ye—vEREsT 1 20%E |

Command or Action Purpose

4096 ~ 2147483647 A R TF, F 7 4+
N RDRy T 7 A XL 4096 /81 KT
—g—O

AR RT Ry ALy FIEENAES
. v T T ANET T2 AT
IRIE L W o2 e, u /774
MIkbinEd, A7 v 7422 LT
<IEEW,

Note Ny T 7 A X KRETE
HEICHRELRNTLEE
W, MLOVEEICfER T 5 2
FEUNRRETHZENHY
T, A v FLEOEXT
ok v ALY BERTD
(21X, show memory Fité
EXEC 22~ > R&EMHH L F
T, 2L, FrRSINDHE
EEACEARKIETH D
7o, Ny Ty A X%
OIEIZERE LR TL 2

Device (config) # logging buffered 8192

v,
R 7w 7 3 |logging host UNIX Syslog % —/ 3 R A M A vE—
Example: %L’f%ﬁ Li‘j—o

host (Z1&, syslog —/3& LTS %
RANDOLRTEZILIP 7 FLAEZIRE
LEd,

nJ A ytv—U%%(ET % Syslog —
ANDY A BNZAERRT DIIE, Zoa~vy
RZEEIE AT LET,

Device (config)# logging 125.1.1.100

R 5w 7 4 |logging fileflash: filename [max-filesize |z % F7 oL 24 vF T, 75 v
[min-file-size]] [severity-level-number [type] | < o, X E Y 2B T 7 A I T F A
Example: =V ERFLET,

. . ) ) sfilename: 27 X v E—TD7 7 A
Device (config) # logging file
flash:log msg.txt 40960 4096 3 NG EANDLET,

o (f£E) max-filesze—iZiX, v/
T 7 ANDERKRYA X EHEELE
T, FRETE 2HPHIX 4096 ~
2147483647 T4, 7 7 4 /L ME
4096 /XA kT,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B -/ ve—vorumit

a4 Avt—

SRTFL FyE—o nioRE |

Command or Action

Purpose

o« (£EE) minfilesze: 27 77 A
NOF/NYA XEEELET, HBE
T& HHEIPHIL 1024 ~ 2147483647 T
9, T 7 A L2048 XA h T

7T

« (fEE) severity-level-number |type :

X OEREEZFrX T
FATHREELET, BEREICHEE
T&E5HMHIT0~7 T,

AT v 75 |end

Example:

Device (config) # end

HebE EXEC B— NICEY 77,

AT w 76 |terminal monitor

Example:

Device# terminal monitor

BIEDO® Yy v a UM, Y — iR
WAy E—VERFELET,
WRNRFGA—F a7 4 X2l — 3
voawy Rida — WIZERE S, ?/
a O TRITIENZ 0 £,
Ny T A y—VhkFRTDHEET
t//a/_&k;027/7%%ﬁ¢
HILENRH Y FT,

ORI

FrE D = 2 — VAR — R E 72 13 AR b

WZxf LT, FEEERER A v E&— T8 L Udebug

%%EMEZV/%@ﬁﬁ%%E%*Tﬂ41®ﬁﬁkiU7m/7F&ﬁ%éﬁé:Eﬁ?
XFET, BEREDSUTCHRBICHDEN DA v E—VD0F A 7R EBETEET, 77, R
DIERIAA v 2= NHIBRENDAETHRIFELTEL Ay 77 DR RBERET A LB TEXFE

T

HEEFHERA v 2=V EB L Odebug =~ > RN DFEM e £ 7054 X—=7 VDOBGE . XG55
RKF AL AW AN Y — TR E IR S N =121 #%E%*Tﬂ%X#%®mﬁ#

FORETITHIR S E T, FEEEFEHRA vE— /kioﬁmw:v/%®mﬁ
I, AV VIERRENET, LTEN-T, #%@%*%yﬁ%
T NA A NB LT v 7 Mok
ElEH FRHA, FEEEFHRA vE—URERRINTE

A7 a7 MRS n-%Iic
U X Wdebug =~ > FOH AL, 2#1E

HERLET,
TDORATIA T a T,

=2k
SRR

. 2= AT

1DiAENDZ
o, aryy—uia—¥ a7 i
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Procedure

ng Avt—sorgt [

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT2

line [console | vty] line-number
[ending-line-number ]

Example:

Device (config)# line console

Ay —VOREnF T
MERELET,

econsole : A vF a2/ —)L i R—
NEZIFA —Y Ry MEBAR— T
DREEELET,

« linevty line-number : & & vty [EI#E D
e 7 %A X—=T AT D)
ZFRELET, Telnett >y g%
L TATON DR EICIL, vty Bkt
A LET, FREFICIEETE
LEPHIL 0~ 15 TF,

(ZRET S E]

16 18 O vty BIFRORRE 2= T —FE
W9 521, kDX Hi Aﬁbiﬁo

line vty 0 15

Fiz, BUEOHERICHEH S TWD 1o
Dty B OREEEETTHZ L HTE
F9, b ZIE. vty [BIRR 2 OFREEE
BT DI, ROEHITATILET,

line vty 2

Zpavy REANTDHE, T4 2
V74 F a2l —v gy T— RNIIRDF
7

ATvT3

logging synchronous [level [severity-level
| all] | limit number-of-buffers]

Example:

Device (config)# logging synchronous
level 3 limit 1000

AvtE—UORInX T A =TIV

I LET,

« (f£E) level severity-level : £ >
t—VOERELVERELE
T, BRENZOMFELLETHD A ¥

—%, R ENET,
EANSWIEEEREIIREL, A
DREWVFEERERE /NS0 F
T, T 74N bME2 TT,
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B oot nxvorie—ont

Command or Action Purpose

o ((EE) level all : ERLEEIZEIMRR
<L FTRTORA vy =PRI
HAsnEd,

o (f£E) limit number-of-buffers :
Xa—A T INDIHARDIN Y T 7
BERTELET, TNEBIDHL
WAy E—UIIBRERESNE T, f5E
T& AHPHIT 0 ~ 2147483647 T
T T 7 A/ MFE20 TT,

ATy 74| end FikE EXEC T— RIZHE Y £,
Example:

Device (config) # end

oAaAXxX 0T t—TILE

Ay—aX o T T4V T X —T VIR ESNTWET, 3 Y — Lo
MOFBINA v =T BRETIHEE, AvE— X a2 X —TNMITIHILERHY
EFT, AvE—VuaX U IINAX—TNOHE, vl Aye—IIunX T Iak RTEE
ENFET, X TR E, A v—UEERTE T r R L EW LW CRRERITICEE
LET,

nX S ITutRET 4 =TT EHE AvE—URary—IEXIAENLETT R
T RN T A R D BN B DT x4/%®%@ﬁfﬂﬁTﬁé ERHY FET,
aX 7 IawART =T VO, Ay AENEKT I @FIXavr R
EBDIATIET) v Y —MIIFRENET,

loggingsynchronous 72— 3L 27 4 Fal— g2 a<vwr Ry, 2y Y —L~DA vkE—
VERIHBLEY, Z0avr REA RX—TMITHE, ReunZH S 2T UEA v E—Y
MFERINEE A,

Avl—=yuaX T T 4 =TI LIZRICHOS, 2—7 /W27 5I21%, loggingon 7 12—
S arZ 4 Fal—varavy RefALET,

TDRATIIF T a T,

Procedure
Command or Action Purpose

R 71 | configureterminal Jsa—r )L a7 4 FX¥al—3a
Example: E— NEBBLET,
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0 Ayt—S084 L RELTDL 7—TNes&UTF+2—Tit [

Command or Action

Purpose

Device# configure terminal

ATv T2

no logging console

Example:

Device (config) # no logging console

Av—aX o 27 4 —T I
L/i—a—o

ATvT3

end

Example:

Device (config) # end

HibE EXEC E— FIZREY £,

Oy Avt—
Lt

CDEZALRETDAXR—TIEE LU T«

—

+t—7J

FI7HNENTEH, B A —II0IZ A b AZ T REA SN TR A,
CDHRAATIIF T a T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT2

wOWTNIDa~ REeFEHLET,

* service timestamps log uptime
* servicetimestampslog datetimemsec
| localtime| show-timezone]
Example:

Device (config) # service timestamps log
uptime

F7x

Device (config) # service timestamps log
datetime

0 DEALNAR L T F—T T L
7,

loguptime: B2/ A v &=V DH A

DAG Tl F—=T LT, ¥
AT IO BN ORI &
RLET,

+ logdatetime: =7 A vE—T DX

ALRE T oA X —TVIZLE
T, BRLI-A TV 3 IS T T
Q=) AL hRREL L
TBAfE KR (RUM) . A A
S B ERA DN AR T LT
FRTEET,
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SRTLFytE—o ns0RE |

Command or Action

Purpose

ATvT3

end

Example:

Device (config) # end

et EXEC E— RICREY £,

AAyE—2D—4 2 RABEBEDAXR—TIIEELUTaE—TIL

it

BADARZTNEL BT A=V H 556, TNHLDA =V EFRT 51T,
VARG EEN L TA Yy =V EARRTEET, 774N ITIE, B AykE—DIZ
VU AFFIIFRTRINEE A,

CDREATIA T a T,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

Device# configure terminal

Ja—)L a7 4 FXal—rg
ET— F&EBHEBLET,

ATy T2

service sequence-numbers

Example:

Device (config) # service
sequence-numbers

ATvT3

end

Example:

Device (config) # end

HebE EXEC B— NICEY 77,

. S o 2
AvytE—CBEREDESE
Ay —VOBEREZIBEL T, BIRLET AL RZRRENEZ A v E—%HIBLET,
CDEATIIA T a T,

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEIV T4 F¥aLl—23av A4 F



| YZFLAvE—C nI0EE

Procedure

BET—J L& U SNMP [EES NS syslog * v £— SR [

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT2

logging console level

Example:

Device (config) # logging console 3

a )= VIRIET D A =V &R
Li‘a—o

FIFIVINT, ary I —UIF vy s
Ayt —v BIXOEMEMIZL VKWL
DA =V EZELET,

ATvT3

logging monitor level

Example:

Device (config) # logging monitor 3

ARERRMCH T2 A v —V & HIR L
i‘a‘o

F I F T, WRIIT ANy T A vkb—
V. BIXUOHEMICZ VRN LD
Aot —VEZIELET,

ATvT4

logging trap level

Example:

Device (config)# logging trap 3

Syslog —/MR(ET D A v E—T %
RLET,

7 7 4V hC, Syslog ¥— N TEHI A >
=, BLOEERIC L VRN~
DA =V EZELET,

ATy Th

end

Example:

Device (config) # end

HikE EXEC E— FIZREY £,

BET—JILE XU SNMP [23£(E

=N % syslog A v tE—L DFIR

ZDH AT TR, BRET — 7V L OVSNMP 241 S5 syslog A v — V2 H#lRT % )71k
WZOWTHHALET,

TDRAIIAT a3 TT,

Procedure

Command or Action

Purpose

ATy T

Cisco 10S XE Bengaluru 17.4.x (Catalyst 9300 X 1 v F)
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B wnixsysiog F—r A0 2 vE—ConxLy

SRTFL FyE—o nioRE |

Command or Action

Purpose

Device# configure terminal

ATv T2

logging history level

Example:

Device (config) # logging history 3

JBIEZ 7 A MTARAF S HL, SNMP H— /3
ISEE SN D syslog A v BE—TDF 7
N LV EEELET,

7 7 4/ kTl warnings, errors,

critical, alerts, ¥ UFemergencies X
T—VILEE I ERE A,

ATvT3

logging history size number

Example:

Device (config)# logging history size
200

JBIET — 7 WAZRAETE % Syslog A >
=Y ORERELET,

F 7 I N TIH1OD A vt — U
ShET, FHETE 28MHIZ0~500 T
K

ATvT4

end

Example:

Device (config) # end

HebE EXEC B— RICEY 7,

UNIX Syslog T—E AN A v E—SDOX 4

TDRAIIA T a3 TT,

\}

GE)

BHT/N— 2 > O UNIX Syslog 7—FE > OHZIE, T 74/ N TRy hU—27 /15O Syslog /¥
Ty NEZTANZNEDORHY T, ZOXIRVAT LDEEIT, Syslog A vE—T DY
T b RF T EA X =TT DI, Syslog 2~ BT A LAZIBINE T FHIBRS 5 0220

HHA T a %, UNIX O mansydogd 2~ > RafiH L CHBIL £,

B8 HHEIIZ

stoot L LTV A U LET,

s VAT A BY AwE—% UNIX Syslog % —/NMZiEEF T 2 HIIC,

T—EERETDLENRDHY 7,

UNIX H—/3 |- T Syslog
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| Y274 4ve—v ns0EE
LRFLAve—vns0E=aY v issUA TR

FIE
ARV FFEREET7TIVa Y =LY
AT 71| /ete/syslog.conf 7 7 A /AR DT % BN eloca7: m¥ v VHREAFRE L £
LET, 7
fi « debug : syslog L-ULEFRE L £
"9’“0 ZDO7 7 AL, syslog T —F
local7.debug /usr/adm/logs/cisco.log _E%Q##@BE#%%)EH??T/r
NTHLLERDY £,

ATFYT2|UNIX v =/ Far 7 NMIkOa~<y R as 77 AV EER L ET, syslogT —

EAJILET, FUNE, ZDOLLVERIIZDT 7 AL
i - DEVENEREL LT yb—U%
' EELET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT 73 |Syslog T —F NTH LWVEREZ R S | FEMIC V0 TiE, ZHEHDUNIX A7
*9, @ man syslog.conf ¥ X Uf man syslogd
i avy REZRLTIESN,

$ kill -HUP ‘cat /etc/syslog.pid’

DARATFLAYE—A0NDEZAY)DTBEUVATF
A

4

A 74 XaL—arvF7—hhA47a9DFE=4L2)YT

avy kR B#Y
show archive log config {all | number arv 74 Xal—Tarulek FRIEESN
[end-number] | user username [ session RS A= pn lEF R LET,

number] number [end-number] | statistics}
[provisioning]
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SRTFL FyE—o nioRE |
B =71 xve—vosozes

DRTL AyvtE—2 AT DKRER

Bl: DATLAYE—DDRE Y IEK

WOBITIE, T2 T 4T AL v TFOEBEIIRAA v F VAT A A=V RAZ 7 AN
(R A M4 1T Qwitch-2) 2R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)

Bl : RAYVF DRTLAyE—D
KIZ, AL 9 F EDAL vF VAT A PO BERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
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25 L 2 yt— 0gicET entEs ]

DARATL AyvE—Y OJICET 5 EMEHR

EEEH

BEEIEE YZaTFILEA I

COETHATHav FOZEERRECE L OMHE Cmmmﬂ@ﬁmm@%Wﬂ%%Sﬂ%
H7E DR, Switches)

VATLAYE—U0T DBEEERE
KORIC, =D Y 2— L CRIT HRIED Y U — =% & OB IA R LET,

TS OBEEIX, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fEfCcEET,

J1y—2 L 1315 HEETEER

Cisco IOS XE Everest

VAT AA =Y VAT AAyE—VHINE, aX T e
16.5.1a = BRICEFEENET, ¥ s TR
0y Aye—Ur%5% GXEITS LT,
278y 77 dARE#E, UNIX Syslog H—
N—72 8) ITEUE T A AR A I AE LS

Cisco Feature Navigator Z 725 &, 7T v b 74 —ABXOY 7 T2 T A4 A=V DY R—

MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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SRTLFytE—o ns0RE |
B x50xvte—vosounrs
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, 8

i

o4 UZHDETE

T A W ORREICET AFHR 315 =)

c F A Bl oREFE (321 X—)

U TAVBHDOE=HY U TBIOA TR (327 )
AT VB ary T 4 Falb—a (327 R—Y)
U T A WY D BMER (329 ~—)

o AT A WK EOBKREE R (330 X—)

T54 VDX EICET 15

A TA BWHEREE R T DL, TNARET VT 473y NI—JICEf LimE £, TN
A ADN— R = TS %TXBLTﬁET%iﬁ F T4 BN BB ON— R =
T ariR—x NaeRERR L —HNRNABLOHIME S ZREET D37 v AL v F 7T
AP EERET,

F T4 BT, ROEROBE N BREEINET,

e N—RT T aR—F b

cAH =T 2R (L —=FFy b R=hRE)

o [IATEHES
FToIA4 VEWIE. AT~y R, Ar Y a—2k, ~VAET=HX Y T ERMICSOEET
xFT, ﬁ/TV/Fﬁ%i CLIDOETENET, AFrya—LEn-2kx. Bt o
Fw NI —=ZIZT R, ANPGRS TND & &L, 22—V EE L-MRR E 721356 € L7-R)
WCEITESNFET, ~NAT=HX Y T, NI 7790 RTa—YREE LZHRTEITS
NET, ~NRAE=F—Y T F 2 ML, TA MIESNT, 100, F-F 150 T L i10E
TENET,

T4 rBWERE LizbE, FEITRET A &L, 7 A MEREFRLEZY T
XFET, Flo, TAARTHESNTNDT A NOFEE, BT TIZFEITEN2HT X b
YR TEET,
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. Generic Online Diagnostics (GOLD) X ~

Generic Online Diagnostics (GOLD) 5 X k
A\

(B AU TAUBMIT A M A R —T T ARG, aY VAR S h A R T I LT
FRTOEEA v E— VB RRLTL LIV,

e T A MDFEITH, RN— FENEEININL—TLTARLVAT A REITWETH, ST
T4 ITNTAMERICEEBEEZDZENHDHT-D, TXTOR— IRy N T
SINFET, A v T EZEFRBBICRT 2O, A vyFEIae—RLET, A vTF%
Vr—R45avr ReEEITTHE, avr74Xal—vaE2RETINE ) hEai
bNET, ar7 4 X2l —2a HMEELRWVTLIEE N,

MDET 22—V ETTRANEETLTCWAEAE, TAX MBS, BT LEDL, £V a—
NEDEy NTHXLERHD £,

ZZTiX. GOLD 7 A MZDOWTCHA L E9,

DiagGoldPktTest

ZDGOLD 237w hIL—F Ry 75 Z ~ME, MAC L~LDL—TF 8 7 ¥SBEZWEE L £ 7,
ZDT A BFTIX, /~»— K =7 CUnified Access DataPlane (UADP; =7 7 A K77 & A 75—
2 FL—2) ASICIZE > THR—FENDGOLD N7y bR EEENET, 207y M
MAC L)LV TA—T RNy 7 L, (RESNTWAE Ry hERESINET,

Bt B

TARTTTATEILR ) T ARTTT A |\ TARTTT 4T

.

HEAE IR B> T DA YT~ KT A M EFAT
LETS,

T 7 &L R %7

EHOY Y —R Cisco I0S XE Everest 16.6.1

EIEALE -

N—= R =T HA— b A=A A

DiagThermalTest
ZDOTA NI, TAA A= L OREOGAIRY HEBEEL £97,

B 9

TARATTTATERNR ) VT ARTTT A NI T ARTTT 4T
>
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Generic Online Diagnostics (GOLD) 7 X ~ .

Bt 599

HEUR IR F 4= LARNWTL &N, ZhdA
VIR RTARNE LTHETL, BEHENSY
UREED AT AV AT=H— Y VST R
FELTHITLET,

F 7 F )k b

BAIOU Y —=2 Cisco 10S XE Everest 16.6.1
EIELE -

N—=RYU =T PR—F A=A B
DiagFanTest

ZDOTANE, TRXTOT7 7 EVa—ARHASH, R—RETELI#HELTVSZ &%
MREE L E T,

B SBA

FARTTTATENI ) VT ARTTT A4 NI VT ARTTT 4T

v

HESE TR 77 Y a—VICRIEN A LB AT,
ANV AFE= R =Y T TFARELTINEE
1ITLET,

VAN Zv

BHIDOY U —= Cisco IOS XE Everest 16.6.1

{EIFALE -

Y g RS A

DiagPhyL oopback Test

ZOPHY M—TF v 7 F A ML, PHY LUV DNL—F Ry JERERRIELE T, ZOF & b
TiX, PHY LUV TA—T RNy 7 L, SRESNTWE Ny FEREEIND /Ny RRRES
NET, ~"NAET=ZHX =Y VT TARNELTETTDHZEITTEEEA,

N

Gx) TDOTARNNE LT RTCETFEINAEED 7 — A TL. A— M error-disabled 27— T
BITLET, 20X E8T. A ¥ —Tx2f A2 7 4Xal— a3y F—RFTshuty
YXWnoshut a2~ FEEALT, ZNHDOR— MEHEAS R2—T /M LET,
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rrs4 vpHngE |

(GOLD) TR k

Bt B8

TAARTTTATEINE) YT AATT T4 | TAATTT 4T

.

eI NBART ZA~DY I PRE T LT DY
BlE, ZOF VT RTAREFEITLTY
YU DIEEMEHER L ET,

F7 AN A7

BHDOY U —R

Cisco IOS XE Everest 16.6.1

& IEALE

N R =T PR b

A= B

DiagScratchRegister Test

DRI T TFBEGET A NI, VIORAEEEZEE AR, TNHD LRI NG EDEEFH*

BAZ & T, ASICOEFHEZE=F— L% 7,

JEH i

Bl

FUARATTT A TENT ) VT A AT TT ¢
>

)T AARATTT 4T

HE

F A =T NI LAENWTL I, ZOF X
M, VORZITEE EZ AT X X7 BKK
LIS AICETLET, 2T, ~LVRAE=
A=Y TTFARLELTH, AT~ KT
ARELTHITTEET,

F7 3k

g

BOIDY Y —2

Cisco IOS XE Everest 16.6.1

EIEALE

N Ry =T PAR— b

A — A

DiagPoETest

ZOTA NI, POEar b —THEETF = v
F&FAT L2V TL 72 &0,

7 LET, BEOAL v FEfETILZ. ZDOT A

Bt

B

FUARTTT A TEL ) VT A AT T T ¢
.

)T AT T T 4T
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Generic Online Diagnostics (GOLD) 7 X ~ .

B HoL)

HELE S IH ZDT A NI, f—bfm&:ykm A
RENBAE LG AICFET LET, 2t
ﬁ/TV/FTX%kbfwﬁiﬁT%iﬁo

T 7 4 b *+7

IOV Y —2R Cisco 10S XE Everest 16.6.1

EEALE _

N—Fy =7 $R—Fh

SALH—F

DiagStackCableTest
ZOTF A M, A v 7 HERREE

DAZ TV T I—T Ry JHEE R EE L £,

~IVAE

=A==V T ARELTHEITT LI EITITEE A,

B Bl

TARATTT A TERE ) VT AATTT A NTAARATTT 4T

5

HELEFIH DT ANEFITL, AKX v 7 HERREED A
B 7N T N—T Ny T RERE R RRRE L £ 7,

F7 3k F7

BgHDOY U —R

Cisco IOS XE Everest 16.6.1

& IEALE

T A MIKBLESEIL, Ay I r—T)0
knzﬁ&%%ﬁbf<témo

AN R =T A R

A A

DiagM emoryTest

Z DA ASIC ATV T A M
4’/7‘ %%)@rﬁﬂ%‘k%‘ﬁau/
AT EHRBESTAIMLENRHY 7,

BEDOAAL v TFEERICEITLET, ZOT AT
Wi 2 hEFERALET, ATV T X RTI

2
\TXF%L

Bt

B

FUAARAT T T4 TERF ) VT A AT T T ¢
>

HEECT A AT TT 47 TY,

HELE I

:@ﬁy?va?xki yx?Af%%
VESHEORIENRE LGSl ORFETLE
ﬁo?xhﬁ%®z—ﬂﬂ4ﬁi///%)
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(GOLD) TR +

rrs4vphiosE |

B Bl
o— RLZRWESIL, 2OT A MEEITLA
WTL7ZENY,

F7 3 b *+7

®THDOY U —R

Cisco IOS XE Everest 16.6.1

& IEALE

IN—= R =T HAR—k

RS A

TestUnusedPortL oopback

DT ANMI, BEITRHICA— SRS PED 2 — L EED 2 — DRy NT—7 R — MNEDOF—
HRAZEMMICHER L, BEAY NI =V A X —T A AFR—F Ry 7 ST 5Hn
EIMEHMLET, ZOTAFTIE, LAY2037y MIT A MR—FBLOR—,U%
P DDA N RAR— MBI T SN VLANIC 7 T v T o v 7 anEd, 7y
MIT A MR —=FNEAL—T Ny 7 LT, RILC VLAN D A— S, P PV UIZRY £97,

ZOTA NI, F—TARER SN TWDNE D NCBRR L, REHO (EFHEOX T,
DFEVR—RIRT Yy MU ENTWD) Rry hT—TR—FTORETSN, A— bl
D1IIVUBLANICETLET, ZOTARMNL, BUEDASICIZ ) VT A AT T T 47 v—"
Ny 7 TARIRRWZH, AHELTHEHAI, 602 LI TSR ET,

Bt

B

FARTTTATENT ) VT A AT T T 4

)T RTTT 4T

HESE TR F 4= LW TL F &V, CPU 4
BOA AT, 207X MIKELSHETS
TOICHBIICT 4 =7 20 77,
VAN F

BHDOY U —R

Cisco 10S XE Fuji 16.9.1

& IEALE

A— MIREENTEAE LT Z & 2R T syslog A
T—UEERLET, A=AV
PSDEY 22— TlE, T XTOR— KT —
TIEENRBE LGS (& 21X, A—Fh
ASIC Z L ICHKIE 1 DOR— R T, T3TDH
F— N ASIC DFEE L &V ME X Y & < FEENS
HELESRE) . T4V NOT 7 g TR
EVa— ARy hEh, VEy N&2[H
1Tl ICEY a—LOBEFRAZYE LET,

N—=RT =7 PR—

A=A
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+os4vpmozess [

TestPortTxMonitoring

ZDOTA KNI, AT —H AN UP DT ™A ATHBECER SN TV D E TRy hT—27K—h
DEEFODOT —H XA NT 7 4 v 7 #EHMICE=F—1LFT, ZOTA NI, FA— b
DIIVRLNIZET LET, £72. TOTARTIE, ASICLLTCEEIV U X EET=H—
LT, K= AZ 7 L TWRWZ 2R LET, 7 A N Tldsyslog A v E—VUNRERS
M, —+—I% Cisco I0S Embedded Event Manager (EEM) %fiH L CTIEIET 7 ¥ a > & FAT
TEET,

diagnostic monitor interval 3 & Of diagnostic monitor threshold =~ > R ZNEN AT L T,
RefdlfElE & LEVWMEARELET, 7 A M TiL, 7 v h%&X{E7 5 Cisco Discovery Protocol
ZRALES, TAMITSBHILICFTSN, BELSWEITZT 740 FTSRICRESTL
TWET,

=43 BL)]

FURTTTF A TENL) VTFARTT T4 | )T ARATTTF 4T

-

HELE IR T A =TI LN TL &,

F7 A LR

BHIOY Y — A Cisco 10S XE Everest 16.9.1

EEE R— MIBEENEAE L2 Z & %2R T syslog A v
=V EFRLET,

N— R =T FAR—h A N

T4 VDR EAIE

ZIZTIE, A TA Wi EEAER T A I E I ERTFIEIZOWTHBALET,

T X DR

TNA ATEITTH2MT A M EFRE LT-d L, diagnosticstart £ EXEC =2~ > RZ{EH L
TWT A N &FEIBL £,

FTRARNEBEBLES, AN TrERORPEINITEERA,

FETHU T A W T A2 N &2BAT 5121, diagnostic start switch #5# EXEC =2~ > K& fiff
ALET,
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T54 D

TR

rrs4 vpHngE |

FIE
ARV KRFERRETI a3 Y B#J
X 71 |diagnostic start switch number test {name| 225 2% ~ ZBatG L £ 9,

| test-id | test-id-range | all | basic| complete
| minimal | non-disruptive | per-port}

1

Device# diagnostic start switch 2 test]
basic

RONTNDOF T g 2L TT
A NERETEET,

sname: 7 A NOA4HTEATILET,

stest-id: TA FDOIDBEEATILE
R

s test-id-range: 7w &N 7T
X - TT A b ID O#iPH &2 T
A LET,

cdl : TRTOF A N LET,

e basic : JEAT A h A A — 2R
L/i‘j_o

s complete : 522727 A NAA — &
Bt L £ 7,

e minimal : f/NEOT— 87 > 7T
A RNAAL—FEBIR L E T,

« non-disruptive: / > 7 4 AT 7T 4
T TANAAL— BRI LET,

e per-port : AR— MHEALOT A KA
A — MEBBLET,

=N\

DAY a1—

KEEDT NA ZZHOWTHRE L7, 72138, #, ABNTEH U I A4 VBiE A7 a—

o~

27

oo

ax AE
DBWE=Z D U T EA F—TMCT BRI, BEELXWVEBLOT X FORMBEZRET 2 %5
NHY ET,

Vo7 T&EET, Arva—U 7 EHIBRT 5I21E, diagnostic schedule switch =< > K® no

BEADLET,
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FIR
ARV RFERERT IV a Y B &Y

R w 71 |configureterminal sa—\)aryz 4 Fal—ra v
%l - T RERmLES,
Device #configure terminal

R 7 2 |diagnostic schedule switch number test | EE HIFD A > F~ v R2ET X & %

{name | test-id | test-id-range | all | basic |
complete | minimal | non-disruptive |
per-port} {daily | on mmdd yyyy hh:mm|
port inter-port-number port-number-list |
weekly day-of-week hh:mm}

1 -

Device (config) # diagnostic schedule
switch 3 test 1-5 on July 3 2013 23:10

/7*°/°:L*—/l/bi'a‘o

A a— T 5T A NEIRET LIRS
. RO a A2 FHLET,

 hame : show diagnostic content =~
Y ROHNTERINDT A D4
T

» test-id : show diagnostic content =~
Y FOHNCERENDLT A D
ID %% T,

* test-id-range : show diagnostic content
avy FOWMINIERENDST A B
D ID &5 TY,

eal : ¥ XTOT A M ID,

e basic : AR A T~ ROZ
Wr7 2 b & Bis L ET,

e complete : SERMRT A MAA— &
BAtE L 9,

e minimal : K/NROT— KT v 7T
A RAAL—FEBRBLET,

« non-disruptive: / 7 4 AT 7T 4
T TAN AL = ERBLET,

e per-port : AR — NHELLOT A kA
A — MERBLET,

TAMIKRDE AV 2a—NTEE
ﬁ—o

« i H : daily hnimm /35 A — % ZA{f
MALET,

« FEE HEE : on mmdd yyyy hh:mm /<
FA—F MR LET,
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B rxz=zsuvKons

ARV RFEREET7TOVa Y B4
« 1518 : weekly day-of-week hh:mm /<
FA=BEMEHLET,

—_ > =\ i =L
ANILR EZAR) VD ZHDERTE
FNRAANBHTOX Y N =7 IR EN TV LIS, AL v FIIF L~V AE=ZY T
BT ANERETEET, ENAE=HXV T TAMNOFEITERBERELTZD., T35 A
EAFX—T ML, T A NGO Syslog A vE—VHAER LD | FFEDT A oA 32—
SN TEFET,
FRANET 4 =TT AIZIE, 2w FOnEREANDLET,

T 74 NTIE, ~NAE=Z =Y TN DODDT AN TOIRAFZ—=TNLTHY, T34
AUET A N ORIIFEIZ Syslog A vE—T &AL ET,

ANNVAFT=HF N TBET A MEREL, 42— MZTDHIE, ROFNEEFEITLET,

Procedure
Command or Action Purpose
RTFwF1 |enable M EXEC E— F&2 AT LET,
Example: TarT NRERINIBRRAT— R
EATTLET,
Device> enable
R wF2 |configureterminal Jua—N)ar7 4 Xalb—3 g

Example: FT— FEBIBLET,

Device# configure terminal

w73 |diagnosticmonitor interval switch number | #8E D5 2 MZxf L, ~LAE=F —
test {name | test-id | test-id-range| all} Uy S oETRERERELET,

hh: mm: ss milliseconds day
TAMERET HHEGIE, ROVWTH

Example: o

P MORT =2 EMLET,
Device (config) # diagnostic monitor « name : show diagnostic content =~
12terval switch 2 test 1 12:30:00 750 % }‘@Hjjj@li‘%ﬁ?éﬂéﬁ:x N

AHITY,

« test-id : show diagnostic content =
~ v ROMcERRINST A b
D IDF S TY,
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ANLR EZRY VT BEORE .

Command or Action

Purpose

* test-id-range : show diagnostic
content =~ > ROHIIZE R I
57 A D IDFZTT,

call: TRTOBKT A B,

MR ZRET LA, IRO/RXT A —
2 EELET,
e hhmmiss : £=#—V o 7k
(Fefil, 400 ®)  fEETX il
FiZhh230~24, mMmB LW ssi
0~60T7,

e milliseconds : E=%—1 > 7 [HlE
(RUR (ms) ) . FEETZ D4
PHIZ 0 ~ 999 T,

sday : E=%—VU 7@ (A
¥) . fEETCEHHPMHIZ0~20T
£

A w 74 |diagnostic monitor syslog UEE) ~NAE=ZY LT F A D
Example: RBIRFIZ A A > F 73 Syslog A v tE—
ZERT DR IITRELET,
Device (config) # diagnostic monitor
syslog
R w75 |diagnostic monitor threshold switch EE) ~NAT=H—Y L IF Ak

number number test {name | test-id |
test-id-range | all} failure count count

Example:
Device (config) # diagnostic monitor

threshold switch 2 test 1 failure
count 20

DRILL S WEEZRE L ET,

TARNEBRET LA, ROWTH
MDORT A—H L E9,

 name : show diagnostic content ==~
Y FOWMNIZFERENDT A D
AHITY,

« test-id : show diagnostic content =
Y ROEANICERENDT A b
O 1D &5 T,

* test-id-range : show diagnostic
content =~ > RO IJIZE RS
57 ARNDIDFFTT,

call: TRTOBWT A b,
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Command or Action

Purpose

S L& VWM count IZFETE T & A #uH
X0~ 99 T,

ATvT6

diagnostic monitor switchnumber test
{name | test-id | test-id-range | all}

Example:

Device (config) # diagnostic monitor
switch 2 test 1

BED~NNAE=H YT TANEA
F—T M LET,

switchnumber ¥ —9U — R{X, A& v 7
WAL v F P THR—FENE
—640

TANEBRETAHEE., ROWTH
MDOIRT A =R ZfFHH L E9,

 name : show diagnostic content ==~
YROWMNNIERRENDT A D
AAITTY,

* test-id : show diagnostic content =
~ Y ROHNZFRENDLT A b
D ID &5 TY,

* test-id-range : show diagnostic
content =~ > RO IIZEREN
27 AMDOIDEFEFTT,

cal: T XTOZMT A I,

ATy T17

end

Example:

Device (config) # end

HebE EXEC B— RICEY 7,

ATvT8

show diagnostic { content | post | result |
schedule | status | switch }

BLOYHE=FSBT A P AL —k
EFRTLET,

ATvT9

show running-config

Example:

Device# show running-config

(EE) ANzl LE7,

ATy 710

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(EE) a7 4FXalb—var 7y
AIVICREERIFELET,
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ZHDE=4S1):

TNRARETNITNAA ZARL y JITRESNTWDA T A V2T A M EFRR L,

+o54vpinE=4) 804057+ 02 ||

VB UOAVTFFUR

Z DRI

JR9 show KM EXEC =~ REMHH L CT A MERAZMER T Z N TEET,

R2: DB TAFORESSIVHERAOGIT UK

avy kR

EL:)

show diagnostic content switch
[number | all]

AL o FICHK L TCHRESNIZA LV TA v 2laFR L E
‘g_O

switch [number |all] /3T A —H X, A¥ v VIR AA
FETFTHR—FEINET,

show diagnostic status

BUEFATTORZMT A b &R R LET,

show diagnostic result switch [number
| all] [detail | test {name | test-id |
test-id-range | all} [detail]]

FTA BT A FORREERLET,

switch [number | all] /X7 A —Z %, AZ v THERAA v
FEFTHR— N ENET,

show diagnostic switch [number | all]
[detail ]

FTA BT A NORREEFERLET,

switch [number |all] /N T A —X %X, A¥ v JHEKRAA >
FEGTHE— b SRET,

show diagnostic schedule [number |
al]

T ITGA BT A NDAF Y a—NVEFRLET,

switch [number |all] /XT A —F X, A% v JHERRAA >
FEFTHR— N ENET,

show diagnostic post

POST R A& /R LE T (Hid showpost 2~ KD
A EEL)

show diagnostic events {event-type |
module}

I

HR OB

&

FANNERIZHESNT, =T —, [EFf,
AR MEFRLET,

show diagnostic description module
[number] test { name| test-id | all }

e DF A NEITZTRTOT A FOFEFIZ OV T
BEAEFRRLET,

ToSAUEHDa YT FxaL— a3l

WDt rvarTik, o4 2o ENERLET,
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T X ~DEYE

WIZ, TAMAEREL T2HT X b afnd 262" L £,

Device# diagnostic start switch 2 test DiagPOETest

WIZ, TRTORERZKT A N &BRBT 502~ LET,

Device# diagnostic start switch 1 test all

ANIVRAREZRZA =Y TXFDETE

©
55
i

WIZ, ~"NVAFT=H =V T TANERTET D0 E2RLET,

Device (config) # diagnostic monitor threshold switch 1 test 1 failure count 50
Device (config)# diagnostic monitor interval switch 1 test TestPortAsicStackPortLoopback

DR a—Y)28

WIZ, FFEDAAL »TIZx LT, FFEDOHFIZBW T A NEFEITTELIICAFr Va—Y 7
THEERLET,

Device (config) # diagnostic schedule test DiagThermalTest on June 3 2013 22:25

WOFITIX, FBESNT-AA v F THBEEDOEEICZHT A N2 F(TTHL9 1Ay YV a—
Vo738 5EERLET,

Device (config) # diagnostic schedule switch 1 test 1,2,4-6 weekly saturday 10:30

Bl : A2Z4 VDR

WIZ, AT~ FeME e £ornd 02~ LET,

Device# show diagnostic ondemand settings

Test iterations =1
Action on test failure = continue

I, [EEDOZWA Xy NaFHRT 50 2R LET,

Device# show diagnostic events event-type error

Diagnostic events (storage for 500 events, 0 events recorded)
Number of events matching above criteria = 0

No diagnostic log entry exists.
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wIZ, BT A FOBHEZRTT L0 RLET,

Device# show diagnostic description switch 1 test all

DiagGoldPktTest
The GOLD packet Loopback test verifies the MAC level loopback
functionality. In this test, a GOLD packet, for which doppler
provides the support in hardware, is sent. The packet loops back
at MAC level and is matched against the stored packet. It is a non
-disruptive test.

DiagThermalTest
This test verifies the temperature reading from the sensor is below the yellow
temperature threshold. It is a non-disruptive test and can be run as a health
monitoring test.

DiagFanTest

This test verifies all fan modules have been inserted and working properly on
the board

It is a non-disruptive test and can be run as a health monitoring test.

DiagPhyLoopbackTest
The PHY Loopback test verifies the PHY level loopback
functionality. In this test, a packet is sent which loops back
at PHY level and is matched against the stored packet. It is a
disruptive test and cannot be run as a health monitoring test.

DiagScratchRegisterTest
The Scratch Register test monitors the health of application-specific
integrated circuits (ASICs) by writing values into registers and reading
back the values from these registers. It is a non-disruptive test and can
be run as a health monitoring test.

DiagPoETest

This test checks the PoE controller functionality. This is a disruptive test
and should not be performed during normal switch operation.

DiagMemoryTest
This test runs the exhaustive ASIC memory test during normal switch operation
NG3K utilizes mbist for this test. Memory test is very disruptive
in nature and requires switch reboot after the test.

Device#

W BT HEN1EER

EpER=
BEEIEE TZaTFILBA kL

ZOETHAT A v RosEe R L ov | Command Reference (Catalyst 9300 Series
fiff 7L DGR, Switches)
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o541 vpHoge |
B 5 emmronens

., = =2 JL == b=k

IS4 MR TE DRBEEEER
WOFIZ, ZOFY2—/LTHlHTIHED ) UV —2B I OEEERZ R L £,
INHOBEEIL, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

@%T%iTo

yy—= Heke RS 4R

Cisco I0S XE Everest | 425 1 2k FLTA B R BT S L T
16.5.1a

AT IT 47 3y NU—TICHRE LT E
F. TN ADONN— R = THRER T A b
L CHERTE £,

CiscoFeature Navigator 35 &, I v b7+ —ABIRNY 7 b =T A A=V DV FR—

ME®RZMRFHE TEZ E£9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5E] 75 T
A LET,
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=% =R

A4 xXaLb—3 74 ILDOEH

11l

s T 4 X2l —ar 7y ANVOERORHESME (331 =)
e T 4 X2l —Tay T A NOEROHKIEIE (331 2—)
e LT 4 X2l —ay TrANDERIZONT (332 %—2)
e T 4 Xal— gy T ANMEROEHFE (340 2—)
e T 4 FXal—ar T ANDOEHOEREERE (371 2—)

W ~ e =
OV I74FXaL—23r 774 IILOEBEORENEER
e 2P —20F, A< L CiscolOSBREEE A~ RIA v A v ¥ —T = A ABT 5
R IR GRS M E T,

« VAT LTI, A LB R/NRORENIATINTND Z EMMETT, EARKa 74
Xal—ary 7rA/ME, setup 2~ REHEHA L TERTE £7,

O 74X aL—23r 774 IILOBEEOFIFEIR

¢ ZDKRF2 AL FTHHEN TS CiscoIOS 2= RDOLL 1L, T/ ZADKED 2
T4 F¥ 2l =g B— R TCORFEHAARETHOMEEL £,

eCiscolOS a7 4 Fal—Y g avwy ROW HONL, BEDTFNNA AT Ty N7 +—
LATCORMEAFRETH Y, a~ 2 FEXITIT T v F 73—l Lo TR DAREMNH Y
e
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AVT4F¥IL—Yav IFALOER |
B - x—varrrrnoemonT

A4 Fa2aL—23Y 774 ILOEEIZDINT

4 Xa2aL—a3  T7AILDEALT

AT 4 K2l —ay TrANCIE, VAT RS AOMEEER D A A~ A AT DHTHD
CiscolOS V7 by =T a~wy RREENTWET, a~vr NI, VAT hZEE Lz L&
(startup-config 7 7 A /L) | Flzliiar7 4 F¥al—varE—RTCLIICaZ~Y FEA
H L& X2, CiscolOS Y 7 b7 =TT k- T (ZHak L OVET) Shxd,

2B = T T ar74¥alb— a7 7A)b (startup-config) I£, Y7 bV =T ARET
LI AT LORBRICHEHNSNET, 7271 Falb—ary 7rAL

(running-config) {Zi%, Y 7 MU =T OBEORENEENTWHET, 22007 4 Fal—
var 7y AMIRIAOEREICTEET, eE, 27 X2 b—ra UEKEN TR
SHEHMPEOETRT 2580760 £9, 208451, configureterminal EXEC =2+ > K% {#
LCIITar7 4 X¥ab—a 2R LETHN, £20ar7 X o b—a Ud copy
running-config startup-config EXEC =t~ > K& L THREFE L EH A,

FEITa 74 X2l —varEEAETHILL, 274X a2 —Tary T A NLDOEFE (341
~N—) OIETHHAIN TS L DT, configureterminal =~ > Kz L %9, Cisco I0S
AT 4 X2 b—ra - FOMEHRFICIE, B o~y NI CIRE TS, ANEHER
oy 74 Fal—v gy BF—RERTLEBAETETay 74 Xalb—v gy 774 0IC
RIFSVET,

AB— T arz s Xalb—rary 774 VEEFETHIZIX, copy running-config
startup-config EXEC =2~ > REEH L CTAX— Ty a7 ¥ ab—Ta U lF - 72y
TA4X2lb—2ary Ty ANVERET DN, 77 AN == RF =T v a7y
Xal—vailar7 o4 Xal—rar 7y VEabt —LEd GEICOWTIE,  [TFTP
P R—NEF NN Z~ADAL T 4 Fal—ary Trf(lDat’— | 2HBLTLFEX
V)

AVI74FXaL—YarvE—FELUVaY T XaL—23 0 Y—
AMDER

TNRARAETar74F¥alb—yart— RERGET 5I21%, FFHEEXEC 7 1 > 7 | T eonfigure
a< REAJILET, CiscolOS V7 =TIk 7 a7 R TIHEL, MR, A€V,
FEFR Y FT—7 == (R FU—7) RSN 7 7 A vOWThng, a2
T4 X2l —varyavr ROY—RAL LTHRET D LI CEREnET,

Configuring from terminal, memory, or network [terminal]?

WRMNODBRETIT, a~vr R icary 74Xzl —Yaryavwry REANTEET (&
DEZZRLTLLEEY) o o VWL, A4 — Ty a7 4¥al—ary 7y
ANTOaALy7 4 Falb—ayavwy RKOBFEITOHEEZSHRL T ZIN,
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| avoqFar—varv sz L0EE
CUZEEALEaIY T ¥alb—230 77 L0ZE |

Iy NT—=IMWHEDORETIE, F*y hNI—IRATary 74 FX¥alb—varyavr Reag—FK
LTEITTEET, FEMIC OV T, TFTP F— =BT 2D ary 7 f Fa b—z
VI AND A — OEESR L TLIEE,

CLIZEALa> 74 F¥aL—23 Y 774 ILDERE

CiscolOS V7 hU =7 &, 1{TIC2& 1 DDary 74 Falb—rary avy ezt AiLE
T, AT 4 Fal—rvaravy NE, REREFANTEES, a7 Fab—ar
T AN, AN Liza~wy REHHTL2a 22 RE2BMTEET, 2 A2 hORIHITIE,
PR (1) AT ET., 2 A MINVRAMICH a7 4 X2l —vay Ty A LDT Y

T4 7T AT H M E 722, show running-config & 721X more system:running-config
EXECa~ Y RTT VT A TRFED I A M E2RRLTH, a2 MIRRSNEEA, show
startup-config % 721X more nvram:startup-config EXEC E— Ra~v > RTRZ— K7 v av
T4 F¥2lb—valDUARAMEFRRFLTH, aA MIFRRSNEFA, A ME, 2~

T4 X2l =gy T7ANANBTAL R e— RENEEEIZary 74 Xal—vay 77
ANDPBHIBRENET, 27 L, 77 A NEEET2 hav (FTP) . VE—habv—7Fua ha
) (RCP) . #7214 Trivial File Transfer Protocol (TFTP) $— — LBIZKMINTWDE a7 4
XFal—valry77ANVDAA MDY A NIFRTEET, CLIZEHALTY 7 by =T1iF
BRETDEET, 2= —DANHESTY 7 by =TIk avr RBRFETENET,

AVIJ4Fab—3y 7274 IILDEFR
Ay 74 F¥alb—val Ty AME, IROGFNIEMNINET,
cFHTar T 4 X2l —a VIZTRAM IZKERHESNE T,

VT AAT Ty a T7AN VAT AT Ty N7 43— DTRTOT T N7 5 —
AETIZ, AF— R 7y 27 4 Fab—3 3 VIEREREMERAM (NVRAM) (2K
SNFET,

I TAAT T a2 TFAN VAT LIADT Ty F 75 —LETIE, RZ—F T v 7 ayv
7 4 F a2 L—3 3 X CONFIG_FILE BREEAETIHRE SN HATIcEshE+ (7 7%
A7 v a2 77A) AT ATOHOCONFIG FILEBREZEHOIRE (365—) DHEZ%
B LT EEVY) . CONFIG FILE Z#%, 77 4/ b TIENVRAM 2720 £ 23, &
DT 7 AN VAT LDT 7 A ILVHIEETE £,

e nvram: (NVRAM)
oflash: (N7 T v 2 AEY)
« usbflashO: (#& usbflash 7 7 A /L 2 AT A)

« usbflashl; (#1&F usbflash 7 7 A /L 2 AT 1)
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AVT4F¥IL—Yav IFALOER |
. FY LTI —N—DETNARAADAV T4 F2L—23 Y T7/ILOIE—

2YRIT—OH—NN—DBDETNAAADA T4 FXa2aL—30T7
A4J)LOaE—

TFTP, rcp. FILFTP H—N—NETNA ZADFATa 7 4 Fab—a rEFAX— |
Tl ar74 Fal—ar~ary7 4 Xal—ary IV Eat’ —TxFES, 20D
HREIX., ROWT OB AICI YV ETTIHE68H 0 £7,

Ny Ty T arI 4 Xal—vary TrANEETTBED,

CHOFAL ADAL T 4 Fab— gy T A BT B0, =8 2E, BOFq
2EFy NT—ZIGEBIILT, FOFNARA ADAL T 4 X2 lb—2 3 VETOT A AL
FERICT 285G TT. 77 AVEFH LT AL RAZabt =925 L, 77 A NVEEREBEK
L72WT, B2 A E TEET,

cfl—Dar74Xal—rvaravrFeERry NU—FJHNOTRTOT /A RZe— KL
T, TRTOT AL ADAL T 4 Fab—va rZRRICT 5720,

A~y R4 NZavy Re AT LIEE L RIRRIC, copy{ftp: |rep: |tftp:system:running-config}
EXECa~y RIZF A A Car 7 4 Fal—ary 77 A Veua—RLET, a~vr N&A
MTBFET, BMEOETay 74 Falb— g VEIlHESNERA, a—Shi-ar 7y
Fal—vary 77/ N0~y Rk THFEOa 7 4 Falb—vary 77 A /LND
gy RR@EEHRIOND L, BEFOa~y FiZEESnET, ExE, at—snkav
T4 X a2l—vary 77 A MVCENENTWARED < ROIP T RLAR, BEFEDO =
TA4X2L—2 g VITKRIHENTWAIPTY RLRAERBRLZEAIL, avt—Shl-ar 7 4 Xa
L—yaWOIPT RUARERHENET, 2L, EFoary 74X —vaNo—
oo~y R, BEHBzonN0ESCRo720 Lanbobdb 4, Zokrkha~
Y RRBHLEAIE. BEOa T 4 X2l —Yary Iy At at—ShEar T 4 X2 l—
vary 7 ANABPHREEDbENE (at—&Nnar T 4 Xalb—vary T A ABMERT
%) ar7 4 ¥al—iary 7y AAMERENET,

a7 4 Xal—valry 7y ANEY— = SN TNDE 7 7 A VDO EMERa e —E L
TEILTHIZE, TOary 7 4Falb—vay 77ANVEAA— T v a7 4 Fa2b—
va ZEEaE— L (copy ftp:| rep:| tfitp:} nvram:startup-config =~ > KZfEfH) . 534
AV ua— RKTH0ERH 7,

P N—=NET R AN T 4 Fal— g 77 NVEabt =450, ROk a3
T+ 54 27 23T LET,

T A7 e hanvig, EHPO—R—DX A4 IS L TEZRY 3, FTP B L WVrep ® b
TUAR= B A =ALE, TFTP LD @ TF —ZBE O EFEELENLTHET, b
DEEIL, FTPEB L Prep D b T U AR — K AH=ZALBaxy > a HO TCPIP A% v 7
FICHEINTEY, ZhEHHLTWATDIZHREIZZR Y £ Lz,

FINA AL TFIP H—/N\—A~ADaAV T4 X2 L— 3> T7A4ILOIE—

—H8D TFTP 23 TliL, TFTP — "— EIZ X I — 77 A VEVER L, D, BXIAR,
BLOETEHFA LTS, I —T7 ANV % FEEXTIHETT 7 ANV Ea L —TIHVERD
DET, FEHIZHOWTIEL, THEADO TFTP O~==27 Va2 BB L T 7E &0,
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| av74F¥aL—vav oz roEE

FNL AP RPH—A—~Dav 71 FaL—vav Irnat— [

FINAANSRCPH—/N\—~ADA T4 FXaL—>3Y T7A(I)LOOE—

HERE IR

TNRAAPSRCP P —N—a 7 4y X al—gy Jr AV Eab—TxET,

Fv hU—=2%UNIX 2 2=7 4 T V=R LTHERTL2RIORLED 1 D1, VE—Fh
Y=/ (RSH) BLOVUE—hF at— (rep) WENGTENT, VE—F =T mbaro
AR L OEHEIZ SNV £ LTz, shBXOreplc LV, 2—HF—FVE—FTavr RE%E
fTL, XY hI—J LDV E—F BRANERE—NR—IZHDT 7 AV VAT AL EIT
T7AN VAT AT 7 A NE I —FTBHI ERAEEIZRD ET, Y Aad sh B Wrep FE
LT, FHEREE L RAEMNTE XY,

RCP ® copy =2~ > Ri%, UE— K VAT A EDshH—n"— (F72E7—Fy) ZFIHLE
T, rpEEHAL T 7 A A& A —F 572012, TFTPO X 9127 7 A MeAiFO¥— " —%
ERT 24 EEH Y T A, LEL2OIF, VE—bF =/t (sh) Z¥HR— FTHHF—r3—~
DT I AEZTTT (1FEAEDUNIX VAT AR rsh AR —MLTWET) . HDEEHEFTN
SRIOBFIC 7 7 A N A At —F 5720, abt™—xD 7 7 A VT DA FERE 22—
D7 7 A NIKT HEZIAHLMERPMLE TS, ab =7 7 A VRHFELRWEEIEL, rop
LD ERSNET,

TAaADrep FEEEILUNIX D rep E#E (R hT—2 EOV AT AR TTZ 7 A VB2 —) O
B ZTI2L— R L72bDTTR, Y RAama~y I UNIX O rep 2~ > FRESC & 1T
B2 EST, YRAaDrepPAR—MI, repZE P T U AR— b AD=ALE L THEMHT L —E
Dcopy 2vr RERFELTWET, DD rrepcopy 2~ NiE, A =2d TFTP copy 2~
Y RIZEBI L CWETA, @l CEEEOEWT — 2 EE 2 EBT 5B HEEMA T\ D &
W RDBERRDET, TNHDOWEIL, repD T U AR— K A=A LR axrva Mo
TCP/IP A% v 7 FITHFEINTEY, ZREZMEHL TWAHTEOIZAREICZR D £ Lz, rep 2+
YREMEHLT, T ANb Ry N =7 —_— (E72LZ D) ~V AT LA A=VE
JRar 74 Fal—rvary 77y Eat—T&ET,

Flo, ep P AR— 2L X—T NI, VE— AT LAOZ—HF—=RT A AL EIET
INAANT 7 AN A —TELLIITTHILEBARETT,

JE—b2—HF=NT A ZLDMTT 7 A VEAE—T&E5 LI CiscolOS V7 b7 =T
ZIET HITIE, ipremdrep-enable V7 m— L LT 4 X al— gy avy REEHLE
D

RCP 7' ha /L CiX, 7 7472 MEIRCPERITLIZY E— F 2—HF—F % — —[TE(F
THMBENRDHY ET, RCP ZHA L TF A ZANnbH—N"—~ar 7 4 Xal—ar 77
ANEaA—FT B4, CiscolOS V7 F U = TITIROIER CRANE R LA a2 —F—
HEFEELET,

1. copy EXEC a2~ RCTHRESINZZ—H4 (2—TARRBEIN TV DIEHA)

2. ip remd remoteusernameZ B — 3L a7 4 Falb—v g avy RCREINTZ2—
P—2 (a7 FRRESNLTVDIHE)

3. HEDOTTY (iK) uvRABEEMTONTWD Y T—F 2—%—4, 7L 21X, =—
P —73 Telnet Z I L CT A RZHEFREINTEY ., username 2~ R&20 L CRIES
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AVT4FaL—2av IFALOEE |
B rer—v—zicEraEs

H5AE, VE—bha—V—4L L TTelnet t—F—ELNBT XA AV T h =TIk -T
EEINET,

4. FNRAADERA N,

RCP 2 v —ELRAEFICEITTH201IE, Fy hU—7 == L2V E— | 22— —4
DT AT NEERTHIVLENRHYET, ZOV—"—0R3F 4 L7 NIiEEE L ->TWDHE
E. a7 4Xal—yay TrANEREFA A=V, == LDV F— |k 22—V —%
EBEMT OENTET 4 LY FUICEZIAEND D, FOT 4L N hbavt—anEd,
LR, VAT AA A=Y N —N— D= —DKR—L T 4 L7 NVITHDIHEE. *
Da—HF—D4F# Y E—F 22— —ZH L L THRETEET,

ip remd remote-username 2~ > R&MEH LT, X TOab—|xt L Ca—F—HZHEEL
F£9, (remd L, A—"—a2—HF— LV THEHEND UNIX L—F T, PRI A—
FEBICHESWIERHEAF—LZ2 ALYV E—h v~ ETavr F2FETLET, romd
1T TRemote Command (VU E—k a2~ F) | OETY) , FFEDO 2 —EIEICOAFEHNTD
2—P - EEETDHHEE. copy 2~v 2 RN T—HF =L EEELET,

Y= NRN—[ZEBEXIADEA. T A LOa2—PF =250 RCP EXIALIREZIFAND LD

12, RCPH—_"—Z @I ET HLENH D £9, UNIX AT LADGAETL, RCPH—/3—
oV E— R 2—HF—HD thosts 7 7 A M= Y ZBIMTALERHY £, =& 213,

TN AR DOBEETWEENTND & LET,

hostname Devicel
ip rcmd remote-username User0

F XA ADIP 7 KL AN devicel .example.com (224 X 5354, RCP H—/3— D User0 O
thosts 7 7 A /WZIE, IROITHEEND Z LIV ET,

Devicel.example.com Devicel

RCP 1 —H—RICBHT 5 EH

RCP 7v ha/LCiE, 7747 MIRCPERI LIZY ET— kN a—HF =% — " —(T%(F
THULENRSY ET, RCPEFEH L TT A AN —N_"—~ar 7 4 Fal—a 7y
ANE =T 58A, CiscolOS V7 MU = TIEIRONEE CTHRANZFE L LB o —%—
HEEELET,

1. copy EXEC =~ RTHESN-2—¥4 (—FALARHEEINTWDIHE) .

2. ip rcmd remote-username/ B— 3L a7 4 X o b— gy avy RTREI N2 —
P—2 (v FRRESNLTVDLHE)

3 BUEDTTY (K) mivXZEEMTONTVWD Y E—Fa—W—4, 2LE, 22—
B—28 Telnet 21 L CTT /34 ATEHE SN TE D, username =2~ > R4 L CGRIES 1L
H5AE, VE—ba—V—4L LT Telnet 21—V —ELNBNT XA AV T v =72k -T
EEINET,

4, FNRAZADERA N,
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| av74F¥aL—vav oz roEE

FINAZDS FIPH—ADav T ¥ab—vav I74r0at— |

RCP a2 V' —#RZFE[TTH-OIZIE, Fy hI—F —NR—EZVE—F 2—F—ZDTH
VY MNEERTOIMLENHYET, 2OV —"=RNTF 4 L7 NI EEL LTV DGAE, 2
TA4Xalb—vary T ANEREAA—VEF, == FED ) T— [ 22—V —F L BEA]
oniT 4 L7 MVICEZIAEND D, ZOT 4 L7 MUnbavt—ShEd, =&z,
VAT DA A=VPRY = AN—= EDA—F—DFR—LT 4 L7 FVIZHLIHRIE, D —F—
DA4HZ Y E—F 22— =4 L LTHEELET,

FEMZHOWTIL, THHADORCP —R—D~=a T L EHR LT FEN,

TFINAZADLFIPY—/I\ADaAV T4 FXFaL—23r T74)ILOaE—

FTNRAAMBFIP Y —AN a7 4 FXal—ya Ly 774V ab—T&xE1,

FIPA—HEZE L V/SAT— KOPE

N

GE)
P— RO IP T FLRAEMTTE £ A,

WNAT— R F @) 2505 2 LIdTEETA, X5 T@) 2EMNT25L, a8—T

FTP7' 2 h 2L T, FTPERZ LIV E— F 2 —PABLONNRT—RE, 7747 bR
= NZEETHULERDHY ET, FIPEZFEH L TT A AN — "o 7 4 FaLb—
vary 7yANEar—1 584, CiscolOS V7 Y= TIEROIEE TRANCTE R LI-H%)
pa—PHEEGFLET,

1. copy EXEC 2~ RCTHEINZ2—H4 (2—VFABBEIN TV IHIEHE)

2. ipftpusername 7o — 3L a7 4 Fal—vay avy RORESNZ2—V4 (=
<V RBREINTWVEELE)

3. Anonymous

TNA AL, RONEE CTHRINCFER LT G322 — RERE L ET,

1. copy 2~ RTHRESNZ/NAT— K (RRAU—FBMEESNHTOWEHER) .

2. ipftppassword 2~ RCHEESNTZ/NATV—FK (a2 RBRFEESNTHDLEE) .

3. T3 AL, username@devicename.domain &\ 9 XA T — &AL L 3, £k username

ITBED | v v g BT b2 — 4 devicename X% EHE A DR A R4, domain
T XA 2D RAA L TT,

a—PLBLUORAT—RiZ, FIP 3 —_"O7 v MCEEMIT SN TWARLERNH Y £
T, = NIZEXRADES. T XA O —FNE0 FTP EXALEREZZITANS LD
12, FTP 4 —RZWUNIRET HLERH Y 9,

OV =BT 4 L7 NIEEE LS TWDAES, a7 4 FXFalb—var 77 ANVERIEFA
A—=IE, =R bEOa—FZ LEEMMTONEZT L7 NVICEZIAENDID, TOT 4 L
J R pbavr—&nEd, ez, VAT A A A=URY =N EDZ—YDE—L T 4
L7 MV DHEAIR. 02— F 042 ) E— b 2—HFH L LTHRELET,
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AVT4F¥IL—Yav IFALOER |
B wiszo7000a0—

FEAZHOWTIL, ZHEHADFTP 4 — RO~ =a2 7 Va2 BB L T EE W,

TRCOaAb —EEIEHT 22— 4B L OSRA U — RERET HI21E, ipftpusername s
X Wipftppassword 7 o —/3)L a7 4 Fal—var a<wy REFEHALET, FEDa ' —
BIEICOMERHT 22 —F A E2RET H5E1X. copyEXEC 2~ RN T2—HF A4 EIRELE
o

VRFIZK BT 7LD E—

copy 2~ RTHELZ VRFA v ¥ —T7 oA ARHTT 7 A VEaE—TEET, REDOE
HY 7 TR FEEAETICHEERE LA VY — T oA AEEETEXHDT, copy IvY KT
VRF 248§ %1% 0 3l TR T,

Ll
OB, copy 2~ RZMEHLTVRFRBRHETY 7 A VEab—7 5 FikzRLE
R

Device# copy scp: flash-1l: vrf test-vrf

Address or name of remote host [10.1.2.3]7?

Source username [ScpUser]?

Source filename [/auto/tftp-server/ScpUser/vrf test.txt]?
Destination filename [vrf test.txt]?

Getting the vrf name as test-vrf

Password:

Sending file modes: C0644 10 vrf test.txt
!

223 bytes copied in 22.740 secs (10 bytes/sec)

AL YFILRHDRA YFADAV T4 FXaL—232 T7/4)LODaE—

BOLAL Yy FPORIDAL yFICHEL AL —FTHIENTEERT, THEF2AT vy T T ut
ATY, AA v F B TFTP h——ITREZ 2 E— L, RIZ TFTP 2 BHID A A » FITHRE
Eav—LET,

AA v FINLBIEDREZ 2 ¥ —3 5HI21%. copy startup-config tftp: =2~ > K& 3 . fE<
FRRICENE T, BEN TFTP —icav—sh

Wiz, BIDAAL v F~a 4L, copy tftp: startup-config =2~ > K& FEITL T, Fi< fERIC
WEWET, ZTNT, REEFHORAL v FIZat—SnEzT,

RExX A — LIk, ZORELRFET DI, writememory 22~ > K& L, D% A
A v F&Ya— KT 5Hh, £721E copy startup-config running-config =2~ > K& 4T L £,
NVRAM LY KEWaVTsFaL—23> T7A0L

NVRAM LV R&EWar 7 4 Falb—v gy 77 A VEHFFEHT ST, DIEOHEOFEHRE
o TEBSMENDY FT,
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AVT74FaAL—23Y T7AILDEME .

AVI4FXaL—23Y I7M4ILDEHE

service compress-config 72—/ L a7 4 X alb—vay avwy RNE, ary74¥alb—
vary 77 ANEER LT NVRAM T 2 Z L2 ELE S, a7 4 F2lb—var
TrANPERSND L, T RTEFITERELET, VAT LORERHIZ, AT Ald=
VI A4FK 2= a7y ANPEMENTND Z EE2FHRL, EfINcar 7 Fab—
vary 7rANERBLT, EFICOEEZEDE T, more nvram:startup-config EXEC =1+
YRIZEY, arvvaFal—varBnERESNTHLEREINET,

O T4 X al—vary T A NEERET AN, B ARAN— R 2T DAL ARL—Y g
BIOAVTF U A~=aT7 2B LTSN, ZHHOY AT LAOROM M7 7 A VIE
MAEVR—BPLTCWAZEE2HERLET, PR—FLTWRWESE, 7 7 A VEMEZ T HR— b
LTWAHHLWROM A VA R —/LT&xET,

2T 4 Fa2lb—2a DY A XL, NVRAM DY A XD 3EE2B 2 TlIWTEH A, NVRAM
DY A XN 128KB DA, BETEAHRRKOI L 7 4 FXal—aly 77 ALDY A RE
384 KB T,

service compress-config 7 e — L 237 4 Fab— g a<w RiE, CiscolOS Y 7 FU =
7 U U—Z10.0 LD 7 — F ROM &4l L TWAEAICIRY 34T T& £9, #H LV ROM %
A VAR =T BHDIE 1 EIFRY OF/ET, ROM IZ Cisco I0OS Release 10.0 2372 WA 72T 4B
TT, 7—FROM PEMa L 7 4 X2 b—2 a3 U ERBLAWVEAIL, RORA v E—IURE
mAINET,

Boot ROMs do not support NVRAM compression Config NOT written to NVRAM

AV IAXaAL—2avDISAATISYL A TPAILVARTLEDTS Yy 2 AE)ADBIRK

TJITAANT T ad 7 ANV ATLEADTNNAALTIZ, RET7 T v a2 AEI D77 A I)LE
TZIZPCMCIA 211 b D7 T v 2 AFE Y DT 7 A VI CONFIG_FILE BREEZAKARET D
LR, A= T T a7 4 Fal—varE 7Ty a AT ITKMTE T,

FEICOWTIE, VT AAT T vy a Ty A AT A TOH CONFIG FILE BREEEHDOFEE
(365 ~—) ZZMLTIEEV,

REWaAr 74 Xab—ra VEREELIIEET 2581, HETOLERHY £T, 7
Z v = A% Y GEIEE copy system:running-config nvram:startup-config EXEC =< > RA3%
TENDHTERNEHENET, 77 v a AEVO7 7 A VER (ZXHEBORELR & D)
FEEBIIATON R WD, FIRFRER 7 7 v v a AFVICHAEEEZL IS LERH Y F
7. squeeze =~ REMEH LT, HHFAEEREZBERLET, 20MBLUL EORERET T v
Va W= REMHTHZEEHRELET,

Yy rI—OHh6DaAV T4 Fal—YarvavrRkoo—FK
a7 4 F¥alb—a RN REWEAIE, FTP, RCP, TFTP DWW T IO — " —{THH L T
BE, VAT AOEEBIFIZAY 0 —RTAH2 L8 TEET, Xy MU= P—R_—%2EHL
TRHBRREEBNT DI2IE. T3 A0S TFTP h—R—~Dar 7 4 X al— g v
TrANDA— (B483—Y) BIOar74FXal—rvarZyAvEFyra— K15
FTONA ADEE (340 X—) ODETINLDO I~y ROFEMESRL T EE0,
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AVT4F¥IL—Yav IFALOER |
B - xav—vavorqnzesrn—rea7 1 20%E

AVT4FXAL—2a Y TFAINESVA— RS BT /INA RADERE

VAT ADOERERFICIOFE LT 2o a7 4 X a2l —vary Iy A VEr— R+ AL T
NARAEHRECEET, avr74FX¥alb—ary7Zr7A0E, a~v U R ilavr REA
HLTEGAE ERERIC, AEVICE— RENGHHAENET, TOTD, TXAADI LT 4
Fal—Yaid, TOARE— T v a7 4Xal—aré 1 D2FERE 220080
O—RENFar74FXal—vay Z7AANERELELDICR D 97,

FYRI—=DOERRA MDAV T4 FaL—2a 0 T7A0L

JERRZREEMNG, TARAL ABEYNIF T oa—RT57 74 VL, Ry NT—2 a7 4
Fal—varTZrA/VEMNEINET, T AP2EFHICF Yo a— K757 7 A V%, &
ANarZ4FXal—vary 7rANEMRTINET, 2003 T 4 Fal—vary TrA
ME, Ry NT—7 EOFTRTOT AL AR, H—a~vr FOEZL 2T 258 T
9, Xy hU—7 ar 74 F¥alb—rar TrAME, TRTCOT A AEHRETDHT-
IR Sh A EEa -~ FREERET, RA b ar 74 Falb—Tar 77 A2,
FFED 1 ODORA MIBEFEOa~ L RREENET, 22o0ar7 4 Falb—var 770
Aa—RNT5856, FAMar7 s Xal—rary 7740k, b2 1O07 7 A VL0 E
HEEANERHYVET, Xy T —F a7 4FXal—Tay Ty ANLERAN a7y
X2l —var 77y D) E D, TFTP, RCP, FTP DWWy E I L CRIERRE/R R
=27 == LIZH Y, FAMY ATRETHLILEND Y £,

O J4FXa2Lb—2ay 7274 IVESROEEAE

a4 xXalb—a3y 774 ILIEHRORTE

AT 4 FXalb—var T ANVIETAEREERTRTDHIZNE, 208 g OFNEEFET

L/\i‘é—o
FIE
aAvYRFERET7IOIY BRI
AFw 71 |enable ke EXEC E— REZHAIC L ET,
11 e NAU—KREANLET (EREHh
=548) .
Device> enable
AT 72 | show boot BOOTEREEADONE BREINLTND
i - %) . CONFIG_FILE BBEZAHIC & -
THRESNTWAa Ly 7 4 X¥alb—y
Device# show boot Ve 77’])/1/@%%\ ¥ X XBOOTLDR
BREEHONEEZRLET,

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| av74F¥aL—vav oz roEE
AVI4FXAL—Lav ITANDER .

ARV RFEEETIIa Y BRI
A7 73| more file-url BESNTE-77AVONEEFRLE
1 - KR

Device# more 10.1.1.1

25 7 4 | show running-config a7 (K ar T AN
i - ONEFExFRRTLET (more
system:running-config =~ > KDz~
Device# show running-config FxzA Y 7’;<“57f) °
AT 7 5 | show startup-config A=K T w7 ar7 4 Fal—a
Bl - VI T ANONEERRLET,
(more nvram:startup-config 2~ >
Device# show startup-config Da<wy RxAYTRATT) ,

JITIAAT T v TyrAI)V VAT A
779 N7 = LUHNDTITOT T >
7 A=A BT, @H, 774V RO
startup-config 7 7 -f /L1Z NVRAM (Z4%

MINET,

TTAANT T2 774/ AT A
75 v b7 —2A LTk, CONFIG FILE
BRESAHUTT 7 4L b O startup-config

TrANEEELET,

CONFIG_FILE £ D7 7 4V MME
NVRAM (2720 £,

A4 XaL—23Y D74 ILDER

CiscolOS V7 b7 =7 1%, 1{TIZ2& 120ary 7 4 Falb—Tary avy Fexzif AnE
T, AT 4 FXal—Taravr NE, RERFFANTEES, a7 Fa2b—va
T AMIF, AN LTca~vy REFHT5aA 0 MaBINTEET, a2 A FOSEHIZIE,
B (1) 2T ET, 2 A MINVRAMICHL Y 7 4 Xalb—vary 77, VDT Y

T4 T AT BN E L7272, show running-config & 72 1% more system:running-config
EXECa~ Y RTT V7T A TRRED Y A FE2FIRLTH, aAy MIFRSNEE A, show
startup-config & 7= 1% more nvram:startup-config EXEC £ — Ra~v > RCRAZ— K 7 v 7 av
T4 X alb—=varyOURAMZFRLTH, a A MIERSNEYA, A NI av

T4 X2l —vay T7ANANBT AL A Ze— RENcEElZlary74Xal—vay 7y
ANDBHIRENET, 2720, 7y ANk e han (FIP) . VE—habt—7o bha
) (RCP) . %7214 Trivial File Transfer Protocol (TFTP) H—/ SN— LEIZKMINTWBEH a7 ¢
Fal—valrTZ7AN0OaRr OV ANMIFRTEET, CLIZEHALTY 7 by =7 1%
BRETDHEXL, 2=V —DANHSTY 7 by =TICL Y a~vy RRETENET, CLI
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AVT4F¥IL—Yav IFALOER |

FHERALTCY 7 N =T 2R ET DL, FHEEXECE— REZBIAL Tk a~r FEMHAL

£,

FIE

ARV RFERFTIaY

=)

ATy 1

enable
51 -

Device> enable

¥ ME EXEC E— R&ANZ L £,
e NMATU—REZASNLET EREN

=58 .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

configuration command

1 -

Device (config)# configuration command

VoL T 4 Fal— gy avy
K&EZAFHLET, CiscolOS ¥ == T /L
Y M, 77 ao—RIcRER ST
AT A4 FXalb—var avy R
BHEn WS,

ATv74

KON ZRITLET,

* end
Y4

1

Device (config) # end

a7 4 Fal—raryEyiark

T L. EXEC E— NITEY 7,

GE) Ctrl ¥ — & Z —%[AllFIz
9L, Bz EERE
NET,

ATvTh

copy system:running-config
nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

FifTar 74X al—Tary Iy
BAA— KT o ar7 4 F¥al—g
I ANE L TIRELET,

copy running-config startup-config =~
YRZA YT ABMHTEETN, 20
avy NIFHENEL Wz, FET
HENHY T, 1ZEAEDTT > K
T4 —ALETIH, ZOavwrRcEY =
V7 4 ¥ 2 lb—3 3 UIE NVRAM (2%
FENET, J7AATTvva 77
ANV ATEDT Ty N T4 —ALET
L. ZTOFIHICEDV a7 4 Fa b—
3 2 X CONFIG_FILE BBiZ5 802 X -
THRESNTEGFICRfESNET (F
7 4V b ® CONFIG_FILE 4% T,
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FRAZRDD TP Y——~Dav T F¥aL—vav 77 unat— [

aAvYRFERET7IOIY BRI
7 7 A IVOREIESEIT NVRAM I E &
NTWET)

1

WOBEITIL, THNAADTNA AT T "NAEFRELTWET, BT (1) TRS
Nlca Ay MTITHE, WInoa~sr REFTENEF A, hostname =1~ & R &l [f]
LT, T3 A4 % device 7°5 new name [ZEF L TCWET, Cul+Zz (*Z) F—%#
T, enda~r ReANT5E, a7 4F 21— aE—RFRBETLET, copy
system:running-config nvram:startup-config =~ > RiZ k0, BfEOa 7 1 F 2 L —
VAVIRAZ— R NT v ar7 4 Xab—va UIRGFEINET,

Device# configure terminal

Device (config)# !'The following command provides the switch host name.
Device (config) # hostname new_name

new name (config)# end

new name# copy system:running-config nvram:startup-config

AHL— T v T a7 4 X¥al—a VA NVRAMICH DA 1L, BEDOREGEHRN
a7 4 FXal—varyavr RELTTHFAMERTHRMEN., 774/ LSO
BRIET TIPSR INET, WHET— 20 oR#ET 572012, AV IZTF=v 72 H
HEnEd,

)

GE) —#oORED 3~y R, NVRAM IZIRIEESNBRWEERHV £, Zhbna~vy
RiZ, w22V 7= LI ZIZHANTHLERHY T, ZhbDa~vy RNiE,
Vo a T UCEH SN T ET, V7= hMRICTIEOCLS TS AZFRETEDH LD
I, TUHDOREDOY A MERE L T ZEAMRLET,

—

FINALANSTFIP Y —/N—ADAV T4 Fa2L—32 T74ILD
OE—

TFTP %X v bV —7 H—R_R— EORELZ A E—FT5H|2F, LFOFEEZFEITLET,

FlE
AU RFERET7TIV3 Y B#J
AT w71 |enable FHE EXEC T— FEA L £,
f e NRAT—REANLET (FERSh
e%a) .
Device> enable
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RDEE

AVT4F¥IL—Yav IFALOER |

ARV KRFERIETI Va3 B#

R v 72 | copy system:running-config tftp: TFTP H— R —~FfTFa L 7 1 Xz L —
[[[/Nocation J/directory |/filename ] vary TrANEart—LET,
1 -

Device# copy system:running-config
tftp: //serverl/topdir/filel0

Z T 3 | copy nvram:startup-config tftp: TFIP — R — AKX — T v 2
[[[/Nocation J/directory ]/filename ] T4 X L— gy TrA N —
15'] . L/i‘a‘o

Device# copy nvram:startup-config tftp:
//serverl/lstdir/filel0

1

I, TNRAZMENS TFTP r—R_R—~a v 7 X2 l— gy 77 A VA —
THHERLET,

Device# copy system:running-config tftp://172.16.2.155/tokyo-confg
Write file tokyo-confg on host 172.16.2.155? [confirm] ¥
Writing tokyo-confg!!! [OK]

copy 2~ RERIT L%, BIEREZIZT 7Y a v OfRE RO L7007 FIREREN
LDEGENHY T, BrSndr 7T v 7 M, copy 2~ RTAS LG ER L O file
prompt 72— L a7 4 Fal—v gy avy ROBEOREICEL > TR £,

TNAAMBRCPH—/N—~DaAV T4 XalL—3rT74)LDO

t_

TNNAAPG RCP Y — N2 — (T T a7 4 FXalb—rary 77 A NVERIEFFET
V74X alb—vary TrANNEat—3500%, FHEEXEC T— REBMBL TRDa~
RZEFHLET,

FI&
ARV EFEREET7OVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
fil e NAT—RE AN LET (FERSh
e%E) .
Device> enable
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ARV REEET7IVa Y B8
R 72 |configure terminal Ja—r ) ar7Z 4 ¥al—i gy
51 T NEBBLET,

Device# configure terminal

R w 73 |iprcmd remote-username username UEE) 74NV DY E— F 2—HF—
Bl 4 EERLET,
Device (config) # ip rcmd remote-username
NetAdminl

AFw 74 |end EE) Za— L ar7 4 ¥al—
i - vay E—-RERTLET

Device (config) # end

ATYTS | RONT NN EFITLET, s TNRAADETAL T 4 F 2 b—
« copy system:running-config rcp: ¥4 (/ 77 A VD R(ipjf“‘ﬂ%i
[[[//[username@]location ]/directory RIS D KO ITHRE LT
]/filename ] ' 703
* copy nvram:startup-config rcp:
[[[//[username@]location ]/directory s TN ADAK— K NT v T a7 4
Iffilename ] ¥al—3 g 77 A/LH RCP
il - Pr—_— RIS E D K O ITHE
]\/i-@‘o

Device# copy system:running-config rcp:

//NetAdminlQexample.com/dir-files/filel

l

RCP H—/N\—A~ADETAV T4 FaL—2 32 T7MILDKEMH
WIZ, ttr2-confg & W I ARTDFEI T 7 4 X al—ar 77 A%EIPT KL A172.16.101.101
DY E—h FKA I LEDnetadminl 7 4 L7 bV IZab—3 562 RLET,

Device# copy system:running-config rcp://netadminl@172.16.101.101/runfile2-confg
Write file runfile2-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Device#

RCP H—/N—ADRA— 7y T avT4Xal—>3a3y T74ILDKHM

WIZ, RCPEHHALCTZ 7 A V2 abt—F 5 LItk TC, —R_"—FLiCAX— T w7 =2
V74X 2 —ar Ty A NVEKNT DR E R LET,
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Device# configure terminal

Device (config)# ip rcmd remote-username netadmin2

Device (config) # end

Device# copy nvram:startup-config rcp:

Remote host[]? 172.16.101.101

Name of configuration file to write

[start-confg]?

AVT4F¥IL—Yav IFALOER |

Write file start-confg on host 172.16.101.101?[confirm]

! [OK]

RDIEE

COPYEXEC =t~ > RZFITLT-t. BIEREZIET 7 v a v OMERERD L 7o 7 F vk
IRENDELERHY F4, FRESNDH7 e 7 ME, copy 2~ RTADNLEBHREB IO
fileprompt 72— )b a7 4 Xalb—T gy avwy FOBLEOREIZL > TR 7,

FINAADSFIPH—/IN\—~ADaA T4 FaL—3>T74)LDO

E—

FNRAAMB FIP Y —NRN—~ 2 EZ— T a7 4 Fal—ary 774 NVEHITFET
V74X alb—vary ZrANEat =725l LTFOFIEEZFEITLET,

FIE

ARV RFERETOVa Y

E:)

&M

enable
1 -

Device> enable

HibE EXEC E— REZ A% L,
e NMRAT—RKEANLET (FkEh

=58)

ATvT2

configureterminal

1

Device# configure terminal

FNRA AT a—rvar7 4 Falb—
varE—RFEMmLET,

ATvT3

ip ftp username username

1

Device (config)# ip ftp username
NetAdminl

UEE) 740 FDY T— p 2—H—
HERELET,

ATvT4

ip ftp password password

1 -

T T 74 FNORAT— REFEE
L/\iﬁ—o
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ARV REEET7IVa Y B
Device (config)# ip ftp password
adminpassword
ATw 75 |end T8 Za—r_ L ar7 4 ¥al—
i - vary B—FERTLES, ZOFIH
. 774NV DY E— b 2—F—4
Device (config)# end if:&i/\"x v — F%L%%#%%/ﬁ\ﬂ:fl
FHETT (A7 vy 72803 %S5
)
ATYT6 | RONTINEFITLET, FTP % — " —DFE ST 5T ~F T2
« copy system:running-config ftp: -7 40%1 I/”_:/f’ CELEFAZ—b
[[[//[username [: password Ty7 arT4Xalb—vary TrAg
]@]location]/directory Jffilename] % | /v & FE—LET,

721%

* copy nvram:startup-config ftp:
[[[//Tusername [:password
]@]location]/directory J/filename ]

1

Device# copy system:running-config ftp:

1

FIPH—/\—A~ADETAV T4 FaL—>3>y T74ILDIEMH
WKIZ, runfile-confg & WO ARTOEITaAL 7 Fal—vay 7y A LEIPT KL A
172.16.101.101 ® Y F— K 78 A k E® netadminl &4 L7 RV a b —356% 57 LET,

Device# copy system:running-config ftp://netadminl:mypass@172.16.101.101/runfile-confg
Write file runfile-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Device#

FIPH—N—ADRE— 7y T a0 T4Fxal—3> 774 ILOHEN
RIZ, FTIPEZEA L CTZ 7 AV Eat—352LICk> T, == LIZAF— T v ar
T4 FXalb—rary Ty A NVEBNT 0 ERLET,
Device# configure terminal
Device (config)# ip ftp username netadmin2
Device (config) # ip ftp password mypass

Device (config) # end
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Device# copy nvram:startup-config ftp:

Remote host[]? 172.16.101.101

AVT4F¥IL—Yav IFALOER |

Name of configuration file to write [start-confg]?
Write file start-confg on host 172.16.101.1017?[confirm]

! [OK]

RDIEE

COPYEXEC v R&FIT LIz, BIMEMRETIET 7 v a v OMRERD L T a7 Mingk
IRENDEHENRDHY £, ERENDLZ T T NI, copy 2~ RTADLEZEREB LW
file prompt 7 H— )L a7 4 X al— gy avy ROBEOREICL > TRRY £,

—

TFTP H—/\—H 5
aOE—

TN AANDAVT4F 2

L—S3a> 77410

TFTP — =T N A~T L T 4 X2l —ary TrA N Eabt’ —3320%. LTFDZ
AT EFEITLET,

FIE

aAvY RFEREFIT7II Y

B8

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIC L £,
e NMRAT—REANLET (FRkEh

56

o

ATv T2

copy tftp: [[[//location]/directory]/filename]
system:running-config

1

Device# copy
tftp://serverl/dirl0/datasource
system:running-config

TFTP r— =B FEfTa 7 ¥
L—yagr~ary74¥al—ayv
TrANEar—LET,

ATvT3

copy tftp: [[[//location]/directory]/filename]
nvram:startup-config

1 -

Device# copy
tftp://serverl/dirl0/datasource
nvram:startup-config

TFTP YV —N—= A X— T v T o
TA4X¥zlb—rar~ary7 4 ¥al—
vary JyrAEar—LFET,

ATvT4

copy tftp:
[Tcctionjdrestryjilearefleg ] dredtaryKartup-aniig

1

Device# copy

TFTP Y — = A X — T v T 3
T4 F¥al—vgr~aryJ 4 Fal—
Tarv ZrANEar—LET,
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zotez ||

ARV RFEREET7TOVa Y Be
tftp://serverl/dirl0/datasource
flash:startup-config

!l

WIZ, IPT KL A 172.162.155125 5. tokyo-confglt W\ I ARID T 7 A )L V7
MY =T HRETHHERLET,

Device# copy tftp://172.16.2.155/tokyo-confg system:running-config

Configure using tokyo-confg from 172.16.2.155? [confirm] Y

Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]

RDIEE

COPYEXEC a1~ R&FIT LIz, BIMEMETIET 7 v a v OMRERD L T a7 hingk
IRENDEAENDHY £4, ERENDLZ T 7 ME, copy 2~ RTAN LEZEREB LW
file prompt 7 m— 3L a7 4 X2 b— gy avwy ROBIEOREIZE > TRV E14,

rcp b —/N\N—MWSTNA ZAADAV T4 FaL—32 T74I)LDO
t"_

rep == bE Ty 7 4 Falb—rvarFh3AF— Ny ar7 s ¥al—a
NAYT 4 Falb—vary TrA Neat =353, LTOFIRZIATLET,

FIE
ARV KRFERRETI a3 Y B#J
AT w1 |enable it EXEC E— RZ AT L ET
i) : e NAT—REANLET (ERSh
5 E) .
Device> enable
R T 72 |configureterminal (BB RN bar 7 4Fal—g
Bl - v = FEMMLET, ZOFIER,
TI74NV ROV E— | a—F—4% |
Device# configure terminal %%ﬁé%é\&:f:”'%‘g(j— (25: 770
3 M)
X 73 |iprcmd remote-username username (EE) VE—F a—PF—LEEEL
i) : ESR
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B »

ARV RFERETIVa Y =)
Device (config) # ip rcmd remote-username
NetAdminl
A7y 74 end (EH) /m—r b ar 7 Fal—
51 - varE—REKTLET, ZOFA

X, 774NV FDYE— b 2—HF—4
Device (config)# end if:&i/\"x v — F%L%%#%%/ﬁ\ﬂ:fl
JRETT (RT v 72 %25H) |

ATYTS | ROVT NN EFATLET, rep == B FETa T 4 Fab—
varERIIAZ— N NT v ar Ty
Fal—vagr~ary74¥al—ix
V77 A NVEar—LET,

1

Device# copy
rcp://[userl@example.com/dir10/fileone]
nvram:startup-config

11

rcp @ Running-Config D1 E—

RIZ, hostl-confg EWIHARTIDA LT 4 Fal—val 77y )V%E IPT RLAR
172.16.101.101 ® Y &— h ¥ — 3— EDnetadminl T4 L7 FUmbHat—L, T/ A TCa<
Y RER—RLTHEITTIHERLET,

device# copy rcp://netadminl@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

%SYS-5-CONFIG: Configured from hostl-config by rcp from 172.16.101.101

rcp @ Startup-Config D1 E—

wIZ, VE— b 2—H¥—% netadminl Z45E T 2612~ LE T, I host2-confg & V> H 44 HTD
a7 4FXal—Tary ZrA N0, IPT FLAD 172.16.101.101 ® U FE— k —s— LD
netadminl 7 4 L7 RUMMBAX— T v a7 4 XFalb—var~at—LFET,

device# configure terminal

device (config) # ip rcmd remote-username netadminl

device (config) # end

device# copy rcp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
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Loading 1112 byte file host2-confg:![OK]

[OK]
device#

zorz I

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by rcp from 172.16.101.101

RDIEE

Copy EXEC =1~ > R&F&1T L 714,

BIMERELZIIT 7 a v OWRERD DL T 7 FRER

RENDGENRHY T, BRI H7 a7 ME, copy 2+ RTAN LB HREL IO
file prompt 72— )L 27 4 Falb—vay avwy ROBREOHRTEIZEL > TRLRY 9,

FTP H—/\—H 5T\

l:_

FIPYV— =B E(Ta s 7 4 X2l —ra VERFAT—
NaALT 4 Fal—vary Iy Ea—3 512, UTOFEEZE

FIE

AAANDAV T4 FXaL—>ay

274I)LMD3

NPy T a7 4 ¥l — gy
TLET,

ARV RFERRTIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— K2 B L FET,

e NMRAT—REANLET (FEksh
=58 .

ATvT2

configure terminal

1

Device# configure terminal

FE) Za—r )L ar7 4 Xal—
varE— REHBTEET, ZOF
IEiX, 5740 DU E— | 2—H—
RETNFIRAT— R o FEXTAEAIC

RPOMETYT (AT v 738X 04%25
B .

ATvT3

ip ftp username username

1

Device (config)# ip ftp username
NetAdminl

(EE) T74/L DY E— h 2—H—
HERELET,

ATV

ip ftp password password

1

Device (config)# ip ftp password
adminpassword

EE) T T4V FORAT— REfEE
Liﬁ—o

ATy Th

end

1 -

EE) Za—\L ar 7 4 ¥al—
YaryE®E—RxETLET, ZOFIA
X, 7740 OV E— | 2—F—4
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AVT4F¥IL—Yav IFALOER |

B »

avYRFERET7IOI Y BRI

IR — K& EEEXT LIS
THVETT (AT v 73B8L04 %5
ﬁ/g\) o

Device (config)# end

ATYT6 | ROVT N EFATLET, FIPZ@EA LT, Ry hU—2 H— 33—

« copy ftp: ﬁn\&.%?T)i%U i‘t&i‘zﬁzw‘b7\y?
[[[//[usernamel: password]@]location] | =~ 7 A4 Fa b —va a7 1 Xa
/direCtOfy L—ay 77ANED to““biﬁﬂo
Jfilename]system:running-config

* copy ftp: [[[

0000500 @) (8 ey S

1

Device# copy ftp:nvram:startup-config

1

FTP @ Running-Config ® 1 E—

I, hostl-confg E WHLFIDHRA S a7 4 Xal—ay 7y &, IPT KLAR
172.16.101.101 ® Y F— r P —"— E@Dnetadminl 4 L' 7 FUmbabt—L, T4 2 Taw
Y RER—RLTHEITTIHERLET,

device# copy ftp://netadminl:mypass@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

%SYS-5-CONFIG: Configured from hostl-config by ftp from 172.16.101.101

FTP @) Startup-Config ® 0 E—

Wiz, VE— b 2—H¥—% netadminl Z45E T 25 61%2 7~ LET, KIZhost2-confg & V5 44 HTD
AT 4 Fa2lb—ay TrANE, IPT RLAN 172.16.101.101 DY F— K —— LD
netadminl 7 4 L7 N MWBAZ— T v a7 4 Xal—gr~at’—LET,

device# configure terminal

device (config)# ip ftp username netadminl

device (config)# ip ftp password mypass

device (config)# end

device# copy ftp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration filel[hostl-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101

Loading 1112 byte file host2-confg:![OK]

[OK]

device#

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by ftp from 172.16.101.101
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| avoqFar—varv sz L0EE
zotez ||

RDIEE

COPYEXEC =1~ > REFIT L7th., BIEREZIIT 7 v a v OMERERD L T a7 hngk
IRENDGENRDHY T, ErREINDH 7T ME, copy 2~ RTADLEEFREB LY
file prompt 7 o — )L 27 4 X alb—v gy a<vy ROBEDRTIZE > THRRY 4,

NVRAM LY KEWharvId4XalL—3>y J74ILDRESE

NVRAM OH A Z%&BxzHar 7 4FXal—ay 77 ANERTFTHICE,. UEotv s 3
VCiHT A XA FEITLET,

aAYvI74Xal—a3r I7A4ILDESE
Ay 74 F¥alb—vary TrANEEMHTHICE, 2087 a VOFIEEFETLTLLES

AN
Flg
ATV RFEEIEITII Y B8
R T 71 |enable HitE EXEC E— K2 LET,
1 - e NRT—REANLET (FERSh
758) o
Device> enable
R w 72 |configure terminal Ta—r ) ar7 4 X¥al— gy
15“ : :E‘b— ]\\‘%Eﬂﬁé\]\/iﬁ—o
Device# configure terminal
AT 7 3| service compress-config Ay 74 X¥al—ay 7y A NEE
Bl - Wit oo L AHRELET,
Device (config) # service compress-config
A7y 74 | end Ju—s 3y 7 4 Ralb—ay
15“ : £ — F%%@T L/iwg‘*o
Device (config)# end
ATV TS| RONTINEFIITLET, HmLnar 7 X¥al— a2 ANL
cHLnWwary 7 4 F¥al—v gk =7
v’ —9 521X, FTP, RCP, TFTP *« NVRAM OH A XD 3ELL o=
EERLET, T4 FXal—YarEu—KRLELD
« configure terminal LtBE, ROZT— A ykB—
1 - DRI INET,
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AVT4F¥IL—Yav IFALOER |

B oo 30— 300952A75951 7ML VRTLEDTS v AT Y ~OHH

ARV RFERFTIVaY =)
, , , [[buffer overflow - file-size /buffer-size
Device# configure terminal
bytes], |
AT 7 6 | copy system:running-config FITaLr T 4 X2 b—a rOERERE
nvram:startup-conflg bofiro\ %ﬁbb‘ﬂ V74X a2l —g
{ﬁlj : \/%'f%ﬁ L/i‘j—o

Device (config) # copy
system:running-config
nvram:startup-config

151
WIZ, 129KBD a7 4 Fal—ay 77405 1IKBIZEMET AH2 <L E1,

Device# configure terminal

Device (config) # service compress-config

Device (config) # end

Device# copy tftp://172.16.2.15/tokyo-confg system:running-config
Configure using tokyo-confg from 172.16.2.155? [confirm] y

Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]
Device# copy system:running-config nvram:startup-config

Building configuration...
Compressing configuration from 129648 bytes to 11077 bytes
[OK]

AV I7A4FX2AL—2a3 DISAATSIYV A TFAILNVARATFLENDITIS Y 1 A

) AN D&

AR—= Ty T arza4Xalb—varz77yva AR VIRHTIHICE. Zotsva
YOFIREZFATL TS IZEN,

FE
ARV FFEREET7OVa Y B
AT 71 |enable Rt EXEC E— RE G LET,
fi e NRAT—REANLET (FERSh
=5%a) o
Device> enable
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| av74F¥aL—vav oz roEE

S9VTAFIL—VIVDITRAATS YL TFAN VRFLLDTS v AEY~0kH ]

AU RFERETOVa Y

B8

ATv T2

copy nvram:startup-config
flash-fil esystem: filename

1

Device# copy nvram:startup-config
usbflashO:switch-config

B LWGITCBIEO A X — v T v/ 2
V74 F2lb—varysykar—L7T, 2
V74Xl —v gy T ANVEER
LET,

ATvT3

configureterminal

1

Device# configure terminal

Ja—n) a7 4 F¥al— g
T— FERIBLET,

ATvT4

boot config flash-filesystem: filename
{5

Device (config) # boot config
usbflashO:switch-config

CONFIG FILE BREEEBARET HZ &
Wk, 77y a2 AEVIZAZ— |
TS a7 4 FXal—ary IrA
NEKMTHZ L EfRELET,

ATy Th

end

1

Device (config) # end

Ja—)L a7 4 Falb—g
£ F%%@T Lij«o

ATvT6

RONT NN EFATLET,

cHLWar T4 FXFal—varEa
v'—74%I\21%, FTP, RCP, TFTP
ZEHLET, NVRAM A XD 3
BEEAOIREIDaAL 74X 2
L—varviEnrn—RLEoET5
ELROTT — X o= URKR
SET, [[buffer overflow -
file-size /buffer-size bytes] |

« configure terminal

1

Device# configure terminal

a7 Xxal—arE2ANL
7,

ATy T1

copy system:running-config
nvram:startup-config

1

Device (config) # copy
system:running-config
nvram:startup-config

ETar 74X L — g VOEEMNRK
bol-b, HrLnar 74 X211 —3
VERTELET,
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B <ro—vrioavisxar—savazrron—k

il

AVT4F¥IL—Yav IFALOER |

PLTIZ, usbflashO: [T L2 7 4 X2 b— g OB E R LET,

Device# copy nvram:startup-config usbflashO:switch-config

Device# configure terminal

Device (config) # boot config usbflashO:switch-config

Device (config) # end

Device# copy system:running-config nvram:startup-config

2y RIDI—OM6NaV T4 Falb—aravrkoAa—FK

oy R —7 —R—%FH LT, K&EhQhar 74 X2l —a 2 RETAII. 2oty
va rDOFIEEZFETLET,

FIE

ARV RFFERERTI VI Y

=)

ATy T

enable
1 -

Device> enable

e EXEC E— FEARNC L £,
s NRAT—REANILET (FEREX

-5

o

ATy T2

copy system:running-config {ftp: | rcp: |
tftp:}

1

Device# copy system:running-config ftp:

FTar 7 4¥=2b— 3 % FTP,
RCP, TFTP O\ TN DH— X —(Z R
ﬁ]\/\iﬂ—o

ATvT3

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT4

boot network {ftp:[[[//[username
[:password ]@]location ]/directory
J/ffilename ] | rep: [[[//[username@]location
]/directory J/filename ] | tftp:[[[//location
]/directory J/filename |}

1

Device (config) # boot network
ftp://userl:guessmelexample.com/dirl0/filel

EBEFHCAXY = T v a7 X a
L—vay ZyANVEXy NT—7
== —RTHIEEHEELE
R
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| av74F¥aL—vav oz roEE

II9VaAAEYNDLRE— R T Y TELRRITAV T4 FaL—2arA0aAY T4 FaL—2a v I7MLDIAE— .

AU RFERETOVa Y

B8

ATy TH

service config

1

Device (config)# service config

VAT AOEEEICa T 4 Fa L —
vary ZrANEXE T r— T AL
INZAAL T oA F—T M LET,

ATvT6

end

1

Device (config) # end

Ja—\) a7 4 ¥al—va
E—FEETLET,

ATy T17

copy system:running-config
nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

RIEERIFLETS

T39S AR LREI— Py TERFEETOV I X2 L—
oaoANAVI4FaL—ar IT77A4ILOaE—

7Ty a AT UMNLEEDNVRAMICHAAF — T v a7 X2l —varEf20E
EiTar 74Xzl —Tar~ar7 4o FXal—ary IrAREHEa—FT512F, &
Ty 20T avr ReE AT LET,

FIE

ARV RFERFTIVaY

=)

ATy 1

enable
I

Device> enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET FEREN

=55

o

ATvT2

RONT NN EFATLET,

* copy filesystem:
[partition-number:][filename ]
nvram:startup-config

* copy filesystem:
[partition-number:][filename ]
system:running-config

1 -

Device# copy usbflash0:4:ios-upgrade-1
nvram:startup-config

*NVRAMIZ=Z 7 4 Falb—g
TrANEEZET— RS, £00T
cHBEDOFEITa Ly T4 XFal—ay

iZary 74 Xal—vay 774
NVEar—LET,
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B o5z 740 025 0mMTcRar 70 FaL—vary Jr 4 LDaE—

il

AVT4F¥IL—Yav IFALOER |

WIZ, usbflash0 (2D 7 T v a2 AFY PCH—RO/N—=TFT 423 V4 NET /A A
DAF—R T w7 a7 X lb— 3 ~ios-upgrade-1 & WIHILBIDOT 7 A /L% 2
v—3 5612~ LET,

Device# copy usbflash0O:4:ios-upgrade-1 nvram:startup-config

Copy

[OK]

'ios-upgrade-1' from flash device as

'startup-config' ?

[yes/no] yes

T759a rA2EY) 74 VRATLEITOaAY 74X L—23 Y

TJ7A4ILOaE—

D7 Ty a AR T ANV AT EEMATZT Ty b7+ —AETIE, W77 v a
AEVREDT T2 AFY T7A NV VAT IEANBMOT7 T v 2 AU 7740 VA
TEANT 7 ANEAE—TEET, BRD57T7 932 AFY T ANV AT AT 7 A )V
A —F 52T, HHTOa T 4 X2l —va DRy T v T a bt —E2{ER L, T
NARZAy T 4 X2 b—ragrEZBRcEET, 779y a AEFY 7740 VAT AT
AT 4 FXal—vary I rANEat—350%, EXECE— RTROa~v REHLE

B

FIE

AV RFEEETIa Y

S

&M

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 1,
e NMRAT—KEANLET FRkEhn

=5a

o

ATy T2

show source-filesystem:

1

Device# show flash:

Ty va AERVDOLALAT Y RERE
EFRRALTC, 77 ANAEHRLET,

ATvT3

copy source-filesystem:
[partition-number:][filename ]
dest-filesystem: [partition-number : ][filename
]

1 -

Device# copy flash: usbflashO:

T vva AEY TS ARTa
TA4FXal—vary Iy Eabt—
LET,

« AT NS AL AT A
AR CIZIITCEERA, 2R
%, copy usbflashO: usbflash0: =
~ v RREEZNTT,
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| av74F¥aL—vav oz roEE
FIPYH—N—D5TT9 22 AEY FRLRADAV T4 FaL—23 0 T74ILOIE— .

il

WIZ, W7 7 vy a AT DOR—=T (a1 06T 734 A LD usbflash0 /73—
7 4 ¥ 3 > 1 ~running-config & W I LD T 7 A N a ™ —F 5%z R LET, 20D
BITIX, =D —T 4 v a UPIREINTNWRNTZD, T8 APHS—T ¢
VarEF L rBERINET,

Device# copy flash: usbflashO:

System flash

Partition Size Used Free Bank-Size State Copy Mode
1 4096K 3070K 1025K 4096K Read/Write Direct
2 16384K 1671K 14712K 8192K Read/Write Direct

[Type ?<no> for partition directory; ? for full directory; g to abort]
Which partition? [default = 1]
System flash directory, partition 1:
File Length Name/status
1 3142748 dirt/network/mars-test/c3600-j-mz.latest
2 850 running-config
[3143728 bytes used, 1050576 available, 4194304 total]
usbflash0 flash directory:
File Length Name/status
1 1711088 dirt/gate/c3600-i-mz
2 850 running-config
[1712068 bytes used, 2482236 available, 4194304 total]
Source file name? running-config

Destination file name [running-config]?
Verifying checksum for 'running-config' (file # 2)... OK
Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]
Copy 'running-config' from flash: device
as 'running-config' into usbflash0: device WITH erase? [yes/no] yes

Erasing device... ceececececceecceecceecececeecececeececeeceeeceeceeeeeee
...erased!
[OK - 850/4194304 bytes]
Flash device copy took 00:00:30 [hh:mm:ss]
Verifying checksum... OK (0x16)

FIPH—/I\—M 5Ty a AT FINAAANDAV T4 ¥ L—
a3y Ir7AIILOaE—

FIPH—R—n5 75wy a AFY SARA A~ T 4 FXal—Say 77V ab—F
HIiE, IFOFINEZFEITLET,

FIE
ARV KRFERRETI Va3 Y BH#Y
AT w71 |enable it EXEC E— REHIC L ET,
i : e NAT—REANLET (ERSh
=%E) .

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B xorz

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

Device> enable

R 72 |configureterminal fFEE) ZJe—)L a7 4 Fal—
B - var®—RFERMLES, ZOFIE
X 774N DY E— =P —4
Device# configure terminal FITRAT — F%L%%#%%{ﬁ\ﬂ:fl
JMETT (AT v 73BL04 %25
M) .
A7 7 3|ip ftp username username (EE) VE—h 2=V —LHZHEEL
i) ESE
Device (config)# ip ftp username AdminOl
RT v 7 4]ip ftp password password (fEE) VE—F RRAU—RZHEEL
f ES R
Device (config)# ip ftp password
adminpassword
AT v 75| end (EE) av 74 F¥al—var £—
Bl REST LET, ZORT v 7RREIC
BRLEDIFE, T7ANL IOV E— | 22—
Device (config) # end ‘H“‘Zl %L%%#é%é\@gfﬁ— (X
Ty 7T 3IBIV4ESHR)
R 76 | copy ftp: [[//location]/directory FTP L TRy hU—2 $—r3—

]/bundle_name flash:
1 -

Device>copy
ftp:/cat9k iosxe.16.11.01.SPA.bin
flash:

METTva AFY FNAL A~
TA4F¥al—Tary IV at’—
L7,

RDEZE

COPYEXEC 1~ > REFIT L7th., BIEREZIIT 7 v a v OMERERD L T a7 Fngk
RENDGENHV ET, rasnd7ar 7 M, copy 2~ RTADLEFHREL LW
file prompt 70— L 27 4 Fab— gy a<vy ROBEOREICEL > TRAE D 1,
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| av74F¥aL—vav oz roEE
RCPH—NR—M5T5v a2 AE TRARADAY T4 FaL—2aY I7AILODIE— .

RCPH—/IN—MS5 75y a A TN, AANDAV T4 FXal—
a3 IJr7AIILOaE—

RCPH— =57 Ty va AR FALANAY T 4 Fal—vay Ty bkar—F
DITiE, UTOFIRZFETLET,

FIE
ARV KRFERRETY a3 Y B
AT w71 |enable it EXEC E— REZHIC L E T,
i) e NAT—REANLET (FERSh
=%E) .
Device> enable
R w 72 | configureterminal LB Z7a—2)Lar7 ¥zl —
i - var®—RERmLES. ZOFIE
E. T 74NV DY E— | a—F—4
Device# configure terminal FIINNAT— ]“%L%%@—é%{ﬁ\iz@
HMETT (AT v 35S |
R Fw 73 |ip remd remote-username username EE) VE— b 22—V —4%EFEL
f1 ESE
Device (config) # ip rcmd remote-username
AdminO1
25w 74 end EE) v 74 Xalb—v gy £—
1 - REET LET, ZOFIEL 7741
FDYE— b 2—P—ZEIIN AT —
Device (config)# end b%j:%%ﬁ“éb‘,%é}&:@&%%f# (;<
Ty 73 ESH)
R T 75 | copy rep: [[[//[username@]location RCP Z#fEH L Txry FU—7 H—r3—
]/directory] /bundle_name] flash: N T Ty a AT FNA A~
4 - T4 F¥al—rary Ty )NVEar—
LEd, BINE#RE 2 ITHER A RIS
Device# copy FRAZAPSD T MK USE L
r;yi;;{:etadmln@l72.16.101.101/bundle1 4. —oFur7 ML copy I~
RCAS LIzt L O file prompt
avy ROBEDHKEIC L > TR £
D
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AVT4F¥IL—Yav IFALOER |
B revs—i—pnsI591 42U FRURADIY T4 FAL—VaY T4 LOIE-

TFIP H—/N\N—D 5759 a AEY TINAAANDAV T4 FXaL—
vavIJr7rAILDIE—

TFTP — =57 Ty a2 AFY TSR A~NTAL T 4 X2l —ary T VB —
T 512, UTFTOFIEEZEITLET,

FIE
AT RFEEETIV 3 Y Br

AT 71 |enable F5HE EXEC E— REAC L E T,
1 e NATU—REASHLET FEREh

e%E) .

Device> enable

AT 72 |copy tftp: [[[//location ]/directory TFTP ——nbH 7T v 2 A% U
]/bundle_name flash: FRL AT AN E A — L E T,
4 - DNt E 72 iﬁ%n B BRI BT A X?ﬁ)

LbO7Trry T M USELET, Z0

Deviced a7 ME, copy 2w RTANL
E&é&mm@ﬂommm.mm@m.mm@mm 7ot ils L Ot fileprompt =~ 2 KO
flash: HIEORTEIZ L > THRAR Y F4,

51

WIZ, TFTP H—/3—71 5 usbflash0 IZIA SN TNWD 7 T v AEY I— R
switch-config L WA ZRTD AL T 4 X2l —ay Ty A Neabt—F506%2RrLE
T, IE—EINTT 7 A NVDOLEIE new-config IZEE SN ET,

Device#
copy tftp:switch-config usbflashO:new-config

ARA— b7y T a0T74Fa2aL—30 T774ILTHOAYT4F2
L—Y 3y avy ROBEFT
A=K T T a7 4 Fal—ary 770 a<vy REFETTHIZNE. 20T U=
VOFNEEFEITLET,

FIE
ARV RFERIETIaY BH

AT 71 |enable ke EXEC £— RZ AN L £,
1 -
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| av74F¥aL—vav oz roEE
RE—+TFyFaArvTaFal—2avno U7 .

AU RFERET7TIV3 Y B
. e MAU—REZ AN LET (FERkIh
Device> enable
7= o
R T 72| configure memory ZR—R Ty S ar7 4 ¥al— g

V77 ANTary 7 4 ¥ al— g

1
o<y REHEFITLET,

Device# configure memory

ARA—F+ 7y T aArI4FXalL—2a3a Do )7

AB— T T ar7Z  Xal—arnbREFREMEETEET, 7A4X%x&~b
ToFar74Xal—va R L THESLEZEAIE. T A2RIPORETED LD
W2y T3 A, Setup 2~ K772 U7 11 %ﬁbi? x&~b7/7:y74¥;
L—ya vy ORNEE7 VT3 5%, ROFIEEZETLET,

Fg
aAv Y RFERETIOa Y B #
AT v 71 |enable H¥i#E EXEC £— REZAZhC L £,
1 - e NRAT—REASILET (FEREXH
=58
Device> enable
ATy 2 |erasenvram AR — KT oS a7 4 X¥al— g
15“ : V@Wg%ﬁu?bij—o
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B sxchraroxa—var 771 008B

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

Device# erase nvram

GE)

JITAANT T2 T7A
VY AT DT Ty b

T =LA DT TS
7y 7+ —LTIE, 2O
a< 2 RIZL Y NVRAM 73
WHWESNET, AF¥—F

TS ar7 4 ¥al—

vary ZrANE, ol
AHIBRT D L TE R
ho VIAAT T

T3 ANV AT DT T v
k74— ETiX, erase
startup-configEXEC =1~
NafER+ 5 &

CONFIG FILE BREEZ5401Z &
DHRRESNZary 74X
L—ya iy, T8 AT
LOHIBRINES, ZOZ%E
BN NVRAM %57 LTV
DYGEIE. T ALY
NVRAM MHESNET,

CONFIG_FILE BR5 5003 7
Ty aAEYTNA AL
a7 4 X al—g

T ANLERELTND
AL, 7L A2k =
V74 Xal—var Ty
ANDHIBRESNES, OF
D, FOaLr 7 4Fa2lb—
vay Ty AVET AL R
WZEWEESNDDTIEZ
<. THIBREA] LT

~—7 INET, ZOHRE
TiE, HIBRsN=7 7 AV
ZEETXET,

BEESINF-a T4 FaLl—23y TJ74IILDOHIKR

FEDT T v a 7310 ADHE SNEBEZHIFRT 251213,

£,

TOeZaryOFIEEFETL

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| av74F¥aL—vav oz roEE
DSAATSvLa T AN YRFLTH CONFG_FLE BEZH0EE [

FIR
ARV RFERFTIVaY =)
ATy 7 1|enable FitE EXEC E— FEAMZLE T,
i e NAT—REANLET (ERSh
Z58) .
Device> enable
ATy 72 |delete flash-filesystem:filename KEDT T vy a T/ A EORES
1 - Nr-ary74¥al—ary 7740
ZHIBRL £
Device# delete usbflashO:myconfig GE) S AABEOBTT

aTd T AN AT AT
X, 7992 AEUAD
BEDT7 7 A NVEHIBRT S
&L EDOT 7 A NVITHIBRE
BELTUVATAIZED
~—7 INET, ZHITX
V. undeleteEXEC 2~ > K
ZEHL T, HIBRL7=7 7
ANEHBRTEETE D LD
W22 £9, HEInk
Ty AVEEETE £
Ao BT 4 Fal—3
7 ANEERITHEET
2IZIE, squeezeEXEC =2~
VY REFEHLET, 7T A
C7IvvaTdZrA AL R
T AT, HIfgSN 7 7
ANVFRETEEEA,
CONFIG_FILE Bgi5545 CHg
ESNlar74¥Xalb—
vary Z7rANVEHEEER
ITHIBR L L 9 & LIzgs
AT BT LY HIBRORER
R DT a T NINFOR
SNET,

SAATSY2T7A4IL IV RTLTOHCONFIG FILEIRIEZ#DIE

ft 3

7?%A73yy;774wvx%Aﬁm\ammlmmﬁﬁgﬁfﬁﬁéntx&—b
T arZ4FXal—var 74 0Er—RT5K9ITCiscolOS VT MU =T ZiRET
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AVT4FaL—2av IFALOEE |
B /52275922 9740 £ 25 LD CONFIG_FILE BEZR DI85

& %9, CONFIG FILE Z¥(D7 7 4/ NI NVRAM 272V £9°, CONFIG_FILE ER5i 445 %
EEFTHIIE, 20872 a OFEEFATLTLEE W,

FIE
ARV RFERIETI Va3 B#Y
AT w1 |enable FrHE EXEC T— &AL ET,
i : « NAT—REANLET (FERSH
=%a) o

Device> enable

R Fw 72 |copy [flash-url | ftp-url | rep-url | tftp-url | | 75 oL a7 7 AN RF AT T 4

system:running-config | Fol—tay TrAAbat—LE
nvram:startup-config] dest-flash-url . EREEHCL. T BT AL AT
il - TryAnma— RIhET,

Device# copy system:running-config
nvram:startup-config

R 73 |configureterminal Ja—r ) ar7 4 ¥al—i gy
15“ . £ — }‘%Eﬂﬁébiﬁﬂo

Device# configure terminal

R T 7 4 | boot config dest-flash-url CONFIG_FILE BREEAH AR E L £,
Bl - ZOFIEC LY TR
CONFIG_FILE BREEAL N AT S E
Device (config) # boot config 172.16.1.1 7ro

AT v 75 |end Ja—r ) ar7 4 ¥al—ay
5l - T REKTLET,

Device (config) # end

R 7 v 76 | copy system:running-config AB—= P T vT A7 4 Fal—va
nvr am:star tup-config VAT w3 TCEITINT-ar T 4
1 Fal—va 2 RELET,

Device# copy system:running-config
nvram:startup-config

R 77 |show boot (fE:#) CONFIG FILE BREEZEHDONE
51 AR TE £

Device# show boot
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| av74F¥aL—vav oz roEE

RDIEE

zorz I

il

WOWNL, EfFar 74 Fal—ay Z77ALVETF AL A Za’—LET, F0
HB., VAT ANHEIFEISNDLDE DI T 4 Fal— g NAX— T v o
JA4F¥al—var: L THERESRET,

Device# copy system:running-config usbflashO:config2
Device# configure terminal

Device (config) # boot config usbflashO:config2

Device (config) # end

Device# copy system:running-config nvram:startup-config
[ok]

Device# show boot

BOOT variable = usbflashO:rsp-boot-m

CONFIG FILE variable = nvram:

Current CONFIG FILE variable = usbflashO:config2
Configuration register is 0xO010F

AL =R T T ar74 Xalb—ay 774 NVOEFRZEET S &, nvram:startup-config
a<w U RiE, A= T v T ar7 4 FXal—vary 774 VOHFLWEFIOT A YT AL
72 £9°, more nvram:startup-configEXEC 2~ RiZ LV, A¥— T v 7 a7 1F¥=a
L— g VOBATCER AR, A= T v a7 4 ¥ a2l —2a URNERENET, ae
nvram:startup-config EXEC =~ KiZ X ¥, NVRAM ORNEDHE X, CONFIG FILE BRE:
ERTHRESINTE 7 7 A VDBHIBRSIVET,

copy system:running-config nvram:startup-config =~ > KZHHL Tar 7 4 X2l — 3
VERAFELIESAS. T RICE Va7 4 Xal—ay T A NVDESN—T g UE
CONFIG_FILE BREEAHIC L 0 E SN HATICRAFE S, it/ S— 2 13 NVRAM IZfRTF
SNET, WA= ar bz, 778RA VR MEREEGERVI—T 3 2 TY, NVRAMIZ
SERNR—U g DAy I 4 Xalb— gy TrAAREENRTVEEAIL. T3 2 35%EE
NV g vt~V a v TEEXTLZL2EERTLI 707 M 2F R LET, NVRAM
Wi a7 X2 b —2a UREER TV AELAIE, 73 AIERO T e 7 N EFRRL
RO TNVRAM ICHAFEOMB A=Y aroar 7 4 Falb—vary 7y A VE EEET
DALER A D F T,

)

() 7I7vvaF A AZHDT 7 A /% CONFIG FILE Bgi¥ L U CHE LIZHA. copy

system:running-config nvram:startup-config 2~ RCa 7 4 ¥l —ar 77 A V&%
FTH-NNC, Hnar 74 Xalb—rary 7rAME THIBREA) E~—27 Sh, HiLna
VAKX 2L —2ay TFAARBEDTAL RAEENRET, TR Thbinar 7 ¥
L—=ary T ANBAEY 2T L0, &ENICT T v v a A VTR £,
squeeze EXEC 2~ REHHL THWary 74 Fal—rvary 77 AV E2%EL2CHIBRL, 8
WAL T IEEN,
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AVT4F¥IL—Yav IFALOER |

B - xav—vavorqnzesrn—rea7 1 20%E

AV T7A4FXAL—230T7AILEZHDoO—KRT 5T/ ADEKRTE

Fy NT—27 a7 4Fal—2arBIOERANar7 s Xal—vay 77 A4 N040)E
FEftZE ) A NEIRETEE T, CiscolOSXE Y7 U =71k, W%y hU—27 £7213H8 %
fharvrgasFXal—vary 7y neua—RN3TA5ET, ZTOVRXAMNEAFY LET,

VAT ADEEIFICa T 4 X2l —a Ty AN ERT A= TR IICT NS, AR
ET DI, OB v a ryTHIATLIZXA 20l EbH 1 DFEITLET,
Xy NU—T a7 4Xal—ay TrANEX T O— RTAHTFT A ZADORTE

e RAN LT 4Fal—Tary TrANEXT O — RTAHF L ADOHRE
HEPICaZy 74 X2l —ary 7l a— RTERDP-TFIREES, ERENET7 7 A0
RANNOREEINDZET, TARFT10H5TE (F740 MRE) ICHRITLET, &7
MET AT LI, TRARZEVUTORA v E—UNary y—imRICERENET,

Booting host-confg... [timed out]

AR — R Ty a7 s Xal—ay 77AMWIRAULDOMEND =4
74¥1v~yayvyx&ﬁNWMM%ﬁﬁﬁéio_&%énfméﬂAi FNA A
L Setup 2~ 77 v U T 4 IZBITLET,

XY RIT— A0 T74FX2L—230 T7AIILEZOA— KT BTINA ADERE

BB —A—hb Xy hU—7 av T Fal—var Ty Ak yran—RT5 L
212 CiscolOS ¥ 7 b = 7 ZFXET HITIL, WO FNEEZFATLET,

FE
AU RFEREETIa Y B

AT 71 |enable Rt EXEC E— R AT L E T,
1 - e NMAU—REANLET FRIN

725 8) o

Device> enable

AT w 72 | configureterminal JTa— ) a7 4 ¥z l—3a
Bl T REBHLET
Device# configure terminal

A7 v 7 3| boot network {ftp:[[[//[username EBHC A 7 a— R 5%y hT—2
[ZpaSSNOI‘d]@]|OC&tI0n ]/directory _ A 74 Xal—iary TrALABE
Jffilename ] | rep:[[[//[username@]location OIS 57 a k=L (TFTP. RCP.
J/directory /filename | | tftp:[[[//location 713 FTP) %457 Lk ’
J/directory J/filename ]} - A °
M' '29}7—7:V74¥1V_y5

' ¥ 77 AN ERE LRWEE
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ARk AVTqFaL—vay IrALESY O— KT 5T 208E [

AU RFERETOVa Y

B8

Device (config) # boot network
tftp:hostfilel

CiscolOS Y7 R =7 X7 7 4 /v

kD7 7 A V4 O network-confg %
FEHALET, 7 RLAZHE LT
B T RAFT e —REy AT
RLZAZEHLET,

BEDOXxy NT—27 a7 4 Xa
L—yay 77 A NVERETCEE
I, Y7 =TI Xy hU—7
a7 4 Xalb—rary Iy
Zu— RTX5FET, AEhizE
WCEATLET, ZOFIEE, Bird
REHHREFFD, Fy hT—2 H—
NR—Fklica—REnNs7 7 A Vel
BRFFT 258K IHET,

ATv74

service config

1

Device (config)# service config

BEEEFZRAY FU—7 77 A V& H
e — RTDL VAT LEA
R—=T Wz LET,

ATvT5

end

1

Device (config) # end

Ja—nR)L a7 4 F¥al— gy
E—RFERTLES,

ATvT6

copy system:running-config
nvram:startup-config

1

Device# copy system:running-config
nvram:startup-config

FEiTar 7 4 Fal—Ta B AX— |
Ty ary7 4 Xal—ar 774
JVITERAF L E T,

RAROAVIAX2AL—23Y T7A4IILERDA— KT BT/INL ADERTE

BEEF Y —RN— O RA N a7 40 Xal—Yay 774 VEF 7 u— R45 X592
CiscolOS V7 " =7 R ET HIZIE, ROFIEEZFEITLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

¥iHE EXEC E— FEARNC L £,
s NRAT—REASILET (HERXH

=55

o
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B Axravo ®a—var s7q088900— KT B4 ROBE

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
ET— RZHBLET,

ATvT3

boot host {ftp:[[[//[username [: password
]@]location ]/directory ]/filename ] |
rep:[[[//[username@]location ]/directory
/ffilename ] | tftp:[[[//location ]/directory
Jffilename] }

1 -

Device (config) # boot host
tftp:hostfilel

EEIF A D — RT5KRA R a3
T4 FXal—vary 7rABIOME
A&Ens~7uv k= (FTP. RCP. £7-
X TFTP) Z#HEL T,

e ARAN IV T 4 F2lb—Tay

77 A NVDLRITETRE LR WA,
T A, ENHE O EMEH
LTCHRAMary74F¥alb—3
VI ANLEKLET, O
X EOARNTT RN TUPNLFE
Haxiv, +XTO RAA AFRITHI
BrsAL.  T-config) 2NBMMEIvE
T BA MEOEREFIHTE 20
BAlE, Y7 Ny =TT 740 b
DHEAN a7 4F¥=2lb—vay
7 7 A V4 D device-confg = L
T, 7T RVAZAME LIS E. 7
WA RETB—R¥x AT KA
AL ET,

HEORA a7 4FXa2l—3
V77 ANERRETEET, Cisco
I0OS Y7 ho=T1d, AA L a3
T4 Xal—vary7yrA)Veka—
RT&ELE T, Az T
LET, ZOFIEZK, HporEE
WEFFD, Xy NT—7 P—r3—
kize—RaNnd 7 7 A NVEEER
B oG aIlc& bt T,

ATvT4

service config

1

Device (config)# service config

FHEIFICRA N 77 A V& BB
o0— RTA5E9CV AT LEAR—TIL
I LET,

ATvTh

end

1 -

Device (config) # end

Ja—) a4 Xal— gy
E—-FEKTLET,
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| av74F¥aL—vav oz roEE
avTs®aL—vav rrsrosoukEE [

ARV RFERFTIVaY B8

27 7 6| copy system:running-config FTar74FXal—varskAL—L
nvram:startup-config Ty arZ74FXal—yary 774
15“ : /1/@11'%7[? szwgﬂo

Device# copy system:running-config
nvram:startup-config

il

KU, hostfilel LWV ARTDOARA ka7 4 Fal— 3 77 A /LE X W networkfilel
EWVWILBIDXR Yy NT—7 av 7 4 Xal—vary Z7rANEX 7 ya—RRT5L9
TN AERET D ERLET, 7/ AL TFIP B LT B — R¥¥y AT K
VAEBHL T 7 AV EZRGLET,

Device# configure terminal

Device (config)# boot host tftp:hostfilel

Device (config) # boot network tftp:networkfilel

Device (config) # service config

Device (config) # end

Device# copy system:running-config nvram:startup-config

OV J4FaLb—23y 774 ILOBEEDHEERERE

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,
N6 DOBEREIE, FRCHRR SN TWARWRY | BASHY V=R LEOTXTDY U —XT

EHTEET,

J1)y—=x Hae HERETRR

Cisco IOS XE Everest a7 4F a2l — a7 4 FKFalb—ay 7T, v
16.5.1a vary Ty ANDE | AaBT N, AOMEEE DAL A AT D

i} 728D CiscolOS Y 7 Ny =7 a~<wy KIng
FNTWET, v NiE, YAT7TL%E
B L7- & & (startup-config 7 7 A /L1 5) |
Frliar 74 Fal—var ET—RT
CLIIZzvwY R&E AT L7z & &IZ, CiscolOS
Y7 hU =TI Lo T (Bl KOV
17) SNE7,

Cisco Feature Navigator 55 &, 7 v h 74 —ABLRNY 7 NI =T A A=V DV R—
ME®RZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7EALET,
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=10

i

BEEETFzvh—

AT = — @ﬂ@iﬁ (373 =)

s AOEMET = v W —ICET B EHR 374 X—)
AT = v —DFLT (374 RX—)

« BEMWET = v W —OEEEIRE (375 ~—)

ZalF v h—DHREER
BT = v — TR ORIRFHS 5 Y £ 7
CHERPEF = v — 13 CPU SRV T, F1T & DM CTF = v D — % E(T 5 2 & 1HENR

SNFEEA,
BEMT = h—1IA Ty T ay bEYR—FLTHERA, LT, BETOFET
TFERTE EH A,

T TICETHTORENT = v W —Z2F /Tl o3~ Fiddb v FEA,

cHRAT Y DN— Ry 27 N ORI ORNCEEZESINES, Yrr T I070
K DOHERH L CHRETE £,

e LA Y2MACEAENF 2o —i, Y7 b7 abt—%2EHL T = FY7 =27 OMAC
7 RUVAZBREECTE £,

BAHMT =y H—F, TRXTOFr—ATHRBRHZBOT L) ICHEFINTWET, =272
L., ROVFT VA TITENICBERENRESNDZ ERH D 7,
s KBKL/2 T — 7 WARREDET (7 V7, BFEERY)
c BAMF = v H—DFEITHIC, MOERENFEIN T CPU M HRNIEFICE L 2o T2
B BEMF v h—2, CPUBEHRNEW T 0B 2RO REEZHETIHENH Y
*9,

LAY 3ITATFHY A MNEEUF = h—TIE, It P D/N— Ky =7 (FED)

Fxy 7 3RBCTY RSN TWERA, 07T 727 —O/H & WG ORE
TTEET,
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BEMFzvh— |
B zotrzon—icEsams

s LAY I AT Fy A NESGWT = v 7 —TIL, $525 Manager-RP V7 b =7 Dz b
VT R—bFSNTHEEA,

BEEFz v h—ICET HIEHR

BEMFIvH—OBE

BEMET 2o h—IE, V7 MUz T BN Ry =2 THNOIEIERT—T/VOREEICEET
HERENELET, Y7 b2 T ORELE NN— R =7 ORELZ IR LET, REARD D
ek, EEBICHBEICZ Z 7B i ohEd, kY, BO ST TV a—TFT 47D
B2 M CEx E3, BAMT = v I—Id, RN NI TN a—TFT 4 VT EMETHHD
T, VT MU =TT—TNEN—= R =27 T =T NEOREEIRENR Y NU—7 OREE
FIERI L TCWD YT VA ERETIOICKRILET, Zhicky, BEEMRT 7200
VIR N Fafs S v E T,

EVEF = v h—TlE, 2 ba— L FL—r bRk Py (Fi3in— R 7ar—)
~DOxY h) ORRGEEZ AR — N LET,

BMF Ty A—THYR—FEhHHEE

E24

BEMT = v I —TITROEER R — N I TWET,
s LAYV 2MACEEMFzvhH—: ZOBEMNT = v I —IiE, I0S=> F U5 FED V7
o272 b ERIELET, F/2, N"—FKUxT7T7T—7/LDOMACT FLAZRKFFEL
F7,
« LAY3FMANFPIZY Y BEMF I vH— : ZOBEMTF = v h—1F, Bkt~ —T v
FP 7uat® 2Dl A ¥2, LAY3. BLIOYAFXXY AT T2 NORT—H A%
RELET, 2T, TWAT V=7 FERMBREFTOS T V= EREENET,

BEMF T v H—DEIT

ROFKIE, SESERBEEMT = v V—2FTT2a~vr FaRrLET,

avy Kk B#

show consistency-checker |12 LA ¥ 2 #5057 — 7 )L T consistency-checker %
FITLET,

show consistency-checker 13 LA ¥ 3 #5167 — 7 /L C consistency-checker %
FITLET,

show consistency-checker switch FE7E L7=AA » F T consistency-checker & F1T
l/ \i —;_‘O
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| BottFzvh—
wamr v r—oueEE ]

A — L,
BEMF v h—OBEEERE
WOFIZ, ZOFY2—/LTHlHTIHED ) V—2B I OEE#EERZ R L ET,
I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEOTXTOY U —RAT

fEHCcE £,

J1)y—= HERE LA LE

Cisco I0S XE Amsterdam |8 A& = o 7 — BEMET v h—I, Y7 U7 EBIY
17.3.1 N= R THNOSEIERT—T VO

IR T 2 HMEINE L, RESPMH S
nNaEFIC7 I 7%2M40F3, 2k,
HEARWIIR RTINS a—TF 4 R T
HHDT, Y7 =T T—T L n—F
U T T — 7 VR ORESIRER R > b
U— 7 OREESIER LTS U A
ERET HDOICENLET, ZHUTLD,
R A i3 5 72 0 O RE R NS S
£7,

Cisco Feature Navigator Z i [ 425 &, 77 v F 74 —ABILNY 7 b =T A A= DHHR—
MEH % #5538 T £ 9, Cisco Feature Navigator (27 7 & A9 %1Z1%, https://cfang.cisco.com/IZ
TIRBALET,
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s 11 =

X7 aE—

IORF2 AT, BF 27 23— (SCP) H— "—ffREHICS AT A RAEHET
B FNEZ DWW TR L £,

X 2T a—ORMHESME (377 =)

* Secure Copy (2B 5 1FH (377 ~—2)

X a7 a—OREHE (378 =)

et X7 a—OFKEH (381 X—)

X a7 ab—CETLEMER (382 —)

X 2T at—OREFR (383 <—)

X217 JE—DRHREH

e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

« Secure Copy Protocol (SCP) 1% SSH ZffiH L Tt = 7 REREL EITT D72, T3 A
(21X Rivest, Shamir, Adelman (RSA) F—D X7 BHMETT,

Secure Copy IZB83 %15k

Secure Copy HEHEIX. AA v TFOHRESCA A=V 7 7 A NDabt — |l F o7 72l i & i
it L ¥ 9, Secure Copy Protocol (SCP) 1%, ¥ =7 =/l (SSH) . 77U Fr—var,. B
KO Berkeley r V' — VDt F 2 7 e RBEFEA T 570 F a2 VIR L £ 7,

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
BILTWET, 72720, SCPIESSHDtEF =2 U7 41 L TV D sUFBRE 9, Nz T,
SCPTlE, = —HF—NIELVMERL NV ZRS>TNWDHZ L 2T NS A ETHITE 5 X912,
RRE, FFR, BLOT AU T 47 (AAA) ZRETHLERH Y 7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BO77ANDAE—%F A AL OMTRITTEDDIR, FHELAN 15 Da—F—Dh
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£¥a27aE— |
B t«x272c-0101r—~>zmt

WV ET, FASNEEREIV I AT =2 a b ZOBRELZFITTLHILHTEE
j—o

\}

GE) spscp.exe 77 A NVEMH L TWDLEAEIT, SCPA T v a v EAMILET,

* SSH ZHERE S E 511X, RSA BFAF— L EF— DT &7 /A A TRET 2 LE DB H
V)‘ij‘o

X1 7aE—DINTA—T 2 AMAL

SSH —#&7 —Z ikt — REHT 5L, 7747 MEZIT——DOFETEIET 5 SCP
DAN—T"> "R T =< AN EIRDZENTEET, ZOF—RNEIT 74V N TILE
B2 > TWETA, ipsshbulk-mode 7 m— 3L i 7 4 X ab—vay awy R L
THMZTHZENTEET,

\}

GE) Zoa<wr L, KERT77ANVEBERETDIHEEICOBREMIL, 77 A VEREDE THICE

BT D2 LaBd LET,

4?:L77:3 E— 0) ﬁgjiﬁ&

ZITIE, xR AT A —0OREEEICOVWTHALET,

X1 7aE—DETE

VAT INA AT SCP = N"—UERE DR E LT DI1TIF, ROFMEEZFTLET,

F&E
ARV EERET7TIVa Y B#
AT w71 |enable HHE EXEC £— FZ AW L £,
i - T T IRRREINCHNRAT— R
AN LET,
Device> enable
AT w 72 | configureterminal Jua—)LarZ 4 Xal—gy
Bl - T REBALET
Device# configure terminal
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| €%27 23—
ssHo—n—cotx27at—nsx—Iut [

aAvYRFERET7IOIY BRI
Z 5w 7 3 | aaa new-model nJAUVEED AAAGRGEEZRTE L ET,
I

Device (config) # aaa new-model

R w 7 4 | aaa authentication login {default | AAAT VA ha—L VAT LS
list-name} methodl [ method?2... ] S =TT LET,
1 -

Device (config)# aaa authentication
login default group tacacs+

R T 75| usernamename [privilegelevel] password | - —+4F4 2 X — R & LIZR8REV AT L%
encryption-type encrypted-password HesE L4,

1 GX) TACACS+ <° RADIUS 72 &
DXy b T —27 _R—ADH
AEA =X LRBREINT
méﬁA I, ZOFIEESE

Device (config) # username superuser
privilege 2 password 0 superpassword

ATy 76 |Ipscp server enable SCP #— ~MilBRe 2 AT L £,
{5
Device (config)# ip scp server enable

ATy 7T |exit Ja—syar74Xalb—vay
B - F— F&#& T L. M EXEC E— FIZ

RO ET,

Device (config) # exit

AT 78 |debugip scp (&) SCPIRAERIBE A M L £ 7,

1 -

Device# debug ip scp

SSHYy—/N\—TOEFXFa27aE—DA4 *+~—7)lLit
WDH AT TlE, SCPOYV—N—ASREDRETEEZ TR LET, ZOX AL, T/ ATY
F—bFDU—T AT =2 a o7 7 A NEZRIIA—TE 5 RINRREELRLTWNE
7,
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B ssio——cotxaraE—osx—Tui

FIE

t¥a7ae— |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

T T INEITRSNTICHNAT — R
AN LET,

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

aaa new-model

1 -

Device (config) # aaa new-model

R, T T T
(AAA) T27ERA ay ba—/)L EF
WA X—T M LET,

==
AW :EENN

ATvT4

aaa authentication login default local

&1

Device (config)# aaa authentication
login default local

0 J A UEEOREFEIC T — LD —
P F—F_R—2 5T A L5
AAAFBREZERE LT,

ATvT5

aaa authorization exec default local

1 -

Device (config) # aaa authorization exec|
default local

22— =T 7B RAEHIRT S /87 A —
Bty NI—7IZRELET, &
3T L, —H— ID THHE EXEC
VD FTEFAIT HINE D DEE
#LET, 2OH%, VAT LTI
0= NT = N_X— AT DN
DHdHZEEBELET,

ATvT6

username name privilege privilege-level
password password

51

Device (config) # username samplename
privilege 15 password passwordl

=P R—RADFRIET AT L& ML

L. 2—%4, MRV~ BLOYE

WE{L AT — RERELET,

G¥) privilege-level 51z M H 72
Be/MIELE 15 T, MERL
UL 15 KOG,
gl S E 7,

ATy T17

ip ssh time-out seconds

51

Device (config)# ip ssh time-out 120

TNA ANSSHY AT v bDIRE %
FEOWFfEIffRZ . FPEAL TR E L £
TO

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



| t%a72€E-
%27 at—oiEsn [

ARV RFERETI Y S

AT 78 |ipsshauthentication-retries &% A B—=T A AD Yty ME, R
1 - AT A RELET,

Device (config)# ip ssh
authentication-retries 3

AFwF9 |ipscpserver enable FNRL AT, YT h Tl 2T
Bl - VaAVINDRRPIT A NEaE—T
ELEOICLET,

Device (config) # ip scp server enable

A7 710 |ip ssh bulk-mode ({EE) SSH &7 — Xkt — K&
- A X—=T LT, SCP DAL=y
FRT p—< A B L ET,
Device (config) # ip ssh bulk-mode
27w 11 |exit Ja—nR_) a7 4 F¥al— g
Bl - T— FEHT L, FiHE EXEC T— RIC
R ET,
Device (config) # exit
A7 w712 |debugip scp ({T:E) SCP AL RIEIZBET 2 2l
B - R L £

Device# debug ip scp

X227 aE—DHRFEH

wIZ, ExX 2T a—0REMERLET,

Bl O—AIIBEEZFRALE-EX27 aE—DETE

KOFNL, EXFaT7 a =0 —N"—fEDOREFHIEEZRLTWET, ZOFITIE, v—2F
NMIERINTFZ—VFL AT — REFHLET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# aaa authentication login default local

Device (config) # aaa authorization exec default local

Device (config) # username userl privilege 15 password 0 lab

! SSH must be configured and functioning properly.

Device (config) # ip scp server enable
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B v xR xBEEEALEEF 27 E—DY— " —BHORE

Bl :Rmy FD—OR—X

DEKTE

X173

Device (config) # end

53]

Ith

t¥a7ae— |

FzEALE-tFa7aE—DH—/\—4

WOHNL, Xy NI =T R—=ZADFIEA NN = AL EFH LIt x 27 2 ©—0W— S—lKEE

DREIEERLTOET,

! AAA authentication and authorization must be configured properly for SCP to work.

Device> enable
Device# configure terminal
Device (config) # aaa new-model

Device (config) # aaa authentication login default group tacacs+
Device (config) # aaa authorization exec default group tacacs+
! SSH must be configured and functioning properly.

Device (config)# ip ssh time-out 120
Device (configqg)

Device (config) # ip scp server enable
Device (config) # end

E—ICR9 %EMEHR

EEEH

# ip ssh authentication-retries 3

ESPERE]S

I=-aTF7ILEZA I

TXaT v N—=Ta 1 E2DFR—F

X2l Vo LORTE

SRADTHYZ AL YER—+

Bl

>y

FEDOURLIZT ZVEALT, YAIaDT 7 =%
Y R—=FERERBIIEH LTS EEN, 2
nNonyYI—2%, V7 =T A VA R—
LMLTHRELEY, P28 r 7 /u
BT A EREME E R L= 357
DIHEHL T ZEV, 2D WebH A k ED
V=T 7B AT HERIE. Ciscocom D/
A4 IDBLORAT — RRLBECT,

http://www.cisco.com/cisco/web/support/index.html
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I X217 aE—
#2127 at—omiEs

O_ Ab,‘i
t X417 aF—DHEREEER
WOFIZ, ZOFY2—/LTHlHTIHED ) V—2B I OEE#EERZ R L ET,
I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEOTXTOY U —RAT

EHCTEET,

)1)—= T RE HERETER

Cisco I0S XE Everest Xy ar— Secure Copy H§REIX, 7 N1 AREE/21TT
16.5.1a NAAA A=V T 7 A NEAE—T 5720

DR TSN a2t L7, SCP
X, SSH, 77V r—var, BID
Berkeleyr Y — /L D& F = 7 72V FE A 42
4257 o ba VK EFELET,

WD a~y RPEAFIIELEINE L,
debugip scp ¥ £ OV ip scp server enanle

Cisco IOS XE Amsterdam |+ % o7 2 °—m/% |SSH —F5F— R&2fHTA & BEORE
17.2.1 Tr—<wr AR L Uk D, KEOF—FE%E S 7 a s —
VX DAN—Ty hNT = A% b
TEET, ZOFE— KX, ip ssh bulk-mode
Jua—")aryZ7 4 Fal—grravy

REMHLTENNCT LN TEET,

Cisco Feature Navigator # /425 &, 77 v b 74— BNV 7 U =T A4 A=V DY R—
MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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B tr27 ac—omens

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEIV T4 F¥aLl—23av A4 F



5 12 =

a4 xXal—iaroEEéEO—)L
NV D

eV T 4 Xalb—Ta VOEBE T — LNy T DRSS (385 RX—)

e T 4 Xal—Ta OEHE T — Ny 7 OFIKIFEE (386 X—)

e AL T 4 X2l —T g DEBRET— LRy T IZONT (386 —)

e 7 4 Xal— g rEla— LNy 7 OFERTE (389 —)

eV T4 X2l —T g UOEHE T — LNy 7 ORER (397 X—)

s LT 4 X2l —TarDEET— NNy ZIZETEEOMOBEERE (400 2—)
e T A4 F 2l —TarOEBRBIOa T 4 Fal— g rDa—LNy 7 ORI

(400 =—)

a4 Falb—a nEBEO—IL/INY Y DHNIRE
%

AT 4 X2 b —aryOEE e — LNy I OEEICRHTAANERDZa T 4 X2 b—
ay 77 ANDERIT. EHED Cisco V7 NV 2T a7 4 FXal—Tary 77 ANLD,
WITRTA T v MRANCHEILL T AR ERH D £,

cHILWTOTARTOavw RiE, avwr R ary 740 Xal—y gy 7F— RV E
D, A>T L THBLET,

el Llary 74 Xal—vagr P TE—FRNOavy Nifk, A= 15 AT b
LET,

L2 a7 4 Xal— g TE—RFRNOavwy Nifk, A= 2Ml45 A 5 v b
L7,

LT, <P TE—FRNOa<v Rt BCE2 AT MLET,

INooA 7 MHANZIE, Y 7 B D =7 7 show running-config <> copy running-config
destination-url 72 XD a~> FDar 7 4 Falb—v gy 77 A NVEERT D HERTERSN
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B oo xar—vavormE0—LA Y s OBKEE

VT4 ¥aL—YavoERED—LAYY |

TWET, VAT FTARALRATERINDI AL 74 F2lb—Tay 77403, TRy H
L7z AN eV E T,

20oDAL T 4 Falb—varyZrA) EEOETaLry7 4 FX¥alb—raré, BEINE
B#Ha 7 X2l —ay) ALYV A ALY RERZBE AT BDNLETT,

a4 FXalb—arvnEBmEO—I)L/N\Y Y DFHIHE

I8

TNA A, 200ary 7 4F¥alb—vary 7740 BEOFETay 7 4 Falb— g
L IREENEER a7 4 X2 —ay) EEbEEY A XL REAREE AT Y RN
WS, 27 X2 b—Ta VEBRBERFEITINER A,

Py NU—7 TR, A0 a L iR—x b WBA o H—T oA AR E) IZBET DRED
Ciscoar 7 4 Falb—raryavrNE Frar7sFal—Ta oW TEMERIX
HIBR4 2 Z L3 CTEERHA, HE2IE a7 Falb—ra VERBEEZIToTH, 204
VR —T 2 A RAINT N A BIZWBICHEET 256, BUEOF Ta 7 4 Fab—va Ui
o interfaceethernet 0 i~ > FITHHIRT 2 Z LIXTE £ A, FEEIZ, interfaceethernet 1
a< KT, FOXIRA B —T 2 ART A A2 BITHEIICEE L WEES, #EfTa
V74X 2 L= a BT EIETEERA, T 4 X2 —va VERBETZO
A TOEFELZRITTDHE, TOREOa~ L MTRKBLEZ LA RTTTI— A v —UN
FrRInEd,

FEFICENRT—ATTRN, V—F &2V —RLRWEFFED Cisco 27 4 Fal—ay
avw REFETaA 74 X2 —2arPbillRTERNIENHVET, a7 4 F2b—
Va VEWRECI DA T Da~v Ly ROHIREZERITTH L. TORED < NTHKRML
e BRTET— AyE—UNRERINET,

a4 XalL—arvEBmEA—IL/INYIIZDT

aAYvI4Xal—varTF—h47

CiscolOS 27 4 ¥ a L— a3y 7—hA 71X, configurereplace =~ NI L W igfitsh
Lar74FXalb—rvaron— Ly 7L LT 57202, CiscolOS 27 4 F = L —
AT e ANDT —HA T ORME, BH, FEHETO I EEANE LIEAN=ALTT, &
DOEEEEDE AR, EIfTa 7 4 ¥ = L—3 3 D 3 E—% copy running-config destination-url
av REFHALTREL, v— AU E— MIEHR T 7 A VERECTEE Lz, 72720,
ZOFETIEZ 7 ANVOABEREIT) Z LT TEERFATLE, —H, 2v7 4 Falb—
VarOEE T — LNy TEERETIL, ETar 74X ab—a v 7y A VA& BHBEIRYIC Cisco
0S 274 FXalb—=vary T—=UATIREFETEET, T—IAT7 ST 7A/MTar
T4 FXalb—arDFzyv I RA L R LTEHT 52 LA TE, configurereplace 2~ >
REMHLCUROa 7 4 X2 b—ra VIREBICRT ORI TE £,
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I aAVI74F¥aL—YarvnE#REO—ILINYY
avosxaL—vavoek |

archiveconfig 2~ > REMHATSH L, CiscolOS 27 4 Fal—T g% ar7 4 Falb—
ar T —HATIRETEET, TOGE, BEEOT AL NI T ANKDT VT
AMEREN, X=YarEE (BIOAT Y a s TEALAZLT) NEBICINENE
To N—=Va VB FITE LI T 7 ANVERGFTDZEIZ, 1 DT OREARVET, Z0HK
BEICED ., RfFL7-CiscolOS 2> 7 4 Xal—ary 77 AN E B LTEHITEXET,
T—=HA TNARGFTHEITa L 7 4 X2 b—2a VORIIIEETHENTE XS, 7T—hA
TN T 7 A NVED EREICET D L. RICEFHOTZ 7 A VBIRESND & EIT, &bV
T AN EEMICIEESNE T, showarchive =~ RZ#H3T 5 &, CiscolOS =227 ¢
Xal—val T —IATIRGFEENTNDETRTOaAry 7 Xalb—ray 774 /ZH
THERDPE R SINET,

AT 4 Xalb—Tay Ty ANVERFT D CiscolOS 27 4 Falb—ary T —hA7
I%. configurereplace =~ > R CfEHT % Z &L > T, FTP, HTTP, RCP, TFTP ® 7 7 A
N AT A B ETE £,

aAVIJ4F¥FaL—arvnER

configurereplace §5# EXEC =~ RIC Xk V| BIEOFEITar 7 4 Fab—ra v, RIFL
TEBWCiscolOS 2> 7 4 Falb—vay 77 AV TERTILZENTEET, ZOHKRE
I, a7 4 X2 b—va VERFLTBWERE~NRTZOIERTL I ENTE, 202
V74X a2 b=y a VIREEMRIESNTZRICED LD REFENMZ 5 TYH, R —L
Ny 7 S/DHENTEET,

configurereplace =~ > REEHT 5 & X%, BUEDOFATa L T 4 Fab—a vy EEWHRT D
72D, FAFENT- CiscolOS T 7 4 Fal—v gy 7 A NERETAVNENDH Y £7,
BT 7 A VX, CiscolOS T /31 AL o TER EN TR a7 4 FaLb—a v (copy
running-config destination-url =2~ > RiZ L > CTERR SN b D7 L) THDHZ ENVETT,
BHOHVE, BT 7 A NV EINBRNTAER T 255513 Cisco I0S 73 ABMERT 57 7 A VB
KUTERICHERL L TR T UE72 v £ A, configurereplace 2~ > K& AT 5L, BIED
RATar 74 Falb—vayMEESNIEERZ Y7 4 Fab—va i iigdn, —#o
diff WAERSINET, 22007 7 A NVOHBIZHEH S5 7L 2 X LE, show archive config
differencesz~> RCHEHESNDZ DO LRI TT, B 7 4 Fa L — 3 VOREIZRD
£ 9. diff OFERD Cisco 10S S—H—Z Lo THH SN E T, dff OABEH SN D7D, B
EDFITAL 7 4 Falb—r gy BIZT TICHEL TWEREaA~Y Y REFEMNT5 2 LIk
VAL D, BIENRY— A0 EZET bNET, 207V Y XATHE, HEFICEKET S
A<y R (T78AVARRE) ~Dar7 4 Xal—a BH i, HHONAX ok
Zi@ L CRIRIICIAT L E T, BHFORETIX, a7 4 F a2 b—3 g VEREEOE TN
BRNATIDETTHY, V—TINEEL T2 DR RTHRK S DL TITHIRENET,

Cisco IOS copy source-url running-config ###% EXEC =t~ > Ri%, £R1F S 417z CiscolOS =227 o
Xal—varyIZryANVEdT7ar7 4 Fal—rvar~abt =357l IEHSE

9", copy source-url running-config =~ > K % configurereplace target-url £3#% EXEC =~ > F
DOROVIZHERT 256, BRMESE L TRORICERDLETT,

» copy source-url running-config =2~ RiZ~—YEHETHY, Y —RAT7 7 A L EBUEDE
Ty 74 ¥al—va v Ofiioa~y RETRTREEShET, Zoavy FTH,
BEOFITar 74 Xalb—ralilOrEEN, Y—A 7 7 A MIIHFE LR A~
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VT4 ¥aL—YavoERED—LAYY |
B -2 ®ar—vavo—nnyy

RHIBREND Z &1EH 0 £ A, ZHITK LT, configurereplacetarget-url =< > R T
X, BT 7 A NVITHE LRV a sy RRBIEDFETa 7 4 Fa b— a3 U b HIRS
. BT AMEOH LA~y RRBIEDFITaL 7 4 Fab—a ABMENET,

« copysource-url running-config =~ > R Cix, BIfEOEI T2 7 4 X2 b— 3 2T T
FAELTWAMNE D Db b, V=27 7 A AHDOFT_RTOawy FAEASLE
T ZOTNTY ZLTNFEA TRV L GEICRE > TUIY—E2DEEREALET,
ZAUZx L C. configurereplacetarget-url =~ > RTINS ER o~ KO %A
L, BIEDF Ty 74 Fab—va VIHFEL TS a~vy FiTBEH ShEEA,

« copy source-url running-config =~ > R CIXimea s 7 4 Falb—var 7741
abv—spd LA TE £92%, configurereplacetarget-url =~ ROEH T 7 A L& L
THEATELDIE, 584872 CiscolOS 2> 7 4 Fal—vay 77 A VORTT,

AT 4 X ab—va VEBEREIC e v JEEREAVE A S LE L7z, configurereplace 2~ R
BEREND L, ar7aFab—va VEBROBIET, 774V FTETICT 4 K2 L—
Yary ZrANBRR Yy ENET, T0Ou v T AN=ANIE ST, BREWEOEITHICM
DA—P—=NETAL T 4 Fab—va r2EELED & LD, BREIIEORERT R
FETHZ LEPIETEET, nolock ¥ — 7V — K% configurereplace =~ > ROIFELTREZfE
ATsE, Frarr7sXal—varouy x5 4t—7 M TEET,

FTar 74 Xal—varounyZid, a7 X2 b—3 g OBEBREER T ENC E B
W27 U7 EnE$, showconfigurationlock 2~ > REEHT 2 &, BAEERTa 7 4 X2 b—
varilEfInTnbdey 7 2T RTRRTEET,

OV IJ4FXalb—araO—)LiNyy

02—y 7 ORE&IL, T RX—AOEETII T Y v ay ek R BT VCHEL
FT, T—HARX—RA TP I a TR HDHT—FX—ADT—T/I—HEHOET 2Nz
LZENHYET, TO%, BEEFTTL EREAEANCEHAT D) 2, BEEE2e—L
Ny 735 (BEREWEL CTT—7 NV EUROREBIZET) 2E2RRTLHZ LIV ET, 2
TR NNy I RERTEOR, BEORTEGATEY v —T V7 7 A VDS L, (O
EEHLMzHNRNENH Z LT, m— A"y ZEEORKREL LT, MAEERNEA SN
BHRTOIRBEIZERE Y £,

configurereplace =~ > REMHEHTHZ LT, Uaioary 74 ¥al—va VRE~EDHZ L
DHABRIZZR Y, 27 4 Fab— a3 REORIFRICINZ T ER 2RI — LNy 7 &
BB EMTEXET, CiscolOS 27 4 X2l —3I gy a—A_"\y 73, @EHINE—#EHD
EEREEH EIa— Ry JEIWERITH) O TIEZ2L, IRESIN/ZCiscoar 7 4 Falb—ay
T 7 A MIESWERFED L 7 4 Falb—ra RE~EDLEWVW ) a v FEHEHLTW
T, ZOarET NI, T2y I BRA U N (T—ERXR—RADRGFEINTNN—TV 3 y) ITRE
OREEZRGF LT W) | T—FX—2AOF 2 FIAL L TWET,

A7 4FXab—varou—A NNy JERBBRLERGS, a7 4 Falb—a Y OEHE|IT
Je3L 5T CiscolOS FATaL 7 4 Fab— a VEARGFETILERSH Y £, KiZ, a7 4
Fal— g &2EHLE%IC (configurereplacetarget-url =~ RZEAL) ELTZ= v
T4 Xalb—rary 774N EFoTEEEre— /L Ny 7 LET, R{FS4 7= CiscolOS =

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F




I AV T4 FaL—LavOEBREO—ILINYY
ST ¥al—vava—unvozagz |

T4 F¥al—vary 77ANRLENTHEHRI 7 4 Fal—rar b LTHRETES:
W, —EHOR— NNy T ETTADL I, B ANy T DOHNPHIBENHZEHH D FHA,

OV I74F%alb—ay A—JLN\y O THEESR
AT 4 X2 b—var BNy VEEMEREEREICLY, a7 s Fab—va VERDE
ITICER L THERAZERTHEOA T v a V THRETEET, ZOMREDZETERVWES, 2
V74X ab—va IEENEHSNDSRORBICRINET, ZOAD=AAF, Xv b
D=7 TNRARa—YP—F | IEHT 7Y r—a v EOERIZBNT, ary 7 4 F¥al—
Va ERIZERT AU A IET S L 0T,

a4 Xal—iaroEBmEO—ILN\YIDFA

AL T 4 X2 b —a VOEEEEMIIT— ANy 7 SET, Uo7 4 Falb—
g VIREE~RE D Z LN ATRE,

e FNRAAEY O —RLEY, CLITEf Ty 74 X2l —vay 77 A NMIMRFEEF %
TFEITRIZE LD THZ <, BIEOETay 74 Xal—ralr Ty AV AN —
KT ar7 4 Xal—valy 774 NVEBRTELD, VAT LDE T XA L
RFELTBWELED CiscolOS 22 7 4 Falb—3 g UIREBICET Z & & AlHE,

 BINCHIBEN KB/ o< RIZTBREEINDIGE, T/ AR E2Ra 7 4 Xab—
ar 7y ANEEATOLIENTEDLLD, a7 4FXal—a b OEERRT TV
[

- configurereplace =~ > K % copy source-url running-config =~ > KO & L TEHT S
L. BIEDF ATy 7 4 Fab—ra VIZHOIFO A~ RRBEREH IR0z,
MR L, = 24F DY 27 S EHEESILET,

A IJ4FXalb—arvoEREO—ILINYIDFERA
&

aAVI74FXFab—23a3> 7—h4 TDERK

configurereplace =~ > R&ME {9 % 9 2 THMHESRM L 25 ETH Y £ A, configurereplace
a<wy RE, CiscolOS 27 4 Fab—vay T7T—hA7HLWarchiveconfigz~ > F&D
BERIMEETTN, ar 74 ¥al—ara— ARy 7O F ) FTIERERHERH Y £
4, archiveconfig =~ RAMHT AR, a0 T4 Fal—ary 7T—IATHRELT

BLMERHYET, arv 74 Xal—var T—hATORMEEZHZRETDHICIE. ROEEE
FITLET,
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B - x—vav7—nsionm

FIE

VT4 ¥aL—YavoERED—LAYY |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATv T2

configureterminal

1

Device# configure terminal

Jua—N)L a7 4 FXalb— g
E— FEBRBLET,

ATvT3

archive

1

Device (config)# archive

T—IAT a7 4F¥al— 3
T— RERHBELET,

ATv74

path url
{5

Device (config-archive) # path
flash:myconfiguration

CiscolOS a7 4 Fal—v g T —
HATORFTE, T7ANLDT L
T4 AERELET,

() INAZADEZATTZ7AND
RbovicrF4a v M) &R
ET %A, 74V 27 MY
41X path flash:/directory/ @
ETHRAAT 2%
T H0ERHY £, Z
DAT vy ald7 7 ANV 4
DHATRLEDY £H
ho T4 VY ) EIEET
DA EWE T,

ATy TH

maximum number

1

Device (config-archive) # maximum 14

(&) CiscolOS =z 7 4 Fal—I 3

YT =HATIRAFSND I AT T ¢
Xal—vardD7—hAT 77,
B FREZRELET,

 number 3|%i%. CiscolOS =27 ¢
Xal—ary 7—hATIHRTF
NAFETaLryT 4 Xl —a v
DT —HAT 77 A NVED EIRE
ZRLET, AR EIZ1 ~ 14
T, 774V NI 10 TT,
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| av74F¥arL—vavoBgEn—LAyYH

avIs¥al—varoigea—Liy s gEozs i

AU RFERETOVa Y

B8

GE) Zoa~vy REefERT 5l
2. path =~ F&EREL
T CiscolOS 27 4 F =2

L—yay T—hA T DN
BT ANL T VLT 4w
J ALRRE L THBMLER
HYET,

ATvT6

time-period minutes

1 -

Device (config-archive) # time-period
1440

({£E) CiscolOS=2> 7 4 ¥ a2 L —'3
VT = A TICFETa T 4 X2 L —
arDT—A4T Ty ANEEEIR
F45MEEZRELET,

*CiscolOS Z > 7 4 F¥ a2l — g
T —NA TICBEOFI T 7 4
X2l —arDT—HIAT 774
Vi ERUE EOBETHEIWRET D
D%, minutes 5112 &LV 43 BAL T
fBELET,

GE) Zoawy REMHEHT 5
2, path 2~ RZ®RE L
T CiscolOS =7 4 F =
L—a vy 7 =4 7D
BELET7ANKT VT 4>
J ALFRE L TH LENR
b0 FEF,

ATy T1

end

1

Device (config-archive) # end

HrbE EXEC E— RNIZEREY 97,

ATvT8

archive config

1 -

Device# archive config

BEDOFRITRE T 7 A WERET —HA

TIRIF L ET,

G¥) Zoawy REEHAT 5]
(2, path =2~ R&fET
HENRH D F9,

AV 4Fab—2 a3 VOBEBROO—ILNY VIREDET

IFESNT- CiscolOS 2 7 4 Fal—vay 77 A NLNTHREDE T 7 4 Fal— 3
Ty A NEERT DL, ROEEEZFITLET,
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VT4 ¥aL—YavoERED—LAYY |
B - o xar—varoBsen—LAy s BEORS

\)

GE)  ZOFEDORNZ, a7 4 X2l —2arT—hIATE2ERLTEBLENDH D £, FEHIC
ONWTIE, I 74X alb—Tary T—hATOEK ZBRLTIIEEN, KIZ, BIEDHE
Tar74F¥ab—ra yCHBENELTELRIC, 7T— 47 LTBWeary7 o b—
Va ZRTFIEOFEME R L ET,

FIE
AV RFERIEITII Y B8
RTw 71 |enable HitE EXEC E— K2 A LET,
1 - e NRAT—REANLET (FERSh
7258) o

Device> enable

ATFvT2 configurereplacetarget-url [nolock] [ist] | f£7F L CTHEU 7= CiscoI0S =7 4 ¥ =
[force] [ignorecase] [reverttrigger [error| | —< 5 77 A LTHIEDEITa L

1 [timer minutes] | time minutes] ] T4 FXal—ary IV aEBL
fi £7,
- target - url 51%0%. archiveconfig =

Device# configure replace flash:

startup-config time 120 <~V F TR SN2 7 4%
L—vay 77 ANRE, BUED
FTa T4 Xal— g L ER
T 5. PRiF &4z Cisco 10S =2
TA4FXa2lb—vary 77D
URL T7 (CiscolOS 7 7 A /LT A
TFLATT 7 RAAERLOD) |,

elig ¥—U—RiX, =27 1F¥=
L—3 g VEBEWED /SR T,
CiscolOS Y 7 b =T /X—H—|Z
LoTHEAEN a2~ K IA4
DYAREFRLET, EIT783N72
INADE B FRREINET,

«force ¥ —VU — K%, BEDET2
V74X 2= gy BIRELE
CiscolOSzZ v 7 4 Falb— g
T 7 A N~DEE | R e
FEHEPICETLET,

« timeminutes ¥ —U — FEB L OF K
X, BEOF T2y 7 4 F 2 b—
Tay 7y ANOBEBHERDOTD
IZ configureconfirm =< > K% A
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I aAVI74F¥aL—YarvnE#REO—ILINYY

avT4¥aL—varnERen—LAy s BE0xG [

AU RFERETOVa Y

B8

FI L7220 F T8 B 72 HIRREFRE (4
HNZ) ZfRE L £, configure
confirm =t~ > RAMEE O il RIF
NICATT &R nWihE, 2v 74
¥ L—a CEEEREIT B BRI
RENFET (0F v, BENFET2
V74X al— gy Ty AN
configurereplace =~ > K A I LLR(
DAL T 4 Fab— 3 RREE~E
EfEEnET)

nolock ¥—9V— RNiX, a7 ¢1¥=
L— g UEBERER IO 2 —
P—NFEfTar7 4 F¥alb—rar
EEELRWESIZFE T2 T o
Fal—raryIZyrAleayy
THMRER A 7 ICLET,

reverttrigger x—7— KX, jtdH =
74 F2b—Tar~ET Y
H—%IRONENPOEELET,

eerror : =7 —MflCTDO I
TA4X 2l —valRELE
R

« timer minutes : 5 7& L 7= B8
WELETTDOL T 4 F 2L —
vavIilELET,

GE) BAICL->TIE, B
INZEED revert
trigger #/EAZ FEITL T
WpHEXIZ, a7
Xal—i a0
BRI, DA
T4 X2l — 3 0k
RBIZ R H D R
HTEBRBYET,

eignorecase X —"7U— RNT, a7«
Fol—Ta  ERI~ ROK
XLF &N FOXB R ST D 2
ENTEET,
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B - o xar—varoBsen—LAy s BEORS

VT4 ¥aL—YavoERED—LAYY |

ARV RFERETIVa Y

B8

ATvT3

configurerevert { now | timer {minutes|
idle minutes} }

1

Device# configure revert now

(EE) FFRfEEe — Ny 7 &y
AL Ta— Ny 7 2R N T—F
A, FRTERFEEe — Ny T DRT
A=Yty FTDITIE, FHEEXEC
“&— KT configurerevert =~ > R %&ff
ALET,

snOw : I — /LNy I H 22 B R
H—LET,

etimer : 27 4 X2l —va %
TR THA~—%&ty FLE
‘a‘o

o JCIZ BRI 2 20 AL THT7- 12
FBET H121%, minutes 515t %
timer F—U— K& LI
L%,

cfREENT-a T 4 X2 L—
va VICRTE TS, BENMT
OIanT A RVERE 2 ek &
NEERLSHFRTEZDONERE
T HI2iEL, wHA ORI E &
WZidlex—9U—R&FHLE
ERS

ATvT4

configure confirm

1 -

Device# configure confirm

(fE8) -1 LTIV 7= Cisco IOS =1 v
T4 FXal—yar 77 AI)VOBRIED
Fi7ar 74 X¥al—Tary 7y
~OEBREHRELET,

G¥) Z Dz~ R, configure
replace =~ > R ® time
seconds ¥ — U — NI L]
BHRE SN TNDLGEIC
DHMERLET,

ATvT5

exit
1 -

Device# exit

2 —H— EXEC E— NIZREY 7,

. Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBIV I Xal—23 > A(4F



I aAVI74F¥aL—YarvnE#REO—ILINYY

BEDE=2—U IB&UrSTLva—F105 ||

MEEDE=-A2—) 9B ELV NS TN a—TFTaY

&M

ATvT2

AT A4 FXalb—varOEBRED ANy TEEEE=F—BI RN T TN a—T 4 T
THIZIE, ZOFIEZFETLET,

FIE

enable

Zoa<wy REEALT, FFHEXECE— K2/ 2—7 M LET, XRU—FREZADLET
(FERENT-5HE)

&1

Device> enable
Device#

show archive

CiscolOS a7 4 Fal— gy 7T—IA TIREFEENTWDE 7 7 A MZET 5 EREFER
T A, kDa<y REFEHALET,

1 -

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

O ~J oy U b wDN

e}

10
11
12
13
14

WIZ, FITar 74 FXalb—val D7 —H0AT7 77 A& ONERLE LTZIREET show
archivez <> &R L7ZGEOEHE R LET, ZofTIE. RESNEZT =047 77
A NVDEKRED 3ITHETE S TWVET,

1 :

Device# show archive
There are currently 3 archive configurations saved.
The next archive file will be named flash:myconfiguration-8
Archive # Name
0
1 :Deleted
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B #eoz-s—norssvrsirea—540y

ATy T3

ATy T4

ATy TH

2 :Deleted

3 :Deleted

4 :Deleted

5 flash:myconfiguration-5
6 flash:myconfiguration-6
7 flash:myconfiguration-7 <- Most Recent
8

9

10

11

12

13

14

debug archive versioning

ZDavwy REEHLT, CiscolOS 2 7 4 Xal—va T—WATDT VT4 ET 4D
TNy TEANILT, ar74Fal—varyOEifito— NNy 7 hE=F—BIWNMNT
TN a—T 47 LET,

1 -

Device# debug archive versioning

Jan 9 06:46:28.419:backup running config

Jan 9 06:46:28.419:Current = 7

Jan 9 06:46:28.443:Writing backup file flash:myconfiguration-7
Jan 9 06:46:29.547: backup worked

debug ar chive config timestamp

Zoavy REHEHALT, 27 0 Fab—a VERRIEO S VEBRE O MBI, B X O
BEfhOar 74 X2 —vay T ANDYIA ZADT Ny T A X—T VI LET,

51

Device# debug archive config timestamp

Device# configure replace flash:myconfiguration force

Timing Debug Statistics for IOS Config Replace operation:
Time to read file usbflashO:sample 2.cfg = 0 msec (0 sec)
Number of lines read:55
Size of file :1054

Starting Pass 1
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:93
Size of file :2539
Time taken for positive rollback pass = 320 msec (0 sec)
Time taken for negative rollback pass = 0 msec (0 sec)
Time taken for negative incremental diffs pass = 59 msec (0 sec)
Time taken by PI to apply changes = 0 msec (0 sec)
Time taken for Pass 1 = 380 msec (0 sec)

Starting Pass 2
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:55
Size of file :1054
Time taken for positive rollback pass = 0 msec (0 sec)
Time taken for negative rollback pass msec (0 sec)
Time taken for Pass 2 = 0 msec (0 sec)

Total number of passes:1

Rollback Done

Il
o

exit
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| avoqFar—varvo@en—Lniyy
avTsF¥aL—vavoBEmsn—LivonEEs ]

Zoavwy KRR LT, =2—3%—EXEC £— RIZREY £7,
Bl -

Device# exit
Device>

a4 Xalb—a EBmEO—IL/INY I DETEH

aAV74FXab—23>7—h4TDER

WOHNE, CiscolOS T2 7 4 Xalb—a Ly T—hA T OOWREEEITT D HiEEZRLT
WET, ZOFITiE, flashmyconfiguration 232> 7 4 ¥ L —3a v T—h A 7 ORIFAE
BLOTZ7ANADT VT 4w 7 AL LTRHESN, RIFTHT—IAT 77 A VDK 10
ECEEE S IVET,

configure terminal

|

archive

path flash:myconfiguration
maximum 10

end

HEDETaAVI4Xal—arEBREFESNI=Ciscol0ST> T«
XalL—>ay J7M4ILTER

W OFITIL, flash:myconfiguration &\ 9 £ {ij CHRAFE 4172 CiscolOS 27 4 Fa Lb— 3 ¥
Ty ANTHEDETaY 7 X ab—a VEERT D HEEZRLET, configurereplace
av U RTE, RTe T N CA VBT 7T 4 TICEEEED £,

Device# configure replace flash:myconfiguration

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [nol: Y
Total number of passes: 1

Rollback Done

WOFITIX, a7 4 F2b—ra VEBRBEPICER SN a2~ RIA V2R RTHRED
12, list F—9U—REHFEELTWET,

Device# configure replace flash:myconfiguration list

This will apply all necessary additions and deletions
to replace the current running configuration with the
contents of the specified configuration file, which is
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VT4 ¥aL—YavoERED—LAYY |

. RE—+TFyTaAvTaFal—2ar I7M1L~DER

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: ¥
!Pass 1

!List of Commands:

no snmp-server community public ro

snmp-server community mystring ro

end
Total number of passes: 1
Rollback Done

ARA— K7y T a4 xXxal—>a3y J74ILADEIR

wOHNZ, configurereplace 2~ RZHEH L T CiscolOS A — 7 v a7 4 ¥z b—
varv Iy ANNELT D HEERLET, ZOflE, A7 a D forced—V— REEH
LC AVE T 0T 47 a—H%—Tar 7 et —n"—F4 NT5hHEEZRLTWET,

Device# configure replace flash:startup-config force
Total number of passes: 1
Rollback Done

configure confirm A< > F&#FHLf-a> 7 s ¥ L—> 3 VEHIE

EDET

RIZ, configurereplace =~ > K% timeminutes ¥ — 7V — RIS X OF[# & & HITHEHT 5 61%
RLET, BEDFEITa Ly 74X alb—3ar 77 A VOEMREZFEITT HITIE, FEEDOHIFRE
[MINIZ configureconfirm =< > K& AJ)T 208 &H Y £9°, configureconfirm =~ > N5
EORIREFFPICAD ENRNGS, 27 4 Fab—ra VERBEIHBINICR SN ET

(D, BEOETa 7 4 X2 — 3 77 A /L) configurereplace =1~ > K A1 LLAT
Dary 74 Xalb—vg RE~NLEEINET) |

Device# configure replace flash:startup-config time 120

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: Y
Total number of passes: 1

Rollback Done

Device# configure confirm

I, configurerevert =~ > R4 timer ¥— 7V — RN & & HIMEHT 02 RmLET, RHEEE
0=y 7 Xy BN L TR— ANy 2R N T —TF 5, FIRREEER —L /Ny
I DRTA—=HE Yy FT5HIZIE, configurerevert =~ K& ANTHLERDH Y £,

Device# configure revert timer 100
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I AV T4 FaL—LavOEBREO—ILINYY
2T %aL—vay a—uny sz |

AVT4FaL—vay ANy Y REORS

ROBNL, BAEFETHOI L 7 4 Fab—2a r~OEREZITY, TOEHEZ0—NL/ Ny 7§
LEERLTCNET, avr74Xal—vara—_ "y Z7@ED—E LT, 77A41IC
EREZMZHDENCBIEDFITAL 7 4 X2 b— a VEARETILERH Y £9, Z0fIT

X, BUEOFEITa 7 4 ¥ 2 b—v 3 rORFFICarchiveconfig 2~ > RAMEH I THVET,

configurereplace =~ > R CAERINTZH NI, a— Ry JEEZETT 5720121 2D
ADHBNDFEATEINTZ L ERLET,

\}

(3¥)  archiveconfig =~ > F&M A4 5A0IC, path 2~ F&#E L T CiscolOS 2> 7 f ¥ 2 L —
A T —HATOMNEET T ANLT VT 4 v I AEREEL TBILENRHY 7,

ROE N, BET —=HA T OBHEFATHO ALY T 4 Fab—va Y2 RFLET,
archive config

ZNnD, WOPNIRT EICar T4 Falb—va v OEEEZANLET,

configure terminal
|

user netops2 password rain
user netops3 password snow
exit

FiTar 74 Xal—rary ZryANMVIEREMAT %, TNODEREZR— Ly 7 IF
T, BHFIOay 7 4 FXab—va i@ Lz o=t LET, showarchive =~ R,
KT 7 ANE L THHASNDERED NN 3 U E2HERTHOIERESNE T, ROBIIR
4K 91T, configurereplace =~ RiFA#ha L 7 4 Fal—ay 77 A L~RTT-DITE
HanE7d,

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

O J o Uk wN

e}

10
Device# configure replace flash:myconfiguration-1
Total number of passes: 1
Rollback Done
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AV F¥alL—YaroBEkEn—LAvYy |
B -0 xa—vavommen—LAvsIcET 2 20mOSEES

a4 FXalb—arvoEREO—I)LANYTIZET S
ZTDMDSEER

EEEH

BEEIE B YZaTFILEA LI

ZOETHEHT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
O 7L DR,

A4 F a2 LL—YarvoOEBRSLVOV T4 FaL—
~ N Ll
ayo— LNy DHEEEERE

WOEIZ, ZOFY 2— /L THIATIHEDO D ) — 2B LOEEEREZ R LET,

ZID OBEREIX, FRICHREESNTWARWRY | MAINZ Y U —RALEOTXTOHOY Y —RT

EHCTXxET,

)1y—2 Hae HEETER

Cisco I0S XE Everest O 7 4 X a2 L— CiscolOS a7 4 Fal—var7—hA

16.5.1a La v OlEe n— | 713, configurereplace =~ > FIZ & b #ifit
LN 7 Ihbar74FXal—aryog—iAny

I HERE A IR (LT 5 7= 912, Cisco [0S =1
T A FXal—2ay T7ANDT —hAT
O, B, FHE2TO L2 HBNEL
TP A=A LTT,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A=V DHHR—

MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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BIOS R

* BIOS RO (401 ~2—)
«ROMMON 7 v 77 L— R (401 =*—7)
» BIOS 1 DOIEBEERE (403 ~X—7)

BIOS fREEDHEE

BIOSfRFEREREIZ L W, I —/LT > ROMMON A A=V DOEZAMMEH#EL X2 T T v 77 L—
RNAHEZ72 0 £9°, ROMMON L., T4 ADOEBREZBA T IIHEREES L7- Lo, ~— K
U =7 R L TCiscolOSXE Y 7 " 2T A A=V T — T 57— AT v T 7Tl
TALTY, 77 —L =T EEEZFRT L0, T LOBEREL AR — M4 25121Z. ROMMON O
Ty T U= RBLBIIRLZENDHY ET, BH, ROME=F—0O7 v 77 L— RNIEh
T, CiscolOSXE V7 "o =T D7 w77 L — R EIZIEINEL Y A,

BIOS fREEMEREN 7N, VY7 U2 T DT v 7L — RNPICEEDH DL a— RNtk o Ta—
/L7 > ROMMON 2R 9 2 rlgEE N H 0 97,

ROMMON 7w 745 L—FK

ROMMON A A —21%, 774 <1J ROMMON L= —/L 5> ROMMON & LCSPI 77
VAT N ABFEENET, 774~ VU ROMMONI|L, T34 ADFEIRNA N 70 5D i
BEans-NCEEI LEd, 7714~ Y ROMMON BB L7ZEE. T/, AT —LF v
ROMMON Z{H L TIOSXE V7 "V =T A A=V HBERELET, T4 ART T~V
ROMMON 7> 5idEh4 5 &, =2—/L5 2 ROMMON (d1 v 7 SfuEd, BIOS iz H4 %
L, 9= /L7 ROMMON (FEZXAARE SN, 7T v aax—T 4 VT 4DT v T 7 1L—R
AN=ZALEERLCT v 77— FRT52ENTEERA, 77 EARY —i%, FPGA
Ty =Lz T I Lo TEBENET, FPGA IX, Z—/L 7> ROMMONSPI 7 7 v ¥ 25
A ZTIHFAI SN TWRWEE (BZAR, HERLE) 27vy 7 LET,
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BIOS 25 |
B roerroio—v

\)

GE) Z—AFLROMMONT v 727 L —RiZ, %277 —FFPGAT v 77 L— K72 L TIIAZ)
2720 £4 A,

774~ U ROMMON, 77 A< 1 FPGA, BXOZT—/1FFPGA (&% =77 — FPGA)
. TS ZOEBFHCEBINICT v SV L— P& ET, F—/AF 2 ROMMONIE, # 7t
NT T TL—FREERHLTOART v 7T 1L — R FTEET,

Ty — R RFIAZ L R T a AT AL ER M 2T L TRRY . LT T
L/i‘é—o

AAVKR7OVYVRT LA

AR RTOUTNRAATIE, TAAEBA LA S—=LE—=RTT v 77 L—FFT5L, TN
A ADREFFIZT T A~ U ROMMON BHEIIZT v 77 L—RREnEd, 2—LT
ROMMON (X, 78V T v 77 L —FREEHL T v 77 L—RKT&£9,

S M & U StackWise Virtual & X 7 L

& Al FVERR E DT /3 A ATIL, In-Service Software Upgrade (ISSU) %2379 5 Z L 2 fEE L £
o FPGA D7 v 77 L— NI, ISSU O—fi & L TIThitET,

V=R LTS A M= AE—FTT v 77 b— FEFEITTH581E, MO RX—/3
AVEFRFIZ) 2 — RLRNWTLEE N, AKX 3 A—7U3( # % ROMMON IREEIZ LT,
TIT 4T A=A, P EEE L ET, K A—Sf P TROMMONT v 77 L— RR52 T4
HEFPGABLIRNY 7 MU =TA A=Y RT v 7T L —RanET,

AR N A= SR P HLEN L, AF N, A=A, PRT T L — KL TAZ A
By MREEICRD Ko LET,

hoeLN7y 75 L—FK

HTENT v 77— KT, 2—LFT 2 ROMMON %7 v 77 L— KT 57=%, BAEICT
T4~ UROMMONIZ L > T END X2 T REHD 7B ARER SN, BLSnET,
X 2T REHI T, BT R T T 2 HENYETCT, X TR T Ty
VaiEAEF T e S =2 L CERSIL. 774~ U ROMMON A A — 2B E
THHH T ALOEIEMABIEENE T, B 7 BME, EFaT7h75 v aifflELEL X
T7—h16MB 7T v af A—T%EH L TERESN, BASHET,

TN APEETDH L. 7T A4~ U ROMMON 78 2—/L' 7 > ROMMON O h 72T v 77
L— K& I AH—LET, T—/T 2 ROMMONDA 7ENT v 77 L— REFETT 5L,
¥#HE EXEC &— K C upgrade rom-monitor capsule golden switch =1~ > K& H L £,

HNTENT v T L—RTIE, ROTaEARFTINET,

« THAL AL, X 2T 7 — hFPGAT v 77 L— RBAZHI o T D0 E D a i L
£9, AOTRVES, 7t AFRTLET,
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| Bios R
pios gosEE [

CTHA AL, T b r = —RENARIT o TSN E S NEMERLET, AR TR
$Ha1E. 774~ Y ROMMON, Z—/L7 > ROMMON, £X07' 71~ U FPGA DT
BALT v T 7 L— FRBESnET,

e T — b —F —RENTTIIT 7T 4 TR > TWBEE., I0SIZEX T REHLI 7
N T—hr 7Ty vallat—L, T, AZFEEHLET,

CTHAAANEEET DL, Ty T L= REFTT LDl F a7 REFA TR
RehFd,

BIOS fREEDHAEEFE

ROFIZ, ZOFEY2—/LTuHTHEDY U —2ABIUOMEFHRZ R LET,
IHHOMEEIE, FICHR SN TORWIRY | HASHY U —2LUEDOT~THOY Y —ZT

fEfTE £,

)= 115 HRETRR

Cisco I0S XE Gibraltar | BIOS {7 BIOS {R*7EMIEIC LY, T—1T
16.12.1 ROMMON A A — 30 & AL Rl & % =

TT w7 T L— RRECRY 9,

Cisco I0S XE Amsterdam | 7 7% /L 7 v 7~ |upgraderom-monitor capsuleswitch active =

17.1.1 L—F ~ v R&EH L7 =F—/1F > ROMMON @
HTEVNT v T T L— ROV R— D)
I E L,

CiscoFeature Navigator 35 &, I v b 74 —ABIRNY 7 b =T A A=V DV R—
ME®RZMRFHE TEZ £9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5E] 5 T
7EALET,
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Extended Fast Software Upgrade ) E 1T

+ Extended Fast Software Upgrade D AIHESR: (405 =—)

« Extended Fast Software Upgrade Dl FH (405 =—3)

» Extended Fast Software Upgrade |ZBH9 2 1F#H (406 ~=*—)

« AH v RT v AA v F TO Extended Fast Software Upgrade D F1T 715 (407 ~=—)
« AH v IR A A~ F T D Extended Fast Software Upgrade D %47 51k (416 ~X—)
VI YT DT v L= RERITXY n— FOfMER (422 X—2)

« TOMDLELEE (422 ~—)

« Extended Fast Software Upgrade DFSREEIE (423 _—2)

Extended Fast Software Upgrade D RIIIZ 54

» Extended Fast Software Upgrade #5213 Cisco I0S XE Amsterdam 17.3.2a LARRIZ AR — K &4

TWET, Ty 77— 722 ET 5000, A v FIZA VA P—=LILTND
V7 N =T DN— 3 A Cisco I0S XE Amsterdam 17.3.2a LIETH 5 = & B L £
‘a‘o

snoboot manual =~ R&MHH L CFRE 7 — 2T EILERDH D 7,

Extended Fast Software Upgrade D #9518

WORKEEIL, AX L KTV AL v TF LA v THERAAL v T OMFITEASNET,
« ZOWRRIZ. AA v TFNRA A M= LE— R TEEL TV OGRICOHTR— b IiLE
o
« ZOMREIZ, AR=v Y ) —Fm hajk (STP) OHRNRESNTZAA v F TEY A —
FENEHA, EHIZ, AA v FITIE Rapid Spanning Tree Protocol (RSTP) & 7213 Multiple
Spanning Tree Protocol (MSTP) ZiXET HMENH Y £7,
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Extended Fast Software Upgrade D& 1T |
. Extended Fast Software Upgrade [ZB8 9 % 15%R

= RTFRA AT, 74T =T AT AT — FDTFT A ZAR— EOWFTHNRSTPE T
(STPIRFRIE SV, /v— b T A RZEAEERE STV DT N A) IZEH STV D5
4. Extended Fast Software Upgrade F§REIL AR — F SvEH A,

« STP WEXE S AL, /V— FTNA R E L TERINTWRWT A ADOH;4 | Extended Fast
Software Upgrade #§8E(X, STP BT IZHf SN TWDL T 4+ T —T 4 VT AT — bDT A
— hOEB 1 LLFOHBEITOHYR— N SET,

» Extended Fast Software Upgrade D34 71%, 77V 7 —3 3 v R AT 4 > 7B AR L

BL2RWGEDRH Y £, Ciscolox DENLEFAME, 77V r—rar RAT 1~

&@ RE, TV = arDf A M= TIT 47k, BLOFHESHPLEIZRD
BRHY ET,

ALy THERAA > FIIE, IROFIFIEHDEH S E T,

« AB y TRERRAA v F DY o ZRETRESN TN L6, ZOBREITTR— S
EFHEA,

« Z OKEAEIZ, Bidirectional Forwarding Detection (BFD) M3ERE SN TUWD A X v 7 fERKA
A v FTHEHEYR—-FEINFEHEA,

« ZDOREREIZ. MACsec Key Agreement (MKA) 2SERE SN TWDH AL » VR AA v F T
I AR—hShEFA,

Z OHEBEIL. Cisco TrustSec NREINTWDB AL v JHERRAA v F TldVHA— S =
A,

RESNIZH A Y v 7 i (UDLD) A vE—VRIRRIE, 774y 70X T2 A A
HT Gl S v E 3, MIB@IX. Extended Fast Software Upgrade D58 T & IZRE S LT HIZ1E
TLINET,

Extended Fast Software Upgrade |~ 9 %153k

Extended Fast Software Upgrade (2L VW, Y7 hy =7 DU v— NE/2EI7 v 77 L— N
DRTT 47 DEDTZALBHESIVET, Fast Software Upgrade & b L T, A A v F
DEREICLS>TIE, T 740 T DF T B A LD 30 FA A AU E T, Extended Fast
Software Upgrade |Z, 2L —A 7 /LU 2% — M#hE (CiscoNSF & XN ET) AL T,
VIR =T DT v 77— RERIE) a— RPIZRFEDNV—T 4 77 a hauipEoA

A v FREVHELZITIRNE I LET,

)

(3¥)  Extended Fast Software Upgrade |Z, 77 EA LA Y AL v F TOHEEL T,

Perpetual Power over Ethernet (PoE) MFXE SNV TWAHEE, Y7 hy=zT7 O r— NERIT
Ty T — R, EE ST T A RS R BB S E T,
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Extended Fast Software Upgrade CTH7R—k&hd 70O kajL .

Extended Fast Software Upgrade TH/R— kb 70 ~aJjL

Extended Fast Software Upgrade #6E Cix, kD71 a2 /B3R — I TWET,

\}

GE) %o7o harbAoTRToTa hal T, NIT L IDETIUEAL NI 0EL
AL/ I

*BGP (IPv4 5L NPV6 7 KL A7 73 V)

* Flexible NetFlow

« IEEE 802.1X AR— h _X— X DFEF

» Intermediate System-to-Intermediate System (IS-IS)

A E—=Fy N TN—TERT T A (IGMP) AX—E 7
LAY 2AL T LT

« U7 BRI~ w k= (LACP)

* MAC RBGE/ S A /XA

e wLF XX A KU AF—HH (MLD) AX—tE>2 7

« Open Shortest Path First (OSPF) & 7213 OSPFv2 % 721X OSPFv3
* Per VLAN Spanning Tree (PVST)

* QoS

CABT 4 IR T ¥R (F— RAV)

« RSTP 721X MSTP % ffi [ L 7= STP

« UDLD

* VPN L —7 ¢ > 736 JOMEE (VRF)

» Web 323

AZ 2 R7RAYARA v F TO Extended Fast Software
Upgrade DE1THE

WDE7 v a Tk, A¥ 2 K78 AA »F T Extended Fast Software Upgrade % 51795 7
FEZOW TR LET,
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B <5 r7oozqvrcovsryz7oryIosL—F

AR F7AVALYFTOY I D T7DT7YvITTL—FK

AP RTOUVAAL Y TFDOI) T NI 2T 2T v 7T L— RTHI2F, ROFINEEZFEITLET,

1R HAEINIC
cFTRTONL—T 47T FNaVPUPART —H Al DH & ZiERT HI2I%, FFHEEXEC
£ — N T show graceful-reload =~ > R&MH L9,

 MEIZIS LT, HLWY 7 N =T HIZT 4 A7 S8R AT 512X, FHEEXECE— R
T install removeinactive =~ > K& L £,

FIE
ARV KRFERRETI a3 Y B#J

AT w1 |enable it EXEC E— REHIZ L E T,
il Tu T SRFRINICHNRAT — R &
Device> enable J\jj Lij—o

2T w 72 |ingtall add fileimageactivatereloadfast | LWV 7 F T 2T A A—JTAA v F
commit 777 —KRLET,
Bl image¥ — U — FiZi&, 7 7 A /VOLHT
Device# install add file bootflash: (TFTP, HTTP, 7o v > =2 RT3 47)

cat9k iosxe.17.03.02.SPA.bin activate e e
reloadfast commit LA A VAT EDET,

IPv6 NEFESNERAA D RF7AUARAYFTDY I L9z T7DOT YT
L—FK

AR RTO VAL TFDI) T "N =2T 5T v 77— RKTAI20%, WOFIEEFEITLET,

1R BRI
T RTCON—T 4770 haLBUPAT —H AZH D Z & AR T DX, KiHEEXEC
% — K show graceful-reload =~ > FZ{Ef L £,

 MEIZIS LT, HLWY 7 "= T HIZT 4 A7 S8R & T 512X, FHEEXECE— R
T install removeinactive =~ > K& H L £,

Flig
aAvY RFERET7IOI Y B#

AT w71 |enable ¥rtE EXEC =— RZ A LET,
5 -
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IPEMLD ABE SN2 5 > K7AVRA vFTOY T bz 707v T L—F |

AU RFERETOVa Y

B8

Device> enable

T T IRFERENIZENAT — Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja— ) a4 F¥alb—g
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

ipv6 nd reachable-time seconds

1 -

Device (config) # ipv6é nd reachable-time)
3600000

BE A REMEMERA N hOREEK, Y
T— b IPv6 / — R RIZERRE &Ik &
NH5ETOMRERE LET,

ATvT4

end

1

Device (config) # end

HikE EXEC E— RIZR Y £,

ATy Th

write memory

1 -

Device# write memory

A v FOREERFLET,

ATvT6

install add file imageactivate reloadfast
commit

1

Device# install add file bootflash:
cat9k_iosxe.17.03.02.SPA.bin activate
reloadfast commit

LW T " 2T A A=V TAAL vF
7771 —RKLET,
imageXx— 7 — NIZiX, 7 7 A VDGR
(TFTP, HTTP, 7T v 2 RFA47)
LA A=V EEDET,

IPv6 MLD 5\:

7yvITL—FK

IPv6 MLD 7%3§%

ROFINEZ

48 HREIIC

SEIN-RZ Y

F7RARALYFTDYIT L2 T7D

ESNTAZ L RTa L AL vFDOI T NI =T 5T v 77 L—RT5I21%
EITLET,

T RTON—T 4771 haVBUPART —HX Ald D Z L aERT 51X, FrtE EXEC
% — KT show graceful-reload ==~ > R&fiH L £3,

. UL

LT, HrLnwy 7 by =7 I

Cinstall removeinactive =~ > K& L £,

T 4 A ER A RS D12, FAMEEXECE— R
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,

T T SRFERESNIZENAT — R
AN LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

ipv6 mld snooping

1 -

Device (config)# ipvé mld snooping

IPv6 MLD A X —E > T % A4 2 —T LT
L/\i‘g—(}

ATvT4

end

1

Device (config) # end

¥ EXEC £ — RIZED £,

ATy Th

write memory

1

Device# write memory

A v FORECRIFLET,

ATvT6

install add file imageactivate reloadfast
commit

1 -

Device# install add file bootflash:
cat9k iosxe.17.03.02.SPA.bin activate
reloadfast commit

HLWY T T 2T A A= TAA v F
BT v T L —RLET,
image¥ — U — RIZI&, 7 7 A /L O%HT
(TFTP, HITP, 7T v i a2 RIA7)
EAA—TEEEDET,

BGP AW RTFESN=RA 2 F7AV AL YFTDY I b9z T7DOTY T

5L—E

BGP & E

NEZ 34T L£9,

1R HHEIIZ

SNFEAZ U RT R AL v TDI) T "Ny =2T %7 v 77— RK3T5ZiF,. ROF

T RTON—FT 47T FaVPUPAT —HX Al D Z & ZERT HI2IE, FrHEEXEC
% — KT show graceful-reload =~ > & H L £3,

 MEIZIS LT, HLWY 7 "o T HIZT 4 A7 8k E T 512X, FHEEXECE— R
Tinstall removeinactive =~ > R&HH L E 7,
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FIE

OSPR3 ARE SN2 4> FPOVRA vFTOY T ko707 v T5L—F [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,

T T SRFRENIZENAT — R
AN LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

router bgp autonomous-system-number

1 -

Device (config) # router bgp 65000

BGP /L —# a7 4 Fal—a v
T RFERmLES,

ATv74

bgp graceful-restart
fl

Device (config-router) # bgp
graceful-restart

NSF @ik % 2 A v FTHMZLET,
NSF 3T 7 40 F Ci3Eg ¢4,

ATvTh

end

1 -

Device (config-router)# end

¥#E EXEC £ — FIZEREY £,

ATvT6

write memory

1 -

Device# write memory

A v FORECRIFLET,

ATy T1

install add file imageactivate reloadfast
commit

1 -

Device# install add file bootflash:
cat9k iosxe.17.03.02.SPA.bin activate
reloadfast commit

HLWI T R T2 T A A—=TAAL v F
T T L —RLET,
image¥ — U — RIZIX, 7 7 A VOEHT
(TFTP, HITP, 7T vi a2 RIA7)
EAA—TVEEEDET,

OSPRVANERTEESNI-REA 2 KF7AVASAYFTDY I NITTDT Y

T L—k

OSPFV3 MEREINT-AZ L KT O AL v FDY T "I =T %7 v 77 b— R 512%, &
DFINEZEZFEITLET,
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T RTONL—FT 4771 FNaAVPUPART —H AT DH I & &R d HI2I%, FrHEEXEC
£ — KT show graceful-reload =~ > R&fiH L 7,

 MEIZIE LT, HLWY 7 o= T HIZT 4 A7 SHIR AT 512X, FFHEEXECE— R
Tinstall removeinactive =~ > R&fEH L F1,

FIE

ARV RFERRTIVa Y

E[:)

ATy T

enable
51

Device> enable

¥ifE EXEC T— F&EAIC L £,

T T IREIRSNTICHNAT — R
EANTILET,

ATy T2

configureterminal

1 -

Device# configure terminal

Jaua—\) a7 4 ¥Xal—g v
£ F‘%Eﬁﬁébij‘o

ATvT3

ipv6 nd reachable-time seconds

&1

Device (config) # ipv6é nd reachable-time|
3600000

?U ﬂtﬁﬁmu/ff\«/1\0)§§éE%§ U
£ ]\IPV6/‘— RS EIEERTHE & Hr <
NHETOHRZFRELET,

ATvT4

snmp ifmib ifindex persist

1 -

Device (config)# snmp ifmib ifindex
persist

SNMP ifIndex O et 7 v — 312

A R =T M LET,

ATvT5

router ospfv3 process-id

1

Device (config) # router ospfv3 1

OSPFV3 L—% 27 fFal—i37
v E—FEHMBLET,

ATvT6

router-id ip-address

1 :

Device (config-router) # router-id
192.0.2.5

OSPFV3 A vV A H  ZADEENL—H 1D
ERELET,

ATy T1

interface-id snmp-if-index

1 -

Device (config-router)# interface-id
snmp-if-index

erEmDA B —T = A AT SNMP
ifindex OFeEE A 2 —7 I L E
KR

ATvT8

end

1 -

Device (config-router)# end

ke EXEC £— RIZRE Y $17,
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28 r7avzqvFcovrrtvzroyn—k |

AR RFEREFT7TIVa Y E]:g]
RTFwv 79 |writememory AL v FOREERAFLET
1 -

Device# write memory

AT w710 |install add fileimageactivatereloadfast | L\ 7 N7 =27 4 A—VTRAA »
commit FET v T T —RLET,

K image ¥ — 7 — R{ZiX, 77 A /LD
Device# install add file bootflash: |pf (TFTP, HTTP., 7 J7 v =2 RTI A

cat9k iosxe.17.03.02.SPA.bin activate _ . o
reloadfast commit 7) EAA /Z' & =0 S TO

AR 7AVAAYFTOY I bz 70)A—F
ABURTHUAL 9 FTYT kD=7 &) B KT BITE, KOFIEETLET.

1R BHHIIZ

TRTCON—T 4771 FaVPUPAT —H AlH D I & aMERT 2121, FHEEXECE—
K -C show graceful-reload =~ > K& L7,

FE
ATV REEEFETFTIOa Y BH
AT 71 |enable ke EXEC £ — RZ AN LET,
1 T RRFRIRENEHNNRAT— R
Device> enable )\jj Lij—o
AT 72 |reload fast VI NI 2T %T v 7T L— REFICR
. A vFE)a—RKLET,
1 -
Device# reload fast

BGP MR ESNE-RA 2 FKF7Z7AVRAYFTOY I bz 7NDY) O—
P
BGP AT SR A Y KT RV A4 v FCY T h =T %Y a— F45I100%. ko FIAEE
ITLET,

4a & SRS

TRXTONL—T 77 haVpPUPART —Z AT 5H 2 & 2R T 2I12i%, FFHEEXEC E—
R show graceful-reload =~ > R&H L £7,
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,

T T SRFERESNIZENAT — R
AN LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

router bgp autonomous-system-number

1 -

Device (config) # router bgp 65000

BGP /L —# a7 4 Fal—a v
T RERmLET,

ATv74

bgp graceful-restart
fi

Device (config-router) # bgp
graceful-restart

NSF i#i#k % 21 v FTHM LET,
NSF #3137 7 4L b TIZER TS,

ATvTh

end

1 -

Device (config-router)# end

¥#E EXEC £ — FIZEREY £,

ATvT6

write memory

1 -

Device# write memory

A v FORECRIFLET,

ATy T1

reload fast
1 -

Device# reload fast

VI N =T BT v T L— RETICA
AyFalun—RKLET,

OSPFV3 WERESNT-RA V7RV ARALAYFTDY IOz T7DY

NS

EJ _—

OSPVIDRIESNTZAZ L RT BV AL v FTY 7 hou=T%Ua—R+252%k, ROFIEE

FITLET,

18 HHIIZ

FTRTCON—T 4770 Kha)LBUPAT —H AT D 2 L MR DL, FHEEXEC € —
R show graceful-reload =~ > R&#H L £,
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OSPR3 A BE SN2 k7aVRS vFTOV I byz7oun—F [

FIg
AV RFERETI3 Y B

AT 71 |enable FibE EXEC E— RZ AL E T,
Bl : FurF MRERENTHART — R
Device> enable i&]\jj Li?‘o

RFw 72 |configureterminal rTa— ) ar7 4 Xal—ay
Bl T REBIELET
Device# configure terminal

25w 73 |ipvend reachabletime seconds FE A AEMERERR A~ R DI, Y
- T— M IPv6 / — NAEERTHE &l &
Device (config) # ipv6 nd reachable-time NDETOMREBIE L ET
3600000

ZTw 74 |snmpifmib ifindex persist SNMP ifIndex DFffctE % 7 v — 312
i - A X—T M LET,
Device (config) # snmp ifmib ifindex
persist

RFw S5 |router ospfv3 process-id OSPFV3 L—X& 217 4 F¥al— 3
Bl vE— FEBIALET,
Device (config) # router ospfv3 1

ATw 76 |router-id ip-address OSPFV3 A ¥ A4 ZAD[EE/N—4 ID
15“ : %%&ui Li‘a‘o
Device (config-router) # router-id
192.0.2.5

RFw 71 |interface-id snmp-if-index FrEDA v B —7 = A AT SNMP
il - ifindex DFFREMEZE A K —7MIZ L%
Device (config-router)# interface-id EE
snmp-if-index

RFv78 |end FrHE EXEC £— RIZRY £,
1 -
Device (config-router)# end

RTw 79 |writememory AL y FOREERFLET,
i
Device# write memory

AT 710 |reload fast VTR T BT T T L— RETIC
5l - Af v FEYm—RLET,
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. A5 9K R A v F TO Extended Fast Software Upgrade DE1T 4%

ARV RFEREFT7TIVa Y S

Device# reload fast

A8y YRR A v F TO Extended Fast Software Upgrade
DEITHE
Z 2T, AHX v 7 HERKD A A > F T Extended Fast Software Upgrade % 32179 % H{EIZ O\ TC
B LET,

A2 IEBRARAAYFTDYI NI T7DRT7vITIL—FK
AR TFRERRAA v F T 7 b0 2T 52T v 77 L — RT3, ROFIEZFEITLET,

1R BHHIIZ

MEZIE U T, LW 7 by =7 HIZT 0 A7 (A R 511X, 5 EXEC E— R T
install removeinactive =~ > R&HHA L £9,

FIE
ARV RFERFTIVaY =)
AT 71 |enable ¥EHE EXEC E— FZHMC L £ T,
i T T ENFERESNIZHNAT — N &
Device> enable AT LSETO
R Fw 72 |install add fileimageactivatereloadfast |7 vt 2A03F4 L E9,
commit
1L 77747, AZ,, BLUA
i - VN2 S TFDARA=THT v
Device# install add file bootflash: 71— FLZET,
cat9k iosxe.17.03.02.SPA.bin activate
reloadfast commit 2. ABUNA AL vF L ALN—2R

Ay FErHEELET, 77T 47
A v FEFEREL, A1 v F DY)
DR DITONE T, AF /AR
AVTFNRT IT 4 T AL v FIT72
D, TIT AT AL FNAZ LN
A AL v FIZ/e D £,

image¥ — 7 — RIZILX, 77 A /L OGHET
(TFTP, HTTP, 77 v 2 KT 7)
EA A=V EEDET,
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BGPﬁ‘
— K

BGP AARESNI=R 2 v W BHRA vFTOVYT bz F70T7vToL—F [

EESNT=REVIEBHAAYTFTOIYVI I TFTDT VT

BGP NRESNT-AZ v IERAA v F DY T "I =T 52T v 77 b— KT 521X, ROFJE
EEITLET,

48O HREIIC

s RTOA—T 4 7T 0 N ANRUPAT =4 AT 2 & AR 5I21E, HFHEEXEC
& — T show graceful-reload =~ > R& M L$7,

o HEE

USCT, LWy 7 b= T HICT 4 A7 @8R & T 512iE, FHEEXECE— R
T install removeinactive =< > K& L £,

FI&
OV RERETIV3 Y B#Y

AT w1 |enable F¢kE EXEC E— REAHMC L £ T
i - Ta T ERFREINICHNAT — N &
Device> enable )\j] Liﬁ‘o

R w 72 | configureterminal ra—N)ar7 4 Xalb— gy
5l - T FERHLET,
Device# configure terminal

R 73 |router bgp autonomous-system-number BGP/L—X% a7 4 X2l — gy
15'] : £ — F‘%B"ﬁﬁé\biﬁ‘o
Device (config) # router bgp 65000

A7 7 4 |bgp graceful-restart all NSF @iz A A v FTHMLET,
wu: TJSF'nuu fj?Tf7:T/L’b’fTiﬁ%@b7?7ro
Device (config-router) # bgp
graceful-restart

AT w75 |end ¥tE EXEC T— FIZRY £7,
fil
Device (config-router)# end

AT 76 | writememory AL v FOREERTFLET,

1

Device# write memory
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ARV RFERETIVa Y

B8

ATy IT17

install add file imageactivate reloadfast
commit

1

Device# install add file bootflash:
cat9k iosxe.17.03.02.SPA.bin activate
reloadfast commit

LW T T =2T A A=V TAAL vF
T 7T L —RLET,
image¥ — 7 — RIZILX, 77 A /LD
(TFTP, HTTP, 7T v a2 RIA4 )
EA AT EEDET,

IS-ISBERESN-RE YV IBRAA Y FTDYI 2 T7DTVTT

L—k

IS-1S V% T

% AT L £,

1R BHHEIIZ

SNTEAZ Y IRERAA T DY T N T %7 v 77— RT512F, ROF

MEZIE T T, LW 7 by =7 HIZT 0 A7 (8l & R HcT 51215, 5 EXEC E— R T
install removeinactive =~ > R&HHA L £9,

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,

T T RREFRINTZHNRATY— K%
A LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
T— FERBL £,

ATvT3

router isisarea-tag

1

Device (config) # router isis tagl

IS-ISV—F 477 a hayk A fx—
T LTISIS 7uk A&REL, A
A yFrN—F a7 4Xal—g
v E—FRIZLET,

ATv74

nsf {cisco | ietf}
fl

Device (config-router)# nsf cisco
OR
Device (config-router)# nsf ietf

IS-IS H NSF # A *—7 /W LET,

cietf : IETF K7 7 b _X— 2D FEHE)
EYR—R TRy NT—F TR
A v F & OPERIRN AR — M LT
WDIRIFEFR v T — 27 TIS-IS %A
F—TNMZT D,
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25 votgaqvFcovrrtyzroyo—F [

aAvYRFERET7IOIY BRI

+ Cisco : NSF #Zik v hU—F 7
AA v T & OREERMR D 2 [FIFE
Ty N —27 TIS-IS #1715,

ATw 75 |end ¥iME EXEC E— FICRY £,
1 -
Device (config-router)# end

AT 76 |writememory ALy FOREERFLET,
1 -

Device# write memory

R w77 |install add fileimageactivatereloadfast | L\ 7 F T =T A A—TAA v F

commit 7 v 7T L—FRLET,
il - image— "7 — RiZIX, 7 7 A /L DOGHT
Device# install add file bootflash: (TFTP, HTTP, 7o v = RI7 A7)

cat9k iosxe.17.03.02.SPA.bin activate s AL
reloadfast commit A A /Z' % = &bi‘a‘o

ABYIEBRRAVFTOY I bz 70OYya—FK

AR IRERAA v FTY 7 by =72 ) n—RT520%, ROFIEZETLET,

FE
AT RFERIEITFZII Y B8

AT 71 |enable FiHE EXEC E— REZHMC LT,
fil TS NBRERINTEHNAT — RE
Device> enable )\j] [_/i'j‘o

AT 72 |reload fast WDOT v ARRKELET,
il - 1L AL AL v F LA N—R
Device# reload fast AvFEJo—RFNLET,

2. TIT 4T AL vFHIn—KL,
AA v F OGN RZBITONET,
AR I AA O TFNT T T 4 T A
A FNZRY, TIT 4T AA vF
D LWAZ N AL v FITRD
Er
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BGP N3 iE

L/ij‘o

1R BHHIIZ
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EENI=REZYIBEBRARAAYFTOY 7 oz 7D)O—FkK

SNTEARZ  IHERAA v FTY 7 My =T %) v—RT 5120, ROFNEEZET

TRCDON—T 4 770 F3VBRUPAT —HX A 5D Z & aERT 5I121%, ¥iHEEXEC & —
K -C show graceful-reload =~ > K& L £,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,

T RRFIREINEHNRNRAT— R
AHLET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATvT3

router bgp autonomous-system-number

1

Device (config) # router bgp 65000

BGP/V—#% a7 4 Fal— g
T— REBHBELET,

ATvT4

bgp graceful-restart all
{1 -

Device (config-router) # bgp
graceful-restart all

A K JNOTXTDAA v~ F T NSF
Wik A A x— 7 W2 LE 7, NSF 2Rk
1257 v b CIEES T,

ATy Th

end

1 -

Device (config-router) # end

HrtE EXEC £— RICEY £,

ATvT6

write memory

1

Device# write memory

A v FOREEZRMFELET,

ATy T1

reload fast
I

Device# reload fast

VT NO =T %7 v 77 L— RETIZA
{yFEYB—FLET,
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SIS ARESNER 8 v o RS vFTov T byz7oun—F |

IS-ISHERESNT=RA AV IBEBHARAAYFTOY I o z70)AO—FK

IS-1S V% T

ITLET,

FIE

SNTZAZ Y VAL v FTY 7 by =T %Y v— RT3, ROFIEEFE

ARV RFEEETIVa Y

=)

&M

enable
1 -

Device> enable

¥ M EXEC T— F& AL £,

TarT MRFIRENTZHNAY— R E
ABLET,

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—R_) a7 4 F¥al—T g
E— FEBBLET,

ATvT3

router isis area-tag

1 -

Device (config) # router isis tagl

IS-IS/V—F 4 77 hajz A f—
T LTISIS a2 &2 EL, A
A FENL—F a7 41 Fal—3
v E—RIZLET,

ATvT4

nsf {cisco| ietf}
f5i

Device (config-router) # nsf cisco
OR
Device (config-router)# nsf ietf

IS-IS FANSF % A %2—7 Wiz L¥7,

cietf : I[ETF KT 7 h_— 2 D H)
EYVR— TRy NT—F TR
A v F L& OBERRRN Y AR — K LT
WD RIFER v h T —27 TIS-IS A
X2 =TT B,

s Cisco : NSF %k r vy hU—F 7
AA T L OBFEBR DN 72 [FIFE
Fy FU—27 TISIS #FET1 5,

ATvTh

end

1 -

Device (config-router) # end

HbE EXEC E— FIZREY £,

ATvT6

write memory

1 -

Device# write memory

Ay FORERZREFELET,

ATy T17

reload fast
1 -

Device# reload fast

VTN 2THT v 7T L— REFITA
AyFxEIr—RLET,
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Extended Fast Software Upgrade D& 1T |

YOIz 7DRT7vTTL—FKERLIFYA— KOS
V7T =2TOT T 7 —REIZY a— RBR L7122 & 2RI 5121k, F5#E EXEC
F— RTHROa~y REFEHLET,

R2:VI LIz T7OT7 YT L—FERLIF)A—FERERTSaTUF

avU R =E]:g]
show version FTNRAADN—FR 7 =2TBIRNY 7 =T
HHRERRLET,

show log | in FAST

Extended Fast Software Upgrade i L 7= 7
N =TTy L— REZITY m— FHR5E
TLENE I DERRLET,

show install summary

TIT A TNy r— VI T DR FOR
l/\jz‘j_‘o

show install log

A A N VELRIZBET D EHRE R TR LET,

show version running

BUEFATT O 7 7 A M 2 FHREF R L
\i—g_‘o

show version | in reason

EHROYr— FOMHAPERLET,

ZTDMDSEERH

EEEH

ESPERE]S

I=—aTF7ILEA LI

T

N—F 477 k3T 5

Software Configuration Guide (Catalyst 9300 Switches)> [P
Routing Configuration Guide] #ZMR L T 7230,

ERCNLE::

STP, PVST. &X' UDLD (ZB

Software Configuration Guide (Catalyst 9300 Switches)® [ L
AV2RETA F] 22 TIIZS N,

(S A PoE (2R84 5 E

Software Configuration Guide (Catalyst 9300 Switches) »
I'Network Powered Lighting Configuration Guide] % &8 L
TLTEEN,
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Extended Fast Software Upgrade D85 /E FE .

Extended Fast Software Upgrade 0D #%RE &

ROFIZ, ZOEY 22— /L THHTDHED Y V —2B LOMEEFERZ =~ L ET,
NG DOBEREIE, FRCHRR SN TWRWRY | BASHY U —RLEOTXTDY U —XT

fEHTE £,
))—= HaE HREIR R
Cisco IOS XE Amsterdam | Extended Fast Software | Extended Fast Software Upgrade (2 L 0 . V7
17.3.2a Upgrade hy=T7 OV = NEET v 77 L=k
BIERD T 74 v I DX T Z A LD
WEnE7,

Z OFEBEIL. Cisco Catalyst 9300 > U — & A
A > FD 9300 L N300L A1 v FET )L
TOHRYR—FEINDHEIITRD FE L,
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VIR DIT AOTFURTYITTL—
.

VI NT2T AT F AT 7 L—FR (SMU) 1E, VAT LA A =L L TEER
X2 VT AR E ) ) —RASNTA A=V TE By =TT,

VT RNT 2T AT FUAT v T L — ROHIKIEHE (425 <—2)

VT NI 2T AT FUARAT T T L— RIZONT (425 =)

e VT RT T AUTFUAOFEBFOBEHE (427 =*—)

VTR T AT F VAT v T T L— ROFERF (429 ~—)

VTN T AT F VAT v T T L—RDZDOMDESEEE (434 =—)

VT NI 2T AT F VAT v T T L— ROBREDIERE (434 ~—)

YIRYTT AVTFFUORTYTHTL— FOHIFEIE

eSMU iF, {1 VA M—NE—REFH LNy TFOLEFR—FLET,

YIRDIT AT FURTYTTL—FIZDONT

SMU D &

SMU . VAT AZA VA=V L TEERLEX 2 T 4 BRE2 ) ) —2AENT-A A—IIT
FHTEDI RNy =TT, SMU Ry =3V ) —RZEBIParR—x b LR
fftxnE4,

SMU (% v hU—27 OBEIZHEIZHICTE D L HICTDH L L biT, LERT A NORFR &
#HPHZHI T 2720, /ERD CiscolOS V7 b = TIZIFEE KA Y » b33H Y F£9, Cisco
IOSXE 77 v k7 4 — ATl SMU O A a2 WHESNCRGEE L, AHMED 720 SMU 131 > &
f—nTEEHEA,
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YIRIIT AVFFURTIIL—F |
B swoo—so0-

T _RTSMU DEFD CiscolOSXE VY 7 F T =27 AT F A U U —RTHESINTWET,
SMU [FHRSZ L7z | OSSR o r— U TH D | BRSO FRERIEH D A, SMUIFE
DEIRIEFTHA VA=V EFEETT VAV A =L TEET,

MU FIEIEA T F RV Y —RATOR, BWRERBV T =T VI —2ADTA TV A7
Mzl T R—FENET,

SMU Z A > A b —/L 9 51ZiE, ROEANLTFIAZFITLET,

1. 77ANVY AT A SMU #iBML E9,

2. VATATSMUET 77 4 7L LET,

3 UE— B VIESNTHRHESE D700 SMU DEEA 2 v FLET,

SMUDT—- o0—

SMU 7rE® A%, YAahAF<w—FR— b~DBERIZL->TRBEINET, DAX~—H
AN— MIERE L. SMU EREZIT\WET,

SMU Ry r— B J—RX X5 & [Cisco Software Download]https://www.cisco.com/c/en_in/
support/index.htmlX—ZEH INET, Oy r—TU% Xy ua—RL, f VA= L
i ‘j‘o

4

SMU /Sy 5 —o

SMU R r—id, Ny =Y ONEBFETLIRT D2V OO A X T —4 BILUSMU H3 3
RENTWLHEFRADOBEOELE L EHIZ, V=R TFE2#@HT H7200—HED 7 7
ANDBNLOMWEENTWET, SMUSyr—VF, AFF—A 277 A 727 F % (PKI)
aAR—R hORyTFH#EHALY R~ LET,

SMUD!)A—F

SMU X A 71E, £ VA= AENTWVDESMUBKIGT DV AT AMMIEZ DR R LET,
SMU M kT 7 4w ZIZ8EBE G 2720 GEC, SMUILK > TT A AOFEE), Ve— K,
FIFAAL v T AR RETHHENDHV ET, Ve — RBRBENE ) NEHRT DI
I%. show install package flash: filename =~ > K& 3T L £7°,

Ry "Ry FEFEHTLE, SMUXT 77 4 TALRICEDC/2D, VAT L&Y — R 5
VERHY EFHA, SMUBRaIy hENLHE, VU — RPOIRSNTHLEENRRLET,
LAICL>TiE, SMU THARL—FT 4 VIV AT ADa—/)L K (584) U o— RGBT R
L2EMBHVET, ZOTI7vaE, Vue—Ro, NT Ty T7a—CHELET,
a—)L RY a— RPRERGE, 20—V —2IT7 7 v a v aER T 77 iR FRENE
7
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| vIr9z7 2053027y TIL—F
VI ryr7 rvrroroagosass [

VIR DIT AT FUOROEHFOEEAE

Z 2T, SMU OFBRICEET 2 EMICO W T LT,

H—na<w y FEmi3Eoa~y FEEALTSMU Ry r—Y DA VA —)b, TIT 4
i, aI v FEITHZEDTEET,

SMU/RXyT—2DA VX =)L

TDHRATTIE, SMU Ry r—2% A A =1 572 install add file activate commit =

~ v ROFERATEEZRLET,
FIE
aAvY RFEREIT7IOIY B
AT v 71 |enable ¥iE EXEC E— RZ2ACLES, 7
51 By MRFRENTHAAT — REA
HLET,

Device> enable

R w 72 |install add fileflash: filename [activate AT FURABFNN A —F T Ty
commit] vanpbat—L, 77y h 74 —LB
fi FOAS A== g VOFEHNET = v
Device# install add file 7%£ﬁib‘ SMU/\O‘yb‘*“:/“%Tﬁ?/(
flash:cat9k iosxe.BLD SMU 20180302 085005 | 7t L, F D /3w A — 5B 12—
ﬁiﬁﬁ?éﬁﬁ%ﬁﬁ%&ﬂ%ﬂmMnbe%ﬁ%éméiﬁmbiﬁo:@
a2 R, bin 7 7 A LOEBID =
R—=R N TRy r—v b
packages.conf 7 7 A /VITHIH L £ 7,

¥/, UE—Fuo—varnb
(FTP, HTTP., HTTPS. F7-/% TFTP
ERERALC) AT ARy r—
Chkav—4+5Z b TEET,

GE) TFTP ZffH LT SMU 7 7
A NVEa—T 58581,
T—h 7Ty va L
TSMU%ET 77 472 LE

‘g_O
R Ty 73 |exit ¥t EXEC E— R&&T L, 2—%—
il - EXEC £— FIZEY £9,

Device# exit

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .
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SMU/X\vH—DNEE

FIE

YIRIIT AVFFURTIIL—F |

ARV RFERETIVa Y

E:)

&

enable
51 -

Device> enable

ke EXEC E— K2/ LET, 7
0 T MRFEREINZHNRNAT—RKE A
HLET,

ATvT2

install add file flash: filename
R

Device# install add file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG_LATEST 20180306_013805.3.SSA.smu.bin|

SMU /3w 75— % Y — ADGEI N ST
NA A Zae—1L (Y—ADGETNRY
T—hDBA) . TT v h T —bEA
A—=TDNR—=T g VOHENETF = v 7 &
FITL, BESE L TTRTD AN
J— REZIZFRUIZ SMU Ny r—v
FPEMLET, Zoavr NI, 774
JVCHARM IR HHAET =~ 7 B 54T L,
SMU Ry =YW 7Ty b7 4 —ALT
PR—FEINTNDLZEHERLET,
F7-. package/SMU.sta 7 7 A VA
= N ZBENT52 8T, AT —4
AHEBEERL, MERFCED I oICLET,

ATvT3

install activate file flash: filename

1 -

Device# install activate add file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG LATEST 20180306 013805.3.SSA.smu.bin|

BT = 7 2FITL, RN bFr—T%
A LA R—=L LT, Ny —VDAT—
HADFMEERLET,

RATvT4

install commit

1

Device# install commit

Jo— RBEIRSNTHERT 5 L9
T 7T 4 TIbDOEFEaI vy P LE
T, TIT 4 TbDHB T, VAT LD
BE, EIEAIOY v— RZicay
FNCEET, NvF—UNRT 774712
o TVTHaIy hERTWVRWVWES
L. B0 Y v— REIEXT 7 7 4 7 OMk
BEEZROETN, 2BIBO Y v— R&IT
TIOT 4 TREERDEEA,

ATy TH

install rollback to {base | committed | id
commit-ID}

1

Device# install rollback to committed

TR A& LIRIDA A b —)VIRBEIZ R
L/jz—g_qo
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k7 AurFur 7y IvL—roxEs ||

AU RFERETOVa Y

B8

ATvT6

install deactivate file flash: filename
I

Device# install deactivate file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG LATEST 20180306 013805.3.SSA.smu.bin|

TIT 4 TR lr—V%ET 77 4 71k
L. RNobr—VDAT—H AZHEH L
KR

ATy T1

install remove {file flash: filename |
inactive}

1

Device# install remove file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG_LATEST 20180306 013805.3.SSA.smu.bin)

BE LT SMUMNIET 77 4 7 E D
BB L, T T 4 T OEETT A
IV AT A HHEIEE L 9, inactive 4
Trait, TV T AT IR lr—
BT 7 ANTAT AL TNTHIRL %
7

ATvT8

show version

1 -

Device# show version

FRAZADA A — "= 5 U EFER
Lij—O

ATvT9

show install summary

1 -

Device# show install summary

R lr—2 DA VA M=)V AT —H AT
B aEREZFRLET, Z0avw R
OHINIE, BRESNTWVWD ingall =2~
Y RITGECTEE L ET,

VIRDITT AVTFIORTYTITL—FD

WIZ, SMU OFEF ZRLET,

5l : SMU O E I
\)

&% 7 151

G¥)

I DBV va T, Ay Xy TF SMU O ZFEHL TWET,

WIZ, SMU 7 7 ANVET7 T v ia2ilat—1 5% R~LET,

Device# copy ftp://172.16.0.10//auto/ftpboot/user/
cat9k iosxe.BLD SMU 20180302_085005_TWIG_LATEST 20180306_013805.3.SSA.smu.bin

flash:
Destination

filename

[cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin]?
Accessing ftp://172.16.0.10//auto/ftpboot/folderl/

cat9k_iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin...
Loading /auto/ftpboot/folderl/
cat9k_iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin from

172.16.0.10

(via GigabitEthernetO): !
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YIRIIT AVFFURTIIL—F |

[OK - 17668 bytes]
17668 bytes copied in 0.058 secs (304621 bytes/sec)

WIZ, AT FTRAEHFRT 0T T LRy r—0 Ty A NVaBINT 202" LET,

Device# install add file
flash:cat9k_iosxe.BLD_SMU_20180302_085005_TWIG_LATEST 20180306 _013805.3.SSA.smu.bin

install add: START Mon Mar 5 21:48:51 PST 2018
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin to
the selected switch (es)

Finished initial file syncing

Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Add operation ---

Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1

Checking status of SMU ADD on [1]

SMU ADD: Passed on [1]

Finished SMU Add operation

SUCCESS: install add
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:49:00 PST 2018

WIZ, SMU R 75— 7 7 A )V T 734 ZTBI L T2 O show install summary =~
v OB Z R L ET,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

sSMU I
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

Auto abort timer: inactive

WIZ, BINLTZ SMU N r—2 77 ANET 7T 4 76T 2012 R~ L £,

Device# install activate file
flash:cat9k_iosxe.BLD_SMU 20180302 085005 _TWIG_LATEST 20180306 013805.3.SSA.smu.bin

install activate: START Mon Mar 5 21:49:22 PST 2018
install activate: Activating SMU

Executing pre scripts....

Executing pre scripts done.
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--— Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU_ACTIVATE package(s) on switch 1
[1] Finished SMU_ACTIVATE on switch 1

Checking status of SMU_ACTIVATE on [1]

SMU_ACTIVATE: Passed on [1]

Finished SMU Activate operation

SUCCESS: install activate
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:34 PST 2018

&IZ. showversion =~ RO 2R L £,

Device# show version

Cisco IOS XE Software, Version BLD POLARIS DEV LATEST 20180302 085005 2 - SMU-PATCHED

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.9.20180302:

085957 [polaris_dev-/nobackup/mcpre/BLD-BLD POLARIS_ DEV_LATEST 20180302 085005 166]

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 02-Mar-18 09:50 by mcpre

WIZRT O, showinstall summary 2> R SMU /Ny 7 —V DAT — X A %T 7
TATTHYaIy MRET ERRTLHGOHNIBITT,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU U

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 _013805.3.SSA.smu.bin
IMG C 16.9.1.0.43131

Auto abort timer: active on install activate, time before rollback - 01:59:50

&Iz, show install active =~ > RO %2R L E T,

Device# show install active

[ Switch 1 ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU V)
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG_LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

WOEITIL, ingall commit 2~ ROFEITHEEZ T LTWVET,

Device# install commit
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install commit: START Mon Mar 5 21:50:52 PST
install commit: Committing SMU
Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Commit operation ---

Performing SMU COMMIT on all members
[1] SMU_COMMIT package(s) on switch 1
[1] Finished SMU COMMIT on switch 1

Checking status of SMU COMMIT on [1]

SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit

2018

YIRIIT AVFFURTIIL—F |

/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon

Mar 5 21:51:01 PST 2018

WIZRT DX, showingtall summary 2~ > R28, BFH v 7r—VnaIy h&nh T
02— RIS CTHRT 5 2 2R T LA OHIBITT,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin

IMG c 16.9.1.0.43131

Auto abort timer: inactive

W2, Bghra 7 7 L5y r—raly Ny r—viie—n Ny 7354 %

RLET,

Device# install rollback to committed

install rollback: START Mon Mar 5 21:52:18 PST 2018

install rollback: Rolling back SMU
Executing pre scripts....

Executing pre scripts done.

--— Starting SMU Rollback operation ---

Performing SMU_ROLLBACK on all members
[1] SMU ROLLBACK package(s) on switch 1
[1] Finished SMU ROLLBACK on switch 1

Checking status of SMU ROLLBACK on [1]

SMU ROLLBACK: Passed on [1]

Finished SMU Rollback operation

SUCCESS: install rollback

/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon

Mar 5 21:52:30 PST 2018

Iz, show install summary =~ > RO Z R LET,
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Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

KIZ, SMU RNy r—2 77 A NVEIET 7T 4 7T 202 R LET,

Device# install deactivate file
flash:cat9 iosxe.BLD_SMU 20180302_085005_ TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install deactivate: START Mon Mar 5 21:54:06 PST 2018
install deactivate: Deactivating SMU
Executing pre scripts....

Executing pre scripts done.

--— Starting SMU Deactivate operation ---

Performing SMU DEACTIVATE on all members
[1] SMU_DEACTIVATE package(s) on switch 1
[1] Finished SMU_DEACTIVATE on switch 1

Checking status of SMU DEACTIVATE on [1]

SMU_DEACTIVATE: Passed on [1]

Finished SMU Deactivate operation

SUCCESS: install deactivate
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:54:17 PST 2018

&Iz, showingtall summary =~ > ROl Z R L F9,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU D
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG_LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

Wz, T34 A6 SMU #HIBRT 50 %2 R~ L £,

Device# install remove file
flash:cat9 iosxe.BLD_SMU 20180302_085005_ TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install remove: START Mon Mar 5 22:03:50 PST 2018
install remove: Removing SMU
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Executing pre scripts....
Executing pre scripts done.

--- Starting SMU Remove operation ---

Performing SMU REMOVE on all members
[1] SMU_REMOVE package(s) on switch 1
[1] Finished SMU REMOVE on switch 1

Checking status of SMU REMOVE on [1]

SMU_REMOVE: Passed on [1]

Finished SMU Remove operation

SUCCESS: install remove
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 22:03:58 PST 2018

Wiz, show install summary =~ > ROHAHZR L E7,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

VIR DITAUTFIORTYTTL—FOFDOMDS

ZE&H

BEER
BEEIEH I=ZaTFILEA R

ZOBETHHT S avr RosEe /s | Command Reference (Catalyst 9300 Series Switches)
JOME H 5 1 D FERE,

VIR DITTAUTFIUORT YT L— FOBEEDER

ROFIZ, ZOFEY2—/LTHHTLHEDY U —2ABIUOBEFHRZ R LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BASHY U —=RLUEOTXTDY U =T
fEATE £,
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-2 - 1315 HEETER

CiscoIOSXE Everest 16.6.1 | v 7 k7 =7 A7 |SMUIL, VAT ALIZA VA b—/L L TELE
FURT T T | R X 2 VT 4R E D ) — RSN A A

k (SMU) DIHRBEARTE B /Sy e DT,

T4 TAVBICEDCIRY, VAT A E Y o—
RTB0ERH D FHA,

Cisco 10S XE Gibraltar Public Key SMU /S /7 —F, PKI 2> R—FR2 RO
16.10.1 Infrastructure (PKI) | Sv FiEf a2+ R — F LET,

CiscoFeature Navigator 35 &, 7T v b7+ —ABI RNV 7 =T A A=V DV FR—
MMEW A 3R T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FE5E] 725 7
JEALET,
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s 10 =

79593 D740 ORTLOIEE

T T wva Ty AN VAT AITONT (437 =)

MHARER T 7 AV VAT ADFER (437 =)

e T T FIVN T AN VAT LORIE (442 X—)

« T AN VAT LEADT 7 ANMIEATHIEROFR (443 =—7)

T ALV NVDOELRBIOMEET 4 L7 FUDORR (444 X—2)
T 4 L7 FUDERK (445 X—2)

« T ANDAL— (446 ~—)

o 77 ANDIERL, Fox, BLOHH (447 ~—2)

7T yva Ty AN VAT MIET HEOMOBEEER (450 X—)
c 7T a T P ANY AT AOWEEIBEE (450 =*—3)

292 774 VAT LIZDLNT

TTyva TrAN VAT A, T ANVERMTE DR DT Ty v a FTAL AT, Y
ThT=T N RABERaV T Xl —Yay Ty A NOFEE SR O a v R
B TWET, TXAZADT 7NV DT T v a7 7 AN AT A flash: T,

TITATIRTNRARAEINFAZ v T AR L R L flash: lZn—H LT T v 2534
2HEFELET, ZHE, 77 ANV ATEANRFEREINTNDEDLE LTS, AR SN TWH
DT A AT,
—JEIZIANDZ—F—DHR, VT NIz T RN B Ra 7 X2l —vary 77 AL
PEHTEET,

FRAAEELE I 7ML DR TLORT

TN ATHARGER T 7 A VU AT AEFRRT HITIE. show file systems F5#E EXEC =2~ >
REFEHALET RORZ U RTa v T34 A0H%5H)
Device# show file systems

Size (b) Free(b) Type Flags Prefixes
- — opaque rw system:
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- - opaque rw tmpsys:

1651314688 1559785472 disk rw crashinfo:
* 11353194496 9693396992 disk rw flash:
8049967104 7959392256 disk ro webui:

- - opaque rw null:

- - opaque ro tar:

- - network rw tftp:

2097152 2080848 nvram rw nvram:

- - opaque wo syslog:

- - network rw rcp:

- - network rw http:

- - network rw ftp:

- - network rw scp:

- - network rw https:

- — opaque ro cns:

Device# show file systems

File Systems:

Size (b) Free(b) Type Flags Prefixes

- — opaque rw system:

- — opaque rw tmpsys:

1651314688 1467920384 disk rw crashinfo:
* 11353194496 6942072832 disk rw flash:
7723847680 7646384128 disk ro webui:

- - opaque rw null:

- — opaque ro tar:

- - network rw tftp:

2097152 2089932 nvram rw nvram:

- - network rw rcp:

- - network rw http:

- - network rw ftp:

- - network rw scp:

- - network rw https:

- — opaque ro cns:

118014062592 111933124608 disk rw usbflashl:

Device# show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw system:
- - opaque rw tmpsys:
* 11250098176 9694093312 disk rw bootflash: flash:
1651314688 1232220160 disk rw crashinfo:
118148280320 112084115456 disk rw diskO:
189628416 145387520 disk rw usbflashO:
7763918848 7696850944 disk ro webui:
- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:
33554432 33532852 nvram rw nvram:
- - opaque WO syslog:
- - network rw rcp:
- - network rw http:
- - network rw ftp:
- - network rw scp:
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network
opaque

rw
ro

https:
cns:

Z OFITIL, usbflashl filesystem %A FoR L F7,

Device#show usbflashl: filesys
Filesystem: usbflashl
Filesystem Path: /vol/usbl
Filesystem Type: ext4d
Mounted: Read/Write

WOBITIX, TAAARAF TR LET, ZOBITIE, 77T A TRTNNARFTAK v T R
VNITE, RE 9T A RN2DT 7 ANV AT Mdflash-2: & LT, AX YT ALNRIDT 7
AN AT A flash-3: £ LTERREIND EVST-HAIL, FTHREET, 2. 0BT,
WD X HIZ, crashinfo T 4 V7 "NV &, T I T A TRT A AERINZUSB 7T v =

FIATHRLET,

Device# show file systems

File System

Size (b) Fre
- - opadque
- - opadque
1651314688
1651507200
1651507200
1651507200
1651507200
1651507200
1651507200
1651507200

S:

e (b)
rw system:
rw tmpsys:
1520742400
1516240896
1517289472
1519386624
1524629504
1523580928
1517289472
1526726656

Type Flags

disk
disk
disk
disk
disk
disk
disk
disk

Pre

rw
rw
rw
rw
rw
rw
rw
rw

* 11353194496 7916576768 disk

11353980928
11353980928
11353980928
11353980928
11353980928
11353980928
11353980928

7944011776
7876902912
7944011776
7939817472
7944011776
7944011776
7944011776

disk
disk
disk
disk
disk
disk
disk

rw
rw
rw
rw
rw
rw
rw

fixes

crashinfo:

rw flash:
flash-2:
flash-3:
flash-4:
flash-5:
flash-6:
flash-7:
flash-8:

3824013312 3756507136 disk ro webui:

- - opadque
- - opadque
- - network

rw null:
ro tar:
rw tftp:

2097152 2052489 nvram rw nvram:

network
network
network
network
network
opaque

opaque wo syslog:

rw
rw
rw

rcp:
http:
ftp:
r'w scp:
rw https:
ro cns:

2097152 2052489 nvram rw stby-nvram:
- - nvram rw stby-rcsf:

- - opaque

rw revrcsf:

crashinfo-1:
crashinfo-2:
crashinfo-3:
crashinfo-4:
crashinfo-5:
crashinfo-6:
crashinfo-7:
crashinfo-8:
flash-1:

stby-flash:

stby-crashinfo:

WOBEITIX, TNRAARZ 7 HRLET, ZOBITIX, 72T 4 TRT A RTAZX v T A
VRN TT, AR T RAUNRNIDT 7 AN AT AFflash-1: £ LT, AZ T AL R20DT7 7
ANV AT NFflash-2: L LT, AX YT AUNRNIDT 7 A )L AT N flash-3: & L THERS
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NoEVoBEI, £THXET, £72. ZOHITIE, RO X HIZ, crashinfo7 L7 F U
CL T T A TRT AN, RSN USB 7T vy 2 RIA4 T HRLET,

Device# show file systems

File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw system:
- - opaque rw tmpsys:
1651314688 1565089792 disk rw crashinfo: crashinfo-2:
1651507200 1560281088 disk rw crashinfo-1:
1651507200 1562378240 disk rw crashinfo-3: stby-crashinfo:
* 11353194496 10735611904 disk rw flash: flash-2:
11353980928 10152312832 disk rw flash-1:
11353980928 2161115136 disk rw flash-3: stby-flash:
15243046912 14423638016 disk rw usbflashO: usbflash0-2:
520093696 520093696 disk rw usbflashO0-1:
3497074688 3417554944 disk ro webui:
- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:
2097152 2085334 nvram rw nvram:
- - network rw rcp:
- - network rw http:
- - network rw ftp:
- - network rw scp:
- - network rw https:
- - opaque ro cns:
21003628544 19867037696 disk rw usbflashl: usbflashl-2:
118014083072 111933390848 disk rw usbflashl-3: stby-usbflashl:
2097152 2085334 nvram rw stby-nvram:
- - nvram rw stby-rcsf:
- - opaque rw revrcsf:
% 24 : show file systems D 7 1 — )L K MDA
Z4—ILF el
Size(b) Ty AN VAT ADAEY A X (A FHAD) T,
Free(b) T7AN VAT LDZEEAEY YA X (/34 MHfL) T
R
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J4—ILFK E

Type T AN VAT LDEATTY,

disk : 77 ANV AT AL, 7T v a2 AEY TA A,
USB 7 7 v = crashinfo 7 7 A VT,

network : 7 7 A /L ¥ A7 A, FTP Y — " HTTP H— 3
REDR Y NU—27 FNRAZAHATT,

nvram : 7 7 A L 27 AIZNVRAM (REEFMERAM) 7
NA AHTY,

opaque : 7 7 A VT AT AE, v— A VIZAERL S HUT- pseudo
TrAN AT A (system 72 E) | EloiFF U r— R A
VA =T A A (brimux 72 ¥) T,

unknown : 77 A )V AT LD E A FIIARHTT,

Flags T AN VAT ADOWERTT,
ro: @miAHLY BHEHTY,

rw: gAY B L OEEIALTT,
wo : HZIALFHTY,
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J4—ILFK E

Prefixes T7 AN VAT LDTA YT ZATT,
crashinfo : crashinfo 7 7 1 /LT,

flash: : 79 v a2 774/ VAT AT,
ftp : FTP #—/XT9,

http : HTTP #— 3T,

https : &% =7 HTTP % —/3T9,

nvram: : NVRAM T,

null: : I B—0O X5 TT, VE—K 77 A% X)L~
ab— LT, A XEHHITEET,

rcp : Remote Copy Protocol (RCP) H—/ 3T,

scp ¢ Session Control Protocol (SCP) #—/3T,

system: : FEITaA LT 4 XL —TalEGRVAT A AE
U DS S VTV E T,

tftp: : TFTP X v U —727 $—TH,

usbflash0: USB 7 7 v = A€ U TY,

usbflashl: : AMEDO USB 77 v+ 2 AE Y T,

ymodem: : YMODEM 7’1 k2 L&A LT, *rv hU—
7 RVMBT A NVERFLET,

FIAILE D74 ORTLDETE

TIANIDT 7 AN VAT HAELTHEREND 7 7 AN VAT AEIZT 4 L7 b &R
ET HITIE, cdfilesystem: Fi# EXEC 2~ > REfHLET, 77408 7740 VAT A
ERETHE, BHETLa~vr REETT S L X filesystem: B ZEME T ET, 72& %
X, A7 a3 o filesystem: 5188 & FF O T R COFRMEEXEC 2~ > R Tid, od 2~ R THRE
N7 AN VAT AMERHSNET,

FIZHNNTIE, TN 77 A 2T M flash; T,

cd 2~ RTHRESNTEBIEDOT 74V D7 7 A4V VAT AEFRRT HIZIE, pwd Rk
EXEC 2~> REFEHLET,
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I7AL VRFLO T 7 A LT sEHRORT

TJ7A4IL ATLDI7AIVIZEAT BEHRORT

T AN VAT AONFEEBIET DI, TOU A MEFRRTEET, &L, HiLvnay
T A4 FXal—ary T7ANET7 Ty a AERVIZa—F BT, 7740 AT AIZHE
CAHIOAL 74X 2b—2a 77 A ADPEHESN TN 2R TE £, [FERIC,
7 yva arZ4Xal—ralr 7y ANENOEEHNICa Y —3 DRI, 77 A NV EE
BLT, Z04HIERNOa~wy RCHEHTEET, 774NV VAT LAOT7 7 A )VICEET H1EHR
ERRT DT, RORIZFEHT 285 EXEC 2~ KOWTUMEEH LT,

£25: 77 AT HERERTT HHDaATUFR

avw >R SiBA

dir [/all] Tr7AN VAT LEADT 7 A VAR MERRLET,
[filesystem:filename]

show file systems T7AN VAT DT 7 AN EDFEMEFR R LUET,

show fileinformation | #5100 7 7 A AT B % #7 L T,
file-url

show filedescriptors  |[BHWNCWA 7 7 A L OER DY A hERRLET, 77 A itih 1
BV TWA 7 7 A LVOWNEEBR T, Zoa~vr RE#EHLT, 3l
D=L TT 7 ANDBEPINTNDENE I NETRDZENT
%iﬁ—o

722 T7ANVATLADTRTOT7ANADY A NEFRRTHITIE, kO L DI dir $F
MEEXEC o~y R&EfEHLET,

Device# dir flash:
DDirectory of bootflash:/

616513 drwx 4096 Jul 15 2015 07:11:35 +00:00 .installer

608402 -rw- 33818 Sep 25 2015 11:41:35 +00:00 bootloader_ evt handle.log
608403 drwx 4096 Feb 27 2017 13:56:47 +00:00 .ssh

608410 -rw- 0 Jun 5 2015 10:16:17 +00:00 dc_stats.txt
608411 drwx 20480 Sep 23 2015 11:50:13 +00:00 core

624625 drwx 4096 Sep 23 2015 12:29:27 +00:00 .prst_sync

640849 drwx 4096 Feb 27 2017 13:57:30 +400:00 .rollback timer
608412 drwx 4096 Jun 17 2015 18:12:47 +00:00 orch test logs
608413 -rw- 33554432 Sep 25 2015 11:43:15 +00:00 nvram config
608417 -rw- 35 Sep 25 2015 20:17:42 +00:00 pnp-tech-time
608439 -rw- 214054 Sep 25 2015 20:17:48 +00:00 pnp-tech-discovery-summary
608419 drwx 4096 Jul 23 2015 07:50:25 +00:00 wutil

616514 drwx 4096 Mar 18 2015 11:09:04 +00:00 onep

608442 -rw- 556 Mar 18 2015 11:19:34 +00:00 wvlan.dat

608448 -rw- 1131779 Mar 28 2015 13:13:48 +00:00 1log.txt

616516 drwx 4096 Apr 1 2015 09:34:56 +00:00 gs_script

616517 drwx 4096 Apr 6 2015 09:42:38 +00:00 tools

608440 -rw- 252 Sep 25 2015 11:41:52 +00:00 boothelper.log
624626 drwx 4096 Apr 17 2015 06:10:55 +00:00 SD_AVC AUTO CONFIG
608488 -rw- 98869 Sep 25 2015 11:42:15 +00:00 memleak.tcl

608437 -rwx 17866 Jul 16 2015 04:01:10 +00:00 ardbeg x86
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632745 drwx
632746 drwx
608418 -rw-

75922 77 AN VRATLORE |

4096 Aug 20 2015 11:35:09 +00:00
4096 Sep 16 2015 08:57:44 +00:00
1595361 Jul 8 2015 11:18:33 +00:00

system-report RP_0 20150708-111832-UTC.tar.gz

608491 -rw-
608492 -rwx

67587176 Aug 12 2015 05:30:35 +00:00
74880100 Aug 12 2015 05:30:57 +00:00

11250098176 bytes total (9128050688 bytes free)

Device#

CRDU
ardmore

mcln x86 kernel 20170628.SSA
stardust.x86.idprom.0718B

VOEBRELTEXRT ALY M)DRT

TALZ MVEERL, AFET 1 L7 M ZRRT 22T, ROFIEEZFETLET,

Flig
ARV RFEEETIa Y B
RTw 71 |enable ¥iME EXEC =— R& AT LET,
1 e NAU—RZANLEST FERSh
=58
Device> enable
ATy 72 |dir filesystem: BESNTFETZ7 74N VAT ADT 4 L
15“ : 7 ]\ U %ié/j——“ Liﬁ—o
. . filesystem: (21, AT AR —RD7
Device# dir flash: 5 va ’7:/§/f}<0) flash: %{iﬁﬁ Li
ﬁ—o
AR TDTFNA AR INDT T v a
R—=F 42 g T 7 BATHITIE.
flash-nZfEH L ES (niZAF v 7 A
NEFTT) , HlzIX, flash-4,
AT 73 |cddirectory_name BEINT 4LV 7 NI ~BEILET,
fl o~ RHITIEL. new_configs & V5 4
HiOF 4o L7 FVICBET S HiEA R L
Device# cd new configs e
ATy 74 pwd BT L7 M) ERRLET,
1 -
Device# pwd
25w F5]|cd TI7HNV T4 L7 FUICBEILET,
1 -
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ARV RFERFTIVaY =)

Device# cd

T4 L9 )DER

¥iHE EXEC E— &P LT, T4 L7 b U ZERT IR OFIEEZFEITL £,

Fg
ARV RFERETY a3 Y BHY
R T v 71| dir filesystem: BESNIZT 7 AN VAT ADT 4 L
Bl U Y EFRLET,
- filesystem: (2%, ¥ A7 A H— RO
Device# dir flash: Swia ij/\‘/r Z O flash: %{%ﬂﬂ LE
R
A7y 72| mkdir directory_name HLWT L7 MY EERLET, A
5l - Fyva ()MIHEETEST 4 L7 b
U AR 45 SLF T, RXFLE/NLF
Device# mkdir new configs DORBIBHY £, T4 L7 bUAITIT
LS, A= AT v =, 5
FF, BIzoy, Fhidae i fERT
TEHA,
R T 73| dir filesystem: AN Zffgad LET
{5l
Device# dir flash:

T4 LY MY DOHIBR

TAVI M E, ZONHEOTRXTOT77ANVBLIOY T T4 L7 MY & EBITHIBRT 21T
IZ. delete/force/recursive filesystem:/file-url ##% EXEC =2~ > R&2fH L 9,

ZEITCHRESNTEZT 4L 7 N &, ZONTHOTRTOV TS 4L 7 NIBLOT77A10EE
HICHIBRT 221X, frecursve ¥ —U— REMFEHLEST, 7427 NINOTZ 7 A LT EITEK
REND, HIERZMHR T 5272007 v 7 MBI 5121%, force¥—U— REZFEHLET,
ZOHIRT v AEFATTH L, RN ER T a7 IRRRINET,

filesystem (X, VAT LA R—FDT7 T v a T8 A0 flash: A L £9, fileurl (21,
HIBR 27 4 L7 P DARIEZANLET, 7427 FINOTRTOT7 7 A VBLOT 4 L
7 FUDHIBRSNET,
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A

AR T4 L7 MUDHIBRENTZSGE, TONFRRETE A,

TJ7A4J)LOaE—

EEILN DI T 7 A V& a e —7 521X, copy source-url destination-url #5#£ EXEC =~ >
REfHLET, #ETE 0% URLIZIE, running-config 33 L U startup-config % — 7 —
Kya—bhhy bEFEHATEET, =& %I1E, copyrunning-configstartup-config =~ > Ri&,

BAEFATTOa Ly 74 F¥al—ay 774V E 7T v a2 AEY DNVRAM ®Z &3 |2

RIEL, VAT AL OBRICa Ly 7 4 XFalb—vary 7y LTRSS Lol E

‘j—o

XMODEM 721X YMODEM 7' & h a /L& T3y NU—2 <=2 D7 7 A WVTxHT D ik
fFme L TRk 7 7 A /L v A7 A (xmodem:, ymodem:) #4EEL. £Inbab—325C

L TEET,
Ry hU—2 77 AV AT L@ URLIZIE, fip:, rep:. tftp:. scp:. http:, https: 72 ENH Y |
RESFIRD L B0 TT,

* FTP : ftp:[[//username [:password]@location]/directory]/filename

* RCP : rcp:[[//username@]location]/directory]/filename

* TFTP : tftp:[[//location]/directory]/filename

* SCP : scp:[[//username [:password]@location]/directory]/filename

* HTTP : http:[[//username [:password]@location]/directory]/filename

* HTTPS : https:[[//username [:password]@location]/directory]/filename

Y

GE) INAT— RIS T @) #8052 LiIxTeEdA, XF T@ 2FEHTZHE, a—T
P—=DIP T FLAZMRITTE £H A,

=W HDEZARFERT 7 A/ VAT A flash: 2 ERH Y 97,
EEILBLOSEOMAGDEIC L > TE, BHRGAERH Y £, K2, KITRTHEAED
HOLGEIZ, a—T&xFEHA,

cFATAL T 4 F 2L —TarhbITar T 4 ¥al—va

CAB = T T AT A4 F a2l = a PO AZ— Ny arZ 4 Fal—g

« TRA ANBECLBIOT A AT (72 & 21E, copy flash: flash: =2~ > FiX %))
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774 IILDHEIER

7Ty va AEY TNANALADT 7 A NPRBEZRSTEHEE. 207 7 A V% KAICHIBRT
EFET, WESNTE 7T v a TRA AL T 7 ANVEIET 40 V27 Y ZHIBRT 51203,
delete [/force] [/recursive] [filesystem: ffile-url 5 EXEC =i~ R&EH L E7,

TALVIZ M E, ZONEOTRTOVTT 4 L7 IR T 7 A0 E L HITHIBRT DI

X, frecursve ¥ —U— REFEHLET, 7427 NVROTZ 7 A VT LR RIS, Bk
EHERT D707 a7 N EEMT I, forcex—U— REHLET, ZOHIBRT o
Y RAEFITTDHE, OIS LERZ T e 7 vRFERENET, archivedownload-sw =1~ >
RCA VA= EN, REZRSTZHWY 7 by =T A A=V EHIBRT 5I21%, fforce F—
U— FBX WM recursive ¥—7U— K& L E5,

filesystem: &> a U EEAKTHE, TAA RATed a~ > RTRELET 740 hOT /31 A
ZERALET, fileuriZiX, HIRT 277 A VDRA (T4 27 b)) BIOLRTIZREL £

—é—O
TrANEBIRLED b oL, HBROWRERD DT BT FBRRRENET,
A

AR T ANARHIRSNIZSE, TONEIRETE EEA,

T, TIANIDT T v va AEY TAL AN T 7 AL myconfig & HIBRT % il &R
L\i—a—O

Device# delete myconfig

27 AIILDERR., KRR, BXUHH

T ANVEER L TCEIWL T 7 ANVEEZAALEY, Z7AVRADOT 7 A NVE Y A MER LT
D, Z7ANPLT7 7 A NVEME LY TEET ROEESR) ,

77 A IVOIERR. REDFR R, BLOT 7 A VO E4T 91213, HHEEXEC 2~ RTKRD
FlEZFITLET,

FlgE
ARV RFEEET7IVa Y B

R w71 |archivetar /create destination-url flash: T ANVEER L, FIICT7 74V EA
[ffile-url MmLES,
- destination-url 1213, 7—H/LE T F v
Deviced mrchive tar Jereat NU—27 77 AL AT LO5ESE URL
evice arcnive ar create N -
tftp:172.20.10.30/saved. DA YT A, BIOMERKRTH 774V
flash:/new-configs D4R ZI/E LET,
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75922 77 AN VRATLORE |

ARV RFERETIVa Y

B8

ca—HNTTa T AR
7 I SC

flash:

« FTP ##3C

fipi/Asmarg pessnadi@octionjdredayidleare
« RCP #§3C

rop:[[//username@location)/directory)Hfilename
 TFTP #3C

tftp:[[//location]/directory]/-filename.

flash:flile-url IZIX, 2=V 7T v o
TrAN VAT ALED, HLWT 7 A
ADPMERR SN D SEiztEE LET, &5
LT A4 L7 NI STV DITLE
D77 ANEET L7 NV O— &%
FRELT, iLWT 7 A VZIBIIT 5 Z
EHTEET, MbEELLRVWE, 20
LYUZBIT LT RTOT7 7 A LB I
T4 V7 NUMR, FHIER ST 7
ANMTEZIAENET,

ATy T2

archivetar /table source-url

1 -

Device# archive tar /table
flash: /new _configs

T ANVONREFR R LET,

source-url IZ1%, v —HL 77 AL A
TLEREIRY NT—T T A VA
T ADKEETLURL =1 U T AZIEEL
£9, -filename. X, RRT257 711
TV, ROFT v a 3R — ST
WET,

cu—WINN T T2 Ty AR

T LAESC

flash:

* FTP ##§3C

fipf/Asmengessadi@laciondredayiieane

« RCP #3C

raqo[/usamamealocation)/dretory)/Hfilename

» TFTP ##3C

tftp:[[//location]/directory]/-filename.

TrANDBEILT 7 ANVERITT 4
JRMIDYARERELT, 774D
ForEHIBRTHZ &b TEET, FBEL
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| 75v2a2 7740 SRTLOBKE
R T |

aAvYRFERET7IOIY BRI

727 7 AN NRFEREINET, MHiE
ELRWE, TRTOT7 7 A LBL)
T4V NUDBRERREINET,

R Fw 7 3 |archivetar /xtract source-url flash:flileurl | 7 » f L BT 5 v a0 77 AL VAT

[dirffile...] LAEOT V7 MUITHIHLET,

i - source-url 1213, 2—H /L T 7 AL TR
Devioot arehive tar Jetract T LDFEEITCURL DA VT AEIRE
evice arcnive ar XTtrac .

tftp:/172.20.10.30/saved. L%, filename. (X, 7 7 A /L Ol
flash:/new-configs TDT7 7 AIVTT, IROAT > a By

A= TWET,
e —WN T T2 Ty AR
T LHESC
flash:
« FTP 3

fip{/emard pesswadfalociondredoyiHleane
* RCP ##%3C

rqo[/usamamealocation)/dretory)/Hfilename
 TFTP #§3C

tftp:[[//location]/directory]/-filename.

flash:ffile-url [dirffile..] (Zi%, 7 7 A /L
O TIZT2r—HL 7T v
TrAN VAT A EOLGFTERELE
T, RGO 7 7 A VWO T 7 A L F
X747 NUDU A RNERET DI
X, dirffile. 7> a U EEH L £,
fAIbIRESINRNE, T RTOT7 7 AV
EF 4L RN ERET,

R w 74 |more[ /ascii | /binary | /ebcdic] /file-url VEeE—F 774NV VAT EDT7 74

I N BT, Bt WREZR T 7 A LD
WAZFRLET,

Device# more
flash:/new-configs
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I5via TrAL LRTLOEE |
B 50020710 vx708m7 220momEEs

25922774V RTLICET 52D ES R

EpER=
BEEIE TZaTFILEA LI

Cisco 10S Configuration Fundamentals Command

flash: 7 7 A )V AT LOEFEMa<w L R
Reference

— ~ ~ — ﬁ.l-\b
7591774 ILRT LDOKEERERE
WOFIZ, ZOFY 2—/LTHHTIHED ) UV — 2B X OEEIFEHRZ R L £T,
TS OBREIX, FFICHRE SN TWRWRY  EAINTZY U —RLBEOTXTOY U —RAT

fEHCcEET,

1)1)—=x Hae HRETRER

Cisco IOS XE Everest T adyrAN | TTva 7 r7ANVT AT AL, 77 AV
16.5.1a VAT A ERINCEDHE—DT7 T v a T/NNA AT

I, VT M2 T RN RLBLRa T o
Xal—ay 774 VOERIZHESIHOBE
Boa<vwr R TWET,

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILRY 7 b =T A A= DHHR—
MEH %2 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/ctn [FZFE] 226 T

7 A LET,
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s 11 =

%Ugﬂgajiyh\a)[){tfyrr,o)ggzﬁ_

c IIHERE~D Y 'y NETORMHRSME (451 *—)

« IR E~D U 'y FNEATOR|IRFEE (451 ~—)

s IR E~D Y 'y NOFATICEAT 2E#H (452 X—)

c IR E~D Yy NOFATHIE (453 ~—)

s IR E~D Y &y NEFITT D700 ER (454 <—2)
c IR E~DO Y & NOFATICHET 2B8MEHR (456 ~—)
IR E~D Y v M DR (456 ~—)

=JL = == 4= 2L L AZ
MEIZTEAD ) £y FETODRMHRSH
s MR E~D Y vy T u AERBT RN, BAEDOA A= BE. BLXOWEAT—
Aot XRTOY T NI 2T A AN I T o7 ENTNWAHZ L E2HERLET,
s IR E~D Y £y N a e AREITHOEEX, BROFKR W 2R LET,

c MIPIERE~D VU &> h 7 av A%ZBIAT DHIIC, In-Service Software Upgrade (ISSU) F 7=
I% In-Service Software Downgrade (ISSD) MEfTH TARWZ L 2R L £,

NEAREAD ) £y FEITOHIREER

VT MU =T Ry TFIE, T AL VA=A ST LGEE, IIRE~DY &y R
Tu ARICETTSNEE A,

VIY v arai L factory-resst =< > RORRITIN7=5E6. IR E~D) &> b
TR ADFETHICE Yy v a SFETTSLEEA,
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DYPBRE~OY Y FOET |
B osze~0uty roxEFET oES

PEEEAD )y FOETICEAT 15

MR EIZY By b E, T RARHFEIN TV DEIBEEEROT — 2 NI X THES
. T ZAOFETHARFOTTOREIE I INE T, HESNLGT —ZITIE, RE, =7
Ty AN, T— b EE, aT 77 A0 BIOEMERAPEAERDE (FIPSBE) oF—72 L
DU LT N EEET, NISTSP 800-88 Rev. 1 TRAZ LTV A L 91T, 1HFEIE clear
AV Re—HLET,

PR E~DY Yy oA, kO F VA THEHAENET,

o« T ZADRGFFF] (RMA) : RMA D72 DIZT A A3 A 2 TIRET HNEND 5
Bl TDOT A AD RMA GEBHEZ TS 21, BEKEROT —X 2T X CHIBRL
TLTEEW,

REEZTETANAADY BANY TS R FEIN TS X —~T U T VERIT7 L
TUVXNAPMREEZITIZGEIE. T AEPMREC Y By b L, TN R EHRE
LTL7EEn,

WMIHRE~DOY v M, T34 213U m— K&, ROMMON E£— R&BtAE L £9, #IH%
E~DY Y MME, T RIE, VY7 MU= 7 O Er— RIZKLE7: MAC_ADDRESSZ %L
& SERIAL_NUMBER £#% & X COEBRELAHZHIFR L £9, ROMmon E— RTVU & v
NEFEITT S L, BEAKIIHBNICHE SN E T, BAUD rate BREEAEE. WIHERE~D Y
Ty MERIZT 7 4V MEIZR Y £9°, BAUDrate & console speed 235 (2[R U CTdh 5 Z & & e
LTL7EE, RUTRWEGA, Y — L& L2 £7,

ROMmon E— R TCDY AT ALV Ey M5 T L7256, USB £7213 TFTP %{# L < Cisco IOS
A A= HEBMLUET,

ROFIZ, HRE~DY £y b7 o APITHEB L ORFFEND T — X Ol a2 R L E
B

R 26: DHERE~ADY £y FRISEEBLUVRFISNET—4

HESNET—42 RGEINET—42

BEDT — b A—T % ET3XTD Cisco | U E— | Field-Replaceable Unit (FRU) 75 D
[0S A A—Y T—4

7Ty valfhen s a7 4 Fal—ar LYRAZDOE

a—P—F = AF— T v TBLOET |—
a7 4F¥alb— 3, BLW Serial
Advanced Technology Attachment (SATA) .
SSD, USBZRAE DY L—RT L A RL—UF
INA ADNE
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| #BE~D Yy FOET

pgEE~0Uty o5 ]

HESNDT—4%

REFSNDZT—4

FIPS B X —72 EFD I LT i v L

=5

H o~

X 2 T REFT A AP (SUDI)
ABF—A 7T ATV F ¥ (PKD)
X—REOT LTy

ALY

FoR—REErX 27 (OBFL) v/

TA A

2—HF—3E00 L 72 ROMmon 24X

DNHAREAND

)ty FDOETAHE

TR E~D Yy FEFEITTHIZE, ROFEEFEITLET,

FIE

A RFEEIEFTII Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

T T IRFERESNIZENAT — Rz
AN LET,

ATy T2

c RAB U RT BTN ADEE
factory-reset {all [secure 3-pass] |
config | boot-vars}

« ZAZ TRER DT SA ADEE
factory-reset {all [secure 3-pass] |
config | boot-vars| switch
{switch-number |all {all [secure
3-pass] | config | boot-vars} }

1 -

Device# factory-reset all

F720%

Device# factory-reset switch 1 all
config

TS A HARFOBGEICY £y P LE
B

factoryreset =~ > R& T 572901
WHIR T AT LERIETH D EH A,

WRDOF T a A TEFES,

«al : NVRAM O X CONE, BIfE
DT — A A=, T— FEH, &
oy 74Xl — g EETa
V74X al—varDor—4. B
I Oa2—Y—F =X G XTDO
Cisco IOS £ A=Y ZVHEL £1,
OFTva v EHEATLZ L EH
BELET,

* secure 3-pass : 3-pass LEX TT AN
AANLTRTONEEZBEELE
R

ePass1: T _XTDOT KL AHAHE
G E 2RO T EEE
LET,
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MEREAD Y Y FDEIT I

B osze~outy rEx=aT2-008ER

ARV RFERFTIVaY =)

e Pass2 : T XTOHOT KL AA[{E
e A 2D 1 T REEX L
i‘é‘o

ePass3 : T XTHOT FL AAHE
WG E T U Ay hoR—
YTCEFEXLET,

GE) ZOF T a i,
DFF L a v DFELTIC
MINDEE DOF) 3 (5D
BERI 28 200 97,

econfig: A4 — K7 v ar7y
Fal—varzlizy hLET,
s boot-vars : —H—IZ L > TEIMNS
N7 — MEBEHEELET,
* switch {switch-number |all}:
« switch-number : A1 v FHK 5%
fRELET, fRETE 24T
1~ 16 CT7,

cal : A%y 7NOFTXTHOXA
Ay FEBRLES,

VIR E~D Y v b7 at ANIEFIC
FETTHE. TAAANYT—FLT
ROMmon £&— RiZ72 0 £9,

NHPEREAD) Y b ZRITT 2 =-ODEREH!

WIS, AR RT A, v FTYPRE~D ) ¥y FEFTTLHH2R L ET,

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1:
: User data, startup and running configuration

: All IOS images, including the current boot image
: OBFL logs

o U b W N

Crash info and logs

User added rommon variables

: Data on Field Replaceable Units (USB/SSD/SATA)
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DYBRE~D Uy rEEFTSE00REH [

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b2 FTT 2012 RLET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1: Crash info and logs

2: User data, startup and running configuration

3: All IOS images, including the current boot image

4: OBFL logs

5: User added rommon variables

6: Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

Protection key not found

9300L#0ct 25 09:53:05.740: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting:
reload fp action requested
Oct 25 09:53:07.277: $PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes
exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

FACTORYRESET - finish erase

o0 o0 o° de o

% FACTORYRESET - Making File System sdl [O0]

Discarding device blocks: done

Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID: fcf01664-7c6f-41ce-99£0-6df1d9%941701e
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Writing superblocks and filesystem accounting information: done

FACTORYRESET - Mounting Back sdl [0]
FACTORYRESET - Handling Mounted sdl
FACTORYRESET - Factory Reset Done for sdl

o0 o oP
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B ooze~0uty roEFET 2EMES

LY

) HA

o

FACTORYRESET - Unmounting sd3

FACTORYRESET - Cleaning Up sd3 [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o oo

o

Chassis 2 reloading, reason - Factory Reset

Dec 12 01:02:12.500: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

De

Enabling factory reset for this reload cycle

Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o0 o0 e oo

o

After this the switch will come to boot prompt. Then the customer has to boot the device
from TFTP.

BREADY) Y FOERITICET HEMFER

=
=374

—

BEEEHR
ESPEREYS T=aTFILRAL ML

IOETHHAT I a~v ROREMEBLEBLIN |z~ RV 77 LA
i F 7 DFER,

EAND Y MY HEEEERE

WOFRIZ, ZOFY 2— /LT T 2O Y UV —AB L OEEEHREZ R LET,

DO, FHICHR SN TORWRY , BASALY U —=RLUEOT~THOY J—XT
EHTE £,

-2 tHaE HRETEER

Cisco I0S XE Fuji 16.8.1a | T HAFHEOIRIE~ (WM EIC ) £y b T DL, T30 AITR
DUt (Factory | 7SI TWNDIBEREEA DT — 2 534 ~T
Reset) HESH, 7310 2ORETHARFOITO
BEICHEITL SN ES
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| #BE~D Yy FOET

pmEE~0U £y FoET seEE [

IJ I)—X

HaE

HAETRR

Cisco IOS XE Gibraltar
16.12.1

U L—T)L Ak

L— T8, ADH]
HWiskE~D Y v |k

VIR E~DY Y hEFEITTH L.
SATA, SSD, USBRE DY L—_T )L A
ML —2 SR ZAONERBEESNET,

Cisco IOS XE Amsterdam
17.2.1

3-pass LEZIZLD
MR E~D Y & v
~

DMRE~D Y £ o NEEGT DL, 75
A ANEFTRTOALT Y % Jpass E
X TCLRAITHEETEET, secure3-pass¥—
U— RPNEAINE LT,

A K 7 ¥ L X Cisco
StackWise Virtual D #J]
HRE~DY Y b
F7 T a DLk

A B T RERLT 73 A A F L O Cisco StackWise
Virtual XtJinT /XA A CHIHARTE~D Y &
MOV R—IPREAINE LT,

Cisco Feature Navigator Z /425 &, 7T v b 74 —LBIRNY 7 U =T A A=V DY R—

MME# A ¥R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [

7 A LFET,

PEFE) DT
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.18
=5 =0

X217 AML—DDERTE

e BX 2T AN L —UNIZDUN T, on page 459
X aT ANL—VOAMME (459 X—)
X2 T A=V (460 X—)
s WAL D AT — 2 Z DR, on page 461

X 2T AN L —VOMRERHR (461 X—)

X7 A ML—UIZD0VT

X7 AR —UKRETIX, EEAREEHREM L L TRETEET, IR —T,
HEFLEWE, XA 76 D/RXAT— RS L —B IO ED 7 LT vy L aRES{b L%
T A VAKX UREGOREFF—1T, ARICSLINDZ EEBSTZOICN—RT=TD 7
AR T U —ITREENET,

X7 AML—DDFTE

1R BHHEIIZ
ZOMEEIXT 7 4V N TERIC o T ET,

FIE
ARV RFEREET7TIVa Y =)

R 71 |configureterminal Ta— ) ar 7 4 Xal— gy
Bl E— &ML ET,
Device# configure terminal

R T w 72 |service private-config-encryption FNRAATERF 2T AN — RS
15“ : g‘ﬂ”: L/ij—o
DEvice (config) # service
private-config-encryption
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t¥17 AbL—C0HE |

ARV RFERETIVa Y

B8

ATvT3

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATv74

write memory

1

Device# write memory

private-config 7 7 1 /L&A KE B L L, W5
W7+ —~v NTRIFLET,

X7 A FL—DDEDLE

1R BRI

TNAATEFR 2T A P L—UKREEENCT DI, ROZ A7 ZFTLET,

FIE

ARV RFERFTIaY

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATy T2

no service private-config-encryption

1 -

Device (config) # no service
private-config-encryption

FNRAATEX2 U T 4 A L —RE
EEHCLET, EXaTARL—V%
WD L. FRTOZ—P—F— 5
MT L= 7% Z | T NVRAM |ZIRAF
ShEd,

ATvT3

end

1

Device (config) # end

HbE EXEC E— RIZREY £,

ATV

write memory

1

Device# write memory

private-config 7 7 f LV &HZ L, 71—
¥ 74—~y hTRIFLET,
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geitozx7—s20kR |

EEIEDAT—F ADHER

WS LD AT — % A &9 5%, show parser encrypt filestatus =~ > K& H L £,
WOa~ FEE, BEBITRHHATE 22, 77 A ADBIEF LS TV RN L AR LET,
Ty AME [TL—r FXRA M BRTT,

Device#show parser encrypt file status
Feature: Enabled

File Format: Plain Text

Encryption Version: Verl

X1 7R L= DHEERHR

WOFIZ, ZOFY 2—/LTHHT LDV UV —AB L OEEEREZ R~ LET,
TN OEEIE, FRICHRESNTWRWRY  AINTY U —RLBEOTXTOY VU —RAT

fECcEET,

Jj1)y—= HEBE HERETE R

Cisco 10S XE Everest TXa2T AL — |BFXaT A N —UBEETCIE. EEARTE
16.5.1a > sma s B L O Tx 1, It —

X7 FHAHEERE, Y476 DRAT—
B b —B IO ED T LT vy )b
FREEALLET, 4V AZ L AEA DK 5
—X, fERRICE B ENDZ EEELSTED
WCN—=RT T DT AN TV I—ITRE
ENET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# AR5 T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
JEALET,
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S

519

FHHESESTNYITESOFTTIT14T b
L—AX

« KT E TR SO (463 —)

cITVUFT T 4T N —ZADOHE (464 ~X—7)
cREET R T TOFT VT 4T P L—RADRETE (464 X—)
St ET ARy TOR=F =) T (468 X—)

o AT E TNy T ORER] (469 ~L—7)

M ET NN T SOFT T 47 N —XCHT A FOMOBEEE (470 2—)
TN ET AN T TUFT T 407 ML — ADOBEREERE (470 X—)

TINY T DRE

R ET Ny THEREIZ Lo T ER LRI S, HEOHEDT Ny 7B LU RrF
TEBRLUTHMCT HZ N TEET, ZOMREIL, Z<OWELRTF—-hSnNTHDHTR
7T LATHATT,

\}

GE) avhur—L FL—r P —Z2DOHDBYR— SR TWET,

KT ET AN 7T, SEOBRENEASN T TREBICEH L WD %y hU—27128
JDEDHMNRT /Ny THRARETT, ZIUTED ., VAT AN A AR AR LT
b, BRI T Ny ZEFATTEET, T, Tty a0 bLoREDEY v a v
DHET Ny T35 EIRGEIC, EFICHHATT, #MHITEERET 2L TEET,

%ﬁ:kﬁt\ *%%ﬁ‘éif:fj:?%'}f\/?/f%f %l]\b\i‘j‘o 7/1)5‘3‘:/5‘_/],5‘_/‘,61\ /l):/&v—‘ji/r
A, IP7 RLA, MACT FL AR ETT,

)

CE) I R—PFPENI3EMHIIMACT RLATHDZ EDHLTT,
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FHRETNVITESSHTIT4T L—2 |
B so17777 rL—zom=

:;i“ui\ WS DREEEA T V= 7 MBI FICH A Z AR T D, —KIRT Ny 7 a< s B
IR T, BT Ny 7 av s Nid, ZROVAT LY Y =2 EHEL, VAT
LNT F—~ AT LET,

STV T47 FL—RDBE

SOFTITF 47 FL—212k 0, MEMO LNV EZEDIFRET, V2T L208KICHE->
THE T HEMEZBBHIICIATCE £3, £, HEOA Ly N, rtv X B IO
RHLIChE->T, Ty ZERZSEMICESNT (DEBUG LULE T, £7203BED L
NET) WOT2hEEZRELET,

\)

G FTI7HVFDOL~YULEDEBUG TF, 2—HF—FBDO L ~)UZEFETBHZ LI TEEEA,

TOFT I T 4T FL—ATHEX, IROBEEDADIR>TOET,
«IGMP AX—t 7

s LAY 2wNLTF Xy AL

FHHETNVTESOHATITAT FL—RADEXRTEA
P

FHAETNVITELIUVHBAHE FL—X

T ET N 7 EBG ORISR N L — R Ko T, ST #6#~T@£ﬁ:/
TXANET NNy VT EHE—OF Ry FCLIZRETE £, Zhid, Ry 7 ANOHERE
FIFERHE T r— T aERAERHL TR THITH ZENTE, _ﬂ%®7mﬁxf?
Ny T EEBNZHITTOLELH Y /A,

fL—R T 74 ILDIGFT

T 74N BETIE, ML —RAT7 7 AL a J3& 7 vt A CTHER S, tmp/rp/trace %7213
ftmplfpltraces 4 L7 F VICIRESNET, ZO—BF 4L 7 NI T, hL—R2AaZRN7 74

ICEHZRENRET, E7 7 A MEIMBHA XTY, ZOT 4 L7 MU TE, HEDOT nk
ADZH) LIeT77ANE, RR2SHRFTEET, tmp 7T 4L 27 FUD RL—RAT 7 A LR
ZD I MB IR E /21T 7 — MRICRE SN A ZTZE LTSS, v —T7 — 2 a U bAkL,
tracelogs7 4 L7 b U @ erashinfo /S—F 4 v a VDO FIZH DT —H A 7 OLFTICBE L E
7
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| &8 EFNVITESSATIT4T FL—R

znxFv oz [

tmp7 4 L7 RUNBTIODOTBERATREFT DL ML= T 7 A /WL 1DDOHRTT, 77 A /LM
ZDT 7 AN YA ZXOHIRIZET D L B—T— 3 i bAL, lerashinfoltracelogs (28l
LET, 7T— AT T4 L7 NVIZEBEND 7 7 A NVETHRK25 77 AV THY . ZDO%KIL
BOLEHWLOMNLIAIZ, tmp 2O Hzicn—T —Ya Sk 7 7 A VICEBRSIVET,

crashinfo 7 4 L7 N UKN®D b L—RA7 7 A4 JVFZIROFER CTHE S E T,

1. Process-name Process-ID_running-counter.timestamp.gz

{5 : TOSRP_RO0-0.bin_0.14239.20151101234827.gz

2. Process-name_pmanlog Process-ID_running-counter.timestamp.bin.gz

5l : wem_pmanlog_R0-0.30360_0.20151028233007.bin.gz

— »

T/\

FEHATE

v DT

FMATT Ny T HBET DHIT1E. LT OFMRIZHENE T,

FIE

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NMATU—KREZASNLET FEREN

=%8)

ATy T2

debug platform condition mac
{mac-address}
1 -

Device# debug platform condition mac
bcl6.6509.3314

BESNTEMACT FLADEMfT T
Ny T ERELET,

ATvT3

debug platform condition start
1 -

Device# debug platform condition start

St E Ty TR LET (EEO
WD ST —ET 5 & HE
L—AZBRBLET) .

ATV

show platform condition &% 7= (% show
debug
il -

Device# show platform condition
Device# show debug

BUERE SN TV O/ EFRLET,

ATy Th

debug platform condition stop
fi

Device# debug platform condition stop

KT E TNy T2 LES (Bt
FL—2%FILLET) .
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B zuc=7 v508%

FHRETNVITESSHTIT4T L—2 |

ARV RFERETIVa Y

B8

R 5w 76 |request platform softwaretracearchive | ((£&%) v 2F AD~—TY /= hL—
[Iast.{number} days] [target {crashinfo: | | zx > - ¢ LopJEER 7 % %5 LEd, H
flashinfo:}] HEEm r— 3 2 DAL DED
fi T AINVE,

# request platform software trace
archive last 2 days

R Fw 7 7 |show platform softwaretrace([filter-binary | (L&) BHO R L —ZX 77 A A5
| level | message] ~v—yahln iR rLET, 77
1l - r—arDOREE, FL—RAEVa2—
Device# show platform software trace WABLO =R L% 3% éi
message A ELETTZ7ANZ T T LET,

s filter-binary : 53 5EY =2 —/L
HTA4NEY T LET,
clevel : FL—Z LULZF L E
ﬂqo
emessage : FL—RA A yE—T0DU
VI ONEERRLET,
GE) T3 A ETITIRMAATHET
R
e Linux ¥ = /L7Z1F T2
,I0SD= > V—)v
MHBMEHTEET,
s v—VENr /T
T ANEERLE
ﬁ—o
ATV VT
LbOHhvw—UE N
TaRRLET,
Z 5w 78 |clear platform condition all TRTOERMEZ VT LET,

1

Device# clear platform condition all
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| &8 EFNVITESSATIT4T FL—R
2eLFErz romggL—2 [

RDBERY

N\

(GE)  request platform softwaretracefilter-binary =~ >~ K & show platform softwaretracefilter-binary
axy FIEERROEMEEZ LEd, ME—DEWNIRD LB Y TH,

» request platform softwaretracefilter-binary : 7—% ¥ —2 & L CgEEr 7 2 H L £7°,
« show platform softwaretracefilter-binary : 7 —% Y —A & L T7 7 v v aDO—WF7 4 L
7 MY EERLET,

ZOHTH, mac log<.date.> X, 73y 795 MAC HORA v —YEIBZ 5720, Kb\
B 7 7 ANV TY, 2+ K show platform softwaretracefilter-binary 4RI L7 7 v o 77
ANEAKR L, 72, EHIZ mac log I LET,

RTILFEXFYRXEOBERREFL—X

RMEDYNVTF X ¥ A MNZEHELFET DL, SMBEEITZENI 74T FOMACT R
VA, IN—TD<NFFxARPT RLABIOAX—E 7 VLANEZBELET, £/,
TNy TDRL—RA LSV EAENILET, 737 LV T, Gl hL—R e RT
LSO EWATER R S E T,

debug platform condition feature multicast controlplane mac client MAC address ip Group
IP address vlan id level debug level

FL—R J7A4ILD#RET—Y J0—
M—R 77 A NVOHLED — 7 7o —OEITRD EBY T,
1. BHEOEMHEO ML —Aa V7 E2ERT D5,
7-&x2i¥1 H,
fFHTa~2 Rid, ko LB T,
Device#request platform software trace archive last 1 day

2. VAT AE, Mlash: e r—2a NO hL—An O tarball (gz 7 7 A/V) ZEMRKLE
j—O

3. AAvTFHITrANEaL—LET, 77ANVEab—35ZLICL-T, 774
ThL—RulBHHTEXET, 774D E—ZHONWTOIEMIT. kDtEI a0 %
ZHLTLEE,

4. /flash:location2>5H hL—An 77 7 A )L (gz) 77 ANVEHIBRELET, ZHicky, o
BRI 7RIS A A FITHER SV E T,

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



FHRETNVITESSHTIT4T L—2 |
B cvozxa~0rL—2 771 00aE—

N3

RYDAHNADFL—R T7AILDIE—

=R 77 A NOFIZLLTITRLET,

Device# dir crashinfo:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd F0-0.bin 0.gz

50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed pmanlog FO-0.bin 0.9558.20150922111208.9z
50610 -rw— 11 Nov 2 2015 00:15:59 +00:00 timestamp

50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00

auto_upgrade client sh pmanlog RO-.bin 0.3817.20150922111130.gz

50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021 RO-0.bin 0.gz

50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector 803 R0O-0.bin 0.1312.20150922111116.gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_RO-0.bin 0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux iosd image pmanlog R0O-0.bin 0
—--More—

Mo —R2 774 MF, RIRTEEIERA T aronvtnunaEHL T, a—TxF
7,

Device# copy crashinfo:/tracelogs ?
crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP — R — |2 a ' —F 572D 0O — I STk D LB T,

Device# copy source: tftp:

Device# copy crashinfo:/tracelogs/IOSRP_R0-0.bin 0.14239.20151101234827.gz tftp:
Address or name of remote host []? 2.2.2.2

Destination filename [IOSRP_RO-0.bin 0.14239.20151101234827.g9z]7

)

GE)  tracelog 3 JOMLD HEYIZAEH ATRE R B E R EN & D Z & H R T H729DI0, ER Sz LR —
NT =47 77 ANEAL T N7 VT $T5HT ENEETT,

EHHAESTNYVITDEZSZ—1UVT

UTORIZ, FHEMET Ny JOF=F —|THEATE L8 a~ L FERLET,
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| &8 EFNVITESSATIT4T FL—R
g7y ronEs [

av Uk B#

show platform condition BERESNTWOSEMFERRLET,

show debug BERE SN TWDLT Ny V&R L E
e

show platform softwaretracefilter-binary BHDORL—R 774 b —T N1
THaRRLET,

request platform softwaretrace filter-binary VAT A=V ENTE R LR T A LD
JElEa 7 e R L ET,

EHAETINY T DEREH
iz, show platform condition ==~ > RO Bz~ L Ed,
Device# show platform condition

Conditional Debug Global State: Stop
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

Device#

WIZ, showdebug =~ > ROHAHIZ R L F9,

Device# show debug

IOSXE Conditional Debug Configs:
Conditional Debug Global State: Start
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

_______________________ | —— |
Packet Infra debugs:
Ip Address Port

Device#

RIZ. debug platform condition stop =~ > KD flA /R L £,

Device# debug platform condition stop
Conditional Debug Global State: Stop
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FHRETNVITESSHTIT4T L—2 |
B 246271 90E554707 47 FL—RICBT 52 OMOBERS

FUNETNVITESTHTI T4 FL—RIZET S
Z Dt DEAES

REER

ESPERERS] I=ZaTFILEA R

ZOETHEHT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
K OMEH LD FEM,

FHHETNVTESTTOXATI T4 T FL—RDHERE
EE

ROFIZ, ZOFEY 2—/LTHHTLEEDY U —2AB LI OMEEHRZ R LET,
IHH ORI, FICHR SN TOWRWIRY | BASAY U —=2LUEDOT~THOY J—XT

HMTE £,
JDES Hee B Rt
Cisco 0S XE Everest | (& 773y 77 L | Sefbfih & 703 JHEREIC Ko T, E#E LT
16.3.1a FUAT I T 4T b | RIFCESE | WEOBEDT Sy /B k
L—=A Pr¥ 7 e@RLUTAMIT LI ERT
%i‘é—O

CiscoFeature Navigator i35 &, 77 v b 74 —A2BI RNV 7 b T =2T A A=V DV R—
MEHRZRE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 7B 7
7EALET,
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» 20 =

RE =D

o [fE =7 U OflFIEE (471 X—)

« AR =2 BT DER 472 X—)

VAT AV )NVT JEADRE R —7 VKR T a kA (472 X—)
o [fE =7 OB (474 RX—)

FE F—2 UOHEINEIER

BN ET 7NV N THEDTHY, TN THZ LT TEERA,

« THRAAMLT ¥ LU UNEESNTE., 300LNITISEE AT H0ERHY £9, A
TIL72NETF v L UBRHIREINICR D . FTLWTF ¥ Lo POERDPDLEICR Y 77,

e H—DJRZIX, fST A5 F ¥y Lo Picxt LT 1 EZTERI T,

cN— "Nz VT T B ADRERIKRLZ A LT 7 MX 7T HRETT,

o A v TFF—N—A X L BEFEORIE b—7 o _—ADOEEIT T TR E LT
WEEINET, TDO%, V—ECAT I ®BADH LWEGE—7 VAR FESTILEN D
Diﬁ‘o

s VARADTF ¥ L VBEHY—N—EDORIE b= VISEERIZT VB ATE LD, VA
IREHEEDOHRTT,

VAT AV NT I EADUF VAT, EKBEA LT T SRR ET L, FIEER
= U TEB A~ FICL > T VERRENBIHTRIIICK T ENAE T, V=& KT
LTHERBITET LEE A,

VAT AV NT IV EAOBNEZER LG, FE M7 KT a~vr REBRPICRIT
THZELICEST, VAT AV 2 VOERRBERFKRT T L 2HRE L £,
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mAEr—s> |
B esr—rocmyana

= b—0 VICET 515

FE =7 0%, *v b — 27 EHE & Cisco Technical Assistance Centre (Cisco TAC) DFHHA.
DRFEIZELY, VAT A2V T 72 AT 5Oy MU — 7 EBHE ZERET D 72O
AEnsEx=2V 7 HETT,

—ERDT Ry 7 U F T, Cisco TAC T2 V=T BNEFEDT Ny ZIERENELTZD

B AT L CTIATT Ry T 2FATTEHERGLGERH Y £, 20 L5 A, Cisco
TACTZ Y V=T ld, TAADYV AT AL 2 VIT VAT EHLH)a—HF— (X NU—U
HE) I LET, ME M7 0F, VAT LAV V~DORHET 72 A, HIRT 78X, B
FOExaTT7 7 AERET S, ny s ny JER BIOHR Yy 7 DA =XLTY,

VAT AV 2 NASDT I ABERTDHGEIL, BiEEZ T AMERH Y FT, KHlicav
REEITL, T, ZADFRE b—7 U HH %ﬁﬁbf?kv//%iﬁﬁéz%ﬂﬁwiﬁo
TNRA AL, BAEOF XL PEHADELTERLET, ZOF ¥ L VFHEa—1L,
BFA—NEFRIFIA L AZ L M A=V T ZAaBERYFICEETLILERNLY £,

VAREHLEFIL, BEOTF ¥ LU ULFANENEL, —EOVARCAEARLET, v
z:ﬁmﬁé%i_@vxﬁyziiﬂ%:ﬁwb B A—IVEFIA L AZ L A E—
VTHEELET,

I, ZOVARVALFINET NA A AT EVERHY T, Fr L P/LARS R
&7ﬁ~ﬁﬁék VAT AL AANDT T EARTRENET, —HLAAWEAIT, =T —
ﬁ)%%éﬂ Pt IJ_[E7 2t A %?{fi n J@?Z‘EZ)‘&) D i‘g‘o

VAT AT V7 BA LTS, CiscoTAC T2 V=T NUELTHF Ny JIERAIVE L
FT, VATAV I AANDT I EARETLEL, By arva & TL, TRy 7 Fuktr%
BATLUET,

®15:RAE =5 >

_ request challenge
Switch
enter response response

MNetwork
Administrator

DARATLVIILNTIOERADRAE =Y VAR TOEX

ZIZTiE, VAT LAY 2T VB ATAEODORIE F—7 VEAREO T a v R ZOWTERBA L
iﬁ—o
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| REr—Y>

ATy

ATy T2

ATvT3

VATFLVINLNTORRADORE =Y URETOER .

FIE

BEINEHIE, VAT AV 2 V~DT 7B RAZERTLF Y LU UEBAERLET,
1 :

Device# request consent-token generate challenge shell-access auth timeout 900

Device#
*Jan 18 02:47:06.733: %CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation
attempt: Shell access 0).

request consent-token gener ate-challenge shell-accesstime-validity-slot =~ > % i fii L“C F v
LU VOEREFEELET, VAT LAY AADT VB RAEERT HHIM (5B |
time-slot-period T,

ZOFOMENX, 'y v a o oHBYIE 900 4T,

FNRAAE, WHEOF ¥ L VEHALE LTERLEYT, ZOF ¥ L PiE, base-64 FED
SLFHTT,

VASBEBEEHICTF ¥ LV THNREE L ET,

THRA AR TERSNTZTF ¥ L VTFHN ", EFA—NVELFA L AZ Ay
T/X:ulh‘ *Hé%‘ 92:1[:1 Lij—o

VAORTEHYFIIEEOTF ¥ Lo U LTHN ML, VAR ABARLET, LAKRSA
HFE 72, [HAHD base-64 LFHITYT, VAAREMRYEILIZDOLV AR ALFSEae—1L,
BAA—NFERFA VAL P A=V TEELET,

TN ANV AR ALFH NS LET,
B -

Device# request consent-token accept-response shell-access

)

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:
Shell access 0).

Device# request platform software system shell

Activity within this shell can jeopardize the functioning of the system.

Are you sure you want to continue? [y/n] y

Device#

*Jan 18 02:56:59.714: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authorization for
Shell access 0 will expire in 10 min).

request consent-token accept-response shell-accessresponse-string =~ > K& LT, v A=
REMYEDNLIEE SN VAR ALFHNE AT LET,

Fx LU U/ILARVARTN—ET AL, VAT AL 2 VA~ADT IV EARTFAENET, Fx
VYU VAR ART PN—H LWEGEEIR, =7 —NFRRS, TR — 3 20 K323
NH FI,

KEENDE, BREINFEAALATY NOVATF AL 2 WIIT VB ATXET,
HKBE Yy a v OERVEMN 10 51272b 8, T ATIA v E—VERELET,
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B Asr—sooners

ATvT4

mAEr—s> |

tyvarEKRTLET,
1 -

Device# request consent-token terminate-auth

% Consent token authorization termination success

Device#

*Jan 18 23:33:02.937: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#

VAT AV DT TR APKET Lo b, request consent-token terminate-auth =+ 2 N %
HFHLTEYy a2 TTEET, Z0a~vy REEHA LT, EKRZA LT 7 FOFHITE v
VaramiE T T2 TEET, BERLIEE A LA my FBAHIRUINICRSE, By
arbHEBBICK T LET,

-~ D,
/@*ﬁ%ﬁb 1 ]*_.I}'_:
WDOFRIZ, TOFEY 22— /LTl T5HED Y UV — 2B L UOBEFERZ TR LET,

TNHOEEIL, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fECcEET,

Jjy—= Hae PEBETRER
Cisco 10S XE Gibraltar FEh—2 B h—2 0. %y NU— s L
16.11.1 Cisco Technical Assistance Centre (Cisco

TAC) OHEORIEIZLY ., AT AL =
T 7B AT DMk DR Y N U — 7 EHL
FrRET oIl EN X2 T ¢
HERE T,

Cisco Feature Navigator # 4 25 &, 77 v b 74 —LBIL RNV 7 F 72T A4 A=V DY R—
MEHRZ R TE £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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521 =

VIMDIT7HREDES TN a—Ta Y
5

ZOBETIE, AA v TFBBEIT S CiscolOS VY 7 MU = TICEET RBEA R E L, Rk 5
FEZOWTHALET, MEOHEIZIEL T, a~vr FIf vy A ¥ —7 =14 A (CLID) .
TN, A w3 =% F721 Network Assistant 6 LT, MEAHE LR TEET,
LED D7 Y, NI TNy a—T 4 VT OFMIONTIE, N~ Ry =T A AR —Tg
VA REZHRLTIEEZN,

VT NI 2TRED N T TNy a—T 4 7T HIER (475 —)

VI INTTRED ST I Ny 2—T 4 T HE (485 2X—2)

VT RNI=2TRED N T TNy a—T 4 7 OMER (499 ~—3)

VT NI 2T RED N T TNy a—T 47O A (502 ~<—)

e VTR T DRI TN 2—T 4> 7 DEEN, on page 507

VT NULTHEED NT TNy a—T 4 72T 2:80MEH (509 ~—)

VT RN TRED ST TNy 2—T 1 T OMEERBRE (509 =2—)

YIRYTTFZEHRED RS TN a—FT 4 UFIZET 315
R

AAYFNDY I+ T7EE

AL F VT NI 2T NT 7T L— RRIZEETHEKE LT, o7 7 ANNDBAAL v T
WA — RENEBEERCA A= T 7 AADBYHIBRENEEBANH D £, WFhoOEAIC
., AA v FIXEFRBZARE CZKT A b (POST) KL, Tl Ed, V7
MY = TREENSGEETDICE, V7 M =2TEENLOEIE 485-3—) | Br7ayv
TSN TWD FIEZFITLE T,
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YILIITEED LS TN a—TF 42T |
B 7 xoszxo—remxLrEnt8s

TINARADINRAT— PR LIzDENTIGE

T/

TNAADT 7 H )V "NRETIE, T3 AR EBERIET 2 R2—¥R, AL v FOEFRK
ANRFIZEEB 7o 22 P L THLVWRAY = REASNTEHZLICLY, RAT—=FREZHEL
TFRENSEECE E3, Z 2 TRATHIREFIEEZFEITTDI2E, 735 AZEERIEL T
<TEEV,

)

GE)  ZHHDOTF NS AT, VAT LAEHEILT 7 4V hREICRETHEAICRY = Fa—%—(C
LB AT =RV Y hEFNTDHZLIZE ST, ZOMEDO 2T 1 E—7 M TEE
T, NRAU—REENT 4 B—T7 MR > TWAEAIL, =0 F a—HF =N 2T — K%
Ty hLEDIETDE, AT —HARAvE—UTHE e AOMIET 74/ FOREIRET
T RENET,

)

(GE)  Cisco WLC @&“EM%&@ Cisco WLC [l Tavr—35¢, BB b/ "A U — R $—%mE T
72720 £% (RMA OFA) .

IRAT — REMREFIIEN A FDONRA T — RERETAICE, AT — REEn-35
G OEIE MWA—V)@%Tﬁﬁﬁéiﬁ eV ET,

Power over Ethernet (PoE) +— k

PoweroverEthernet (PoE) A A v F R— FTliL, HKICEIPEEIN TR WNWI L2 2 A v
TR LT E. B L CWAIROT A RZENNHEIICHE S E T,

o VA ATHEUESZFE T /N4 A (Cisco IP Phone < Cisco Aironet 77 & A iRA > k7 )
« IEEE 802.3af #filD 52 L E
« IEEE 802.3at L5 B IEE
ZETNA AMPOE AL vFR— FBIONACERICER I TWAES., TEEHE LTHI

ATEFET, TET A ZANPoER— M tf&ﬁénfwéﬁA %*7A4x ITESE
NI SN E A,

XET A AT DL, A v FIIXET A ZAOBENEMEHE L, ZET N AD
B ZTF A EIIES LET, £, A vy FRWEEENZE=F ) VITBLORY v~
IT4HI LT, HEOENOWEEZ Y T NVIA LITHRIMTEET,

SRRz OW T, [interfaceand Hardware Component Configuration Guide (Catalyst 9300 Switches) |
@ [Configuring PoE| DEZZH L T 7E IV,

PEEDIEINER N T TINY 2—T 4 7 ¥F U A2\ T, Powerover Ethernet (PoE) (2
BT 770 a—T 427D ) U A, onpage S020HEZL T 7Z&E W,
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=5
="

HEIZK B ER—

anxi-&sr—ronzE i

DEE
ME?N4xﬁ—bK%ﬁém,Acﬁﬁﬁ%ﬁﬁﬂhméhfwé%*7A4x(Qmup
Phone 7910 72 &) 12 AC FBIE OB SN2 WIS, £ DT /31 A1 errdisable A7 —

MZbZ EﬁlﬁJ@iT errdlsableXT“*f\ﬂ%IEl@‘fé X, shutdown f > #—7 = A A
a7 4Falb—varyavwr REANJLTHEG, noshutdown f X —7 = Aa~<v K&
ANNLET, TAAZATHBREELZHRE L., errdisable 27— Db EIETLHZ L TEET,

T34 ADE | errdisable recovery cause loopback 5 & O errdisable recovery interval seconds
Ja—N)Lar7 4 Xal—valy avy NE, BELZHMEARE L6 & BEINICA »
X —7 x A A% errdisable A7 — F N HEIRSEET,

EY>y 7yTIckbR— FEE

ping

VA AZET NA AR — MIHEE L, powerinlinenever f VX —T A A AT 4 F a2 L —
varvavwry REFEHLTHR—- MERELZSGAIE, REV I T v 7 NEAEL, A—F2
errdisable A7 — MI72 5 Z LR H Y F9, R— h % errdisable A7 — F S EIET HI120F
shutdown 8 L P noshutdown f > #F—7 = A a7 4 X2 lb—v gy avwr FEANLE
7

power inlinenever =~ > RCEE LT — MIVAIZET NA A L7V T a0,

TNA AXIP O ping AR —FLTEY, ZNEHEHLTY E— FKRA MOEEHEZT A b
T&EET, pingld7 FLRIZZma—FR ATy FEFEL, IEEZFHDLET, pinglTROWT
NIPDIGE 2R L ET,

o EHRINE  EWRINE (hostname WIEET D) 1. *y bY—27 b T 7 4 v 7Ilb &
DEFTB, 1~ 10N THAELET,

BEEDINETR L ARA RBISE LARWRS . noanswer XA v —IUNIRENET,
« REHZ2AR A B AR A RMEE L2V EE . unknownhost X v E— I RNIRENF T,

CSERIEARRE T AN N = RV oA BEEINTE Ry T = IZBETERWGE,
destination-unreachable X v E— 2N I VE T,

e Xy NT—Z F-I1FRA FADEFERRE : V— N T—FNVICHRA NEFIZRY NT—2 D
= U NRWEES . network or host unreachable X & — 28R ENE T,

ping DENMEZ BRfE T 5 121X, ping D AT, on page 496 DA S L T E &0,

LA4v2 L—XRI)L—F

LAY2 b L—Zb— MEREIZE D, N7y RANERIBT DEETTT A ADDSELT A A F
TOYENRAZHATEET, LA Y2 L —A— MNE, ==F v A MDOE[E LI L 0%k
MAC 7 RL AT Z2HR—FLET, FL—2—hE, RANICHAT /A 2D MAC 7

RUAT—=TNWEFERALTAZH#BILET, T3 ARNANTLA V2 ML —RAL— %
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. LA 20 traceroute DHA K54 >

PAHR—=F L TCWRWNT NS RERIMLTZEE, TN A F VA Y2 FL—RX7 ) 2385 Lt
J. XA LT 7 MZLET,

T AL BEILT A RIPBSSET NA ANDRNADBEHHTEET, N7y M @R
T5H. FMETLRA RPLIEEILT A AL T, £1I50ET A ANDIEEHRA FETO/AR
AT E EH A,

LA 20 traceroute D HA K54 >

« v NI =7 NOFTXTDT /34 AT, CiscoDiscovery Protocol (CDP) %A F—7 /L|Z7
DRENHY T, LA ¥ 2traceroute VYN EMET H720H1Z, CDP 2RI L7V T
TEEW,

W R ZANDT /34 A3 CDP 2% L CTHBMREE. A v FIXINODT A A&
WTHNRAEFAITEER A,

« PINGFFHEEXEC 2~ > &M LTt A T A b TE UL, ZDOF 31 ZFHIDOT A A
DOLEFERETH DL EERTEET, WH SZANOTRTOT A AL, HOT A 20
SAREIZEIERRE TR T UL T8 A,

« PNAN TR ATEE AR AR AS » T HUT 10 T,

s EETLT NANA A LFET AN ADBOWEL R ANIZ /2N T S A AT, traceroute mac ¥ 7=
I¥ traceroute mac ip OFfHE EXEC =2~ > REFEITTEET, NANDOTXTOT /A R
X, ZORA v FHEERBETRITIVUIZRD £5 A,

cFEESNTEE LB I O%EET FLANE L VLAN ICH 5854, traceroutemac =< > R

HOE LAY 2 XA FRLET, BELEEEILBLUSE MAC T RLAR, 2h®
2D VLANIZE L TV DA, LA Y2 3 dG@Blsnd, =79 — X vte—Un
FoRINFET,

e WILF XY A MDEETLELIISEE MAC T RLAZIRET S &, SR EFIENnT, =
T— A ob—UNERINET,

e EETLEITSEIEMACT R U AR O VLANIZET 554813, HETE L U%i%E MAC
7T RVADOWENRRE L TWAVLANEZIEETHALERH Y £, VLANZIRE LRV &,
NRAFENENT, =T — A vb—UNRRRINFET,

CHRESNEEE LB IUSEDIP 7 RLUARFE—OY 7% v MNIZH D4 . traceroute
macip 2~ RHAT LA Y2 2% FR LET, IPT RLVAEBELELRE, T/3 A
I% Address Resolution Protocol (ARP) ZfEf L, IP 7 KL A & ZHIZxficd 5 MAC 7 R
L AB LN VLAN ID Z %t SHFE T,

HEEDIPT RLAD ARP D> b U NFELTWAEE, 7351 R ZE#EAMT 5
7-MACT RLUAZMER L, W ASZZ#5 L £,

*sARP D> MU DBMFIELRWEGA, T34 ALARP 7 = U ZXFL, IPT RL A%
R L&D ERAFET, IP T RUARBER I NG EIE, SR End, =
T— Ao —UNRERINET,
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cFEEDT NA AMANT S LTI OOR— MR SN TV DS (& 213850 CDP
FAN—RHR— F TR ESNZHE) . LA Y 2traceroute BEREIT VAR — F SN ER A, #
D CDP XA N—=3 1 DOR— FTHRHINTZHE, LA V2R TRESNT, =7 —
Ave—UNFREINET,

« ZOMREIZ, =22 U7 VLAN TiI¥AR— S EHA,

LA4Y2 hb—RA)— ML, 2—H F—4%7F L7 bz (UDP) &R— k2228 TU A
=27y bERREET, ZOR— NI AEEDOIPVE T RLAZEHALTY £— Fh
LT 7 BATE, RAHIVNEDH Y FHA, ZOUDP Y7 v MLV, VLANIHER, VU
7. FEEDOMACT KL ADIFE, BLUCDP A N—1FHE T A AL EtARD 2 &
MTEET, ZOEREERTLIZLICLY, BRENICLASY2xy hT—7 AR YO
PRGEEETEET,

LAY2 R L—RA—NIT 74V FTHIIR->TEBY, Fe—rbar7 4Xal—
3y E—RTnol2traceroute =~ > REZFETTHZ LIZL o THIHIZTEES, LA
Y2 RL—RAN—FEBEADHICTLITE, Fe— a7 Falb—var E—F
Tl2traceroute =< R&MH L £9,

P rL—XRIL—F

IP traceroute Z#fEfH 3 2 &, X FU—27 ET/X 7y FARBIRT BN A %Ry INA KRy 7T
AT EET, Zoavr FEFEITTLE. NI T4 v 7RI EET S ETISERT D
N—=BIpEDTRTORY hT—TE (LA T 3) T ARERINET,

T A AL, traceroute FifE EXEC i~ > ROE[FmE /i35t s LTHRETE 4, /-,
traceroute 2~ RO TH Y 7L LTERINDIGERH D £9, T34 A % traceroute D
sde & T D L. AA T, traceroute D) THRAE D5 & L TFRSNET, FT /A A
2 T VLAN WCR— NE D7 DT U w2 7121 %247 9 $34 . traceroute D H A2 H
MAAL v FIEFRENERA, 2720, FRIT AL ABEFED /Ny Ne—T 4 7T 5~
IWF LA XTNA ADEFE., T DT 34 AT traceroute DH FIZE Y & L TERRINFET,

traceroute 4 EXEC =2~ o RiZ, IP ~» ¥ — DO Ffi Alaelef (TTL) 74—/ REHEH L
T, V= EABEIOY—A_"TEHEEDI F— A v —U0NERREND X 512 LE T, traceroute D
FATE, 2=V FT—F 7T A Fa ka (UDP) T—H% 77 L%, TTL 74—V KPS 1T
ESNTWDSERA MAEETLZLENDMHEY £, V—F TTTLIEA 1 £72130 TH
HZlrBHTDHE, T—E TRy L, A =3y MilIA vE—Y 70 Fa

(ICMP) time-to-live-exceeded A » & — % 6{5 JLIZ {5 L £ 7, traceroute {X, ICMP
time-to-live-exceeded A v E— DEETT FLA 74— )L REFART, YDAy 7OT R
VAL £,

X7 AR Ry FEHBT 72912, traceroute 1L TTL {5232 O UDP /347 v F&EXELET, |1
TDONL—HX, TTLZ 4 — /L ROMENSH 1 ZZ LG WTIRONLVL—FIZT—X T 7 L% EEFL
£9, 2F/DONL—Z|L, TTLEN 1 THDHZ L 2WHRTIE, ZOT—F 7T LEREEL,
time-to-live-exceeded A v B — U FEEL~KLFET, ZDOX DI, T—X T T ANSEHEKRA B
WCEIET HFE T (7203 TTL ORKMEICET 5 £ T) TTL OISy S, LAFERET S
7,
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. Time Domain Reflector i1 K51 >

T =R T T NN RIE LT2Z & 2B T 572D, traceroute X, T —# 77 A D UDP %d
SR — FEBEZ, SR A RBMEAT D AREMEO 2K EREICRE L E T, A RS, v—
ANTHERAINBRWSEER— NEFEFRF OB TOT —Z2 77 0%2%ET5&, H#ET
IZICMP AR — FEEARE= 7 — 2 X EFELET, A— MIERRET T —ZRTITOT T —|X
TRy 7B REEND 2O, A— FIERETT —2ZETHENIZEEF, ZOA Y
USRI OEREINT I EEERLET,

Bl - TP 7R A NZxFT 5 traceroute D 5217, on page 50812 A, IP traceroute 7' 1 & XA D & B L
TLEENY,

Time Domain Reflector i1 K54 >

Time Domain Reflector (TDR) #EEAZ AT 2 &, 7r—7 VEROREEZZE L TR T F
4, TDR BB, o —H )L TR, 2T —T V52N L TRESEERE LT, NCEELEE
B EINTETELAET,

TDR IR D — T A EEEZ R L E T,

VA RRNT =T NOEROA—T 2 B, G ERN Y E— h T ANLD
AT B S TU 7RV REE,

o VA RNT =T NOEROT a— b BN EWICEA L TWOAIRE, F7213) -
b TR R G DBARHE L TWDIREE, 72 2T VA RN T =T D —FHD
AR b9~ HOEBIIIATTT EN TV DA, YA AT F—7 1Dy a—k
NRAELET,

VAR R OERO—F N A —T N o TWABRES, TDRIZA—7 > T 5iE
MOESE#HRHTEET,

WOV TTDR A LT, 7 —7 I EEZZB L OMRE L T &N,

o T NS AD AL
R m—F >y FORE
o U U DBRESL TE W, FRITEUNICEMEL TWRWESIZBIT S, 2 205314 ZA[E 0D
BEDO N T TINY a—T 4 T

TDR D FELTHE, IROBAITT A AT EHERERE LA—FLET,

Xy NV IO —TNANRERaT r—T

o A —T L R —T )L KK
TDR D FELTHE, IROBAEITT /3, AT ERERERE LFR— R LEEA,

X Ty MU ITHADTI—TNANYA A NT =T )k iR S - R o T

=7

« U7 H 10 Mb F£ 7213 100 Mb

s XU —T
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debug o< K .

o J 7 /X— K —7 Cisco IP Phone

o« J U s— R —N [EEE 802.3 ITHEHL L T2

TDR D FEITE L OHERDFEIR, on page 4971288 L, TDR D~ REfR L £,

debug <> F
AN\

Caution

TNy THINECPU 7 ATET TA XV T A BFE VY ToHNTWDID, T3y 7
BATHD EVAT AN TE RS D2 E08HV 9, Lz ->T, débuga~r REMAT
HD1%, FEDOHBED N T TNy a—T 4 VTR, 3V A 30T 7 =) R— MEYE
BRI TN a—T 4 TEITOGRICRELTLESW, Xy NI—=T "NTFT7 w7
B2 —THEN DRI debuga v~y REHERTLIZ 2B LET, T3y X 7%
IO XD REMENZITY &, debug < R DA — R—oy RO LY 2T LDff

RN S SPTREME M < 72 0 F97,

debug =~ > RIZT X THRHFEEXECE— RTEITLET, 1FLAEDdebug =~ > Rids515%
Y FHA,

VAT L LKR—F

VAT A LIR— M FE =L crashinfo 7 7 A MIZiX, YA aDT 7 =KL YR — MEYE M Cisco
I0SA A—VOREE (75 vva) PRETREE ZMEET Ay 7345 & & 0T 215E0
RSN TWET, BAMRE L BEEMEORWEER Y T v ¥ a (FlRE2 Bl OMEFICINET 5 2
ERMBETE, EBIT, ZOFROIUE L R RN, BED T T vy 2 OFEAITK LEEL
TFFENRTED L) R FIETIThbND 2 EBETT,

AT A LAR— MIROWRRTERINET,

s AL v TEEOLEE : VAT A LIR— MIEERRE LA U AA—TEREINET, X
2 JIROMD A L R—TII U R— MIERSNETA,

« A v FA—N—DLE VAT A LR—MINA TXA TV T ¢ (HA) DAL N—
AA v F TORERSNET, FEHA AL N—ZONTILR— MIERSNEEA,
U — RERHI VAR — MIERSNET A,
7T yya It ARHL, WOIERNAA v Fonba—H RS ET,
1. E&RR7T EEA core
2. hL—2z2n1”s
3. 10S D syslog FET 7T 4777 T vy aDPEAIIIHGESNERA)
4. VAT AT utkAEFR

5. 77—+ 7rv7uas
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6. Ve—FKkme

7. ¥EEDH A T D proc [HH

ZOERITER D 7 7 A MK EN T, T—IA T ENTIODONY RVZJERM SN E
T, ZHICEY, 799y adDARFyTvay hEIOOEFTERG LT, SO DICR Y
JAMIBENTEX D LRV ET, ZOLER— I, AA v F 2 ROMmon/7 — F @ —F|Z
AT ARNCAR SN ET,

e core BER ML —2a 7 PAITHFA N 77 A4 LT,

a7 X7 EARKT HITIE, request platform software process corefed switch active =~ > K%
EHLET,

Device# request platform software process core fed switch active
SUCCESS: Core file generated.

Device# dir bootflash:/core
Directory of bootflash:/core/

16430  -rw- 10941657  Apr 6 2022 00:15:20 +00:00

Switch 1 RP 0 fed 18469 20220406-001511-UTC.core.gz

16812  -rw- 1 Apr 6 2022 00:01:48 +00:00 .callhome
16810  drwx 4096 Jan 18 2022 21:10:35 +00:00 modules

crashinfo 72 7 1 JL

F 74V h TR, RSN AT A ViR— N 7 7 A Vit Jerashinfo T 4 L7 R VIS
F9, Ifit 1%, AR D728 crashinfo /N—7 4 ¥ a3 VIRFETE A, ZD7=9, /flash
T4 L7 NVIBRFEENET,

77 A INVEFRTAHIZIX, dir crashinfo: =<2 FE2 AL ET, WKIZ crashinfoT 4 L7 RV
O E R LET,

Device# dir crashinfo:
Directory of crashinfo:/

23665 drwx 86016 Jun 9 2017 07:47:51 -07:00 tracelogs

11 -rw- 0 May 26 2017 15:32:44 -07:00 koops.dat

12 -rw- 4782675 May 29 2017 15:47:16 -07:00 system-report 1 20170529-154715-PDT.tar.gz
1651507200 bytes total (1519386624 bytes free)

VAT ALIR— I, IROFEXT crashinfo 74 L7 FUIZH Y £,

system-report [switch number] [date]-[timestamp]-UTC.gz

AL TFNT Ty valleb, VATAVR— N7 7 A NVEHERLET, KEBICERINZYV
AT KL R— K7 7 A Vi crashinfo 7 4 L2 kU @ FIZ last_systemreport & \N9 7 7 A L4 T
REINET, MEO N T TNy a—T 4 VT EITIEE. VAT A LAR— b LW erashinfo

77 A D TAC DZIZSEH E T,

AR ENTZY AT A LiR— M, TETPRHTTP 2 E WL 20047y a V2R LT, &5
IZabe—T&£7,

Device# copy crashinfo: ?

crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
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http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP % — R — |2 a v’ —F 57D DO — A2/ 0Tk D L B Y T,

Device# copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

AB T DEAN—=NEO ML —Aa J X, trace archive 2~ RERITT5H 2 & TINET
TFET, Zoavr NI, R T a v R’b E9, a vy FEUIRO LB TT,
Device# request platform software trace archive ?

last Archive trace files of last x days
target Location and name for the archive file

crashinfo: E£721% flash: 7 4 L' 27 b VI STV 2% 3650 HEAND b L— 2 1 7 AN s
ISSESE

Device# request platform software trace archive last ?

<1-3650> Number of days (1-3650)

Device# request platform software trace archive last 3650 days target ?

crashinfo: Archive file name and location
flash: Archive file name and location

\)

GE) —Far'—3hizb, VATALALER—F LML —ZADT —HA T flashT 4 L7 U FE-i1L
crashinfo7 4 L7 RUMSZ U T L., bl —2alRF0fo BWIZEH Tx AR5 iR
DI ENEETT,

By U= TlE, VAT LALR— N7 7 A VOEETLEBHT D Z L IXREETY, &
AT AVR— N7 7 A VR —EISHRITE 256, ZOEEIEMHEIC/ZR Y £9, Cisco I0S XE
Amsterdam 17.3.x U U —ALIEE, VAT ALR—FT7 7 A VLA ORNIEA NANBINS L, L
A= IR —EIHBTE B LHITHRY ET,

WOFITIE, AR NABNEHEICENMENTZS AT ALV R— T 7 AN EFRLET,

HOSTNAME# dir flash:/core | grep HOSTNAME

40486 -rw- 108268293 Oct 21 2019 16:07:50 -04:00
HOSTNAME-system-report 20191021-200748-UTC.tar.gz

40487 -rw- 17523 Oct 21 2019 16:07:56 -04:00
HOSTNAME-system-report 20191021-200748-UTC-info.txt

40484 -rw- 48360998 Oct 21 2019 16:55:24 -04:00
HOSTNAME-system-report 20191021-205523-UTC.tar.gz

40488 -rw- 14073 Oct 21 2019 16:55:26 -04:00

HOSTNAME-system-report 20191021-205523-UTC-info.txt
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B < 7ot k- rmEnxoy

AAYFDAUR— FEEOFX Y

O

Ao R— REFER X7 (OBFL) BREZMEHTIUR., T34 RACET D EHRENETE T,
Z OERIIIE R, IR, SER EDEFRPEENTEY, Y2207 7 =H PR — kK
HYENTANA ZAOREE N T TNy a—T 4 V7T 5B H £ 9, OBFL (314 3 —7 /v
WCLTEBE, 779y a AR VIRESNET =X ITEIR2WVWE T2 2 L 245 L £,
OBFLIL, 77 4/ N TA X =TI/ > TWET, 7734 AF L U Small Form-Factor Pluggable
(SFP) &V =2 —/VIZHETHIERNPIESNE T, T340 AL, ROERET7 T v 2 AEY
WCRIFLET,

cCLIa~ Y R AX U RTa TN, AETRINTAL v FAH w7 AN E 7= OBFL

CLI =~ KOs,

CBRET— X AR RT TR RAENFIAA O FAZ v I A UNRNB IO S LT

HFRTOFRU F AL ZAD—EDF 34 21D (UDD) [H#H., #51D (PID) . X— =

v ID (VID) . BEIOY Y TILEE,

A=V AF U RTORUTNRARAETNIAAL v FAF v 7 AL ARSI

N R 2T BEEOY AT AA vy E—O5 8,

o Power over Ethernet (POE) : A X > R7 0 VT NA ZAEFITAA v FAZ 7 X230

PoE 7"— ~ DIHEE S DFeEk,

CHE  RAF U RT R UT N, AEFAA O TF AL v I A NDIRE,
TR AX U RTa TN, RAEITIAAL v TFAE v I A UAREE SN T-BROR

G, TN ANRFEEBEINFH, BIXOT S ARG ICHEE S CLERDOB B
ftlo

cBIE  AF LU RTRUTNRA A FERIIAAL FRAE 9T A IRNDYV AT NEIE,
AT LEEEHL. FEITHZARET S, FExXy hU—2 24 7 a b (NTP)
EHATHLOICRELET,

T NA ZAOB@H 21X, show logging onboard ### EXEC 2t~ > REMHATHZ Lickv,
OBFL 7 —# ZHUGTEX £7, 731 RIENRAE LTZLGEOT — % OB HIEIZ SN T
L. BESHY D 2 aT 7 =LY R— MY FICBEWEDEL S0,

OBFL 3 A R —T /NI > TWBT A ANRFEEB INZHE, FT LW —F Oiedk» Bithd
A ETIT 10 EIOBIENRH Y 97,

T 74N NTIE, ZOWRRIZT « E—7 0 TF, BUEASHAEL =y N (FRU) %7/ IXENEE
BEOBEOT7 7 BN ME LSS, T ATy y AU, ROk H9 R T— Ay
T—-UNRERINET,

Multiple fan(FRU/PS) failure detected. System may get overheated. Change fan quickly.
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TNA APBIKIEL 2D vy MU UTHILLHY ET,

7 7 UEEEREE A X — T UIZT HI21E, system env fan-fail-action shut £#4# EXEC =~ N
EANNLET, T, ZANOEBDO 7 7 AEENBLE LGS, 730 AXEBICS ¥ v
ML, MDEIBRTT— Ay E—UNRRINET,

Faulty (FRU/PS) fans detected, shutting down system!

BHID 7 7 DI, AL ZAN2 OO T 7 o DIEEZRIT S L T8 21320 B
BLThovyy MU LET,

TNA R HEBT 5121, BRALZICLTOLOBES ST ILERS Y £7,

CPU EREMNSIMGHITEC Y 5 HEK

CPUMEMRNPETE D 2 L TROFZNFAET L AIEMER H Y £33, MOFRKRTRET D5
BbHET, KIZEO—FHEZRLET,

e ANR= TV — hRRYOERE
« SWIE NI 7= 72 91C EtherChannel V) 7 3% v v L=

« HELER (ICMP ping, SNMP D% A A7 7 b, fK#72 Telnet £721L SSHE v a3 ) IZ
JEETE R

«UDLD 7J v &7
* SLA OISENTFRERER LEVMEEZ B X722 LI12 XK 5 IP SLA DR

o Ay FPREREZIRE LRV, FRIFERITGE LARVWEE® DHCP 7213 IEEE 802.1x
DIFR D JFL

YVIRIITEED S INYa—T 10 ThE

Y7 bz 7EENSDEIE

Before you begin
ORI DIEMEFIRE FT T HITIE, A v FREHERET OILERH Y £7,

TN T AFIETIE, BB LA A—Y 77 A VERIIREY A A— 7 7 A LD[F|
812 boot loader =~ REB L OTFTP 2 L £,

ZA v F DAL —ILR—=F+DF 7 hL—FTH 59600 £ M (bps) & —FHT 5 XD
W2, MR OAR—L— hEHELET, R—L— F39600bps A DIEIZERE STV DA,
WENT 74V MIRDE T Y —IA~DT 72 A TEDNLET,
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ATwT1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy T17

Procedure

PC ET, CiscocomN5H Y7 "y =T A A—Y 77 AL (imagebin) #Xv>u—RKLET,
TFTP #— =V 7 N =T A A=Y % —RRLET,

PC ZAA v F DA —HhFy NMEHF— MR L ET,

2L v FOE R — RE2BV AL ET,

[Mode] R 7 &P LA 6, B2 — Fa A1 v FICHER L £,

J—htr—F—=7a 7 T, TFTP — =T ping xETTELZ L 2R L E T,

a) AAvFDOIPT RLAZFELET : set IP ADDRESSIip_address

Example:
switch: set IP_ADDRESS 192.0.2.123

b) AA v FOY TRy h~A 7 ZHKELET : set IP SUBNET_MASK subnet_mask

Example:
switch: set IP_SUBNET MASK 255.255.255.0

©) FIANIF— R T =A%BRELET : set DEFAULT_GATEWAY ip_address

Example:
switch: set DEFAULT ROUTER 192.0.2.1

d) o=z~ REFEITLT, TFTP H— —{Zping # FEITTEXH Z L &R L £ 7, switch:
pingip_address of TFTP_server
Example:

switch: ping 192.0.2.15

ping 192.0.2.1 with 32 bytes of data...
Host 192.0.2.1 is alive.

switch:

WOWNT AR L E7,

e 77—t —X—7a 7 KT, boottftp z~ 2 REFMBLET, ZHZED, XA vFT
VTR 2T A A=V ERGIAMETEET,

switch: boot tftp://10.168.0.1/cat9k/cat9k_ iosxe.2017-08-25 09.41.bin
attempting to boot from [tftp://10.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip : 10.168.247.10

netmask : 10.255.0.0

gateway : 10.168.0.1

server : 10.168.0.1

file : cat9k/cat9k iosxe.2017-08-25 09.41.bin
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Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco CI9XXX (X86) processor (revision V00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
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1638400K bytes of Crash Files at crashinfo:.
OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

VANV S=F A ardbY T Ry =T kA YA P—ALET, ZOEEA A—VI,
emergency-install A8 % 1l L CE18 4 SHY 5 9 4B & 72 Y 7,

=T 1 a (sda9:) IZREEA A=V BRFEET D 2 L 2R L ETS

Example:

switch: dir sda9:

Size Attributes Name

7 —htr—X—7n1 7 FT, emergency-install BEREA BHAE L £9°, T OMREAEH TS
L AA YT TY T MU 2T A A=V ERGIZEE TEET, EE © emergency-install =~
VREFTTHE, TR T T v v a R2ERHEINET,

Example:

switch: emergency-install

tftp://10.255.254.254/auto/tftpboot/X86/cat9k_iosxe.16.05.0la.SPA.bin

WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: y

Starting system recovery

(tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin)

Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT PARAM"
PLATFORM TYPE C9X00 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k_iosxe.16.05.01la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:-- 5256k

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:—- 5143k

Validating bundle
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tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Installing bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....

Verifying bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg
/temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-sipbase.16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipspa.16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is
Digitally Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.01la.SPA.pkg
is Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
CI9X00 platform with 8388608 Kbytes of main memory

HAHWIE, Telnet /1T EFIAR— 2B U TCTEFTP b2 —H VT T o allf A=V abE—
LIz, =N T T anb T A, 22T —FLET,

INAT— REEN-5anEE

AA v F DT 7 )V FRETIE, A, v F2EPEBET I Ra—WR, XA v FOERE
A 7o A2 TR L CHLWARRAT—RE AT Ik, XRRATU—=FEHEL
CIREENLREIECEXET, 22 THRNATHEIEFIEELZETTHI21E, AL v TFZEHEERELT
<TZEVY,
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Note -H DAL vF T, VAT LAEHETT 740 FREICETHAICRY = Fa—Plck
HRAT—=RDY Yy NEFFA[THZLICL T, ZOWEDO—H %27 4 -7 MICTEE
To NAU—=REENT 4 =7 MR TVEGEEIZ, =0 Ra—FR 2V —F & Uty
FLESIET 2L, EHETrERDR, AT =4 A XAyt —VICEDERRRINET,

Procedure

ATFYT1 WREFILIPC AL v FITHE LE T,
KR FIIMERTZ I 2L — g VT N TABH L TWAPCEAAL v FDa LV —
IR — MR LET, A v TF AL v I ONNAY— RERIETLILAE. 77747 A
A FDar ) —)LiR— M LET,
*PCHEA—Y 3y NMEHKR—MBEHRLET, A v T RF I DORRAV—REEIETD
BRI, AX v A ROf —Hxy MEEHAR— MR LE T,

ATFY T2 =321 —var V7 by =T ORBREE % 9600 R —IZ5%E L7,

ATFYT3 RAE U RTRY AL vFERITAAL vF ZAZ v 7 EROER LTI L £,

ATV Tl A, v FFHET VT 4T AL v FICEFRa— RE2HEER LET, A7 A LED 280K L7Z
5. T<IC [Mode] RHZ &2 =3 LTHLET, AA »FIiZROMMON £— K&BALA L
=
Jo— RfZkO Ly — A ve—URNERRENET,

Initializing Hardware...

System Bootstrap, Version 16.6.1r [FCl], RELEASE SOFTWARE (P)
Compiled Sat 07/15/2017 8:31:57.39 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload <---- Start pressing and releasing the mode
button
C9300-24U platform with 8388608 Kbytes of main memory

attempting to boot from [flash:packages.conf]

Located file packages.conf

#

FHEFHHHHHE A A A R R R

Unable to load cat9k-rpboot.16.06.02b.SPA.pkg
Failed to boot file flash:user/packages.conf

ERROR: failed to boot from flash:packages.conf (Aborted) <--- will abort
switch:
switch: <---- ROMMON
[RAT — REHERA 2 =T V> TWDGEAEDOFIR] &7 2 a ARSI T b FIaE
FITLET,
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ATYTE RAU—ROEEHR,. AL vFEREIT 7747 AL v F ) n—FLET,
A v FOHE

Switch> reload
Proceed with reload? [confirm] y

TIT 4T AL v FOEE

Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

RATVT6 AZ Y ITNOED DAL v FIZERELALET,

INA)— RARENAS R—TILIZHE->TWBEBEEDFIE

Procedure

AFvIF1 RKoOa<v s REEALT, AZ— Ty 7 a7 Xal—va o 2EELET,

Device: SWITCH IGNORE_ STARTUP CFG=1

ATw T2 packagesconf 7 7 A NV TAAL v FHTTvanb T —hLET,
Device: boot flash:packages.conf
ATYT3  NoLISELTHMREXA T n 7 &k T LET,
Would you like to enter the initial configuration dialog? [yes/no]: No

ATFvT4 AAvF For 7 MT, FHEEXEC E— REZBRBLE T,

Device> enable
Device#

RFYTE ZEX—F T o ary74Xal—arEETary7 X2 —aricar—LET,
Device# copy startup-config running-config Destination filename [running-config]?

MeRARDHTE LT Mo, Retum L CTRALET, ZAT, 207 (Fal—ay
TrANB)e—REN, NRAT—REEFETEET,

ATYvT6 Jr— L ar7 4 Xal—varE—ReEL T, A 7—TILRSAT—RFEEHELET,

Device# configure terminal

Cisco 10S XE Bengaluru 17.4.x (Catalyst9300 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



YIRIIFREO RS TN a—T427 |
B <x7—rREST 2T Lo T LB BEDFIE

Device (config) # enable secret password

ATv T HMEEXEC E— FIZEY £7°,

Device (config) # exit
Device#

ATYT8 EfTa 7 4FXal—YalEAZ— LTy ard4Xal—ay Ty Al EXIAL
ij‘o

Device# copy running-config startup-config

ATvT9  FEFT—F T RS XTI TWD I L 2R L E T,

Device# show boot

BOOT variable = flash:packages.conf;
Manual Boot = yes
Enable Break = yes

ATVTI0 TAALADY r—R,
Device# reload

ATv 71N SWITCH IGNORE STARTUP CFG /X7 A —X# % 0lZ%ELET,

Device (config) # no system ignore startupconfig switch all
Device (config) # end
Device# write memory

ATYT12 7T v ad packagesconf 7 7 A VEMHEH LT, TN AZEELET,

Device: boot flash:packages.conf

ATYT1 TARAAREE LS, T, ATFE T — F2EHICLET,

Device (config) # no boot manual

INNA)—FRRENRT s E—TILIZIE>TWBBEDFIE
RAT— RAEA =R LNT 4= VDL, KOA vE—UNEREINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
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this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

A

Caution

ATy

ATy T2

ATvT3

HOME DI PEMERB L TIIZEN,

FNRA AT 7 )V MREICRT &, BFEORENTATRbhET, VAT LEHE T
BbET, Ny T v 7FT4 AL VLAN (M LAN) =7 4 Fa2lb—var 77 A0

en (no) ZANTHE, Mode R¥ I oA L RERIC, BHOT—F 7Yk
ARSI S NE T, T—bha—FX e NIET 7 vATEERA, LER-T, Hil
WRAT— REANTEETA, RORA v E—IURFRENET,

Press Enter to continue........

ey (yes) ZAN1T2E, 77y va ARINOaLy 74 Falb—aly 774 0BLD
VLAN 57— 4% X— R 77 A LRHIBRENET, T 74/ PRENRT—REND & &I,
IRAT—R&EUtEy NCEXET,

Procedure

NAT — REHEFIEOMRE 28I 5 & BHFOREN KDL E T,

Would you like to reset the system back to the default configuration (y/n)? Y

7T vva AEYONEEFRRLET,

Device: dir flash:

FNRAADT 7 AN AT ABRREINET,

Directory of flash:/

L1t

15494 drwx 4096 Jan 1 2000 00:20:20 +00:00 kirch

15508 -rw- 258065648 Sep 4 2013 14:19:03 +00:00

cat9k caa-universalk9.SSA.03.12.02.EZ2P.150-12.02.EZP.150-12.02.EZP.bin

162196684

VAT LB LET,

Device: boot
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ATy T4

ATy T5

ATvT6

ATy T17

ATvT8

ATvT9

BErdIT—

Yo N7 o I TARRETLIOICKROLNET, NAU— REEFIELZ MG DI
X, a7 RMINEADLET,

Continue with the configuration dialog? [yes/no]: N

FNRA AT a7 T, FifE EXEC E— RZBBL X7,

Device> enable

Ju— )L a7 4 FXal—aryET— REBLET,

Device# configure terminal

WA — REEHELET,
Device (config) # enable secret password

=7 Ly h RRAT—RIE 1 ~25 LFOFRPTTT, MFTHOHDHLZENTEES, KT
EINFERRB S I, AR—RABFHTEETH, BITAR—RIERINFET,

HrtE EXEC E— RICEY £,

Device (config) # exit
Device#

FIFaA L 7 4 Xal—Ya v EAX— Ty a7 4 F¥al—vay 77 A VICEXAR
£

Device# copy running-config startup-config

HLWNRRAT = RNAZ— T w7 ar7 4 X¥alb—va VGHBIAERE LT,

ZIZT, TS AZHBRETHLERHY T, VATLEFHEIZL-T, Xy 7T w7 TN
AARALVLAN 2> 7 4 X2l —ay 77 AAMEARRICEESNLTWAEASIE. b
PERALET,

aAarvOARA—HOILE

IEEE 802.3ab HE T T —3 3 > 71 b2 /L{Z#E (10 Mbps, 100 Mbps, 35 J U8 SFP &

V;—wf~bu%®uwmmm>ﬁi@?:fv/ax(*gﬁiti —H) IETT
NAADBREEZEHRLET, 207w b ) VIREEEYICRHE L2202 &75%@ DA
ﬁﬂ7i~7/xﬁﬁTbi¢oK*ﬁﬂﬁ@*#f%ibiﬁo

cFETHRELIEEFIIT a2 Ly 7 ADNRT A=, HgR— N ETCFHTHRES
NEEEFEANIT 2T Ly 7 ZADNT A=K LB 5 THWAIEE,
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5

SFPEDA—LOEFa YT« ERBAETEFS TN a—TavY .

e AR—hEHEIR TV T —2 g VICERE LA, #EpeAR— MIE#E I — g VA
LW T EICHEINTWDEHA,

FORAADNRT F—<  AZEKRBICSIEH L TY 7 2FERT D12, ROWTHOOER
HIHIIWEST, 727 by ABIOEEOREZET L TLZE,

EHELT 2T Ly I ADWMFITONT, WiFOR—FTHEIRI Y T —2 g VU EFE(TEHE
i‘d‘o

cHHOMM TR FORELT 2T by 7 ADNT A —=F ZFETHREL LT,

\}

Note

B BN HE R T m— 2 g VA EITLAWVESIE. 200 R—FOF a7 L v ABRE
PHEwEd, HEART A—ZL, BRAOR— R HEBIR I o — g U EEIT LRV
ATHHBFHENAFETY,

Ta—ILDExX T4 EHZBANZETA ST aAa—Ta>

I A 2@ Small Form-Factor Pluggable (SFP) £ =a—/Uif, TV 2— LD Y U T NLEE, N
H—= XX —1ID, —EOEX=2VT7T 4 2—F, BLOKEILEMRE (CRC) BHEMHIiL
722U 7 )V EEPROM (BXWICHEFRE T v/ 7 I V7 A[HE72 ROM) &z TW\WET, 7
PNA ANZSFP BV 2 — L Z2EETH L T4 2V 7+ =7 %, EEPROM ZH&Hl-> Ty
UT NS, NUF—4, BEXORUA—IDEKERL, %=V 7 12— K& CRCZHHEA
LEd, YUTNAEES, _XUF—4, XUZ—1ID, EX¥=2U7 1 a— K, £721F CRC 2 L)

A, V7 =T, EXa VT 25— Ay e—UERERL, AV F—T oA A%
errdisable 27— MZ L E T,

)

Note

tx¥ a2 U7 4 =T — AvE—F, GBIC SECURITY e B L £4, AA v FIL. SFP
EVa2—NEFR—FLTWETR, GBIC (FHEY b AU F—T AR ALNRN—XF) E
Ca— It AR— L TWEFA, =TT — Ay E—YTFANML GBICA V" F—T A AP
FOEV2—NEZBRLETH, BEX2VT7 4 Avt—T0F, EREIISFPEY 2— LB IV
EVa— NN AU B =T A AR LET,

it SFP £ 2 — L EZEH L TWAHE . T8 A5 SFPEY 2 — L ARV AL, A
IDEFEV 2L ET, VAITDSFPE V2 — /&S L= 5, erdisablerecovery

causegbic-invalid 7 m—/N)L a7 4 ¥ alb—ay avwy REER L TR—FORT—X
2 %S L. error-disabled $RHE2 O [EIE 3 2 IR Z A L E3, Z ORRIFR ST 5
& T8 AL error-disabled IREEMN D A F—T = A A& BE S, BEZERITLET,
errdisablerecovery =~ o ROFEMIZOWTIX, 2DV V=R RIS T Ha~vr R 77 b
AEBBLTLIIEEN,
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EVa— VRV ATMSFPE Y 2 — /L E LTHBI SN 0b b T, VAT AR —
T —Z WA GRS TEDIHFWMNIEMENE S DEMER TERnWeE, SFPEY a—/L =T —
Aot —UNERSINET, ZO0HE. SFPEY 2 — L EFRVA L THOESE LT E S0,
FNTHEENEATHESIT., SFPEY 22— B RELTH D AREMENH D F9,

SFPEDA—I)LAT—RADE=ZY Y
show interfacestransceiver #5# EXEC =2~ > K& 55 &, SFP £ = — /L OYH £ 72 138)
EAT —H A& CEET, Z0a~vy ML, BESCKEDA ¥ —7 A A O SFP £
TV a— VOB EOBNERT —H AL TIT— L AT —HRAEFRRLET, £, Zoav
VREMALTSFPEY 2a— VOBEBIONT 27 by 7 ARE LR T £, dfico»
TiX, 2oV Y =R THa~vr KU 77 L AZH 5H showinterfacestransceiver =~ >
RZEZHRLTLZIN,

ping D E1T
BMDOIPH7Hy FT—FNDHRA M ping FATT2581F. Ry NT—T~DAET 1 v

I N— NEEFRT DI, FLIEINEOY TRy METL—T 4 7T EIND X HIZIPL—T o
VI ERETDHLENDY £,

IPL—T 471X, T74/VETIET R TCOTNSIARATT 4 B—=T M0 9,

\}

GE)  pinga~y FCH. 078 khais—T— FLERAMETTA, S0 U U —2 TS FE— -

SRTWERA,
Zoa<wy NI, TAAANLR Yy NU—7 EOMOT /N4 R ping & FAT79 2 BHTHA
L7,
avw vk =E]:g]

ping ip host | address IPEITHRA MRy NT—2 T RLAZEELTYE—h 7R

A NMZ ping ZFATLET,
Device# ping 172.20.52.3

BEDE=2YY
FAM AHRER 2T = — L, REFREHALTT 7 v 2 HE LT,

TR OfE, RAE, LEUWMEEF/RTSI2IE, show env temperature status 454 EXEC =2~ > R
EEMALET, BEOHEIZX, 71 ANOIRBETHY . MTOIRETIEH Y £ A, system
env temperaturethreshold yellow value 72— )L a7 4 Xalb—v g a~vyr REfAL
TATr—DLEWEL L (BR) ZFEaREL, A 2r—0OLEWEBIUL Yy FOLE
WEDEZRETEET, 7V —rEFby FOLEWEITRETE EEA, FFICONT
i, 2OV —R20avr R 77 L RAESRLTLEIN,
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I YILIDITRED S TN a—TFa25
mEszne=4y>5 |

MIBIRADE=R) Y

WONT IO HEEXEC 2~ REFH LT, X7y hR@ElET 5, HETT A A6
TN A~OYE AR AL T =X TEXET,

Table 27: 3B /IRADE=% ") 45

avw vk EL:g]

tracetroute mac [ interface interface-id] FEEDEEITLMACT RLUAMND, FEEDIEIE

{source-mac-address} [ interface interface-id] MACT RL ZAETE 47 v FAEET S LA
{destination-mac-address} [ vlan vian-id] [detail ] Y2 RAEERLET

tracetroute mac ip {source-ip-address | FBEDEEIILIP 7 FLAETITHRA LD

source-hostname} {destination-ip-address | 5. DS IP T RL A 11h R N %

destination-hostname} [detail] BB 2y RO LAY 2 R L E
B

IP traceroute D E1T

Y

GE)  traceroute B HE EXEC =2~ > RTCIE, o7 v harx—U— Ry EHAIGETTRN, 20V
U= 2T R—FENTWHEREA,

avw kR EL:Y

traceroute ip host Xy hU—27 ETCo
Device# traceroute ip 192.51.100.1 7w b ﬁ‘@i@j—é/\c

A&IBHFLET,
TDR DETE L UHERDODERT

TDRIE, A VX =T 2 A A LTEITTDHHEG. TV TATAA v F ETHRE vy 7 AN ET
HFEITTEET,

TDR % 479 %5 121%. test cable-diagnosticstdr interfaceinterface-id 4+ EXEC =~ > K& A/
L/\i‘a—()

TDR O#E R % FKm9 5121%. show cable-diagnosticstdr interface interface-id #5# EXEC =1~ >
R&EFATLET,

TNYITEXVIFT— AyEe—CHADYEALD K

FT7 4 RTIEH, *y b= —Mdebuga~> FHDOHENES AT LT — A vtE—
Vharyy—VIEELET, ZOT 7N NOREEXMEHTLGAIZ, 2 Y — AR —ME
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. show platform forward 2 < > FOf#E A

YILDITRED S TN a—TFa28 |

ToldA =Ry MEBR— MEERT 2R VI, BRI K > TNy Z i A E =
X —=TEET,

FRETE D50 LT, avr Y —/b, AR, NENy 7 7. BLWsyslogh— &7 L
TWS UNIXBRA R3dH Y £4, Syslog 74—~ M, 43BSDUNIX BLOEDNY = —
va v EEMERH Y FT,

)

GE) TNy ITOMNERT AT AOF— "=~y NICEBELEZ D ZERRNEIITEELTLE
SV, Avt—Vrary— VT oL, EFRICEOA— A=~y FRAELEY,

IARIZ A =V ERERT D L BAET LA =y FIIEL 2V £97, Syslog H—T

Ay —uaX T a7 L, A==y IS BTN WEASy 7 7 ThHIITK

INRTTHET,

VAT A A= oaX o SICET LM ONTIE, VAT A AvE—U rF T D

RE] BB LTLITEE N,

show platform forward 2~ > FDER

show platformforward $### EXEC 2~ > RO I 6IE, A v X2 —T = A RAZEET HT v
RNV AT L& U CHEE SNTHEOEBEHRICET 2 AERRERD N 20E LN E
To 77y ML TANENTZ T A—=XITGE LT, ST — 7 SR, IRiEs e 0OFHEIC
FHEZNAAR—F <~y 7, By by BXOHIMUOBERNFRENET,

Zoavwy FTHAENAHERDIZTE AL, T, 7735 ZAORE R HEREREIE  (ASIC)

BT AR A AT 2T 7 = R — MEYE SIS DO TY, 72720, v b
EEERIT N T TNy a—T 4 v I BN B ET,

show debug <7 > FOERAE

show debug =~ > FiZF5E EXEC E— RCANLET, Zoa~vr NiE, AA v F CHEMF
BRTRXTOT ANy 7 A7 vara2RRrLET,

TRTCOGHNET Ny I F 7 a VEFRRT HITIE, =+ K show debug condition % 51T
LET, a2 Rk, £ 1ID<1-1000> /21T all F£HFE2EINT 52 & T BERRTEET,

TR TN T 5, nodebugall 2~ REFH L E9,

A

bz

B TR ITHANICPU 7 A TETIAF I T A RNE LT N TWETD, Ty TN
EITHE VAT AMMERATE R 52 LB3HDET, LN -T, debug =z~ Raf A4
L0, BEORIBED T TNV a—T 4 I, FREAanT 7 = R— MEYE

BN T TN 2a—T 4 T EITHOGHRICBEL T I, 62, débug=~ 2 Rix
Xy NI =2 T 74w 3h7el, =P D0 XTI 2R LET, 7
Ny X T 20X D RFRHFICITY & deébug =~ > REED A — S—~~y ROHIMT LY
VAT LOMERICEEN R SAREENMEL 720 £,
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| vIr9z78EO ST 2a—FaY

OBFL D& E

A\

osrLoz

IE

LEJ,

OBFLIZIT 4 =7 W8T, 7T v v a AT VIRFEENTZT —Z TR LRV & 2 HEE

YOI T7EED S TN a—T 40T DIESR

OBFL [E#HR DK~

& 28: OBFLIEHERTT H=HDAI I

avyU kR

=)

show onboard switch switch-number clilog

Device# show onboard switch 1 clilog

AH L RT s AL v FFERITFRES
NTZAZ 7 AN TADENT-
OBFLCLI =~ R&&rLET,

show onboard switch switch-number environment

Device# show onboard switch 1 environment

AL KTy AL v FEIRTE S
NIZASE v 7 AU _RBLOERESNT
W5 _TD FRU 7734 AD UDI 1%
. PID, VID, BIOV Y 7T &K%
FoRLET,

show onboar d switch switch-number message

Device# show onboard switch 1 message

AB v RT Y AL v FEEES
NimAZ 7 ANk TAERESR
TN—RU = T7BEDOA vE—U%F
RLET,

show onboard switch switch-number counter

Device# show onboard switch 1 counter

AR RTR Y AL v FERITREL
T-RH T A UNDH TR EREE
RLET,

show onboard switch switch-number temperature

Device# show onboard switch 1 temperature

AR TRy AL vFEFIFTHRES
NTZAA v TF AL o T A NDIREE
FRLET,
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B 5 =0 crusmzcEs smEs REORE

YIRIIFREO RS TN a—T427 |

avy kR

=)

show onboard switch switch-number uptime

Device# show onboard switch 1 uptime

2B RTaY AL v FFITRES
NT=AZ 7 A DN EE) L 7= EE),
AR RTR Yy AL vFFRITHEES
NI AHZ 7 A3 EiRE S -
B, BLOAX T ey AL vTFF
TIXRESNIZ AL v 7 A 3Ntk
() S T LR OB BN ] & &R
LT,

show onboar d switch switch-number voltage

Device# show onboard switch 1 voltage

AR RTa Y AL v FERITRES
NIRRT A NDU AT NELE
FrLET,

show onboard switch switch-number status

Device# show onboard switch 1 status

AE L RTa Yy AL v FFEITIRES
NIRRT AU NORERFRR LE
—g—o

Bl - &L CPU EARICET 4 [HiRE & [REDHESE

CPU EFHENEWZ E N E 72> TV D E 5 DHBIT 51TiE, show processes cpu sorted
FFHEEXEC v v REAN LET, HWABID 11THIZH D PPV ZESICER LT EE

Wy,

Device# show processes cpu sorted

CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

309 42289103 752750 56180 1.75% 1.20% 1.22%

0 RIP Timers

140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request
100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters
192 3093252 14081112 219 0.31% 0.14% 0.11% O Spanning Tree

143 8 37 216 0.15% 0.01% 0.00% O Exec

<output truncated>

ZOFNE, EFEZR CPUMAREZRLTWET, ZOHNCED & KED S REOM RN
8%/0% & 72> CWETN, ZOEWRIIKRD EBY TT,

* Cisco IOS DALERERR & BV AL D ULERIZ D)o T2 B 2 & 8 7= CPU A& i =R1X

IRD 8%

o B AT DAFRIT 3Dy o T2 BERNIZ 2R D 0%
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| vIr9z78EO ST 2a—FaY
- mu cpu A=Y srEe FRoRR

£ 29:CPUEREIZET IBED S I a—TFTa2T

MBS 1T R&A EIEE

FIVAB D=1 ME |[CPUR Ry N = DX | Ry NT—7 Xy hD Y — A&
WEFTO CPUMHIRDE | ET 237 v MR LT E | T2, 7 —Z Oz ERrT 520,
LIFIFRBECE D % ALy FORELLEELET,

[ Analyzing Network Traffic (%> b
U—2 bT 74y 7 O | DIE
ZZMR LT TZEN,

TV IAFOPTERF XA | CPU KM A28 IV E T 5 | 72 A X M ERE L CTHRARR 22
INRTH 57212 b 73D | Cisco IOS LBEM 1 LI A7 | [ & fi#iH 35,  [Debugging Active

579 CPUDAEFHER RN |[TET 5, Ziudds, WP |Processes (7277 4 77 atADT
50% %z D BT T4 TT AR | Ny 7)) | Ok arESRLTL
MZXoThrBhENnET, |[7230,
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B oroz7gxorsinva—5ov005 04

YIMITTEHEED NS TN Aa—TFT 429D F)HF

Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

Table 30: Power over Ethernet |IZB8 9 35 S T a—F 420D+ U F

FEAR F = (X FERE ZEALONDREEBRE

PoE 23 72\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR [E
NFEES D, ZDOR— hTIXPoE
4E1E & PoE FEXRPIGC D ILE DN
NHEME L2y, fthoR— kT
IFEMEL £,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~ >
REZEHLT, A"—=F3T vy RF T LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

Note FEAEDRAL T IER— "B Yy DT
LTWaEXIAR— hoENMUGEA7IZLE
9, ZiUE, IEEEfLER TN A7 T a iz
BESINTWHHEBRERETT,

BT HA B —T = A AETIEA— M power inline
never N E STV WT L ZfER L ET,

ZETNAAPHAAL v T R—=FETOAL—Y Ry kN Fr—
TNAOENENIERE ThD Z Lt LET, BRI
BERI D IEH 72 POE JEXH S DA —H v NEEE LA —V %
Nr—TNEEER LT, BTN, AR U B Ll
DIFRARNERNT T4 7 BT H L el LET,

Note VAaGEEEIZ, ANL—K F—T7NLTO
LESEELET, 7 u x4 — N r—T LTl
BELEREA,

AA v FDTaLy NINRFNVINSZET N AETOr—7
NEOREN100 A— MU T THDLZ LEMRLET,

AL F R — I —xy b Tr—TNEHNLET,
A —Hxy Nr—T7VEEHLT, BEROIER 7814 —
Yoy NEBEE, A v FOTEY b KLO Sy F
SNRPFVTIERY) ZOR— MIEEERE LET, i
FoTA—Y Ry N VI BHELINBORANE T
T4 AR TELZLEMERLET, HDHNIE, A—
N ®D VLANSVI Cping # EITL T3, RIZ, ZET
A A% ZDOR— ML, BIRNA D 2 & A
RBLET,

Ky F a— KEAL v F K MOBERELCOEET
AZDEFRNA ARSIV Bt T D% ET A AD
Bt E AL v FOENNTY =y b (M ATREZR PoE) &
Z i L C< 72 &0y, show power inline =~ > R&fH L
T, FIHATREZR B &2 MR L E T,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE FALONDREEBRE

TRCOR—FELIZIODR—
~ 7 )L—7"T PoE 2M¥HE L 72
W,

FTRTOAAL v F KR— K CRIE
DRAET D, BB STV
RNA =Y Ry MEEN E DR —
NCHA—HY x>y U7 5k
NETETS, PoEEEEDERN A
W70 EHE A,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE FALONDREEBRE

BT 57 7 — A0S AT D Wil 3
T4, FREHERTLIHEEIE. B Thi iaﬁ{ﬁ%/;
NEHLET B => FTY) . £9H Th

WIGEBIXAAL v T 2L T EE W,

ST AEEOR— M TRERH DO, T XTOR—
N CRIEEN AT 50 TIER WS, BIEOME T2
WEEZ B, AA v FDPoE L F o L—Z |CHE L7 R
WORREMENH D £,

PoE DR AT — X ADEFRIZOWN TR EICHE SN T
WABT T —LEITT AT A A v =020, show
log 4 EXEC =2~ > R&2MH L Cil<E 9,

T T — ANV GE X, showinterfacestatus =~ > R & fif
MLT, R=FBT vy FETL TR, 20T

error-disabled {272 > CTWARWOEIER LET, &— b2

error-disabled D34, shut 3L P noshut 1 & —7 = A
A aryZ4FXal—yay avy REERLT, B—b
EHEANILET,

show env power 33 L UY show power inline #5#£ EXEC =2~ >
REMFHEMA LT, PPEOAT =X ABINE VY b (ff
M FIREZR PoE) Z il ~E 7,

FITa T 4 F¥F a2 b—a EFMT, power inline never
MDZDR—MIEEINLTWRNZ EZ2HERLET,

ZELTW WA — Ry MNMEEZ AL vF R— MNMIER:
e LET, #ERIZITEW Sy T a— RETEEHALE
T, WEF OB — 7 M L7 T 72 &0, shut 3
Jnoshut A v —7x2Af A a7 4 Fal—gra
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BNA N7 2R LET, 4*%@“"3{%7532“/
ool b, TRTOHEIN Y F /U NIE L EEft ST
WHMPHER L TS TIEEN,

I RZRS T RXTOA =Ry NTr—TNEAL vTF R—
FbikE £, By F a—FRE#HALT, 1250
PoE R— NMIZTZET NA A& LET, A1 vTF
A= MO DOZEICHE LT, ZET AL ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, RN— }\
By vy NE T SRTORWESIC, ZET A A
TR EINAZ LR LET, HHWVIT, '_L'EET/\/])
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

AEBER L TERERNA AR D I EEHER LTSN,

1| BOZET A AT WAL v F B L TV HERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV H—TxAA AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AA v F DPoEHR—
MZ 1T ART OB LT 2 &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFFHERE R — NDAT — X A E=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND OB —EKAYT
T, MEIZVAT LA vE—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

A A ATREES AR E L, DT
FEFVEy hERLET,
EFICEIEL7-% T, YA aEs
HEMWrgirlc) m— R L7720,
PoE o8&z LE9,

AL FINDZET NA AL TOT R TOEXRM % MR
LTCLZ&EW, [BHEEOEROWERHE, B O Pz
BT NA AOBEENARLZEILRDIRERE R ZET A
A DWiit ) 72 BIlre ) 1 — R ERRAELET,

A o F K MBRET /S AETO I —F VRS 100
A—PABTFCoHSZ LEMRLT LS,

AL v FHREE SN TWDIGITCERERRIZED L 5 7%
bR H 50, YIKIHEZ, ZET /A AN E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPERELE
3, showlog ### EXEC 2~ > R&MHL T, =7 —X v
-V ERMERELET,

U 1 — ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TANKDN TR L T ZE W (PoE DFEEH T
X372 Xy NT—Z ICHERBEEL TV DHEARH Y £
SR

KRBT N A& POE G DL L, HEAIE LS
B}ET D 2 L 2B LET, PoE EMICOREEIZY > 7 &
FELERNT T —RBHLGE, A v F A—hEZE
TS A e DARIIE DR — 7 VA R 0O 7]
REMERH Y ET,
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YIrYzTD R Iy a—F 1o i0EEs |

fER F - IS RERE FALONDREEBRE

IEEE 802.3af ¥l & 71X IEEE  |show power inline 2~ > K& LT, ZET A ZADHE
802.3at MEHLOZ FEEEE X, Cisco |FAlfLlZ, AA v FOEN AT =y b ([HEHFEEZ: PoE)

PoE A A v F TIIMERE L £ A, | BB L TWARWVWIERLET, BT A 2T 5
YA PoE AA v FITHEGT D mm‘;@&47@%Lﬁ+ﬁ@%ﬁﬁﬁ%ﬁﬁfﬁé:
A SPRDTET o o] E R L ET

RS S, EBIFER AT | showinterfacestatus =~ > RZEH L T, #ShT05
ITEEBNUINE T, PoEIEXIS | ZET A ANAAL v FITHRHESND Z L 2R LET,

ARREREDEL =T showlog =1 > REHIH LT, H— b OB EE i
LIV AT A A v —U R0t LET, ER% Ek
CHRE LT S, RSB BEET A AU S
L. 0%, DS ARETT Y, OB,
BAOY—VE (RABR) 2HKT, A— FoERLE
I L Uil L w2 ) £,

YOI TTFDORS TN a—TFT4 0T DEEH

{5l : IP 7R X @ ping

WIZ, TP AR A MZ ping ZFEATT D0 2R L ET,

Device# ping 172.20.52.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echoes to 172.20.52.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Device#

Table 31: ping D 1 71 %R X F

3z | Description

=

%

DR L& 1 ROEE2ZE L2 2R L ET,

EUA R UHEIZOZISERFHBOMICR Yy U =27 $—="DF A L7 7 M3 1 REFEE LT
ZEERLET,

U |5 BERET T —PDU A ZEL-Z 52 R LET,

C |EBICHEB LAy PEaXELIEZ 2R LET,

I |2—#Ick 72 bR SN2 LR LET,
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. 5 : IP KRR ~IZx$d % traceroute (DEFT

3z | Description

=

? NNy N AT RARPTT,

& |y MO A BE Lo 2 L AR LET,

pingt vy v arEKTTHIIE, ZATF—F = A (T 74 FTIECHX) ZATIL
TLEEY, Crl F—, ShiftF—, BIO6F—ZFIFICHL ThoHBL, TOHXF—%24
L9,

B - IP7/RR MIZxi9 5 traceroute D E1T

Iz, IP 7R A MC traceroute 2 E179 552~ LE T,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1 192.0.2.1 0 msec 0 msec 4 msec

2 192.0.2.203 12 msec 8 msec 0 msec
3 192.0.2.100 4 msec 0 msec 0 msec
4 192.0.2.10 0 msec 4 msec 0 msec

FTAATVUAIZIL, BREEND3I>OTa—T LI, Ay T h 7, L—HDIPT KL
A BIRXT R RN 2 A0 (R UMHEA) BNERRENNET,

Table 32: traceroute D H H KRR XF

3z | Description

T RNEA LT MR E LR,

? |y N B AT RERTT,

A |EHE BIERRETT, @E. ORI TIZ2RR VAR NI T 4w o BT
LTWAZ EEELTWHET,

H |7R2 MR EARRE T,

N %y bo—s BEERIETT,

P | 7o Fa LRBERETT,

5fa 7L

U | R— FREEARE T,
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| vIr9z78EO ST 2a—FaY
YIRS TPREDFSINL1—T ¢ o Tt pemiEg ]

FETH OB EKR T AIC0E,. =2 RAr—7 32— R (T 740 FTHEHCH+HAX) ZASHLT
<TZ&EW, Ctl F—. ShiftF—, BLO6X—Z R L THLHIL, TOHXF—Z2ML
F7,

YIRYTTF7HREDRS TN a—FT 4 U FIZEHT 5B
NE

EEEH

MERR TX=aTFILEA L
ZOETHEMAT D a~r ROERRMEE L O J7ikoq | Command Reference (Catalyst
A 9300 Series Switches)

E [ — — N\ ~ — IRY N

VIR T7EED STV a—T 4 00 D EEERE
WOKIZ, ZOFY 2— /LT T 28D Y J—2B LOBEEFHREZ R LET,

TN OREEIL, FRICHIRES N TWRWRY  BASINTY U—RLBEOTRXTOY U —RAT

fEHTE £,

)1)y—= 113 HRETEER

Cisco 10S XE Everest VIO ETRED | VT MV 2TRED T TN 2a—T 4
16.5.1a hT TN a—T 4 | VT A v F BT % CiscolOS Y 7

N4 MY = TICEEET AMEAFE L. fiFRT
BIFHECOWTHA L £97,

Cisco IOS XE Amsterdam |3 25 AL F— | RA NNV AT LALIR— K7 7 A4 LD5E

17.3.1 77 A SHICBIENET, Zhicky, AT 4
L= b7 7 A R EACHA TR 72 Y
\iﬁqo

Cisco Feature Navigator i 425 &, 77 v h 74 —ABILNY 7 b= T A A= DHHR—
MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/ctn [FZ3E] 226 T
JEALET,
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i

ERD BB S

EIHRO BENWE S (511 =—)
o [FIHERO BB S ORERERERE (517 ~<—)

E#RD BB E

CiscolOSXE ¥ 7 b v =7 (&, N#HFEMARK (NVGEN) 7't ZAZFATL T, 73 ZADik
TEAREEZBS LE9d, NVGEN 7Yk 24z, Y AT AFHED /T A =X |TFESNT line =
< REHIICHAELET,

7 73A A M Cisco Digital Network Architecture (DNA) - > % — % 72 (% Cisco vManage {2825t L
Yet Another Next Generation (YANG) A ¥ —7 = A A& L CHEBHRELZEET D L, EQHE
NEHEBASNET, XD, T34 AL DNA Center DRENIAR—ENA U 25 AleerEn
DNET, BEDOA—HIZX Y, T3 205 DNA Center ~DWH RN REAETIHELHD £
T, ZOMREMOM, T, AIMMOBRELLORELZ TN riiry 7 ENES, 20
fER, TAA ZADINT =~ L ANEER R SRR H Y £,

CiscoIOSXE 1741 VU —APKETIZ, ZFa—L a7 4 X2 l—3 32 F— KTnoline
auto-consolidation =~ > RZFH L T, line=2~ > FOHBHELENCTXFT, HEHES
X, T 74 N TIEED/R>TOET, BT HITE, Zoa~vr Rono BXNEHEHL
7,

T NA A TOREEFE/RT HIZIE, show running-configuration all =~ > REFEHLFE9, &
DOFTIX. line auto-consolidation 23N 722 > TWET,

Device#sh running-config all | i auto-consolidation
line auto-consolidation

HE G 232 L, showrun a2~ ROHEDNIEFICEL 2D F3, ZoIE, F17
AV T4 X2l —vary TrANERI = T v a7 4 FXal—vary Ty A VDYA
R BLET, BEMEZEmNICT D L, ROBMENEAEL ET,

o 7 — R TR UHREIBET DO 7V — 7 NE—OFHNICE LD 5N Z
ENRRL 72D T,

Device#show run | sec line
line con 0
stopbits 1
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line vty 0 4

transport input ssh

line vty 5 9

transport input all
Device#configure terminal

EgO B85S |

Device (config) #no line auto-consolidation

Device (config) #line vty 10 15

Device (config-1line) #transport input all

Device (config-line) #end
Devicef#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input all

line vty 10 15

transport input all

HEWAZ AN L T HORBRARE LI-ZICHEM A 2B T 5 L. BERA 2%
T LT IR E SN B O HNFEE SNEF A,

Device#show run | sec line
line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input all
Device#configure terminal
Device (config) #line vty 10 15

Device (config-line) #transport input all

Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

consolidated line vty 0 4
transport input ssh

line vty 5 15

transport input all
Device#configure terminal

Device (config) #no line auto-consolidation

Device (config) #line vty 16 20

Device (config-line) #transport input all

Device (config-line) #end
Devicef#show run | sec line
no line auto-consolidation
line con 0

stopbits 1

consolidated line vty 0 4
transport input ssh

line vty 5 15

transport input all

line vty 16 20

transport input all

HENW G 2 B LI TENCT D &

Device#sh running-config | sec line
no line auto-consolidation

line con O

exec-timeout 0 O

logging synchronous

A S e T2 EERA HERES ShET,
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stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input ssh

line vty 16 19

transport input ssh
Device#configure terminal

Enter configuration commands, one per line.

Device (config) #line vty 20 25
Device (config-line) #transport input ssh
Device (config-1line) #end

Device#sh running-config | sec line
no line auto-consolidation

line con 0O

exec-timeout 0 0

logging synchronous

stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input ssh

line vty 16 19

transport input ssh

line vty 20 25

transport input ssh
Device#configure terminal

Enter configuration commands, one per line.

Device (config) #line auto-consolidation
Device (config) #end

Device#show running-config | sec line
line con O

exec-timeout 0 O

logging synchronous

stopbits 1

line vty 0 4

transport input ssh

line vty 5 25

transport input ssh

FPHOESE L TV DR ERETE £,

Device#show run | sec line

no line auto-consolidation
line con 0

stopbits 1

line vty 0 4

transport input ssh
Device#configure terminal
Device (config) #line vty 5 20
Device (config) #transport input all
Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input all

HPHAERE L CORWEBRITRE TE T A, REVESINET,

Devicef#show run | sec line
no line auto-consolidation

BENF SNET,

End with CNTL/Z.

End with CNTL/Z.

Egoanns [
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EgO B85S |

line con 0O

logging synchronous

line aux 0

line vty 0 4

transport input none

Device# configure terminal
Device (config)# line vty 10 20

°

% Bad line number - VTY line number is not contiguous.

U A NOKRBIZH Dk LiZmfEdEcx£d, 2 bo—7— Tk, —EiZ1o
DEFREHIBETE T, FfRE S THIRT 2 Z LIXTEETA, BET— R T, IR
Z—fECHIBRTE £,

Device# show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input all

Device# configure terminal
Device (config) # no line vty 5 20
Device (config) # end
Devicef#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

U2 S OFRARIZH 28 L TORWERITHIBR T A, BIFRSHD S L TuhRn
HPHNAE T D LD ZERITIHIBRTE ¥ A, ZOBREICLY | BREZHBRTE 2N La
RTTT—=A b=V ERINET,

Device# show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none

line vty 10 20

transport input all

Device# configure terminal
Device (config)# no line vty 5 9

o

% Cannot delete the 9 line number as it is not the last VTY line number

FEAF DOEFRLST 7 4 /L b OEBITIEIRTE T8 A,

Devicef#show run | sec line

no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input ssh
Device#configure terminal
Router (config) #no line vty 15
% Can't delete last 16 VTY lines, lines in use, statbit: 0x10C40, tiptop: 590
% process name: SSH Process
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c HEEE— R T, V7 RMAZEE TE £, BET D LEMADE S, RIE DR )
BELES, a3 br—9F—FTE, ¥7RMHEZLELETEEA, ZHUEa Fr—F
F— NLEHRE— FRIOBEOMERTY, 2> be—=JF—FTiE, 2 te—=77b
Ty Y a SNERE L DR BT 572010, FUHEMHOLTIIEGT S E T,

WOBNIE, BfE— N CYH7HEEZET 75 HEERLTHVET,

Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none
Device#configure terminal
Device (config) #line vty 7 8
Device (config-line) #transport input telnet
Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 6

transport input none

line vty 7 8

transport input telnet
line vty 9

transport input none

WOFNE, PT7FEBEOEENRa hr—FF— FTHHR— FENTWHRNI EEZRLTWY
\i—é—o

Device#show run | sec line

no line auto-consolidation

line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none

Device#configure terminal

Device (config) # line vty 5 8

Device (config-line)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] vyes
Aborted: inconsistent value: Device refused one or more commands:
line vty 5 8

% Invalid input detected at '"' marker.

Component Response:

o

% Modifications of overlapping/sub range is not allowed in controller mode"
Error executing command: CLI command error -
Device (config) # end

BfEE— NCIE, BEET 282 AR CEET, £ET 5 LREERNAOE S, BEDH
WpRAELET, arbe—JF—FNTlE, EETIHMAELEFE CEEHA, a2 br—
FE—RTE, 2 ba—9007 vy Va2 SNEREEDOR—KEERET S22, BEE
THRMAOEF IS INET,

OB, BEEE— FCTEETLIRMELE TS 5EEZ R L TVET,
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Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 10

transport input none

line vty 11 20

transport input all
Device#configure terminal
Device (config) #line vty 8 12
Device (config-line) #transport input ssh
Device (config-line) #end
Devicef#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 7

transport input none

line vty 8 10

transport input ssh

line vty 11 12

transport input ssh

line vty 13 20

transport input all

wOBNL, BETLIHEOLEN L br—FF— R THR— SN TWRNIZ EERL
TWET,

Device#show run | sec line

no line auto-consolidation

line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 10

transport input none

line vty 11 20

transport input all

Device (config)# line vty 5 11

Device (config-line)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Aborted: inconsistent value: Device refused one or more commands:
line vty 5 11

A

o

% Invalid input detected at '"' marker.
Component Response: "

% Modifications of overlapping/sub range is not allowed in controller mode"
Error executing command: CLI command error -

Device (config) # end

HEhHE G 03 20720 REE b B BT A S I R IBICRE A B S A D5 Z &N TE £,

Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input all

line vty 5 9

transport input ssh

line vty 10 15

transport input telnet
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line vty 16 20
transport input ssh

Device#configure replace bootflash:cfg2.txt

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [nol: y
Total number of passes: 1

Rollback Done

Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input all

line vty 5 20

transport input ssh

HEhHE G 03 BN RAED b BB A RBICREZ B SRR L Z N T ET,

Devicef#show run | sec line
no line auto-consolidation
line vty 0 4

transport input all

line vty 5 20

transport input ssh

Device#configure replace bootflash:cfgl.txt

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [nol: y
Total number of passes: 1

Rollback Done

Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input all
line vty 5 9

transport input ssh
line vty 10 15
transport input telnet
line vty 16 20
transport input ssh

¥R D BB & DI AEEE

ROFIZ, ZOFEY2a—/LTHHT2HEDY U —2ABIUOMERFHRZ R LET,

TN DOEREIE, RSN TWARWVIRY  BASHY V=R LUEOTXTDY U —ZT
fEATE X3,
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Cisco 10S XE Bengaluru 17.4.1 | [@]#f 0 B Bi%t4S line =~ ROHEHSIL. T
T F NV THENT o THE

9, nolineauto-consolidation

a2 KL, linea~> FDH
A 2 NI D 72D

HTx%7,

line auto-consolidation ==~ >~
FoEANSINE LT,

Cisco Feature Navigator i 425 &, 7T v F 74 —ABILRY 7 b =T A A=V DHHR—
MEH % 153 TX £ 9, Cisco Feature Navigator IZ{3, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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