THOUT 42T DEE

AAAT 1 T 4 TRRRE T 5 L, 22—V =BT 78X T LR B —H—
PEETHAXRYy NU—27 VY —RABEZBICEET, AAAT IO T 4 TR A F—TIZ
THE, Xy NU—2 TR P —,3=5 TACACS+ £721Z RADIUS ¥ = U 7 4 H—
N (BEL WD X2V T4 FEICETERYVED) LT, TV T4 7 L
a— RO C2—Y—T 7T 4 ET A BLR— b INET, ET AV T 4T La—F
WX T T T 4 7 O Attribute-Value (AV) X7 203&EH, La—Rxkexa V74 ¥—
NIEMSNET, ZOT—FENHTLT, Xy NT—JFHR, 7747 bl BLOE
TICFIHTEET,

T AT T 4 T HRET DIODOHHRGME (1 ~—)

T AT 4 T DOREOHKIFEHE (2 —)

T AT 4 T OREICETHER 2 X—)

CAAAT WO UT 4 T ORESE (17 5—)

CAAAT I T 4 T ORER (26 2—)

T AT T 4 T DOREICET D EDOMDOSEER (30 ~N—)

T AT LT 4 T DEEDHEEIEIE (31 X—)

THAO VT4 VT R ET H=ODRHREMH
RDZAT ZFAT L Thb, AR E TR A MR LTI AV T4 o 7 aRELET,

s Xy NT—IT I HAF ST AAA BT HIE, T r—r L a7 4 Fa L
gy F— RTaaanew-modd =~ R&ZfEHLET,

« RADIUS %7213 TACACS+ B AN FHITEN TV BHA . RADIUS £ 721X TACACS+ & =
V7 4 —_"OfEZERLET, Ciscory hT—27 T 72X —"ZE L TRADIUS
X VT 4 b= NEEET D HEOFEMIOWNTIE, RADIUSORE] €V a—/L%
ZMLTLEE, Ciscoxy NU—27 7782 —_"—%FHELTTACACS+ X =V
T == LBET D HFEOFEMIC OV T, [TACACS+ DFEE] £V a—/LESMR
LTLIEEN,

7horraoi0EE
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B o7 v vonronnssE

THhooT 427 DEREDHIKEIE

T I T 4 T ERIT. TR A BD AAA —NZOLREEETXE T,

ThooT4 V7 DHREICEHT H1FR
FHIUT 4 T DABHEARYR b

AR L ORAHAY 2 FEFAMRIC, THTLT 4 7 OFRY A ME, THATLT 427
DEITHIEE ZDFREFATTH o —r v ANEHSNTOET

THY T 47 DARNTEFRY A MTE, FFEOEX2 VT 4 e havziEEL, T
DT AT EAORFEDITEINEIA F—T oA AR TE LT, ME—ofsMEL, T
74V hOFRY A L ( [default] &5 4RET) TT, 7740 hOFRY 2 ME BRI
EZINTZLAMTEOHIR) A Mol v —T 2 ZAEBRSTRTOA VX —T = A A
HEWICEA SN ET, EBEHLOHTRY A ME, T 740 b0 2 MERLET,

FRY A NI, V=T ATREEINDT VT 17 )5 (RADIUS, TACACS+ 72 &)

EOATOHARZA4RIME Y AT, FRY A RNTIX, THUT 4 o721 DE 385k
DeEXaVT7T 4 7r haVEBEETEET, 071D, RUOFABKLEGAICHATT
NG T AT DN T T VAT Lk TEET, CiscolOS V7 by =7 TlL, U A
FENTWARHIOFREZHEH LT, THY T4 T2 R—FLET, TOHANIEEL
WG E, VA RNSNTWDROT AT T 4 7 HEABNERENES, Zo7mtvAE, Y
A NDOWTNNDT T T 4 7 HFREBEIZKIT 5, ERINLTHWDHTXTOHAN
RITEN D Tk S E T,

A\

(GE)  CiscolOS ¥ 7 b U =7 Tlik, AIOFRTIEENHZLNRWGEICOA, VA NINTHAHR
DT T 4 T HATT T o IRFITanNET, 2OV A4 7 VOEEORERTT
NI T 4 TRRE LTSS (DFED, X2V T 4 == ba—W— T 72D
BISEPRENDHEE) . TAVT o7 Fav X 3glb L, ZOMOT o oT 4 0 70
RFRITSNERA,

ThHIoT 4 7R A ME, BRENDTH T 4 TOFEICE > TEPY £9°,
AAA L. RO TFEREOT T 4 T R—FLTWET,

s Network : /X7 > b0 A N D Mg E | §XTOPPP, SLIP, £72IXARAPE Y =
VBT AWM AR L E 9,

«EXEC : X hU—2I T 7B AP —_"Da2—HEXECH — T/t v a VT IER
et L FEI,

B 7hooTarvi0EE
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« Commands : = —VNFEITTHEXECE— Fa<y NICHTAEREEIELET, av
RTHOT 4 T, FFEDRHE L ~VICBEEMIT O, Zue— L a7 s Xa
L—y gy avwy RREOTRTCOEXECE— R a~wy RiZzoWC, 7hAvrT 4 0
La— REARLET,

 Connection : Telnet, 2 —# /LT U7 U AKR— bk (LAT) . TN3270, /X7 > 7T E& YV
TIIT 4 AT TZ (PAD) | tlogin 72 ED Xy NI —0 T v A — "0 BiThNITE
TRTOT U M FEERICET DR L 97,

e System : VAT ALLDA XY MIBT A ERARIEL E9,

s Resource : = —HEELIZER I LIza—0 TEtE] BLO T T La— R&E#E4tLF
4. F7. IR Lo — 0 8T La— Rat L ¥4,

* VRRS : Virtual Router Redundancy Service (VRRS) (ZB3 B 1E@ a4 L £7,

N

CGE) S ATFLTAULT A%, AN ET 00T 407 VAREERHLERA, AT A
THIT 4 TDF 74/ VA NZTEERZETEET,

FRFEEY A SMEREND & BELIET IV T A v T EALTDOT T 4 T ITRD
UAMNPRERSNET,

THOT 4 7R A NERFEDRBMEITIA VA —T = ATHEALTHE, EHEHFH»
FROWTNNEFATT DRERD Y £3, Me—DBIMNEI, 7741 FDFRY X b ( Tdefault)
EWVWI LD TT, AR E FRY R NERESTIC, FEOT I T 4 T XA TR L
Taaaaccounting 2~ > REFITT 5 L, FURMICARIMTE T A RBERIN TV EELE
BhrE, TXTCOA v F—T7 =2 A AELEFBRRTT 7 40 bOFAY A A EBERIZEH S
T (EXLEFRYVANMI, 740 b0V A LY BERENET) . T 74050
FRYV A MRERINTOWRWEGS, TV T 4 ZIEFETINERA,

T RONFIZOWTHIALET,

ARVRMES—NTIL—T

P= = =7, AU A MM T 587D RADIUS 7213 TACACS+ H—/3— &R A
N ZN—TT B HED 15T, ROKIZ, 4E50EF=2U T 4 —s3 (R1 & R2 1T
RADIUS #—,3 T1 & T2 1T TACACS+ H—/3) DEE S e — K72 AAA Xy N — 7 3%
ExRLET, Rl & R2IZRADIUS B —_"—D 7 L —TF bl s E4, TI & T2 1%
TACACS+ H#—_"—D Z ) — TN B S E T,

CiscolOS ¥ 7 b 7 = 7 TlE., RADIUS B L O TACACS+H— _—FE X/ 1 — L Td, ¥—
W= TN—TE2MHHL T, REFHDO— "= KA OV 7Ty NERETEET, ZDOX
VIR == T N—TE, FFEOY—ERIEHATEET, X == —T%
T 5L, Rl &R ZEBOY—1"— 7 )L—7 (SGl £ SG2) L LTEFEL, T1 & T2 %
@RI DOH—R— 7 )—7 (SG3 £ SG4) L LTEHETEET, 2FV, R1 & Tl (SGI & SG3)
F7/2ITR2 & T2 (SG2 & SG4) #HHY A NMIEETHZEMTEET, £D7=H, RADIUS
BLOTACACS+ DY Y —A%HI 0 M THIGAEOFRMENREL 720 £,

I 7horraoi0EE
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B rarnyosoons

PRI N—=TUE 1 BOY =N L TEBEDOFRA N2 N E2EG0 5 2 LR TEET,
T NY ZEIZEAORIME R AR E L ET, EAOMRBMEHRIZ, IP 7 LA L UDP A— b
FBOMAGOETHERINET, 2LV, RADIUSTHA ME LTERSINTWVHIES
FRA— B, BEDOAAA VP —ERERETEL LIV ET, 2F0., ZOBEAHRIIE
WMAEMHL T, 1 B0 —_"— KD UDP R— BN FETILHE. BMUIP T FLANDS
ZIEIO UDP AR — MIxt LT RADIUS ZkZ#FETE£9, 1 5D RADIUS H—/3— EiT
HHRRD2ODFA N NYB1OOY—ER (TATT 477 E) ITHREINTHD
HIPE . BRESNTWVWE2BDDOFRA R N UITBEVIORA R R DT 2 —)LF— 3—
Ny 2Ty 7 LTEELET, ZOFZFERLT, ZAIORA N NIRRT AT 4~
7 = AORMPICEKW L T2HE, Ry V=7 TR ==, FLT A RIRE
ENTWVDE2HFEODHRA N MK LTT AT 4 7= 2% {7 LE 7 (RADIUS
RAR = MR, REMBCEITSINET) &

P R—= N —TFDOHREB L OEEEZETHAN Y —E 2 (DNIS) HFHIZHESL H—"— )L —
TOFEDFEMITONTIE, TRADIUS OFE] £721F [TACACS+ OFFE] #BR LT
él/\o

AAT7 AT 4 TAK

WKD2ODT H T LT 4 T HRARFR—NENET,

* TACACS+: Ry NU—2 T 78 A% —rNiZ, THV T 47 L a— ROEATTACACSt
X2 VT4 =N LT =T 7T T s 2WELET, BT AV T 4T
A=NE, TAHAVT AT AT REEN, EX2 DT 4 =" ETRESNET,

*RADIUS : v hU—2 T 7w A2H—r\F, THI LT 47 L a— ROFA T RADIUS
X2 YT 4PN LT I T T 2 MELE T, BT H YT 4T L
a—RiE, THTLT A TAVETREEN, X2 0T 4 =R ECHREINET,

\}

G¥)

NRAT—=RBIOT T 4 v a L, TACACS+ £7/-1XRADIUS B = U 7 ¢ P— 3
EEEINDANCY AT ENET, v AT STV EHR%Z TACACS+ £ 721X RADIUS & & =
U 4 P —\ZE4 5121, aaaaccounting commandsvisible-keys =~ R&2#H L £,

FhOUT4Vd La— KFDESE

Th

4

BNROT T T 4 T DOBE, sop-only F—U—REFALET, ZOF—U—FRicko
T, ERENTa2—F 7o RAOK T, KT LVa—RT7ho T 4 JEMEERFET DL X
9. HEE LA (RADIUS £721X TACACSH) ([ZHERLET, dEMeT7 v o T 0 U 7 1E#R
DEEIRGE | start-stop ¥ — U — FZEH LT, ZERINTZA X2 b OBIGRIZIZBG T 7
UUT 4 T, DA R KO TRHOXMEEAT A T o v T mamESE LET, 2
DEFRETFA SV H—T 2 A ATTRCDT AT T 4 T T I T 4 BT 4 B8 T3 51213,
none ¥ —V— R&EHLET,

RDOFNZ, YR—FSNDT AT T 4 7 HRERLET,

B 7hooTarvi0EE
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R1VAATHI VT4 U THR

Xx—)—FK Description

group radius THT T 47T _TO RADIUS — =D Y 2 M &L F
o

group tacacs+ THI T 4V TITT_RTO TACACS+ —_"—D U A M &AL E
R

group group-name | group-name ¥ —/N— FN—TFTCEFLTZL I, TAIV T 4T D

728 @ RADIUS Y—/X—F721% TACACS+ #— X—D %7 & v h&ffi
HALET,

method 5 %%14. m£7wﬂijﬁﬁﬁ?é%W®ﬁf%%bif BMOFRRESF AT, EA
DFHAT RBL=% “C:ifot<) T —PRINTHEICOAMEHINET, thod<XTo
FAPTT—ZKLTYH, IR LT &2 ﬁz‘a‘é X, a~r R CEMOFEHEE
LEd, /=& zxiE. TACACS+ mmzni7 IR TIGAINCRRED Ny 7 7 v 7R E LT
RADIUS Z 577 % acct_tacl &9 FHY 2 M EAERKT H12iE, koa~vr K= AN LET,

aaa accounting network acct tacl stop-only group tacacs+ group radius

A& Y 2 MY aaaaccounting = v o RICHE SNV TR WEAILHERT 27 740 b U
A NEERRT H121E, default ¥ —T — ROZAIZT 7 40 MR THEA SN A TR EEELE
To T 74V MRGEAFRY A M, BEIIZTRTOAS VX —7 = A ATHHSNET,

f’_& Z)_&i\ = 7/]) :/E?ﬂ‘:@j-'—qj‘ utuuiE@77j‘/I/ ]\jfl‘ﬁ& L TRADIUS ff:,l: Hﬂ;j—é i /j_(@
avr R ALET,

aaa accounting network default stop-only group radius

AAA T T 4 7, WOFTFREYR—FLET,

)

egrouptacacs : *v NI =2 T 7 v A —R—=nET h T 4 T EH%E TACACS+ &
X2 T 4= _—ZET D X HITTSITiL, group tacacs+ method & — 7 — K & H
L\iﬁ—o

sgroupradius : xv NI —I T I AY—NR—NET T 4 T E#H%Z RADIUS &
X )T 4 == CET D L OICT DI, groupradiusmethod & — 7 — K& L
£

GE)

SLIPOT7 o7 47 A M, B#EA v Z—T7 =2 ATPPPIZEEINTND TR
TOFRIHENE T, FFEDA LV H—T oA AZEBBIOHEHIND U A MR RWEE (F
72X PPPREDREESNTWVWARWEES) . TAHAU T 47 OFT 74V bREVNEA SN E
j—O

7horraoi0EE
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« group group-name : RADIUS % 721 TACACS+ #—"—DH 7 v hEEEL T, Th
voT 7R E LTEAT A1TIE. group group-name 5 R 5 7E L C aaa accounting
avy REERLES, IN—THEXZDTN—T DA NEEEL TERT DITIE, aaa
group server 1~ R&EMHALET, 7=& 21X, aaagroup server =~ > R&fiH L T,
group loginrad ™ A > A RN EFR L £,

aaa group server radius loginrad
server 172.16.2.3
server 172.16.2 17
server 172.16.2.32

Zoawr RV, 1721623, 172.162.17. 172.16.2.32 ® RADIUS H—/3— 7% group loginrad
DA NELTHEESNET,

DGR A RNERSNL TGS, Xy NI —=27 T AT 470K L L Tgroup
loginrad Z45E T 521X, kDA~ FE AL ET,

aaa accounting network default start-stop group loginrad

THOT 47 HFRE LTI N—T4&FEHT 512X, FaiIZRADIUS F 721X TACACS+ &
Fa2 VT4 P—NRN—LDBEEARX—TNIZTIVLENLD £7°,

AAATH O T 42T 34T

2YRNT—=D FThOUTAaT

PRy NI—=T T T 470, X7y b, N oy bl 9CTo PPP, SLIP,
F7IXARAP £ v ¥ 3 VBT AR AR L F9,

Wi, EXEC v ar& i LTHEETHPPP2—HFDRADIUS X NU—27 TH T 4
V7 La— RZEENAHEROME R LET,

Wed Jun 27 04:44:45 2001

NAS-IP-Address = “172.16.25.15"
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528”

Caller-ID = “562”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:45:00 2001

NAS-IP-Address = “172.16.25.15”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528”

Caller-ID = “562”
Acct-Status-Type = Start
Acct-Authentic = RADIUS




| 7h9o74v08
w2y b= 7h9o71405 |

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"

Framed-Protocol PPP
Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:47:46 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2”"

Framed-Protocol = PPP

Acct-Input-Octets = 3075
Acct-Output-Octets = 167
Acct-Input-Packets 39
Acct-Output-Packets = 9

Acct-Session-Time = 171

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:48:45 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “408”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, BHIZEXECE YT a v ZBIE L7 PPP2—HF D TACACS+ Ry N —7 T HT T 4
I La—RIEENDLEROBE TR LET,

Wed Jun 27 04:00:35 2001 172.16.25.15 usernamel tty4 562/4327528
starttask i1d=28 service=shell
Wed Jun 27 04:00:46 2001 172.16.25.15 usernamel tty4 562/4327528
starttask i1d=30 addr=10.1.1.1 service=ppp
Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4 408/4327528
updattask id=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1
Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=30
addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1
bytes in=2844 bytes out=1682 paks in=36
paks out=24 elapsed time=51
Wed Jun 27 04:01:32 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=28
service=shell elapsed time=57

\}

G ThorTg4r 7 X7y ba—ROEMR7+—~y MI, X207 4 h—R_"F—F
IR L TEDLY 9,

I 7horraoi0EE
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Iz, autoselect Z N L CHEET D PPP 2—F D RADIUS %> NU—27 T hov5 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:30:52 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”

Framed-Protocol = PPP

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:36:49 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-

Status-Type = Stop

Acct-Authentic = RADIUS
Service-Type = Framed

Acct-

Session-Id = “0000000B”

Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1"

Acct-
Acct-
Acct-
Acct-
Acct-
Acct-
User-—

Input-Octets = 8630
Output-Octets = 5722
Input-Packets = 94
Output-Packets = 64
Session-Time = 357
Delay-Time = 0

Id = “usernamel”

NAS-Identifier = “172.16.25.15"”

&IZ., autoselect L THEET S PPP =—H D TACACS+ %y NTI—27 TAU LT 47 b
a— RIZEENDEROFZ R LET,

Wed Jun 27 04:02:19 2001 172.16.25.15 usernamel Asyncb 562/4327528
starttask i1d=35 service=ppp
Wed Jun 27 04:02:25 2001 172.16.25.15 usernamel Asyncb 562/4327528
updatetask id=35 service=ppp protocol=ip addr=10.1.1.2
Wed Jun 27 04:05:03 2001 172.16.25.15 usernamel Async5 562/4327528 stoptask id=35
service=ppp protocol=ip addr=10.1.1.2
bytes in=3366 bytes out=2149 paks in=42
paks out=28 elapsed time=164

EXEC7T A>T 49

EXECThHOU T 471k, %y NI—7 77 A —NElIcHDHa—F EXEC ¥ —= L
tyvvary (=¥ =) ICETLIEREZEELET, 282X =—F4,. B BHtREE

G| & RETIREZL

TIEAF=ROIPT RLA B (XA VA 2—FDEE) F¥ET

it
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wIZ, A YAy 2—FDRADIUSEXEC T H T T 4 v La— RIZEENLTHEHROH

ERLET,

Wed Jun 27 04:26:23 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port =1
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329483”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”
Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:27:25 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port =1

User-Name = “usernamel”

Client-Port-DNIS = “4327528"

Caller-ID = “5622329483"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”

Acct-Session-Time = 62
Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”
RIT, HA YA 2= D TACACS+EXEC T AV VT 4 v 7 La— RIZEEN B FERD
fla R L ET,
Wed Jun 27 03:46:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start
task id=2 service=shell
Wed Jun 27 04:08:55 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop
task_id=2 service=shell elapsed time=1354
WIZ, Telnet =—H D RADIUSEXEC 7 H V> 7T 4 7 L a— RICEENLIEROFEZ R L E
hd‘o
Wed Jun 27 04:48:32 2001
NAS-IP-Address = “172.16.25.15”
NAS-Port = 26
User-Name = “usernamel”
Caller-ID = “10.68.202.158"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “00000010”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

Wed Jun 27 04:48:46 2001

NAS-IP-Address = “172.16.25.15”
NAS-Port = 26
User-Name = “usernamel”

I 7horraoi0EE
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Caller-ID = “10.68.202.158"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000010”
Acct-Session-Time = 14
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

&IZ. Telnet =—H D TACACS+EXEC 7 U T 47 La— RICEENLHEROFIZTL
\iﬁqo

Wed Jun 27 04:06:53 2001 172.16.25.15 usernamel tty26 10.68.202.158
starttask id=41 service=shell
Wed Jun 27 04:07:02 2001 172.16.25.15 usernamel tty26 10.68.202.158

stoptask id=41 service=shell elapsed time=9

ARV KR ThOUTFaVT

AV RTATLT 4 VTN, Ry R T =0 T IR R A TEITEN B EHHE L~ D
EXEC ¥ =/b oy RICBT B ERIELET, #a~2 RT7 YT 07 La—Ric
X, TOBHEL L TETSNE A~y N, fa~vy RREITS AR, BLOETLE
a2—FDY A FREENET,

WIZ, BHEL L 1 O TACACS+ O~V R T h T 47 La— RIZEENDHFROHZ
%Liﬁ‘o

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=3 service=shell priv-1lvl=1l cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=4 service=shell priv-1lvl=1 cmd=show interfaces Ethernet
0 <cr>

Wed Jun 27 03:47:03 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=5 service=shell priv-1lvl=1 cmd=show ip route <cr>

WIZ, BHEL~UL 15 D TACACS+ 2~ > R 75 40

La— RIZEENDHEROBI %2

RLET,
Wed Jun 27 03:47:17 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=6 service=shell priv-1v1l=15 cmd=configure terminal <cr>
Wed Jun 27 03:47:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=7 service=shell priv-1v1l=15 cmd=interface Serial 0 <cr>
Wed Jun 27 03:47:29 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=8 service=shell priv-1v1l=15 cmd=ip address 10.1.1.1
255.255.255.0 <cr>
%4
() Cisco ® RADIUS %, a~v R T H VT 4 7%k HR—FLTWEREA,

EBRT7ThOVTAaT

el 7 h VT 4 v 7%, Telnet, LAT, TN3270, PAD. tlogin 78 ED% v kT —27 7 7+ %
P = BATON D TR TOREERICHT A REZ R L 7,

B 7hooTarvi0EE
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e v |

WIZ . F&1E Telnet B D RADIUS Bl 7 h /o7 4 7 L a— RIZEENDBEROFIZ =L

iﬁqo

Wed Jun 27 04:28:00 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “00000008"
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:28:39 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “00000008”"
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 10774

Acct-Output-Octets = 112
Acct-Input-Packets = 91
Acct-Output-Packets = 99
Acct-Session-Time = 39
Acct-Delay-Time = 0
User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”

WIZ, 815 Telnet #f5¢ D TACACS+ e 7 AU T 4 v 7 L a— RIZEENAIEROFI %R

Li‘g—o

Wed Jun 27 03:47:43 2001

cmd=telnet usernamel-sun
Wed Jun 27 03:48:38 2001

elapsed time=55

172.16.25.15
start task id=10 service=connection

172.16.25.15
stop task id=10 service=connection
cmd=telnet usernamel-sun bytes_in=4467

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158
bytes out=96 paks in=61 paks out=72

WIZ, F&(E rlogin #56: D RADIUS Bt 7 h v T 4 7 L a— RIZEENDHEROFIZ R L

i‘j‘o

Wed Jun 27 04:29:48 2001
NAS-IP-Address = “172.16.25.15”
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528”

Caller-ID = “5622329477"

Acct-Status-Type = Start

7horraoi0EE



B ox727990500

Wed Jun

Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”
27 04:30:09 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 18686
Acct-Output-Octets = 86

Acct-Input-Packets = 90
Acct-Output-Packets = 68
Acct-Session-Time = 22
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

ThooTavioHE |

WIZ. FEAE rlogin #4tD TACACS+ e 7 I 7 T 4 v 7 La— NIZEENHTHEROBIZ R L

£,

Wed Jun 27 03:48:46 2001

task id=12 service=connection

/user usernamel
172.16.25.15

start

cmd=rlogin usernamel-sun
Wed Jun 27 03:51:37 2001
task id=12 service=connection

stop

cmd=rlogin usernamel-sun
paks
out=1251

elapsed time=171

172.16.25.15

tty3 5622329430/4327528

protocol=rlogin addr=10.68.202.158

tty3 5622329430/4327528

protocol=rlogin addr=10.68.202.158
/user usernamel bytes in=659926 bytes out=138 paks in=2378

WIZ ., Z815 LAT #555: 0D TACACS+ 85 7 h v T 4 v 7 L a— RIZEENABEHROFIZR L

ij_o

Wed Jun 27 03:53:06 2001 172.16.25.15
start task id=18 service=connection
VAX

Wed Jun 27 03:54:15 2001 172.16.25.15
stop task id=18 service=connection
VAX Dbytes in=0 bytes out=0 paks in=0

4

SRTLTHIT 4T

tty3 5622329430/4327528

protocol=lat addr=VAX cmd=lat

tty3 5622329430/4327528

protocol=lat addr=VAX cmd=lat
paks out=0 elapsed time=6

SATFANTHI T 4N TRTDOIVAT AL AR b (221 ATADY
T = EFRT T T 4 T DOF /AT T AR AR L E 9,

WDOT BT 47 La—KRiZ, AAATH T T 4 VIR A 70 o722 L o ke
R TACACS+ VAT AT AT 4T Lba— R $—RERLET,

B 7hooTarvi0EE
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Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start task id=25
service=system
event=sys_acct reason=reconfigure

\)

GE) 7HhHorT4v "y hla— ROEfER 7 +—~ v M. TACACS+TF —E TS U TE
b ET,

WRDT 7T 47 La—Rid, AA AT BT 4 VI NA N7 -7-2 & %3 TACACS+
SATFANT T 4 Lba—RERLET,

Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task_id=23
service=system
event=sys_acct reason=reconfigure

JY—RTFThooT42T
AANFEHALTWDE AAA T BT T 4 7Tk, a—Y—RirdmiiE Lz a—ickt4 5
[BAtR] La—F& T La— R KR R—FrESNFET, =2—P—385E0—# & L CERIFIC
KB LTza—no &7 La— REeERTHEMEREL Y R—ranFET, 2ok H7%L
a—RiE, Xy NI 2EHBIOE=4TB2T7 0T 407 ba— REEAT 56
%‘g‘(“ﬁ—o

ZIZTHEH, RONFIZOWTHBALET,

AAA )Y —REBRTTHhOVT405

AAA Y VY —RRBIE T T AU T 4 VT ORI, I— ViR E Y —7 v AD 2 — —FRFEE
MHCBECTE ol a— I OWT, TAU T 407 Lba— Raifid3 5»1H0 4
ATLEZ, ZOL9RLba—RiE, *y b= BIOZOHEHEY OfE2EHB LT =
B—FT BT NI T 4 La— R 58581003 T1,
ZOMREIC L o T, 22—V —FIRCBE L o lza—D T ThvrT 407 La—
RAEREINET, T La— NI, a—AREOREENLAEKINET, =—F—F85
’&%Lk#Nf@nwwi\%%kﬁ%t@@bifooiw\£M®7w7/74/&v
Nl s g A,

WROBKNZ, BEDOa—IL 70—T, AAA Y VY —2AKBKTTHO T 4 T2 LT
Rha—)L —F AR LET,

R1BENDIAO—TAAA) Y —RKBETFTHOUT A V2B ML TOVEVNETLEAYILL > O—LEREY—

TUAR
Call Modem Service "Start" "Stop”
setup  allocation setup record record
Call Modem User Call I
authentication  training authentication disconnect &

I 7horraoi0EE
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B oo crio—romany—z7avoTeoy

WOz, BFEDa—/L 7a—T, AAAV Y —RAKE T T T 4 v T EENC LTz a—
JV—lr o AR LET,

K2:BEDT7O—TAAA) YV —AKBET T h IO T4 VT AN LEETLFAVILL Y O—ILEREV—T Y
Z

User
accounting
Call Modem Service "Start" "Stop"
setup  allocation setup record record

I S P
(N 1

Call Madem User Call "Stop" o
authentication training authentication disconnect record F
'-\_,v,_p'
Resource
accounting

KON, —F—FBFERNE T — VOBRERNIEE L, AAAY Y —RARE T T I o7«
VRN L a—VREY— v AR LET,

R 3:1—Y—RERTIC I —)LOEGERRNSRE L, AAAY Y —RKBET 7 HO VT4 VI EBNITLEETLSA
YA Y A—LBEI—T VR

Call Modem "Stop"
setup  allocation record

S S
7 1

Call Modem Call
authentication training disconnect

3772

WORNZ, ——FBFERNC 2 — VOBERMRDBEAE L, AAAY Y —RAKIBE T T o T 4
VI EHEMIL W W — VR IEY— U AR LET,

4l_ﬁ_gﬁgﬁﬁﬁ(::_)bo)?ﬁﬁ-ﬁﬁzl}%b{%ﬂi l_,\ AAA l) y_xgiﬂ&ﬁ‘%TTjJ'j\/%{Dﬁ’&{*—j)b(:b—cl'\jx
WETLFAYILAY A—LERES—T VR

Mo resource

Call Modem " "
setup  allocation e Stop reEc:rd sent1

l l TR
(N !

Call Madem Call
authentication training disconnect

e

BB - TLI—FDAAA Y —R THOVT 405

BIG- KT La—FRDAAA VY —RA T HT T 4 7%, Ka— ViR ERIC TBG) L a—
RZE L. I VOEGMRRFIHET 2 T La— RE2RET28iEs P AR—r LT
WET, ZOHREIZ, TH T 47 La— R Er2RETHT—ZDRETD1IONG,
HE) OB ZERB LN =X —T 572D TEET,




| 7h9o7qv 08
IS O v |

ZOREEEAT A L, a—ABREB LN — LoD [BG-&T) ThorT v
ZLa—Rix, T RIKT 5V Y — A BSGROETIRDL A BB U £ 3, BB 02— —F8GE
Bt -#&T1 TV T 07 ba— R, a—F—EHoETRRZEILET, b
2By NDOTHULT 4T La—RiE, FOa— L TEHAEDE Yy g ID AL THA

Uo7 ShET,

KOBIL, AAAY Y —ZBR-FETT T T 4 T A LT 2 —VREY — 7 v A %R
LET,

5:0Y—RBE-ETTAIUTA VT ERBRNLEETLATAVILLY I—LBEV—T VR

Call "Start" Modem Service "Start" "Stop"”

setup record alecation setup  record record

Call Modem User Cal "Stop" F
authentication training authentication disconnect record 8

AAA T ho T4 07 D5RIE

AAA JO—FXv R NT7HO9UT oY

AAA T O —R¥XY R NT AT 4 U TH2HMNTDE, TATT 4 o THEREEED

AAA —NZRIFFIZEETE LT, 2FV, TH VT 4V 7IERE 1| DET-EED AAA

P NICFRFICTr— KRRy A N5 ENAEETT, ZOMELZMEHTL L, —ERX TR
NAZ—IZHMBEHDO T T A4 X— F AAA Y — R R —FDAAA YT —NICT T T 4
VITEREEETEDLEOICRDET, ZOMREETIL, EFT 7Y r—a I X DR
Lt nE 9,

71— RF¥ ¥ A ML, RADIUS £721% TACACS+ ¥ — D/ L —FIfEA T 4, £/, %
PR T N—T1E, DT N—T LIRS, T2 VA== DIGEDON Y I T T —
NEERTEET,

LMo T, =R Fuaf A =L XDy R a—WPE, 7ThHUrT 407 =R
%571 kb (RADIUS £ 721X TACACS+) ZfEHTExET, /o, —ERX Fu g y—L
ZOTYy R a—WFL, TNENHEM TNy I T o7 $—NER/ETHI L TEET, FF
TFUr— g AlonTIE, MED Y 2 — A —"— =4 R EFSEBD 7 —T E A
LT, WERRT DT 4 o VT IEREEMTEHRTE £7,

AAAt v 32 MIB

ZI—PRAAAE v 3 U MIBHREZ AT S &, iy hU—2FH T a k3L (SNMP)
EHEALCHIORGEEAY 747 v MR EE=ABLOK T TCEXET, 2OV T4 T b
DT —Z NPT END T8, RADIUS 7213 TACACS+ — " bMEESND AAAT T v
T4 T IHRICEEEEMNT A Z N TEET, AAAE YT ar MIBIL, ROEHRZTRAEL
£7,

o & AAA BEREO#EEHEE (show radius statistics =~ > R & T A54)
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ThooTavioHE |
B 7»oo7 Rt ORT

s AAABEREZIRILT 20— DX T —H X
o SN EE AAA Y—230 ID

o (TA PR ED) UTNEA DGR (T2 7 47 a—Nafk 7325008 9 0z
3% SNMP % > b U —27 HMEMT 2B SRR L £9)

WDOFTNT, FAEHL T FA T NEAAAE Y a > MIBHEBEE OB 2 E =2 B LT T
AHI-OIFEHCTCXASNMP 22—V R F—X 477 FE2RrLET,

£2:SNMPTY Fa—¥ F—A 4+TS1H b

Sessionld |AAA T H T 427 Fua harifEHlENsE v a> ID (RADIUS &1 44
(Acct-Session-ID) M HHMEINBEEFL)

Userld a—Y a s A ID FEE (B A URMERTERWES) EI8EonxxFs

IpAddr Ty arDIPT FLAERT (IP7 FLARNEHAISHAWES, 723l T
X0 E) 0.0.0.0

ldleTime | v a3 BT A KT 5 THD DOFRERER]

Disconnect| 2D 7 Z A 7 o | & OERERRT D720l sy v a v KT AT V=
7 b

Callld a—) I —LVa—RKPMRFELIE, 20T 0T 400 By g Alx
WAz M) ATy T A

WDOFIT, AT AR SNMP Z{FHT 25 AAA & v a > MIBESEED HIEE S5 AAA D
BEEAEH A2 R L ET,

=R 3:SNMPAAA £ v 2 3 U DIRE

ActiveTableEntries HET 7747ty a0

ActiveTableHighWaterMark | 3 2 5 AN BB ICH A A h—/L &N TS ORIEELGE v > 3

¥ DR

TotalSessions VAT ABEBICHA VA P L SRTOLDE v v g v DA
%

DisconnectedSessions VAT ADREBICEA VA P L SN T LEEMRE SN v

v DBEH

ThooT4a VI RMEEDART
Fy "U—27 T 7' Ax P —3F, TACACS+AV OXT7 £/~ X RADIUS @1t (EELTW5E
F2UT 4 FRUCE-oTERVFET) WCERINET IV T4 o TR E=X LET,

B 7hooTarvi0EE
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AAA7HOT4290

BXE A7k

a7y vongess I

ZATEAKXVARANMNZIKLBAAAT O UT 4V TDETE

AT E R AN L CTAAA T IV T 4 VT HRET DX, ROFIREZFEITLE

B

)

G¥)

VT DA

VAT AT HOT 4 70E, ARiftE TRV AN EHERHLEYA, VAT AT HTUT 4
F 74/ OFRY A N B ES

LET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
I

Device> enable

HibE EXEC E— RE A% L9,
e NMRAT—RKEANLET FkEhn

=58

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfnLE7,

ATvT3

aaa accounting {system | network | exec |
connection | commandslevel} {default |

list-name} {start-stop | stop-only | none}
[methodl [method2... 1]

1

Device (config) # aaa accounting system
default start-stop

ThorT 47 HRY A REERL,
THIT AT ERENCLET, 515
list-namel, TERK L7V A MMZ4RT%f)
J5EXITHERINSLFHITT,

ATv74

RONT NN EFATLET,

* line[aux | console| tty | vty]
line-number [ending-line-number]

« interface interface-type
interface-number

1

Device (config)# line aux linel

ThAT 7R A NEEAT S
[FRRCOWT, A ar 7 4 Fal—
varv E— RERBLET,

E

THhHOT 4T HAY A N5
A B —=T A AZHONT, [ Z—
TxA AT 4 Falb—Tag T—
RZBMBLET,
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ThooTavioHE |

ARV RFERETIVa Y

B8

ATy TH

RONTNNEETLET,

* accounting {arap | commands level |
connection | exec} {default | list-name}
* ppp accounting{default | list-name}

1 -

Device (config-1line) # accounting arap
default

1 DO E T ITEERRRCT o >
T4 HFRV A NEEBALES,
F720%

1oDA L H—T oA ZAFETNTHEEA
H—T A AT AT 47 HRY
A NEBEALET,

ATvT6

end

1

Device (config-line) # end

EE) 94> a7 4 X2l — 3
VE— RERKT L, K EXEC E— K
WZRD £,

XN A—HEZ Ly avEOThOo T4 La— FEROHNH]

AAAT IO T 4T %T 7T 47T 5HE, CiscolOS V7 b =T id, VAT A EDOTN
TO2—WIZTHU T 47 La—RERTLET, 2oL, 7o halEiEo-Ha—
P LTFINN I N I> TWDHa—F b EENnEd, ZOHITiX, aaaauthentication login
method-list none =~ > RZEH SN AERCTEET 22— —NZIICiEY LT, Bt
FHNTND—PARRNE Yy a AZOWT, TAHT T 4 o7 La— RRERS RN
kot sicit, Fe— b a7 4 Xalb— gy F— R TROa<y REffHLET,

B 7hooTarvi0EE



| 7h9o7qv 08
w7 oo T4 20 La—rkoss ]

avw vk =]y

:L»,—‘
W4
XF
Fl7s
X )V

Device (config)# aaa accounting suppress
null-username

yalle

el

T 7
AN
T4
N4

=
R
AERR
Sh
720
X9
iz

R

bEATAIT4UT LO— FOAER

T T 47 = NICEMB T T AT 47 La—RERETELLIICTH
Wik, Za—n_ ar7 4 Xal—3Y gy B— RNTCROa<vy REFERHLET,

avw > R Br

THOT 4T P —ICEE END EHIR PR
TR T 4T La—ReEf X—7 M LET,

Device (config)# aaa accounting
update
(newinfo] [periodic] number

aaaaccountingupdate=~ > R&7 77 4 7123 % &, CiscolOS VY 7 b7 = TIZ L > TV RAT
LA EOFTRTCOZ—YF—DFET I T 47 L a— RBRRITINET, newinfo F—7—
REfER L7ZGE1E, VIR— T2 LWT AT T 4 U 7IEMNEAET HI2NS, T S
VT AT VA= KRBT AT 4 T NICEESNET, t& 2T IPCP Y E—
FMETEDOBTIP Y RLAORIVZ=—a v a% T LIEEERETT, FRIT DT 4
Y7 a—RZE, VE-F ETICEHINO R T Z— MEAIP T RLAREGENET,
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B evnrryos o0 La—rEEDLT SRETRORE

F¥—U— K periodic & —#&IZMEH L7285G 1L, number 51E0Z K 5 EFRICHESWNT, HREIT
DT 4 a— RREMNICEHEShE S, FRT I YT 4 7 ba— RiZiE, BT
BT 4T La— RRHMESNARHEETIC, ZOax—FIZonTiRkSNZTITHOT
AT 4 TIERNEENET,

A

EE ZHOa—FRRy FU—ZiZun A LTWAEAIZIE. aaaaccounting update periodic =
<V REMET S &, RO 5 TIN5 ) £,

FEW T AU T4 Y La—FEEET IAREFEREDOET

WOMNEFEEZFERA LT, THO T 4 o 7 == CEEENDEHHFE T T T
T La—REARX—TNIZTEET,

FE
AU RFERET7TIVa Y B
RTF w71 |enable ¥t EXEC T— FZ A LET,
1 - e NAT—REANLET (FHRSh
%E) .
Device> enable
R w 72 |configure terminal Ja—\)L a7 4 FX¥al—a
Bl T REBHLET
Device# configure terminal
Z 5w 7 3 | aaa accounting network default TRTCOXy NU—7 BEOY— b R

Bl - ROTFTZHN DT HT T 4 T i
EL, THhHorT 475K A o=
Device (config) # aaa accounting network] 74 ?-’—7— L—yay E'— ]‘%Bﬁﬁéb
default ij—o

2FvT4 ac'Fion-type {none| start-stop [periodic |7 h T v/ La— Rk LTE
{disable|interval minutes}] | stop-only} |15&5n 23727 g n X4 FEiEFELE
i) : K

+ ({£E) periodic ¥—7— K%, &
72T oo T 07 T v E

Device (cfg-acct-mlist) # action-type

start-stop
Bl YERLET,

e interval ¥ — U — RiX, EH727
periodic interval 5 T 4 yﬁf‘ﬁﬁ%%]ﬂgﬁé [_/ij‘o

B 7hooTarvi0EE



| 7h9o7qv 08
BEY—Ex 7Aoo F v La—rkosr ]

aAvYRFERET7IOIY BRI

evalue 81, 7T 4V ITHE
FlLa— RFoORBEEELET (U
%‘{E) o

« disable ¥— U — RiZ, E#HHT
BT 4T EEHCLUET,

AT v 75 |end THI T 4T HRKY AN a7 g
i - Fal—TaryET—RE2KT L., FE
EXEC £— RIZREY £7°,

Device (cfg-acct-mlist) # end

FREY—EX 7HhO T4 49 La—FDAER
IDHARI HFETLT, BT AT TANZHRT 2 EMO MR CORMYt—exA T o7 o
V7 La— ROEREA RF—T I LET,

IR& BHHIIZ

2 —PF— P —ER 71757 A /)LD RADIUS JEM 85 135X EH A D H I OMMREME LV & FIZEL
S ¥4, RADIUS B Q5 1%, a—V—HV—E X Tu 77 A LNICHDHLEND D T4, 3%
FZ DWW TIZ, RADIUS B OMEE R L OV RADIUS IETF JBIEDOHGED R¥ 2 A FE2BR L

TLTEENY,

\}

GX) RADIUS B SS Na—F— HF—E R a7 7 A ANICREWES. FRTH YT o7 L
a— ROAERTRESINT-FHORSER S —EROHET AU T 07 La— ROEH &S

nEJ,

FIE
ARV RFERFTIVaY Sl

ATy 71 |enable F##E EXEC T— N2 AL £
U « NRAU—=FREANLET ERSh

ZHmE) .

Device> enable

R 2 |configure terminal sa—s\ a7 4 Xal—ar

U F—FzfnLE7,

Device# configure terminal
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ThooTavioHE |

B ssLrosqostrtysavicgd 37907005 La— FOER

AR RFERFTIVa Y =Ly

Z 5w 73| subscriber service accounting YT R T A NS L EWRI 7R bR T
interim-interval minutes DHEH—E R THTLTF 427 L
Bl - A= FOEREA F—T M LET,

minutes 51 5%, TA VT 4 v 7 HEH
Device (config) # subscriber service Lra— F%ﬂéfﬁ#éfﬁ@é’]éﬁﬁﬁﬂﬁ%%ﬁ 1~

accounting interim-interval 10 71582 SR szjﬂ
ATwv 74 |end Ja—s )L ar7 4 Xal—a v
i - T— FEHT L, FiiE EXEC T— RIC
RO £,

Device (config) # end

SBLE-004 v FEFEEy o avIicRTbdT7AY T L a—

FDAERL

AAMAT BT 4 T T 0T 4712 T5H L, ClscolOSXE V7 hoxTlX, usA /mun
IR LTI AT b a—Y— F2i3a 7 A VGRS L CHM SOl © PPP ¢ d
vr—y g VIR L= — DT T T /7 La—RaEAERLEEA,

o/ A4 VR RIIE Yy var x I v m— g VROEGRHCAR L2 —F— oW T, ThH Y
VT4 TRT La— REEKRT DI OIEETDICE, Fe— v ar 7 s Xal—v gy
FT— R T2~ REFEHLET,

AU REEETIV 3 Y B

aaa accounting send stop-record = 7“4’ VA= el A R BV S e e IS S 17))

authentication failure I T LTm— oW T, KT La—FR
AR LET,

EXEC-StopL. O— F & Y 1L HID T H™ 2T 1 >4~ NETWORK-Stop L 01—

FDiETE

EXECH T v a v &Bihd 5 PPP—H—DH4E . EXEC-stop L = — RDHi{IZ, NETWORK
La—RzERT2E0IHBETEET, FEDOH—ERZOWTHEICRET 25672 L.
WIUZE > TE, *y V=7 Ol a— REKET L a— ReE—EICRET 2R EE LN
ZERBHY ET, TORE. EARMIZ, EXEC DBtEA v =T LT A =YD 7 L—A
T—JPWIZ TFA M ICLET, 2E2IE PPPEHHT - —F A LA izLo T,
EXEC-start, NETWORK-start, EXEC-stop, NETWORK-stop &9 L 22— FR&Z{ERKTX £7,
Xy NI—=0 THhHOT 407 ba—RazxrA MIT 52 & T, NETWORK-stop L =1 — RiX
NETWORK-start A > t—3" (EXEC-start, NETWORK-start, NETWORK-stop, EXEC-stop) (Z
PEWET,
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AL 9FF—R—tDLRTF LT AT 45 La— ol [

a—P— g DT I T 4T L a— REXAMTHIZE, Fe—Nbar T ¥
L—y gy F— R CHROa~y REERLET,

ARV RFEERTIVa V| B

aaa accounting nested

Xy NI—=I T AT T 47 La—ReExrARLET,

AAYFA—N—LEDIRTLTHADT4 2T La— FOHNE

AA 9 TFF—=NR—F DLV AT AT AT 4 T BEIOT AT o THT Ay—
TEMEIT A, Se— v ar T 4 FXal—arET— R TCROav L REEHLES,

AR RFERETOVa Y =)

aaa accounting redundancy suppress ZA S FF =N DY AF LT I T 4
system-records

7 ba— Refl LEd,

AAA ') ) —RAEKBIRTT7HhOUT 14T DETE

VY —=2ARBET T IO T 4 T EEDNCT DT, Ze— b a7 Fal—vay
ET— R T2~y REFEHLET,

av Uk B

AP FEECEE L AN T — IO T, [T L o—
Device (config) # aaa s S
accounting resource REERL T
method-list stop-failure GE) COMBERRET AR, ThU T 4 v T %
group

RET DO ORHERME (1 ~—Y) ok
Va AR ENTWAIEEEEITL, X b
U—27 77 %A P—s— T SNMP #HhC
LTLEEN,

server—-group

G- TLI—FDAAA YY) Y—RTFTHOUT 4T DETE

BtG - TLa—RKOTN Y I—=ATHI T 40 T oA X =TT DIE, Fr—0
a7 4 Xal—varyE—RFTROa~vy FEHEHALET,
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avw vk B

Fa—VRGERHT BRG] L a— F&2REL, 2 —/L Ok
FRERIFICRIST 2 T La— FaXE 4 2KEL ¥R —

Device (config) # aaa

accounting
resource method-list PLETS
start-stop group G¥) COMREERETDHENS, TAHAT T 4 v T hik

server-group

ETHROORHESRNS 1 =) Ok'7 =
NCFEHEH SN TWAIEEZFEITL, *y FT—7
T8 AP —"—ETSNMPEZ AL TL 2 &
AN

AAA JO— RFXxvRNT7HYOYUTFa Y

AAA 70— KXY ANTATT A TE2GINTHE, ThUUT 4 v TIEREED

AAA —NICRIFFIZEETEET, 2FED., THU T 4 o 7ERE 1 DEEED AAA

Y= NZFFHC 7 B — R v X M5 2 L RETY, ZOKBEEZ#HATL L, F—vx 7 nm
WA Z—=ITAEHOT 7 A4 X— F AAA T — AR R —FDAAA Y —NIZT I T T«
VIERERETEDL LRV ET, ZOMRETIZ, HFT7 7V r—va VLK DEEH
Lt E 9,

7'n— K% % A hE, RADIUS F7-21% TACACS+ H— D/ ) —F IR T £4, £/2. &
Y= T N—=T1%, MOTN—TLFERRL, TV F—N—DGE G0Ny 7T T —
NeERTEET,

L7eRoT, —bR T, F—LZOx R a—WL, THhUT 47 $—rNZHR
571 ka2l (RADIUS 721X TACACS+) ZfEHTEEd, /o, —EX Fuqfx—L
ZOxTy R a—WiE, TREREMR TRy I T v 7 b—NRERETHI L TEET, &
TV —a 4200 TR, MBD T = — A —R—— o R RSB0 7 V—Tm g
LT, MEMRT T 4 U 7 IEREEMCTEH X 7,

DNISICXAAAA DO—FX YR M T7HOUTAVTDETE

AAAT U —REXXYARNTAVCT 4 T HFRETDHITIE, Zn—rbar7 1Falb—s
> % — K C aaadnis map accounting network ==~ > R&fiH L £,
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AAA 4 — A—HEETELBEDT AR EDty L a ok [

avw vk =EL:g]

DNISICEBT AT 4 v TOFREEHTLET, ZDa<wy
. RiZ, 7 B—/ 3L ® aaaaccounting 2~ > KL LRSI E

dnis map

dnis-number accounting kR

network [start-stop | HEDOAAA T — R T AT I T 47 La— ROXEESR

stop-only | none] A X =TI LET, FEITN—TDEPDV— NIk L, ThHY

(broadcast] methodl VT a4y La— RERFIZEELET, PO — HFHH

[method2. ..] TEXRWERIE T == A —R—0BFAEL, TOTN—THNIZE

HINTWAERY I T T —"NEHENET,

Device (config) # aaa

AAA H— N\N—HEB|EFRBELTBEDTNNAREDEY L 3 Vo DMEL

AAA P —R—DREBERERDOGEIC, TS ALOBIZary Y —Lty v a U ERLT 5120
Jua—rLar 7 4 Fal—v gy EB—RTCROa~wy FEFEHLET,

ARV RFEREFTI Y3 |BH

7

Nno aaa accounting systém | aaa accounting system guarantee-first =~ > N, Y A7 LT WV
guarantee-first YIEERHIOLVa—RELTHRIELET, ZHUE, 774 RO
T,

KO- TE, Y AT LO/E—FBRETTHET Goivb
B DD RENRSV 7)) | 2 —VF—RNarV— L FEkiX
TelnetBfi T v > a U ABATE o WAREMEDR H D £3, Z D
EE MR 521X, noaaaaccounting system guar antee-first =~ >
NEfEHLET,

ThooT4V000FE=21)2Y
RADIUS ¥ 7213 TACACS+ T H 7 o T 4 7 DA, HED show 2+ FIZFELET AL

04 LTS —Y—CETLEREERTIT AV T 47 La— ReRET 51
X, F5HE EXEC ®— R TR~ REeHLET,

ARV RFEERETIVa v | BW

show accounting Xy NT—I TT VT 4 TRT B NRERA Sy hOFRE
T, THYIUT 4 07— S TF— 2 %k LB s
BB TE ET,
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THOOTA4VTDEI TN a—TFT42T
THT T 4 T EROME R RIS 5121, ¥ EXEC E— R TRk a~vr REFEHALE
K

ARV REERET I3V | BW

debug aaa accounting WA DRBE N DA X PRRBELTZL ZIZ, TOFEREFRL
£,

AA A7 hOT 429 DETEH
Bl BEITEARXY R FOBRE

KIZ, RADIUS Hr—/3—=225 AAA H—ERZRUET H7-0IC 23 T30 2 (AAABE W
RADIUS & = U 7 o Ph—/"— L O@fE THE) ZREd 2612/~ LET, RADIUS ¥—/3—
DISENCHRIT 2 & RAEFR &L RBERICONT R =L T — 2 _X—=ZA~DREHT D,
THOT 47 P—E A X TACACS+ — _"— L > CREINET,

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login admins local

Device (config) # aaa authentication ppp dialins group radius local

Device (config) # aaa authorization network networkl group radius local

Device (config)# aaa accounting network network2 start-stop group radius group tacacs+

Device (config username root password ALongPassword

( )
( )
( )
( )
( ) #
Device (config) # tacacs server serverl
Device (config-server-tacacs)# address ipv4 172.31.255.0
Device (config-server-tacacs) # key goaway
Device (config-server-tacacs) # exit
Device (config) # radius server isp
Device (config-sg-radius) # key myRaDiUSpassWoRd
Device (config-sg-radius) # exit

Device (config) # interface group-async 1
Device (config-if)# group-range 1 16
Device (config-if)# encapsulation ppp
Device (config-if)# ppp authentication chap dialins
Device (config-if) # ppp authorization networkl
Device (config-if)# ppp accounting network2

Device (config-if)# exit

Device (config)# line 1 16

Device (config-line)# autoselect ppp

Device (config-line autoselect during-login
Device (config-line
Device (config-1line
Device (config-line

)
)
)
)

) #

)# login authentication admins

) # modem dialin
) # end

Z D RADIUS AAA REDY > FNAATIE, RO X HICEZSNET,

caaanew-model =< NiZ, AAA Ry N —27 X a2 0T 4 F—ERXE2 AL X—TLITL
7,
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« aaa authentication login adminslocal =~ > Ri%, 7274 VFREZH Y A b Tadmins] %
EFLET,

« aaa authentication ppp dialinsgroup radiuslocal =~ K¢, §&FF 50V 2 | [dialins] %
EFRLET, 20U R ML, RANCRADIUSFRGEAHEHE LT, WIZ (RADIUS H#—/3—M
JEE L7eWA) PPP #EH LT U 7 LRI E T — D VRBRENEH ShvE T,

» aaaauthorization network network1group radiuslocal =<2 K¢, Tnetworkl] &\ 9 R v
NO—2 ARV A MEERLET, 2LV, PPPAEMEH LTI Y 7 EfR ET
RADIUS #F Al i 95 L 5 HEE S EF, RADIUS r—_"—NREICKRT 5L, r—

I Xy MU —7 OFBRNFETINET,

- aaa accounting network network?2 start-stop group radius group tacacs+ =~ > N C,
lmetwork2] WO Xy NI—27 Tho T4 TRV A MEERELET, ZHIT K
V. PPPZEHLCYU 7 ERETRADIUS T AV T 4 7 —E R (ZOHE,
EDA Ny M HmLra—RREETLa—) 2T L9BESNET,
RADIUS = _BREICRKT D&, Th o T 4 v 7% —E AL TACACS+ #—3IC
foTuIEnET,

cusrname 2 < N —P4 EXRT - RNE2EELE T, ZNHOFERIL, PPP/RAT —
REBFEZ' 1 b 2L (PAP) DFAEILH oedRIEH S E T,

s tacacsserver =< FiX TACACS+ ¥ —/X—K A hOARTIZEFZE L F T,

ckeya~v U Rk, Xy hT—72 77 A H—,3—& TACACS+ H—/3—FK A L ORI OIAg
WET XA P LTI ERLET,

s radiusserver < KX RADIUS —_— KA NOLARIZEZ L E T,

ckey av 2 Rit, kv b7 —2 77+ A $—,3—& RADIUS H—/3— 7k 2 DRk
BT XA M UFHNEERLET,

- interfacegroup-async =~ > Rix, F WA > F—T =AM X TN —TZBIRL TER L F
‘j‘o

sgroup-range 2= Rit, f v Z—7 2 A TNA—THDO AR RS F—T = R
EEHZELET,

« encapsulationppp =~ > RiE, FREDA »Z—T = A RMH I D W 7'k E L
TPPP i EL £,

« ppp authentication chap dialins =~ > R, PPPEIESFRE L TTF v Lo Iy Riaed
JBFEZ' 1 h 3L (CHAP) ZEIRL, f8E LA v ¥ —7 = A AT [dialins) F7 Y X
FwEHALET,

* ppp authorization networkl =~ > RIZ L5 T, bluel xv NV —ZFr AU X b2, 5
ELTeA =T = AZHEM S NET,

* ppp accounting network2 =~ NI K-> T, redl v bU—27 Tho T 7)Y
AR, FRE LA v 2 —T oA AT SN ET,
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elinea~RNEaryr74F¥al—YaryET— K2/ —)L a7 4F¥al—T g0
LIAv aryZ4Xal—rva Pz, REMSROEREREL T,

« autoselect ppp =~ > RiZ, TR LM ETPPP v a v 2 HEIMICEIBTE 5L D
IZCiscolOSXE V7 b =T #RELE T,

- autoselect during-login =< > RZfEHT 5 &, Return ¥ —Z S Flca—HF A B L UVIR
U—RO7uar 7 "RERINET, =Bl A 35 L, autoselectBEAE (Z DLHE
I PPP) 23BHAAL 37,

« login authenticationadmins =~ > Ri%, & 271 VGRAEIZ admins HR Y A b &2#H L £,
« modemdialin =~ > RiZ, BIRL72ERICHRE SN TWDET LEREL, Bl a—N72
FEZTFTANDLIICLET,

showaccounting @~ > RZEH3 2% & RHROREIZET HH IR D L D IZAERIIET,

Active Accounted actions on ttyl, User username2 Priv 1
Task ID 5, Network Accounting record, 00:00:52 Elapsed
task id=5 service=ppp protocol=ip address=10.0.0.98

ORI, ARDOHNTEEND 7 4 —/V RIZOWTEHBHA L ET,

5 4:show accounting ® 7 « —JL K DERBA

T4—ILF AR

Active Accounted actions on | . — 1 7 A NEHATAMKEIIRE 1T, VX —T =4 A4
User 2 —H oD 1D,

Priv a—F DKL L,

Task ID BT AT T 47 &y va r OEARRIE R

Accounting Record ThHO T 4T vyay 4T

Elapsed oy ary ZAFOHBE (hh:mm:ss)

attribute=value ZOTHIUT 4T ey g VZBEEMST BTN D AV LT

Bl : AAA ")) —R T HIOUT 42T DERTE
Kiz, VY —AKBHETTH T 27 BEC WA - T L a— RO Y V=2 7%
OVF A I ERET BT LS,

!'Enable AAA on your network access server.

Device (config) # aaa new-model

!Enable authentication at login and list the AOL string name to use for login
authentication.

Device (config) # aaa authentication login AOL group radius local

!'Enable authentication for ppp and list the default method to use for PPP authentication.
Device (config)# aaa authentication ppp default group radius local
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#:AATO—FxrR k7AYo T 40 508%E [

!Enable authorization for all exec sessions and list the AOL string name to use for
authorization.
Device (config)# aaa authorization exec AOL group radius if-authenticated
!'Enable authorization for all network-related service requests and list the default
method
to use for all network-related authorizations.
Device (config) # aaa authorization network default group radius if-authenticated
!'Enable accounting for all exec sessions and list the default method to use for all
start-stop
accounting services.
Device (config) # aaa accounting exec default start-stop group radius
!Enable accounting for all network-related service requests and list the default method
to use
for all start-stop accounting services.
Device (config) # aaa accounting network default start-stop group radius
!'Enable failure stop accounting.
Device (config) # aaa accounting resource default stop-failure group radius
'Enable resource accounting for start-stop records.
Device (config) # aaa accounting resource default start-stop group radius

#: AAAJA—REX¥Y XA NThOUT4 U TDEE

RIT, Z'm—s3Vaaaaccounting 2~ > Raflifi LT, Vo= KXY AT AT 4 0 T %
AT 20 %R~ LET,

Device> enable

Device# configure terminal

Device (config) # aaa group server radius isp
Device (config-sg-radius) # server 10.0.0.1
Device (config-sg-radius) # server 10.0.0.2
Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer

Device config-sg-tacacs+)# server 172.0.0.1

Device config-sg-tacacs+)# exit

Device (config) # aaa accounting network default start-stop broadcast group isp group
isp_customer

Device (config) # tacacs server serverl

Device (config-server-tacacs)# address ipv4 172.0.0.1

Device (config-server-tacacs) # key key2

Device (config-server-tacacs) # end

broadcast ¥ —V — FNIZ L > T, Ry MU= EHICET D [BG] BLO T 7Hho v
T4 La— R, ZA—"7isp TIEY—,3—10.0.0.1 {2, Z/L—7 isp customer CTlIH—
N—172.0.0.1 IZFEFREESNET, —310.001 BDEHTE <725 L, —,310.0.02 ~
DT == NA == TN ET, h—s3172001 MEATERLLR>TH, Z—7
isp_customer |ZII/Ny 7T v T — SRR IEINTWRNZD, 7 =2 — LA — =T TbivE
A,

5l :DNISIZEBAAAA JO— KX R NT7HOT 4 VTDERTE

Wiz, 7 m—,3L aaadnis map accounting network ==~ > RZ{#H LC, DNIS & D7 o —
RE¥XYRARNTHOT 4 o THGINT 0%~ LET,

Device> enable

Device# configure terminal

Device (config) # aaa group server radius isp
Device (config-sg-radius)# server 10.0.0.1

7horraoi0EE



B 5 amatosame

ThooTavioHE |

Device (config-sg-radius) # server 10.0.0.2

Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer

Device config-sg-tacacs+)# server 172.0.0.1

Device config-sg-tacacs+)# exit

Device (config) # aaa dnis map enable

Device (config) # aaa dnis map 7777 accounting network start-stop broadcast group isp group

isp_customer

Device (config) # tacacs server serverl

Device (config-server-tacacs)# address ipv4 172.0.0.1
Device (config-server-tacacs) # key key_2

Device (config-server-tacacs) # end

broadcast & —7 — RiZX 5T, DNIS %5 7777 OF v vV — 7 ki a— BT 2% [BAth)
BIO® T 7T 7 La— R, 77— isp TEH—s3—10.0.0.1 12, 71—
7 isp_customer TlIH—/3—172.0.0.1 I[Z[RFFEE SN ET, H—,310.0.0.1 BEATE 22
e, P—s3100.02 ~D T = — A== T ET, —,3172.0.0.1 MEHTE AL
2o Th, Z—Tisp_customer (ZIE/ Ny 7Ty T — SIRERIE SALTW RN, T = —/b

F—=_"=lITbhEE A,

5] - AAAt v < 3> MIB

WIZ., AAA T v 3 MIBEREZ R E L T, PPP 2 — YV OFIAEA Y T4 7 o Mk 2 iRk

TR R LET,

Device> enable

Device# configure terminal
Device (config) # aaa new-model
Device (config) # aaa authentication ppp default group radius

( )
Device (configqg)
Device (config)
Device (configqg)
Device (config)

#
#
#
#

end

TAHAIY

Sl

aaa authorization network default group radius
aaa accounting network default start-stop group radius
aaa session-mib disconnect

4 VU DEEICETS5EDMDSEEN

TR, THUT 4 T O EHREEIZET 2B EERHZ W TR L £77,

MB®D!') VY

* CISCO-AAA-SESSION-MIB

WIRLEZT 7Yy R 7+—2A, CiscolDSXE Y 7 b7 U U —
A, BLIOHEELY hOMIBEZBREL XV re— KT556
IZ. YR® URL IZ3 % Cisco MIB Locator Z i L £,

http://www.cisco.com/go/mibs
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RFC

SRADTYHZAIIL YER—+

FiBA s

A aADP R~ Web B A R Tl R aol | http://www.cisco.com/en/US/support/index.html
T 7/ u Y=l NI T N a—T
TIZBENLTWEREIT LI, v=aT7 R
V=N EIZLOETLEERA T Y Y —
Azttt L TWET,

BHEWVORLOEX 2 U7 ¢ [HFESOHAN G H A2 A
F957=HIZ. Cisco Notification Service (Field
Notice 775 7 7 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R LR —ERITIMATE £,

VAaDYR— K Web A FDOY— T &
AT BT, Cisco.com D —H ID B LR
U — RBRHMETT,

.~ , - N N =L TN
THOT 42T DNERTFEDHEEEERE
WORIZ, ZOFY 2—/LTlHATHHED ) V —XB L OEEFHRZ R LET,
T OB, FRICHR SN TWARWEED , BAINZY U —XBEOTXTOY J—RAT

T £,

)1yy—= HERE BEBEIE IR

Cisco I0S XE AAA 70— KX % |[AAAT 0 —RXXY A NT AT 4 T 2A8MNT

Everest 16.5.1a ARNTHIT 4 | DE THIUT 4 TIEREERD AAA Y — 3 —

N4 WZRIFFCEFECEET, 2FE0, THAUT 407

WA 1 OFE B D AAA Y — N—CFIFEC 7 e —
Ry 2 h425Z ENATRETT,

Cisco IOS XE AAMA By Vg |a—PF—RAAA T v 3 MIBHREAEHT 5 L.

Everest 16.5.1a MIB SNMP Zfi ] L CHE DORAEFE T T4 T > Mgk
EE=A—BIOKTTXET,

Cisco I0S XE Bee T T 4 T 7 T 4 7R, Telnet, m—H LY T

Everest 16.5.1a VA ko AR — . TN3270. Packet
Assembler/disassembler (PAD) . rlogin 7¢ &, % v b
TD—I T IR AP —NR=NEDT 7 h37 v R
TR D EREIRIE L £,

7horraoi0EE


http://www.cisco.com/public/support/tac/home.shtml

ThooTavioHE |
B 7y vronronerE

)1)y—= HeRE PERETEHR
Cisco I0S XE AAATRT DV |AAAFTRIT o T 0 728D, LiR— T 54
Everest16.5.1a |5 ¢ o 77 ERDHLFLNT I T 4 v TR FRET B 7=

WIC, FRIFEMIC, T oT 47 —r3—
WHET T4 La— RERETEXE T,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



