REST TD SGACL LIREBET—2DF Y
O—k

ZDFEY 2—/L T, RESTAPI TO SGACL BXUBRET —# DX v m— RIZOW A
LET,

« REST T® SGACL ¢ BT — 2 DX v v m— RORMHESME (1 =2—)

« REST T SGACL L BEET — 2 D& v v n— ROFKEE 2 2—)

* REST T?D SGACL L EBRIET — 4 DX v ru— RZETLHEH® 2 3—)

« REST T?D SGACL LERIET — 4 DX v ru— RERET DL (75—)

« REST T?D SGACL LERIET —4 DX v a— R (123—)

« REST #% /& C?D SGACL LEREET — 4 DT /Ny 7 (13 X—)

« REST T? SGACL L BT — 2 DX w7 om— RORER (14 ~—)

« REST T? SGACL L BT — 4 DX v u— ROMEERIE (14 X—)

REST T SGACL L IRET—A2NA > O0— FORHIEE
15

« Cisco Identity Services Engine (ISE) DO/N— 3 (X2 7 UBTHILENRH Y £,

e Cisco TrustSec X htnT 23 A A%, Cisco I0S XE Amsterdam 17.1.1 AED U J — 2 2 {FH T %
WVBERH D 9,

*CiscOISEDR Y U= FNAAREZHEHLT, Xy NT—=T TN, ZADIPT KL A
(NAS-IP) 725 @D REST APl 2 — /L& FFA[ T D EZ GO HMEN B Y £3°, Cisco ISE
RETIHESNIZT /N, AID & /RA T — RiZ, CiscolSE~DRESTAPI 2—/L %47 9 F v
NI =TT NRA R L5 TCa—P—Z L RATU—RFRLLTEENET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FORIKER

REST TD SGACL ¢ IRIET—2 MDA oO— FDFIFIE
i

« Cisco TrustSec DFBAIEH (CoA) 1%, 7= b=/ & L TRADIUS M L £7,
¢ ERS —/_"—R—Kh &L LTHR—FSNDLDIFAR—F 9063 7215 TT,
o P N—DOFFHERIL, BEET—2 DV 7 Ly v ahiIkFE SN E A,

« = N—=T LI 1 DDTEAERI R A A 4 (FQDN) OFZBHR— kT,

REST TD SGACL ¢ IRIBET—42 MDA vO—FIZEAT S
15 R

REST T® SGACL LIRIET—A2 DSV 00— FOME

Cisco 10S XE Amsterdam 17.1.1 LAFED U U — & TlX, Cisco TrustSec (%, Cisco Identity Services
Engine (ISE) MHDORV v —DFubVa =7 LERET —ZDF 71— R|Z REST X—
AD KT UAR—= 7a bavEfHLET, RESTX—AD 7 1 b auix@etticEn, L
AIOU UV —ATHEHSNTWERADIUS 72 b a/L k0 &, [FHEMEOE VO E %ﬁt%;9?4
IN—TT7Aarba—)LJAF (SGACL) AU v —BXUBRKET —407rnEYa=
7Rk UE T,

Cisco TrustSec 5 — % @ REST API X— A1 L U'RADIUS N— A DX 7 11— KDl Jj 3 ik —
FENTWET, 72720, 1 DOTNRNA RATT 7T 4 7I2CT&EL7 0 fhadl 27215 TY,
Cisco IOS XE Amsterdam 17.1.1 TiX, REST X—AD 71 hayn»x5F 7 )L T, 7=72L
ctsauthorization list @2~ REZRETHI LT, 71 h=a/L% RADIUS ICAEHE TX £,

N

(GE)  Cisco TrustSec DFEA[ZH (CoA) (X, Bl&Hix 7 v h=)L & L CRADIUS ZfH L £7,

Cisco TrustSec ¥ = U7 4 J—F 77 A ar rua—)L JA L (SGACL) tEREET—X
. RV —DA VA N—=NVRIZT VT 4 TT A ZANBAZ N TR, RZFR S E
T, 7277 L. RESTAPI#iE -3 v v a vid AL v FA—"—fICAM S EE A,

Cisco IOS XE Amsterdam 17.1.1 Tix, $—_"—TL 212D IPv4 7 RLZADOHNYHR— I
TWE 9, CiscoIOS XE Amsterdam 17.2.1 LD UV — 2 TlX, — =T, 128 2D IPv4 7
RL AL 8HODIPV6 7 RLARYFR— FEITWET,

Cisco I0S XE Amsterdam 17.2.1 Tl%. Cisco TrustSec 7 /31 A% Cisco ISE 7> 6 D 429 JH& o1 —
REZIFTANET, ZOREa— KL, BARIZ/ARD L CiscolSEICL > TEEINET,
EDY—="—D49 5% 2—FeZET0E, TAA ATy —"—%2T vy FELTv—7 L,
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Cisco TrustSec IR T —4 .

Y A NRORDF—/ = (FT{ = FEREAT Y v 2) (G DB ET, ROFRITIL60
BRITbRET.

Cisco TrustSec IRIET—4

BREET — # 1%, Cisco TrustSec HEREZ i/ T DM T — ¥ TH S E T, 734 A5 Cisco
ISE ~DERET — X ERIL, ROT —X THEINET,

« FNA AL FARAL ADLFTIEFEELE T,
« TN AKERE  BINT— 2 BfRELET,

Cisco ISE 205 T /34 A~DEEET — X ILEIT, IROT—X TR S ET,
e TNRAZADEXF 2T 4 TNV —TF%T (SGT) : T 3A ZLIZE-S T Cisco ISE 75 Ht
BEhnET,
o P—/X— 1 Z |k : Cisco ISE THE & 417~ Cisco TrustSec —X—D U X hEZFR <L F7,

* SG-Name 7 —7 /L : SGT & T A AL OO~ v ¥ 7 Fr LE T, SGT 13T TF
REN, TNAAL ALIETFA MR TERESNET,

V7 Ly valil  BET 2R 7 by v aSh oM E R LET,

)

G¥) » Cisco TrustSec BRIE DT — X H i O—B & LT, IBICZE Lo — =2 HlBr S, #
SEZBFLEY— A=Y —n"—U X MNLBEMENET, THE, ——U X FO#dE
N NrLEBE SN, = =D AT —H AN [Inactive] IZREINFET, /2. IPT R
L A DAKAEDS [Reachable] IZEXE SAVE T, WRIT, T35 A, #%FORY o —FR LIS
BIHEDNWTH = R—DFHE AT —F A FEH L ET,

« Cisco I0S XE Bengaluru 17.4.1 DARECld, VRF Z238i#%9 2 X 9 ICHE T A% — %% ETX
¥, automatetester 2~ R TCwfX—U—RN&EHFAT 2 L. 774/ FLIFLD VRF D
H#El7 A MEEZ AL L £7,

VRF %}tz D BEH T A 2 —ZFRE S 5121, global config ipv4/ipvé source
interfaceinterface-name vrfwrf-name =~ > K&/ TETHLE LR H Y £,

2YRT—=DTNAREY—N—FDAyE—T70—

WKL, Ry NI =7 T34, ALY — =D REST 2 —/VOEHREFEZ R L TCWET,
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B <77 29— n—moA*ve—o 70—

1: 29 FIT—OFNAREGF—N—fDAyE—C 00—

Cisco HTTP HTTP Cisco
TrustSec Client TES TER HES TGE Client TrustSec
SGACL/env-data request
!
> SYN
o
SYN - ACK
<t Q
ACK
Certificate T -
validation TLS handshake (client hello) Retrieve
e | [ > SGACL/Env-data
( Username
\ - TLS handshake (server hello) )| pagswgrd “_\I
| [ validation J
REST POST hitps:server-ip:9063/apiname €<
(Username, password) /’
< > -
JSON Parsing
9
\
P TLS connection close FIN, FIN-ACK, ACK )

* Cisco ISE REST API #—E & (X, A — b 9063 T Transport Layer Security (TLS) 1.2 #—
N—=%F4T7958XaT7 V7 NTETIN., SGACLBLUOBRET —# DRy NU—7
TN ABERE WL E T,

o TA AT KD TLS Bt OMENLIZIE MakeorBreak] D7 7o —FMEH S, T34 A
& Cisco ISE DRI 7e TLS $5f6¢13 0 8 A, TLS $E0NHESL ST, & DHEfi
ZHEHL T, T30 2 BEED Y ) — A ® Uniform Resource Locator (URL) 2%k d

REST APl = — /L &2 EETEx £9, T XTOREST ERBUEIND &, — =050
TCP-FIN A vt —UIZ Ko THf A Il S E T, #H LW REST API 2 — /L &2 K53 51T
E. ==L O LW A LT D ERH D FT,

« 734 25 Cisco ISE ~D REST APl =1 — L&, TCP #4 OeS. TRl SN E T, T
A ANDD AN BEHGE AT 5I121E, T ADIP 7 R L A& LT Cisco ISE % i% &
THMLENDH Y £9, CiscoISE TRRE SN TWRWIEEFEITLIP 7 R L AN D TCP 5 5
KTk y7Eh, BEEv 7 PERSNET,

e L— P —Z L )XZAT— R 4T RESTAPI =— /L2, U YV —Z® Uniform Resource
Identifier (URD) ~D7 7 ¥ AZBERYT DEROL—H—4 L XA T — FRGEE G0 D LE
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#ys—p—n—ozRze [

75)% U i‘?“o :O)nuu ﬂ V) N ﬁ%/\%bi%%%ﬂi U V*‘XAO)771227F§75:HEF§“6
EREESTONEIRETEET,

* Cisco ISE & @ TLS B & IEWZHENL T 2 121F, —"—%EHET 572D, 731 A
P N—FEHEBEAL F/ZIIPEM & 7 A hARA > b & LT (cryptopkitrustpoint =2~ >/
REfERLT) A A=AV DR0ERHY ET, Y—"—GEHEOT 4 T—TV b
FREBLDHRETZ I AR —R L, FTANKA Y bOT AL RZA VA =T HHNEE

HVET, V= N"—FEHEOMEX—DA KR — MNILEDH D THA,

« TLS B DFEL . T /3 A EOHTTP 7 74 7 > M, EE S iz ¥ — AT CiscolSE
~@ REST = — /L ZBtA L £,

R —H—/N—FIREE

BH D HTTP AR Y 3 —H— 3= Cisco TrustSec 7 /31 ATHEINTWET, — —N %k
REand e, TAARAF IOV —R_—=%FHL T, P—"—0NFT v FELT~—7ENDHET
CiscoISE & T LET,

P R—DBIRIZIT 2 2OZ A TR H D F97,

JEFFEFR D OBIR © ZHUTT 7 A0 FOEETT, PN —=RRESNIER (N7 >
JH—=_=U R ) FlFFvra—REShEF (774 _— b h—"—U X ) T
RENFET, P—R"—NBREND L, TOTAAANT v FELTw—27 ENDHETH
Mah, £ORICY A FOROY—"=NERS N ET,

REET — 20N EFIZF v n— R, ==V X FPERAREIC RS L, ZRbD
Y= N=INTTAX= P —=_"—VJ X MBS ET,

o TUL DI — N TS ZATHEHBEOHTTP AR Y & —H— =R E STV D5
B WICRINCRE SN —N—RNBINENDH L, 1 DD CiscolSEA > A X A A
FHZ7e B AREER SV £9, ZORWAEFERET 511X, KT A ATT U H LT —3—
EIEBIRLET, TV X LRBFENT AL AL TERSIL, ZOFFITESNTY—A
DBEBRENET, TNA AT LT HLRFFEERT DL, T3 ADO—EDHR—
RID & Cisco TrustSec 7’122 ID Z#fiH L CTELIE Y = L —Z 28I L £ 97,

P N—PNBIRSIND L, =R —=RTF v FELTY—27 INDHET, UBEOTXTOHE
KRB Z OV —NR—ZEEFEEINET, V=BT v RIZRD L, T L — " —&R
0y I INROT TA T — "= @INLET, LY —R"—2RRT D55, 77
T AT == T v R —"—XBMENEEA, T—"—FFL00HED
7T

BIRES N — == (ERSNTEHE) % (T 7 7 4 77— — D %) .

P—R—RNu v 7 %2T7 XL HFRITEET HITIE, ctspolicy-server order random =< >
REfEHLET,
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REST T SGACL L BHET—2 D4 a—F |
B+ —crrrLzomrIne=

H—/N—EIP7RFLRDERTOER

P N—RRONEFEIE, 7T AR b 2 b (FeS— U 2 f Ao m— RO &
LTxE) ATV v ==X (REFHI— =) DIETT, ZhbDHF—s3—1
A NNTONEFIEL, ctspolicy-server order random =~ > RBSEZhNE S inlc kST, 7
S LIRERE TN ER VD IEIRO LD 502720 9,

CiscoIOS XE 17.2.1 LIED UV V) — 2 TliL, P— =T L 1ZEE D IP (IPv4 & IPv6 DifiJ5) 7
RLUARHFR—FENTHWET, IPRIROIARFIL, IPvd 7 KL A, IPv6 7 KL A, FQDN O
IEC9,

OB aryTiE, ==L P 7 FL ZAOBIROMAHAIHOWTEB L E T,

1. FNRAREZNDTCT = T v 7 T5HE, TV v REFEHR) UARNSLT— =N
BIRINET,

2. ctsenvironment-dataenable =< R3RTE IV TWBEE. T8 AT/ T ) w7 H—
N—%fEA L TCiscolSEmH7 7 A4 _X—hHh—NR—J 2 2 Fyra—RFLET,

3. TITAR—=RF) A NEBEEFIZZETDHE, BROTRXTOERTSTA X=X &
FERALET,

4. P—R—=L IPT7 RLVREEIRTDH L, T4 R IV — =L P T FL ZADOMAEHHE

M LT CiscoISEIZ#k LET, ZDOV—"—iL, WEDOESIZEKT 5 £ T Cisco
ISE &0 LET,

5. TIAR= KA NNOBIET 7T 4 T2 — =SB EZE L0188, 7
NA AZY A MHNDORDY— =D B2 F9, = "= WD TRIREINT=ZHA
IPIBIR Yy 7 IIRPIOFGERE/R IP £721L IPv6e 7 L AR L £1,

6. P—R—=L IPT7 RLVREBIRT DL, TS RFIF T EHETHEHEINET,

7. TIAN—RI XA PMHDOLEDY = S—ITHEETERWGEE, 7/ AT A7V v 7Y
A2 MADT ==~ DEfR R ET, =" —2AAf v F 7y 7 LIPEREL, 7
TANR—=FVRAREANTY 7 JARTRUETT,

8. P —R—DEFL, ==V 2 RNV Ty a2 &N E ZIZORThbNET,

9. TIANR=FP—=NR=URKLRTY v TP ==V X RDOMEF DT RCOH—/3—
I L TWBEHA, T8 AP —R—LIPT RLADRRE Y v 7 27T 4 _X— 1
A DOYEHED G FEE) L E T,

10. HBEOY— =L 1P T RLADMAEOEIZEENKETDH L, T35 A1 60 BRIFF
L ThHhoE LWLMASDLEZRITLET,

Y—N—OEMEF T v 5

P —R=NEMEL TWBNE D )ik, BRET — % £721% SGACL K % Cisco ISE (2158 L 7=
BBl EnNET, = =N Ph—N"—J 2R DL L THREEITF v e— RRan=#%
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| REST T SGACL LBET—4DAYrA—F
REST TO) SGACL L BT —4 04 0— Fa&Ed 55% |

. AR O 7 = —X3H 0 £ A, TN DO —R—=RTFT—H T, TXTOHY—
IN— M A T THYHTT,

BRI CiscoISEICIEE &N, —NRN—[CRIFETE QWS EHIUSENEDN-SE. —
NR=IT v FIREEICBITLE T, —_"—FR Y v 7, RLP—"—=L&KDIP T KL A
(BEOT FLANRHREINTWAEE) 28R L T, Cisco ISE ZRDEK D v FEIEXEL
F9, T /51 A Cisco ISE 2> HmARIGSE (HTTP429) Z%{EL7-HA. vy 73U A k
WNOWRD Y — N—Z IR L F9,

P R—F, WOWVWTNNDOBEBETT Yy RELT—27 ENDAREENH Y 97,
WEINZIP T RLRIZEETE /20,

C M NEBAELL A0,

«IP7 RLAZFFDCiscoISEA Y AZ LV ANRK T LTND,

* CiscO ISE ~DA V' H—T = A4 APFL T LTINS,

« Transport Layer Security (TLS) o R = A ZIZRK LT,

cHTTP L AR ADX A LT T b,

s RALVAPELLSFEEIN TR (RAL UAMERA SR TWDAER) |
P R—=IZFFIP 7 R LR & RAAL DM REE SN TV DHEE. FFIP 7 R L AR
BREnET, HIP 7 RLASNDISERRWEA, T8 AL RAAL A TRITLET,

FRUIP 7 RL R & RAAL 4D A2E0RINEEZE LeWGE, ——d7 v F& LT
~—7 ENnNET,

TIALR= R YR ROFTRTCOY— =1 F Y RELTv—27 SND L, T/ AT Y
JIUARNEMFHLET, HOOTXTOY—NR"— 7y R L Tv—2r&hbde, BEAT=
RLMBBENE T, T34 AL, KD Cisco TrustSec E3R (KU —DVY 7L v o, Bl
T—=ADHZ T A= RERITZ)V 7Ly al) EHEL, TRXTOY—NR"—%2T 747+ L
Tv—27 L TH v rm— RE2iadTLE T, #H LV Cisco TrustSec R D kU =732 W56
PR —I Ty RREOF FI2R0 £7,

REST T SGACL L IREBET—42D4A O O0—FEHRTET
B

A—HF—ZENRT— FDEE

T A ZATHRET HHMNZ, CiscolSE Ta—H—4 L/NATU— RZRESTAPL T 7 £ A or 7
A UEHE LTEHRELET, FHMIZ OV TIEL,  [Cisco TrustSec Policies Configuration] D D
[Cisco TrustSec HTTP Servers] £7 3 a3 V2B L T Z &V,
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B 2—v—scizxo—rogs

\)

REST T SGACL L BHET—2 D4 a—F |

6=

ctsauthorization-liss ==~ > K& L T RADIUS X— 2 DR EZRARIT L= & T HTTP X—

ZDRERDT TIZHAN 2o TS, ar— RO T — A v —IURNERENET,

Error:

'cts policy-server or cts environment-data'
Disable http-based configs, to enable

related configs are enabled.

'cts authorization'

FIE

AT RFERIEFT7TII Y

B8

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

=5a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébijﬂo

ATvT3

cts policy-server name server-name

1

Device (config) # cts policy-server name|
ISE-server

Cisco TrustSec R U o —H— N—%RE
L., Ry —P—nR—ar7 1 Fal—
varE—RERBLET,

ATV

exit
1 -

Device (config-policy-server) # exit

R v—P—R—ar7 1 Fal—37
VE—FRERTLT, Ze—rL a2
T4 F¥al—arE—RICED T,

ATy Th

cts policy-server username username
password {0| 6|7 | password} {password}
1 -

Device (config) # cts policy-server
username admin password 6 passwordl

S b SR — FERE LET

G¥) TN, ATHET HHI,
Cisco ISE TZ D —H—4,
& /XA — K% REST API
TrRvAHO0 A AR
ELTERT 2 0B H D
RN

ATvT6

end

1 -

Device (config) # end

Ju—sLar 7 4 ¥al—vay
F— F&EHT L, Kt EXEC £— R
RYET,
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AEAE S ERDERTE

FIE

anzzgoxz ]

ARV RFERETIVa Y

E:)

&

enable
51 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

crypto pki trustpoint name

il -
Device (config) # crypto pki trustpoint
mytp

T A MRA B LORRE S 44 0l
ZFESLT, CANTZARKA L Fav
T4 X2l —varEB— FERBLE
j‘o

ATvT4

exit
B

Device (ca-trustpoint) # exit

CANTFAIRA v har7 ¥ lb—
YarE®E—RETL, Fu—rUL o
Y74 Falb—TarE—RIRDE
j—o

ATy TH

crypto pki authenticate name

il -
Device (config) # crypto pki authenticate
mytp

kR (CA) FEMAEZHUS LT, F8GE
LET, GEAEZ s T—7Y v &
F v 7T HLIRDOENTZEE. FEA
ET =TV eF 2y LE
7

GE) CAFEHENRa 7 4 X
L—va iy Tiin—FK
SNTVLHE, Zoav
Y RIEFA T a T,

ATvT6

end

1

Device (config)# end

Jr—sL av T 4 Fal—va
F— F&#& T L. M EXEC E— FIZ
RO ET,

Cisco TrustSec /R 1) —D A HO— K

ctsrole-based enforcement |, Cisco TrustSec RV v —% 7o 11— R4 5 L )T TICRES
NTWDBYLERSH Y F7,
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FIE

REST T SGACL L BHET—2 D4 a—F |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
nN=%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

cts policy-server name server-name

1 :

Device (config) # cts policy-server name
ISE-server

Cisco TrustSec R V) o —H— R — %R IE
L, RV —H—RN—a3 7 ¥z
L—y gy E—REBLET,

ATv74

address domain-name name

&1

Device (config-policy-server) # address|
domain-name domainl

RY =P —R—D KA DT K
LV ARBRELET,

ATy TH

address {ipv4| ipv6 policy-server-address

&1

Device (config-policy-server) # address
ipv4 10.1.1.1

Device (config-policy-server) # address
ipv6 2001.DB8::1

RNY =W — =D IPv4 F 721X IPv6
T RUVAZRELET,
¢ Cisco IOS XE Amsterdam 17.1.1 T
X, IPv4 7 RLZDLBHHR—
é 7}/1//( l/ A jz ﬁ_o

ATvT6

tls server-trustpoint name

1 -

Device (config-policy-server)# tls
server-trustpoint tlsl

o AR— b EEXF=2 VT DT
ARNKRAV FERELET,

ATy T1

timeout seconds

1 :

Device (config-policy-server) # timeout]
15

UER) JEDHA LT 0 AL
THIELET

T 7 AN MISBTT,

ATvT8

retransmit number-of-retries

1 -

Device (config-policy-server) #
retransmit 4

(EE) —"=0b0DKRKY FT7A
I ERE L ET,

e F 7 )V MT 4 TT,

ATvT9

port port-number

&1
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zg7r—snsa—F [}

ARV FFEREETIVa Yy

E:)

Device (config-policy-server)# port
9063

G¥) ERS —_—D R — FKE
19063 THHMLENH D
FT., ZOR— FNEEIE

BT EHEA,

ATy 710

content-typejson

51

Device (config-policy-server) #
content-type json

(f£&) Cisco ISE 7*5 SGACL 3 L Y
RET— 4B ET ATV HA
TERELET,

GE) T 74/ BNTIE, Zoaw
¥ RRRE SN TR
BTH, ISONRar T
VEATE L THERENE
R

ATvIN

end

51

Device (config-policy-server) # end

WY v—HPp—Xm a7 FaL—
vary T— RERKT L. FiHE EXEC
T— FIZRED 7,

RET—20O4Hr0—k

HTTP #5523 28501 > ¥ —7 =4 A%, ip http client source-interface =~ > K Cfg

ETAHMENRHY 7,

Fg
AU RFEREFET7TIV3 Y B

RT w71 |enable FiME EXEC E— REAIC L ET,
f e MAU—REZ AN LET (FERkIh
Device> enable =88

R 72 |configureterminal ra—nN)ary7 4 Xalb— gy
{gu . £ — }‘%—faﬂﬁébij‘o
Device# configure terminal

Z 5w 73 |ctspolicy-server device-id device-ID B — % Rk % Cisco ISE IZIEE T 5

1

Device (config) # cts policy-server
device-id serverl

IR =P —R—=DF /X1 A ID
RELET,

e ZDOF XA AID X, CiscoISE T
Fy NT—27 T EBRF AR

B
&£
&
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REST T SGACL L BHET—2 D4 a—F |

ARV RFERETIVa Y

B8

(NAD) #%EMMT 2720 L
2D THAIVENRHY 9,

ATvT4

ctsenvironment-data enable

1

Device (config) # cts environment-data
enable

CiscoISEZO DEREE T — 2 DX 7 m—

REFNZLET,

GE) cts environment-data enable
=+ K& ctsauthorization
list =~ NIZFE AT HEML
7 BRICH Y £9, Zh
bDawy RaE—HICRE
TAHZELIITEERA,

ATy Th

end

1 -

Device (config) # end

Ju—s L ar7 4 Xal—ay
F— F&EHKT L, Kt EXEC E£— R
RO ET,

REST T SGACL ¢ IRIBET—42 MDA oO—F

WD a~

REZAEEONAFF T L £,

« show cts policy-server details name
BEINERY =Y — =T 5 EREZRLET,

Device# show cts policy-server details name ise_server 1

Server Name : ise_server_ 1
Server Status : Active
IPv4 Address : 10.64.69.84
IPv6 Address : 2001:DB::2
Trustpoint : ISE84
Port-num : 9063
Retransmit count : 3
Timeout : 15

App Content type :

JSON

« show cts policy-server statistics active
TIT 4 TIRARY === T DS R AR TR LET,
activelZEFICa~y R2lHT 2 &, T XTO—"—DfEHERPERESNET,

Device# show cts policy-server statistics active

Server
Server

Number
Number
Number
Number

Name : ise_server 1
State : ALIVE

of Request sent

of Request sent fail
of Response received
of Response recv fail

w s O
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HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

200
400
401
403
404
408
415
500
501
503

OK
BadReqg

Reg Forb
NotFound
RegTimeo

ServerEr
Reg NoSu

HTTP Other Error

 show cts server-list

BET X0 L TH Y yE—RINBZY—_"—DIV A EFERLET, ZNHOD
Y= —%, FTARX—= P == X FDO—ENZ2 D FT,

N

UnAuthorized Req

idden

ut

UnSupported Media

r
pport

Service Unavailable:
TCP or TLS handshake error

O WO OO OO OO O O b

REST 2= < SGACL L B T— 407w 5 [

GE)
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WOHIZIE, HTITP R—AD X 7 o — RFRNEFERENLTWY

Device# show cts server-list

HTTP Server-list:

Server Name
Server State

IPv4
IPV6
IPV6
IPV6
IPV6

Address
Address
Address
Address
Address

Domain-name
Trustpoint

Server Name
Server State

IPv4
IPv4
IPV6
IPV6

Domain-name

Address
Address
Address
Address

Trustpoint

REST

REZT Ny 7T DT,
» debug cts policy-server http

HTITP 7 AT > bDOT Ny T EHMZLET,

: cts_private server 0
: ALIVE

10.64.69
2001:DB8

2001 :db8:

2001:db8
2001:DBS8

.151
:8086:6502::
12

::402:99
:4::802:16

ise-267.cisco.com
cts_trustpoint 0

: cts_private server_ 1
: ALIVE

10.10.10
10.10.10
2001:DB8
2001:DBS8

.3
.2
::20
::21

: www.ise.cisco.com

cts_trustpoint 1

EXTE TO SGACL L IRIET —

BDTINYYT

KD debug =~ REEHLET,

« debug cts policy-server json

JISON 7 AT vOT Ry TEHMZILET,
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Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server

Device (config-policy-server) # exit

Device (config) # cts policy-server username admin 6 passwordl
Device (config) # end

5l : Cisco TrustSec K ') —D & HoO—FK

Device> enable
Device# configure terminal
Device (config)# cts role-based enforcement
Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# address domain-name domainl
Device (config-policy-server)# address ipv4 10.1.1.1
Device (config-policy-server)# address ipvé 2001:DB8::1
Device (config-policy-server)# tls server-trustpoint tlsl
Device (config-policy-server) # timeout 15
Device (config-policy-server)# retransmit 4
Device (config-policy-server)# port 2010

( )

Device (config-policy-server)# end

Bl T—ADEIA—k

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# exit

Device (config) # cts policy-server device-id serverl
Device (config) # cts env-data enable

Device (config) # end

REST T SGACL LIRIBET—2 MDA O— FDHERER
];E:
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Cisco I0S XE Amsterdam | REST T¢ SGACL & Be5% | Cisco TrustSec i, Cisco ISE 725 @
17.1.1 F—aDFYa—F  [SGACLEY v—DFrbYa=r s
T =X DK a— R REST ~_— A
DTV AR=F7a harvaiL
e

Cisco IOS XE Amsterdam | [Pv6 R U & —H—/N—|Z R Y > —H—/X—D IPv6 7 K L A4
17.2.1 £ % HTTPSGACL D | R— k S CW\ET,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A= DHHR—
MEH % /5% TX ¥ 9, Cisco Feature Navigator |Z{3, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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