atfran]n
CISCO.

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst
9300 > ') —X RAvF) YIJ—R/—F

#hR - 202048 A 10 A
BIREH 202242 A 10 H

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 1) —X XA v
F) VJ—R/—F

[F CHIZ

Cisco Catalyst 9300 > U — X AA v F X, v AaADOELEHOKRMR T ¥ —TF 4 Xaif A
BIRTNT ITEATTY N T7+—LTHY, X2V T 1, IoT, EEUVT 4, Z7TT KD
BicZa b Ly NISHIET 2 B THES NI L O T,

INHDAAL v FiE, ASICT —F7 7 F ¥ OBLRIZEV T, Unified Access DataPlane (UADP)
2.0 %8 U T Cisco Catalyst 9000 U — X A A v F L D5ERR AL N—V 2 L AL EH L
F9, ETABEBN S0 ST~ )T 4 2 AR— b3 54— 7 72 CiscolOSXE L TBMT %
DT Ty N7 =L, a7 T EFRANTAEREHA, — KX—F7 77V Fr—
TaYRAI VT N AL v TFNTRAT 4 TIZFETLET x86CPUT —F7 7 F v, n—
ANVA ML=V GWAEY 7y FFU AR o YAIOFERT =T T4 T —
X7 7 F ¥ Th s SD-Access DIEARM 72 EFR E L THKEL £,

Cisco 10S XE Amsterdam 17.3.5 0) Zr#fE

Cisco 10S XE Amsterdam 17.3.5 D /\— K™ T 7 #4§E

OV —=ATIEH LOANA— Ry =T HEEEIZH Y 8 A,

Cisco 10S XE Amsterdam 17.35 DY 7 + ™5 = 7 #EE

ZOVY—=ATE, LY 7 by =THKREZIHD £HA,

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .



Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |
B cisco 108 XE Amsterdam 17.3.4 D #r %8

Cisco 10S XE Amsterdam 17.3.4 0D T4 e

Cisco 10S XE Amsterdam 17.3.4 M /\— K™y = 7 #4§E
OV —ZATIEHF LWL A— R = THEREIIH D TH AL

Cisco 10S XE Amsterdam 17.3.4 DY 7 + ™5 T 7 #8E
ZOVY—ATIE, BHFLWY 7 hy =TS ¥ A

Cisco 10S XE Amsterdam 17.3.3 0) Zr#fe

Cisco 10S XE Amsterdam 17.3.3 D/\— Ky = 7 gL
OV YA TEHF LU= R = TR S D 8 A,

Cisco 10S XE Amsterdam 17.3.3 DY 7 +™H T 7 #EE

A, REXaALRYDH, 54—&‘/7\]/’\)11'%#&

HaE

Smart Licensing Using Policy |SSM # > 7L 3 2%, CSSM ¢ HEfT 57y h~32—V% TF, Tk b, CSSM
F O Smart Software Manager | |2 FHsERET 5 b 0 12, 7L A TR E T4 &L AEHRTE £,

i;;;&;i%Mﬁ/7 ZITE, BWALA CAZ AR SSM AT LI RAICERES L, SSM AU T LI AN
CSSM L DH—DA U H—T = A ARA L MZe D 9, BihA o AZ AL, LB
A SSM AL T LI R vy vaTHLIICRETEET, F0iE, REATRE/ 4
JECHRIELA VAR AP MERERE T NVTHEIICSSM AT LI AERET D
ZEHTEET, SMA VT LI A THARUBMEHATE D L H1TRo726, CSSM &
FEILC, 8o v RZ 2, T4 By 2%, BLOT A & AfE KRG # CSSM
ESSM A7 LI ADME S TRI CAFIZR > TND Z L Z2ERLET, CSSM & SSM
ATV I AR, AT TA A TA L OF T a v EHEATEET,

BARIRME /2 SSM AL T LI ANR—T g0 X"—T g8 U U—R202102

N

KR M EL 72 Cisco I0S XE /X—3 3 7 : Cisco I0S XE Amsterdam 17.3.3

[System Mangement] — [Smart Licensing Using Policy ] 334U [System Management
Commands] ZZMRL T2V,

(G4 AL~LOMEH L)

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9300_cg/sl_using_policy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/command_reference/b_173_9300_cr/system_management_commands.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/command_reference/b_173_9300_cr/system_management_commands.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+
Cisco 10S XE Amsterdam 17.3.2a O #1455 I

HaE

iy

BB, FXa AR, SAEVALANILIER

ThousandEyes Enterprise Agent | ThousandEyes Enterprise Agent O LWV A—V g U RREAINE Lz, Zhid, 77V
r—a UIRAT 4 U THEREE ] LT A a7 N, A TEIT SN D HIAALIL D Docker
R—RF7 SV r—3 3 T7, Enterprise Agent (X SSD & 7 — k7 T v ¥ 2 Dl J5 Tfifi
HATEET,

[T/ o<be )T ar7 i Xal—Yar AR - [(7FVr—2 a0 RAT ¢
VI BEBRLTLIEE N,

(Network Advantage)

MLDP-Based MVPN MLDP ~_— A DMVPN#EEIX, v/ T % X MEET T4 X~y hU—2 (MVPN)
a7 Ry T =7 TOEEMIC, KA v by —<LFHA 2k (P2MP) BLU~/LF
RA VRV —=<NVTF KA b (MP2MP) UL AA »F K/XA (LSP) 2R ET H720
DZ L7 a kL (LDP) OILERREZ IR L £4,

[TP Multicast Routing Configuration Guide]]| — MLDP-Based MVPN| #ZM L T 72X
AN

(Network Advantage)

Cisco 10S XE Amsterdam 17.3.2a O $TH4gE

Cisco 10S XE Amsterdam 17.3.2a D/\— K™ = 7 #gE
SDU Y — AT L— B = THEEIE B 0 E

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/application_hosting.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/application_hosting.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/ip_mcast_rtng/b_173_ip_mcast_rtng_9300_cg/mldp_based_mvpn.html

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

B cisco 105 XEAmsterdam 1732a DV 7 o = P

Cisco 10S XE Amsterdam 17.3.2a MY 7 ™ = 7 #§e

HaE

iy

BB, FXa AR, SAEVALANILIER

R —ZFEHLI-A~— |
FA A

A= IA VLU T DYEFE A=V g 2. Ry N — 7 OERE TR ESERNT
AR AV a—varERIETHENVIFEEMRIHY 525, LA, BABLOME
ALTWAEN—RU=2T7BIR T I =T 94 ZAEEBEELT, avFITA4T A
BRAERTLIIA LAY ) a—d g U E2ET L0V B LH D £,

IDTARVAETATHE, Y7 b7 EZNCHEEM T LR TNDE T A 2D
HZEBHT DRI, F—DBFESER R EDOT A v ABAOREEE T T H0ETH
DERA, TABVAOERRIIIE A DAKX T L EHIZT S RS, HE
T — 7 7a— 3B AETCEET,

FTA o AFR L R— MTEREOA T a v AR T4, 2T, BATS
rARBE 2 X -T2 Y F9°, Cisco Smart Licensing Utility (CSLU) Windows 7 7" U 47—
varEHEHTHZE L, CSSM IR OEFREZBEHE LR — 52 b TEE
T, RS HRE XY e — RFLTCSSMIZT v 77— R¥5, =7 Xr v 7 xv k
T—IDF T34 LR— DT aEYa = IHEHATEET,

TOVY—2LBE. RV —B AL A~Y— T A L ANT A A THEBIIZER)
W20 ET, T, OV UV —RIIT v L —FRTH58ICb S8 TEEY 7,

FI7 AR TIE, CSSMDAS— KT H T e R—F % LT H 7 M, R —%
HFHLEAS— S4BV ATEDNC 2> TWET,

RY—ZFHLT-A~Y— NI Ao 204, k. BIT. BIORFF T a—
F 4 TERICONTIE, UFO=a7 1D 7525 L T X0,

[System Mangement] — [Smart Licensing Using Policy| 334 O System Management
Commands| ZZM L T 7ZEVY,

(FAEBLVAL~LOMER L)

Smart Licensing Using Policy
~® Cisco DNA Center O
A—h

Cisco DNA Center |%, Cisco DNA Center U U — % 2.2.2 A%, Smart Licensing Using Policy
FpE% YR — N LT\ &9, Cisco Catalyst 9300 > U — R AA v F (FXTHOET V)
VW23t 5 BAKBR 272 Cisco IOS XE U U — &%, Cisco 10S XE Amsterdam 17.3.2a C
D

(2 he—F %4 L CCSSM IZ#Hake] hARm &8 AL T, Cisco DNA Center THLf,
A VAL AERERLET, ZO56, Binf VAL AT T A AOBRARILE D
FRLUETN, WA o AZ R OBEEBE L. RILZ S L T Cisco Smart
Software Manager (CSSM) (Z#%5 L, fEIGZE (RUM ACK) % K3 DX Cisco DNA
Center T,

LAR— s OB 2723 7- %, Cisco DNA Center IX. 7 KRy 7134 0T~ Ko
ViR— AT varvdk, Arva—nEEISNLVAR— N7 varBRIELET,

[System Mangement] — [Smart Licensing Using Policy] #ZM L T 720y,
(FABVAL~ULDRA L)

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9300_cg/sl_using_policy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/command_reference/b_173_9300_cr/system_management_commands.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/command_reference/b_173_9300_cr/system_management_commands.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9300_cg/sl_using_policy.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+
Cisco 10S XE Amsterdam 17.3.1 O#i: [}

BB, FXa AR, SAEVALANILIER

iy

hERE
Extended Fast Software Extended Fast Software Upgrade IZ XLV, Y7 hv =7 DV a— NEERIZNT 7 0 v 7
Upgrade DX B A 7530 HARMICHIR S L E T,

[System Management| — [Extended Fast Software Upgrade] &M L T 7ZEW,

(Network Advantage)

Cisco 10S XE Amsterdam 17.3.1 O) Zr#HE

Cisco 10S XE Amsterdam 17.3.1 D/\— Ko = 7 #&E
OV —=ATIIHLWAN— R = THREITH D TH AL

Cisco 10S XE Amsterdam 17.3.1 DY 7 b7 = 7 #ge

A, FXa AV M) VY . SAEVRALALER

N

HERE
Umbrella Connector @ Active

Directory #t &

Active Directory Connector 23R — F SN D X2V E L7, Tk, 7L
3 A D Active Directory 7> & Umbrella Resolver ~D = — ' —{Fif~ v &' 7 & )L —T71F
W~y 7%, EHRCEEGL Ty 7Fe—FLET,
Umbrella U Y VR TTRTCOL—H—L T NV—TDFEFIIT v a— RSz a— K
([ZESWT, Umbrella 7 7 7 RIE52{E L7z DNS 237 M@EGIe AR Y o — %51 L%
T

[Security] — [Configuring Cisco Umbrella Integration] &£ L T 72 &0,

(Network Advantage)

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9300_cg/m9-173-sm-extended-fast-soft-upgrade_cg.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sec/b_173_sec_9300_cg/configuring_cisco_umbrella_integration.html

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

B cisco 105 XE Amsterdam 1731 >V 7+ = FHgtE

HaE

iy

BB, FXa AR, SAEVALANILIER

BGP EVPN VXLAN

e 7H—K¥v A b, AH
2=Fy AR BLO
NLFF v AL (BUM)
DEFT7 47 L— MMl
i3

eIPvd N7 T 4T L

IPv6 N7 7 4 v 7 DL
4 % 3 TRM OYEET
77— A > K~ (RP)
F&RE

IPvd N7 7 47D
MVPN %> U —7 &
LA ¥ 3TRMDA
B —=T—x 7

*IPv6 N7 T 4 T DL
AY3ITFTU b —
7 v K= FFr A b
(TRM)

DY Y —ZTIX., D BGP EVPN VXLAN e EA SN TWET,
*BUM F7 74w 7 L—FHIR : R —%FEHLT, *v FU—ZHNDBUM k J
T4 I DT TvT 47 b— Ml % FAIER SNIEICRETE 7,

s IPvda BLIPV6 b T 7 ¢ v 7 LA ¥ 3 TRM OYILIE RP #HE : BGP EVPN VXLAN
T 7y I NOB—F IO VIEP T, $7-1037 77U v ZHDF A AT,
TRM @ RP % PIM A/ X—ZAE— R (PIM-SM) T&HETXFT,

eIPVvA T 7 4 v JITRTBLAVYITRM & MVPN X hU—7 DA LV H—T —F
vt EVPN VXLAN %X v h U —27 & MVPN % s U — 27 OEET & ZENR”T
IPv4 LA V3NV TFXFXYANNT T 4 v I BERETEET,

e IPV6 b T T 4 7T ABLATYITF U =T v KR <FFy A b IPv6 b
77 4 v 7 O LA ¥ 3TRM % PIM-Source Specific Mode (PIM-SSM) # £ U'PIM-SM
TRETHEOOFHR— FEBALET,

BGP EVPN VXLAN ZZH L T 2 &0,
(Network Advantage)

Y53 SGACL o u X

NetFlow N— Ry =7 2 L= %2 T4 INV—T TR ba— J AL
(SGACL) ®uX /RN R—FrEND LR DE LT,

[Cisco TrustSec] — [Configuring Security Group ACL Policies] ZZ&M L T Z 3V,
(Network Essentials 35 & O° Network Advantage)

Link Aggregation Control
Protocol (LACP) @ 1:1 7Lk
Werrr=vr

ROYAR—FPBEASHTNET,

sLACPLITTEMTIX, Ry hAX U ALY T ~DT 7 A NAAL v TFF——L7T
27 4 7Y 7 1 22X 5 EtherChannel (R EVX VA — K ENE1,

cLACP Ll ARy N RAB N BT = 7T 4 Tl o1, BEIEMN DS
WAR— DAL v TF A —R—BLEEIA~v—FHTELET,

Layer2] — [Configuring EtherChannels] #ZM L T 7230y,
(Network Essentials 33 & O Network Advantage)

MPLS QoS - WRED

MPLS Quality of Service (QoS) TEHAHT T v & ABM I (WRED) 23 HR— kI
HEOT Lz, ZOMEEIX, MPLSHBRE v &M L C 37 v N OBEIERMR %
HEI 25X 9T WRED #FELET,

Multiprotocol Label Switching] — [Configuring MPLS QoS] ZZ&M L T 72 &0,

(Network Advantage)

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/vxlan/b_173_bgp_evpn_vxlan_9300_cg.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/cts/b_173_cts_9300_cg/configuring_security_group_acl_policies.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/lyr2/b_173_lyr2_9300_cg/configuring_etherchannels.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/mpls/b_173_mpls_9300_cg/configuring_mpls_qos.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+

Cisco 10S XE Amsterdam 1731 ' 7+ = 7ttt [}

HaE

iy

BB, FXa AR, SAEVALANILIER

MPLS VPN InterAS 47" =
~ AB

H—D</)LF o hal R—F— Y — = 7a bz (MP-BGP) D& v 3 v
ZRERALT, B2 A AT A EMASERCEET, 2T, »—F LTl r—rUL
WCHEZNZ72 0 £4, MPLS VPN InterAS 47> a v AB R EICBW TS 2 HMEY
AT LAPMHAEER SN E, 2y NTV—FVBREEENAT—F T VTSR bD L7
V. Bt AT LEERL—4% (ASBR) E 7 [ TIP Quality of Service (QoS) HEREANHERF
EhET,

Multiprotocol Label Switching| — [Configuring MPLS VPN InterAS Options | ZZ i L T
STEEW,

(Network Advantage)

rZ v R—FBILOFR— K
F ¥ ZIN DT T A R— |
VLAN (PVLAN)

M v T AR—b, BER TV R—F, BIOR—=FF ¥y XL TT T AN~ |
VLAN OFREEZH ML ET,

['VLAN] — T[Configuring Private VLANs| #ZMB 1L T 7E 30,
(Network Essentials 35 & O° Network Advantage)

=B/ A d At
* gNMI 5 1E DKl
* gNOI GEFEDE BE

s FEBEY—ERIZL D
gNOIl 7 — F 2 h T w7

* YANG 7—# ET /L

IOV —=ZATIEROTI 0 7T < U T BERENEASNE L,

« gNMI (gRPC * v T —JEBA U X —T = A R) BIEDKHAL : gNMI SET RPC
ZNLTUTONIE TR TOEER, T4 AOFEEEZ BHEFFSND LI LE
_a‘o

« gNOI FEFAZEDEEL : gRPC v MU —Z#fEAf > X —7 =4 A (gNOI) FEFHE®D
Y — 2, RPCEBEELT, AV A h—)b, B—F—31 3, FFHEOR
3. FEBEOR)., BLUGEHAEEALZR (CSR) OAERKEITWET,

s FEFAEY —ERIZHL B gNOI 7 — h A R T v 7 gNOLGERHEZ A VA h—/L L7z
B, 7= FANT T HMEALTH =Ty FaREETITEIELE T, gNMI 7 —
FNA NZ v 7%, gnxi-secure-int =< > R THZ), secure-allow-self-signed-trustpoint
Ay RTENIZRY 4,

*YANG 7—ZE7 /v : 2D VU U —A T AHEZR Cisco I0S XE YANG E7 /LD Y
A MZDOUWTIL, https:/github.com/YangModels/yang/tree/master/vendor/cisco/xe/1731
WZBEIL TS &0,

YANG 7 7 A WIZHEHDIAEN TWAEIEY gy AT — KAV MI, 51000 E
CarihHiarnE sk LET, [ L GitHub OHATIZH 5 README.md 7 7 A
VZ, ZOV Y —RAZMABNTEZEENE LD LN TWET,

(Network Essentials 35 JX O° Network Advantage)

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/mpls/b_173_mpls_9300_cg/configuring_mpls_vpn_interas_options.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/vlan/b_173_vlan_9300_cg/configuring_private_vlans.html
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1731

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

B cisco 105 XE Amsterdam 1731 >V 7+ = FHgtE

BB, FXa AR, SAEVALANILIER

VPLS : IPv6 =% ¥ A b
—7 v F#EEUERR IRB

N—=F ¥ VT T A _X—FLANH—E A (VPLS) /b—7 v FHELIAER D Integrated Routing
and Bridging (IRB) @ IPv6 AR — M3 A I E T, VPLS b—T7 » REHEEIFRIC K -
T, V=25 HHTL2ROVICAAS v TFA B =T A ATRT T4 v T HN—T 4
JTEET,

Multiprotocol Label Switching] — [Configuring VPLS: Routed Pseudowire IRB for IPv6
Unicast] ZZML T 7ZE0,

(Network Advantage)

HRIE A — L DAL,

ROBEREDIIEAR T — VB EPELSNE LT,
s LA T¥2a2=F v A FMAC7T KL R :49152
s LAY 3I~NATFHF¥ A 32768
cQoST /A aryitu—L N ;6144

¢ RNV T —_—2)L—F 1 7 ACE/NAT ACE : 14336

PR—hEINDAAL v FET /L C9300-24UB, C9300-24UXB. C9300-48UB
(Network Essentials 5 & U" Network Advantage)

Web Ul O %t aE

ZDY Y —AD Web UL IZITHFHEREITZH V £H A

Y—ERTEU T«

monitor capture match

av U RPERINE L, ROF—U—RPREASNE L,
« packet-length : X7y ¥ ¥ T TF Xy DTy NRETZ 4V EEBRELET,

saccesslist : N7y XY TF DT I RBAV AN T 4NV A ERRTELET,

show bootflash:

avy RRERINE L, ROF—TU— FREASNE L,
enamesort : 7 7 A LAIZHESWTHAE Y — N LET,
esizesort 1 7 7 A NYA RZHSNTHIE Y — M LET,
stimesort : 77 A NDXA AR T IZHASWTH N E Y — R LET,

show logging processios
module

ZOavwy FpBEMENE L, FHELZIOS EY 22— 1O VP PRERINET,

show platform har dware fed
active fwd-asic counterstla

« 3w OB, TLA DD X ZOEHREFRRT D L) IHESE LT,
e change ¥ — 7V — RIIHELE L £H A,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/mpls/b_173_mpls_9300_cg/configuring_vpls_routed_pseudowire_irb_for_ipv6_unicast.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/mpls/b_173_mpls_9300_cg/configuring_vpls_routed_pseudowire_irb_for_ipv6_unicast.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+
wrzE

Y—ERTEY T«

Ay RPERINE L, detall ¥ —V—FBEAShE L, AF v I (04—

show switch stack-ports
T2 A ADY I AT —H AL T —RERINET,

ooy RREBNMENE L, ROFTvarynHY £9,

show mplsldp
LDP 5“/( Y ray) 7013“127(@15“—&;(%4%% Lij—o

« show mplsldp discovery :

« show mplsldp neighbor : LDP &> & a VDR T —H A ERKRLET,

« show mplsldp bindings : 7~ LiF#H~X—2 (LIB) ONFEEKRLET,

av Yy RRERINE LT, ROF—U—FRHEASNE L,
« show tech-support confidential : show tech-support =~ > KD H /) THEBE 2 ~ A
795722, confidential F¥—7— RAEAINE LT,

=

show tech-support

« show tech-support monitor : monitor % —7 — 73 A X1 FE L7z, Switched Port
Analyzer (SPAN; AA v F RAR— L7 F 74 %) OF=F—BEBEOHERNVFRIN

iﬁ‘o
- showtech-supportpvlan : pvlan ¥ —7 — R2QEAILE L7z, 774 ~—  VLAN

BEOEMAFRSNET,

VAT AUR— R T A | BHERRy U= T, VAT ALR— T 7 A IVOEETE BT D Z L IIREET
T, LAR—FEBENO BRI TES X012, VAT ALER— N7 7 A VA DRIIZ

A M
RARMPMIMEND LIV LT,

e Y]
P b SRAROHRE (9 0—Y)
s PHE— b ENDHEEEOET A L (10 X—2)

cfBLavy R~DOT7 78R (10 X—)

HR— b AT UViERE
 Cisco TrustSec % v hU—27 FNRAL AT K v g ar bhra—L (NDAC)

)
c T UTFREDI-DDOWET 7 A

(77

* [Psec VPN
e N T F—< 2 AE=X 1 7 (PerfMon)

ARTENL—T 4 U 7B X OMEE (VRF) %G Web 733

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .



B ez

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

YR— b Sh5HEEDEY X +

7Ty 7+ =L THR— SN TWDOHEREDTERZR Y A MIOWTIL, hitps:/cfang.cisco.com
C Cisco Feature Navigator #ZH L T 72 &0,

BLavY KADT7IER

Cisco IOS XE Fuji 16.8.1a LI Tik, EF¥ 2 U7 xRk LT, BLa~vr FZ7 7 k&R
THHENERINTHET,

fR L 2~ RILCiscolOSXE(ZLLRIN L H YD F L7223, CLINUV T IIHESN TWERATL
7o DFED, VAT AT NTERESG () ZANLTH, FHTE a~r Fo—&iX
FRENEEA, ZhHDOa~ Y RiE, Cisco TACIC K BEER N T TNy 2a—T 4 7T
EROHZZBHELTEY, LB INTWERATL,

Cisco I0S XE Fuji 16.8.1a LV, L=~ RiZkoOATI) THATE £,

« 15 =) 1 : K5ME EXEC E— R 7= 13a—+#— EXEC E— RO La<wy F, Zhbo=
<~V RICT 7B AT 5HI21%, &I serviceinternal =~ K& A L E7,

e T IAY2 T aALry T 4 Fal—arET—RK (o=, A —T (R
LY O Lavr R, Zhboawy RIZHOWTIL, serviceinternal =~ > RIS EH
D FH A,

XL, ATV IRBIO2OBELa~y FIZIZLLTTAEH I ET,
e AU RO CLINVTNHYES, VAT AT a7 FTREG () AT 58, f#F
AT&ba~vry FO—ERFRENET,
W73V 1 TiE, &% 2 A1 21 serviceinternal =2~ FE AN LET, Zh
X, 73V 2 TIELEHD AL

cfBLa~y REMEHT 5L, %PARSER-5-HIDDEN syslog A v — U ERINET, K
2Bl E R LET,

*Feb 14 10:44:37.917: $PARSER-5-HIDDEN: Warning!!! 'show processes memory old-header
' is a hidden command.
Use of this command is not recommended/supported and will be removed in future.

HTIV1IBI2USNONEHa~ RIXCLIICERRENET, TNHDO I~ RIZOWNT
IZ. %PARSER-5-HIDDEN syslog # v & — I3 S AL E A,

-3

BLa<y FIZTAC B DIERO T TOREHT S Z & AHELE L $9,

Lo~y ROMEHAN RO 881%. TAC Y —AZE, BLa~vy FER UIHFRAINE
TR0 E (EXECE— RO L2~y FOLE) | L=~ FUSZEH L TR CHRE
ERETHHE (a7 4 Fab—rary B —FRORLavy FOBES) 2L TN,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://cfnng.cisco.com

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+

HR—

Cisco Catalyst 9300

y#—tatgn—toz7 |

fARN—FDO T

)—X AL YF : ETILES

WDEIZ, YR—=FENTWEN—FRU=2TETILE, TNOLDETIVIREEINET 7 4 v

FOTGAB ALV ERLUET, HFRER T A B ALV OFEMICONWTIEL, [T14F
VALYV ORIV arEBRLTLLEES N,
% 1:Cisco Catalyst 9300 > ') — X XA v F
AAYFETIVL|TIAILEDS |
1oz
C9300-24H-A Network A B T3 7 V7% 24 8 D 10/100/1000 Mbps UPOE+ 7R — b, 1100 WAC EJH T PoE
Advantage NTx v b 830 W, StackWise-480 5 L O StackPower & AR — k.,
C9300-24H-E Network
Essentials
C9300-24P-A Network A K J1 7 V72 24 D 10/100/1000 PoE+ 7R — k. PoE/ XY= v K 437W, 715WAC
Advantage T, StackWise-480 33 J U StackPower & 7R — |,
C9300-24P-E Network
Essentials
C9300-24S-A Network A K J1 TV 24 fE O 1G SFP 7R — b, 715 WAC EIRNT 7 4/ h TH#E ST
Advantage W5 2 EOFEPRA R k. StackWise-480 5 L OF StackPower & 78— |k,
C9300-24S-E Network
Essentials
C9300-24T-A Network A Ky J1 T VIR 24 8 D 10/100/1000 A —H % > FAR— k| 350 WAC IR,
Advantage StackWise-480 35 1 U StackPower # #77— |k
C9300-24T-E Network
Essentials
C9300-24U-A Network A K T1T7 072 24 @ D 10/100/1000 UPOE AR — b, PoE /XY =+ ~ 830W, 1100
Advantage WAC &, StackWise-480 35 & O StackPower % 7R — k,
C9300-24U-E Network
Essentials
C9300-24UB-A | Network F =T Ry T 7 EEWERM 2 2 72 A X v B T V72 24 48 3D 10/100/1000 Mbps
Advantage UPOE AR— k. 1100 WAC FEJFE T? PoE XY= v |k 830W. StackWise-480 3 L X
C9300-24UB-E | Network StackPower &% 73— b,
Essentials

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .



Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

. Cisco Catalyst9300 >') —X XA v F : ETILES

AAYFETIV|TI7HILEDS |5
1oz

C9300-24UX-A | Network AL T NVIR28H O~ VFF T > b A —H% > k 100/1000/2500/5000/10000
Advantage UPoE &"— k. 1100 WAC EBIFR TD PoE A= v | 490 W. StackWise-480 35 L. I8

C9300-24UX-E | Network StackPower & ¥ T
Essentials

C9300-24UXB-A | Network FU—=T Ry T 7 EEEEN AT AL v B TAR2MEAO < LFXHE v b
Advantage A —H%2x > & (100 Mbps & 721% 1/2.5/5/10 Gbps) UPOE A~ — k. 1100 WAC & T

C9300-24UXB-E | Network @D PoE /XY = b 560 W, StackWise-480 35 L O StackPower & 78— |k,
Essentials

C9300-48H-A Network R B T3 7 V7% 48 E D 10/100/1000 Mbps UPOE+ 7R — b, 1100 WAC EJR T PoE
Advantage NYx v b 822 W, StackWise-480 3 J O StackPower % 7R — |,

C9300-48H-E Network
Essentials

C9300-48T-A Network A B F T VIE 48 fE D 10/100/1000 A — P~ hAR— k. 350 WAC FEH,
Advantage StackWise-480 33 & U8 StackPower & 74— b,

C9300-48T-E Network
Essentials

C9300-48P-A Network AR > 717 )V 488 D 10/100/1000 PoE+ 78— R, PoE/NY = v k 437W. 715 WAC
Advantage IR, StackWise-480 35 &2 UF StackPower & H7v— |,

C9300-48P-E Network
Essentials

C9300-48S-A Network AH T IV A8 E D 1G SFP AR— k| 715 WAC IR T 7 4 /L h THE S T
Advantage WA 2 EOERA T v M, StackWise-480 5 & T StackPower Z 74— |,

C9300-48S-E Network
Essentials

C9300-48T-A Network ALy 17 V7R 48 D 10/100/1000 A — % > FAR— K, 350 WAC &R,
Advantage StackWise-480 35 & U8 StackPower % 7~ — |k,

C9300-48T-E Network
Essentials

C9300-48U-A Network A K JT7 V7R 48 fE D 10/100/1000 UPOE AR— K, PoE /XY= v b 822 W, 1100
Advantage WAC 7EJR. StackWise-480 35 L O StackPower & ¥R — b,

C9300-48U-E Network
Essentials

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F



| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+

Cisco Catalyst9300 > ') —X XA v F : ETILES .

AAYFETIV|TI7HILEDS |5
1oz LANL
9300-48UB-A | Network T A — TNy T 7 EERIEME 2 2 72 A K > 1 7073 48 {8 D 10/100/1000 Mbps
Advantage UPOE A — k. 1100 WAC FEJR TP PoE /3Y = » b 822 W, StackWise-480 35 LT
C9300-48UB-E | Network StackPower % 47— |,
Essentials
C9300-48UN-A | etwork ALy HT NI A EDVAFEH Ew b A —HFF > k(100 Mbps 721 1/2.5/5
Advantage Gbps) UPOE 7K— k. 1100 WAC & T? PoE /3= » h 610 W, StackWise-480
C9300-48UN-E | Network #5 & U StackPower &4 78— b
Essentials
C9300-48UXM-A | Network ZH T NI AR EADF— F B6HD25GvALFXHE Y k£ —H % v | F—
Advantage FEBIO 12D 10G v /VFFHE >y b A —H 3> b Universal Power Over Ethernet
C9300-48UXM-E | Network (UPOE) K—})
Essentials

D ESCREER T AL TA Er ADBEMICONTIE., TORFa AL b D (S48 ] — (5

FarEhTns

MAGEDE] Z2RLTIEEN,

% 2: Cisco Catalyst 9300L ') — X R A v F

AAYFETIVL|TIAHIL DS |EHBA
4R LR
C9300L-24T-4G-A | Network A K F1 T VTR 24 10D 10/100/1000M A — %~ hAR— b, 4{f? 1G SFP [#E
Advantage T w7 Y R— T, 350 WAC I, StackWise-320 2R — b,
C9300L-24T-4G-E | Network
Essentials
C9300L-24P-4G-A | Network AR F1 7 V7R 24 fH D 10/100/1000M PoE+ R— R, 4 1G SFP EET »~ 7V
Advantage v 7 AR— k. 715 WAC B TP PoE /N¥ = v k 505W. StackWise-320 % H K —
C9300L-24P-4G-E | Network Po
Essentials
C9300L-24T-4X-A | Network A B F T IVTR 24 D 10/100/1000M A —H % > AR — bk, 4D 10G SFP+ [EE
Advantage 7w 7Y v AR— k. 350 WAC EJf. StackWise-320 & ¥R — |k,
C9300L-24T-4X-E | Network
Essentials
C9300L-24P-4X-A | Network AR T3 77 24 fE D 10/100/1000M PoE+ A8— . 4 {H D 10G SFP+ EET v 7
Advantage U s A— . 715 WAC EIETO PoE N = » b 505W. StackWise-320 % H 75—
C9300L-24P-4X-E | Network Fo
Essentials

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .



Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |

. Cisco Catalyst9300 >') —X XA v F : ETILES

AAYFETIL|TIAIL DT |EEA
L2 R LR
C9300L-48T-4G-A | Network AH 737 IV7% 48 fH D 10/100/1000M A — P % > FAR— k. 4{f# D 1G SFP [EH &
Advantage Ty s R— bk, 350 WAC EJE. StackWise-320 % ¥R — k.,
C9300L-48T-4G-E | Network
Essentials
C9300L-48P-4G-A | Network A B 37072 48 f@ > 10/100/1000M PoE+ A"— . 4 {f D 1G SFP [&EET v 7V
Advantage 7 HR— K. 715 WAC BB TD PoE /XY = v k 505W. StackWise-320 % 45—
C9300L-48P-4G-E | Network Po
Essentials
C9300L-48T-4X-A | Network ALK T 7 VT2 48 E 0D 10/100/1000M A —H % v hAR— bk, 4 {HD 10G SFP+ [E &
Advantage 7 v s R— . 350 WAC &I, StackWise-320 % #7— |,
C9300L-48T-4X-E | Network
Essentials
C9300L-48P-4X-A | Network AR F1 7 V7 48 fH D 10/100/1000M PoE+ 78— k| 4 {H D 10G SFP+ [EET » 7
Advantage Yoo — k. 715 WAC FEJECTD PoE /S = » | 505W. StackWise-320 % H 7K —
C9300L-48P-4X-E | Network Po
Essentials
C9300L48PF4G-A | Network A KB J3 7 VI 48 fE D 10/100/1000 Mbps PoE+ AK— k. 4 {5l 1G SFP+ [EET
Advantage FUY v R— k. 1100 WAC FEJETD PoE A= v k 890 W. StackWise-320 %+
C9300L48PFAG-E | Network 2R
Essentials
C9300L48PF4X-A | Network A K v F T IV 75 48 {E D 10/100/1000 Mbps PoE+ 78— b 4 {E? 10G SFP+ [EE T
Advantage 7Y 7 FE— . 1100 WAC B TD PoE /XY = » ~ 890 W, StackWise-320 %
C9300L48PFAX-E | Network 2
Essentials
CBOOL-AUXG4X-A | Network A B J 7 V72 16 E D 10/100/1000 Mbps 78— B L8 HO~ L F X T b
Advantage A —HF v bk (100 Mbps F 7=1% 1/2.5/5/10 Gbps) UPOE 7"— k. 4 {# D 10G SFP+
CRONLAUXGAXE | Network BET v 7V 7R — K, 1100 WAC EJ# TP PoE /N = | 880 W,
Essentials StackWise-320 Z % 7— bk,
CIB00L-24UXG2Q-A | Network A K J1 7 V7R 16 8 D 10/100/1000 Mbps R— F B IR HO~/LFXHE » b
Advantage A4 —H% x> b (100 Mbps F 721% 1/2.5/5/10 Gbps) UPOE A~ — k. 2 {#® 40G QSFP+
COR00LAUXG2QE | Network BET > V78 —k, 1100 WAC BIRTD PoE NY = v k722 W,
Essentials StackWise-320 Z % 7R — b,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F



| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+

TRV ESERN |

AAYFETIL|TIAIL DS |EREA
L 2R LR

CB00L4BUXG4X-A | Network

(CI300L48UXG4XE | Network i
Essentials StackWise-320 Z ¥ 7R — k.,

A K v F T IR 36 H D 10/100/1000 Mbps R — R B LN 12 fHO~/LFXHE » k
Advantage A4 —H% > b (100 Mbps F 713 1/2.5/5/10 Gbps) UPOE 7~— k. 4 {#® 10G SFP+
EET vV 7AR—1, 1100 WAC FEJRTD PoE /X = v b 675 W,

(I300L48UXG2QA | Network

(I300L48UXG2QE | Network :
Essentials StackWise-320 & iR — k,

A J1 7 VT8 36 D 10/100/1000 Mbps A — b L 12 fHO~/LFFHE > bk
Advantage A4 —H% > b (100 Mbps F 721% 1/2.5/5/10 Gbps) UPOE A~ — k. 2 {#H® 40G QSFP+
BET 77 AR—1, 1100 WAC EJHRTD PoE SV v b 675 W,

2 EERER T KA L TA Y ADFMICANTIE. ZORF2 AL b (T4 R — [ FASHTND

fAGhE] 2R LT EEN,

2y bI—=0 D2

WORIZ, 1 FHEY M, 10FHTEY b, 25F T b, 40FHE Y hOKAR > b EfFx
o, AT a7y TV Xy NU—F BV a—VERLET, AL v T, BT FRy
N = EDa—NERIET TV 7Y 2= L OWNTANERY 1 CGEAT 2 LERH Y

R

Fy b= EDa— A

Y

C9300-NM-4G ' 1 ¥HEY hA—HF Ky hSFPEVa—/L 21y | X4
C9300-NM-4M ! YAFEHEY h A —HFF vk ZArvy b X4
C9300-NM-8X ' 10 ¥ 5y hA—H% %y K SFP+EVa—/LAT Y kX8
C9300-NM-2Q ! 40 XHE M —H %y k QSFP+ EVa—L A1y h X2
C9300-NM-2Y 25 XMy A —H Ky h SFP28EY 2—/L AT k X2

C9300X-NM-2C>

40 X HEy hA—H 3> 100 FHE Y A —H %> kN QSFP+ E
Va—Aoy kX2

C9300X-NM-8M?

YNAVFEAEY b A=y Amy FX8

C9300X-NM-8Y?

B5FTE Y b =¥ Ry MOXHE Y b —¥ Ry M FHE Y b
A —H %y FSFP+EV2—/L A1y h X8

C3850-NM-4-1G
3

| ¥HEy hA—PFy FSFPEY 2—/L Ay k X4

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .




Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |
. KEDa—L

v bI—YED2—|GHA

12

C3850-NM-2-10G 10X Ty bA =Wy FSFPEY2—/L A0y kX2
3

C3850-NM-4-10G 10X Ty bA =Wy FSFPEY2—/L Ay b X4
3

C3850-NM-8-10G 10 FHEy bA =Wy NSFPEYV2—/L Ay kX8
3

C3850-NM-2-40G 40 ¥ Ay hA—H Ry FSFPEY2—/L ARy kX2
3

G 1. Zhboxy NU—27FY 22—/, Cisco Catalyst 9300 > U — X XA v F D C9300 SKU
TOHIR—F SN TWVET,

2. IhbDxy hU—27F Y a— L, CiscoCatalyst 9300 3 U — X A A v F D C9300X SKU
TOHRYHR—FEINTWET,

3. IRy NU—FEY a—/biE, Cisco Catalyst 3850 U — X A A » F @ C3850 SKU
L Cisco Catalyst 9300 > U — 2 A » F C9300 SKU TOAHHK— h XL TWET,

KEDa1—)L

Cisco Catalyst ¥ U — X AA v F TS EIERKEV 2 — AR R— SN TEY, ¥HR—
FENDHET 22— DY A MIEMPUICEFR SN TWET, IO R T —RET 22—
O BHMETEHRIZ DOV TIE, Transceiver Module Group (TMG) Compatibility Matrix > — /L % {9
B, IKOURLIZHHEREZSIRL T ZEW, https://www.cisco.com/en/US/products/hw/modules/
ps5455/products_device support_tables list.html

BifatE<T FY O R

WOFIZ, V7 b =7 AHMEREREZ R L ET,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://tmgmatrix.cisco.com/home
https://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html
https://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+
amvryoz ]

Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server

Amsterdam 17.3.5 |2.7 - C9300 F5 L TFC9300L : PI3.9+PI3.9
DA TF A Y —Z +PI
39 DT NA ANy T

[Cisco Prime Infrastructure 3.9 —

(Forn—Fk) 22RLTES
AN

Amsterdam 17.3.4 |2.7 - C9300 % L TNCI9300L : PI3.9+PI3.9
BHDA LT F LAY Y —Z+PI

39HFDT A ANy T

[Cisco Prime Infrastructure 3.9 —

(Forn—Fk) 22RLTES
W,

Amsterdam 17.3.3 |2.7 - C9300 3 L TNCI9300L : PI3.9+PI3.9
BHFDOALTF LAY Y —RZ +PI

39HTDOT NA ANy T

[Cisco Prime Infrastructure 3.9 —

(Forn—Fk) 22RL TS
W,

Amsterdam 17.3.2a |2.7 - C9300 35 L TYC9300L : P13.8+PI3.8
BHDA LT F LAY J—Z +PI
38 P DT /A AR 7

[Cisco Prime Infrastructure 3.8 —

(Fora—Fk) 22BLTES
AN

Amsterdam 17.3.1 2.7 - C9300 }3 L TVC9300L : P13.8+PI3.8
DA LT F A Y J—Z +PI
3.8 IBDT /NA XX

[Cisco Prime Infrastructure 3.8 —

(Fovn—Fk) 22RLT<EZs
VY,

Amsterdam 17.2.1 2.7 - C9300 33 X TYC9300L : PI13.7+PI13.7
BHDALTF A Y J—Z +PI
3T DT INA Ay 7

[Cisco Prime Infrastructure 3.7 —

[Downloads] #&M L T2 &
AN

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-8/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-8/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-7/model.html

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |
B zsn<ruoz

Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server

Amsterdam 17.1.1  [2.7 - C9300 : PI3.6 +PI3.6 RFTDA LT
FL AU Y—R +Pl13.6 I DOTF N
A AN
C9300L : -

[Cisco Prime Infrastructure 3.6] —
Downloads] #Z&M L T 72X

VY,
Gibraltar 16.12.7 2.6 - C9300 : PI3.9+PI39 HFDA LT
FL AU Y —Z +PI3.9 BFHDOF A
A AN
C9300L : -

[Cisco Prime Infrastructure 3.9 —
[Downloads] ZZME L TL 720,

Gibraltar 16.12.6 2.6 - C9300 : P13.9+PI3.9 DA T
F2 AU Y—R +PI3.9 FHDOF N
A ANy T
C9300L : -

[Cisco Prime Infrastructure 3.9 —
Downloads] ZZM L TL 720,

Gibraltar 16.12.5b  [2.6 - C9300 : P13.9+PI3.9 DA T
F A Y Y —R+PI3.9 FF DTN
A 2Ry
C9300L : -

[Cisco Prime Infrastructure 3.9 —
[Downloads] ZZM L T 72&W,

T AV V= +P13.9 FH DT /N
A 2Ry
C9300L : -

[Cisco Prime Infrastructure 3.9 —
[Downloads] &ML T 72&W,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-6/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html

| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+

amvryoz ]

Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Gibraltar 16.12.4

2.6

C9300 : PI3.8 +PI3.8 HRFTDA LT
FLAY Y —Z +PI3.8 FHDOF A
A AN

C9300L : -

[Cisco Prime Infrastructure 3.8 —
[Downloads] ZZM L TL 720,

Gibraltar 16.12.3a

2.6

C9300 : PI13.5+PI3.5 DA LT
F A2 Y Y—R +PI3.5 RFOF N
A AN

C9300L : -

[Cisco Prime Infrastructure 3.5] —
Downloads] Z#Z&M L T 72 &
/AN

Gibraltar 16.12.3

2.6

C9300 : PI13.5+PI3.5 DA LT
FL AU Y—R +PI3.5 FOF N
A 2Ny

C9300L : -

[Cisco Prime Infrastructure 3.5 —
[Downloads] =&ML T 72 &
/AN

Gibraltar 16.12.2

2.6

C9300 : PI13.5+PI3.5 DA LT
F2 A2 Y Y—R +PI3.5 FOF N
A 2

C9300L : -

[Cisco Prime Infrastructure 3.5 —
[Downloads] #ZM L T 72 &
/AN

Gibraltar 16.12.1

2.6

C9300 : PI3.5+PI3.5 EFTDA LT
F2 AU Y—R +PI3.5 FOT N
A 2Ry

C9300L : -

[Cisco Prime Infrastructure 3.5 —
[Downloads] =&ML T 72 &
/AN

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-8/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-5/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-5/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-5/model.html
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Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 >') —X XA wF) JY—R/—F |
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Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server
Gibraltar 16.11.1 2.6 5.4 PI34+PI3 AT DAL TF 2 A
243 F 5 5.5 U—Z+PI34 BFHDOT /A ARy
7
[Cisco Prime Infrastructure 3.4 —
Downloads] Z#Z&M L T2 &
/AN
Gibraltar 16.10.1 23 3y F 1 5.4 PI3.4+PI3AFKFDOA L TF LAY
. =+ — s ° .
24 59 F 1 55 U—ZX+PI34 DT /XA ANy
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] =&ML T 72 &
/AN
Fuji 16.9.8 25 5.4 PI3.9+PI39IKHDA L TF LAY
2.1 55 J—Z+PI39 E‘i%ﬁ@%/\/f ANy
7
[Cisco Prime Infrastructure 3.9 —
(Fon0—FK] 22 LTL7ES
AN
Fuji 16.9.7 25 5.4 PI3.9+PI3OIKH DAL TF A
2.1 55 J—Z+PI3.9 %%ﬁ@f‘/\/f AN
7
[Cisco Prime Infrastructure 3.9 —
[Fova—FK] 22 L TLLEE
AN
Fuji 16.9.6 2378y F 1 5.4 PI34+PI3ARF DAL TF LAY
- =% — s °
24 Sy T | 55 U—A+PI3A R DOT /A AN
7
[Cisco Prime Infrastructure 3.4 —
Downloads] =&ML T 72X
AN
Fuji 16.9.5 2323y F 1 5.4 PI3A4+PI3AKFDA LT F LAY
24 Ry F 1 55 U—Z +PI3 ARG DT A AR
7
[Cisco Prime Infrastructure 3.4 —
Downloads] #&R L T 72X
AN
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
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amvryoz ]

Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server
Fuji 16.9.4 233y F 1 5.4 PI34+PI3ARHI DAL TF LAY
- =, 3 =, o
24 /\O\yﬁ:l 55 U X+PI3.4E§¥E@7/\/{}</\/
7
[Cisco Prime Infrastructure 3.4 —
Downloads] Z#Z&M L T 72X
/AN
Fuji 16.9.3 2383y 1 5.4 PI34+PI3AIKFDOA L TF A
. = =3 °
24y F | 55 U—=A+PI34RHDOT /A ARy
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] =&ML T 72 &
/AN
Fuji 16.9.2 2378y F 1 5.4 PI3.4+PI3AIKFDOA L TF LAY
. = =3 °w
24 /\°~y7‘ 1 55 U A +PI34 Hiﬂéﬁ@T/\/]' AN
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] =&ML TL 72 &
AN
Fuji 16.9.1 238y 1 5.4 PI3.4+PI3A T DT /NA AN
243y F 1 5.5 [Cisco Prime Infrastructure 3.4 —
Downloads] #ZH 1L T X
AN
Fuji 16.8.1a 233y 1 5.4 PI33+PI33HHDA LT F LAY
24 55 U= +PI33HDT /3 A3y
7
[Cisco Prime Infrastructure 3.3] —
Downloads] #Z& L T 72X
AN
Everest 16.6.4a 22 5.4 PI3.1.6+ T34 AXv 7 13
2.3 55

[Cisco Prime Infrastructure 3.1] —
Downloads] Z#Z&M L T 72X
/AN
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-3/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
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Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server
Everest 16.6.4 2.2 5.4 PI13.1.6+ 7 /31 A% 7 13
23 5.5 [Cisco Prime Infrastructure 3.1 —
Downloads] #Z&MR 1L T2 S
AN
Everest 16.6.3 22 5.4 PI3.1.6 + 7T /31 A3 7 13
23 5.5 [Cisco Prime Infrastructure 3.1 —
Downloads] #&H 1L T X
AN
Everest 16.6.2 22 5.4 PI3.1.6+ T /314 ANy 7 13
23 5.5 [Cisco Prime Infrastructure 3.1] —
Downloads] Z#Z&M L T 72X
AN
Everest 16.6.1 2.2 5.4 PI3.1.6+ /314 2%y 7 13
5.5 [Cisco Prime Infrastructure 3.1] —
Downloads] #ZM L T2 S
AN
Everest 16.5.1a 21 /8vF 3 5.4 -
5.5

Web Ul D X T LZEH

WDV T2 T a2, Web ULl ~DT 7B RZYBEIRpN— R 2T V7 NI 27N X
rERNTWET,

BIMN—FOT7TEH

JOo+v4EE |DRAM e AR IE T+ bHA4X
233 MHz &) I3 |512 MB? 256 1280 x 800 LL I | /v

| GHz &1
* | GB DRAM % HE1%

VIO T7EH
FRU—F 425 YRF L
» Windows 10 DA%
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* Mac OS X 10.9.5 LAF&

73594
* Google Chrome : /N—7 3 > 59 LIE  (Windows 3 & O Mac)
* Microsoft Edge

* Mozilla Firefox : /X— 3 > 54 LIF% (Windows 35 & U Mac)

e Safari : /X— =3 > 10 LI (Mac)

AAYFIITRNY9TTDRTYITYL—F

ZovIvar TR TRV T NI 2T OT I L —REA TS L— RNIZET A E
SFERMFEICOWTHIALE T,

N

GE) WebUIlZWHHALTCT A AT 2T AL A=), T 7T L—FK A7 L—F
THZLITTEERA,

YVI2bDzT7 N—23 VDR

CiscolOSXE V7 b =T O r—TT7 7 A )ME, VAT AR—RKDT7 T v aT /3 A
(flash:) IZRFFSNET,

show version 5t EXEC o~ REHTHE, A4 v FTEEH L TNDLEY 7 hT T /83—
ValrEZRTEET,

GE)  showverson DHENITITIAAL v FTHBLTNDY 7 F T =T A4 A—INHICFERENET
D, KRICERSINDET VAL THHMEORETHY, V7 NI =T ITA BV RAET v
T —FRLTHEREINEHEA,

F7-. dir filesystem: §5# EXEC =2~ > RZHEH LT, 77 v v a AEVIZRIFEL TS ATHE
WDBHHMDY 7 F T 2T A A—=VDF 4 L7 I AEFERTEET,

YIDI T A A=

)1)—2R A A= BA4T T7A4IL%A

Cisco I0S XE Amsterdam 17.3.5 | CAT9K _TOSXE cat9k iosxe.17.03.05.SPA.bin

~f v— FREE{k7e L (NPE) |cat9k iosxe npe.17.03.05.SPA.bin
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B rovmono7 o5 L—

IJ I)—X

A A= BT

774 ILE

Cisco I0S XE Amsterdam 17.3.4

CAT9K_IOSXE

cat9k iosxe.17.03.04.SPA.bin

~A v— RFE{k72 L (NPE)

cat9k iosxe npe.17.03.04.SPA.bin

Cisco IOS XE Amsterdam 17.3.3

CAT9K_IOSXE

cat9k iosxe.17.03.03.SPA.bin

~A v— RiFE{k72 L (NPE)

cat9k iosxe npe.17.03.03.SPA.bin

Cisco IOS XE Amsterdam 17.3.2a

CAT9K_IOSXE

cat9k iosxe.17.03.02a.SPA.bin

~A m— Ri55{b72 L (NPE)

cat9k iosxe npe.17.03.02a.SPA.bin

Cisco IOS XE Amsterdam 17.3.1

CAT9K_IOSXE

cat9k iosxe.17.03.01.SPA.bin

~A m— KI5t L (NPE)

cat9k iosxe npe.17.03.01.SPA.bin

ROMMON 7 v 749 L—F

ROME=%— (ROMMON) |7 — bt —& L I, T34 AOERKAEZ XV &Y b
RFICFATEND 77— L =7 TT, Tty "—Ru=7ZHLL, XL —T 17
VAT A Y7 R xT (CiscolOSXE Y 7 b7 =T A A—2) ZiL#L %9, ROMMON i,
AA v F EOKRDTV TR T 2TV A B2 —=TxAA (SPI) 7T v a7 A AERLF
EhET,

c TTA=Y L ZZIREENTWBEDIE, T ADEREFERAT L, F23) Yy
B 72N AT LNEEIT 5 ROMMON T,

c I— LTV TR EEN TV A ROMMON IRy 7 7 vy Fabt’—C1, 7794~ UIN
@ ROMMON 2R+ 25 L, 2—LFT 2 SPI 7 T v 25 234 A ROMMON 78 H #if/)1Z
EE L £,

T7 =AU 2T DREEEMI LY, T L VR — b3 5I12iX. ROMMON O 7 v 77
L= RRUEIZRDEERSHD TN, T XTOV IV —RTH L= g UBNFET D & 1T
BY E¥A, TRTDOAT Yy —V V=R LA TF U RA) Y —R 28 S5 ROMMON % 7=
E7 = b= ==V a3 VEHERT AT, ROFXEZHRL T ZEN,
V7RI TNR_R—=Uaraw7 vl 7L — RTH1E7213%IC, ROMMON%7 v /7 L— KT
XFET, TS —FEDOY 7 72T N— 5 TH LVWROMMON S—3 5 0 23N 7]
BEARBEAIEZ. LT LI ICFETLET,
e 74~V SPL 7T v aTF /84 ZAD ROMMON O v 77 L— R
ZOROMMON IZHEIIZT v 77 L —RFENFET, AL v FDEFED Y UV —ANBZN
LIBED U V=2 TT v 77 L— 45 & &2, HrLnY U —Z(TH LV ROMMON
N=Pa Y RHDFAE, LA A=V EEH L TAL v F 20 TRET 5 & &I
AYTFDON=RY =T NRN= g ANFESNWTTTA U SPL T T v aT /N AD
ROMMON 2NHEWIZT v 77 L— RS E T,

e I—)LT 2 SPI 7T v 2T N AD ROMMON O7 v 77 L— R
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N

RoMmoN 7 v T L— k|

ZOROMMON ZFEITT v 77 L— NF 545N H Y £4, upgraderom-monitor capsule
golden switch =~ > Ri3f5# EXEC E— R TASILE T,

GE)

AL F AR T DFENE. TITATAA T ERF v T DT RXRTDALNR—TT v T 7

L— REETLET,

ROMMONMNT v 77 L—RE&Nnd &, ROV va— REFEIZHENIZRD £9, ZORIZLAIO Y
J—ZICRLTH, ROMMON ZZ 7 7 L— RENEH A, EH%D ROMMON IZLLRTODOT

NTOY Y —=RZYR—FLET,

)1)—2x

ROMMON £/=(xJ— A —FD/N—T 3>

Cisco I0S XE Amsterdam 17.3.2a ¥
7213 Cisco I0S XE Amsterdam 17.3.3
¥ 721Z Cisco 10S XE Amsterdam
17.3.4 £ 7213 Cisco I0S XE
Amsterdam 17.3.5 D56

C9300EF /L Tlx. ROMMON "—<0 5 >3 17.3.2r T,

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.3.2r, RELEASE
SOFTWARE (P)

<output truncated>

C9300L £ /L TlX., ROMMON "—< 3 1% 17.3.2r T
7,

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.3.2r, RELEASE
SOFTWARE (P)

<output truncated>

T—tu—XORET v 7T L— FRfsE s &, &
By a Y = CRO XD ICFERENET,

<output truncated>
rrrrerrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): ### Tue|
Oct 13 11:09:47 PDT 2020 PLEASE DO NOT POWER CYCLE ###

BOOT LOADER UPGRADING
<output truncated>

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .
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B oroz7aozxb—nazor

IJI)——;(

ROMMON /=137 — FO—FDNR—2 3>

*}52 Cisco I0S XE Amsterdam 17.3.1 | C9300 € 7 /L Ci&, ROMMON /N— = > (% 17.3.11[FC2]

<

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.3.1r[FC2], RELEASE|
SOFTWARE (P)

<output truncated>

C9300L 7 /L ClZ, ROMMON /3—3 = 21 17.1.11[FC1]
S

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.1.1r [FC1],
RELEASE SOFTWARE (P)

<output truncated>

T—ha—FDT v IS L — RREGBENS L. it
Wy )= VIR D X HICFR RIS ET,

<output truncated>
RN RN R NN R NN SRR R RN N R R R R RN RS RN AR RN RN RN

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): ### Tue
Oct 13 11:09:47 PDT 2020 PLEASE DO NOT POWER CYCLE ###

BOOT LOADER UPGRADING
<output truncated>

VI T7 A VA —=)LOAT R

YIRIDIT7 AR =)L AT FOBE
Cisco 10S XE Everest16.6.2 LAIfED 1) 1) — XA THR— FEShTWET,

BELET 7 ANEBALA L AN—NLLTT 7T 4 7fbL., Va— &L IND LI ICEE
Zaly MTAHICE, ROoavry REFEITLET,

install add file filename [activate commit]

A UVAN=NVT A NEHINIA A M=V, TIZT 474k, a3y b, Pk, F2THIBR
THIZE, ROa~y REEITLET, install ?

add filetftp: filename

AL A=V T AN RN —R)F— Rl —3 g 00
LT NRAAZa—L, Ty N 74 —LEA AT DR—
CarvOHR¥MTF =y 7 HFEITLET,

activate [auto-abort-timer ]

TrANET VT 47 L, TA AZVr—RKLET,
auto-abort-timer ¥ —U— RN A A= DT 77 4 7{b & HE
Bz —n Ny 7 LET,

commit

Uo—FROEEPFRSND LI LET,

rollback to committed

BRICaly NLEA—Ya il HEe— ANy LET,
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tvz2b—nE—rTn7yITL—F |}

YIRIDTT7 AR =)L ATV FOBE
Cisco 10S XE Everest 16.6.2 LAfZD 1) ) — XA THR—FEhTWLET,

abort TrANDT 7T 4 kxR L, BIEDA v A h—/LFIED
BIARTICET L TV AA—=D g ice— A"y 7 LET,

remove REHBLOET 7T 4 TRED Y 7 "I 2T £ VA R—)L
Ty A NLEHIRLET,

G¥)

request platform software =~ > Ki Cisco IOS XE 27 7 /L4 /L 16.10.1 LI CrIBEIE ST
F9., ZOavr REAREIOY Y —ADCLIIHE RS, REFARRTTN, 7Ty 77 L—FKZ
AT = RiZikingal a2~y REfATL 2 2L 3,

request platform software 31 < > KD E

Device# request platform software package ?

clean AT AT INOREIRN o r =TT 7 AV EHELET,

copy Ny lr—=V % A7 4 T7IZae—LET,

describe Rolr—YONEEHRBLET,

expand F=NA TR =% AT 4 TICERLET,

install Nyl —h A VA =L LUET,

uninstall Ny lr—=%7T oA A=V LET,

verify In Service Software Upgrade (ISSU) Y7 b7 =7 /Xvr—T D
AV MRS L E T,

A2 A R=ILE—FTOT7YvITTL—F

ROFIEZHEN, £ VA R—=LF—RT, &5V V—A0LHOY Y =T v 77 L—RL
T, VI NI 2T AA=VOT v 77 L— REFEITT HITIL, boot flash:packages.conf %
AL TIOS Z BT 5 LERH Y £7,

1R BHEIIZ
ZOFEX. OT T — RO F AR TEET,

Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F .
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B xt—rz—rToryIisL—¢

FIE

ATy T

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F

7y IFTL—FRIDY ) —R

R avU K

TyvIFTL—F&ODY)—R

Cisco I0S XE Everest 16.5.1a F

721 Cisco I0S XE Everest
16.6.1

request platform software = <
VLS

Cisco 10S XE Everest 16.6.2 LA
e+ _TCHU J—2R

install =~ R¥ 7213 request
platform software =~ > N D
EHbh, 2

Cisco IOS XE Amsterdam 17.3.x

° request platform software =~ > NiFpEILSNE L7z, LR~ T, CLIIZIZF RSN
FEICRVETH, ingall a2~ REFEHT L E2HELET,

Zokvr7va ol ML, instal =2~ RO %fEH LT Cisco I0S XE Amsterdam 17.2.1 />
5 Cisco I0S XE Amsterdam 17.3.1 127 v X7 L— K4 A38EE50D DO TT,

IV—=rT v
install remove inactive

CoOa<w s REFHALT, FEPRELTCWAEAICEWNWS VA M=V T 7 A VET T —
Ty 7L, 77 v 2l 1GB U EOMERZMAEL T, LA A=V REBELET,

WOFNL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT

Sa DN R L TWET,

Switch# install remove inactive

install remove: START Mon Jul 20 19:51:48 PDT 2020
Cleaning up unnecessary package files

Scanning boot directory for packages ...

done.

Preparing packages list to delete ...
cat9k-cc_srdriver.17.02.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.02.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.02.01.SPA.pkg
File is in use, will not delete.

cat9k-rpbase.17.02.01.SPA.pkg
File is in use, will not delete.

cat9k-rpboot.17.02.01.SPA.pkg
File is in use, will not delete.

cat9k-sipbase.17.02.01.SPA.pkg

File is in use, will not delete.

cat9k-sipspa.l7.02.01.SPA.pkg

File is in use, will not delete.

cat9k-srdriver.17.02.01.SPA.pkg

File is in use, will not delete.

cat9k-webui.17.02.01.SPA.pkg

File is in use, will not delete.

cat9k-wlc.17.02.01.SPA.pkg

File is in use, will not delete.

packages.conf

File is in use, will not delete.
done.
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The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.01.01.SPA.pkg
/flash/cat9k-espbase.17.01.01.SPA.pkg
/flash/cat9k-guestshell.17.01.01.SPA.pkg
/flash/cat9k-rpbase.17.01.01.SPA.pkg
/flash/cat9k-rpboot.17.01.01.SPA.pkg
/flash/cat9k-sipbase.17.01.01.SPA.pkg
/flash/cat9k-sipspa.17.01.01.SPA.pkg
/flash/cat9k-srdriver.17.01.01.SPA.pkg
/flash/cat9k-webui.17.01.01.SPA.pkg
/flash/cat9k-wlc.17.01.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

1vz2t—rE—kTo7yTiL—k |}

[switch 17:

Deleting file flash:cat9k-cc srdriver.17.01.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-guestshell.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-rpbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-rpboot.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-sipbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-sipspa.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-srdriver.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-webui.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-wlc.17.01.01.SPA.pkg done.

Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on
Post Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 20 19:52:25 PDT 2020

Switch#
<output truncated>

ATFYT2 FHLWA A=V ET Ty allat’—

a) copy tftp:[[//location]/directory]/filenameflash:
ZOavy RE[MFHLT, TFTP ="\ b7 7 v v a AEVIZH LA A=V & a bt —
LE7, location (X, IP 7 RLAFEZIIARA NTT, 77 A NVAIE. 77 A VEREICHE
HENDT 4 L7 MY ORI ASATIRELET, LA A—T% TFTP F— 0B AEH
TLHGEE, TORT v T E2AXxy T LTLIEIN,
Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.03.01.SPA.bin flash:
destination filename [cat9k iosxe.17.03.01.SPA.bin]?
Accessing tftp://10.8.0.6/image/cat9k iosxe.17.03.01.SPA.bin...
Loading /cat9k iosxe.17.03.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
RN R R N R N R N RN R R RN RN N RN N A NN A NN AN
[OK - 601216545 bytes]
601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

b) dir flash:
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B xt—rz—rToryIisL—¢

IDavwr REHEALT, A A=YRT7 T vV allERICat—8h=Z & 2mERL
j—o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 20 2020 10:18:11 -07:00 cat9k iosxe.17.03.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 7— NEHERE

ATvT4

a)

b)

<)

d)

boot system flash: packages.conf
Zoavy REMFHALT, 77— %% flash:packages.conf IZF%E L £ 7,

Switch (config) # boot system flash:packages.conf
no boot manual

A T HET — MIRET DT, Zoa~vr ReFHLET,

Switch (config)# no boot manual
Switch (config) # exit

write memory

Iavwry REHFEALT, 77— MREFRELET,

Switch# write memory
show boot

Zoawry REMHLT, 7— % (packages.conf) & F#Hj7— FiRE (no) ZHMERL
ij‘o

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

A A=THET Ty allf A=
install add file activate commit

Zoavw Ly REFEHALTC, A A—=VEA A=V LET,

A A—=THETTyvva AN Ilat— LA, TFIP Y —REDY R A A=V F T
7?47X4y%®73yvnF747%$4/F¢6_k%%ﬁbi¢o%/Ax4y%
(T2 T4 TUNDAAL vF) ODT7T7 2 RTATEIZUSB RIATIZHDHA ATk
FBETHHA., EMR7T7 v a2 RIAT7E7IFUSB R4 THFBBELRNEAL VA F—/L
WRIRLET, 2L 2E A A—TVMAUNRAAL v F3IDT7 T2 K747 (flash-3) IZH
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ZB%%?%\ Switch# install add file flash-3:cat9k_iosxe.17.03.01.SPA.bin activate commit )

LOIHRET DHENRDH Y £,

W DOHENX. Ciscol0OS XE Amsterdam 17.3.1 Y 7 bV =27 A A =% T T o a AFYI|ITA A

=LA HENERLTWET,

Switch# install add file flash:cat9k_iosxe.17.03.01.SPA.bin activate commit

install add activate commit: START Mon Jul 20 15:37:20 PDT 2020
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

-—-- Starting initial file syncing ---

[2]: Copying flash:cat9k iosxe.17.03.01.SPA.bin from switch 2 to switch 1 3 4

[1 3 4]: Finished copying to switch 1 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.03.01.SPA.bin to the selected switch (es)

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
Finished Add on switch 1
Add package(s) on switch 2
Finished Add on switch 2
Add package(s) on switch 3
Finished Add on switch 3
Add package(s) on switch 4
[4] Finished Add on switch 4
Checking status of Add on [1 2 3 4]
Add: Passed on [1 2 3 4]
Finished Add

Image added. Version: 17.03.01
install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.03.01.SPA.pkg
/flash/cat9k-webui.17.03.01.SPA.pkg
/flash/cat9k-srdriver.17.03.01.SPA.pkg
/flash/cat9k-sipspa.17.03.01.SPA.pkg
/flash/cat9k-sipbase.17.03.01.SPA.pkg
/flash/cat9k-rpboot.17.03.01.SPA.pkg
/flash/cat9k-rpbase.17.03.01.SPA.pkg
/flash/cat9k-1ni.17.03.01.SPA.pkg
/flash/cat9k-guestshell.17.03.01.SPA.pkg
/flash/cat9k-espbase.17.03.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.03.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.02.01.SPA.pkg
Removed cat9k-espbase.17.02.01.SPA.pkg
Removed cat9k-guestshell.17.02.01.SPA.pkg
Removed cat9k-rpbase.17.02.01.SPA.pkg
Removed cat9k-rpboot.17.02.01.SPA.pkg
Removed cat9k-sipbase.17.02.01.SPA.pkg
Removed cat9k-sipspa.l17.02.01.SPA.pkg
Removed cat9k-srdriver.17.02.01.SPA.pkg
Removed cat9k-webui.17.02.01.SPA.pkg
Removed cat9k-wlc.17.02.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.03.01.SPA.pkg
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Added cat9k-espbase.17.03.01.SPA.pkg
Added cat9k-guestshell.17.03.01.SPA.pkg
Added cat9k-1ni.17.03.01.SPA.pkg
Added cat9k-rpbase.17.03.01.SPA.pkg
Added cat9k-rpboot.17.03.01.SPA.pkg
Added cat9k-sipbase.17.03.01.SPA.pkg
Added cat9k-sipspa.17.03.01.SPA.pkg
Added cat9k-srdriver.17.03.01.SPA.pkg
Added cat9k-webui.l7.03.01.SPA.pkg
Added cat9k-wlc.17.03.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
[2] Activate package(s) on switch 2
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.02.01.SPA.pkg
Removed cat9k-espbase.17.02.01.SPA.pkg
Removed cat9k-guestshell.17.02.01.SPA.pkg
Removed cat9k-rpbase.17.02.01.SPA.pkg
Removed cat9k-rpboot.17.02.01.SPA.pkg
Removed cat9k-sipbase.17.02.01.SPA.pkg
Removed cat9k-sipspa.l17.02.01.SPA.pkg
Removed cat9k-srdriver.17.02.01.SPA.pkg
Removed cat9k-webui.17.02.01.SPA.pkg
Removed cat9k-wlc.17.02.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.03.01.SPA.pkg
Added cat9k-espbase.17.03.01.SPA.pkg
Added cat9k-guestshell.17.03.01.SPA.pkg
Added cat9k-1ni.17.03.01.SPA.pkg
Added cat9k-rpbase.17.03.01.SPA.pkg
Added cat9k-rpboot.17.03.01.SPA.pkg
Added cat9k-sipbase.17.03.01.SPA.pkg
Added cat9k-sipspa.17.03.01.SPA.pkg
Added cat9k-srdriver.17.03.01.SPA.pkg
Added cat9k-webui.l7.03.01.SPA.pkg
Added cat9k-wlc.17.03.01.SPA.pkg
Finished list of software package changes
[2] Finished Activate on switch 2
[3] Activate package(s) on switch 3
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.02.01.SPA.pkg
Removed cat9k-espbase.17.02.01.SPA.pkg
Removed cat9k-guestshell.17.02.01.SPA.pkg
Removed cat9k-rpbase.17.02.01.SPA.pkg
Removed cat9k-rpboot.17.02.01.SPA.pkg
Removed cat9k-sipbase.17.02.01.SPA.pkg
Removed cat9k-sipspa.17.02.01.SPA.pkg
Removed cat9k-srdriver.17.02.01.SPA.pkg
Removed cat9k-webui.17.02.01.SPA.pkg
Removed cat9k-wlc.17.02.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.03.01.SPA.pkg
Added cat9k-espbase.17.03.01.SPA.pkg
Added cat9k-guestshell.17.03.01.SPA.pkg
Added cat9k-1ni.17.03.01.SPA.pkg
Added cat9k-rpbase.17.03.01.SPA.pkg
Added cat9k-rpboot.17.03.01.SPA.pkg
Added cat9k-sipbase.17.03.01.SPA.pkg
Added cat9k-sipspa.17.03.01.SPA.pkg
Added cat9k-srdriver.17.03.01.SPA.pkg
Added cat9k-webui.l7.03.01.SPA.pkg
Added cat9k-wlc.17.03.01.SPA.pkg
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Finished list of software package changes
[3] Finished Activate on switch 3
[4] Activate package(s) on switch 4
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.02.01.SPA.pkg
Removed cat9k-espbase.17.02.01.SPA.pkg
Removed cat9k-guestshell.17.02.01.SPA.pkg
Removed cat9k-rpbase.17.02.01.SPA.pkg
Removed cat9k-rpboot.17.02.01.SPA.pkg
Removed cat9k-sipbase.17.02.01.SPA.pkg
Removed cat9k-sipspa.l17.02.01.SPA.pkg
Removed cat9k-srdriver.17.02.01.SPA.pkg
Removed cat9k-webui.17.02.01.SPA.pkg
Removed cat9k-wlc.17.02.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.03.01.SPA.pkg
Added cat9k-espbase.17.03.01.SPA.pkg
Added cat9k-guestshell.17.03.01.SPA.pkg
Added cat9k-1ni.17.03.01.SPA.pkg
Added cat9k-rpbase.17.03.01.SPA.pkg
Added cat9k-rpboot.17.03.01.SPA.pkg
Added cat9k-sipbase.l17.03.01.SPA.pkg
Added cat9k-sipspa.17.03.01.SPA.pkg
Added cat9k-srdriver.17.03.01.SPA.pkg
Added cat9k-webui.l7.03.01.SPA.pkg
Added cat9k-wlc.17.03.01.SPA.pkg
Finished list of software package changes
[4] Finished Activate on switch 4
Checking status of Activate on [1 2 3 4]
Activate: Passed on [1 2 3 4]
Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
Finished Commit on switch 1
Commit package(s) on switch 2
Finished Commit on switch 2
Commit package(s) on switch 3
Finished Commit on switch 3
Commit package(s) on switch 4
[4] Finished Commit on switch 4
Checking status of Commit on [1 2 3 4]
Commit: Passed on [1 2 3 4]
Finished Commit

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

*Jul 20 15:47:28.095: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): Starting boot
preupgrade

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.315817 s, 973 kB/s

AppGigabitEthernet port has the latest Firmware

MM [1] MCU version 191 sw ver 196
MM [2] MCU version 191 sw ver 196

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
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Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no
Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...440976 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw..

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...24506 bytes.
Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%....50%...... 60%....70%..... 80%....90%....100%w

Wating for MCU to come up ..... Rr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 298 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Jul 20 15:52:33 PDT 2020

Switch#

Chassis 2 reloading, reason - Reload command

Jul 20 15:52:36.588: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Jul 20 15:52:38.199: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 04/29/2020 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48P platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Waiting for 120 seconds for other switches to boot
B
Switch number is 2

<output truncated>

(GE)  install add fileactivatecommit =< > FZEITL7-%IZ, AT AFEEMICY) o—
FLET, VAT 22 FEHTY n— T34 IHD FHA,
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ATV TS A A ML EFHER

V7" =2T DAL ARN—ILRIEFIZET LG, dirflash: a~ > FEFEHALT, 79 v
PNR—=F 4 g N 10HDE LV pkg 77 ALE2DD cont 77 ANDRSHLHZ L 2R LE

ED
a)

b)

dir flash:*.pkg
Iz, dir flash:*.pkg 2~ > RO B R L ET,

Switch# dir flash:*.pkg

Directory of flash:/

75140 -rw- 2012104 Mar 31 2020 09:52:41 -07:00 cat9k-cc_srdriver.17.02.01.SPA.pkg
475141 -rw- 70333380 Mar 31 2020 09:52:44 -07:00 cat9k-espbase.17.02.01.SPA.pkg
475142 -rw- 13256 Mar 31 2020 09:52:44 -07:00 cat9k-guestshell.17.02.01.SPA.pkg

475143 -rw- 349635524 Mar 31 2020 09:52:54 -07:00 cat9k-rpbase.17.02.01.SPA.pkg

475149 -rw- 24248187 Mar 31 2020 09:53:02 -07:00 cat9%k-rpboot.17.02.01.SPA.pkg
475144 -rw- 25285572 Mar 31 2020 09:52:55 -07:00 cat9%k-sipbase.17.02.01.SPA.pkg
475145 -rw- 20947908 Mar 31 2020 09:52:55 -07:00 cat9%k-sipspa.17.02.01.SPA.pkg

475146 -rw- 2962372 Mar 31 2020 09:52:56 -07:00 cat9k-srdriver.17.02.01.SPA.pkg
475147 -rw- 13284288 Mar 31 2020 09:52:56 -07:00 cat9k-webui.17.02.01.SPA.pkg
475148 -rw- 13248 Mar 31 2020 09:52:56 -07:00 cat9k-wlc.17.02.01.SPA.pkg

491524 -rw- 25711568 Jul 20 2020 11:49:33 -07:00 cat9k-cc srdriver.17.03.01.SPA.pkg
491525 -rw- 78484428 Jul 20 2020 11:49:35 -07:00 cat9%k-espbase.17.03.01.SPA.pkg
491526 -rw- 1598412 Jul 20 2020 11:49:35 -07:00 cat9k-guestshell.17.03.01.SPA.pkg
491527 -rw- 404153288 Jul 20 2020 11:49:47 -07:00 cat9k-rpbase.17.03.01.SPA.pkg
491533 -rw- 31657374 Jul 20 2020 11:50:09 -07:00 cat9k-rpboot.17.03.01.SPA.pkg
491528 -rw- 27681740 Jul 20 2020 11:49:48 -07:00 cat9%k-sipbase.17.03.01.SPA.pkg
491529 -rw- 52224968 Jul 20 2020 11:49:49 -07:00 cat9%k-sipspa.17.03.01.SPA.pkg
491530 -rw- 31130572 Jul 20 2020 11:49:50 -07:00 cat9%k-srdriver.17.03.01.SPA.pkg
491531 -rw- 14783432 Jul 20 2020 11:49:51 -07:00 cat9k-webui.17.03.01.SPA.pkg
491532 -rw- 9160 Jul 20 2020 11:49:51 -07:00 cat9k-wlc.17.03.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)
Switch#

dir flash:*.conf

wiz, dir flash:*.conf 2~ RO NBIZRLET, 7T v aX—=FT 4 aD2O0D
conf 7 7 A NVHBERINTWET,

* packages.conf : HI LA A h—/L L7z .pkg TrANMIEESRZONTZT 714V
* cat9k iosxe.17.03.01.SPA.conf : #1 L < A ¥ A h—/L L7z packages.conf 7 7 A /LD
Ny Ty Tapr—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 20 2020 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 20 2020 10:58:08 -07:00 cat9k iosxe.17.03.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

ATFY7T6 ROMMON X"—2 5 0527 v 77 L— R
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ATy FT17

upgrade rom-monitor capsule golden switch

U —ZXD C9300 ET /LDH T, CiscolOS XE Amsterdam 17.3.1 ®FH L\ ROMMON /X—< g
UIMERTERETY, a~vr REAN L%, VAT AT a AR TCT v AL — &R LE
7,

Switch# upgrade rom-monitor capsule golden switch active RO

This operation will reload the switch and take a few minutes to complete. Do you want
to proceed (y/n)? [confirm]y

Switch#

Initializing Hardware...

<output truncated>

ZOFEMIZONTIE. TORF2 AL FOROMMON OF7 v 727 L— K (24 <—3) %W
LTL &N,

Ja— RFLTA—Va 2R
a) reload

Zoawy REFEHALT, A4 yFE2 IV nrn—RFLEJT, ROMMON O7 v 77 L— R
ZA v FRYr—REN5E, ROMMON RN—2 g IEHINE TR, kOUa— RF
THAICERENFEE A,

Switch# reload
b) show version

AA=TUNEH LIS, Z0a~vr REFEALTH LA A—TONN—V g VAR LE
hd‘o

D show version =~ > ROHAFITIL, 5731 AD Cisco I0S XE Amsterdam 17.3.1 A
A=V DERNFRINTNET,

Switch# show version

Cisco I0S XE Software, Version 17.03.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version
17.3.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

<output truncated>

AR M—=ILE—KTOEYHL—F

ZZTE, BBV YV —=ANBRIOY Y =R VA M—LE—=RTH T LT L— T 5FEE
ALET, VI MU TAA—TVDOX T T L— R&3FTT 5I21E, boot flash: packages.conf
ZEH L TIOS @4 2 MENH Y £,

1R BHHEIIZ
ZOFEZ. OEF TS — RO F YA THEHATEET,
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T L—FRRIDY )—R |ERTHITUFR T L—REDYY)—R

Cisco IOS XE Amsterdam 17.2.x
PIRTO U Y —2

Cisco 10S XE Amsterdam 17.3.x | install ==~ > R % 7213 request
platform software =~ > K™D

EH e, °

6 request platform software =~ > Ri3BEIL SivE L7z, L7z -> T, CLIIZIZFE RSN
FEICRDETR, ingall avr REFEHTHZ EEHERLET,

GE)

HDHV ) —RAEEH L TCHLLBAINTEZAS v TFETNANEFT T T L —RTHZELITESE
i, FHILWAL v FETANRINHEH L THEASNTZY V=B, ZOETNVDOERNY 7
A S T2 G

o7 varyrolIHE, instal =< K& LT Cisco IOS XE Amsterdam 17.3.1 75
Cisco I0S XE Amsterdam 172.1 IZ2& 7 > 7 L — KT 355D LD TY,

YA Ba—FOFIUT L— FORHREN :

Cisco I0S XE Gibraltar 16.12.1 A& TlE, A U — XD UPOE A1 »F (C9300-24U, C9300-48U.
C9300-24UX. C9300-48UXM, C9300-48UN) TIEEE802.3bt & 1 7' 3 EHeHI& &R — 45
TEOIH LV~ 7 aa— RBREAISNTHWET, il Zaa—Rad, oV U —
AL D TFLEBETH Y FHA, EOTDH, TNHDOY VU —ADNTNNIH T T L— KT
LZHRIEFE~YA 70 a— R L — RTHRERDY T, v /na—Roxov s
L—REFEITLARWE, 77 L — RO PoE OREREICHE L £,

Hoo T —RED) ) —R Xy 7L —REHAT S~ RIS U T, EITT 5050380
BTV arEROFETHERL T EEN,

o7 L—KR|Zyr 71— gD |[fEfT5a~v > R |[v~f/aa—Rox 7 L—FK
oYV —2 | JU—2A DT IV ay
Cisco I0S XE Cisco IOS XE Everest | install =< > K A7 a— KNIV 7 NI =TD

Gibraltar 16.12.1
FITEN LI
DY Y=

16.6.1 ~ Cisco IOS
XE Everest 16.6.6

Cisco 10S XE Fuji
16.9.1 ~ Cisco I10S
XE Fuji 16.9.2

AR F—LDO—ELE LT HEIN
Za—n_y 7 EnEd, Znll
FOEBEIRE T,

request platform
software =< > R
FoIN Rv
77—k

VT RNT 2T A A=V "L T T
L— RT 500, FEITvA 71
a—REXTL—RLET,
~f/mna—RKEXy 7 1L—K
TAITE, Ta— L ar7 g
X2l —3EF—KT
hw-module mcu rollback =< >
AN LET,
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FIE

AFYTN 7V =T o7
install remove inactive

Toavwy REFEALT, RENFARELTWAEASICEWWA VA N—NLT 7 A NVE T ) —
Ty 7L, 77y 2l 1GB U EOMHEKEZMHEAE LT, LA A—VERERBELET,

WROFIL, install removeinactive =2~ REFEH L TRIEHO 7 7 ANV E 7 V=T v 7 LT
LEDOHNERLTWVET,

Switch# install remove inactive

install remove: START Mon Jul 20 19:51:48 PDT 2020
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc srdriver.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.03.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.03.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.03.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Mon Jul 20 11:42:39 PDT 2020

ATVT2 HiLnAA—VET Ty vallat—
a) copy tftp:[[//location]/directory]/filenameflash:

Zoavwr REMALT, TFIP =007 7 vy a AEVICH LA A=V &2 ar—
L¥9, location [X, IP 7 RV AEZIIHRA N TY, 77 A NVAIE, 77 A NVEEEICHE
MEN274 V27 MY O AZTHRELET, HLnA A—T% TFTP — 0B H
TOHEEIE ZOAT vy T EAF Yy T LTLIES N,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.02.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.02.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9%k iosxe.17.02.01.SPA.bin...

Loading /cat9k iosxe.17.02.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
NN R TR R N R R RN AR RN R R R NN R A N R R R R A RN ST RN R R R RN SR NN

[OK - 508584771 bytes]
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508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

b) dir flash:
ZOav U REHEHALT, A A=YRT7 Ty a2l ERICat—Shicl EaRLE
D

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 20 2020 13:35:16 -07:00 cat9k iosxe.17.02.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATV T3 T— NERERE
a) boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf
b) noboot manual

AA v F BT — MIRETHITE., Zoa~vr FeEHLET,

Switch (config)# no boot manual
Switch(config)# exit

¢) writememory

Zoavwry REFEHALT, T MEEERFELET,

Switch# write memory

d) show boot
Zoawy REMFEHALT, 77— hE# (packages.conf) & FEI7 — hi%E (no) ZHEE L
£7

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

ARTYTE VT NI 2TARA—TEX T T L—F
install add file activate commit
Zoawy REFHALT, A A=V AL LET,

A RA=THT Ty a AV ICabt—LESEAIE. TFIP Y —R_EDY —RA A A=V FET
TTLTAL v TF DT T a RITIALTERA L M TDHZEEHRELET, AVNAS oF
(TIT4TLUHNDAAL vF) OT7T 932 RTA4TERIZUSB RIATIZHHA ATk
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RET DG, ERe7 7 v a2 RT7A T EITUSB RT7A THFELMRNE A A h—)L
WCRILET, 22X AA—TUBAUNAAL v TFIDTT7va K747 (flash-3) 1T
Eig%lx\ Switch# install add file flash-3:cat9k_iosxe.17.03.01.SPA.bin activate commit D

LOITHRET DHENRDH Y £,

WOFITIE., install add file activate commit =~ > K& {8 F L T Cisco I0S XE Amsterdam 17.2.1
VIRNT2TAA—TRT T3 allf VA =L LTWNET,

Switch# install add file flash:cat9k_iosxe.17.02.01.SPA.bin activate commit
install add activate commit: START Mon Jul 20 14:59:46 PDT 2020
install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.02.01.SPA.bin from switch 1 to switch 2 3 4

[2 3 4]: Finished copying to switch 2 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.02.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members

~“[[A [1] Add package(s) on switch 1

Finished Add on switch 1

Add package(s) on switch 2

Finished Add on switch 2

Add package(s) on switch 3

Finished Add on switch 3

Add package(s) on switch 4
[4] Finished Add on switch 4

Checking status of Add on [1 2 3 4]

Add: Passed on [1 2 3 4]

Finished Add

1
1
1
1
1
1

BSw w NN

[
[
[
[
[
[

Image added. Version: 17.02.01.0.306
install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.02.01.SPA.pkg
/flash/cat9k-webui.17.02.01.SPA.pkg
/flash/cat9k-srdriver.17.02.01.SPA.pkg
/flash/cat9k-sipspa.17.02.01.SPA.pkg
/flash/cat9k-sipbase.17.02.01.SPA.pkg
/flash/cat9k-rpboot.17.02.01.SPA.pkg
/flash/cat9k-rpbase.17.02.01.SPA.pkg
/flash/cat9k-guestshell.17.02.01.SPA.pkg
/flash/cat9k-espbase.17.02.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.02.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.03.01.SPA.pkg
Removed cat9k-espbase.17.03.01.SPA.pkg
Removed cat9k-guestshell.17.03.01.SPA.pkg
Removed cat9%k-1ni.17.03.01.SPA.pkg
Removed cat9k-rpbase.17.03.01.SPA.pkg
Removed cat9k-rpboot.17.03.01.SPA.pkg
Removed cat9k-sipbase.17.03.01.SPA.pkg
Removed cat9k-sipspa.l17.03.01.SPA.pkg
Removed cat9k-srdriver.17.03.01.SPA.pkg
Removed cat9k-webui.l7.03.01.SPA.pkg
Removed cat9k-wlc.17.03.01.SPA.pkg
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New files list:

Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

cat9k-cc_srdriver.17.02.01.SPA.pkg
cat9k-espbase.17.02.01.SPA.pkg
cat9k-guestshell.17.02.01.SPA.pkg
cat9k-rpbase.17.02.01.SPA.pkg
cat9k-rpboot.17.02.01.SPA.pkg
cat9k-sipbase.17.02.01.SPA.pkg
cat9k-sipspa.17.02.01.SPA.pkg
cat9k-srdriver.17.02.01.SPA.pkg
cat9k-webui.17.02.01.SPA.pkg
cat9k-wlc.17.02.01.SPA.pkg

Finished list of software package changes

[1] Finished Activate on switch 1

[2] Activate package(s) on switch 2
--- Starting list of software package changes ---
0ld files list:

Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
New files

Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

cat9k-cc_srdriver.17.03.01.SPA.pkg
cat9k-espbase.17.03.01.SPA.pkg
cat9k-guestshell.17.03.01.SPA.pkg
cat9k-1ni.17.03.01.SPA.pkg
cat9k-rpbase.17.03.01.SPA.pkg
cat9k-rpboot.17.03.01.SPA.pkg
cat9k-sipbase.17.03.01.SPA.pkg
cat9k-sipspa.17.03.01.SPA.pkg
cat9k-srdriver.17.03.01.SPA.pkg
cat9k-webui.17.03.01.SPA.pkg
cat9k-wlc.17.03.01.SPA.pkg

list:
cat9k-cc_srdriver.17.02.01.SPA.pkg
cat9k-espbase.17.02.01.SPA.pkg
cat9k-guestshell.17.02.01.SPA.pkg
cat9k-rpbase.17.02.01.SPA.pkg
cat9k-rpboot.17.02.01.SPA.pkg
cat9k-sipbase.17.02.01.SPA.pkg
cat9k-sipspa.17.02.01.SPA.pkg
cat9k-srdriver.17.02.01.SPA.pkg
cat9k-webui.17.02.01.SPA.pkg
cat9k-wlc.17.02.01.SPA.pkg

Finished list of software package changes

[2] Finished Activate on switch 2

[3] Activate package(s) on switch 3
--- Starting list of software package changes ---
0ld files list:

Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
Removed
New files

Added
Added
Added
Added
Added
Added
Added
Added
Added
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cat9k-cc_srdriver.17.03.01.SPA.pkg
cat9k-espbase.17.03.01.SPA.pkg
cat9k-guestshell.17.03.01.SPA.pkg
cat9k-1ni.17.03.01.SPA.pkg
cat9k-rpbase.17.03.01.SPA.pkg
cat9k-rpboot.17.03.01.SPA.pkg
cat9k-sipbase.17.03.01.SPA.pkg
cat9k-sipspa.17.03.01.SPA.pkg
cat9k-srdriver.17.03.01.SPA.pkg
cat9k-webui.17.03.01.SPA.pkg
cat9k-wlc.17.03.01.SPA.pkg

list:
cat9k-cc_srdriver.17.02.01.SPA.pkg
cat9k-espbase.17.02.01.SPA.pkg
cat9k-guestshell.17.02.01.SPA.pkg
cat9k-rpbase.17.02.01.SPA.pkg
cat9k-rpboot.17.02.01.SPA.pkg
cat9k-sipbase.17.02.01.SPA.pkg
cat9k-sipspa.17.02.01.SPA.pkg
cat9k-srdriver.17.02.01.SPA.pkg
cat9k-webui.17.02.01.SPA.pkg
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Added cat9k-wlc.17.02.01.SPA.pkg
Finished list of software package changes
[3] Finished Activate on switch 3
[4] Activate package(s) on switch 4
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.03.01.SPA.pkg
Removed cat9k-espbase.17.03.01.SPA.pkg
Removed cat9k-guestshell.17.03.01.SPA.pkg
Removed cat9k-1ni.17.03.01.SPA.pkg
Removed cat9k-rpbase.17.03.01.SPA.pkg
Removed cat9k-rpboot.17.03.01.SPA.pkg
Removed cat9k-sipbase.17.03.01.SPA.pkg
Removed cat9k-sipspa.17.03.01.SPA.pkg
Removed cat9k-srdriver.17.03.01.SPA.pkg
Removed cat9k-webui.17.03.01.SPA.pkg
Removed cat9k-wlc.17.03.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.02.01.SPA.pkg
Added cat9k-espbase.l17.02.01.SPA.pkg
Added cat9k-guestshell.17.02.01.SPA.pkg
Added cat9k-rpbase.17.02.01.SPA.pkg
Added cat9k-rpboot.17.02.01.SPA.pkg
Added cat9k-sipbase.17.02.01.SPA.pkg
Added cat9k-sipspa.17.02.01.SPA.pkg
Added cat9k-srdriver.17.02.01.SPA.pkg
Added cat9k-webui.l7.02.01.SPA.pkg
Added cat9k-wlc.17.02.01.SPA.pkg
Finished list of software package changes
[4] Finished Activate on switch 4
Checking status of Activate on [1 2 3 4]
Activate: Passed on [1 2 3 4]
Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
Finished Commit on switch 1
Commit package(s) on switch 2
Finished Commit on switch 2
Commit package(s) on switch 3
Finished Commit on switch 3
Commit package(s) on switch 4
[4] Finished Commit on switch 4
Checking status of Commit on [1 2 3 4]
Commit: Passed on [1 2 3 4]
Finished Commit

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.316195 s, 972 kB/s

MM [1] MCU version 196 sw ver 191

MM [2] MCU version 196 sw ver 191

MCU UPGRADE IN PROGRESS... PLEASE DO NOT POWER CYCLE!!

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no
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Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...440688 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...24506 bytes.
Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%....50%...... 60%....70%..... 80%....90%....100%w

Wating for MCU to come up ..... Rr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 295 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Jul 20 15:14:57 PDT 2020

stack-4mnyqg#

Chassis 1 reloading, reason - Reload command

Jul 20 15:15:01.382: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

Jul 20 15:15:03.101: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 04/29/2020 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-24UX platform with 8388608 Kbytes of main memory

switch: boot
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

Waiting for 120 seconds for other switches to boot
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ATy TH

Switch is in STRAGGLER mode, waiting for active Switch to boot
Active Switch has booted up, starting discovery phase

Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available
Press RETURN to get started.

(GE)  install add fileactivatecommit =< > FZEITL7-%IZ, AT AFEEMICY) o—
FLET, VAT LAEFETI e— RTA2X0EIHY FHA,

N— g U ONkER
show version

AA=—UREEB LS, ZOavr REERALTHLWA A=Y D=V a V2R LET,

G¥) VTR 2T A A=V HZA 7L —RLTH, ROMMON ®O/3— 3 T HEIHIZ
o7 —RENFEHA, EFanzREOEFIZRY 7,

D show version =< > KO F1HITlL., /34 A D Cisco I0S XE Amsterdam 17.2.1 4 A —
DIERNPFRIINLTOET,

Switch# show version

Cisco I0S XE Software, Version 17.02.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

<output truncated>

J4—ILRTAGSTINLT—FTFLADIN—300F7yvITTL—FK

)

T4—=NVRKTa TV — 8T LA (FPGA) 1. VA3 AL vF LITFEETEZ T 0T
VTN RAEY TNRAAO—FETT, IhblE, FFEOHEMAMIEDIERZ FIHEIC T 2 R E Al
HE/eamER AR T,

HIED FPGA N—2 3 2R 5 121X, ROMMON £— K Cversion-v 2~ KEZ A LF
-g‘o

G¥)

e FTRTOY 7 " I =T VY —ATFPGADNR— g UNERINLIDITTIEHY £HA,

cNR=T g VOEFIX, BEOY T NI 2T T v 7T L — RO—E#E LI, MIZEN
DOFEZETTALETIHLVETA, VI NI 2T ARA—TEF T 7L —RLTH.,
NR=g U NIFx T T —REnEE A,
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ZA4AEVR
Z D&/ v a T, CiscoCatalyst9000 2 V) — X A A v F T A[HERBERED T A B A%y
=IOV L £,

A ALANIL

Cisco Catalyst 9300 > U — X A A »F THMWEERY 7 b U = THREIZ, RO X 1T, EAE
727 RA DI B A LU ENET,

HEEXSLAEUR

» Network Essentials

» Network Advantage : Network Essentials 7 - & > A Cffi F IR /2% 6E & BIIMEEE N & v E
j_o

7REAY 5122
T KA T A A2, HiERSRM L LT Network Essentials & 72 1% Network Advantage 7323

TT, T RAVTA B ALYV TIL, AA »F 21T T < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThI Z2adDA ) _N—3 g L blEZEONET,

* DNA Essentials
« DNA Advantage : DNA Essentials 7 A -z > A Cfifi i Al E7e i AE & B IIBERE N & E N E T,
7Ty h 7 — LY AR— NMIETHERERE L, MEEZHEHTEX 748 ALV AR

9 %1Z1%. Cisco Feature Navigator Zfli ] L £7~, Cisco Feature Navigator (27 7 & 23 5T,
https://cfang.cisco.com [ZH#EA F T, cisco.com DT H T2 MILEH Y TR/ A,

FHAARELG S M4t RETILEBRIER

* Cisco IOS XE Amsterdam 17.3.1 LIl : A~— b FA BV ANT 73V THY ., T4 B
AHBHI B2 R — &N TV AME—DIFHETY,

MRV IV —=ADY T FNy =T ary7 4 Xalb—rar A KT, [SystemManagement|
— [Configuring Smart Licensing] #ZH L T 7230y,

* Cisco IOS XE Amsterdam 17.32a LIf§ : RYU L —ZFH LA~ — T4 2 (Z<=— |
FTAVLVADILIENSA—Ta V) DT 74V FTHY, T4 BV RAZEHRT L0 HR—
FENTWDHME—DFIETT,

MERY U —A (173xLE) YT vy =7 avr7 o Xalb—var 4 R[] <,
[System Management | — [Smart Licensing Using Policy| #Z ML T 72 &0,

VA3 TA B ADFEMIZ OV TIE, cisco.com/go/licensingguide & 2R L T 72 &0,
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FGAEVALRNL  FREDHA K4
JEA LT T A B ADE W’

R O—FFRALEAYT—FSAEVR AYX—FrSA4EVR

« KN ZDTA L AITITEHYIEA e KA T TA B ALAYL HRHHIRA
XHY A, L,

cH TR YUS gy T AT o HRNHARGE  TA BV AL AL, 3
EDHETELTY, GF, 54, ., 5HE, 7037 EOWIM.

F7213 7 FOHM) S GRS TN T A B R,

« FiRZ A A (Network Essentials 33 1 U Network-Advantage) D730 L OVETTIX,
WIREIIKATA R AFA TDIERY ET,

« 7 KA T4 A (DNA Essentials 3 2 U DNA Advantage) OiE3CE L OEITIX, V7
A VT arERIFEIHEAMNETA B AZ AL TOHRLEIRY 7,

Ry hT—T TARBLA LYULEBIRLTZSEEIET FE T4 BV AL EENT
WET, DNA ORREZEH T 25615, ARMIRNUIN DRI T A B A2 HH L THl
SfeEEHT DD, TR TA BV RAEZIET 7T 4 7L THB AL v FEVar— KL
THART A o AERETOEM 2k L £,

HART AV RALEBICT R IA B AZRBEATIES. TSN TWAALSG DY
L HFUINTWRWAEDLEIZHERE LT E &N,

RIFASATHSHlAEDLE

DNA Essentials DNA Advantage
Network Essentials 3G FERHI
Network Advantage ]z wJ

T Z OBADEIZDNA T4 o 2O FEHRHIZ O HME A TE £9, DNA-Essentials
HEEARFIZIZEATE /A,

ML T A B AEELTHI LITTEERA, ZNH DT A &2 A Cisco Smart Software

Manager TiEFF S U7, 90 H THIRRGIILIZZ2 0 97, Rl 7 A B AILAA »F T2
FHEHACTE, AR TEEHA, THMET A o ARMREINIC2 5 & D% 275 HEX
BHELE VAT LA ye—UNERES N, ERLBITERAERSNLET, U r— NE&IZ,
ANAROCINT G T A B AR HET 77 4 _X— b THZEIETEEFA, ZHITA
Y= h A RCORBEHESNET, T A o AOMEIL, RN o—2EH LA
~— I ACITEH SN EE A,

. Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') —X XA/ wF) YY—R/—F



| Cisco 10S XE Amsterdam 17.3.x (Cisco Catalyst9300 ') — X XA wF) YY—R/—+
N Y AN |

RF=N)29DHAA 54>
BREA T — U 7 DHA BT A NZHOWTUE, IROBZFTIZH % Cisco Catalyst 9300 2 ) — X A
Ay TFOT—=2—FEBRLTITEEN,

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/
datasheet-c78-738977.html

HIRFIE & HIFFER

3 hr— N FL—RY 7 (CoPP) : system—cpp policy CRRAE ST T ANT

T AN MEOEEOGE, FNH0 7 7 AT AE#RIZ showrun =< > R TCERI
FH A, R VIZ, ¥4 EXEC &— R T show policy-map system-cpp-policy = 7213 show
policy-map control-plane =~ > & H L T 72 &0,

« Cisco TrustSec Dl ZIA : Cisco TrustSec ITWFLA L F —T = A A TOHKRETE ., W
A B =T 2 A ATIERETEET A,

* Flexible NetFlow O fl|fREH-1E

o 4 —HP v MEFAR— b (GigabitEthernet0/0) % f# ] L T NetFlow =27 AR — k&%
ETDHZEIFTEERA,

s LA FV2R— b TF X RN, =T RNy J R RNANBREDOREA LV H—T = A AT
H—F=X—%RETHILITTEERA,

cRUCA L Z =T = A ADFR CHAIZDOWT, WU A7 (IPv4, IPv6, E7/2i37—4
VYo7) O7n—E=4—2B8EEHETHILITITEEEA,
* QoS DOl HIH

QoS Fa—A VIR —EHRETIHEIL Fa—A TNy 7 7DEFHI100% %
BZRNE LT EEN,

cFRELA H =T 2 A ATQOSAY =N YR— FENDDIX, AA v FRAEA o Z—
Z7xA A (S8V) OHTY,
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