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I, secret ¥—U— REANTBEE. NATU— RICER A2 EERE T ET,

o JEARHPH VLAN  (VLAN 1006 ~ 4094) 5 —# _X—ZZEDYHR— bk : VIP X—T 3 1
BLO2 TIZVLAN 1 ~ 1005 i MBS £,

N

GE) VTP 7 —=" 7135 &HE X VLAN 1 ~ 1005 (2720 @ H S,
VLAN 1002 ~ 1005 1Z PR EINT-FEETETETE EHA,

¢« 77 A4 _X— K VLAN OHKR— |k,

e RAALVNDOTFT —HF_XR—ZDPR— b : VIP EROGRH Iz, X—T 3 3 T,
Multiple Spanning Tree (MST) 7'u k2L T — X X—XEFRHBEHETEEJ, VIP 7= b
IVOEBIA VAZ AN NTP 2T 5K T 7V r—va U CEITINET,

VIP 7T A4~V B —REVIPEDI XY =R VIPT T A~ =N, T—HF—
AEREEH L, VAT LNOTRTOT A RAZHEHAINDT v 77— "2k FELE
T, VIP W&V —NTERITTEDHDE, T4~V $— 305 NVRAM (2521
Wo?zT7 v 7T —hMEBRVIP I 7 4 X2l —2a DRI T v 77205 TY,

T 7NN TIE, TRTOT AL A FE D XY —o3E LCREE) L ET, vtp primary
FRMEEXECa~> REANLT, T4~V —RERBETHIENTEET, T4~
U P —RDRAT—H AT, EEENRAAL LV TTA I A—NR—= Ao —T52RITTDY
B T ER=ADT v T NHICKEL R D720 T, 794~ U =7 L TEH
VIP RAA L EESZEMRTEET, TIA 7Y F—N—DRATF—F R, F/A RN
AT — RPBESNTWVDIHETH, BENIr—RLED, FAAL DT A—FNE
HLTnEEkbinnET,

o = N—F— KD VTP X— 3 > 3 TiL. VLAN #kl% vian.dat 7 7 A /WIZERIE S IV E
To FTZUAXT LY ME—RFOLAEDO X 51T, VLAN #5UIE NVRAM IZIRES L EH
No AA Y TRERRD /Ny 7T THAERKT D & XU, vilandat 7 7 A VDY 7T v 7
TERRT D BN H D £77,
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VIP J)L—

virTn—=>4 |

\}

—

GE)  VIP A=V 3 v 1 BLO2 3HEH VLAN (VLAN 1 — 1001) D&
XT3 aTE, JEEVLAN (VLAN1006 —4094) 1377 v~
Va RTIATERFFE Ty 74X ab— 3 lu—I VTR
FENET, VIP/N—V 3 2 31%, VIP KA A U 2RICHEIE VLAN
XT3 aTE, JLIEVLAN Z 2 — B VICIRGFE S LER A,

9

VIP I N—= T 5T E, VT 7 4 v 7 DT A AZBZET DO fEH LT
BN NT T VI ~DT7 T T 47 b T T 4w 7 BHIREND DT, fFHARER
Fo MU — 7 BRAE X £, VIPZL—=0 V2R LARWERE., 731 2 3ZEM0F
INAATEEINDIAREENH-TH, VIP RALHNOTRTO R 7 V7112, Tu—
REFE¥Y AR, vLFFX¥ A, BIORHOZ=F Y AN NT T4 w0527 T T 47 LE
9, VIP 7V—= 73T 74V N CT 4 8—7NVTT,

VTP 7 )Vv—= 7%, T—= 0 70k U A MIHE S VLAN R 7 27 R— h~ORE
7T T4 NI T4y EHIELET, S—= 0 JERE U A MZHRE & 4172 VLAN
TN, TN—=2 T OG0 £9, 7 74/ FTiX, VLAN2 ~ 1001 NS —=7
WK T NSNA AT 7 R— T, FI—=r 7R & L TRE L7 VLAN [ZOW T,
BlERiExT7 T v T 4 M ThhEd, VIP 7 b—=0 33T _XTHAA—2 3 D VIP TH
A—hSnEd,

1LVIPILN—=V 5 2ERALEBEWMEAD IS VT4V T b5T7499

VIP 7N—=0 70k, AL vF K Xy NU—7 TIEEGHTT, 754 AADE—F 1 BLO
TNAZD DOR— b 21F, Red &) VLANIZEID Y THATWET, 734 X A ITHHE &
NIEEARNL T —REY A MREEEINTEZHE. T AAIX, 2070 —KRK¥y A b &
779747 LET, Red VLAN IR — FZFZR20T A A C, E, FHEHT, v b
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ViP oEE |
B vresnazzays

R2:VIPTN—=2FI2&kBT59T49 b5 T4 99 OREL

VIP 7 V—=2 713, AL v F KXy hI—7 TIEENTT, T4 AAPLDT B— K%y
AN N7 497, T AC, E, FIZIFEESNERTA, KIRENTWD Y V7 R—
F (FARALAZABDR—F5, BIOFSAADDAR—F4) T, RedVLAND FF 7 ¢ v 7 )N
TN—= T ENBNHTT,

.............

Switch E / Flooded traffic —~ |
B prunad.

Switch F Switch C Switch A, i

VIP RX—Va v 1 BIOR2 TIE, VIPV—NR"—TIN—= T2 F—TNVICTDHE, ZD
VIP RAA VEETTN—=0 TNA F—=T M N E£F, VIPX— 93 TlE, RAA
VHWOETNAALETTFENC L > TIN—=20 T EFENCT 208N H Y £3, VLAN 27
== TR E T IIANER & L CRET DG, WEEZITHDIE, D 77 EOVLAN
DI N—=2TTFTT (VIP FAAL VDO TRTOT A RNEET LD TIEH D FH
A) e

VTP 7V —= 7%, A X —T /WML TOLHEBRICADNC/RY £3, VIP S L—=2TR
FEDOVLANISD R T 7 4w 71, Th—= 7T OR8240 £8 A, VLAN1E L OVLAN
1002 ~ 1005 (XFIZ TN —=V TR T, ZTNHDVLANDLLD T 7 4 v 737 —=
VT TCEER A, JEEFPH VLAN (1005 ##8 % 5 VLANID) & 7 /L—=2 7 R T9,

VIP ETINA RRBZ YYD

VTP BEIT. THAARREZ Y I DT RTDALNANTR—TT, TN, ZAREZ v 7 BN VIP H—
N—FTNL T TA T bE—RIZ72>TWBERIF. AX v 7RO TXTDOT /A ZAD VTP

RIENFE IR0 ET, VIPE—RFRN F T AT LU FOBEAIL, AZ v 71X VIP I3
ALEHA,
c AKX TIZHBMULTZTNA AL, VIPBIORVLAN O a5 42T 75 4 7T F 34 A
MOHEE L F9,

s T RTDOVIP T v 7T — hd, AX v 7 2R CHREINET,

s AHy ITNDTNAZADVIP E— RNEHEIND L, TOAX v 7T NOEDMOT /34
2% VIPE— RELEH L, T8 AD VLAN 57— Z _X— 20— B R -nE1,

VIPR— g 0313, AZ L RTayFRALATHAZ 7 THLRERICLIITHEEL 425, &
A VFAZ Y INVIP T —E_XR—=2ADT T A< U P —N_"—THILEATTIIFN T, =D
WA, 77747 F AL ZAOMACT RLANT T4 <) H—_"—IDE L THEHINET,
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TOF AT TR AR B FEIEERA 7SR B L BT 77 4 775 AR
nET,

cBHEMAC T RLUABSEEZRE LW E, BILWT 77 4 7T 3 ARBREIND &
TIA Y —NR=L LTHLWT 7T 4 T MAC T RLANGTRENTZT A 74—
N=RA b —U%EELET,

e [HE MAC 7 RLUAREEIINLTWAEA, FILWT 77 4 773, ATHEIINLTND
A A—HOMFHE L £9., ZORMNIZLRIOT 77 4 7T /34 RAWAS > 7 IZHSIN
LARdE, iILWT 2T 4 TR ANT AT == Ao —U%ITLET,

VIP SR ERFDFESIR

ZZTIE, VIP REROEEFHIZOWTHA L ET,

VIP DEEEH
VTP % ET DHEIE. TAA AN RAAL VHNOMODT /NA AL VIP 7 KXY A X %5545
T&EHL912, TV IAR—bERETHVLENDY £7,
VIP X—V a1 BLO2 X774 _X— K VLAN 2 HR—FLEHA, VIPX—T 33
TIEF 74 _X—F VLAN ZHR— b LET, 774 3—hF VLAN 2RE LIZBE, T34 &
VTP TV AXRT L hE— RTRIFUIIRD ¥ AL, 7T 14—k VLAN RT3 AT
RESNTVWEHRE, VIPE—FEZ F T VAT LY FE—RIL 7 I T v hE— ROH—
N—F— RIZEF LRV TLIEEN,

VIP D& E

VTP fE#1EL VTP VLAN 7 — # X— X ZMRF SN E T, VIP T— KB GZRMTH L5545, VIP
RAAL HBLOE—REIT A RFTar 7 4 Fal—Tary Iy VIRFSNET, 2
DIERET NAARZ— R T v a7 4F¥alb—aly 77 A MURFET DT, copy
running-config startup-config ### EXEC =2~ > KZ A LE T, 7314 A%Vt b L7=HE
IZH, VIPE—FRZ h 7 AXRT Ly R ELTRIFT DI, Zoa~wy REERT L08R
HoET,

FNRAADAZ— R T v F a7 4¥al—ay 77 A NMIVIPIERERGFE LT, T34
AL HEENTLH L. T, ZDOFREITRD L HITEIREINE T,

CAF— R T T ar7 4 F¥al—va rBIXOVLAN 7— 4 X—ZANOD VTP £— R b
FUART LY R THY, VLANT —HR—RLAF— T v T ar7 Fal—a
V77 ANDNVTP RAAL AR —8T 58615, VLAN 7 —FZ X—2Ap3 Mg (7Y
TEN) AF— R Ty ar74Xal—ary 77 AANDOVIPEB LN VLAN RE
MEF SN ET, VLAN T —H R_R—ZAND VLAN T —F _X—Z J ¥ g U FFILFE
nNEEA,

AR —RNT TS ar7 4 X2l — 3 HNOVIPE— REFIZRAA 47 VLAN 57—
A= —F LA, VLANID 1 ~ 1005 D R A A >4, VIPE— K., BLO VTP
REIZIE VLAN 7 — & _— 2 ER N EH SN E T,
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B vrzzoroorsiqos

VIPEZEDT=HD FA A4

VIP ZH]D THET HEXIE, BT RAA L AEEDV Y THMLERHY T, £/=, VIP K
AALHNOTRTOTNA A%, R RAA A THEELRITIUIRY 8 A, VIPFT X
RT LY RE— ROF AL AT, MOF AL 2L VIP A vt —V 52 LERA, 25D
gy b —FCOWTIEVIP RAAL VA EZRETHLEITH Y 8 A,

\}

()  NVRAM 3 L ' DRAM OB A +312H 55 E1E, VIP RAAL VHNOTRTOT A A%
VIP % —/N"—F— RIZTHLERLY £,

FE T RNTOTF A ANVIP Y FA4 7 FE— RTEEL TWDHEAIE. VIP AL VEHREL
BRNWTLEEN, RALVEBRETDHE, FORAL LD VLAN BRELZLEETEX 20 F
T, VIP RAAL VHNDOD R EH1HBEDT N, A% VIPH— " —F— RIZRE L T Z &V,

VIP KA 2VD/INRT—F

VIP RAA L D/RAT— RERETEETH, LATIEIH D A, RAAL L NRAT—RFEH
ETDHAE, T_XTORAS T AL ATREASAY =R L, BERAAL CHAOTA
A AT LAY = FERETLLEN DY ETF, NAT— FORNT /A A ETiF R
U— RBARERa bu—F1d, VIPT RAX A X&HELET,

RAAL NI VIP NATU — RERET LS. VIPHRER L TEI LT NA AL, ELWWR
AT —REERALTHRELRWED, VIPT RRE A RXEZE LERA, REE. T35 AT
FI LAY = RBXORRAAS VA EERALIZRDO VIP 7 K2 A4 R eZE LET,

VIPBEREZ FFDBEF DRy U —ZIZH LWWT A A& BIMLTZ5E. ZOH LT /3 AT
WO RAT = RERELTHIOT, £DOar ha—J X RAAS A x2FELET,

A

bz

et

VIP RAA U RAT—=REZFRTELIZICHED Db BT, RAL VHNDOETSNA RTEBRA A
IRAYT — REE|N Y THRnolG8I10E, BE AL UBNEFIZEELEEA,

VIP/\—2a Y
FAF B VIP A= 3 Y RRET 2/ AE, ROTEEFHIHE- TS,

e VIP KA A VHNDTRTDTNA ZALE U RA S L EFEHTHIVERS D 308, T
THEIC VIP X—=V g VB FITTA20EITH Y FH A,

cVIP RX—= g L 2RGEDTNA A LETVIP A=V a V2 BT 4 B—T VIR EIINL T
D86, VIP N—2 3 V2 IGT S, Ald, VIP A= 3 U 1 #FITLTWDHT /A A
ERICVIP RAAL U TEECTEET (T 74/ TIEVIP A=V 3 2137 4 B—T b
272> TWET) |
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VIP/A\—2 3> .

e VIPR—U g U 1 HETLTWSEDD, VIP A= 9 U 2 IZKHETTREZR T 234 A3 VTP
N=Da 37 RNEAREZFETLHL, Z0aryba—Z 3 VIP A=Y a V2 ICHE)
MICBITLET,

sVIP X—T g U3 2FITLTWVAET NRAL ANRVIP A= g v 1 ZFEITLTNDT/NA X

[CHEft T D &L VIP A=V a U 1 DT /8 ZE VTP A=Y 3 210847 L, VIPA—V 5
VIDTFNAAL RE, AT KT LIN—D 5 DVTP Ny N HET 7295, VIP
N=T gV 2F AL AFHY DT —F =A% T v 77— hTEET,

VIP R—a v 3 287957 /3 AL, PE3E VLAN Z O3 N—Ta v 1 £720%
2T TEEH A,

[f— VIP RAA VDT RTDOTFNRA ANN—D 9 2 10T 2BHEERE, T34
AETCTVIP A=V g 2% F—T /I LBRNWTLEEW, 1 DODT/NNA ATNR—T g
DEAF—TINICTDHE, FALVHDOTRTONR—=D g 2 RHST /R, A TNR—V g
2MA F—T NN FT, N=U g VI HHOT A AN R AL NZEHEENTODLEA.
Foary ba—FFNN—= a2 RET N AL ORT VIP Il AR T EHA,

VIP A= a2 1 BLR2F A, X, VIP A= a3 037 AKX AL XA NaiEiET
RN, Xy NI Oy VIIRET A2 EEBEIO LET,

i HBRELIC TIBRF B X ONTICRF h—727 > U 7 3y U= REENTVWDHHEIT,
=22V 27 VLAN AA v F o 7Hiea ELBESE L2, VIP A=Y a2 F
TlFN—=Ta 3 5ARX—TNVICTHIRERNHVES, Fh—7 2V TBIXON—22
V7 Net ZFATTHEAIE. VIP R—Va 245257 4 v—7 LI LET,

VIP X—T g v 1 BXO2 Tk, $EiE#PH VLAN 2B+ 25 L 125314 2% VIP b T
VART LY M= RIZTAMLENRHY FI, VIPX—V 33T, 27947 bF—
RE 1T — " — F— R TOILEHP VLAN OfER AR —F LTWET,

VIPR=Va vV 3EED RN T 7 R—=FNVIP A=V a LV 2EEBNLDA v —V %%
ELIESE,. Z0EEIZ, VLANT —HARXR—RAEZ A 75— L2 L, TO/ED T 7
ETCVIP A=V a2 74—~y FEMHLTERFLET, VIP N—T 3 3 HEEIT,
RONZZED T 7 R—=FTVIP R—=T 328y b EZELRWVIRY . VIP N—
Tar2Z4—~<y hOXTy FEEELEEA,

VIP X—=Ta U 3EEN, D77 R—=FTVIP A=V g U2 EEEZRIE LS
By WTFDORAN=NE— T o7 ETHETEL L1, VIPR—=Va 2%y b2
FTRLVIP A=V 5 0328 FOEE bk L £,

e VIP RN— 5 3 3EEIZ, VIP A—Va v 2 $7201385— 3 0 1 OEBE S OFRE#
Iz ANEE A,

2ODVIP A=V a3 =g i3, VIPA—Var 1) —Va v E iigni—ya v
20—V ar T, FIUART LY N E— RCRITEETXET,

e VIP RX—T g LIRS 25 @E X, VIP X—V g U 3EE L OMAERIZTTE
A,
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ViP oEE |
B vrozes:z

VIP DEXTE 75 i&

ZZ T, VTP OFRTEIZHOW T L £97,

VIP E— FDKRTE
WKONT NN VIP B— RERETEET,

e VIP —_— F— K : VIP —_— F— R ClL, VLANOREZLEEL, *v hU—7
BRI S D N TEE T,

eVIP V7 F5A T NE—FRK:VIPZ 547> F EF—FRTiE, VLAN OBREXLETX T4
ho 7F3AT 2 NFRAL ZE, VIP RAA UND VTP H— 83— 8 VIP 7 v 75— MM
WMEZEL, TRV TREEZLEELE T,

*VIP h 7V AT LYV R E—R :VIP h 7 VAT L hE— RTiE, T34 AT VTP
DT 4= MR ET, T RTVIP 7 v 75— F&REEET. T 1 27
OZELIEVIP T v 7T —MIbRIGLERFA, 72720, VIP A=V g 2 #ETT 5
VIP kT VAT LY hE— ROT A AL, 5T 5D 7227 U7 T, %5 L7 VTP
T KRG A X Bt LET,

sVIPA 7 F— K : VIP A7 F— KiL, VIP T R2XZ A4 ANEEEEI N2 WEISME, VTP
SURANRT LY N E— RERL T,

RELIZ RAAL AL, BIBRTEERA, BIO RAL AT NA RAEFHOED S THLNHY

FHA,
FE
AU RFEEETIV 3 Y B
AT 71 |enable FHE EXEC £— RZ AW L £,
1 - NAT—=RE AN LET FERINS
) .
Device> enable
R 72 |configureterminal ra—)ary7 4 Xalb— gy
%l - T— REHBELET,
Device# configure terminal
R T 7 3| vtp domain domain-name VIPEH R AL LA ERELET, 1~
i - R TOAFEHATEET, A%
HTIZHD VIP —_"—F— NE721T
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VIP E— KDHE .

AU RFERETOVa Y

B8

Device (config) # vtp domain eng_group

T IAT v M= ROT A A, T
TRL RAA VAICHET DHERH D
3

Y= = NN ZDa~ o FiX
£ETY, VIP —" £— RN T{X KX
A VRBIBLET Y, TS AB VTP R
AA NN T U TR STV DA,

TNA AL RAA ND VTP H—r3—
Mo RAAL A ERIGLET,

D> VIP /T A —H 3% ET DHEINC,
VIP RAA VEFRETDHILENHY E
—g—O

w74 |vtpmode {client | server |transparent | |VTPE— R (7547 b, H—r3—,
off} {vlan | mst | unknownj} RTURART LY b, EREAT) OF
1 - INA ADFEIE,
s it v mod evlan : i HERE S AL TVZRWIGA T
evice (config)# vtp mode server VLAN?)_5/\\‘_X75§?§77]‘/1/ LT
7
emst: v LF A= T VY —
(MST) 7—#~X—2A,
s unknown : 7 — X X—R X A 71X
Z:E)q/c‘j—o
AT 75 | vtp password password (EE) VIP RAAL VHO/RAT— R
i - ERELET, AT — FICEATES
LT 8 ~ 64 LFTT, VIP /XA
Device (config) # vtp password mypassword U— REFRELZICHPDD BT, KA
A VNDET SA AR C/NA T — R
F B TR T2GEITIE, VIP R A
A UNIEFIZEEL 8 A,
AT w76 |end Kt EXEC &— FIZREY £,
1

Device (config) # end
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B vr—vavioszo—roms

ViP oEE |

ARV RFERETIVa Y

B8

ATy IT17

show vtp status
{5

Device# show vtp status

2R 72 [VTP Operating Mode] 35 KX OY
[VTP DomainName] 7 ¢ — /L K DR E %
B LE7,

ATvT8

copy running-config startup-config

1 -

Device# copy running-config
startup-config

UEE) A4 — T v ar7 44X
L—ay 77 A NMCBRERRELE
£
FNRALADFT L T 4 Fal—a
WRESN, AZ— b T v a7
Fal—ralry 7740 ab—Tx
DL, VIPE—FBIORAA U4
72T,

VIP/A— 3 3DINRAT— RDERTE

FRRA ATVIP A=V a0 3DNRRAT— RERETE£7,

FIE

ARV RFERFTIaY

=)

ATy T

enable
1 -

Device> enable

¥itE EXEC E— RE A LET,
NAT—READLES ERES-8

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBELET,

ATvT3

vtp version 3

1

Device (config) # vtp version 3

F XA ATVIP N—V 3 v 3 2HC
LET, 774/ MIVIP A=V 3 >
1 T,

ATvT4

vtp password password [hidden | secret]

1

Device (config) # vtp password mypassword

(EE) VIP FAA VHDOARAT — R
FERELET, SAU—RIZEATE S
SCFHET 8 ~ 64 LFET,
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ARV REEET7IVa Y B

hidden o (fT:7%) hidden : /S2 7 — R CFF
B AR X3 DR X — 3,
nvram:vlan.dat 7 7 A JVITARTF
ENEJ, VIP 914~ H—
N BELTTA I A —N"—%i&
ELELDETDHE, NAT— DR
ANZEERINET,

(=) secret : /SAU— K& E#
RELET, >—Z Ly hRRAT—
NIZIZ 16 T4 3283 0 5

b £7,
AT w75 |end FHE EXEC £— RIZRY £,
1 -
Device (config) # end
R T v 7 6| show vtp password VTP /XA T — RBGRE SN TND 9 E
Bl - 5 hE e LE T
Device# show vtp password
R 77 7 | copy running-config startup-config (ER) v 74FXa2lb—var 7y
Bl - A BRI LET

Device# copy running-config
startup-config

VIP/N\—23>3DT54<!) H—/\DEKFE
VIP =% VIP 77 A4~ =L LTRETDE, T4 7 A —"—EENRRB SN E

7,
FliE
aAvY RFEEEFT7II Y B#
AT w71 |vtpversion 3 FRAL ZATVIP N— 3 v 3 24
i - LET, 774/ MIVIP A=V g v
1 CY,
Device (config) # vtp version 3
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B vrr—sarorrz—onk

avYRFERET7IOI Y BRI
AT 72 |vtp primary [vlan | mst] [force] TR ADEEAT — at®h o Z Y
Bl - P—R— (FTHI L) DETTA=
P R—|ZEHT L, ZTOREE RAA

WZT RARE A XLET, T/ ADIRA
7 — R hidden |25 E SN TV B GE
X, NATU—=ROBANEERINE
KR

Device# vtp primary vlan force

o (fEE) vlan: 7 A 7 A —/ —t§HE
L LT VLAN 7 — & ~_— 2 Z 3841
LET, ZET 740 F T,

(EE) mst: 74 74— "—ne
LLTwNNTF AR TV Y —
(MST) 5 —#_R—2 & @R L E7

(&) force: Bid D% —D
BREN EEXINET, force A
TLIWGE, T4 7 A — " —p5E
ITHNCHER Z RO BIVE T,

VIP/\—2 3200 A4 +~—T)L{E
FIT I R TCVIP A=V a3 2B ONR—U g 03135 4 B—T 0o TET,

1 ODTNARAETVIPAA—=V g 2% A 3 —TMITDHE, VIP KA A NO VTP /3—
D a U 2ICHISARER TR TOF AL A TNRA—=U 3 V2B X —TIUZ 0 4, VIP
N—=aq 3% A4 F—TNZTHIZE, HET A ALTTFINCL > THRETIHILENDHY
i—a—o

cVIP X— g 1 BLR2 T, 2ONR—TVa U ERETEHLDIX, VIP —_—F—
REFIZ R TV ART LY FE— ROFAA AT T, T AN VTP AN—V 3 03
EEITL. DDOTAAANT FTAT v NE— FOBE . BEFOIEE VLAN REEZED 7 5
A NX— M VLANDM 2K, NAT— RPRFERRIZBRESIN TV RNEETHIIX, =V =
V2IEETEET,

A

FE [~ VTP AL VDT NA A LT, VIPX—V =31 & VTP
NR=T g V2IIMAERATEEHA, VIP KAAL VHDOTRTO
TNRAANVIP N—=V a2 R — L TWLEAZERE,
VIP "= 2 2 2 A F—TMZIE LN TL &0,

«TrTCRF BXO'TBRF h—27 U U J8RETIE, b—2 U 7 VLAN A A v F o JHERE
FELSEESEAEDIC, VIP A=V g 0 2 FIVIP A=V a0 3 24 32— LT
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THOVENDY ET, b=V TBLNb—=27 U7 Net AT 4 7 OHEEIL, VIP
N—=Ug 0 2%F 48— NI LET,

A

AR OVIP A=V a3 TR, 794~ b—REeB D FY P—
DOWITRRAALLHND 1 DDA LV AZ L RATIFETEET,

FIE
AU REEETIV 3 Y B8
A5 71 |enable F5HE EXEC E— READC L E T,
1 - NAT—REASNLET (EREN=H
/El\) o
Device> enable
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
5l - T REHIHLET,
Device# configure terminal
AT F3|vtpversion {1]2]3} FNRAL ZATVIP A=V a U EAZNCL
5l - £9, T7HNMEVIP A=V g ]
‘(“ﬂqo
Device (config) # vtp version 2
AFw 74| end ke EXEC £ — FIZED £,
1
Device (config) # end
AT 75 | show vtp status RESNIZVIP XR— a A 2—TF
%l - NTHDHI EERLET,
Device# show vtp status
A w 76 | copy running-config startup-config EE) av 74 X2l —vary 7y

1

Device# copy running-config
startup-config

ANVIEEERE LET,
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B vror—=rs0rx—T0t

VIP FJIL—=2 T DA —

1R BRI

VTP 7 )L—=7Z VTP b T AT L2 k B— R TCIIfkE
T, XY RT—ZJHNIZVIP F T AT LY hE—RDTFNNA AN A

7Lt

VTP D&%

S ARSL NI & RV (NGRS
BEITEEET D

GEIE. IROWT N OEEE FATT HLERH Y 77,
e Xy NT—I KD VTP FN—= T %A 712 LET,

*VIP h T U ART LY T NA ZADT » 7 A NY — Al

CHBTNNAAD T T BT,

T _RTCDOVLAN 7N —= 0 TR T DHZ LI L » T, VIP I V—=2 T %2 F7|C

Li‘é‘o

A B =T 2 A RIVTP I NV—=2 7 %3 ET HITIE, switchport trunk pruningvian 1 > % —
TxAAary7 4 Fal—varavry ReALET, VIPIL—=271F, A4 —T =
AANBNT R T HFTLTCODLDERI/EHLET, VLAN Y L—=" 7 OmtshEix, VTP

RAA L TVIP PN —=r TN A X —
M BLOA VH =T 2 A ARBIERN T X T H2FATL TN DNE I D

TEEY,

FIE

TIWTHDLINE DD,

BED VLAN DMEET D1 E 9
Wb 69, RE

AT RFERIEFTZII Y

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

INAT —
)
=

REANLET (ERahics

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

vtp pruning
{5

Device (config) # vtp pruning

VIPEF KA LTI NN—= T oA
F—7 N LET,

TN—=2 TV, T 74NN TIET 4
=T CREINTWET, VIPY—
N—=F—=FDIEDT A A LIZfR>T
TN—= Tl A F—T T D MER
HoET,

ATvT4

end

1 -

HrtE EXEC E— RICEY £,
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R— FEfLO VTP DERFE .

AU RFERETOVa Y

B8

Device (config) # end

ATvTh

show vtp status
1 -

Device# show vtp status

F7~ 72 [VTP Pruning Mode] 7 4 — /L
RORE LR L E T,

R— BRI VIP DEEE

VIP A= g 3 TiE, A— FMHENTVIPZA 3 —TNVEET 4 E—TNIZTEET, VIP
X, FT VT FE—FDOR—F ETEFARZ—TNCTEET, VIP T 7 4 v 7 DEEET-
WBREEF T ey 7 S, BEShEE A,

FIE
ARV FERET7IVa Y B
AT 71 |enable ¥EHE EXEC E— RZ2HIC LT,
1 - NAT—REANLET FEREIN=5
) .
Device> enable
R 72 |configureterminal Ta— ) ar7 4 ¥al—g
5l - T REMALET,
Device# configure terminal
AT 73 |interfaceinterface-id AVE—T oA AEHEEL, £ 25—
1l - Tz A a7 4Falb—g ) F—
K&BtG L ET,
Device (config) # interface
gigabitethernet0/1
ATy Ta|vip FRELIZAR—FD VTP A % —7LIC
15“ : ]\/i‘g_o
Device (config-if)# vtp
RTw 75 |end FiHE EXEC £— RIZED £,
1
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ViP oEE |
B vresxqo~ovipysc7 roEm

ARV RFERFTIVaY =)

Device (config) # end

R Fw 7 6 | showrunning-configinterfaceinterface-id | 78— F O F 2538 L £9,
1 -

Device# show running-config interface
gigabitethernet 1/0/1

AT 71 |show vtp status REEMERLET,
1

Device# show vtp status

VIP FAAL UADVIP Y 5472 FDEM

VTP R A A NGBNT BRICTF AL AL CVIP Ay 7 4 Fal—vary VeV VB4
RBLWY By T 25101E, ROFIAIZENE T,

1R BHHIIZ

VTP 7 7 A4 7 h% VTP KA A BT 2RI, 4T VIPa2 7 4FX¥al—var JE
VarFEEMMVIP AL VHNOMOT NRA ZAD a7 4Fal—vary VEVarFELY
INEWZ L ZHER L TLIEEV, VIP KA A VNDT A A XHEIC, VIP 27 4 X2 b —
varIEVarZBENEROT AL ADVLANZ Y 7 (X2 —v g a2 FHLES, VIP
N=T g 1 BLEO2THEE, VIP FALS VRO EY g VB FIVERERIED g B E%
FFOT A R %BIMTHE, VIPH— =B L OVTP KA A b XTO VLAN [EHTH
EENDHAENRDHY £4, VIP X~ 3 3 Tik, VLANEEAHESNDL Z L EH0 8
Ao

TNAALETVIP %27 4 2—7/MZ L, VIP RAAL VOO T A RACEBEHE 2D L
72 < VLAN 1§# 22 ¥4 % |21%, vtp modetransparent 7 12— 3L 227 4 X o L—3 g
avy REFEHALET,

Fg
AV RFERETO 3y B
RATwvF1 |enable it EXBEC E— REHZIZ L E T,
1 - NAT—REANLET (FERkahi-
5E) o
Device> enable

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 XalL—>3 > A K



| virosE
VIP K44 2~ VTP 254 7> toam [

aAv U RFERET7TIVaY B#)
RFwF2 |show vtp status VIPa 7 4 F¥al—ar Vs
Bl CEEET =y LET
FEBENODEHEIX, 7/ A% VTP R
Device# show vtp status )14’$/@:ﬂ§ﬂﬂl/§E7fo
FTmMN0 L KEWGEET, ROTIAE
WZREWE T,

s RAA U ZHEZHDOET,
AT 4 Falb—rarEYs
CEGEEZIHOET,

KD AT FITHEA T, T34 R
DA77 4 F¥al—var
TarEeE Uty FLET,

RFw 73 |configureterminal rTa— ) ar7 4 Xal—a
Bl - - REBBLET,

Device# configure terminal

RTw 74 |vtpdomain domain-name RAA B, AT v 7 1 TEREN
B - IR DAEINSH LWARNCEHE L E
TO

Device (config) # vtp domain domainl23

AFwv 75 |end ¥t EXEC £— RIZEY £, T35
B - ADVLANERDEH S, a7 +4
Fal—raryrJEeEYa EFBEENOIZ
Device (config)# end Uty hEnET,
AT w76 |showvtp status Ay 74 X2l —ar Vg g
B - BROICY Yy PENTND Z L &Rk
HBLET,

Device# show vtp status

ATFvT17 configure terminal rTa— ) a7 4 Xal—ay
Bl T REMBLET,

Device# configure terminal

Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 FXalL—> 3> A K .



B vroz=4

ViP oEE |

ARV FFEREETIVa Yy

S

ATvT8

vtp domain domain-name

1 :

Device (config) # vtp domain domain012

TNA ADTED RAAL & AN LFE
R

ATvT9

end

&1

Device (config) # end

¥iME EXEC E— RIZREV £7, 7354
AP VLAN [N EHFH S ET,

ATy 710

show vtp status
i -

Device# show vtp status

(EE) AL VAR AT T 1OH
DEFRILCTHY, 274 Fal—
varJEYVarEENnoTHhoHr Ll
R L ET,

VIPDE=#

ZIZTiH, VIPOREZETBLIONE=X ) 7 TA51-0IXEHTHa~ 2 RIZOWTHF L

i@—o

VTP OB EREH (RAA L4, BIEOVIPN—T 3 2. VLANE) 2F L4562 Lick-TC,
VIPZE=HX LET, T/ ATEZEENTT Y A4 XETH5REHEREFRRTHZ &

bTEET,

R2:VIPE=ZR O UK

avU kR

S0
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show vtp counters

EZIE SN2 VIP A v —VICH

show vtp devices [conflict]

RAALLNOFTRTOD VTP /3—3
TA=Y = EFAETDH VTP~
devices =~ FiZ., /34 AN b
TIIFERELE TR LEE A,

show vtp interface [interface-id]

TRTDOA B —T = A ZAFT-1%
TR ABIOREEFRLET

show vtp password

VIP SAT— RNBREIN TS

show vtp status

VIP 73 AREFHREFK T LE




| virosE
virozzsl [

VTP 05 5E 5

RIZ, VTP O EF %~ LET,

Bl: TINARETSAI)YS—NN—¢EELTEHET S
WIZ, NAT— RKPRERRELIT—7 Ly MCEREENTWAHEAIZ, VLANT — X _X— 2
DT TAS VY == (FT7F/E) LLTTAAS AERETDHDHEOHZRLET,

Device# vtp primary vlan
Enter VTP password: mypassword
This switch is becoming Primary server for vlan feature in the VTP domain

VTP Database Conf Switch ID Primary Server Revision System Name

VLANDB Yes 00d0.00b8.1400=00d0.00b8.1400 1 stp7

Do you want to continue (y/n) [n]? y

RDIEZE

VTP ZHE LD, ROHEHEZRETEET,
« VLAN
*VLAN 7 %7
« %7 VLAN

« 77 A ~— | VLAN

ZDMDSEZERH

ESPEREYS] IZaTFILEA R
COETHAT S o~ Rose4/kE e kv | Command Reference (Catalyst 9300 Series
7L DR, Switches)
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ViP oEE |
B vrowers

BEES I URFC
SHEMRFC| 21 ML
RFC Evolution of the Interfaces Group of MIB-II
1573
RFC Remote Network Monitoring Management
1757
RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

VTP D RERE FE

WDOFRIZ, ZOFY 2—/LTHTLHEEED Y UV —2AB L OEEEHREZ R LT,
IS OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEDOTXTOY U —RAT

fEHCTE £,
J1)y—=x BaE HEETEER
Cisco I0S XE Everest VLAN b7 %7 |[VIPIZ, LA V2D A vE—Y 7 hajb
16.5.1a Zu @ (VIP) | THY. Xy b7 —272fkizb7=- TVLAN
DI, HIFR, ARIOERZERTHZ L
12XV, VLANREDEASMAHEE L E9,
VTPIZ LV, VLAN4 OEHE. 3857 VLAN
A TORE, Bxa VT ENRE, &
FIERMEEZFIEEZ LR VERTED
RO FE R R/NRICIZ b NET,
Cisco IOS XE Gibraltar VTP show vtp show vtp password ==~ > RO JJiE, /XA
16.12.4 password =~ ¥ R | U — R3VRE STV AN E I EER L
JIDETE F
Cisco IOS XE Cupertino  |VLAN F T v F 7 | 2O, 2DV Y —ATEAINTZA—
17.7.1 7a fa)L (VIP) | 23— A Y £ 2 —/L C9400X-SUP-2 3 &
N _ _ ::—‘—»){j: -
show vtp p ord = Y C9400X-SUP-2XL IZFEEINFE LT,
<~ FHHADEE

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
MEHZ R CT& £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 726 7
7R ALET,
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VLAN D% E

« VLAN OH#EGEME (25 <X—)

* VLAN OffilfFmHE (25 <X—)

« VLAN [Z2W T (26 2—)

* VLAN O EHE (31 ~—)

s VLAN ODF=# 1 7 (39 =)
« WDIEZHE (40 ~—2)

« TOMDOBZEEE (41 X—)

* VLAN OREEERE (41 ~X—2)

VLAN DRIl

VLAN % ERFOFIHESRMN & BEFHARIR L ET,

« VLAN Z{ER T A8, VLAN RS %2 Fu b=z (VIP) #EHL TRy hU—7
DI —s3L78 VLAN REZHFFTHDE I DERETHLENH Y £97,

e TN ATEHD VLAN ZRE L, V—T 4 7 BG4I LWTFEDEHFEIL, Switch
Database Management (SDM) B&RE% Access 7> 7' L— MIKELET, ZHIZXY | &
KED2=F ¥ A FNMACT RLRAEZVR—=FTBELICTVATLY V—ANEKEINTE
‘a‘o

« VLAN 7 )L —IZ VLAN ZBIITT& 2 L 912 B2, VLAN X531 R THEEL T
HVENH Y F£7,

VLAN O Fl$95=18

KIZ, VLAN O#FEEZRLET,

¢ Per-VLAN Spanning-Tree (PVST) &— R %7213 Rapid PVST E— KD A/NR= 7V J —7F
7 kb (STP) AR — ho¥UL, T2 7 OBIZT 77 4 772 VLAN O & i)
T EAR— OB E R UTEIZESEE T,
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VLAN 0E |
- ETEESS

STPRIER—h=FrF 7 X 07 DT 75 4 TR VLAN+H KT 7 R— s D¥,
WOFPNZDNTEZ THET,

c AL TIZAMEDO T I HR—F (BT 7IZ100HDOT 77 4772 VLAN) &
SMEHDOT 7B AR— "B HBEES. ZDAA v F O STP HAER— h DT 40 X 100 +
8 =4,008 T9,

e AL FIZ8 DD T I HR— (KT TIZ200 DT 7T ¢ 772 VLAN) & 40
BOT 72 AR—RHDHE. ZDAA T O STP AR — DL 8 X 200 + 40
=1,640 T

STP {KAEA— h THAR— F SN TWAILIERMEIZHOWTIEL, 2L T 7E &V, Cisco
Catalyst 9300 ~' UV —X A A v F F—H L — |,

« TNNAAE, A=V Xy B R—=FMEEDVLAN 7 7 ¢ v 7 %{5)720L L CTIEEE802.1Q
N UxTEYR—NLET,

e AU H—T7xA AVLANIZIZT 7 4/ N TTTIZMAC 7 RLAREID ¥ THA TN E
T, £ Z—T7xAAVLAN ® MAC 7 KL 2%, mac-address =~ > RZ&{#ifl LT L&
XTEXET, ZOa<wr R, LAV3DA P hENT Ny hANE LT HH—
DSVIE72IN—F R — F TRESNTWDLEE, 754 A LOMOT X TOSVI£721%
—F v KR—Ft, MACT KL RADEFID4>O8 AL~ b (4MSB) THRET B4
ERHY ET, 7oL 2iE. SVID MAC 7 R L A% xxxx.yyyy.zzzz \ZiX E T H %6, o
T _XTOSVID MAC 7 R AT xxxx.yyyy CHHED K IICHRELET, LA Y3 DA
Y I ATy BMERENRWES, ZORIRITEH S VEEA,

N

(6=3) ZHE, TRTOLA VIR —b, SV, BLWL—F v RKR—
M SN E9, 2T GigabitEthernet0/0 78— 21X A S h
FHA,

e AU H =T A ADFPFNNR FrEND L, VLANA VX —T7 = A ADORERRE T ITR—
FF v XN TORTIMENDLY T, £H LN E, Ao X —T oA AN—HFEIELE
K

s PG T NA AD MAC 7 RLARZEE SN TV ROMHIBRIN TR Y, HEOR— 2B
K ED VLAN L v BV 7T ENTWAEEE, T3 A T2{E 7= traceroute TRITx L
THEED ICMP LB R HEE SN ET,

VLAN [CD T

Z ZTlE. VLAN (ZBEHT 2 EMICHOWTHB L £,
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| viaN oz

wEryr7—2 ||

wmERAY FTJ—

Vumﬁ:a~f@%ﬁ%ﬁﬁ% CEMRARL . HERE. eVl N F—A, FRET T r—
Va s ETREMICOBISNTEAAL v TF R Xy NU—27T9, VLAN (L, B LAN &[T
Eﬁ%#mfﬁsziﬁﬂ\FHJANtﬁf/%L%ﬁm IHEISN TRV K R

T—varb I N—bTEET, EOLIRTNAAR—FTH VLANIZETHZ &N T
E, 2= A, TE—FXFx A b, wATFFX ROy NI, FDO VLANNO=T
RAT =y a Pk E I 77 v T o o7 anEzd, £ VLANIZ 1 DOfREHR Y hU—
7 ERIREI, VLANIZJB S RWAT — 3 5D/ 7y ME, v—ZF I 7 +— A"y 7
TV oV T EYR—=bTET A, AeRE L Uk LR TSR FA, AAf v F RAZ
27 TlE., VLANIZAZ v 7 BIRIZE TR HEEOR— MIRETE LT, VLANITZZEAZN
MNE LBl y hU—27 L RARASNDHDT, VLAN ZEMADT Y v PEHFRN— A

(MIB) @03 H0, A= 7Y ) —OMEHOFEEE Y R— N TEF7,

REMICERSN-RY FT—2 £ LTO VAN

Engineering Markating Accounting
WLAM VLAN WLAM
e Y v \ / \ e \\
' f I
L [

||I | | Floora

Gigabit | II .| | |
Ethernst ﬁ | | - |
m 2= ; |
. || Floor 2

'.N I a il f.'

\ fi‘jikf H;;LJ

- \-;l/ B,/ |\ =

VLAN (Hil% ., IP V7 3y hT—2 It onEd, & 21X, FEDIPH 7 R M
BENDHTU R ZTF—2 3 VI T TR VLANICBLES, A A LA v Z—T =4
Z D VLAN A 83— 7T, 4V& Tz A AT LICFEITEHOYTES, ZOHETT
INAAAL B —T 2 A A% VLAN IZEID Y TRGE, e v F—T oA AR—R (F=
ix&74/ﬁ)WANf/A~y/7&@Ui¢o

R

VLAND NF 7 4 v 713, =T 4 v TTHULERNHY £,

FONA AE, T AR v Z—T =4 A (SVD) ZEHALT, VLANRBIThrI 74 v 7 &
N—F 4 7 TExFET, VLANEIC AT 7 4 v 7 B V—TF 4 7T 510, SVI ZBRAGICER
ELTIPT RLAZEID Y CHVLENHY £9,
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B s+ rxnzvan

VAN DEEE |

HR— kEh 5 VLAN

VLAN K—

TFNRAAE, VIP 2 FA T b, b=~ BIRF T VAT L hDOKET— KT VLAN
ZYHAR—FLTWET, VLANIE, 1~4094 OF 5T LEd, VLAN1IZT 7 4/ ks VLAN
T, VAT APIHEHRICERR SN E T,

Wﬁ%%@VMN%TA%X CHRETEXET, 7L, TNTOVLAN ZRRCT 75 7
IZTELDITTIEDY FHA,

MSTP E— R TlX, EEDOE T 1000 DT 75 4 7 VLAN ZRETZ£7,
VLANID 1002 ~10051%. h—2 2V ZBIONT 7 A4 BT —H 4 H— 7I41(Hmn

VLAN T4, 1002 ~ 1005 Zf&< T _XTO VLAN N2 —HF —FED - DI TXx £1,

VIPR—V a1, X"—=Var2 BLONR—=Ta323D32OVIPAA—VarNbhET,
FTXTO VTP N— 3 VU MEAER X OEE#EF VLAN Offi 5 2 7R — h LE T3, VIP /N—
Va3 DIENT A AMEREYLRHEIP] VLAN i E A F24 7 U E 3, JRaEHIPH VLAN 23 VTP
W= a1 BLO2 TERINTZHE,. REFRIBESNEEAL, TM A EOr—F 1L
VIP 7 —4XR—2x > N EHF SN EHAN, JREFFH VLAN R EHRSAER S v, E1T
Ay 74 Xal—ary Ty A NMVMRESNET,

Kk AN—wTE—FR

VLANICATET AA—ME, AvN—v o7 ET—RFE2EDYTHILTHRELET, A /3—
Uy ET—RE, SR IBPGEETEXAS N T 74 v 7 OfEHE. BXUOPETE % VLAN O3
FIRELET,

AR— LR VLANICFTRT 2 L. 773 A VLAN BT, R— MIHIET 57 FL A z28E
LTHEHELET,

RIKR—FDAVNR—2 9T E—FEZFDOHEHN

AUN—yTE—F VLAN A 2/\—2y TO4ME | VIP D44

ART AT TR AT 47 T I7RBAR—F|VIPIIXLAETIIH D FHA,

X, FEICEID Y TH, 12| VIPIZYZ v —VIERE
D VLAN 72 ICFTg LET, |[fSERVWE 1T 256

¥, VIPE— F% F T A
Ty hE—RIIRELE

9, VTP IZMAT BHiZiE, Bl
DT INA AETNEIT A AR
AP/ & el N e
BINTWBT NS RET
TINA ARL 7 B2 7<
EH 125D T 7R — R

L[Z‘%:wc‘ﬁ‘o
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| viaN oz

VIANZ > T s Fab—var 7740 ||

ANn—ywTE—FK

VLAN A 3—w T4

VTP 04514

k> 7 (IEEE 802.1Q)
+ IEEE 802.1Q : U= HD
cT RS h TR
FHATT,

TITHIVET, b T T A=
M IFIEIRFEP VLAN % & ¢
~RTD VLAN D A R TT,
Tl L, A=y TIEEFF

VTP ZH#E5E L 928, MZHT
EH Y FHA, VIPIZ, X
U —27 2KIZHTZ> T

VLAN O3B0, HIBR, 4R1TZE

Al VLAN U 2 M &2 E LTl | B2 E BT 52 212k,

[RCxxd, £72. 7/b—= |VLAN X E DAV 2 HERF L
VUMY A NEEE LT, | £9, VIPIZNTZ 2V s
VA NMIEELIE N Z 7 LU TOT SA R L

AN—HKFEDVLAN~D7Z > |VLAN 27 4 X 2L —7
FUALT "I T4y TR | v A=V WL £,
THIELTEET,

%75 VLAN 7% VLAN AR— ~ &, CiscolP | VTP [ ZAZETY, VTP 1TFH
Phone {285t L. EEAGHICEH S | VLAN (2% L CTHEZ) T,

NTZT A ANLDER T
7 4w 712120 VLAN %,
F—H NTT 4 7ITHD
VLAN Zffi 4% & 9 IZE%E
ENET7EAR— T,

VIGAND>J4Fal—3r 7741

VLANID 1 ~ 1005 @R E L vlandat 7 7/ /b (VLAN T—HFX—2R) [ZEZ&EAEhFE T, =
DRRE & FR1T 5HIIE, show vlan #i#E EXEC 2~ R&Z AN LE4, vlandat 7 7 A ML~
Tova AEVIEMENET, VIPE—RRF T AT L2 k= ROHA, TA5HD
REBTNAADFATaLr 7 4 ¥ alb—rvay 7y A VIRFESILET,

FRAARARZ 7Tl AZ v 7 ERFE—O vlandat 7 7 AV EFEfTar 7 4 Fal—i g
VEEHLET, —HOTF AL AT, vlandat 7 ANDBT I T 4 TTFNRAL ADT T v a
AEVIBRFESNET,

EBIT, AV H =T AT T4 Fa2l—aryT—FREHEALT, F—FDANRR—T
7 E— ROEFK., VLAN IZXHT AR — FOBEMB X OHIREZITWET, Zhboa~vy Ro
FITRERIL, FTar 74X a2b—va 77 AMIEZRAENET, ZOT7 7 A NVERRT
%121, show running-config ##4# EXEC =~ > K& AL £,

VLAN B X OV VTP 3 (JLoE#EPH VLAN BREF#HR 2 &) 2AX— T v 7 a7 X
L—3ar 77 AMURFEL T, T, AZHEETE & TS ZAOREITRD X 5 IR
SNFET,

CAA— KT T a7 4 X2l —a VBELOWVLAN 7 — X _X—ZNO VTP £— 8 k
FGUANT L FTC, VLANT —AR—R L 2F— T w7 a7 4 ¥al—ar 7y
AND VTP RAAL AR T H5E1E, VLAN 7 — 2 _X—2ANEH I (Z VT &

) . AF— R Ty Far74Xal—ar 77 AAND VTP I LN VLAN 3% EDME
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VLAN 0E |
B =zaEvansesozass

HAENET, VLANT—F_X—ZANODO VLAN T —Z _X—2X J vV g VB ILEFINE
A,

ABZ—K T v a7 4 Fal—a rHNOVIPE— REZIZRAA 475 VLAN 5 —
HR—2 L —F LW ES. VLANID1 ~ 1005 D KA A 4%, VIPE— K, BLOVTP
FIEITIT VLAN 7 — Z _R— 2 EFRMEH SN E T,

VIP X—T g 1 BX2 T, VIPE— FRV—RTH D54, VLANID 1 ~ 1005 O
RA A 4 & VLAN & E T VLAN 5 — & R— 2 {ERAFEH SN ET, VIPX—T 3 3
IZ. VLAN 1006 ~ 4094 &, ¥R — k LE9,

\}

CE) AAvTFoREXVEY FTARNC, writerasez~ > REERA LT, ST 7 4 Xal—
Tary 7y A)E—iZvlandat 7 7 A VEHIBR L TLZEEN, 2k, Uty MR
AvINELSHEHLET,

EAEERH VLAN SR ERFD TR EIE
FEHEEL P VLAN (%, ID 28 1 ~ 1005 ® VLAN T,

T b U =27 WTEEHERDH VLAN Z B E 72 I3A T 5561203, ROERFHICHE- TS
fiél/\o

o« FEHERSH VLAN 1. 1~ 1001 OF 5 Tiknl Lx4, VLAN %5 1002 ~ 1005 (X, +—7
> 7B EOFDDI VLAN B 9,

VLAN 1 ~ 1005 ® VLAN iREIX. %12 VLAN F— X RXR— 2 [T MEN £, VIPE—FK

MWETUART Lo b= RORE, VIP L VLANDRE LT /3 ADFATA LT  Fa
L—vay 77 A MIRFESNET,

FONA AN VIP B —_R—F— REZIVIP F T AT L2 b E— FOEAIL. VLAN
T —=H _—ZND VLAN 2 ~ 1001 OFFEEBM, ZF, 238k c&E$£d, (VLAN
ID 1 35 LTV 1002 ~ 1005 1 B EMfERR S 41, HIRTE EHA) |

VLAN Z1ERd AHiIC, T35 2% VIP —_"—F— RE7/ZVIP h T 27 L bk
FT— RIZTEHIMERH D 9, T/, AN VTP B —_"—ThH DAL, VIP KA A
FERTAHLENDD T, VIP RASL UV EZERLARNE, VIPITHEREL I A,

TN, AL, b=V T EIEFDDIAT 4 T &YV AR — ks LER A, 7731 Z{LFDDI,
FDDI-Net, TrCRF, F£72IX TrBRF F 7 7 « v 7 Z#k L A2, VIP 4 LT VLAN
BREELELET,

BEMDANR= T ) — A VARV ANT N, ATHR— P ENTHET (RHriEH
{2 DWW T,  [Cisco Catalyst 9300 Series Switches Data Sheet] &) . T /34 ADT 7
F 4 TR VLANEN, BR— RSN TNERNR= T VY — L VAR 2L D S0
ATH, A= 7YY —FHR— FENTWEED VLAN TOAEMTRY, DD
VLAN TiI A= 7Y U — [ 3shic /a0 £9,
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| viaN oz
smagsE VAN 2eroxEsE [

TA%Xi@ﬁ%T%&XA IV = A AR AT RTEVE ST LE -T2
IZ. VTP RAA U OHIZEHIZHID VLAN BT 5 &, £OT A A EIZAR= T
yU~ﬁ%@LﬁwWANﬁ$ﬁéﬂifo%@?N%xmh?yﬂﬁ N ETTF 7
JVERDFFAIY A N (TXTO VLAN 25775 U A B) DRESNTWDHE, TTOH
N7 7R —=HFEZH LW VLAN RED B THNRET, Fy NT—7 AR Uil koT
IZ. HTLWVLAN EC, UIrEnR2 Vv —7RNERENL ZENH Y £, Frio., B
DEET NSA ZATANRZ U TV Y — AV RAB AT R THEHALTLE > TWAEAIZIT
HEENLETT, AR IV VAV AX L ADEN B CTEENRZLTZT A 2D b
FGUIHE— NI ARERETHZEICED, ZOX S RuEEI< I ENTEE
7T

FRA A ED VLAN DN R —FENTWBERR= T ) — [V RAE L ADERRE
BHRZ DA, T3 A BIZIEEE802.1s Multiple STP (MSTP) %% L C. #%® VLAN
EH—DANR=Z L IV — f VAR ALYy T T R HEIR L E T,

YLeREIE VLAN X ERF DT 2 HIE
JEAEHEPH VLAN (. ID 2% 1006 ~ 4094 ® VLAN T,
PLARHEIPH VLAN ZER T % & TR DIEBEFHITHE-> T ZS VY,
« JERRHPH O VLANID (X, T /34 AN VTP X— 3 > 3 2 F(T L TR WEETT VLAN
TR RAFSNT . VIP TRk S EH A,
o P— =2 JEREEIP YRR EIP VLAN 2 500 Z L IXTE A,

s VIP X"—T a1 FHEF2 TR, Fe— a7 4 Fa2b—2 g F— KT, VIP
ET—FRE R T UVART LY MIRETEET, VIP 7 U AT LY hE— R TT /A R
DIRENT 5 L 912, 2 pE%X&—b?yfny74¥;v~yaym@@¢5zgﬁ
bVET, ZOLIITLBRNE, TNAARE VY MLIZY WEMIVLANE)’%TE
DERDLIVET, W?A~ya/3T#%%lvum%¢&¢é A%, VIP "=V 3
1 FF 2L TEERA,

CAAVTFAF I TR, RAE v I EERNRE—OFETaL T 4 Fa b —a M REENT
WpHary74Xalb—varyEFEHLTEY, JEEHEFE VLAN [FHRITA ¥ v 7 £k T4t
HFEhxd,

S =
VLAN D& TE A%
Z 2 CIE, AEVERIPH VLAN J5 KX OMEGREHIPH VLAN O EIC OV TRl L E 7,

12X & VLAN DERE A i

VLAN 7 — & _— A5 LVMEHER ] VLAN 21/E L7=V . VLAN 57— % X— ANDOEEFED
VLAN ZEHE L7z T 256, RORTA—HEHRETEET,
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VIAN % |
B o= rvanormErzE

* VLAN ID
* VLAN 4
* VLAN % 1 7
i
* Fiber Distributed Data Interface [FDDI]
*FDDI *v NU—2 =27 47 4 #A FJL[NET]
* TrBRF %7213 TrCRF
s b=V

e h—27 2V 7 Net

* VLAN 27—k (777 4 7 E721ZHH)

* Security Association Identifier (SAID)

« TrBRF VLAN O 7'V v ik hi%& 5

« FDDI 5 X (Y TrCRF VLAN D U > /' & =

« TrCRF VLAN ®#1 VLAN %5

« TTCRF VLAN D A/X=> 7Y J— 71 ha)L (STP) #A 7

« 5 VLAN Z A T35 8]0 VLAN Z A FIZE#T 5 & 21T 5 VLAN &5

vilandat 7 7 A V& FEITHIBR L L 5 & §5 &, VLAN 77— & _— R (ARG DA T 5 Al e
NHOFET, VLANREEZELTTHHE1F. ZOHOFIRIZHES T EE0,

A4 —H %y kVLAN DERFE-IZIZERE

Before you begin

VIP R—2 g3 v 1 BER2 TFARNALANVIP b T AT L FE— ROBAIL. 1006 %3
25 VLANID 80 ¥ THZ ENTEXETN, £i1H6% VLAN T — X RX—RA BN TE £H
/L/o

THRARE, A=Y Ry b A F =T 2 2T 2P K=K LTWET, FDDIBL U h—2
YUV VLANIE, B— A TIEFR—FENR20NDT, FDDIBI N =27 D v T AT 4
T EE OREIX., DT A RTKT D VIP 72— LT RARE AL RICOBRBRELET,

CDTNRAAF =T ) U TERE Y R—F L TWERTAUN, =2 U T EERE{To T
WBVE—=FT NS 2%, VR—FHRT AN ZADIED 1 ENLEHTEET, VIP X—
Cal2BBEH L TCNDET AL AL, RO =27 U 7 VLAN ICET B 1FRE T RAZ A
ALET,

« h—2 >V 7 TrBRF VLAN
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| AN D%
14—y r AN oRErEEE ]

e« h—2 21U 7 TrCRF VLAN

Procedure
Command or Action Purpose
R T w 71 |configureterminal Ja—\)ary 7 4X¥al—3g v
Example: E—RFEBRBLET,
Device# configure terminal
AT w72 |vlanvian-id VLANID #AJJ LT, VLAN 22> 7 ¢
Example: Xalb—raryE®—FahMBLET,
FH D VLANID % A7) LT VLAN % {E
Device (config) # vlan 20 A0y, £21EBEED VLANID 2 A
FILTZED VLAN #ZAF L £,
Note ZOavy RTRHRETED
VLAN ID %3 1 ~ 4094
<,
A5 7 3 |namevian-name (fEE) VLAN O4hia= A LET,
74/ hE LT, VLAN E WO FEDHES
Device (config-vlan) # name test20 L:S‘aﬁ)z = %é\&)fc vian-id 1[575%#7][] =

NnNFET, =L 21X, VLANADT 7 4 )b
k@ VLAN 4 1% VLANO0004 1272 V) £
b@‘o

WOBMVLAN 27 4 F 2L — g
vawr R ATy a UBMEHAEET
e
care: Z @ VLAN @ All-Route
Explorer (ARE) 78w 7D K%
WELET,

backupcrf : VLAN O/ 7 7 w7

avky hL—4% U L—fE
(CRF) E— R&A 3x—7)VET1T

Fa4—T7nICLET,

bridge : FDDI-Net £721% h—7 >
Vo7 %y b ZATDVLANIZT
Vo VBEOMEEZRTELET,

eexit : BEAWHL, VEVa &
BEMEASLT, BTLET,
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VLAN D&%

Command or Action

Purpose

emedia: VLAND AT 4 7 A Tk
HELET,

no: 2~y RELIET 74V &
HLET,

parent : FDDI ®# VLAN ° h— 7
VT XA T D VLANIZID @
fEEFRELET,

remote-span : U &— h SPANVLAN
ERELET,

ring: FDDI £ 721X h—27 2 U oo
B A7 DVLANIZV > 7&K Sl %
BELET,

said : IEEE 802.10 SAID D1 % 5% &
LT,

shutdown : VLAN A A v F o 7 %
Yy hETULET,

state : M FD VLAN 25— + %
FEIThEAIELETICRELE T,

este: VLAN DA RR= 7Y 1) —
7 27— (STE) DRy 7D
KEEFRELET,

e stp : VLAN D A/x=
PERELET,

) —

ATvT4

media { ethernet | fd-net | fddi | tokenring
| trn-net }

Example:

Device (config-vlan) # media ethernet

VLAND AT 4 T 2 A THRELET,
g RAT a3k B T,

sethernet : VLAND AT 4 7 A7
A —T 3y MIRELET,
efd-net : VLAND AT 47 A T %
FDDI-net {Z#%E L £9,

ofddi : VLAN DAFT 4T ¥ A T %
FDDI IZFXEL E T,

«tokenring : VLAN X5 4 7 XA 7
Eh—7 VU TICRELET,
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vian sz [l

Command or Action Purpose

etrn-net : VLAN X5 47 Z A 7%
=2 U7 Xy MIEELE

7,
AFw 75 |end ¥iHE EXEC £ — RICREDY £,
Example:
Device (config) # end
AFw 76 |end ¥i#E EXEC £— RIZREY £,

Example:

Device (config) # end

w77 |showvlan { namevian-name|id vian-id} | A 32 #e3R L £ 9,
Example:
Device# show vlan name test20

or
Device# show vlan id 20

VLAN O HIIBx

VTP % —/3F— RDT /A A5 VLAN ZHIFRT B &, VIP RAAL VO TXTOT /A A
D VLAN 57— X RXR—2Z0 5, O VLAN NI SN ET, VIP hT7 VAT L hE— KD
TXA A5 VLAN ZHIBR L7256, ZOFREDT /34 A EIZIRY VLAN BHIBRESNE T,

A4 —# %> N VLAN1 BLOFDDI, £/ h—2 >V 7 VLAN 1002 ~ 1005 D, AF 47T
2 A THDT 7 4/~ VLAN ITHIETE £H A,

A

Caution VAN ZHIfR+ 5L, 2D VLAN IZE D Y THNTWETRTOR— bNET 75 4 71T
DSETO INHOR— I, HTLWVLANIZEI D B THNBET, TAOVLANKE GET7 77 4
T) Xt o ETT,

Procedure
Command or Action Purpose

AT w7 1|enable Fite EXEC E— FEAMZLE T,
Example: RAT— REAHLET @RS
Device> enable )
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VLAN 0E |

Command or Action

Purpose

ATvT2

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

no vlan vian-id

Example:

Device (config)# no vlan 4

VLANID # AJ7LT. VLAN #HIE:L
F9,

ATvT4

end

Example:

Device (config) # end

HikE EXEC E— RIZRY £,

ATvTh

show vlan brief

Example:

Device# show vlan brief

VLAN MRS 7o Z L 28 L £,

ATvT6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
AR EERTF LET,

VLIANNDRRT 499 TORBRAR—FDEIYHT

VIP 25 42— Nz T5Z L2k >T (VIP F5 AT LY F F—R)
HEFBHRE 70— U afk S8,

ZENTEET,
FELRWVLANIIC A VX —T =24 ZA&EIN B TH L, HLW VLAN 2MER S E T

Procedure

. VTP (Z VLAN

ART 4w TR AR—=FE2 VLAN(ZEI W ETH

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥t EXEC =— RZHI L ET,
NAT—REZANLET EREN-5

/E[\) o
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VIAN~ADREF 1 v 7o+ K—rogiysT [

Command or Action Purpose
R 72 | configureterminal rsa—r )L a7 4 ¥z lb—3a
Example: E—RNEBBLET,

Device# configure terminal

AT v 73| interfaceinterface-id VLANIZEIIT 54 v 2 —T = A A% A
Example: AL ET
Device (config) # interface
gigabitethernet2/0/1

25w 7 4 | switchport mode access Feb (LAY 277 EAFE—F) O
Example: VLAN A=y 7 E— FaE#RL

ij‘o

Device (config-if) # switchport mode
access

AT 75 | switchport access vian vian-id VLANIZAR— hEEID 4CEJ, fRET
Example: % E) VLANID @%ﬁ%i 1~ 4094 "Gﬁ—o
Device (config-if)# switchport access
vlan 2

RTw76|end ¥HE EXEC & — FIZRY £7,
Example:

Device (config-if)# end

R 7 7 | showrunning-configinterfaceinterface-id| (> % —7 = f AOVLAN A L/ 3—3
Example: 7 E— NEERLET,

Device# show running-config interface
gigabitethernet2/0/1

R T 7 8 |show interfacesinterface-id switchport | %/ & 172 [Administrative Mode] 7 4 —
Example: b RE KT [Access Mode VLAN] 7 4 —
NV ROREZ MR LET

Device# show interfaces
gigabitethernet2/0/1 switchport

R w 779 | copy running-config startup-config (B 27 4FXa2l—>ay 77
Example: A WITRE ZRfr LE T
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B szamvan ozEss

Command or Action Purpose

Device# copy running-config
startup-config

YRR EGEE VLAN DE%E /A

P— R g | TPEREE VLAN 21752 L2k, A1 v 7 TR N7 F v &L
LT, ZHOBEICHETE £7, JREFE VLANID X, VLANID 23FFrf &L TV 5%
switchport 2~ > R CEATE 7,

VTP N— 3 > 1 £7203 2 TOYLIEHFA VLAN OF%EIL VLAN 7 —Z RX— 2 [T S E 8
o T2TZ2L, VIPE— KRB R T UART LU N THDLIZD, T ADFELTa 7 4 F a2 b—
ary Iy AN ET, £, REEZAY— T v arJ 4 Xal—ar Iy
ATNRAFTEET, VIP N— 3 & 3 TIERL S U7 PRaR&EIPH VLAN X, VLAN 7 — & ~X—
AR FSIVET,

YERR&LFH VLAN (ZOWTIE MTU 4 X, 75 A4 ~_X— k VLAN, B XY £— I SPAN & /T A
T—hFULWEETEERA, BOOTXTORIZT 7 4L MIREEO EETRITNIERY £8

/Vo
i 5k 05 VLAN D 1E Rk
Procedure
Command or Action Purpose
RT w71 |enable ¥ EXEC £— FE2 AR LET,
Example: RAT—REANLET (BRSNS
) .
Device> enable
R 5w 72 |configureterminal sa—\)aryz 4 Fal—ra v
Example: ET— REBBLET,
Device# configure terminal
AT 73 |vlan vian-id JEBR#IPH VLAN ID 2 A/ LT, VLAN
Example: Oy 7 4 FXalb— gy ET— REflh
LET, fEETE 2%FHIT 1006 ~ 4094
Device (config)# wvlan 2000 7?7f0
Device (config-vlan) #
AT 7 4 |remote-span (&) RSPAN VLAN & L T VLAN %
Examp'e: %&hﬁg Liﬂ"o
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Command or Action Purpose

Device (config-vlan) # remote-span

AT w75 |exit a7 4FXalb—TaryE—RIED
Example: £7.

Device (config-vlan) # exit
Device (config) #

A7y 76 |end ke EXEC £— RIZRE Y £7,
Example:

Device (config) # end

AT v 77 |showvlanid vian-id VLAN DMERR SN2 2 L 2R L £,
Example:

Device# show vlan id 2000

2w 7 8 | copy running-config startup-config ULE) 27 4F¥al—vay 77
Example: A NWICTREZRAF L E T

Device# copy running-config
startup-config

VLANDE=AR1)2Y

RAHEXECRRITUF

avw Uk =L:g]

show interfaces| vlan vian-id] | &84 2 FIZBRESINTETRTOAL v X —T = A AL 13T
® VLAN OfitEx R R LET,
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VLAN 0E |

avy kR

Sl

show vlan [ access-map name
| brief | dotlq { tag native } |
filter [ access-map | vlan ]|
group [ group-name name | |
id vian-id | ifindex | mtu | name
name | private-vlan
remote-span | summary |

TNA A EOTRTO VLAN £ 72135 ED VLAN DT A —
BhRFRLET, ROa~vw R 37T g UMEMATRETY,

saccessmap : VLAN 77 B A~ v 7 HFRLE T,
s brief : VTP VLAN O A7 — X A E 2 FR L £,
e dotlq : dotlq N T A—F HFKRLET,

« filter : VLAN 7 4 V2 AR R LET,

s group : VLAN 7' )V — 7% 7' )L— 74 & fif [l Al e 7e Bt v
A®D VLAN & —fflZ KR LET,

«id : FRBIFEFHNC VIP VLAN A7 — X 2R LET,
« ifindex : SNMP iflndex # /R L7,

emtu : VLAN MTU f§# A&~ L £7,

* name : i€ SL7-4 1D VTP VLAN fE#i & For L £,
e private-vlan : 77 A X— K VLAN [z &R~ L £,

s remote-span : U “E— ~ SPAN VLAN # &£/ R L E7,

e summary : VLAN [ ROZEN 2R R L ET,

GE) T3 AD CLIIZFRK/RS LD privatevlan =< > K
FTa FT AR N ENEREA,

RODEx

VLAN ZZE L6, WOBEBEZRETEET,
*VLAN hF %7 7ua k=a (VIP)

* VLAN kT 7
« 774 ~— | VLAN

« %7 VLAN

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 XalL—>3 > A K



| viaN oz
zomwnszay |

ZTDMDSEER

EpER=
BEEIEE TZaTFILEA I

ZOETHEAT S v ROSESHESCE IOt | Command Reference (Catalyst 9300 Series
fili 515 DFERT, Switches)

BEES X URFC

ZAERFC| 21 L

RFC Evolution of the Interfaces Group of MIB-II
1573

RFC Remote Network Monitoring Management
1757

RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

VLAN O RERE FE

WOFRIZ, ZOFY 2— /LT T2HEDOY UV —AB LOEEEHREZ R LET,
TN OREEIX, FRICHIRES N TWRWRY  EASINTY U —RLBEOTXTOY U —RAT

fEACTxET,

Jiy—=x HEBE BERETEHR

Cisco I0S XE Everest VLAN VLAN [, 22— OB & I Bk
16.5.1a <. MgGE., mP s N F—L, FRIET

TV r— 3 e TR El S iz
AA v F K Fxv b7 —2 T, VLAN i,
WIELLAN &R gt XTI T ET
P, [f CLANE 7' A > MW BRI il fE S
nTnipnsy KR 25—y gy 7 —7

fkcxEd,
Cisco IOS XE Gibraltar ANR= T Y —A | 2OV U —ALIE, PVST+ F 7213 Rapid
16.11.1 VAB L ADEOH |PVST+E— FTlE, T3 ZF 7213734
MOPHR— K, ARHL s T ITIK 256 DANR= 7)) —

AARZ LAY R— N LET,
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B vwnorereE

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ E£J, Cisco Feature Navigator |27 7 & A3 5HIZ1L, https://cfang.cisco.com/ (2
HEHET,
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VLAN 5 >0 DERTE

* VLAN k7 > 7 ORGSR (43 <X—)
* VLAN k7 7 Ol FHE (44 X—)
¢ VLAN KT 271220\ T (44 =—3)
* VLAN 7 7 O&ESE (48 X—)
« ROEZE (60 ~—)

« TOMDOBZEEE (61 X—)

* VLAN k7 7 ORI (61 ~—)

VLAN +35 27U ORiltleEH

IEEE802.1Q 7 v 71X, Xy NU—7 D s Z7 > F 7 HRIZOWTROFHKINSH Y £,

«IEEE 802.1Q F 7 > 7 il L TH&fi L T 5 Cisco T3 AD X MU —27 Tk, ¥/
ARINT 7 ETHREND VLAN ZEI21 DDAR= U IV Y — A L AH v A%
FLET, T A AE, §CTH VLAN TRANR= TV ) — f VAF VA% ]
DOV IR—=NTLGERHY £7,

IEEE802.1Q k7 > 7 %Al L T Cisco 7 /3 A A &AM BLDT /34 R i3 5854, Cisco
TNRA AT, FTU T DVLANDANR= Y T J—f VAX 2 A 3L IEEE 802.1Q
TNNARADANR=Z T — A AZ L RAEFEELET, 72720, & VLAN D A/R=V
7 U —iEHIE, RO IEEE802.1Q T /3A AB 725 7 T 7 RIZ X Y 438 & 7= Cisco
T, AN K o THEFF S E T, Cisco 7734 A& 439 5 itk o> IEEE 802.1Q 7 7 7
RiZ, TA AEOE—~ T 2707 LTHRbRUET,

«IEEE 802.1Q h 7 > Z\Zxkt)&5T DR AT 4 ZVLAND, hT7 27 Uo7 Ol c—H LT
WRITEZe D A, N7 ORMORA T 47 VLAN & BHUIO R A 7 1 7 VLAN
NHERIpSTNDHE, AR Y Y — =T 0T HAREMERH Y £,

e Xy FT—7 EDOFTRTOXRAT 47 VLANIZOWTC AR IV ) —%F v —T 1
\ZHEFIZ, IEEE802.1Q N7 7 DF AT 47 VLAN LDOANR= 7Y ) —%T & —7
MZTDH e, ANR= TV ) — =T PR ETHT ERHY £, IEEE802.1Q N7 7
DRAT 4 7 VLAN ECANR= TV Y —2 A X —TNVOEFICLTEL D, FRiTRY
N7 —27 EOFT_XTDVLAN TAR= IV ) =T 42 —T NI T 52 L aHERLE
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VIAN F5 2o 0z |
B v rsooosmsEs

T, Fl2. Xy N =TI —T NNV EE2HERL TN, AN TV —%T 4
T—T M L TL &V,

VLAN ~5 > O#FIFIFEE

&IZ, VLAN b Z 7 ZBET 20 FERE R LET,
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o TV R— k& F L ®HTEtherChannel R— k J L —F2T 52 LI TEEITN, F—

THOTRTORNT U7 IZFAUHREETIMNERHY £3, FA—T%20D TER LIz &
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A A (=&, ariao—IRkY) OBORL L NI —RA L V7T, £ —P %y kb
T3 10 I EN L THEED VLAN N T 7 4 v 7 Bk dT 50T, VLANZ R b
U — 7 EIRICYEECTE £7,

IEEE 802.1Q CEFUEHED N T v F 7 h 7w ER) 23, 3 _XTHOA —H¥ xRy hAR—FT
EHTEET,

kS UF2T E—F
A—H Xy b bF T A0 F =T A AT, SESERIFF T FT—FEFAR—FLE
T AVH—T 2 A ARE N TRV T ERIFERNT XU T ELTRELZY, R N—A
=Tz A AL T UFR T ORIALT—2a EBi 7o 0T ICHRETEET, FTv

XU EHBF AT a T BT, AV F—T = A ARFE L VTP R A A VIHET
VERHY £,

oLy FTdvE—va ik, BA Y RV —EAL L R T khan (PPP) THHXATI vV
vy 7 7a han (DTP) Lo CEHENET, =72 L, — ¥ v F—Fy hU—
LT TR AL S TDIP 7 L — A NARIEICHRIEEINT, FELEREERIEENHD
7,

LANV24 22— 4R E—F

R5:LAV24 3 —D AR E—F

Tk L 115

switchport modeaceess| > % —7 = A A (7 7B A R— ) &kl T ¥ 7 E—
RizLC, Vo2 D3k T T VoI~ fE T =— M LE
T AVH =T REL, FAN—ALE—T A ANNT T A
VE—=T A ANE PR, IENT U A E—T 24 X T

20 E7,
switchport mode AVE—T A AR) I HBNT T VU TIZEBRTELLHICLE
dynamic auto T, A B —T oA AT, FANRN—A 2 HZ—T A ZADtrunkE 7213

desrablet— RIZERESNTWAELESE, NI v I A2 —T7 x4 AT
ROFET, TRTCDOA—V Ry A F—T A ADT 7 4V FDA
A v FAKR—F F— KT dynamic auto T,

switchport mode ABE=T 2 A ANV T DT T VI ~DEET 7T 4 71T
dynamicdesirable | gt 5 LHICLET, A H—T 2 A KA S, L H—T =
A A7 trunk, desirable =773 auto F— RICERTESNTWBHIES.
NI A B —T xR ET,
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switchport modetrunk | f o % —7 = f 2 & Kk&EH2 R T o X 7 B— RIZL T, FA /73—
Voo DT Vo ~OEER I — M LET, A ¥ —
TxA AL FANR—A LB =T 2 A AN T T A F—T oA
ATRHRWEATH, T A0 F—T A A2V ET,

switchport nonegotiate| 4 > % —7 =4 AN DTP 7 L— L&A LENVESICLET, =D
avwy RiE, A =72 A A AL v FHR— |k E— K7 access F7-
IEtrunk OGEIEFERATEET, 07 U7 EBMELT HITIE
FHTHRAN—A I =T 2 AA R N T T A F =Tz AL L
THETLHLENRHD £7°,
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HAEE D VLAN IZOWTRBRO Z EDRYTIEED £,
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Fo VIPBH L A F—T7 /T &7 VLAN 385k L. £D VLAN S h T > 7 R— hOFFA]
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MZ, FFED VLAN DT XTDO T 7 4 v 7 ZmixSEH T ENTEET, VLANIZXHT S
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7 TR 720 T,
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VIWRERLEIELTH, R—F E—FEIEEENEEA,

cHAFIvI FE—ROR— NI, XFAN—E R T A= ~OEFT 2RI =— T
LHBENRBYET, ¥4Iy 7 R—FTIEEE80.Ix & A F—7/MZL Lo &TD L,
TT— A v—UNE/RII, IEEE802.1x (4 X —7 W27 W £ A, IEEE 802.1x Xfi&
A= XA FIVvI7ITERLEI>ELTH, A—bF EF—FEIEFEINEFEA,
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VLAN F5 VU DERTEAIE
N7 27 OREREERET D202, DTPZHR— bk LAaWT S RSN v X —T =

A ANMDIP 7L —AZERELRNEIIC (DFEVDIPE2A7ICTHLEOI10) RELTLES
W,

cINHDY 7 ETRT UR T EITODRWGEIEL, switchport modeaccess 1 & % — 7 =
AR ary74F¥alb—varavryRFaefLT, FIUrR s ET 4 E—T I LE
R

*DTP AV AR —FLTWRWT A AND T X2 T hA X —TMZT 52, switchport
modetrunk ¥ X OF switchport nonegotiate 1 > % —7 = f A a7 4 Falb— 3 a~v
VREMBHALT, AH—T 2 A ANKNT 7o THDIP 7 L— L&A LAV L
INTRELET,

FSUOR—FELTDA—YRY A 3—T 14 ADERE

TIZTHEH. A=Y Ry b A E—T 2 A% T IR—F & LTRET DITIECHOWTHA
LET,

Sy R—FDERE
N7 7R —RMIVTIP T RNZ A X k259 50T, VIP #M3T 25561, 7351 A L
THREBLIDOD TV I R—FERBRESNTEBY, O 77 THR—IFBBDOTNA R
DRTF U IR—=MUEERINTWD I L EHERTHIMLENHD £, 9 TRWGEE, T8
ZIEVIP 7 RARY A X eZETEEHA,

Before you begin

TIANETIH, AV F—T 2 A RAFILATY2EF—FRTT, LA Y24 F—T =2 ADT
7 # /v hE— R, switchport mode dynamicauto C9, A v ¥ —T7 = AN T F
TEYR—FL, NTUF 7 2FATHEIICEHESNTWAEES, Vo ZidvAP2 LT
VI TT, Fln, AU —T = A ANV AT 3E— ROEAIX, switchport £ > Z—7 = A A
AT A4 F 2l —vary av U REANTLHELATY2 NI U710 £,
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Procedure
Command or Action Purpose
RTvF1 |enable B EXEC E— FEABIZ L ET,
Example: NAT— REASLET (FERIhiz
BE) .
Device> enable
XFwJ2 |configureterminal Jsa—\)L a7 4 FXal—a
Example: T—RNZBBLET,
Device# configure terminal
AFw 73 |interfaceinterface-id N7 U IRET DR — M EEEL,
Example: A HB—T a2 AAT 4F¥al—
varyE—RERKBLET,
Device (config)# interface
gigabitethernet 1/0/2
A5 74 |switchport mode {dynamic {auto| A BE =T AR L A2 NT T

desirable} | trunk}

Example:

Device (config-if) # switchport mode
dynamic desirable

ELTRELET (M ¥ —T A X
ML AXY2T IV EBAR—=MERIT M
FNVAKR—FTHY, T oF 7 E—
RERET HHEICRY ML 720 F
T) .

« dynamicauto : A /N— A KX —
7 = A AI) trunk F 7213 desirable
T RICREINTHDEHAIC,
AHE—T A A& T T VY
7L LTRELET, ZHUET
74V FTT,

dynamic desirable : A 73— A >
K —7 = A A trunk, desirable,
F 72l auto F— RIZEEINLTW
HEEIT, A H—T =4 A% b
Ty VI ELTRELET,

etrunk : FANRN— A B —T = A

AWM T T A H—T A AT
WG ATH, A2 —T AR
S T pAN A SR/ B N
BELT, VvombrT77 )
JIWZEWT DI Hlcxdr=— |k
LET,

Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 FXalL—> 3> A K .



B s ocosmuamazs

VIAN F5 2o 0z |

Command or Action

Purpose

ATvT5

switchport accessvlan vian-id

Example:

Device (config-if)# switchport access
vlan 200

UTLE) A ¥ —T 2 AN KT F
VT AR LTS ARICHERT AT 7
JU N VLAN 238 L £7,

ATvT6

switchport trunk native vlan vian-id

Example:

Device (config-if)# switchport trunk
native vlan 200

IEEE 802.1Q 7 >V HOFRA T 47
VLAN Z457E L £,

ATy T17

end

Example:

Device (config) # end

H¥ibE EXEC &=— RIZREY £,

ATvT8

show interfaces interface-id switchport

Example:

Device# show interfaces
gigabitethernet 1/0/2 switchport

AEBE—=T 2 ADAAL v F KR — M
ExFr LET, [Administrative Mode]
¥ L Y [Administrative Trunking
Encapsulation] 7 ¢ —/L RIZFR RS iLE
R

ATvT9

show interfaces interface-id trunk

Example:

Device# show interfaces
gigabitethernet 1/0/2 trunk

A EBE—T A AD NG I DHEESR
FRLET,

ATy 710

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) =27 4Fal—ar 77
A M EERFLET,

k320 THEFEI VLAN O FE

2
=

VLAN 1}, 9_T®D Cisco T/3 ADTXTD hT 7K — DT 74/ VLAN T, LA
AL, 9XCOHO KT 27 U7 TVLANL 2834 X2 —T7 M T HHENRH Y £ L7-, VLAN
1 O/ IMEBREZEH LT, %D VLAN 7> 7 UL 27 CVLANI 27 4 B—7 VITHE
T&EET, ZhICEY, 22— T 7497 (A= TYY—T RRZ A X732 ) IXVLAN
1 TEZfE &l £,
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Procedure
Command or Action Purpose
AT w71 |enable ¥t EXEC E— K2 LET,
Example: NAT—REANLET ERINE
, ) .
Device> enable
R 72 | configureterminal Ja—\)L a7 4 FX¥al—a
Example: E—FZBBLES,
Device# configure terminal
R T v 7 3 |interfaceinterface-id RETHR—FEFREL, A1 ¥ —T =
Example: A AT 4 F¥al—vary E—FK%
Bt L E 7,
Device (config) # interface
gigabitethernet 1/0/1
R T 7 4 | switchport modetrunk A B —TxA A% VLAN T 7
Example: A—hELTRELET,
Device (config-if) # switchport mode
trunk
R T 75 |switchporttrunk allowed vlan {word|add | ({£i%) +T > 7 ECTHFARSNLS VLAN
| all | except | none| remove} vian-list DY A NEBZELET,
Example: vian-list /S5 A — 13, 1 ~ 4094 DL —
Device (config-if)# switchport trunk ? VLAN ﬁﬁ‘ F7E 250 VLAN %
allowed vlan remove 2 & UhNSWIFRE, A 7 TRY)S)
THRE SN VLAN #H 4, o~
TRXY]o72 VLAN /XT A —% DR, &
7oA 7 o CHRE L= s oM,
ANR— A% ARV TL TE &0,
T 74/ FTIL, TXTD VLAN 23FF
ENET,
AFw 76 |end FiHE EXEC £— RIZED £,
Example:

Device (config) # end
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Command or Action

Purpose

ATy T17

show interfaces interface-id switchport

Example:

Device# show interfaces gigabitethernet]
1/0/1 switchport

#F7~ 47 [Trunking VLANSs Enabled]
74—V FOREZHRLET,

ATvT8

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) 2v74FXalb—var 7y
A NVNITREZ R LET,

TI—=—VT#EE )R NDERE
fw—:yﬁﬁﬁvx%m\hﬁy&ﬁ~%ﬁf

HOmEEY A MDY £9, ZDOF

52 A 209

ESNTWDRBENRH Y £,

Procedure

BI2iE, VIPF v—=2 70 4’2\

WHINET, FTT KR— [l i

7/1/cx—ux

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

it EXEC E— FE Az LET,
NRAT—REZANLET EREN8

)

ATvT2

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface interface-id

Example:

Device (config) # interface
gigabitethernet0/1

VLAN Y V—= 7 5T 25 T 0
R—hEEIRL, /1 ¥ —T A A 2
V74Xl —arT—FERBL
£7,

ATvT4

switchport trunk pruning vlan {add |
except | none | remove} vian-list [,vian
[Man[,,.]]

N 2D N—= TR T 5
VLAN DY R M EHRELET,

add, except., none ¥ & U remove ¥ —
U — ROBEHFIEZONTIE, 20V

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 XalL—>3 > A K



| VAN FS oy mEE
551uLE5 71 voRr4 717N oEE [

Command or Action Purpose

V=2 ST Ha~r R 77 LA
EZML TS,

Hif L CWRWVLANID 1%, h o~
(A—272L) TREIW £, IDD
FHIINA 7o THRELET, A%
ID #i[HI% 2 ~ 1001 T, $LoE&HPH
VLAN (VLANID 1006 ~ 4094) 13~
N—= T TEERA,

TN —= T ARE@ERDVLANIX, 77 v
TAVT NI T4 v EZELET,
FI7 4TI, FN—= TRFE X
L% VLAN ® U Z MZi%, VLAN2 ~
1001 NEFENET,

AT v 75 |end ¥ EXEC £— RIZED £,
Example:

Device (config) # end

AT 7 6 |show interfacesinterface-id switchport | %/~ & 3172 [Pruning VLANs Enabled]
Example: 74—V FORELHRLET,

Device# show interfaces gigabitethernet]
1/0/1 switchport

R 77 | copy running-config startup-config UEE) av74F¥al—vay 77
Example: A WICTREZRAFLE TS

Device# copy running-config
startup-config

B LNS T4 v RARA T« T VLAN DEE

IEEES802.1Q X XU I MBESINTZ T v 7 R— NI, ¥ E T 749w 7 BXOZ 77210
N7 4w DS EZIETEET, T7ANITIE, TARAIE TR T T 4 w0 %,
R— MIREENT-FRAT 47 VLAN IZEz6 LET, *A4 T 47 VLANIZ, 774/ b TlE
VLAN 1 T,

AT 47 VLAN IZIFEED VLANID ZE 0 ¥ THZ LR TEXET,

2347 O VLANID B /1R — R DX A 7 4 7 VLANID L [H U ChiE, 2047y MEH
TR LTEEENET, XA 7 47 VLANID & BR5581E. T35 AXZT 0 v e X
TrECEELET,
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VLAN 5 29 D

z |

Procedure
Command or Action Purpose
AT 71 |enable KikE EXEC E— RE AR LE T,
Example: RAT—REASLET (ERESN-5
) o
Device> enable
R 72 | configureterminal Ja—r\)L a7 4 FX¥al—a
Example: E—FZBBLES,
Device# configure terminal
AT 73 |interfaceinterface-id IEEE802.1Q b7 > 7 L LCRET HA
Example: VE—T A AR ERLT, A F—
TxAA a7 4Fal—Ta E—
Device (config) # interface fféfﬁﬂﬁélzﬁkﬁfo
gigabitethernet 1/0/2
Z 5w 7 4 | switchport trunk native vlan vian-id Koo B—FETHEITRLUNT T 4
Example: 7 &k 535 VLAN 2 E L ET,
vian-id IZFRE T & H#iHIZ 1 ~ 4094 T
Device (config-if)# switchport trunk
native vlan 12 7r0
RTw 75 |end FiME EXEC E— RIZREY £7,
Example:
Device (config-if) # end
AT 7 6 |show interfaces interface-id switchport [Trunking Native Mode VLAN] 7 1 — /L
Example: RORE ML LET,
Device# show interfaces gigabitethernet]
1/0/2 switchport
X 77 | copy running-config startup-config (fEE) 20 74Fal—var 7y

Example:

Device# copy running-config
startup-config

A IR EZRFLET,
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cS Y R— FDAETHRDEE

TR, BESBADO NS 7 R— FOBRTEICOWTHBALET,

STPR— bk T34 ) TAIZKBBROEHDETE

AL 9 FNAL 9 F ALy I DAL NR—=ThHDHEH,
AV H—=Tx2AfAaAryT 4 F¥al—aravry ROV IZ, spanning-tree[ vian vian-id]
port-prioritycost f > ¥ —7 =z A A a7 4 Falb—raravry REFEALT, 74+7—
TAVITAT—=MIT A2 =T = A ZA&EIRT HUERDH Y T, RUITRREEL A
=T A AZE, R a X MEZEID N T, HBISERRSELA F—7 2 ZTFEV =
A MEZEIY B TET,

ROFNATIZ, STPR—FTFITA AV T 4 2 LIZARIBEREL TRy MY —27 Z80E
T HHEICONTH L ET,

Procedure

rSoo R—roaEstnzEs [

spanning-tree [ vlan vian-id] cost priority

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥i#E EXEC T— F&EAIC L £,
NRAT—KRZANLET EREniz

5a)

o

ATy T2

configureterminal

Example:

Device# configure terminal

FNRAAATT O =)L a7 X
L—yay E—REBBLET,

ATvT3

vtp domain domain-name

Example:

Device (config) # vtp domain workdomain|

VIPEBE RNAAL VERELET,

1~ XLFORAAL A EEHTEE
KR

ATv74

vtp mode server

Example:

Device (config) # vtp mode server

TN A A K VTP —— L LTE
/\':._E‘I_/i‘a‘o

ATvTh

end

Example:

Device (config) # end

¥4 EXEC £— FIZEY £,

Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 FXalL—> 3> A K .



B svrr—t IsruscsransnoBnE
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Command or Action

Purpose

ATvT6

show vtp status

Example:

Device# show vtp status

FNAAA LT, ZABODOM ST TVTP
REEMRLET,

7o &7z VTP Operating Mode 35 & OY
VTP DomainName 7 f —/\ K& F = v
7 LET,

ATy T17

show vlan

Example:

Device# show vlan

TNA AADT —H~N—Z|ZVLAN
FIELTWD Z LR LET,

ATvT8

configureterminal

Example:

Device# configure terminal

Ja—) a7 4 Falb—g v
E—RFZRBLET,

ATvT9

interface interface-id

Example:

Device (config) # interface
gigabitethernetl/0/1

cNZo 7 L TCRETHA VX —T =
A 2AEEFR L, AV F—T A A
T4 FXal—aryEe— REBEBLE
TO

ATv 710

switchport mode trunk

Example:

Device (config-if)# switchport mode
trunk

R—=FrZ hT 7 R—FLLTREL
£

ATvIN

end

Example:

Device (config-if)# end

HikE EXEC =— RIZREY £,

ATvT12

show interfaces interface-id switchport

Example:

Device# show interfaces
gigabitethernet 1/0/1 switchport

VLAN OETEZ MR L F7,

ATy 713

FNRA AD2FEHDKR— MK LT,
TNA AATEGROFNEE MY KL F
R
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STPH— bk 544U T s c&pamsunzz |

Command or Action Purpose
ATV T4 | T34 AB CTRIBOFNEEE Y KL,
THRAAATRELIZ FT 7 H—= 1
T D N T I AR— N ERELE
D
RT w715 |show vian NI VBT IT 4 T D
Example: &L VIP 3T /34 ABIZVIP B LT
VLAN fF#ZELE4, Zoa~vr R
Device# show vlan X, T ABBRVLANREZFEH L
Tl L xR LET,
5w 716 |configureterminal FNRAZAATTa—Lary 7 X
Example: L—va = REMBLET,
Device# configure terminal
AT w717 |interfaceinterface-id STP DR — K FFAF VT 4 ZRKET
Example: HAHE—T 2 ALTEL, 1V
H—T AT 4 Fal—3a
Device (config) # interface 43~Alf%kﬁﬁﬁé112£7fo
gigabitethernet 1/0/1
A7 w718 |spanning-treevlan vian-range fAE 72 VLANFEPHIC AR — ~ 77 4
port-priority priority-value FUT 4 ZEY Y TES, 0~ 240 D
Example: A= TI7A4F VT 1 EEZATILE
T A=K TI7A4FV T 11X 16T
Device (config-if) # spanning-tree vlan| Jngﬁ%IJEE7fO
8-10 port-priority 16
ATy T 19 |exit ya—r\ )L aryZ 4 FXal—ay
Example: T RNIZREY £7,
Device (config-if)# exit
AT w720 |interfaceinterface-id STPDOR—k T I7A4F VT 4 ZHET
Example: HAUE—T 2 A AEERL, AV
R—T AT 4 Fa2l— 3
Device (config) # interface T— REBHBELET,
gigabitethernet 1/0/2
ZF w72 |spanning-treevlan vian-range $EIE S U7 VLANGGFRIC R — | 75 o

port-priority priority-value

Example:

FVT 4 HEDETET, 0~240 D
N—=KTITAF VT 4EZ AL E
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VLAN 5 29 D

z |

Command or Action

Purpose

Device (config-if) # spanning-tree vlan|
3-6 port-priority 16

T, R—b FI7A4F VT ¢ flIE 16 T
S L ET,

ATy JS22 |end FiME EXEC E— RIZIR Y £77,
Example:
Device (config-if)# end

R 7w 723 |show running-config AN ZRER L ET,
Example:
Device# show running-config

X 724 |copy running-config startup-config (fER) ary74F¥alb—var 7y
Example: ANVICREZRFLET,
Device# copy running-config
startup-config

STP /AR ORX MK HERDEMDERTE
ROFIATIZ, STPNA 2R M L7ZAMOBAEREL TRy NV —2 ZRET D HIEI
U\TPRH)% [/ji—g«o
Procedure

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥i#E EXEC T— F&EAIC L £,

WA — Rz AN LES (ERShi
BE) .

ATy T2

configureterminal

Example:

Device# configure terminal

FNRAAATT O =N T 4 X
L—y gy B— RERBLET,

ATvT3

interface interface-id

Example:

Device (config) # interface

N7 ELTRHRETDHA VH—T =
A ABREFRL, A F—T A AT
T4FX 2l —TarE—RFEREBLE
j‘o
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stP iz a2 bz pafstonz [

Command or Action

Purpose

gigabitethernet 1/0/1

A5 w74 |switchport modetrunk R—hE T 7 FR—hELTEREL
Example: 7.
Device (config-if) # switchport mode
trunk
ATw 75 |exit Jua—)ary7 4 ¥al— g
Example: T FICREDY £,
Device (config-if)# exit
ATYT6 | THAAAFET NN, AARL v
NORIDA B2 —T 2 A ATRT v/
2~4 %R LET,
AFwv 771 |end ¥EHE EXEC £— RIZEEY £,
Example:
Device (config) # end
RTw 78 |show running-config AN EMEEE LET, BEET, ¥ —
SNTNDHZ EZER LT IEEN,
Device# show running-config
RTw 79 |showvlan NIV IRT T 4 T D
Example: ELTNAAANRS D —FHDOTNA A
MHVTPEHREZZELET, Z0av
Device# show vlan VRIZ. AL ZAANBVLAN =V 7 ¢
Xoal—arzdyH Ll L emR
LET,
R w710 |configureterminal rTa— ) ary7 4 Xalb—3a
Example: FT— FEIBLET,
Device# configure terminal
25w 711 |interfaceinterface-id STP 2 A A BRETDHA L F—T = A

Example:

Device (config) # interface

AEER L, A H—T 2 A
T4FXal—varE— REBLE
R
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Command or Action

Purpose

gigabitethernet 1/0/1

ATvT12

spanning-tree vlan vian-range cost
cost-value

Example:

Device (config-if)# spanning-tree vlan|
2-4 cost 30

VLAN2 ~ 4 D A= 7 ) — X
A ME 30K ELET,

ATy 713

end

Example:

Device (config-if)# end

Ja— ) arZ 4 Xal—rar
E— NICRY £,

ATy 714

TNRAAAITRELTZL ) DT
VIA B —T 2 A ATAT v 9~
13%2#0iK L, VLANS, 9, L0110
DANRN= Y — 23X %3012
HELET,

ATvT15

exit
Example:

Device (config) # exit

HibE EXEC &=— RIZEREY £,

ATy 716

show running-config

Example:

Device# show running-config

ANNZEHERLET, WD 7 A
VHE—T A AZHLTNA T A IR
ELLEREINTWVWD Z L 2RI THE
BLET,

RATv T

copy running-config startup-config

Example:

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
ANVCEREEZRITFLET,

RDIE=E

VLAN F 7 7 %

* VLAN

RELLLDL, WOEAZRETE T,
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| VAN FS oy mEE
zonszas |}

ESPEREYS T=aTFILRAL ML

TOETHAT S av ROESECE Lt | Command Reference (Catalyst 9300 Series
i 7L DFER, Switches)

BREL ZURFC

ZARFC| 24 L

RFC Evolution of the Interfaces Group of MIB-II
1573

RFC Remote Network Monitoring Management
1757

RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

= - 4 Db
VLAN k5 > D#EERE
WDOFIZ, ZOFY2a—/LTHlTIHED Y V— 2B I OEE#EEHREZ R LET,
T OBREIZ, FRCHR SN TWARWED , EBAINZY U —XLUBEOTXTOY Y —RT

fEHTEE7,

J1)—=x Hae FERETEHR

Cisco 10S XE Everest VLAN k7> 7 FNT oo EE, 1O FRITERDO A —Y Ry
16.5.1a hAVHE—=TzA ALMDIR Y FT—F

TTNAA Q=& arita—F7kL)
DEDRA > bV —RA 2 F ) 7 TY,
A—HFy b T 7F1250Y 7 %R
L CHEED VLAN N7 7 ¢ v 7 ZfrikT 5
DT, VLAN % % v U — 7 £2R|ZHEIET
xFET,
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B v rsovonsre

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ E£J, Cisco Feature Navigator |27 7 & A3 5HIZ1L, https://cfang.cisco.com/ (2
HEHET,
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& 7E VLAN D% E

« %7 VLAN ORi$EGM (63 ~<—)

« &7 VLAN OHl#)FHE (64 =—2)

« B VLAN [ZBI3 21 (64 <X—2)

« 7 VLAN O EHE (66 ~—)

« THE VLAN ODFE=F Y 7 (70 ~—)
« WDIEZE (70 ~—2)

« TOMDOBEEE (71 X—)

s %75 VLAN OSREEIRE (71 X—2)

H = VLAN O HREH

H 7 VLAN ORiESM1E, ko LBV T,

BT VLAN REIITNRA ADT 7B AR— T THR—FENTEBY, FT 7 R—
Tl FR— PN TWWERA,

)

GE) k77 A= M, EAEVLAN & RIS, EEOEDEH VLAN
ERETEET, bT7r 7 A= T FHF VLAN OFERY
R—hEnEEA,

« 7 VLAN 2 A 202 51T, trust devicecisco-phone f v X —7 = A 227 4 X
L—yaryavwrReEANL, T34 A LD QoS AN LET, Auto QoS HEHRE % i
THE, TNHIXHBMICRESNET,

¢ CiscoIPPhone IZ2 7 f F a2 b —3 3 U &EETH72HIZ, Cisco IP Phone 128569 55
NAAR—=F ETCOPEA F—TMITHRLENRHY £9, (T 74V Fi%ETIiX. CDP
NI RXRTOT NN, ALV BZ—T =2 A AT a—rUIA =TIV TT, )
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B VLAN 0% |
B == wnwonwss

E7= VLAN O #1$9E18

FHEVLANIZIE, AT 497 EXa2T7 MACT RLAZRETXEHA,

E VLAN [CRET 515k

ZZTIE, EE VLAN ICOW T LE T,

&7 VLAN

HE VLAN e A+ 2 L, 7278 AR —FTIPPhone "HDIPHEFH b T 7 4 v 7 Binik
T&EE7, 734 A% Cisco 7960 IP Phone (Z#5#5i 3 % & . 1P Phone I LA ¥ 3IPfEIL L OV LA
Y2H—ERAZ T (CoS) EEMHLT, EF NI 74 v/ &FELET, EHLDMELT
TAN N TIESICRESNE T, T — X EENEEMEICRIT 584, 1P Phone DEE MK T
BBV ET, FOH, ZOT 31 AFIEEE 802.1p CoS (233 < Quality of Service
(QoS) #Y¥AR—HFLTWET, QoSiF, WEBLIOAFVa—U 7 EHERHLT, 73 X
MHEDAXy NI—27 8T 7 47 &2 THARER FIETERFLET,

Cisco 7960 IP Phone (X% & FIHE7/2 7 /31 AT ¥ | IEEE802.1p DELEIZIESWT T 7 1 v
I HEERET AL IICRETE E I, CiscolPPhone IZL > THEIVUBTENZNT T 4 w7 DOFE
TEAEFELZY, A—N—=TF A4 RLEVTHLITT S AERETEET,

CiscoIPPhone DEF LS5 74 v

Cisco IP Phone L #5527 7 A R—br&2, 1 DO VLANIZIEZEF b7 70 v 7 HIZ. 95 1
20 VLAN I Cisco IP Phone 1255t L TWATSA AMBEDT —X 77 ¢ v 7 AT 5
X OIZERE T& £, CiscoDiscovery Protocol (CDP) /N7 v h&EETDHEH. T34 A LD
T BEAR—NERETEET, CDP /X7y M, ¥t 7 2 IP Phone (2% LT, IROWTH
MOFTETER N T 74 v 7 T3 RAEETHI >R LE T,

s LA ¥ 2CS T TAF VT 4D X 7 +EFH VLAN IZ X B4

e LA ¥ 2CS TTAF VT 4D X A& T /& &X VLAN I L DR

« 277 L (LAY 2CoS 7IAH VT Al L) DT 7+ A VLAN I £ % %3

Y

GE) WIFhORETH, BF 774 v 7131 A ¥ 3IPprecedence fE (EH 77 4 v 7137 7+
VTS5 EEGI ST 7 4 v 2133) 2inkLET,
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&7 VLAN 0%
CiscoIP Phone D7—4 5714 [

Cisco IPPhone D7 —%2 C5 74w

T34 AL, CiscoIP Phone DT 7 & AR — MIER I NTZT A AdbEbND, X 7 &
T—% 877 4v7 (IEEE802.1Q £7-IXIEEE802.1p 7L — ALK A T D KNT 7 ¢4 v ) &HL
BI52LbTEET, COPNT Y bERETDHEI, TA ROV Y27 7B AKR— |
HXETEXET, CDP /Y7 M, ##i7 25 IP Phone (2%} L T, ROWTNNDE— KTIP
Phone 7 7 E AR — M 2R ETDHL 2T~ LET,

o trusted ((EfEMDNSH D) F— FTlL, CiscoIP Phone 7 7 & A iIR— MR TZE L=
RTDO T T 4 v 7 NZDFEF IP Phone Z i L F 9,

« untrusted ((EHEMEN720Y) £ — R CiX, Cisco IP Phone D7 7 A iR— MR TZE L=
IEEE 802.1Q 3 X TNIEEE 802.1p 7 L —ADFTRTD T 7 4 v 7|2, RESHI-LA Y
2CoSfEA52FF, T74/NLFDOLA ¥ 2CoSIEIZ0TY, BHEHTERVWE— RN T 7 4
LV NERETT,

\ )

GE)  CiscoIPPhone \IZHERE SNTZT XA AWML D X 7L 8T 7 4w Z71%, IPPhone DT 7 & A iR—
~ OEFEIRIEICBESR 72 <. £ D F F IP Phone Z @i L E T,

&= VLAN SR ER DEEFIR

« Cisco 7960 IP Phone IE, PCCZ DD T NA AL O bR —F L TNWEDT, T34
A % CiscoIPPhone ([Z#5f5t 9 AR — NI, SEIFEREEO N T 7 4 v 7 BGETEET,
A= RERETHZLIZL ST, CiscolPPhone ICLAEHF T 74 v 7 BLOFT—% b
T 4T DREFEERETETET,

« IP Phone T 7% VLAN {E 3@ YN THON D I2IE. T34 A LIZH 7 VLAN MELE L,
77%47“@Jxofu\éz~%75:&>0i% VLAN BEE L TWEMNE I N EERT DT
I%. showvlan ¥4 EXEC =~ > REMHEH L4 (VR FTERENET) . VLANRY
A N STV RWEEIE, B VLAN Z{ERk L £,

» Power Over Ethernet (PoE) T /34 A1, A :!5'517#’5_%0)%5'57/\/]’ A F 721X IEEE 802.3af
W DOZET NA AN ACERNOENZE I TV RWESIZ, 2o DZET A
\—Eibé/j (= ﬁ%{/\#ﬁf%i‘é‘o

+ %7 VLAN 3% T % &, PortFast#§EENS HEIRIIZ A 2 —T W20 9, & VLAN &
T4 E—7 I LTh, PortFast #EEITHEIMICT 4 B—7 LT D £H A,

« Cisco IP Phone & % @ IP Phone (ZH5f5¢ S 727 /314 A3[E U VLAN EICH H35E, WL
HLEICIPY 7Ry MIBLTWARITHIERY A, ROFENEZ SN TWDEAIX
[ U VLAN Eicdh v £,

o M5 & H IEEE802.1p 7134 /72 L7 L— A %MHT 5,

* Cisco IP Phone 73 IEEE802.1p 7 L — LA &M L, TA ANZ 772 L7 L— L %Ml
T 5,
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B VAN 0z |
B z=rwnwomes:

* CiscoIPPhone 3% 77 L7 L —AZMEH L, 7734 AN IEEE802.1p 7 L — A &
T 5,

* Cisco IP Phone 7% IEEE 802.1Q 7 L — A ZffH L, %7 VLAN 237 7 £ A VLAN & [A]
CThd,

¢ CiscoIP Phone & IPPhone IZ#56: S /=T /314 AL, [A—VLAN, F—¥% 7 x> b FizH -
TH, FHT 27— XA TRRERLGARITEETEERA, VT 74 v 73R~V
Fy N ETL—FT 4 v T ENRVWINSETT L—F 4 o TI2E > T 7 Lb—Ah %A FOHE
DPEREINET) |
« TR VLAN R— MIIZRDOR— K~ ZA4 TndH 0 £4,
cHAT IV TUEA BB,

« IEEE 802.1x #GFH— k.,

\)

GE) %7 VLAN 233%7E S0 Cisco IP Phone 23 Kt STV DT 7 £ A
AR— kT IEEE 802.1x Z H M L7236, £ @ IP Phone 7> H 7 /3
A ASOHEEREDIRKR 30 B KDILET,

o REER— K,
« SPAN ¥7-1Z RSPAN v ¥ a v OEETLA— N EFIT5E LR — I,

e bX T KR— b,

GE) HFHFVLAN BREL WSS HX—T 2 A ALETHR—-KtF%=
VT 452 A X =T MIT D56, R—FCTiHFEShL2EXaT7 7
RLUADRREE, 778 AVLANICBITSEX=27 7 KL &
DRI 2 2R LTEBICRET HDMERH Y £, A— %
CiscoIP Phone (255t L CUL 5354 TP Phone (Zix K T2 2D MAC
T R U ANKLEIZZ2 Y £9, IP Phone D7 R L A%, ¥ VLAN
THEEHIN, T7EBAVLAN THFE SN GE1H Y £9, PC
% IP Phone |Z#5#5i 9~ D854, 1B MAC 7 R L ARKLEEIT/RY
£7,

B = VLAN O T A

Z 2Tk, B VLAN ORTEICOW T LET,
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7 VLAN D%

Cisco IP Phone D=7

k>4 9T DERTE

Cisco IP Phone D&% 57 ¢ v o 0%z [

Cisco IP Phone (Z CDP /X% v b % 2%{Z L CIPPhone (Z L 55/ b7 7 1 v 7 DEE T IEERE
T % X 91T, IP Phone |Z#2f¢ 3 D AN — h &5 E TE £, IP Phone I3F5/E S 7 H 7 VLAN

\Z. LAV 2CoSfliZAH LT, IEEE802.1Q 7L —2DHEHR T 7 4 v 7 ZArETE £7,

IEEE 802.1p D7 T A F VT 4 # 7 &EHT DL, BFRMNT 74 v Z7ICEDICEmWT T A A
TH4EHEZ, TRTOEFR N T T4 v 7 EXAT 47 (77 ER) VLANRRH CTEETE E

F, CiscoIP Phone |I¥ 772 LDEFR b T 7 4 v 7 2K ETH, EITMBEBORELFHEHL T
TIRAVLAN CER N7 74 w7 2B ETH2LHTEET, WTHORETH, %75 b
774 71X A ¥ 3IPprecedence i (7 7 4/ MES5) ZBELET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/1

IPPhone [ZH#t T DA vV X —T = A A%
BEL, Ay ¥ —Tzf AT 41X
L—y gy B—REHBELEST,

ATvT3

trust device cisco-phone

1

Device (config-if)# trust device
cisco-phone

Cisco IP Phone DFEE N T 7 4 v 77 /X
by beEETH I OIS v —T A
AEHBELET,

ATvT4

switchport voicevlan {vlan-id | dot1p |
none | untagged}

1

Device (config-if) # switchport voice
vlan dotlp

7 VLAN 2@ L £,

sMan-id: TRXTCOFEF T 7 4 v 7
DMFFIE D VLAN Z#8H L TRk X
5 X 92 IPPhone R EL £7°,
5 7 # /L h TliX. Cisco IP Phone %
IEEE 802.1p 77 A AU T 1 5 %ZAff
ALTER NI 74 w7 Zlak L%
4, fEE T %5 VLAN ID O#ipHIx
1 ~ 4094 T,

«dotlp : VLANIDO (A7 147

VLAN) D% 73T ohi-EriE
F T — X IEEE802.1p 77 A A U
T4 T L—LEZITAND LS, T
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&7 VAN 0% |
B ciscorrhone nEE ST v o 0RE

ARV RFERFTIVaY =)

NAAZERELETST, 774/ KT
X, T /3 AL VLANO DX 7 53
W RTOEFRBLIOT—H ~7
T4 v & Fry 7 LET, 802.1p
WZHRHET 5 L 9FREIID &, Cisco
IP Phone & IEEE 802.1p 77 A 4 U
TASEHFEHALTCRNT 7 4 v 7 &R
ELET,

» none : IP Phone 23 H D% € % 1
LCH TR LOEBER NI T4 v I %
Jé,fﬁﬁdéc]: 9 k—[_/i‘j‘o

euntagged : ¥ 772 LOHER T
T4 w7 ERETHLOICEREH

H/:E‘L/ij_o
AFw 75 |end ke EXEC B— RIZRY £7°,
1
Device (config-if)# end
ATV T6 | ROVTIEHHALET, HH VLAN OF%E, F721% QoS B LW

i =yl
- show interfacesinterface-id switchport | 7/ VLAN OBE 2 fEGE L %77

« show running-config interface
interface-id

1

Device# show interfaces
gigabitethernetl/0/1 switchport

EtEe
Device# show running-config interface
gigabitethernetl/0/1
R w 77| copy running-config startup-config UEE) v 74 X2l — gy 77
Bl A ARE B RAF LE T

Device# copy running-config
startup-config
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7 VLAN 3%
#EF—2 7L—L0T51 4y 71+8% [

C O m— — =
BEET—R2 IL—LDTS5A4F) T 4KE
PC £ 721X DD T —% 77314 2% Cisco IP Phone R — M CE £4, ¥/ ft& T —4
N5 7 ¢ v % (IEEE802.1Q £7-1% [EEE 802.1p 7 L'— 1) ZLBI4%7-I2. CDP /<% v k
EEETHLOIT AL RAEZHRETEET, CDP /Y7 v M Cisco IP Phone (Z5%F L C, IP Phone
EOT 7R AR—= MR SNTZT AL AN OT =237y MEEHiEZERLET, PC
1L, CoSTEMENV Y ToHN//Try hEAKRTEET, BT 31 A0>5 IPPhone DA — MZ
W7 =D T TAF VT 4 ZER LR (BT 5) £FLEFEETL (EBEHLZY) X
912, IP Phone Zf%ECX £,

Cisco IP Phone CHEFR— "D OZETHT—X bT 74 v I DT ITAF VT 4 ZRETDH
2. RO FNEZIENE T,

Flg
AU RFEEIETI I Y B8
AT 71 |enable ¥5HE EXEC E— RE=A L ET,
1 RAT—REANLET FEREIN-85
) .
Device> enable
R w 72 | configureterminal rua—N)ary7 4 Xalb— gy
M: %*W%ﬁWébiﬁo
Device# configure terminal
AT 7 3 |interfaceinterface-id Cisco IP Phone (Z#fi T 5 A » F—7 =
B - A RABEL, A VI —T = A A
T4F¥al—varE—FERBLE
Device (config) # interface 7ro
gigabitethernetl/0/1

AT 7 4 |switchport priority extend { cosvalue| | Cisco IP Phone D7 7 & A iR— k25 5%
trust} BLIET—% NI 7 497 DT T4 F
151 - U7 42RO EDITHRELET,

s cosvalue : PC 72138 L T\ D

TNA ANBZE LT TAFY
T 4 %, fRED CoS fHIZA—/N—
F4 R45X95, IPPhone ZiXE L
F9, EHIT0~7TY, T8 \KED
FIAFVT 4T, TT7HNLED
TI7AF VT 41%, cos0 T,

Device (config-if) # switchport priority]|
extend trust
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B z=rvwnwoz=syoy

B VLAN 0% |

ARV RFERETIVa Y

B8

strust : PC 72138 LTV BT
AAWOLZE LT TA4F VT 4 %
{E%E4 5 X 9 IP Phone 7 7 & A
R—MEFELET,

ATy TH

end

1

Device (config-if)# end

HHE EXEC £— FIZR Y 17,

ATvT6

show interfaces interface-id switchport

1 -

Device# show interfaces
gigabitethernetl/0/1 switchport

AN B LET,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

(L&) 2v74Fal—var 7y
AICREZRIFLET

EZEVIANOE=A )Y

AU H—T A ADEF VLAN % E X R T HI121E, show interfacesinterface-id switchport 4f
MEEXEC 2~ R&EMHHALET,

RDEXE

7 VLAN 2R ELI-BIT. ROBREEITI

* VLAN

*VLAN T F 7

* VTP

TENTEET,
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7 VLAN O
zonszas |}

ZTDMDSEER

EpER=
BEEIEE TZaTFILEA I

ZOETHEAT S v ROSESHESCE IOt | Command Reference (Catalyst 9300 Series
fili 515 DFERT, Switches)

BEES X URFC

ZAERFC| 21 L

RFC Evolution of the Interfaces Group of MIB-II
1573

RFC Remote Network Monitoring Management
1757

RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

~xr =+ L,
=7 VLAN O)#48EE FE

WOFRIZ, ZOFY 2— /LT T2HEDOY UV —AB LOEEEHREZ R LET,

TN OREEIX, FRICHIRES N TWRWRY  EASINTY U —RLBEOTXTOY U —RAT

fEHTE £,

- tHaE HREIFHR

Cisco IOS XE Everest Voice VLAN 7 VLAN R AT A L. T/ &R
16.5.1a HR— R TIPPhone >SN P R T 7 4 v

7 #ARiET& ¥ 9, Cisco IP Phone |Z CDP
XAy N &EEE L TIP Phone IZ L AFF b
T4 w7 OFEEFEEZRET DH LI,
IPPhone I35t DR — R AR ETE E T,
IP Phone [3#5/& S 727 VLAN (2, LA
Y 2CoS % f#H LT, IEEE802.1Q 7 L —
LOEFNT T 4 v 7 HRETEET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NMEHZ R C& £7°, Cisco Feature Navigator |27 7 & 23 % 1Z1%, https:/cfong.cisco.com/ |Z
EHET,
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EEVIAN 0F%E |
E7 VLAN D RERE FE
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B,
=% =R

754 R— Kk VLAN O%E

« 7°7 A ~X— k VLAN OFi#eRM (73 =)
o 774 ~_— K VLAN OHfHEE (73 X—)
o 7F7 A4 ~_X— K VLAN |22\ T (75 *—7)

« 77 A ~X— k VLAN O EFE (89 X—)
« 74 _X— K VLAN ODF=%— (106 ~—3°)
« 77 A4 ~_— K VLAN OFREH] (106 ~<—)
s MOEE (112 °%—Y)

« TOMOBEEE (112 ~—)

« 75 4 ~_— | VLAN OEREIERE (113 2—3)

754 R— |k VLAN ORZ &

TTFARX—=KVLAN &7 A ATRETHEEZ, 2a=F ¥ A L—rebAF2 Y
EDRIDTV AT LY Y —ADNRT U AEWDHT-OIZ, FIZT 7 4 /L b @ Switch Database
Management (SDM) 7> 7L — FZfEH L TS 72 &W, BIOSDM 7 > 7' L— FAERIE ST
WAEATE, sdmprefer default 7 o — 3L a7 4 Xal—v g avwy REHERHLTT 7+
NEDT T L— b ERELET,

\}

GE) 77 A4 _X—K~VLAN X, VIP1, 2. BLO3D T AT L N F—RRTHR— SN ZE
4, 77 A4 _X— kK VLAN X, VTIP3 OV —_R— F— KK THLHPR—bhENFET,

754 A— k VLAN O #I#FE18
~

GE) —EORMTIE, =T — A v b—UREREINTITRENZITANLNET, =< Nl
NENH Y FH A
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T4 R—rVIANDEE |
B 75 ~—rvanosinss

¢« 7T A _X— K VLAN DR ESINTWVWDET NN, ATIL, 74— NN\ 7T VoI ThH
ELRNWTL XN,

« JE— b SPAN (RSPAN) #7744 _X— K VLAN D7 T4~V £7/-13E & VLAN
LLTERELARWVWTLZE N,

DX O FDOMOMBECRE LAV Z—T = ATiE, I A4 —F VLAN R—
RERELZWVWTLIEEN,

HAFIv I TIEAR=FVLAN A R—v
A AFIvr FTFUxrr Fu bhai (DTP)
IPV—AJ—F
« Cisco IPv6 First Hop Security (FHS)
* IPv6 Security Group (SG)
s vV FF ¥ AKVLAN LV R hL— 3 (MVR)
*« B VLAN
+ Web Cache Communication Protocol (WCCP)
» Port Aggregation Protocol (PAgP) 5 U" Link Aggregation Control Protocol (LACP) I

FA~X— K VLAN =R T 7 R—FBILORT T A4 _X— K VLANMAN. b T > 7 R— b
TOHYHR—FENTVET,

+ [EEE 802.1x R— F _X—R3BGiE%E 7 7 A ~X— F VLAN "R — MIFRETE £9725, 802.1x &
A—hrEFx=2UTFT 4, FF VLAN, £13A— FENOZ—P— ACLIX, 7T 14— F
VLAN R— MIRETE £ A,

« 754 ~_— K VLANZR A b F 7213 8EER R — NI SPANSESER— MIIZTE £H A, SPAN
SadeR— b & 7T A ~N— b VLAN R— MIRE L7HE. A— MIFET 771 712 Y
7,

« 774~V VLAN OEZERIR— N TAXT 4 v 7 MACT RLAZRET H%A1L, T
TOEE S XY VLANIZRICAZT 4 v 7 7T RV AZBMNT 208 13H Y A,
FERIZ, B2 Y VLAN DR AN R—RCAXT 427 MACT RLAZHET HY
Al B#E 77 4~ VU VLANICRICAZ 7 4 v 7 MAC T RLRAZBINT 548EH 0 F
HFh, EBIT, AXT 4 v 7 MACT KL A% T T A4 _X— |k VLAN R— k25 HIER 5 BE
2, BESNTWEMACT RLADTRTDA LV AX L A% T T A ~— K VLAN /> 5 Hl
BRI a6 EIb A,
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| 754 ~—FVIAN D3
F51~—rvanizont i

\}

GE) 7I9A4A_X—KVLANDOEHFY VLAN THEE LA ATy
7 MAC7 FL AL, B#E~7 T A ~1U VLAN CERlsnE4, 7
FA<UVLANDS 8T 7 4 v I RANEINDHETH, 73T
DOMAC = hVixkEH U VLAN THEEENET, MACT
RV ANT T 4=V VLAN CEIIZFE S b 55 1%, Bt h
&Y VLAN TidERl s nE A,

s VA F¥3VLANA VH—T =2 A A (AL v TRBA X —T = A R) 12754~V VLAN
WCIETRELTLIEEN,

« Al U VLAN £ MACsec £ 721377 A ~X— |k LAN —E A (VPLS) %7213 Cisco
SD-Access YV =2—va VEEHA L THREINZT T A X— b VLAN [FTHERE L £ A,

754 ~RX— KVLAN [ZDULNT

2T, T AX— K VLAN IZOWCEHBH L £,

TZA4AR—KVLAN FA A Y

PVLANMEREZfEAT 2 L, —E R Tu XL XN VLANZFHA Lz & XICEET 5220
JEIZKHLTE £,

» Network Essentials & 7213 Network Advantage 7 1 7> A& FIT L TV D HE. AT 4094
D7 277 47 VLANINT S ZTHR—FSNET, F—ER Fa S, F—3 1 A
H~—72) 1 DO VLAN &0 B TLHHG, Y —E A T, X =B R—-FTED
AL = —FUL T AUTHIR S E T,

CIPV—T T A F=TMTT DHITIE, 5 VLAN I 7Ry b 7 NV RZERME T
L2 Zay 7280 N TETA, ZACED . READIP 7 KLADBEEICRY 1P
7R L AOERICHESE X £,

K4:TS5A4AR—KVIAN KA Y

7T A4 _X— KMVLANOETAr—J 07 0 ORJEICHATE, —EX T u [ Xzt o
TP 7 FLAFEH EORIENRbTZLEIN, WAX—IZH LTSI V2EX=2 T 4%
fefficx E9, 74— K VLAN TiX, % D VLAN RAA VU &ZHT RAAL N2 ELE
T, YT RAAL L, TT7A~UVLAN E A Z Y VLANDOST TRENET, 774 X—
I VLAN (135D VLAN X7 2R EARE T, &V T RAAL ANZOE 1 XTI E4, 7
7 A X— K VLAN NOFTXTPD VLAN X7 ZR U774~V VLAN z3:F L9, 4
U VLANID |Z, &% 7 AL CORBNHEHSET,
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IS4 _R— VAN OFE |
B trosuvan

oo S Frimary

VLAN

Private
VLAN
domain

Subdomainfﬂ/ -—Eub$main

(@9 &)

Secérldary // '\\ Secoydary /
communityMLAN, __isolated VLAN

3
ilmos3

+Hh>%1) VLAN

v h o Z Y VLANIZiX, RO 2FEERH Y 7,
« M2 VLAN : J152 VLAN NOR— I, LAY 2 LYV TIIMEICHBETE YA,

ea23a2=7 44 VLAN: 23 2= 4 VLAN NOR— MIEWIIEETEETN, LAY
2L HDHMD I =T s NOFR— FEFEBEETETETA,

754 RX— K VLAN /R— k

754 ~_X—k VLAN Tl&, AL 94 X—F VLAN NOR— ~MiZ LA v 2 THEEL £7,
77 A4 ~_X— K VLAN A" — ME, ROWTNOORBUZRT 57 7 EX R— FTH,

o MEER] - MEIERR— ML, 7I9A4X—FVLANIZEL, 794~V VLAN &L T
5B FY VLANIZET 23 2=7 4 F— FOMIARA N R— e Lo, ¥TD
AV H—T oA ALBIETEET,

o ST JUSEAR— ME, SIS U F U VLANIZE L TWAARZ b R— T, i,
HERIR— F &R, WU 7 T4 X— K VLAN NOMOD KR — ki LA ¥ 2 TRAEIS
SN TWET, 774 X—hk VLAN [T, BEHFR—IFNOD NI 7 4 v 7 ZFRE 4
MAR—=RED T T 4T T _RTC Ty LET, MR — M0 oZESNZ T 74y
7%, EERR— M TERESNET,

d\

AN

Y=

*TIa=T 4 1 2Ia=T 4 B-ME 12902 I2=7F 4 ¥HFY VLANIZEL T
WAHKRARNR—=FTYT, aIa=7 4 A= ML [F—23I2=71 VLAN OZDftLd

A—bh, BEOEEHR—FEWBELET, 2NODOA U F—T oA AT, O I 2=
TADMDTRTOA v H—T x4 ZB LT T A <— b VLAN NOMINLAR— k& LA
Y2 oS hES,
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| 754 ~—FVIAN D3
2y bo—2m0T54<—rvan [

\)

GE) Ko7 R—FiE, BEOVLANNOD N T 7 4 v 7 5BEL, FT7T7 A4~ V., MAT
iUS::%T4WAN#%@%774/7%E%LiTO

FIA<IBINEDIFY VLAN [ZIZRD L D 2 R H 0 £,

« 7744~V VLAN: 774 _X— K VLAN (ZlZ, 77414~V VLAN % | D72} ETE £
T, T4 _X—=hK VLANNOTRTOR— kX, 774 ~VU VLAN DA R—T7F, 7
74~ Y VLAN [Z, BERIR— " OOH—~FM 774y 7 DX T AN — A%,
MIBLPaIa=74) TR F— FBILOMMOEER R — hMEE L ET,

« 32 VLAN : 7°F A ~X— k VLAN OFSZ VLAN 1% 1 7717 T3, M2 VLAN iT'h o4&
U VLAN TH Y, RA FDSLEENR— FBLIOF— by oA IC@nd BH—JHH -7
T4 TovT AN —LE2WHELET,

o::1%74vum aIa2=7 4 VLANIX, 77 AN —A T T4 vV %Iz
=T 4 A= P LEERFR— N~ =2 A BLOREI LI 2=7 s NOMODE A b R—
MRk T 58 %Y VLAN TF, HHDaI2=7 1 VLANZ | DDT T A ~— |
VLAN [ ETEET,

MEZER[R— T, 1 2D 7T A~ VU VLAN, 1 DDOMSZ VLAN, B D =3I 2 =5 ¢+ VLAN 7~
JCEETEET, LA V37— MU= A1 38, EBERNAR— NE2I LTT 3 RTER S
T, WERIFR— hTIE, L#EERT N AT TA_X—=KVLANDT 7 EA KR ML
THEHCEET, LExE, T XCOT T4 _X— b VLAN b —NR—2EFHT—7 27— 3
VINHEER LTI Ny 7Ty LT T HDIC, BERR— NEEHTEET,

2y kT—9RNDT 54 ~— k VLAN

A o F U TERETIE, xR 27—y a i, FRE@msnn—>nox 0 K X5—
va Az, AO T T A _— | VLAN X, %@?6mﬂ7z/b%ﬂbéfé EMTEE
RS I/b%7 T ET I AN = T2 EDOBEEITHOIET T, T4 R_N— |
VLAN OB EBET 52 &N TEET,

TIARX—KVLANZEA L, ROFETZ U RAT—2 a0 ~DT7 7 ATt £,

eIV RAT— g VIS TWA A v Z—T = AZTBIR L TSR — & LTHRE
L. VA P20BEEZLRVEIICLET, XX, =V FAT—va B3 —1n—0
B, TORTEIZI D —_"—FDOLA ¥ 2BENTERLBRYET,

e FIFNN =M ABIOER LD R 2T =gy (Nl T v H—r—7p
E) RSN TNWDA v A —T 2 AEBBEERFR—F L L THREL, T3THT KA
Ty aVNT I F NN = N2 AAIT IV BATELL I LET,

BE DT A 222D X DT T4 ~_— k VLAN Z8Ed 5121, 774~ VU VLAN, M
3. VLAN, BX W2 I==7 ¢ VLAN %, 774 X— K VLAN ZH% KR — b T BDT /A1 X
WhI7oF o LET, HTHTI7A4A =K VLANRED X2V T 4 2R LT, 77
A ~X— |} VLAN & L CERE S 17z VLAN Mo BRI S e nwXk 5 ic351cid, 774
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I54 A= VAN OEE |
. FSAR—KVIANTOIP7 KLy U5 A

~N— [ VLAN R— FBRNT A 22 ZD T, $XTOHRMT /A ZTF T A ~— | VLAN
ERELET,

TSAR—KVLANTOIP7Z FLYyL U9 ARK

BHAH<—IZfHBD VLAN ZEID Y THE, IROEIICIPT Kby o 7 HRANRIERER

270 F9,
s WAX<—VLANIZT RLADOT7ay 728048 THrE, RERAIP T FLAREAT D
ZERHY FI,

s VLANINDO T /S ZFREM L7256, FAUCHIGT 2720007 LU AZE Y 4 Chh
WERENH Y 1,

ZORMEIE, 774 ~<— b VLAN 2135 LB L ET, 771 — b VLAN TiE, 77
A=k VLAN DFRTD A L 8=73 7T A~ U VLANIZEID Y THR TV AT KL
AZEMELAT 272D T, RA MIEHIF Y VLAN IS S, 774 < U VLAN (2]
DYTHLRTNAST RLADTE w716 IP 7 KL A7 DHCP H—/3—(2 k5 THR % ko
DY THNETN, FAI—7F74~Y VLANNOEAD XU VLAN IZITEID Y THREE A,
EEEEREH XY VLAN DA A ~— F 8 ZITIFHEREIP 7 FLANE D HTHRE
To HLWT AL ZAZBINTHE, 7Ry FT RLAOERT—ANLRIHEHTE ST K
LA, DHCP #——I2 k> THIY Y THhET,

BHDORA Y FIZENSB TS5 A4 X— |k VLAN
2T, RONFIZOWTHALET,
SEWE R Ty R b
« M2 PVLAN R 7 7 AR— |

« #E5| PVLAN b7 7 AR— bk

ZERS VY R—F
HH D VLAN E[FREIC, 7T 4=k VLAN 2 8ED AL v FICEENDH I HICRETEE
T, hT7v 7 FA—HMIT T4~V VLANEBIOEL U Z Y VLAN Z A A v FIfmk L E
9, bT7 7 R—MIT A=) VLAN Zfth? VLAN & L CHWE3, EHEDO AL v FIiz
FMMDB ST A _—F VLAN OBSBEDOR L LT, AA v F AICHIMIA—FEnbD T
T4 v IIEAAL T B EOMISIA— MIBEELEEA,
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| 7514 ~—r VAN D3
iz VAN RS oo —

K 5:8HMDRA Y FIZFEE=NEZ TS5 R—+ VIAN

Trunk ports

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

774 ~_— kK VLAN X, VIP1, 2. BIOR3D T AT L h = RFTHHR—FEINLE
T, T 4=k VLAN X VIP3 DY —_R—F— R THLHR—FENET, VIP3 ZH L

THELIEY == FA4 7 BB AHIGE, T—"—IITREZINTNWDH T T A X— K VLAN
I TAT N LIRS ELMLERNHY £,

3L PVLAN k5 29 R— bk

PVLAN JMIS778 A2 R AR — M &2 LT, @5 D VLAN ZEEUE%ET 50, #3D PVLAN K *
4 T VLAN 28 HnkT 584, S PVLAN o7 R R— Ma2fEH L E3, PVLAN %4
A=hF LW H T AN —LAA vF (Catalyst 2950 72 &) ZHfi CE £7°,
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F54 ~A— VAN O E |
B oscevan r5o s g

6:3R3L PVIAN +5 >4 R— b

Catalyst 7200
router

VLANTO
VLANT1

Catalyst
9k switch

¢

Isolated port Isolated PVLAN
trunk port

Primary VLAN
Isolated VLAN

Mon-PVLAN
switch (2950)

™\

Access ports
on VLANTT

s

A56T33

ZOEITIL, Catalyst9k A1 »F T, PVLAN ZH R —FL2NWHX T A MY =LA v FIT
Pt Lk,

JL—H 35 hostl ~DE T A MU —LFEICEEEND N T 7 40 v 71X,

MERIR— k&7 F A~ VLAN (VLAN 10) @ Catalyst9k U —RX A A v FIZ L > T%[F
SNnFET, 2L T, 7y MIMNS.PVLAN T IV IND AL v F o T SNETN, 7I94~
U VLAN (VLAN10) (2% 75 &I VLAN (VLAN 1) (I24 AT S CTEE SR
F7, N7y FDIEPVLAN AA v FIZERFTDHE, SEEFANDT 7 AR —MZT Y v
VITENET,

T TA NI —LHFHDNT 7 4 v 7%, hostl 3B FE PVLAN A A » F~FE S, VLAN
NIZEELET, 2L Ty MI, T 7R —MREBATZ O VLAN (VLAN11) ©Z 7
\ZH 7P S35 Catalyst 9k V) — X 24w FITHEE SN E T, Catalyst9k > U — X A v
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| 754 ~—FrVLAN D%

mz7 VAN 5> R— ]

FTliE. VLAN 11 2837 VLAN & L CERES N, FT 7 4 v ZITMAIA R hiR— Bk
SN0 X oI ET,

\}

(GE)  Catalyst9k >V — R AA v FIFMNL b T > 7 L EEEEG L TWAHARA L (host3 72 &) & &4
BET 2 Z LN TEETMN, IEPVLAN A4 v FITHEHEL T DA A K (host]l 385 U host2 72
L) EOHETSZ LiIxTEEEA, IO DKRA MOSYEEL, Catalyst 2950 _EDORHER— K72
EOMREEMEH LT, EPVLAN A4 v FIZE > THTHOMERH Y £,

EERPVLAN L5 >0 R— bk

HEN T T A _X— K VLAN b7 7R — FMEA S 2D, —#KAIZIZ PVLAN HEER]HR 2
FAR— F 2T H8E T, @E O VLAN 2 8B ET 50, #HEDOPVLAN KA A T
VLAN Z8EEIGET A LERH A5 TF, Cisco 7200 /L — & 72 ¥ D PVLAN Z#HAR— K L7
W7 T AR — L)V —F G TEFT,

7:EER PVLAN S > 9 R— b

Catalyst
Primary VLAN = VLAN10 il
Isolated VLAN = VLAN11
Community VLAN = VLAN12
Catalyst
9k switch
Cnmmunity/ \Isulated
port, VLAN12 port, VLAN11

28

Z DK TIL, Catalyst 9k > U — & AA »F T, PVLAN KA A % PVLAN ZH% 7K —k L7z
T T AR =L —Z TR L TWET, hostl L TT v AR —AIZEEEND b
774 w71

356732
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F54 ~A— VAN O E |

B 75~ rvan oL omEER

23 2=7 4 VLAN (VLAN 12) O Catalyst9%k > U —X A A v FIZEZELET, ZO KT
T4 w7, TON—HEETIZEZERPVLAN T 7127 ) v Vv T ENLGRICTTA~
U VLAN (VLAN10) (Z# Z7fH) &, v—F THRESNTZELWE T A v 2 —T oA ZA%ff
ALTLV—T 7 &ET,

Hg AR —AFHODONT T 4w 7%,

MERR A hAR— P TRESNEHE LRI, 774~ U VLAN (VLAN 10) O Catalyst 9k
AA v FIZE > THZERIPVLAN F 7 7 R— b CREENET, M7 74 v Z7IXPVLAN R
AAVRICHDLPDE T, SRR MIT I v T ENET,

PVLAN EZE5R| N Z > 7%, VLAN QoS EFAEIZ/ERA L E7,

754 ~— | VLAN O fthigae & DMRE A

ZZ T, 7T A4 X— | VLAN O OFEEE & OEHEIC DWW TEBH L £ 47,

TS5AR—KVIAN L 2A=F ¥R b, TJA—FXv R+, BEUTILFXFVYRAL S

T497

EH O VLAN Tit, WU VLANIZH DT A AL A T2 LYV THWIZHEE LET 2, Bl
DVLANIZHDHA VB —T oA AR SNTZT A AL LAV 3 LV THETHOHE
BHYET, 774 X—hk VLAN DL, EERHIAR— MI7 T A4~ VLAN DA 2 N—Th
D, RARFR—=MIEDZY VLANIZELET, EH XY VLANIZ T 74~V VLAN |Z
FIEAFTENTNDETZD, THWHDVLAND A N F LA 2L~V THWIBETE 9,

WE O VLAN O34, 7u— F¥ ¥ 2 MIFD VLAN DT X TOR— MIfiEEISnET, 7
FANRXR—KRVLAND 70— RF v A FDOERET, ROLHIIZTae— Ry XA N2 EETLHHR—
MZE-oTREY £9°,
o ST — M, AR —FERIXI RN T K= EFIC7a—RFX v A M2 EELE
7,
eI a=T 4 R—FI, TRTOEERNR—F, FTF 7 R—hF, F—aIa=7~4
VLAN OFR— hZ7 o —RExy A ME2EELET,

o BSERIR— NI, 7T A=K VLAN DT XTOR— b (ZOMOEER R —F, FT
VU B b, M-, 3 a=T 4 B b)) T FER A MERELET,

CNFFY AR NT T4 I DN—T 4T T TR, T A— F VLAN ER &
il LT, B—aIa2=5 ¢ VLANNTHITObNET, v LFF¥ A~ T 7407
1Z. [F—IS2 VLAN OFR— i, 771385 D& H 2 Y VLAN OFR— M TR SN EYE
Ao

77 A ~N— K VLAN O</VFF ¥ 2 MNREIRORREZ TS R— N LET,

« E{EMIA VLAN SMITFET D ATREMED N B 0 . Z{EMIAS VLAN R A A U INIZHFEEL TV D
AREMEN B B,
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| 754 ~—FVIAN D3
F54~—rvan & svi ]

« E{EMIA VLAN WICTFET D ATREMED N B W . Z{EMIAS VLAN R A A UAMZIFEL TV D
AREMEN B B,

« EEMEZEMUMAFR—O= I 2 =7 ¢ VLANISHEL TWD AR S 5,

754 R— VLAN & SVI

AA FMEA v H—T 244 A (SVI) IZIVLANDOLA Y3 X —T A AEHFLET, L
AY3IT A RE, BEH XY VLAN TidZe<, 774~V VLANEZF 2N LTT T A X—
FVLAN Ei@fELEd, VA V3VLANA VH—T A A (SVI) 13774~V VLANIZ/ZUF
RELTLIEEY, LAVY3VLAN A v Z—T = A ZA&EH %Y VLAN HICHETE 4
Ao VLANDRE 2 U VLAN & L TRERESINTWAR], B %Y VLAND SVUET 77 «
TN £/ A,

*SVINT 27 47 ThDHVLANEZELN XU VLAN & L TRET D56, SVIZT & —
T LN E | ZOREFFAIENER A,

e Z Y VLAN & L THESNTWSD VLANICSVI 2B L LS & LTeh &Y
VLAN BT TIZ LA Y 3IC~v v B 7 ENTWAHHEA, SVHITMER SN, =7 =S
NET, SVINLA ¥~y BT ENTWARWES, SVIIER S E 423, BEIN
Wy yy MO ERET,

774~Y VLAN 2t %Y VLAN LT vy 7 95&, 7714~ VLAN D
BRENE N XY VLAN O SVIIRIESNET, 72L& 21X, 774~ Y VLAN D SVIIZIP
Txy hEEIDSTEHE, 2OV T2y ME, T4 =K VLAN2EDIPY 7 %> b 7 R
VALY ET,

TS3AR—FVLAN ERAMYF R VY

7T A_X— K VLAN [ZAA v T A v JWNTEWET L LN TE, 7714 X— K VLAN R—
MIAZ Y ITHNDSEIERAVRAL v FIFHETDHENTEET, EL, AX T %
WOLINZERTHE, 774 —F VLAN OBEICEERN L SFREMERH Y £,

« AHX I T T A _X—k VLAN EERBHR— b2 1 DTG EN, ZOKR—FE2E D7 A
VNAA T WA v T IHEIBREINTZSGE, 7T A4 X— K VLAN DR A hR— k&7
Z A ~— |k VLAN 4} & OGN REEIZ R 0 £797,

« AKX JNIZT T A4 X— | VLAN EERNKR— NOBRH DT 7T 4 T AL v FITEEN
BAELESGA, FRIEAZ I EERE L, HILWT 77 4 7 AL v FRRIRSNIZHE.
WT 7T 4 T AL FICEERF— B HDT 74—k VLAN DRA hFR— K 75
A ~X— b VLAN 4} & OEREDREEIZ 72 D £,

QODAZ Y I DBEE LTS, HRNEEE LI-AX v 7 DT T A ~_— |k VLAN I35 E %
ZIFEFAN, AL vTFEEEELEZL I, HAEZES LT AAL v FDOT T4
~— ;N VLAN BREN KON ET,
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I54 A= VAN OEE |
B 7 rsvomac7rLREBRETS A<k VIAN

B4+ 2y MACT FLRZHZT=TZ54 ~— K VLAN

T HY VLAN TEEEINT-MACT RLAIZ7 I A4~V VLAN TERIISNE TR, 0
WLHY EHA, ZHIZEY, "~ FRT 2T DL2CAM AN—AZHHTEET, 7914~V
VLAN X%, W F M TES X 2EITTH2DIEHINET,

XA FIv 7 MACT RLVAIL, 774X —KVLAN D771~V VLAN THEEHEIND &
WEZEUTC, BB XU VLAN CHEE@ SN ET, 2L 2, MACT RLAaRteh &Y
VLAN TEMICZEEND L, T4~V VLAN O—EE L CTHE SN ET, Wl VLAN ©
BE. MUMACO7 vy 7 SNy FUIEMACT RLAT—7 Dk H 4 Y VLAN |Z
BIMENET, 20D, BHZY RAALVDRAMR—FTEEENTZMACIE, 7oy
JEINTEATOZ N ELTA VA N—=VENET, 7TA~U VLANDD T 7 ¢ v
INRANENDHBAETH, TRXTOMAC = hUidkEH &Y VLAN TEEENET,

MAC 7 RL AT 7 A~ U VLAN CTEIIZEE S o 5a, BlEte o2V VLAN Tl
INEFEA,

AAT4 VI MACT RLRZEHAT=TZ4 ~— ~ VLAN

a—HPF—iF, RO LT F A4 _X— K VLAN DER R MZAZTF v 27 MACT RL A CLI
EERTINETHY FHA,

]

cHERDET AT, 2—F—IAXT 4 v/ MACT RLAZRET DL, BH#E VLAN N
WHRUAZT 427 MACT RURAZBINTHOVLERHY £ LT, 72& %L, MACT
KL A A 28 VLAN 101 O — bk 1/0/1 Ta2—H—F%E S4, VLAN 101 Tixth &
VLAN T, VLAN100 375 A = VU VLAN Th 5 5A1E, 22— — TR ETIHILERH Y
E3cN

mac-address static A vlan 101 interface G1/0/1
mac-address static A vlan 100 interface G1/0/1

«c ZOTNAATIE, 2—HF—(XBH#E VLAN IZ MAC 7 KL A2 BT 508 TH V 4
Ao EROBIOHT, 2= —IIRETLHERHY £,

mac-address static A vlan 101 interface G1/0/1

754 RX— | VLAN & VACL/Q0S & DHEEEA

7T A4 RX— 1 VLAN X, ZOT A ADEE, o7 T y 7+ —20 THGH] &,
BT,

LAY 2 OERX#%ICIL. @872 VLAN = v B2 703 TFoi. T _XTOH /) VLAN ~<—
ADOKEBEIZ X AMBERH ) VLAN O 2 F % 2 N TEITESNE T,

LAXY2DT7 L—ALINT T4 X— NVLANHTHRE S LD & Al E il & TVLAN < >~
IREAEINET, 7L —ANT T A _— |k VLAN ORBINSHER— M—T 4 7 &

NoHYE, 774 — FVLAN~ » 7BATMNCEHE SvET, RIS, 7 b — AN HHR—
ENB T T A4 _X— K VLANIZV—T 4 7 3nb &, 774 ~— K VLAN [ ZHMANZEH &
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| 754 ~—FVIAN D3
754 ~—tvaN s £ HAgH— b+ ]

NFEIF, ZhiE, TV v PENTE N T T4 T EN—T 4 T ENTZNT 7 4 w7 Ol I8
HAanEd,
TJ)yovyg:

e UK Y VLAN IS S T34~ VLAN ~DT v FA N —A K537 4 v 7 OHAE. &
F1 2% ) VLAN @ MAP [ Z ADENCTEA &4, 75 4~ U VLAN @ MAP (3 H 7348125
SNFET,

e 54~V VLAN OB Y VLAN ~DX T A N — A N5 7 0 v 7 OBEAIE.
77 A4 =<1U VLAN ® MAP [Z A5 AT A &4, B2 U VLAN OMAP (3715 H
THAINET,

W—T1429

7T A ~_X— K VLAN RFAA R 22 (PVI (secl, priml) IBILOPV2 (sec2, prim2) ) 5
BAEHEELET, PVIDLDLPV2ICA—T 4 v T ENAE T L—AIZOWTIERD LI IR
i—a‘o

e secl ® MAP 33X O priml @ L3 ACL i, ASAR— MM EhET,

e sec2 O MAP 33X O prim2 @ L3 ACL X, AR — MM S ET,
DEES N2 A N AR— FNLEER R — b ~DT v AN —AFFZH T A R —AIHE
IRy FOEE, SBES Iz VLAN O VACL IZA S RIC#EA S, 774~ Y VLAN O

VACLIZHE A FMICEA SN E T, 2L, 22—V —FR L7774~V VLAN KA A D
Wt Hh 2 Y VLAN ICERR D VACL #RETDHZ ENTE £,

N

GE) ZDTINNAATDT T A~_X— K VLANIZHIZWF M TH D720, WIFHD A I =2=7 1 VLAN
IR T,

754 RX— KVLAN 8 KU HA HR— k
PVLAN (Z., &Ea[HME (HA) #EEL > — AL X ICHEHELE T, VIV RZORNIC, 77T 47X
A YTFIHDHTTAX—hF VLAN X, UIVERZ B ERUTHIVENRNHY T FHTLW\WT 2
T4 T AA »FIXIOSHIFS L, FEDMIF S TLARID T 7 7 4 7 AA »F L [EFED PVLAN 7%
ENRMLIETT) |

O — > =JL = I ==

TS5 A4 ~R—KVLAN ZREFEBOITEEIE
I T, 74—k VLAN REROEEFHIZOWTHHALET,

TS5AR—FVIANDT 74 )L FBFE
7T A4 _X— K~ VLAN I3 E S TWER A,
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F54 ~A— VAN O E |
B crosuvmssvrsc<y vanomE

tHUFIJVIANE LUV TS 4 <) VLAN DERTE
7T A4 ~X— K VLAN ORERI, MOFEFRIIMNE- T EIV,

e 774 ~_X—FVLAN X, VIPI, 2, BEUR3IDF T AT L F = RTHFR— &
NET, TXAATVIP A=V 3 0 1 7232 03B L T 58581, VIPZ F T A
AT Ly hE= NCRETDRERDH Y £, 774 ~— FVLANZRE LIZ& T, VTP
F—REBIITAT v FEIIY—NR—IEFECTCEEHT A, VIPX— 3 031F, +TO
T —RKCT77A_X—hK VLAN ¥ KR—FrLET,

VTP N— 3 1 £72132 TFF 4 ~<— |k VLAN %% & L7=#%. copy running-config
startup config 554 EXEC =2~ REfH LT, VIP h 7 VAT L hE— REE LT
FARXR—=KMVLANRTEET XA AAZ =T v a7 4 F¥alb—var 77A0Ik
FLET, RFLARVWE, TS 22Uy LTSRS, 7740 FOVIP Y ——F—
Riz720, 77 A4 _X— K VLAN ZH AR — KL< 20 E7, VIPX—T 33 TiEF7
A _X— |k VLAN Z#H%R—hrLET,

VIP N—T a1 BLWR2 TlE, 774 X— bk VLAN ZEORE I ITONEFA, 77
A _X— F VLAN AR — F BB TN A TVIP A= 3 U3 NFETEN TV WAL,
VTIP3 X774 X— K VLAN Zaff 357, DT NA A ETT 7 A ~X— K VLAN %%
ETHLENDHY 7,

VLAN 1 £721% VLAN 1002 ~ 1005 %75 4~ U VLAN £72i3t & VJ VLAN & LT
FETEXFEH A, PLIEVLAN (VLANID 1006 ~4094) 177 A _X— K VLANIZJBT 5 Z
EnTEET,

77 A4 <Y VLAN IZ1Z, 1 DOMI. VLAN B IO D = 2 2 =5 ¢ VLAN % BEfT T
AZENTEET, M VLANF/ZIZ2 I 2=7 ¢ VLANIZIX, 12D 771~ VLAN
P EBEfIT sz RN TEET,

77 A X— | VLAN (235D VLAN "E EE T8, 774 X— | VLAN 2K THEIT
FRER A= Y ) — T haj (STP) A L AX AT 12T, v &Y
VLAN 377 A ~ U VLAN ([ZBE#ERHT STV DA, 774~ Y VLAN @ STP /X5
A—HZ Nt hF Y VLAN IS ET,

TFTP % —/3—/»5 PVLAN R EZ 2 E— L, ZNE2FEITHOREICHEA L TH, PVLAN
OFEMTITER SN ETA, 774~ U VLAN BT RTDE I Z U VLAN [ZHEFEIC
BEM T 5N TWD Z L 2R T A20ENHY £,

copy flash:config_file running-config?®>{{4> ¥ (Zconfigure replace flash: config_file force fifi
M2 bTEET,

DHCP A X —t > 71375 A ~_X— h VLAN L CA R—7 M T& %4, 7714~V VLAN
TDHCP AX—V V%A X —T7NWIZTHE, DHCP AX—E > 73 H % VLAN
B SN Ed, EH %Y VLAN TDHCP % E L CH, 774 ~VU VLAN 23 Tl
HELTWAEA . DHCP BEIXAZNICR D 8 A,

« 77 A=K VLANAKR— K TIP V—R H— K& RX—TMITD5EIL. 774~
VLAN TDHCP AX—E > 7% A X —TWIITH0ERH Y £,
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754 RXR— |k VLAN D%
EHUE VAN BEUT5 47y AN oz ]

¢« 7IANR=FNVLAN ChIT 7 4 v T EBBIELIRNT AL AD T Imb, 7T A R—
F VLAN 2 P )L—= 7452 2R L E9,

+ 7Z4<1U VLAN, 3. VLAN, BL U2 I ==7 1 VLANIZIL. B4 ® Quality of Service
(QoS) FXEAWMHTEET
s sticky ARP |21, ROZBEFHENH Y 7,
esticky ARP =2 RV LiE, SVIBIRNLA Y3 A H—T oA A LTEHINDHT
NUTE, oo ML, HIREIZRDZ EiEH0 A,
sip sticky-arp 7o — 3L a7 4 X2 b— gy avy N, 774 X—}k VLAN
WZBT 5 SVI TR AR —bhEhET,
sipdticky-arp f V' #—7 A A AT 4 Fal—var avry Nd, LFTORYT
A—hENET,

LA XIS H—T A A
« JE¥E VLAN IZJ& T 5 SVI

« 7 4 ~_X— K VLAN IZJE 9 5 SVI

ipsticky-arp 7 a2 — 337 4 Fa b— 3 B X Wipgicky-arpinterface= 7 «¢
Xal—varavwy FOEROFEMCOVWTIE, 20V Y —ADavr RN 77 L
VAR TLLIESN,

« 774~ VLANB L&D ¥ Y VLAN TVLAN v v 72 RETEET L, 77
A=K VLAN D77 A~V EBLUED Y VLANIZ[A U VLAN ~ v 728 5ET 5 2
EEHELEL F9,
* PVLAN [ FH M TT, Zhbid, ANAE EDRIOm G IZ#EHE S ET,
LAXY2DT7L—LNTT7A4_X— K VLAN NTERIEEIND &, ANl & HMHIT VLAN
~ v IHREHINET, 7L —2 N7 T A X— F VLAN DI BAER— Mo—T 4
YITENDEA. 77 A X— bk VLAN ~ v BN ANMNCEH S hET, Rk, 71—
AR R— "7 FA4_X— K VLANIZLV—F 4 &b &, 754 ~<— |k VLAN
WEHEAANCEA S E T,
TV
e HH YU VLAN XS T T4~ VLAN ~DT v 7 AR —L T 7 4 v 7 D
A, B XY VLAN @ MAP IZADMNCEA S, 7 F A~ Y VLAN @ MAP (3 H
AN S E T,
* 774 <Y VLAN PO ED U Z ) VLAN ~DF T U A MY —b T 7 1 v 7 ORE
X, 724~V VLAN ® MAP (I AN 5 CHf S, B> %Y VLAN OMAP (%
HA TS hET,

N—TF 4T
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I54 A= VAN OEE |
B 5~ rvank—romz

77 A4 ~X— K VLAN RFAA 222> (PV1 (secl, priml) L NPV2 (sec2, prim2) )
HABEEEBRELET, PVIDOLPV2IIA—F 4 V7 ENB T L—AZOWTIIRD &
TR E£F,

esecl O MAP B X W priml ® L3 ACL IZA AR — MIEHA I ET,
e secl O MAP 5 KO prim2 @ L3 ACL (X H /18— Ml S x4,

s MBS NTZHR A N R— FIBEER R — b ~DT v T AN —LFETHL T A B

U —2IZHEH ™y NOSE . S vz VLAN @ VACL (XA J7 7 ANz FH S i,
774 ~1 VLAN ® VACL [ZHH /) FiaciH S g4, ek, =—%—IH
U7JA4 <Y VLAN RAA L OBO®H &Y VLAN IR % VACL %% ET5H
ENRTEET,

TFIAR—=KMVLANOETEIP N T 7 4 v 727 4 NVE ) 7T 5HI120%. 774~ U VLAN
BLXOEH &Y VLAN Ol 512 VLAN v v P2 AT A2 0ERH Y £9,

« 774~V VLANSVIZ7ZiF /v —% ACL i C&x£7, ACLIZZIA4~VKBLOtD
VHZYVVLANDO LA Y3 T 7 4 w7 IZ@HINET,

« 774 _X—=KVLANN LA V2 THRAMESHELTHNTH, SAMILVA Y3 THWIZ
WECTEFET,

¢« 7F 4 ~_X— K VLAN TiZ, RKOAA vF KR —k 7TFF A% (SPAN) HEREN VAR — b
SnET,

e 7F A4 ~_X— |k VLAN % SPAN XETtAR— & L CRHRETE £,

« 7J A4~ 1 VLAN. M. VLAN, BX U2 I 2= ¢ VLAN T VLAN X—2Z2 D
SPAN (VSPAN) ZfEfHL7=0, B—® VLAN ECSPAN A L0 LT, 71k
T4 FEEIFIAN T 7 4 o 7 BANCERT D ERTEET,

TZ54 R— |k VLAN FR— F DERTE
7'F A~ | VLAN K— hOBRERHL, KOEEFHICHE- T2 S,

« 77 A< VU VLAN, Y. VLAN, F7/21%2 I 2=7 4 VLAN|ZHR— h & #E| ) 4THITiE,
TIARXR—=FVLAN 27 4 Fal—vayavr REFEHERALES, 7794~V
VLAN, 57 VLAN, F721Z2 3 2=7 4 VLAN & L G ET 5 VLAN IZE 0 ¥ THhh
TWHLAY2T 7 8AR—=KI, ZOVLANNTF T A _—k VLAN OREICEENT
WOGE, IET VT 4T TT, LAY2 T AU H—T A ALSTP 74T —T «
VI AT —RDOEETT,

PAgP %721 LACP EtherChannel (8T 5 — %, 774 ~X— K VLAN &"— h & L Ti%
ELBRNWTLEEN, R—= N7 T4 = FVLANDORTEIZEENTWABMIE, TOR—
k @ EtherChannel i EIZWT IV HIHET 77 4 7 T1,

e REI AL DSTPL—TORAEZGE, STPa L A=V 2 A EmEbd 22k, Mz
RANR—=FBEINaI2=7 1 AA A=k ETPortFast 3 L UBPDU 5/ — R & A % —
TMZLET, £ F—T VDA, STP IXT X TP PortFast 235% € 4172 L1 ¥ 2 LAN
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| 754 ~—FrVLAN D%
754 ~—rvaN oz |

AR— MZBPDU #— FiBEZ#H L 9, PortFast 3 L UVBPDU 4 — K& R — KT
A R—=T NI LBRNTLTEEN,

¢« 754 _X— | VLAN ORETHEHA SN D VLAN 2R 2 &, 20O VLAN IZEER T 5
NI=7 7 A4 _X— K VLAN R— " NFET 7T 4 TN ) £,

Ry RT—T FTNRA BN TR L, 774~ VLANBIOED &Y VLAN 8

KT MBHEIBRENTWARWES, 774 _X— FVLANAR— MI&EEERRY hU—
7 TR A ETHEATE 9,

O & = o :
754 ~X— Kk VLAN DR EFHE
ZZTlE, A4 _X—F VLAN OFREICHOWTHHA L £,
754 X—  VLAN D& E
77 A ~_— K VLAN % ET D121, WOFINEEFITLET,

\ )

GE¥) 74— FVLANIZ, VIPI. 2. BXU3DFF L AXRT LV M F— T R—FENFE
T, A4 X—F VLAN |, VIP3 DY —_"— F— R THLHR—FENET,

FIE

ATy VIPE— FZRICEELE7 : transparent
GE) X VIP3 DA, —"—F T T AT LY FEF— ROWTHICHEE— R
ERETEET,
ATFvT2 94V BIOEI Y VLAN ZER L TS bt LEd,
[7°F A4 ~<— K VLAN WD VLAN OFERB L O T ) 2ZRL T EEn
GE) VLAN N EFEERENTWRWESE, 794 X—h VLANHRE oA TIh%
fERk L4,
AFYT3 AV B =T AA AZMIR—FEFHITaIaz=T f RAFNR—=FIRELT, A~ R—F
IZ VLAN A U= FRE) ¥TET,
[T A _X—KVLANFA R R—FELTOLAV2A L E—T oA ADFRE] #FRLT
IEEW
AT Tl A F—T oA AEWER R —FE L THREL, BENR—- 27 I/~ VBN H Y
VLAN ORTIZ~ v B 7 LET,

[F5 4 ~_— kK VLAN EERFE— R L LTOL AT 2A L F—T =2 ADHZE] #BBLT
ZEN
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IS4 R— VAN OFE |
B 75 ~—rvianmo viaN o s & U

ATY TS5 VLANiL—TFT 4 V7 E2EHALTWLEA. 774~V SVIZHEL, Bh 24U VLAN %
754 <Y SVIIZv vy L7 LET,
%Y VLAN D7 Z A4~ VLAN LA Y 3VLAN A VX —T = f A~D< v BT
EEBLTLLZEN

ATFYT6 T4~ VLAN REXHERL £,

754 R—  VLAN @D VLAN D% E & & Ui (4

VLAN 27 4 Falb—ay B— ReE 73 5%E T, privatevlan =2~ RIZFTIEH Y
FHA,

77 A4 ~_X— K VLAN W VLAN #3%E L. BEAT 2121%, ROFPIEEZFEITLET,

FliE
ARV EEREET7IV3 Y By
RTFwF1 |enable ¥iME EXEC E— RE2 AT LET,
B - AT —REANLET (FERINT-
BE) .
Device> enable
R wJ2 |configureterminal rTa— ) ary7 4 Xal—3a
15“ . £ — F%F?ﬁﬁé Li‘a—o
Device# configure terminal
AFw 73 |vtp modetransparent VTP &— K% F T AT Lo MIH
Bl - ELET (VIPEZT 4 E—7 I LE
T) .
Device (config) # vtp mode transparent GE) VTP3 O)i}%/a\\ Sy .
72X AXT L b
E—FOWTHIZHE—F
ERETE T,
AFwv 74 |vlanvian-id VLAN=Z V7 4 FXal— g E—F
Bl - ZBRIGL T, 77 A4~V VLAN £72 %
VLAN #4587 € £ 72 13ER L £9, VLAN
Device (config)# wvlan 20 ID O#FaPHIL 2 ~ 1001 B LR 1006 ~
4094 T,
A5y 5 |private-vlan primary VLAN %75 A <= U VLAN & L THRiE
1 - LETS
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I 754 R— k VLAN D%
754 A— k VLAN ) VIAN O 6 & Usiistt i+ ]

ARV RERETI3 Y EL:Y
Device (config-vlan)# private-vlan
primary
ATy Te |exit Jua— ) ar7 4 Xal—vg
B - T— NICRY £

Device (config-vlan) # exit

XFw 71 |vlanvian-id TLE) VLANZ > 7 4 X2l — 3
R v E®— R&Blth LT, M2 VLAN & 72
% VLAN Z48€ £ 72 13ER L £ 9,
Device (config) # vlan 501 VLAN ID O#iPHIL 2 ~ 1001 I8 L
1006 ~ 4094 T,
ATw S8 |privatevlanisolated VLAN ZHS7 VLAN & L CHEL
B - EE
Device (config-vlan) # private-vlan
isolated
ATy 9 |exit Ta—N)Lar 74X al— gy
15'] : :E-.._. F‘&:ED iﬁ—o

Device (config-vlan)# exit

X5 w710 |vlanvian-id (EE) VLAN =27 4 Fal—3i 3
- YE—FERBLT, aIa=7~4
VLAN & 72 %5 VLAN 2§85 E £ 7= 13ERk
Device (config)# vlan 502 L %9, VLANID O#i[HI% 2 ~ 1001
B L1006 ~ 4094 T4,
AFw 711 |private-vian community VLAN # =13 =2 =5 ( VLAN & L C#g
15“ : /\':.E_‘I_/i‘a‘o
Device (config-vlan) # private-vlan
community
AT v 12 |exit Ju—ryLar7Z 4 FXal—a v
15“ : :E‘_ ]\\‘&:E D ij—o

Device (config-vlan) # exit
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B 75 ~—rvianmo viaN o s & U

I54 A= VAN OEE |

ARV FFEREETIVa Yy

S

ATy 713

vlan vian-id

1 :

Device (config) # wvlan 503

(tB) VLAN2 UV 7 4 F a2 b — 3
vE—KREBLT, 2 3a2a=T7g

VLAN & 72 %5 VLAN Z48 & £ 7 13ERK
L %9, VLAN ID O#ilfix 2 ~ 1001
B L1006 ~ 4094 T,

ATv 714

private-vlan community

1 -

Device (config-vlan)# private-vlan
community

VLANZ =23 =2=5 ( VLAN & L C#s
ELET,

ATv 715

exit
1 -

Device (config-vlan) # exit

Ja—n\)ary7 4 Fal—g»
E—FIZREV ET,

ATv 716

vlan vlan-id

51

Device (config)# wvlan 20

AT A THRELETI7A4~Y
VLAN IZBJL T VLAN 227 ¢ ¥ =
L—yay T— RERBLET,

ATy 71

private-vlan association [add | remove]
secondary vlan_list

&1

Device (config-vlan) # private-vlan
association 501-503

' H 2 # V) VLAN 277 1~ VLAN
WZREEf T £, B—D7 T4 X— |
VLANID CT#., F72id A 7> Tilifl
L7277 A ~_—KVLANID THE W
FH A,

* secondary_vlan list /X7 A —X#|Z
1, AR=REEOHRNTLEE
W, B TRE)o T HOEE
EEHHIENTEET, FHEH
ELTANTZEDE, H—07
Z A ~_X— K VLANID 72131 7
v CHfE L7727 T A X— |k VLAN
ID CT7,

» secondary vlan list /37 A — & 21X
B D=2 2=7 1 VLANID 2 &
O BHILVETA, ML VLANID (3 1
DT,

« secondary_vlan list # A 719 2% 7,
¥ 7213 secondary vlan list T add
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| 754 ~—FVIAN D3
TS R—FVIANAKR b f—hELTOLA V242 8—T x4 20%E [

ARV RFERETI Y S

F—U—REREL, BHXY
VLAN & 75 4 < U VLAN % [
£,

e H U VLAN 7T 4=V
VLAN f OBl T2 27 U 735
(21X, secondary vian list {Z remove
F—U—RZMEHLET,

e Zma~vw NiX, VLAN 27 ¢
Xal—aryE®T—REERTTS
FTHBELEEA,

AT v 718 |end HikE EXEC =— RIZREY £,
1 -

Device (config) # end

RT w719 |show vlan private-vlan [type] or show | ZE 2R L %3,
inter faces status

51

Device# show vlan private-vlan

R w720 |copy running-config startup config TNWNAAAZ = T v a7 4F¥a
Bl - L—y a3y 7 7 A VSR EHE H 2 %17
LET,

Device# copy running-config
startup-config

TS5A4R—KVLANRRA M R—FELTDLSANV24M 3 —T (4R
DEF

LAY2A 0 H—T 2 A A% T TAX—KVLANKA M R—FLLTHREL, a7 T4
<~ U BLOtH &Y VLAN IZBhEMT 51213, ROTFNEEZFETLET,

N

CE) MBI U=aIa=F5 4 VLANIZWWTNbEL - Z Y VLAN T7,
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B s < rvaNRR FR—FELTOLA Y24 V8T 24 ROBE

FIE

754 R— | VLAN D& E

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REZ AN LEST @EREn-8

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/22

RETHLAV2A X —T = A ATHt
LC. AV F—TxAf R a7 4F=a
L—y gy EB— RZ2BEBLET,

ATvT4

switchport mode private-vlan host

1

Device (config-if) # switchport mode
private-vlan host

LAY 2HR = 27T A=} VLAN
RA R R—=bFELTRELET,

ATy TH

switchport private-vlan host-association
primary vlan id secondary vian_id

1

Device (config-if)# switchport
private-vlan host-association 20 501

LAY 2HR— &7 T A= VLAN
& BT £

GE) I, vAM v 2402 —
7 = A A2 PVLAN % 438
1T B 72 DI LB R FIET
TO

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y 17,

ATy T17

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/22 switchport

RIEEMER LET
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| 754 ~—FVIAN D3
TIAR—FVIANEZRR—FELTOLA V2L 08 —T 24 ROHRE .

ARV RFEEETIIa Y BRI
R 7 8 |copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

T53AR—FVIAN ZERIR—FELTOLAIV2422—T (R

X AE

LAY2A4 B —T 2 A A% T T 44— K VLAN EERHR—FE L THEL, 2NE 771
2V BIED XY VLANIC v B 7T 51013, ROFINEEZETLET,

\)

GE) MyBIXaIz=F4 VLANZWWTNbEH XU VLAN T9,

FE
ARV FERET7IVa Y B#
AT 71 |enable Kt EXEC E— REAIC L ET,
1 - NAT—REANLET EREINTE
a) .
Device> enable
R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
- T FEMBLET,
Device# configure terminal
R Fw 7 3 |interface interface-id METALAY2A L X —T oA ATk

1 LT, A v H =Tz AT 4Fa
L—ya v E— RElBLET,

Device (config) # interface
gigabitethernetl/0/2

R T w 7 4 | switchport modeprivate-vlan promiscuous| v % 2 &*— F %75 4 ~_X— ~ VLAN
1l - AR — e LTHRELET,

Device (config-if) # switchport mode
private-vlan promiscuous
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B s~ rvangEgsk—reLToL v2408—T 1 ROEE

I54 A= VAN OEE |

ARV RFERETIVa Y

B8

ATy TH

switchport private-vlan mapping
primary vian_id {add | remove}
secondary_vian_list

1 -

Device (config-if)# switchport
private-vlan mapping 20 add 501-503

75 A4 ~N— k VLAN EZERR— %27
F A<V VLAN, BLOSEER L=
ZU VLAN I~ v B 7 LET,

« secondary van_lig /37 A —XZ 121X,

A=A T EmDRNTL SN, 7
Ve TCREISTEBOEBEED D
ZENRTEET, FHHEHELTAS
TEHDIE, B—D7 T A X—F|
VLAN ID. F7213A 7 > Cifk
L7277 A ~— |k VLAN ID O#jipH
<7,

s H VU VLAN £ 7T A<
VLAN % 7' Z A ~X— | VLAN #&7%
BIAR— M~y B 735120,
secondary vian list, F£7z/3add % —
U — K% $57E L 7= secondary vian list
EEHLET,

%Y VLAN & 77 A X— |
VLAN#EERIIAR— D~ v B 7 %
fiffR9 5 121%, remove ¥ —1U — K
%5 7€ L 7= secondary vian list % f#
ALET,

ATvT6

end

1

Device (config) # end

HebE EXEC B— RICEY 7,

ATy 1

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/2 switchport

RE MR LET,

ATvT8

copy running-config startup config

1

Device# copy running-config
startup-config

FNRAAAR = T v T ary7 4¥a
L—Yay 77 A VICERERB &R IF
L/\ij_‘o
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| 754 ~—FrVLAN D%

MM T5A4R—FVLAN ~5 2 R—

reLtorsv2qva—7z120%% [

WML TSAR—KVLAN RS9 R—FELTOLSAIV24 02 —D

A4 ADEKRTE

LAY2A B2 —T oA ZAEMIPVLAN T 7 R— & LTHRET AL, ROVEEEFT

WET,

FIE

ARV RFFERERTIVa Y

=)

&M

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— FNLBABLES,

ATvT2

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/2

RETHLAV2A L EZ—T = A ATk
LT AV H—TxfA AT 4Fa
L—y gy B—RE#HBLET,

ATvT3

switchport mode private-vlan { host |
promiscuous| trunk promiscuous| trunk
[secondary]}

1 -

Device (config-if) # switchport mode
private-vlan trunk secondary

MNLT T A4 ~— K VLAN F 7 7 R—
MELTLATY2A L H—T oA A%
ELET,

ATv74

switchport private-vlan association trunk
primary_vlan_id secondary_vian_id

1 -

Device (config-if)# switchport
private-vlan association trunk 3 301

754 _X—KVLAN R T 7 R— %
77 A4~1VUVLAN, BXOERIRL7=tH
VAU VLANIZw v B 7 LET,

ATy Th

switchport private-vlan trunk allowed vlan
{word| add |all | except |none | remove
} vlan_list

1

Device (config-if)# switchport
private-vlan trunk allowed vlan 10.
3-4

PVLAN 7 > 7 K — F TRFESND

VLANDO U A FERELET, VAR
X7 F 4~V VLAN 2 & 5 LERH
DET, Fiz, BHE D VLAN b E T
xFET,

no¥—7— RZfiH4% &, PVLAN |k

F U R— N THEREND VLAN 27
_RTHIFRTE 9,
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B =05 A— VAN FSUoK—bELTOL Y2408 —T 2 ROEE

F54 ~A— VAN O E |

ARV RFERETIVa Y

B8

ATvT6

switchport private-vlan trunk nativevlan
vian_id

1

Device (config-if)# switchport
private-vlan trunk native vlan 10

PVLAN 7 > 7 7"— MZ (IEEE802.1Q
BT ELLTD) #7713y MHEND
WTHND VLAN ZRE L £,

no X—VU— R&fHT 5 &, Mz
PVLAN h 7 > I R— TR AT 47
VLANREXHIRCTEET, X4 7147
VLAN 287 7 /L b @ VLAN1 |[ZF%E &
ET,

ATy T17

end

1

Device (config) # end

¥t EXEC £ — RIZR YD £,

ATvT8

show interfaces [interface-id] switchport

1 -

Device# show interfaces
gigabitethernetl/0/2 switchport

RIEEMER LET

ATvT9

copy running-config startup config

1

Device# copy running-config
startup-config

TNRAAAZ—R T v a7 ¥z
L—yay 77 A VCREHEH & R-1F
L/i‘g‘o

|EMNTSAR—KVLAN FS U9 R—FELTOLANV2A4 03—

T4 ANHETE

LA¥2A4 0 H—T 2 AEEERNT T A _X—FVLAN b T 7R — & LTERET DT,

FIE

ROMEEETOET,

AT RFERIEFT7TII Y

B8

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,
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| 754 ~—FrVLAN D%

EEAMNTSAR—FVLAN S5 HR—

reLtorsv2qva—7z120%% [

AU RFERETOVa Y

B8

R T 72 |interfaceinterface-id RETDLAY2A L H—T = A RTH

1 - LC. f o HF—TxaAf AT {F=a
L—vary E—REBBLET,

Device (config) # interface
gigabitethernetl1/0/2

R T w 7 3 |switchport mode private-vlan { host | LAY 2 R— FBEER TS _— K
promiscuous| trunk promiscuous|trunk | v AN FS5 L 7R — e LTRELE
[secondary]} +
i -
Device (config-if) # switchport mode
private-vlan trunk promiscuous

R 7 4 | switchport private-vlan mapping trunk | fE3551—°5 f ~X— K VLAN k5 > 7 "—
primary_vian_id [add | remove] N& 754~ VLAN, 3L OS8R L7=
secondary_wian list ©H LAY VLANICw v Er 7 LET,
Bl « secondary Vlan_ligt /<5 A —# (214,

Q- L S >
Device (config-if) # switchport ‘XJ\ A& &)ff}/,\“c e éi\\o 7
private-vlan mapping trunk 20 add r~TXElo f:%ﬁ;ﬁ@%ﬁ Hazmod
501-503 TENTEET, FHEBA L LTAS
TELHDE, B—DF T A _— |

VLANID, F7213/A 7 Cilifl
L7277 A ~— K VLAN ID Ol
T4,

s & H U VLAN % 855175 A
~N— KVLAN R T 7 R— I~
7B,
secondary vian list, ¥£7-/¥add F%—
7 — R %487 L 7= secondary vlan list
EREHLET,

« B AH K Y VLAN L2875 A
~_—KVLAN h T 7 R— D~
v TR HI2IE, remove
F—U—RERELL
secondary vian list Zf#H L 9,

R Fw 7 5 |switchport private-vlantrunk allowed vlan | PVLAN k5> 7 R— F THER XD

{word| add |all | except |none | remove
} vlan_list

1

VLAND Y XA haRELET, UR NI
177 A4 < VU VLAN & 5 NENH
DET, £z, BEF DO VLAN bR ET
xFET,
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754 R— | VLAN D& E

B At Fr L EOBTTSAR— VAN FS O R— b ELTOLA Y24 28— T 24 RDORE

ARV RFERETIVa Y

B8

Device (config-if)# switchport
private-vlan trunk allowed vlan 10 3-4

no¥—"Y— R&fifH7d 2% &, PVLAN
EZR R T I R— P THEREINTWNDT
~NTPD VLAN Z#HIBRT& £,

ATvT6

switchport private-vlan trunk nativevlan
vian_id

1

Device (config-if)# switchport
private-vlan trunk native vlan 10

PVLAN k7 > 7 R— MZ (IEEE802.1Q
Z2TELTO) Z7R LTy RHREID
WTHND VLAN 2R ELE7,

no¥—V— R&fif4 %L, PVLANE
ERI T > 7 R— DR A T 47 VLAN
WEAHIFRCEET, 17 17 VLAN
BT 7 0 FD VLANL (TR E S E
7

ATy T17

end

1 -

Device (config) # end

HrtE EXEC E— RICEY £,

ATvT8

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/2 switchport

RIEZ MRS LET

ATvT9

copy running-config startup config

1

Device# copy running-config
startup-config

FNRAAAR = T v T ar7 ¥z
L—yay 7y AVCEREHER 2 R7GF
LET,

R— b FrRIILLEDHBILITSAR—KVLAN FS 2O R—FELTD

LAXN24A23—Tz4AAD

=JL ==

ax &

LAY 24 H—T oA AR— R F ¥ FLOMNLT T A~k VLAN h T2 7 HR—KEL

TRIET DI

2iE, ROBEEZITVET,
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| 754 ~—FrVLAN D%

K= FF e RLEORI TS R— FVIAN bS5 oo R— e LTOLA Y242 8—7z 4 208%E [

FIg
AU RFEREET7TIV3 Y By
AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
%l - E— RERBLET,
Device# configure terminal
R T w 7 2 |interface interface range BETALAV2A X —T = A AEH
i - LT, A I =T =R ATy
Xal—varT—RFzRBLET,
Device (config)# int range g5/0/17,
g5/0/22, g6/0/12
R w 73 | switchport mode private-vlian { host | 75 A4 ~_— K VLAN JES 5 > 7 iR—
promiscuous| trunk promiscuous|trunk | L L Lt A Y2 A L H—T = A A
[secondary]} BH D24
1 -
Device (config-if) # switchport mode
private-vlan trunk
R T w 7 4 |switchport private-vlan association trunk | 5 4 ~X— K VLAN F 5 7 R— &
primary vlan id secondary vian_id 75 4~V VLAN. BLOR L=t
- »Z Y VLAN (L= vy BT LET,
Device (config-if)# switchport
private-vlan association trunk 20 503
R T w 75 |switchport private-vlantrunk allowed vlan | PVLAN F 5> 7 R— F THER XD
{word\_add |all | except [none |remove |y AN® U % FEEELET, UM
} vian_list 117514~ Y VLAN %% % L8R 5
1 - DET, £72. WHFD VLAN HERET
TET,
Device (config-if)# switchport R L
private-vlan trunk allowed vlan 20 no ¥—U—REMHHTLHE, M7
A4 X— K VLAN b T > 7 R— N THAf
ENTWVDHTRTO VLAN ZHIpRCT&
iﬁ‘o
AT 76 | channel-group channel group number F v FN T I—TRNICR— P EREL,

mode { active | auto | desirable| on |
passive }

1

F— K& ELEJ, channel-number
FRETE2%PMIX1~128TY, &A—F
F ¥ TN WEAIE, ZOF ¥ Rv
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FS54_R— VAN DFEE |
B At Fr L LOBER TS A R— R VAN bS50 K— hELTOLAY 24 28— T 24 RORE

ARV RFERFTIVaY =)
I N—TICEEMNT BT R—  Fy
VDS HEIZAER S E

Device (config-if)# channel-group 1 mode
active

AFvJ1|end HebE EXEC B— NICEY F£7°,
& -

Device (config)# end

R T 7 8 | show etherchannel summary RTEETERLUES,
i

Device# show etherchannel summary

R T 79 |copy running-config startup config FRAA AR —KNT v a7 X
i - L—ay 77 A VTREEE & RIF
L/i‘g—o

Device# copy running-config
startup-config

R"— FFYRILEDEBER TSAR—KVLAN FS U9 FR—KrELT
DLANY2423—T 24 ADETFE

1/4’ﬂ724"/5' T2 A AL BR— FF v RILOBEER T T A ~N— ks VLAN F T 7R — |k &
BIETDHITIE, WOEEEITWET,

Flig
ARV RFEEETIa Y B

Z 5w 71 | configureterminal Jua—nN\)aryZ 4 Xal— g
i - T— F&EBHEBLET,
Device# configure terminal

R T w 72 |interface interface range BETHLAY2A X —T = A A
- LT, A F—T=f R T 4

X2l —gr ET—FE2EBLET,

Device (config) # interface g5/0/17,
g5/0/22, g6/0/12
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| 754 ~—FrVLAN D%

R— FF v RLEOBERN TS A A— VAN FS oo R— ke LTOL Y24 a—T x4 20%E [

ARV RFERIETY Va3 B#)

R Fw 7 3 |switchport mode private-vlan { host | LAY 2R — 2754 ~— K VLAN
promiscuous| trunk promiscuous | trunk | 4gsen K5 7 AK— R 2 L THRELE
[secondary]} +
il -

Device (config-if) # switchport mode
private-vlan trunk promiscuous

R T 7 4 |switchport private-vlan mapping trunk | 7°5  ~_X— | VLAN #E5531] k5 o 7 R—
primary_Man_id [add | remove] N %754 < U VLAN, X ONER L7-
%Condary_vlan_hst _[ij :/&*‘U VLANK"\"“/EO\/ﬁ\L/i?O
K « secondary Vlan list /<5 A —# (2%,

o ey 3 L

Device (config-if) # switchport ANTAEE &)ff}/,\f <7 éi\\o 7

private-vlan mapping trunk 20 501-503 U= TCTRKY)o f:%ﬁi&@%ﬁ Hxzmod
TENTEET, FEA L LTAS
TELHDIE, H—D7 T A ~X— |
VLANID, F721d/ A 7 Cuifh
L7277 A4 ~—  VLAN ID D #i[#
T

s XY VLAN £ 7T A4~
VLAN % 77 A ~— |k VLAN #75
BlR— NI~ B 2735120,
secondary vian list, ¥7-/%add *%—
7 — R %487 L 7= secondary van list
AL ET,
s XY VLAN & 7T A _— |
VLAN#EZERIR— F D~ vy B 7%
iR 5 121%, remove ¥ —U — |
% ¥87E L 7= secondary vian list % fif
HLET,
R Fw 7 5 |switchport private-vlantrunk allowed vlan | PVLAN F 5 > 7 B— F THER XD

{ word | add |all | except |[none | remove
} vlan_list

1

Device (config-if)# switchport
private-vlan trunk allowed vlan 20

VLAND Y XA haELET, U AR
177 A4 < VU VLAN % & 5 VBN H
DET, £z, BHF DO VLAN bR ET
xET,

no ¥—"U— ReHEHTH L, WEHT
7 A _X— K VLAN k7> 7 R— h CiF
XN TWATRTOD VLAN ZHIRT
xFET,
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I54 A= VAN OEE |
B 7 5 VAND TS VAN LA T 3VIAN (28— T 24 RADT Y EL Y

ARV RFERFTIVaY B8

Z 7 7 6 | channel-group channel group number F v FN T N—T NI — P ERE L,
mOd.e { active| auto | desirable| on | T — FERELET, channel-number O
passive friE T E SR~ 128 TF, H— b
Bl F v FABRONEAIT, ZOF ¥ R

TN—TITHEM T SRR — b~ Fy
Device (config-if) # channel-group 1 model X /L73 [ @IMIZ/ERL S E T,

active

AFvJ1|end et EXEC E— RICREY £,
1 -

Device (config) # end

R 5w 7 8 | show etherchannel summary X E % e
Bl

WBLET,

Device# show etherchannel summary

R T w 779 | copy running-config startup config FRAAARAR—RKNT v a7 Xz
) - L—a v 77 A JVCREH H & R A7
l—/iﬁ‘o

Device# copy running-config
startup-config

+HOFYVIAND FS5A4 T VLAN LA V3VLANA >3 —T x4 R
ADIVEVYT

75 A4 ~X— kK VLAN 728 VLAN /v —F 4 VIR EN DS, SVIZ7F A <1 VLAN IZ
RELTEI XY VLAN % SVI I~ v B 7 TE £,

)

GE) MYBLO=I=a2=5 4 VLAN TN bt H 4 Y VLAN T,

v H U VLANEZ 7S5 A4~ VLANDOSVIICw v L LT T IFA_X—FVLAN F T 7 ¢ v
TDLAY3IAAL v T U T EAREIZT HITIE, ROFINEEZETLET,
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| 754 ~—FVIAN D3
£HUFYVIAND TS 4T VLAN LA ¥ 3VLAN A v —T x4 2~0TvEVS [

FIE
ARV KRFERRETI a3 Y B#J
AT w71 |enable it EXEC E— RZAMIC L ET,
Bl NAT—RE AN LET (R
/E[\) o
Device> enable
A F 72 |configureterminal Jua—)ary7 4 ¥alb—v g
Bl E— &ML ET,
Device# configure terminal
R 7w 7 3|interfacevlan primary_vian_id 7T 4~V VLAN TA V4 —T = A A

i - a7 4 Xalb— gy E— REHlA
LT, VLANZSVI & LCRRELET,
Device (config) # interface vlan 20 VLANID O#iH I 2 ~ 1001 38 L UV 1006

~ 4094 T,
Z 5w 74 |private-vlan mapping [add | remove] v H Y VLAN #7514~ U VLAN
secondary_vian_list DLAF¥3VLAN A v 2 —7 = A R|Z
i - ~v b7 LT, 74 X— K VLAN

AT T4 9T DUAXYIAL v TF

Device (config-if) # private-vlan mapping 7 % AJHEIZ L ¥,
501-503

GE) private-vlan mapping - >
=Tz A AT 4 Xz
L—varyavry RN b
AVY3IAL vy TFrr7EnT
W% 75 A4 ~_X— |k VLAN |
TITA I TR
XET,

» secondary vlan list /X7 A —Z 1213,
ANR—=AEGORNTLIESN,
VY TCRUISTEEBOHEB A ED S
ZENTEET, HFHEHAHELTAN
TXH0F, B—OF T4 _X— |
VLANID F 72131 7 > Gt L
72724 ~<— K VLANID T7,

« secondary vlan_list # A 1457,
F7/-ltadd F—TU—RKEFEELE
secondary vian list Z{#H L T, &
7124 ) VLAN %77 A~ Y VLAN
W~y b7 LET,
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B s x—rvanoz=s—

754 R— | VLAN D& E

ARV RFERETIVa Y

B8

sremove ¥—U— R&HEE LT
secondary vian list Z{#H L T, &
714 Y VLAN & 7 F A ~ Y VLAN
D~y BT EfRRLET,

ATvTh

end

1

Device (config) # end

HrME EXEC E— RNIZEREY 97,

ATvT6

show interfaces private-vlan mapping

1

Device# show interfaces private-vlan
mapping

REZHERLET,

ATy T17

copy running-config startup config

1 -

Device# copy running-config
startup-config

TFNRAARZ =T T a7 4 ¥a
L—ay 77 A VCEREE B 2 RAF
L/i‘g—o

TS5SAR—FVIANDE=-A —

WRDOFEIZ, T4 _X—hK VLAN #E=F —FT57-DIFEHT L~ REGRHLET,

RE6:TSAR—FVIANE=S2Y VS a2 K

avwU kR

Sl

show interfaces status

B9 % VLAN Z# &

LA

show vlan private-vlan [type]

AA T AR T DT T A=\

show interface switchport

A B—=T 2 A A LDT T A _—}

show interface private-vlan mapping

VLANSVI®D 77 A ~— s VLAN ¥

T54~R—rVLAND

&% 7 151

DY 7 a T T A4 ~_— bk VLAN OFREF ZR LET,
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| 754 ~—FrVLAN D%

1 754 A— k VLAN 0> VLAN g e s s vt i+ ]

#l : 754 ~— k VLAN A® VLAN D% TE & & UBEE ST (1

KIZ, VLAN20 #7714~ Y VLAN, VLAN 501 #8537 VLAN, VLAN 502 35 X T*503 % =

Ra2=7 4 VLAN L LTEEL, Zh b %774 ~X— |k VLAN W CBEfHT LT,

I ol E R LET,

Device# configure terminal

Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config)# vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #

20
private-vlan
exit

501
private-vlan
exit

502
private-vlan
exit

503
private-vlan
exit

20
private-vlan
end

Device# show vlan private-vlan

Type

WE il

primary

isolated

community

community

association 501-503

Primary Secondary
20 501
20 502
20 503

isolated

community
community

Bl : RAMR—FELTDA U EZ—T 24 ADETE

R, A 2B =T A A% TTFTA4A_X—KVLANFRAZA R R—FE LTRHREL, TNE T T A X—

r VLAN X7 IZB#ERT I T, 2D

Device# configure terminal
Device (config) # interface gigabitethernetl/0/22

Device (config-if) # switchport mode private-vlan host

Device (config-if)# switchport private-vlan host-association 20 501
Device (config-if)# end
Device# show interfaces gigabitethernetl/0/22 switchport

Name: Gil/0/22
Switchport: Enabled
Administrative Mode:
Operational Mode:

private-vlan

Negotiation of Trunking: Off

Access Mode VLAN: 1
Trunking Native Mode

Administrative Native VLAN tagging:

Voice VLAN: none

Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan

trunk

e
AxX

BRI D02~ L ET,

host

private-vlan host
Administrative Trunking Encapsulation:
Operational Trunking Encapsulation:

negotiate
native
(default)
VLAN: 1 (default)
enabled
host-association: 20 501
mapping: none
trunk native VLAN: none

Native VLAN tagging: enabled
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Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 501

<output truncated>

Bl : TS5A4AR—FVLANEZRR—FELTDA U E3—T 24 ADEK

WO TIE, £ F—T 2 A A% 7T A4 X— K VLAN HEERR—FE LTHREL, Zhid 7
FANRXR—KVLANIZ~ v B 7T 502" LET, £ v F—T = AX. 771~V VLAN
20DANNT, BHFY VLANSOL ~503 vy B 7 ENnET,

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport mode private-vlan promiscuous
Device (config-if)# switchport private-vlan mapping 20 add 501-503
Device (config-if)# end

show vlan private-vlan & 7= (% show interface status ## EXEC =2~ > RZHH LTI A4~V
BXOtH L ZY VLAN & 5134, 2 EDF T A4 _X— k VLAN R— b & FR L ET,

Bl:2AFYVIANZTSAIYVIANA 23 —T 2/ RITT Y E

%%

KT, VLANSOl BEWN502 DA v H—T = A% 7T 4~V VLAN 102~ v B2 74 54
ZRLET, 2Tk, 794 X— K VLANS501 BL502 265D H &% U VLAN AJ)
NTZ T 4T DN—T 4 T NARRIZIR D £97,

Device# configure terminal

Device (config)# interface vlan 20

Device (config-if)# private-vlan mapping 501-503
Device (config-if)# end

Device# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlan20 501 isolated
vlan20 502 community
vlan20 503 community
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Bl ML TS A A— VAN kS K— ke LTOLIv2108—T 1 20%E |

Bl . WMIITSAR—KVLAN RS VO R—FELTODLA V2L 25—

TJ14RANEX

E

Wiz, f v B2 =T 2 ABMNLT T4 _X—KVLAN 7 7R =1+ LTREL, TORT
R T HH AR LET,

Device# configure terminal

Device (config) # interface GigabitEthernet5/0/1

Device (config-if)# switchport private-vlan trunk allowed vlan 20
Device (config-if)# switchport private-vlan association trunk 20 503
Device (config-if)# switchport mode private-vlan trunk

Device (config-if)# end

Device# show interface GigabitEthernet5/0/1 switchport
Name: GigabitEthernet5/0/1

Switchport: Enabled

Administrative Mode: private-vlan trunk secondary
Operational Mode: private-vlan trunk secondary

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association:
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging:
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: 20
Administrative private-vlan trunk associations:

20 (VLAN0020) 503 (VLANO503)

Administrative private-vlan trunk mappings:
Operational private-vlan:

20 (VLAN0020) 503 (VLANO503)

Operational Normal VLANs: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

none

enabled

none

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

Appliance trust: none

Bl . BMERMTSAR—FVLAN bSO R—FrELTOLANY2A4 Y
R—T x4 ADEXE

W, A v B —T A ARBERNTFT A X—KVLAN hT7 7R —hr L LTHREL, ZOF

xR B 2R LET,

Device# configure terminal
Device (config) # interface GigabitEthernet6/0/4
Device (config-if)# switchport private-vlan trunk native vlan 20
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Device (config-if)# switchport private-vlan trunk allowed vlan 20
Device (config-if)# switchport private-vlan mapping trunk 20 501-503
Device (config-if)# switchport mode private-vlan trunk promiscuous
Device (config-if)# end

Device# show interface GigabitEthernet6/0/4 switchport
Name: Gi6/0/4

Switchport: Enabled

Administrative Mode: private-vlan trunk promiscuous
Operational Mode: private-vlan trunk promiscuous
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: 20
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: 20
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings:

20 (VLAN0020) 501 (VLANOS501)

502 (VLAN0502)

503 (VLANO503)

Operational private-vlan:

20 (VLANO0020) 501 (VLANO501) 502 (VLAN0S502) 503 (VLANO0503)
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

Appliance trust: none

Bl : R—FF¥RILEDWITSAR—FVLAN bSO FR—FEL
TOLAN2A423—D x4 ADEE

WIiZ, £ v X2 —TxA AR —"F ¥ RNVDOMNLTF A4 _X—KVLAN F T 7 KR—FE LT
REL, TOREEZMHRT IO ERLET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface range g5/0/17, g5/0/22, g6/0/12

Device (config-if-range)# switchport mode private-vlan trunk

Device (config-if-range)# switchport private-vlan trunk allowed vlan 20
Device (config-if-range)# switchport private-vlan association trunk 20 503
Device (config-if-range)# channel-group 1 mode active

Device (config-if-range) # end

Device# show etherchannel summary
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Bl : R—FFY¥RILEDQDEER TSAAN

Bl K hF RN EOBERN TS A X— VAN k520 R—hELTOLA V242 8—T x4 20%E [

Dec 10 13:51:28.423 PST: %SYS-5-CONFIG I: Configured from console by consolesumm

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator
M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e e e

1 Pol(SU) LACP Gi5/0/17(P) Gi5/0/22(P) Gi6/0/12(P)

Device# show vlan private-vlan
Primary Secondary Type Ports
20 501 community

20 502 community

20 503 isolated Pol

LTOLANV24203—T 24 ADEKRE

I, A B =T =2 AR — N F ¥ XNVOEENT T 4 X— K VLAN F T 7R -k &L

TREL, TOREZMDRT OB 2RLET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface range g5/0/17, g5/0/22, g6/0/12

Device (config-if-range)# switchport mode private-vlan trunk promiscuous
Device (config-if-range)# switchport private-vlan trunk allowed vlan 20
Device (config-if-range)# switchport private-vlan mapping trunk 20 501-503
Device (config-if-range)# channel-group 1 mode active

Device (config-if-range)# end

Device# show etherchannel summary

Dec 10 13:51:28.423 PST: %SYS-5-CONFIG I: Configured from console by consolesumm

Flags: D - down P - bundled in port-channel
- stand-alone s - suspended

- Hot-standby (LACP only)

- Layer3 S - Layer?2

- in use f - failed to allocate aggregator
- not in use, minimum links not met

- unsuitable for bundling

- waiting to be aggregated

- default port

- formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

PO s o R cawmH

—————— B e At

1 Pol(SU) LACP Gi5/0/17(P) Gi5/0/22(P) Gi6/0/12(P)
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Device# show vlan private-vlan
Primary Secondary Type Ports

20 501 community Pol
20 502 community Pol
20 503 isolated Pol

Bl : FSAR—KVIANDE=AR )2
&Iz, show vlan private-vlan =2~ > KO %2R L E T,

Device# show vlan private-vlan

Primary Secondary Type Ports
20 501 isolated Gil/0/22, Gil/0/2
20 502 community Gil/0/2
20 503 community Gil/0/2
~
KD
ROBRECATAET,
* VTP
* VLAN

*VLAN h T F 7
*« VLAN A =3 iKY v— P —s3— (VMPS)

« %7 VLAN

ZTDMDSEERH

FAEIEE I=aTILEA R
ZOETHAT S v ROESHESCE IOt | Command Reference (Catalyst 9300 Series
i 5 D FER, Switches)
ZEEF L U RFC
RFC 1573 Evolution of the Interfaces Group
of MIB-II

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9300 R 1 v F) VLANa > J 4 XalL—>3 > A K



| 754 ~—FVIAN D3
754 ~— rvaN oiieEE ]

=4 /RFC 24 bV

RFC 1757 [Remote Network Monitoring
Management Information Base,]

RFC 2021 Remote Network Monitoring
Management Information Base
Version 2 using SMIv2

MIB MB®'Y >y

ARY Y —=ATHR— hT25FXTH MIB BIRLZ=7F v 74 —2A, CiscolOS U VY —
A, BIO7 4—F v &y MIET 2 MIB &
RLTH¥ Y m— 15T, URL

* CISCO-BRIDGE-EXT-MIB http://www.cisco.com/go/mibs (Z & % Cisco MIB

« CISCO-CDP-MIB Locator ZffHH L £

« BRIDGE-MIB (RFC1493)

* CISCO-PAGP-MIB

* CISCO-PRIVATE-VLAN-MIB

* CISCO-LAG-MIB

* CISCO-L2L3-INTERFACE-CONFIG-MIB
* CISCO-MAC-NOTIFICATION-MIB

* CISCO-STP-EXTENSIONS-MIB

* CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
* CISCO-VLAN-MEMBERSHIP-MIB

* CISCO-VTP-MIB

» IEEER023-LAG-MIB

« [F-MIB (RFC 1573)
« RMON-MIB (RFC 1757)

« RMON2-MIB (RFC 2021)

O — >
754 R—  VLAN D #REBFE
WORIZL, ZOFY 2—/LTHTHHEEDY UV —AB LOBEEEHRZ T~ LET,

IO DOEREIE, FFCHRR SN TWARWRY  BASHY U —=RLEOTXTDY J—ZT
fEATE X,
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I54 A= VAN OEE |
B 75~ rvanonerE

J1)y—= Hae PRRETEHR
Cisco IOS XE Everest 754 ~_— | VLAN |VLAN #pEZ 4 2 L. —Ex7Fa
16.5.1a

A XN VLAN ZFEH L= & XICE/RT 5
IR TE £,

* Network Essential % 72 1% Network
Advantage 7 A B AEEIT LTV D
B K TA4094MHDT 7 7 1 7 VLAN
TS ATYH— P ENET, P
ER TN TN DAE =BT
1 ©>® VLAN Z#10 4T o546, H—
ER Fa N ZRYPR— R TE LI A
<=8 ZHIZHIBR S E T,

[P —TFT 4 T A R—T T BT
¥, % VLANIZY 7 3y b T KL &A%
RIE7-137 L X T ey 7 2E80 4T
TR, ZhCkY, REHOIP TR
L ANEERIZ7Z2)  IP T RLADOEH
WCRIEDN R = E T,

Cisco I0S XE Amsterdam | | 5> 7 K— R 5L | 7T A ~— b VLAN [T b T > 27 K —
17.3.1 VR— hF ¥ FAD | b, R -T2 B B EUR— hFx
7T A ~— | VLAN | R/WZEASHE LT,

Cisco 108 XE Cupertino | 75 4 ~<— h VLAN | ZH b OMHEIL, Z0 ) J—2 THASR
17.7.1 o o g

e
VAR — hF ¥ RO -SUF- o o

77 A ~— |k VLAN

Cisco Feature Navigator Z i[5 L, 7T v 74 —LBLORY 7 b =T A A=V DHR—
ME®RZMRFE TEZ £J, Cisco Feature Navigator |27 7 £ A3 5 ZIL, https:/cfang.cisco.com/ (Z
HEHE T,
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LANIYITAR3—T 24 ADERTE

TDEV2—)VTIE, AT A I FRIZFEATIvI V=T 47 Fu barszfEHLT
IPv4 3 L OVIPV6 /37 v R &BIDTNA RZHEET D, LAY 3 A ¥ —T7 x4 A TO dotlq
VLANY 7 A U H—T 2 ADFEHFIEZOWTHBHALET, LA V2T 747 DIPL—
T 4 v 78 L OWER Virtual Local Area Network (VLAN) —7 4 U ZIWZiZL A ¥ 3 A v Z—
T A ANMERTEET,

L AYIVTA U E—T oA AOFEIZET HHFIFE (115 =)
L AXYIHTA =T oA AT HIEHR (116 =X—)

L AXYIVTA =T oA ADFKETE (117 =)

Bl L AYIYTA L E—T oA ZADFHE (119 2—)

LAY IVT AU H—T oA AOKRERIE (119 ~<—)

LAXNIYTA 3 —D 24 ADEEICHT HHIKEIE

e StackWise A8 Y o 7 TliE, 37 A v F—T =24 ATV R—FENTWEEA,

» Software-Defined Access (SD-Access) AT 2V 7 A v X —T7 = A X IV HR— I
A,

=T v KA v H—T 2 A A, SVIf VHF—T =2 f A, BIOYTA U H—T AR
ZETe 4000 ZBRALVAYIA L H =T 2 A AERELBRNTLIEZE N,

e E R 1000 DSVIA L Z—T 2 A ANV R—FEINET,

« native % — 7 — K& 8312, IEEE802.1Q k7> 7 ®*A 7 1 7 VLAN TH 7/l

ZRE LW TL 72 &V, VLANID 73 [EEE 802.1Q * 1 7 1 7 VLAN @ ID O34, dotlq
vlan =~ R? native ¥ — U — RZXLFHEH L T ZE0,

e T A B —T o 4 A CHEVEEF VLAN 23 E 35548, VLAN FF %771 |k
2 (VIP) F— R%& NI ART LY "L EETXEHTA,

e LAY 3IKR—=NIFRAT 47 VLAN & L Tdotlq NBREINT=H T A U H—T = A AN
HE . ZAT 4 7T VLAN YT A o ¥ —T7 = 4 AOEEEZTEIT A2, LAY 3K —h
=T 4V TEEDOBREE TN L B R L4,
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B 39050 8—ozqzz8T 518

LAYVIHTAE2—D x4 RIZET HIFH

dotlgVLAN Y7 A U H—T = A AL, V—T v RYBiA > % —7 = A A LD VLANID (2B
(T BAVTARAE CiscoI0S £ 2 — T = A ATY, HlA V¥ —7 oA AIYEF— FTT,
TA L E—T A RE, LAYIWEHA L Z—T 24 ZATHLAVIR— b F ¥ R THIER
T%iTO#74V&~7:4x@\m?FVyyyﬁ\%%f)y—<®mw&%m%
(QoS) KU v—, EXxaUT4RY —7lOSEIE2MEICEEMNTSZ EnTEE
7

BA L E—T oA RIYTA 2 —T oA A K> THEEDORIEA L H—T7 =4 ZHEIEN
T, INOLORBA X —T A AZIPT RLARKAFIv I V=T 47 T a khajin
REEBEDLAYINRTA—HEEY B THZENTEET, KV TA L H—T A ADIP
T RVAZ, BIA LV E—T 2 A ADMDY T A X —T oA ADHT F v b EFERRD T,

BT B =T A AL, BA ¥ —T = A AD4HI (72 & 213 HundredGigabitEthernet
1/0/33) +EUA R () +ZDA L Z—T oA ZMAOFSTT, =& 23,
HundredGigabitEthernet 1/0/33.1 &\ 9 44 Hii® HundredGigabitEthernet f > % — 7 = A A 1/0/33 ®
PTA L H =T oA ABMELTEE T, 22T, AR TS v F—T =4 2R LET,

Y TA B =T 2 A AT HE, BA v H—T oA AN R— b$ 5% VLAN ([T H D
LAXYIA VB =T oA AZEBTEET, ZOEA. BA L Z—T A ZIROF A 2D
LAY2 T F 7 R—=bMNIBRLET, YT A =T =2 RAERELTZH 802.1Q h T
VXL V&> T VLANID ICBERM T A Z R T £,

VIP h T %77 a bajy (VIP) b7 AT Ly ME— KT, EEOEREF £ 721X
JEBEEIPAD VLANID 2 L C, 7 A4 v X —T =24 A%FHETZET, VLANID 1 ~ 1005
1. VIP RKAAL T/ a—LThHY, VIP KAAL VNOMO Ry hU—2 T34 2 ETE
TTDZLENTEDED, VIP Y 74T 2 MY — 3—F— R TlL, JLEFPH VLAN 721) &
TAVHE—T 2 A AL EHIMERATHZENTEET, VIPZ 74T MNYP—R—F— T
X, BEYEFHDPH VLAN BNV 7 A V2 —T = A AL SR ET,

N—T 4 r7Ennra haroT ) vy FE{THICIE, VLANA VX —T = A A LT
Vol N—T%HLET, ZET7 =N 77 ) w27 IR Ed, VLANA
VHE—T 2 A ADT Y T N—TFF, — s TakyY RP) V7 huT7 THR—KEN
7

LAY 2VLAN £72Z VA P3VLAN A U X —T =2 AA AL LA VIV T A X —T A AT
R U VLANID 2 ETE £,

LAXY3VT AU H—T oA ATIE, WOME L 72 ha Bl R— I THET,
T RLyi v eN—F 47  IPv4d & IPv6,

e =% % A h)L—7 ¢ 7 : Open Shortest Path First (OSPF) . Enhanced Interior Gateway
Routing Protocol (EIGRP) . Routing Information Protocol (RIP) . AR"—4%— 47— k7 = A
Zu bz (BGP) . BLOARLIT 4 v I N—T 47,
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s ¥ )LFFx A f)L—F ¢ 7 . Internet Group Management Protocol (IGMP) .
Protocol-Independent Multicast Sparse Mode (PIM-SM) . Source Specific Multicast (SSM)
F £ O Multiprotocol Label Switching (MPLS)

e 77y —A MKy FNEYE ha)l (FHRP) : Ay hARAZ A )b—F I ha
(HSRP) . (RfEL—&MRE7u h=2/l (VRRP) BIO®F— oA B — R X5
27 7u k=L (GLBP) .

BUFIT 4 0 —F 4 >Vt (BFD) . =%y A b U R— X8R iEE (WRPF) | B LU
Mo 2 h= L F R (ECMP)

« RRAZEHAL (MTU) BXOIPv4 77 7 2 M,

« Virtual Routing and Forwarding (VRF) Lite,

N—=F T IEA A= YA MBIORY —_—2L—F 42 (PBR) .
« Quality of Service (QoS) : ¥—F L7 BIOKRY v 7,

e —VE R Xy NU—I T RLALEHL (NAT) IPv4, X2 VT 4 JNV—T T 7R a
v ha—L U AL (SGACL) O, DHCP H—/3—/J L—_ SGT 2Z#~7' 1 k2L
(SXP) . B LT NetFlow,

« L 1 -¥ 3 EtherChannel,

LANIYTA 3= 14 ADEEAE

N—T > RA B =T oA AT DETNTERDOY T A =T = A AEZRETEET, no
switchport =2~ > R LT, BlA v ¥ —T = AEN—T v KA U H—Txf AL LTE
FELET, BiA v —T7 oA X 2E, MEDOIP 7 LA, R >— BIORELIRINTE
F9, A—NMIEETDIX IR LINT 74 v 7 BIOX & NTF 7 0 v 7 F£IXVLAN (F
TAUH—T 2 A AT IR 1L, Bl v ¥ —T oA ATRIINET,

FIg
ARV RFERRETY a3 Y B

AT w1 |enable it EXEC E— R AR LET, 7
5l - By M SERSNI B AR — FEA
Device> enable JILET,

R 72 |configureterminal ra—n)ary7 4 Xalb—3 gy
%l - E— FEBRBLET,
Device# configure terminal

ATv73 interfac_e {type switch / slot / A BT 2 A REIFA L F—T A
port.subinterface} ZEFEERRINL T, T B —T = A
i - Aary74F¥al—Tary T—FRK&2B
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ARV KRFERIETI Va3 BHY

Device (config)# interface h LT, (/]’ VA —T A RAEYIET
ndr i i rn .2

HundredGigabitEthernet 1/0/33.201 HICE. —O Ay RO no T3 % 1

EilE LEJ, )

Device (config)# interface range
HundredGigabitEthernetl1/0/33.201-
HundredGigabitEthernetl1/0/33.204

o ZOFNIRT L DT, BEEfIT B
72 dotlqVLANID & & £, > &% —
T A AOFPEIETHZLHT
TFET

ATvT4

encapsulation dot1qg vian-id [native]

1 -

Device (config-subif)# encapsulation
dotlg 201 native

YTA B =T 24 ADR021Q I &
IbERGE L ET, FETE 25T
~4000 9, (HTAH—T AR
D 802.1Q 1 AL ZHIRT B2,
Zoa<wr Rono RN EEHLE
o)

s native : Y7 A L H—T =/ A%
A= NMIERTLHZ IR LTy b
DT T v by RIIZT BT,
ZOXF—U—REHFEHLEST, 20
F—U— RV TS H =T AR
TREL, IPBLOZOMOKE
DHA LA —T 24 ATHRESN
TWAEA, ZOF—U— RiI#HA
VE—T A ADREE FEELE
T, ZOF—U—KiE, 7 A
B—T A ATEET DD, BA v
H—T A ATRFIZRELET,
GE) shutdown ¥ £ T no
shutdown =<2 R&#EH L
T, B{A 2 —T A RAF
iY77 4 2 —7 =
A AZBRTHNT T 4 v
B E 5 29, FFE
DY TA L H—T A AT
Tx oy MU UERIR
vy v MU DO ERE E
ITCEET,

ATy TH

end

1

Device (config-subif)# end

YT B =T AF—FREKTL
T. ¥ EXEC E— NITEY £,
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Bl: LANVIYTA 3 —T 14 ADEKE

WIZ, VAF¥3IA L HE—T 2 A ADY T A v H—T 2 AR ETDHHERLET,

Device> enable

Device# configure terminal

Device (config) # interface HundredGigabitEthernet 1/0/33
Device (config-if)# no switchport

Device (config-if) # no ip address

Device (config-if)# exit

Device (config) # interface HundredGigabitEthernet 1/0/33.201
Device (config-subif) # encapsulation dotlqg 201 native

Device (config-subif)# end
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Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if) # no ip address

Device (config-if)# exit

Device (config)# interface port-channel 2.10

Device (config-subif) # encapsulation dotlqg 10

Decvice (config-subif)# ip address 10.10.10.11 255.255.255.0
Device (config-subif) # end
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