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ip-addressip-address} | [port port-number ]
[retries number-of-connection-retries]
[trustpoint {client trustpoint name | server
trustpoint name} |
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Device (config-radius-server)# tls
connectiontimeout 10

Device (config-radius-server)# tls
idletimeout 75

Device (config-radius-server)# tls
retries 15

Device (config-radius-server)# tls ip
radius source-interface GigabitEthernet
1/0/1

Device (config-radius-server)# tls ipv6
vrf forwarding table-1

Device (config-radius-server) # tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server)# tls port
10

Device (config-radius-server)# tls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server) # tls
trustpoint server isetp
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Device (config-radius-server) # end

RADIUS V— R a7 4 X a2l —3
VE—REKT L, B EXECE—F
WZRY £97,

TLS CoA D EHIFERI D

FIE

=JL ==

ax AE

ARV RFERERTI VI Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

e T IRFIREINTZH/NNAT —
FEALET,

ATy T2

configureterminal

1

Ja—N)L a7 4 Falb—g
£ — F%%ﬁﬁébi—g«o

RadSec D% 7E .



. RadSec over DTLS D% E

RadSec D& FE |

ARV RFERETIVa Y

B8

Device# configure terminal

R 7 3 |aaaserver radius dynamic-author HAF I v B —H ) P—_— o
i - Y74 Xal—varE—REANL,
- . . TS ADTRALE (CoA) ZZIFA

evice (config) # aaa server radius _

dynamic-author . ZERATY AT RADIUS 7 747
YIRERELET, T A& AAA
Y= _—=L LTREL, MR > —
==L OHEELREL T,

R w74 |client {ip-addr | hostname} [tIs[client-tp |AAA YV —— 7S AT L FOIPT K
client-tp-name] [ idletimeout LRAEFIIARA M ERELES, KO
idletimeout-interval ] [server-key server-key] FFa DT AN B BETEE
[server-tp server-tp-name]] +

| .
Pl etls: 7747 h®TLS ZHHNIT
Device (config-locsvr-da-radius) # client] L/ﬂiﬁr
10.104.49.14 tls idletimeout 100 °
lient-t . — N —
Elsiise sperver—tp tls client server-key * client- tp: 7747 FTA
keyl FRA Y FEF Ebij—
e idletimeout : TLS 7 RV 4% A
LT MEEZRELET,
* server-key : RADIUS 7 A4 7
Y h R RELE
‘g—o
cserver-tp @ —/3— h I X bR
A M ERELET

Z7__‘y705 end &v/l)_)—‘: ‘77;%;&13‘—7\7/1/'&‘—/\‘—:1

B - V74X alb—varE—REKTL,

Device (config-locsvr-da-radius) # end
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configureterminal
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Device# configure terminal
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radius server radius-server-name

1

Device (config) # radius server R1
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dtls[connectiontimeout
connection-timeout-value] [idletimeout
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[match-server-identity {email-address
email-address | hostname host-name |
ip-addressip-address} | [port port-number ]
[retries number-of-connection-retries|
[trustpoint {client trustpoint name | server
trustpoint name}
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Device (config-radius-server) # dtls
connectiontimeout 10

Device (config-radius-server) # dtls
idletimeout 75

Device (config-radius-server) # dtls
retries 15

Device (config-radius-server) # dtls ip
radius source-interface
GigabitEthernet 1/0/1

Device (config-radius-server) # dtls ipv6|
vrf forwarding table-1

Device (config-radius-server)# tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server)# dtls port
10

Device (config-radius-server) # dtls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server) # dtls
trustpoint server isetp
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Device (config-radius-server) # end
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Device# configure terminal
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Device (config) # aaa server radius
dynamic-author
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client {ip-addr | hostname} [dtIs[client-tp
client-tp-name] [ idletimeout
idletimeout-interval ] [server-key server-key]
[server-tp server-tp-name]]
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Device (config-locsvr-da-radius) # client]
10.104.49.14 dtls idletimeout 100

client-tp

tls_ise server-tp tls_client server-key
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dtls {{ip | ipv6} radius source-interface
interface-name | port
radius-dtls-server-port-number }
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Device (config-locsvr-da-radius) # dtls
ip radius source-interface
GigabitEthernet 1/0/24

Device (config-locsvr-da-radius) # dtls
port 100
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interface-name : RADIUS CoA H#—
NR—DEETLT RLADA v H—
T oA AEEELET,

* port radius-dtls-server-port-numbe :

7 — 77 /L DTLS RADIUS H—/3—73
Vo AgoR—befaELET,

ATvT6

end

1 -

Device (config-locsvr-da-radius) # end
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show aaa servers
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clear aaa countersserversradius {server id | all} | RADIUS TLS [E4A £ 7213 DTLS [ A& O#EHE
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debug radius radsec
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{5 : RadSec over TLS D& E

Device> enable

Device# configure terminal
Device (config) # radius server
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
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Device> enable
Device# configure terminal

R1

tls
tls
tls
tls
tls
tls
tls
tls
end

connectiontimeout 10

idletimeout 75

retries 15

ip radius source-interface GigabitEthernet 1/0/1
ip vrf forwarding table-1

port 10

trustpoint client TP-self-signed-721943660
trustpoint server isetp

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius)# client 10.104.49.14 tls idletimeout 100
client-tp tls_ise server-tp tls_client

Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end

{5 : RadSec over DTLS D& TE

Device> enable
Device# configure terminal
Device (config) # radius server

R1

Device (config-radius-server)# dtls connectiontimeout 10
Device (config-radius-server)# dtls idletimeout 75
Device (config-radius-server)# dtls retries 15
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Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #

{51 : DTLS CoA M ENAIFERI DEXE
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Device> enable
Device# configure terminal

# - o1Ls coA BRFT0RE [

dtls ip radius source-interface GigabitEthernet 1/0/1
dtls ip vrf forwarding table-1

dtls port 10

dtls trustpoint client TP-self-signed-721943660

dtls trustpoint server isetp

end

Device (config) # aaa server radius dynamic-author
Device (config-locsvr-da-radius) # client 10.104.49.14 dtls idletimeout 100
client-tp dtls_ise server-tp dtls_client
Device (config-locsvr-da-radius)# dtls ip radius source-interface GigabitEthernet 1/0/24
Device (config-locsvr-da-radius) # dtls port 100
Device (config-locsvr-da-radius) # end
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