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AFw 77 |matchflowcts {source|destination} group-tag GE) ZOHITIE, CTS DEETL T N—TF #

51

Device (config-flow-record) # match flow cts source
group-tag

Device (config-flow-record) # match flow cts
destination group-tag

[l Flexible NetFlow D35

TR I N—T X T a— KD
XF— T 40—V RELTHELET,
matchipv4/ipvé =~ > R CHIHTE %
DD key 7 4 —/L K, BEL D key
74—V ROBREIZFIHTE Do
match =< > ROFERIZDOWC,



| Flexible NetFlow D35

70— La— FOER .

ARV FFEREETIVa Yy

E:)

GE) <

* SGT £721L CTS DT 1D
N IIA B —T =4 A
TSt s Tns &, SGT
X020 9,

« B15/87 v h T, (SGT,
DGT) (Zxfh&59 % SGACL &%
ENFET L, DGT X
PAMz e 0 £97,

* SGACL 251 /)48 — N/VLANT
LS TnD 0, £720F
7' —/3)L SGACL O ] &
b STV 554, DGT
X0z 9,

e AJJ:

s BBy BT, N~y H—
N DA, SGT (2T~
Z— L JE UEA R S v E
T MERNTRWIGEIL, 0 23R
SNET,

DGT{EIZ A ) — b SGACL
BB LEE A

AFv78 |end Flexible NetFlow 70— L3 — R 227 4 ¥ =2 L—

B - vay B REMRT LT, R EXEC T— FIZRE
nET,

Device (config-flow-record) # end

5w 79 |show flow record record-name (EE) fBEL-7e— La— ROBEED AT —
i - s ARFTENET,
Device# show flow record FLOW_RECORD-1

R Fw 710 |show running-config flow record record-name EE) BELEZ7e— La— ROBENFE RS

1 -

Device# show running-config flow record
FLOW_RECORD-1

nNE7,

Flexible NetFlow D& [}
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7u— I AR—FEF LT, 7R—DT 7 AR — K RIXA—FEEHKTEET,

N\

(B 7u—=x=JAKR—FT LT, 1205 LOHNYR—FEnET, #EEOmELIicT—4% %1/
AR—=FTEHEHRT. BBO70— ZJ AR—FERTELT7e— F=F—|ZE Y B THN

ERHY £,

IPvd 7 L AZFEMA Lokl AR — N TEE7,

FIRDOHE

enable

configureterminal

flow exporter name
description string

destination {ipv4-address}
dscp value

source interface type interface number
transport udp number

ttl seconds

export-protocol {netflow-v9}
end

©ENDGOHWN

- o) e
wnN 2o

copy running-config startup-config

F IR D

show flow exporter [ name record-name]

AT REREETI VI Y

S

ATw 1 |enable
1 -

Device> enable

¥ifE EXEC T— F&EAIC L £,
e NRAU—REASNLET EREINTHE) .

RFw 72 |configureterminal

1 -

Device (config)# configure terminal

Ja—\) a7 4 F¥al— gy E®— KNeEth
L\ijﬂo

25w 73 |flowexporter name

1

Device (config) # flow exporter ExportTest

Tnu— T AR=ZEEHL, Tr— T AR—
A ar74FXal—varyET—RNehLET,

[l Flexible NetFlow D35
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so—zo2t—anksn [

ARV FFEREETIVa Yy

E:)

AT w74 |desription string (EE) HK63XFT, Z07n—0HlzfiE
1§| : L/jzﬁﬁo
Device (config-flow-exporter) # description
Exportv9

A7 w75 |destination {ipv4-address} ZDTY AR—LZIZIPVA 5EET R LA L3R A
5l M & RE L E T,
Device (config-flow-exporter) # destination
192.0.2.1 (IPv4 destination)

RTwv 76 |dscpvalue ({£%) DSCP (DiffServ =— RARA > ) flizfg
Bl - ELES, #HIFE0~63 T, 774/ ME0T

R

Device (config-flow-exporter)# dscp 0

RTw 71 |source interfacetype interface number (LB BE SAU72%56%E T NetFlow = 1 7 # (ZH|5E

&1

Device (config-flow-exporter) # source
gigabitEthernetl/0/1

THEDIMHT A =T oA AL ELE
—640

GE) Tu—x g AR=HE, EEIA S —
Tz AL LTT T "= FRIPA
S =T 2 A A HPR—F LTOEEA,

EETELTRDA VF—T oA AR ETEE
KR

« Auto Template : HE7 > 7L — h A & —
TxA A

« Capwap : Capwap F o RV A L F—T = A A
* GigabitEthernet : Gigabit Ethernet IEEE 802

s GroupVI : ZV—TIEA X —T = A X

« Internal Interface : WA % —7 = A A

e Loopback : L—T N7 LB —T = A A
*Null : XV A HF—T AR

 Port-channel : £ v % —7 = A ADA —H K
~ F ¥RV

Flexible NetFlow D& [}
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

» TenGigabitEthernet : 10Xy b A —H R >
K

eTunnd : ho gV A B —T A A

* Vlan : Catalyst VLAN

ATy 78 |transport udp number (L&) NetFlow =1 L7 X |ZH|7#ES 5 7 5
il - % UDP R— b ZEE L £,
Device (config-flow-exporter) # transport udp 200

A7 79 |ttl seconds LE) =/ AR—HICL-oTEEEINDLT—4 7
Bl - T ADIFRETRERR (TTL) % e LT, b

~ DNE == S

Device (config-flow-exporter)# ttl 210 = 255 TH, 77 AL MIE 255 T

AT w710 |export-protocol {netflow-vo} T Y AR—L THEMA SN D NetFlow =27 AR — k
il - Tu haroOR—Y g VERELET,
Device (config-flow-exporter) # export-protocol
netflow-v9

ATy 71 |end it EXEC £ — RIZEYD £7,
i -
Device (config-flow-record) # end

AT w712 |show flow exporter [ name record-name] (fEE) NetFlow D7 17— L7 AR—Z [Filf % RKR
11 LET
Device# show flow exporter ExportTest

25w 713 |copy running-config startup-config (FB) v 7 4FXal—ray 77 A VICHRE

1 :

Device# copy running-config
startup-config

ERIFLET,

RDBERY

7r— La— B T7r— = AR—FIZESNWT, Jo— =X —%EXRLET,

[l Flexible NetFlow D35
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nzasvqZLi-70—e=4—nkm [

HRAIAAXLF-70— =2 —NDERKX

HNAZ <A R LT=7va— F=F—% BT 5I21%, ZOMHADE AT ZFITLET,

K7 —F=F—lF, EHOXy vy v aRnEDETONTWET, 7r—F=F—T1&IZ,
FrovazZl NIONEBLOLAT Y M ERTHLa— RBALETT, b a—
K 74—<v Mi, FHEBRBFHDOLI— R 74—~y hOWTA), FHlda—F—ERE
T pzEnTcEET, ERoz——ThiL flowrecord 2~ FEEHA LT, hAX~
AR T 4=~y FEET A2 TEET,

1R BHHIIZ

Flexible NetFlow D HRAIER KA L I— RORDOVICHAX~v A AL a— REEAT 5
L. DX AT HFITTHHNT, WAZvA X LT a— REElT 2 0ERZH D £7,
F—RET I AR— P T HEDIITa— 27 AR—F 70— F=F—ENT 585513,
TDERTFFETTAHARNCT 7 AR—Z BT HUERH Y 7,

N

G¥) 7wo—%F=4%—"Trecord 2~ NO/NT A —X EEEF 5HHIIZ, noip flow monitor =~ K~
ZHEALT, 3XTOA U F =T = A ANBEMAE D7 v —F =4 — %IRRT 2 0ER DY
£
FIEDHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {timeout {active|inactive|update| rate-limit} seconds|type normal }
7 PDEIZG L TAT v 76 MVIEL T, 2070 —F=HF—DF v v aXTA—ZD
EHRETTLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
1. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table} ]] [statistics]]
13.  show running-config flow monitor monitor-name
14. copy running-config startup-config
FIIE D
ARV RFERETI3 Y EL:Y
ATy 1 |enable FitE EXEC £— REFMICLET,

1 :

e NRAU—REASNLET EREINEHE) .

Flexible NetFlow D& [}
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

Device> enable

25w 2 |configureterminal Jau—N)L a7 4 x¥al—ay T— REHB
1§| : L/i‘a—o
Device# configure terminal

AT w73 |flowmonitor monitor-name 7n— =4 —%{El L, Flexible NetFlow 7 17—
5 - ToH—ar74Xal—ar - RERHBL

£
Device (config)# flow monitor FLOW-MONITOR-1 crpawy RO, BEO 7O — X —%
ERTHZEHTEET,

AT w4 |description description (ER) 7u— F=2—0OHHE/ER L £7,
i -
Device (config-flow-monitor)# description Used
for basic ipv4 traffic analysis

2w 75 |record {record-name| netflow-original | netflow {ipv4| 7o — =% —p 1L a— R&ZEELFT,
| ipv6} record [peer]}
1 -
Device (config-flow-monitor)# record FLOW-RECORD-1

XFw 6 |cache {timeout {active|inactive|update|rate-limit} | ({£7%Z) 7u— F=F— Fyr v a NTA—X
seconds| type normal } (S4BT Y Ml St vvadlFRY) 2B
1 - LEd, ELLE7u—F=4—LtTn—F % v

¥a BT £,

Device (config-flow-monitor)# cache type normal
Device (config-flow-monitor) # cache timeout activel

ATV TT | MBEIECTAT v 76 %M 0ELT, Zo7un—|—
EFE=H—DF v v a NTA—ZDOERZET L
S

RATwv 8 |datisticspacket protocol ({E#) Flexible NetFlow € =4 —D 7' 1 k =1 )L5y
Bl - WHFHE OIS Z A F—T M LET,
Device (config-flow-monitor)# statistics packet
protocol

RTwv 79 |datisticspacket size ({E#&) Flexible NetFlow & =4 — DA X/t

51

[l Flexible NetFlow D35
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so—4>75—0ks |

ARV FFEREETIVa Yy

E:)

Device (config-flow-monitor)# statistics packet
size

AT 710 |exporter exporter-name (EE) FaNER SNz 7 AR —F D4 % 4R
£l ELET
Device (config-flow-monitor) # exporter EXPORTER-1

2Fv 711 |end Flexible NetFlow 7 @ — F=X — a7 4 F a2 L —
i - vay E®— REKT LT, FH EXEC E— NIZR

DET,

Device (config-flow-monitor)# end

Z w712 |show flow monitor [[name] monitor-_name [cache (fE&) Flexible NetFlow 7 2 — E=H —D AT —
[format {csv |record | table} ]] [statistics]] B 2B L OREHE SRR R ST,
51
Device# show flow monitor FLOW-MONITOR-2 cache

ZFw 713 |show running-config flow monitor monitor-name (EB) BELE7e— =X —DRENERS
1§| : hi‘j‘o
Device# show running-config flow monitor
FLOW_MONITOR—l

R w714 |copy running-config startup-config (FEE) a7 4FXa2lb—ay 77 A IVICERTE

1

Device# copy running-config
startup-config

ERAFLET,

J0—Y>2TJ5—0ER

Ju— YT T —ERELTHEMETBIZIE. COMNHEDH AT EFEITLET,

FIRDEE

enable
configure terminal
sampler sampler-name

description description

mode {random} 1 out-of window-size
exit

interface type number

NOOAWN

Flexible NetFlow D& [}
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8. {ip | ipv6} flow monitor monitor-name [[sampler] sampler-name] {input | output}

9. end
10. show sampler sampler-name

FIED 548
IVYRELETIVaY B #

RTwvF1 |enable it EXBEC E— RZHZIZ L E T,
£ e MAU—REANLET FERENTHE)
Device> enable

25w 72 |configure terminal Ta— ary 7 4 X2 b—3gr B— NEEG
1 - LET.
Device# configure terminal

RTwvF3 |sampler  sampler-name Yo7 I—2ER L, b FT—ar T 4 X2 l—
Bl - vav - FEBELET,

s Zavy KT, BFEOV T T —%EES

Device (config) # sampler SAMPLER-1 AL HTX 35'5’*

A7 w4 |description description (EB) 7a— P 77— ERLET,
&1
Device (config-sampler) # description Sample at
50%

AT w75 |mode {random} 1 out-of window-size oS5 —F—FNBIRT7e— Y F 57— ¢
Bl v RY A REARE LET

« window-size 5| ¥t DHIPHIZ, 0~ 1024 T,

Device (config-sampler) # mode random 1 out-of 2

ATy 76 |exit Yo —ar7 4 ¥al—ary E—RFaKT
Bl - L, Za— L a7 42— 3gr F—RIZ

RO ET,

Device (config-sampler) # exit

RFw 71 |interface typenumber A UH—T 2 A ABEEL, A v F—T x4 A 2
i : Y74 F¥alb—var E—RERBLET,
Device (config) # interface GigabitEthernet 0/0/0

ATFvT8 {ip | ipv6} flow monitor monitor-name [[sampler] Bk L7 — =4 —BLIR7a— 77—

sampler-name] {input | output}

1

[l Flexible NetFlow D35
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B

axX ;&

1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

Device (config-if)# ip flow monitor FLOW-MONITOR-1
sampler SAMPLER-1 input

AFwv79 |end AV HF—T 2 AT 4 Fal—ar FT—FK
i - ZHET L. FiME EXEC £— FIZRY £,
Device (config-if)# end

AT 710 |show sampler sampler-name BELEMELET7e— Yo FTF—DRT—H R

1 -

Device# show sampler SAMPLER-1

BLOWAEMERTLET,

15—

T4 AAND7O—0NEH

Tue— F= A —BIOF T a DY T A F—T oA ZTEATEET,

FIEDHE
1. enable
2. configureterminal
3. interfacetype
4. {ip flow monitor | ipv6 flow monitor | datalink flow monitor } name [sampler name] {input |
output}
5. end
6. show flow interface [interface-type number]
7. copy running-config startup-config
F gD FHH
ARV RFERIETI Va3 Y B#
RTF w71 |enable it EXEC £— REAM L ET,
i : e NAU—FREZ AN LET (ERENTHE)
Device> enable
R 72 | configureterminal Jau—)L a7 4 Xal—ay T— &G
1 - LET
Device (config)# configure terminal
AT v 7 3|interfacetype A B =Tz A AT 4 Fal—arT—F
i - ZRRBL, A A —T A A ERELET,

Flexible NetFlow D& [}
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ARV RFERETIVa Y

B8

Device (config) # interface GigabitEthernetl1/0/1

FlexibleNetFlow %, L2 R — FF ¥ R/ A L HZ—T =
A ATEIAR—hINFEHFALB, L2F— b F v 3L
AN — R— T R—FENET,

FlexibleNetFlow %, L3 AR — rF ¥ X/ A X —T =
A ALERANR—FTHR—=FINFETH, @mHIZ
SLUTCREFIZY R —FENDZEEHY FHA,

R T 7 4 | {ip flow monitor | ipv6 flow monitor | datalink flow | A hE 713 17 v MZstieT A A4 v X —T =4
monitor } name [sampler name] {input | output} 217, IPv4. IPV6., F—FZ Y/ T —F =X —.
# - BLOATva ot 77 —2BEMfT £,
e (contiaifrt ip £1 tor MomitorTest ip flow monitor — Flexible NetFlow TIPv4 b7 7 1 v
Device (con 1g-1 ip Ow monitor onlitoriles .
input 7 7&%$ﬁf S ﬂ—o
ipv6 flow monitor — Flexible NetFlow T IPv6 &
T4y EEHETEET,
datalink flow monitor — Flexible NetFlow CTFEIP @ k
T4 v EERTEET,
G¥) AN ERNOWFH TS =T = A A
(DT =F — 2T Z &N T
T ET
AT 75| end e EXEC £— RICREY £,
1 -
Device (config-flow-monitor)# end
Z T 7 6 | show flow interface [interface-type number] EE) A ¥ —7 A AD NetFlow fF#HZ Fr L
fi ESE
Device# show flow interface
2 5w 77| copy running-config startup-config EE) av 74 Falb—var 77 AVICHREE

1 -

Device# copy running-config
startup-config

RIFLETS

VLAN ETD ) v O NetFlow D% FE

TJan— =X —BIO0A a0 —% VLAN ICEHATEx £97,

[l Flexible NetFlow D35
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FIRDEE

F IR D %

enable
configureterminal
vlan [configuration] vian-id

apwDbd=

copy running-config startup-config

L 4 ¥ 2 NetFlow D& .

ip flow monitor monitor name [ sampler sampler name] { input }

AR NFEERTIVa Y

=)

RT v 71 |enable Rt EXEC E— RZ A LET,
fi e NMAU—REZEANLET (FEREINHH) .
Device> enable

R w 72 | configureterminal Ja—xN)L ar7 4 Xal—iay T— REBLG
15“ : ]\/i‘g—o
Device (config) # configure terminal

R T 73| vlan [configuration] vian-id VLAN £72(Z VLAN 2> 7 4 Fa L—v 3 v £—
15“ : F%Eﬁﬁébjﬁjﬂo
Device (config)# vlan configuration 30
Device (config-vlan-config) #

R 7 4 |ip flow monitor monitor name [ sampler sampler name] | A /3234~ FMZ%H&T 5 VLANIZ, 72— F=4F —
{input } BLOAT Y a v 0¥ 77— 5 Ml ET,
fi
Device (config-vlan-config) # ip flow monitor
MonitorTest input

AT 7§ | copy running-config startup-config EE) av74F¥al—yary 77 AI)VIERES

1 -

Device# copy running-config
startup-config

RIFELET,

L 4 7 2 NetFlow D& 5E

Flexible NetFlow L' 2 — RN TL A ¥ 2 F— %2 EETEE T,

IOV a—REFHLT, LA

Y24 L BE—T oA ADTa—%FX% 7 F ¥ TXxFT,

Flexible NetFlow D& [}
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FIRDEE

F IR D EFH

enable
configureterminal
flow record name

end
show flow record [name ]
copy running-config startup-config

NOOAWN

Flexible NetFlow O3 |

match datalink {dot1q |ethertype| mac|vlan}

ARV RFEERTIVa Y

=)

AT w71 |enable FiME EXEC E— RAFICLET,
fi e NATU—RKEADLET FERENEHE)
Device> enable
AT 72 |configureterminal sua—s ) ar7 4 Xalb—ay ®— Faellh
15“ . L/i—a—o
Device (config) # configure terminal
R 7w 7 3|flowrecord name TJn—la—RFarz4X¥al—var E— %
15“ : Bﬂﬁébij‘o
Device (config) # flow record L2_record
Device (config-flow-record) #
AT w 7 4 | match datalink {dot1q |ethertype| mac | vlan} LAV 2EBEES—C LTHEELET,
fi
Device (config-flow-record) # match datalink
ethertype
RTw 7S5 end FiME EXEC E— RIZRED £7,
1 -
Device (config-flow-record)# end
R 7w 7 6 | show flow record [name ] ({E&) A v #—7 = A AD NetFlow fHH % £~ L
fi EXR
Device# show flow record
AT 71 |copy running-config startup-config EE) av74FXal—yary 77 AI)VIERES

1 -

[l Flexible NetFlow D35
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Flexible NetFlow () 515 .

AU RFERETIVa Y

B8

Device# copy running-config
startup-config

Flexible NetFlow D E5%R

WDOFEIZHD a~ REMH LT, Flexible NetFlow #E=4% U 7/ TXx %7,

Flexible NetFlow @)

Bl . 2O0—d

3 4:Flexible NetFlow DE=%') 45 a2 K

avoU kR

B8

show flow exporter [broker | export-ids| name |
name | statistics | templates]

NetFlow O 7 0 — >/ AR—Z[EH L
REFTRLET,

ki

show flow exporter [ hame exporter-name]

NetFlow O 7 &2 — T 7 AR—Z{EHR L s
HaeFRLET,

show flow interface

NetFlow A > % — 7 = A AT DI H % Fox
l/\gzjqo

show flow monitor [ name exporter-name]

NetFlow O 7 10— & =4 —{F# &L HatEH %
FKRLET,

show flow monitor statistics

7n— &= —0OfiHERE R LET,

show flow monitor cache format {table| record
| csv}

BRI TR —F =X —DFr vy
DNEZEFRLET,

show flow record [ hame record-name]

NetFlow D 7 7 — L o — R A £ R LET,

show sampler [broker | name | name]

NetFlow # > 75 —IZBT AR ErFRLE
7,

=L

=% 7€ 151

=JL ==

ax &

Tu—ZfE L, TDOTn—% A U F—T oA AW T L0 2R LET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Flexible NetFlow D& [}
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Device (config) # flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254

Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter) # exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long

Device (config-flow-record) # collect counter packet long

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow monitor monitorl

Device (config-flow-monitor)# record recordl
Device (config-flow-monitor)# exporter exportl
Device (config-flow-monitor)# exit
Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input
Device (config-if)# end

Bl:IPVBAARRS T4V IDE=ZR) 2T

ROBNE, IPVAANTI ST 7 4y 7 &= —F 5 H1E%E R L TCWET (intgl/0/111%, intgl/0/36
BEPintg3/0/MIZ b7 7 4 v 7% EFLET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config)# flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

config-flow-exporter)# description IPFIX format collector 100.0.0.80
config-flow-exporter)# destination 100.0.0.80

config-flow-exporter)# dscp 30

config-flow-exporter)# ttl 210

config-flow-exporter)# transport udp 4739

Device
Device
Device
Device

Device
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Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device
Device
Device
Device
Device

Device

Device (config-flow-exporter) #
Device (config-flow-exporter) #

config)# flow exporter
config-flow-exporter) #
config-flow-exporter) #
config-flow-exporter) #
config-flow-exporter) #
config-flow-exporter) #

Device (config)# flow monitor fm-1
exporter fe-ipfix6
exporter fe-ipfix

(
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #

Device# show
Device# show
Device# show
Device# show

Bl :IPvAEAD RS T«

Device# configure terminal

exporter fe-1

fe-1

destination 10.5.120.16
source V1anl05

dscp 32

ttl 200

transport udp 2055

Bl opatnrsTsvr0r=4y2y |

export-protocol ipfix
template data timeout 240
exit

template data timeout 240
exit

cache timeout inactive 60
cache timeout active 180

record fr-1

end

Enter configuration commands, one
Device (config)# flow record fr-1

Device
Device
Device
Device
Device
Device
Device
Device

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #

match
match
match

running-config interface gl1/0/11
running-config interface gl1/0/36
running-config interface g3/0/11
flow monitor fm-1 cache format table

YODEZ=ZRY YT

End with CNTL/Z.

ipv4 source address
ipv4 destination address
interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

exit

fe-1

destination 10.5.120.16
source VlanlO05

dscp 32

ttl 200

transport udp 2055
template data timeout 240
exit

fe-ipfix6

destination 2001:0:0:24::10
source Vl1anl06

transport udp 4739
export-protocol ipfix
template data timeout 240
exit
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Device (config)# flow exporte
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)
Device (config-flow-exporter)

Device (config)# flow monitor

(
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #

B

Flexible NetFlow D% 7E

r
#
#
#
#
#
#
#
#

fe-ipfix

description IPFIX format collector 100.0.0.80
destination 100.0.0.80

dscp 30

ttl 210

transport udp 4739

export-protocol ipfix

template data timeout 240

exit

fm-1-output

exporter fe-1

exporter fe-ipfix6

exporter fe-ipfix

cache timeout inactive 50
cache timeout active 120
record fr-l-out

end

Device# show flow monitor fm-l-output cache format table

5 : A7 VRF H7R— kD Flexi
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Device> enable

Device# configure terminal
Device (config) # flow record
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #

=L ==

ble NetFlow D% E
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HELET,

rm_1

match routing vrf input

match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

exit

Device (config) # flow monitor mm_1

Device (config-flow-record) #
Device (config-flow-record) #

Device (config) # interface Gi

record rm_1
exit

gabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

(
(
Device (config-if)# ip addres
Device (config-if)
Device (config-if)# end

s 172.16.2.2 255.255.255.252

# ip flow monitor mm_1 input
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