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TXAT7HTIP Y —NELUVIV 472 FOBE

X 27 HTTP #4056, HTTP — "B EZET L7 —Z I 5bah T ¥ —x v b
WZIEE SN ET, SSLIFZALEFED HTTP X, Web 7 7 UMNB AL v T EHET H L 9 7ok
IS, X a7 et LEd, v AanNBET L2 7 HTTP H— 8 L OVHTTP 7
FAT TR, TV =2 a U EORFS{KIZSSL/Y—Y 3 3.0 2 LE9, HTTPover
SSLiE. HTTPS L AME S Ed (BF =7 2E5HDOY%A . URL 23 http:/O 30 0 (T https:/ Thix
EFNET)

X 27 HTTP —N (AL v F) OEREENX, 5EDOFR— K (7744 kD HTTPS AR—
X 443) THTTPS R A5 B0 T, HTTP 1.1 Web h— _"~ZFDHR A S Z L T,
HTTP 1.1 Y — | FOFER AWM LT, EF 27 HTTP b —_~EE (ROH$) LEJT, &
& =7 HTTP Y — XX HTTP 1.1 — Db v 2, TOERITGZ T,

T X2 T HITP 7 7 A4 7> b (Web 7' Z ) OERZFENL, CiscolOS 77V r— g VHE
KIIEELT, 2077V r— a3 2N ER L7- HTTPS User Agent h—E 2 24T L, &
 (FOT7T Y r—g02) BT LT,

CAD SR RS2

FRRER (CA) 13, ERZBUIL TS 2%y bU—2 T AGEHEFEEREITLETS, 2
NODOY—E AL, BINT L5734 2T 2P RETH X2 VT 4 F—B LUOREAFED
BHARMELES, HED CAV— NI R T A RRA P EMFTINET,
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B FEITESN A L, HTTPS —NF, R T A FARA v R &R BEED CA 2251577 X.509v3
DFEHEEZRITTDHZ LT, X2 TR E I 747 MRk LET, 7747 b (Gl
. Web 7T U)X, FOIHAEORIFIC LI R ARF— %%ﬁbfniﬁo

T =7 HTTP #ftlliE, CAD M T A MRA V FEFRETHZ & A2 HELE L £9, HTTPS
P—REFATLTNDTNA AZCAD T A RRA > ERFEESN TN E . —NFH
HAERIEL CHER RSA DX —DOXT #ERLET, B TRIELZ (HEE4) FEHEI
WYX VT 0 TIERVOT, 8T 257 747 MIZOEAENA GEHETHD =
EEREAL, IR ORIN (ML E721368) 2 S22 0ERH Y 3, 2 OBREIT
NExry NU—2 bFRay (FANHRE) IT&RSLHET,

CADFNIARRA LY FEBRELTWARNWE, EX a7 HITP G2 LSS, 0k
X2 T HTTP Y — (F7237 7472 8 (k92 B E 7213k 7 B B4 EREN
HEWICAER S ET,

« A Y FITHRA M & RAL UADBHRESNLTRWGE, Al Ens B CEBAEREIT—
ﬁ%ﬁ%®ffox4/%%ﬁt@¢6k\:@—%%ﬁﬁﬂ%@ﬁ%%i%bh\ﬁt
(CHOBAGENE (D) BED LY ToRE T,

AL I FITHRA ML E RAAL VEAPRRESNTWAEE, Elians H B4 EHETK
BRI B DTT, D &%%i\14/%%ﬁtﬁbf%\%#:7Hﬂ?#~ﬂw%ﬁ
ML THAEROEETT, 207D, BEEF 2 7 HITPH#Em a2 A Lz & 212 H
TEET,

GE)

RRERB LN T A AL ME, flx DT SA ATRET DLERH Y £3, DT /1 2
MHaA—F5L, TNLIEAL v TF ETEEIZA 0 £,

ﬁbwﬁ%i%%ﬁbtﬁmxﬁbw REDLET, Y — "D FlEE)§ 5 £ THTTPS #—
WA S EE A, CLIZEMAT 22, £7I3MEINRFETICE > T, ="z fiEi T
F9, v—"—2@HEBTLE. A vy FITH LWVIEHEFEOE N 2B L ET,

HOBAREENER S NTHE. £ OE#HIE show running-config £### EXEC =~ K CH
HTcExFET, HOBLAEAELFRT Ha~2 ROH ) (show running-config 2~ > K) %
ELT—HRLET,

Device# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none

rsakeypair TP-self-signed-3080755072

crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01

3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
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CipherSuite

CipherSuite .

59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOBAGEAEIL, ¥ 27 HTTP — & 252 LT, no crypto pki trustpoint
TP-self-signed-30890755072 /' 1 — )L 27 4 Fa b—3 g v avwy K& AT 5 2 & THI
PrCEET, TDH%, BEX2THTTP Y — "2 BEANIT L L. HOBAERNENH /214
REINET,

\

GE)  TPsdf-signed DEAICERIIVTWDIEIZ, TA ZADT Y TAFFITL - TR 5,

F7varna~<r K (iphttpsecureclient-auth) ZfEH3 2% &, HTTPS h— 37 74 7
2B DO XS0V FEAEZ TR LET, 774 72 bOREGEL, —SHHORBIEL Y b E»
X2V T 0 2R LET,

CipherSuite [ZF BAL T LT Y XAB L ONL A V= A b 7Y X LZFEE LT, SSLEEHIE
ALET, HTTPS — Nk D &, 7 74T hD Web 7 7 UHIL, R — hxt5o
CipherSuite ® U A 22k LE T, ZO% I T4 7 b EV—F, WMHFTHR—FIh T
LR AL T T XA TRERLDEZY A LB R LTI — b LET, &2,
Netscape Communicator 4.76 I, KEDEFx =2V 7 1 (RSA ABHF—I 5 MD2, MDS5,
RC2-CBC, RC4, DES-CBC, ¥ X U'DES-EDE3-CBC) %#¥%7AR— kL TWET,

a7 biiX, 128 By MEEbE AR — 2527747 877 7% (Microsoft Internet
Explorer /N—37 =1 > 5.5 LAKE & 72 1% Netscape Communicator 73— 2 > 4.76 LAFE72 &) N LEET
9, SSL_ RSA WITH DES CBC SHA CipherSuite (%, 128 £ v MES{La 2 L7272, fih
® CipherSuite £V %= V7 4 NMEL 720 F97,

CipherSuite /%, £V EFx=2U 7 4 BNE<, BRI 21T E ., DT 0TI DMLBRIREE 232

P 4, WIZ, AA v FTHAR— kS5 CipherSuite 35 L UVL—Z OB AR (HX)

\Z & % CipherSuite D7 > 7 (GHWIH) ZEFKLET,

1. SSL RSA WITH DES CBC SHA : # v & — YOl 5{LIZ DES-CBC, BLUA vt&—
A APz A NI SHA 2 L7z RSA OF —%Ht (RSA AR & —HF 51k)

2. SSL RSA WITH NULL SHA : A v —Y O B{LIC NULL, BLOA vt — #A
Yo A MZSHA ZH L= —23H2 (SSL 3.0 #/) .

3. SSL_RSA WITH NULL MD5 : A v —Y DK B{LIZ NULL, BLOA v — Z o
Y x A MIMDS ZH L% —2#t (SSL3.0 &) .

4.  SSL RSA WITH RC4 128 MD5 : RC4128 £ hiEEAL, BLOA vE—V A VxR
NZ MDS %l L 72 RSA O % —%#
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5. SSL RSA WITH RC4 128 SHA : RC4128 vy hF AL, BLOA v =V H A VxR
NZ SHA Zffif L 72 RSA @ % —75 4t

6.  SSL RSA WITH 3DES EDE CBC SHA : A vt — Y ®Is2{kiZ 3DES & DES-EDE3-CBC,
BLIOA =Y # A Y= X MISHA 24 L7z RSA O F—57H#2 (RSA AR ¥ —i5 5
1)

7.  SSL_RSA WITH AES 128 CBC SHA : AES 128 £ hiFHE{b, BLUA vE—T & A
Y= A MZ SHA Zf# ] L72 RSA O F —7%3#1 (SSL 3.0 BA) .

8.  SSL RSA WITH AES 256 CBC SHA : AES256 £ hFHE{b, BLUOA vE—T & A
Yz A MZ SHA 2l L7z RSA O —7%3#a (SSL 3.0 HA) .

9, SSL_ RSA WITH_AES 128 CBC SHA : AES 128 B v b B, BIOA v =T F A
T A NZSHA 2 L7 RSA @ % —7c# (SSL 3.0 /) .

10. SSL_RSA WITH_AES 256 CBC SHA : AES 256 ' hiF bk, BLOA v —V & A
Y= A MZ SHA Zf# ] L72 RSA O F —747#1 (SSL 3.0 HH) .

\)

(GX)  Chrome DEEH/N—2 3 VT4 DODTEDIEFAAL — "2 AR—F LERHA, TDZ8, WebGUI

EFA RN R—=ZNHETA~DT 7B AREEENET,

LB IOF A VA N T3 XL EZNTNEE L THAEDET) RSA X, SSL
PRI BN TR — AR LOSRGEOm FICEH S NE T, Ziud, CAD R T A RKRA B
NRHESNTWNENE I DT FH A,

SSLDT 74U FERTE
774N FO SSLREIITROEEFENEH S ET,
« BEHED HTTP B — N3 A R — 7 VTR E STV ET,
« SSL T A X — T MCHRESNTOET,
cCAD KT ARKRA L MERESNTOEEA,
« AOBAGEAETAER SN TOER A,

] =

SSL D ERDIESEIE
SSLEZAA v F VT AXTHHATAHE, SSLEY a v BRI TRALZ a<w X TERTLET,
T TAL ANRDAAL » FIIEHRED HTTP TEMES LML ERH Y 7,

CADFTARIRA LV PEFRETDHHIZ, VAT LI B INRFEEINTWND I EE2HERLT
LIEEW, 7y BRREINTW WS, REZBFMCEVEAERNESSINET,

A TFAS Y INDT VT 4T AL vF T, SSLEY a0 & T LET,
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CAD RS R MRA Y FDERTE

X7 HITP #6i2iE,. CAD T A MRA UV PR ERICHRETAHZ EEHRLET, CA
DRIFTARKRA Y MI, BEBAIEAZEL VSN2 U T 0 83H 0 F7,

CADKTARKA Y FNERETDIZIE, ¥ EXEC E— RTROFIEEFEITLET,

FIE

Secure Socket Layer HTTP O %7 /5% .

AT FFEREETIVa Y

E[:)

ATy T

enable
&1

Device> enable

¥ifE EXEC T— F&EAIC L £,

Ta T ERERRINTEHENRNAT—R
AN LFET,

ATy T2

configureterminal

% -

Device# configure terminal

Jaua—)ary7 4 Xal—g v
£ F‘%Fﬂlﬁﬁébijﬂo

ATvT3

hostname hostname

&1

Device (config) # hostname your hostname

AA v FDORA MNERELET (U
AR A M ZBRE L TR WSO &
WZH) o WA MAITEXFZV T 0 F—
LRFAEICMLIE T,

ATvT4

ip domain name domain-name

51

Device (config)# ip domain name
your_domain

AA v FDOIP KAA B ERELET
(LLATIP R A A 40 23 E LTV
BB DRVE) . IP RAAL U 4I1TE

X2 VT 4 F— LEAEICKLETT,

ATy Th

crypto key generatersa

51

Device (config) # crypto key generate
rsa

(f£&) RSAF— 7 &R L ET,
RSA ¥ —D_XT X, AA v T OFEHE
ZANFTLHRNCHLETT, RSAF—D
NTIZHBICAERESNE S, LET
bhuE., —oavwr FEHHLTxF—
EEARTEET,

ATvT6

crypto ca trustpoint name

51

Device (config) # crypto ca trustpoint
your_trustpoint

CADKNITARNKA L MZar—HNLD
REAZIEL T, CA N7 A MRA
vharrv4X¥al—yarE— K%
Bt L9,

ATy T17

enrollment url url

51

Ay FIZ X DAEHEBISR O EE 0
URL ZH8ELE 7.
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ARV FFEREETIVa Yy

S

Device (ca-trustpoint) # enrollment url
http://your_server:80

ATvT8

enrollment http-proxy host-name
port-number
11 -

Device (ca-trustpoint)# enrollment
http-proxy your_host 49

(f£:&) HTTP Y u ¥k $—_—% %
HMLTCAPDLIEHELZAFTTL LD
WAL v T EHELET,
* host-name 1213, CA ZHUfS5 57
WIFEHAT D T axy h— "%
ELET,

* port-number (2%, CAIZT 7 & A
TLOIERT R — &%
BELET,

ATvT9

crl query url

1 -

Device (ca-trustpoint)# crl query
ldap://your_host:49

v OFEAENIY E S TH2R0D
ST AT, FEELRZN Y A b
(CRL) ZERTHLIICAAL v T %
HELET,

ATy 710

primary name

1 -

Device (ca-trustpoint) # primary
your_trustpoint

(FEE) F T A RARA A CA Bk
WXL TT o4~ (F74/8) b
FARKRA LV FELTHERHENS LS
WCHELET,
snamellix, RE L= N TR FAKRA
Y REEELET,

ATvIN

exit
51

Device (ca-trustpoint) # exit

CANTFARNRA L har7 1 ¥alb—
varyE—REKTL, ZJu—L o
Y7 4F2lb—va s E—RIREDE
TO

ATvT12

crypto ca authentication name

1 :

Device (config) # crypto ca
authentication your trustpoint

CADAHF—ZEUE L TCAZRIEL
94, AT v 75 THEALELETE R
CHLoaEMHLET,

ATy 713

crypto ca enroll name

1

Device (config) # crypto ca enroll
your_trustpoint

FEELIZCA T A MRA LV FBEE
BAEARELET, Zoa<r NI,
£ RSA F—D_XT IR L T1ODE4
ANV OFEAEEZZRLET,

ATy 714

end

51

Device (config) # end

Ja—) a7 4 Falb—g v
E— R&EH&T L, FibE EXEC £— RiZ
Ewij—o
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w27 w5 —roxz [

X217 HTTP —/\DEEE

t X 27 HTTP — "R ET HI121E. F#H EXEC E— RTROFIEEFEITLET,

1R BRI

RERNCREEORGEZER T 5546, AIOFIEEZEH L TAL v FOCA M T A MKA YV M
RELTHE, HTTP —"—ZHHT 2 ERNH Y £, CAO N T A MKRA »V FERE
LTCWRWEE, BF 27 HTTP U — RIS HNC LR R T, B OBAGEEN AR S
NET, —_"ZRELE, EEBLIONEX 27 HTTP v — "W HIC@EHT 547 a v
(NZA EHTLT 78R VAN RREGE, £I3FALT 0N R —) ZRETE
E3

Web 77 A L TR =7 HTTP £kt & 789 5121%. https://URL Z AJ/j L £3 (URL
WXIP T RL A, £ == 2R, v FDEA ) . T 74k R— S DOR— b &%
ELTND5E, URL DBEAICKR— FMESHIRET OMLENDH Y 3, KITHZRLET,

N

GE)  AES256 SHA2 [347K— b S EH A,

https://209.165.129:1026

Ey e

https://host.domain.com:1026

T2 AY AN (IPVAACL D#H) ZFRET D72 DHEHKD ip http access-class access-list-number
A~ NEIBELETETT, sl&HE Zoa~vy FaH LT, HTTP —"~D7 7 & A% FF
ATHT78A VA NERETEET, 2200FH Liva~r R, IPvd B L VIPv6 ACL 2§15
ETDODOYR—FeFGHTHDIZEAShE L, Zabid, IPvAACL Z4EET D
728 ® ip http access-class ipv4 access-list-name | access-list-number & . IPv6 ACL Z#$8E9T 5
729 ® ip http access-classipv6 access-list-name T7~, #E X v —VDZFEEH 2O,
LW CLI D 2 B8 LE7,
TIEA YA NEEET B, ROBEFENDH Y £

AHELRWT 7B R YA MEIRET D L, REFETSNETH, ROBEA v E—V%

ZELET,

ACL being attached does not exist, please configure it

- ip http access-classipv4 access-list-name | access-list-number = 7213 ip http access-classipv6

access-list-name Z il L7234 1C, 727 AU A M54 TIZ ip http access-class % ffl L
TRIESNTWELEIE, ROEEA vy —VRERINET,

Removing ip http access-class <access-list-number>

ip http access-classaccess-list-number & ip http access-classipv4 access-list-name | accesslist-number
TR CHEEEZ LA L TWES, v FEITT5 2412, ZOROa~vr Foar 7 1 Fa
L—ya i EEEXINET, 2200 avy ROBRERORDOMAEDEIZL T, FEfTay
T4 X2l —a U ~ORENHAINET,
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- 2L

« ip http access-class access-list-number 239" TIZFXE
ipv4 access-list-number =~ > R&H L CREXRTTE 9 & LI2HE,

BN

SNTWAEEIZ,

Secure Socket Layer HTTP D% |

ip http access-class
ip http access-class

access-list-number DF%E IXHIFR S 41, ip http access-classipv4 access-list-number D E% E 535

Tary74¥alb—ya AlBMEnEd,

« ip http access-class access-list-number 739 TIZFXE STV DA, ip http access-class
ipv4 access-list-name =~ > R Al ] L Tk E & 1748 9 & L7256, ip http access-class

Sin==

access-list-number D% EILHIER S 41, ip http access-classipv4 access-list-name O % i 73 34T

a7 4F¥alb—va s CBNENET,

* ip http access-classipv4 access-list-number 733 CTIZERE S HL TV A AT, ip http access-class
access-list-name ] L CRXE X175 9 & L7254, ip http access-classipv4

BN

BN

access-list-number D% EILHIFR S 41, ip http access-class access-list-name D% E N FEA T2 >

TA4Xalb—vaaBERET,

« ip http access-classipv4 access-list-name /3 3~ CIZERE SNV TV A AT,
access-list-number 2 fl L CRREZITE 9 & LIZHA,

Bt~

ip http access-class
ip http access-classipv4

access-list-name D% E I3 HIBR S 4. ip http access-class access-list-number D F% E 234721 2

T4 X2 —T g ABEMENET,

FIE
ARV RFEREETO 3y B#
AT 71 |enable FiHE EXEC E— REZ AL £ T,
i Ta T IRERENTEHNRAT— R
Device> enable AN LET,
AFwF2 |showip http server status (fEE) HTTP y— "D AT — X A %
Bl - FoRL T, B¥ =7 HITP Y — D
[ =R S e
Device# show ip http server status Hbﬁ)/‘? b ?ITT—&ZK b é;h,“(b\
LINESMEHWLET, T, K
DIALDELLNEHERLTLES
Uy,
HTTP secure server capability: Present
Eielt
HTTP secure server capability: Not
present
25w 73 |configureterminal Ja—\)arZ4FXal—var
ﬁm: qf“*]:%fgﬁﬁél/§57ro
Device# configure terminal
RFw F4 |iphttp secure-server HTTPS % — "7 1 & —T VD5
R AR =TI LET, HTTPS #—
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%27 P y—r oz [

aAv U RFERET7TIVaY B#)
Device (config)# ip http secure-server| Vi\ '7:7j‘/1/ }\ “C/]) **‘7/1/5\?%&%2‘5
NTCnET,
RTw 5 |ip http secure-port port-number ({EE) HTTPS Hr— NIZfEH T 54—
Bl MESEIELET, 7740 b0
Device (config)# ip http secure-port A= F%‘é%ﬂi 443 VG—;«" 443 if:li
443 1025 ~ 65535 O#HIFHA THIRETE £ 7,
AT 76 |iphttp secure-ciphersuite (L&) HTTPS #t Okl
{[3des-ede-ce-shal [rcA-128-mdS] | 5 CipherSuite (I BE7 L= U X 4)
[rc4-128-sha] [des-chc-shal} A UET, $E 0 CipherSuite %45
i - ETHHBNRTIE, =TT
Device (config)# ip http AT IR WHERYR—=FT2
secure-ciphersuite rc4-128-md5 CipherSuite TERIvT— h B L DT
BELET, TRBF 740 b T,
RFw 71 |iphttp secureclient-auth ({EF) HTTP —RZEL T, #
1 - AL O], FREEDT-DIZ, 7947
bewi , . VRN BO X509v3 AR EA ER L
evice (config) # ip http a _ N
secure-client-auth T T7ANVETIE, 2947 BB
=026 OFEHEZ TR HEREIC
o TWETH, =37 747
]\ ;&‘umuﬂzbfccll\g: 9 & fio(b\iTo
Z5Fw 78 |ip http secure-trustpoint name X.509v3 % = U 7 ¢ SO TS
‘[ﬁ“ : J:Uy 3/1)7\/ }‘O)uﬁwqi%f%ji@nun
Device (config) # ip http &i%mj«é CADRZAPRA Y b &
secure-trustpoint your_ trustpoint *EI/TE Liﬁ—o
GE) Zoa~y ROMAX, #i
DOFNEIZHES>TCAD T
A NRA Vv R &TTITERE
LTV & aiifEz B E
ZTHB L TWET,
AFw 79 |ip http path path-name (fEE) HTML 7 7 A L D_— R & 73

51

Device (config)# ip http path
/your_server:80

% HTTP NAZRELET, /SR

a—J ) AT KD HTTP ﬁ‘“—/\
Ty ANOYFEREELET @
VAT ADT T v a AT EREL
) .
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ARV RFEEIETIa Y B

AT w710 |ip http access-class { ipv4 ({EE) HTTP ¥ —"~DT 7 AD
{access-list-number | access-list-name} | | zrEf iz 5 7 2B 2 U R kA ISR
ipv6 {access-list-name} } LEd
1 -
Device (config) # ip http access-class
ipv4d 4

AT w711 |ip http max-connectionsvalue ({EE) HTTP H— S~ [r e oK H
1 - GeEHRE LET, X108 e T 2
Device (config)# ip http :‘ & %?@%}iﬁ‘o :?’HE}Z\ Ul 7}3’*5‘}]3
max-connections 4 CBDITHIET H7-0D1C M\%fifﬁf

7

AT w712 |ip http timeout-policy idlesecondslife | ({£3&) fa@Eokin Fick1F 5, HTTP
secondsrequests value Y N~ OHHG R 2 E L
&1 EE

Device (config) # ip http timeout-policy]| eidle: 51»_& @%f%ﬁhfﬁb AViEN }fg%@

idle 120 life 240 requests 1 ?‘_5ﬁ§%1§“6%f£b‘%é\@%j(
], FEE T & HHiPHIL 1~ 600
BTd, 7740 MEIZ180F (3
) T

o life : FEt 2 FESL L TN D e KB

fil, $EETE D HEPHIE 1 ~ 86400
 (4WffE]) T¥, 774V ME
13 180 BT,

o requests : KRR EERE CALBE S U
D ER O EREL, BKRIET 86400
TY, 774/ NI TT,

AFv 713 |end Jua—)ary7 4 ¥al— g
B - T RZT L, FrHE EXEC £— FIZ
RYET,

Device (config) #end

X2 F7HITP Y5472 FDEKE
Y X a2 T HITP 7 A4 72 M &ERET HITIL. M EXEC E— FTROFINEEZFEITL 7,

JR 8O HHEIIZ

EHEDOHTITP 7 S5A T v FBLOEXF 2T HTTP 7 54 7 > MIEIZA 2—7 L T9, ZEAE
DFFEITITEHF 27 HTTP 7 74 7 > h OFEHENSLE T, ROFIETIX, BIOFIET CA
DEFIFTAMRA LV FEAAL vFITRELTNDZEEZEHRBICLTOVET, CAD T A MR A
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%27 uP 547> roiE [

VIEBRHREENTE LT, VE— FOHTTPS Y — =07 54 7 N OFRELZER LT-5A.

EX 2T HITTP 7 54 7 ¥ h~OFRIT AR L E T,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE A LET,

T T RRERRINZHRATY— K%
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEBEIBLET,

ATvT3

ip http client secure-trustpoint name

1

Device (config) # ip http client
secure-trustpoint your_ trustpoint

(f£&) VE— hOHTTPH—N7
ATV RERREAE BER LIS E I
H. CADFNTARNKRA LV MERELE
T, Zoawry ROMEMIL, gioFIEE
HFHALTCADFT A RRA Y FETT
IZERTE LTV D &0 ) iR & I F 2 Chll
BHLTWET, 7T747 2 MlGERHE
RWES, £IETIA~ VD RT A
A Y BT TICHES N TN DS
X, 2o~y RIEETT,

ATvT4

ip http client secure-ciphersuite
{[3des-ede-chc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbe-shal}

1

Device (config)# ip http client
secure-ciphersuite rc4-128-md5

(&) HTTPS #55t OB 5 I 4
% CipherSuite (Bf 5 b7 /LY X AL) %
f8E LET, FEED CipherSuite % fi5 iE
TLHEBMNRITIUL, —E 7 T7A47
> MA, AP AR — R 9% CipherSuite
TRIATT—= T HLIICHELET,
BT 7 40 T,

ATy TH

end

1 -

Device (config) #end
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show ip http client secure status
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show ip http server securestatus
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show running-config
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