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Bl E— REMELET,
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Bl - Access Credential (PAC) O’ mEY =
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ATwv76|end RADIUS =X a7 4 ¥ a2l — g
Bl - v = FE&T L, F#HE EXEC £— K
Device (config-radius-server) # end b:)j:% D i—a‘o

A—HF A RX—TLTFTIERAELUVRY LT
RADIUS ¥ A] DEX TE

N

EXIZBET 5

GE) TR R

A SHET,

FEINTHTH, CLIZERAL T AL,

o uEéj/Lt_:L‘—"'j_ XL TCiE

. RADIUS DERE

N



| RADIUS DEFE
A A R—TLFHERBEVRY hT—5 4—ER(=ET % RA0IUS FA0RE [

YT VB AB LRy hU—7 = R|ZT 5 RADIUS ] 2R ET D121, &
DFNEEFAT L E T,

FIE
ARV RFERIETI Va3 B#Y
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Device# configure terminal
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15 - 2T H K 91T device TR ELE T,
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Device> enable 73848 .

R w 72 |configure terminal Ja—\ )L a7 4 FX¥al—3ay
5l - T— FEBHLET,
Device# configure terminal

Z 7w 7 3| aaaaccounting network Ry FT— 2 B OB 5 DY — B R
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- A FX—TMZLET,
Device (config) # aaa accounting network
start-stop radius

AT 7 4 | aaa accounting exec RADIUST H U v T 4 v T A F—T )b
accounting-liststart-stop radius I LT, ¥k EXEC 71t ADEYIZ
Bl FRBRAAT ¥ 2T 4 v 7, SRIC
Device (config) # aaa accounting exec %Eﬁf?ﬂ:ﬁfﬂ%ﬂéfg ]"iﬁ—o
acc-list start-stop radius

AT w75 |end Jua—syarZ4¥al—g
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Device (config) # end VSR
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X 72 |configure terminal Ja—r ) ar7Z 4 ¥al—i gy
Bl E— FEBIHLET,
Device# configure terminal
R T 73 |radiusserver server name RADIUS #—/ 5% E D44 il % Protected
Bl - Access Credential (PAC) O m bty 3
Device (config) # radius server rsim zyﬁﬂﬂll?éﬁib\ RADIUS ﬂ-_/§§£ﬁ
F—FzfmL£7,
AT 74| keystring AA »F &F_TD RADIUS H—3[H]
Bl - THHESNDI—2Z Ly P THFAR R
Device (config-radius-server) # key MY v 7R LET.
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Ay 75 |retransmit refries AA > FH RADIUS HR % — N FF
Bl - EETDEHERELET, 7740 b
Device (config-radius-server) # 13T, fET 6%E&i 1~ 1000
retransmit 5 wC‘\jﬁo
A7y 7 6 | timeout seconds AA » F 13 RADIUS ZERIZKT 2 &
Bl EMoC, ERETRIET 5 % TOMH
Device (config-radius-server) # timeout (*Q) ;LEEFEE Lij«o :7:\‘771‘11/ ]\ §i5$¢
3 T, fRETE HHPHIT 1~ 1000 T
R
ATw71|end RADIUS ¥ —/3— a7 4 Fal— 3
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AT w 71 |enable ke EXEC E— FE AL £,
1 - Ty RRFRRINZHRATY— R
Device> enable J\jj Li'@’«o
R w 72 |configure terminal Ja—\ )L a7 4 FX¥al—3ay
- T— REBHBELET,
f
Device# configure terminal
R 7 v 73| radius-server vsa send [accounting | device 7% VSA (RADIUS IETF J&1£ 26 ©
authentication] EH) ARBMLCEATESLICLE
51 - B
Device (co.nfig) # radius-server vsa send . ({i%‘) g‘gg&gﬂ;@/\ygwﬁﬁ
aceounting MOEAET BT 4 v TR
IZBRET 5 121E, accounting % —
J—RFRZEHLET,
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PEDES Z RS T IR ET 5
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ERLET,
F—U—RFEfEEEFicioa~vr g
AT BE ThoT 4 TEIORR
RED A A —[E A B MO 7 AMERH &
i—a_o
ATw74|end ra—r\Lar 7 4 Xal—ay
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AT w1 |enable it EXEC — REHIZ L E T,
fi e MAU—REZ AN LET (FRkIh
Device> enable =88
R 72 |configure terminal Ta— ) ar7Z 4 ¥al—a
Bl - E—FZBBLES,
Device# configure terminal
AT w73 |radiusserver server name RADIUS #—/ g% E D4 Hij % Protected
Bl - Access Credential (PAC) O7'm Y3
=2 7 HIZHE L, RADIUS ¥ — \3ZE
Device (config) # radius server rsim Q5“}:%fgﬂﬁﬁ1/§£7fo
AT 74 |address { ipv4|ipv6 } ip address ({L&) RADIUS #— 3D IP 7 KL A
Bl EiRiELET
Device (config-radius-server) # address
ipv4 172.24.25.10
R T w 75| non-standard RADIUS #—/373% RADIUS X & —Ji
Bl - HBOFEEZEML TSI LaRLE
R
Device (config-radius-server) #
non-standard
RT v 76| keystring TNA R &R H—JlE (kD RADIUS
Bl 3 L ORI S B SR T
FANLTFHNERELET, 73 R &
Device (config-radius-server) # key RAd)HJS%**—/<*—5j1:0)5FﬂEJ<I\jtﬁiﬁﬂ
radl23 EHEHLTSAY— RERFEL, 0
R E T,
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Device (config-radius-server) # end

RADIUS DE&E .



B 7 xtcocmnns

FINA A ET®D CoA D

)

ax JE

RADIUS DEEFE |
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enable
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Device> enable

¥ ME EXEC T— F&AIC L £,

e NMAT—REANLET (R
nNE%a) .

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

aaa new-model

1 -

Device (config) # aaa new-model

AAA A F—T NI LET,

ATvT4

aaa server radius dynamic-author

1 :

Device (config) # aaa server radius
dynamic-author

TN, AZFBIE, FFR. T T 4
Y7 (AAA) H— =L L TERELT
SR Y o —H—— L DWMEERS
WL, XA F Iy riFaa—i L th—
N—ary 7 4 Fal—varET— %
Bt L9,

ATvTh

client {ip-address| name} [ vrf vrfname] [
server-key string]

1 -

Device (config-locsvr-da-radius) #
client clientl vrf vrfl

TINA AN CoA Z5THLY | R A HL
DA RADIUS 7 7 A4 7 hEFEEL
7,

ATvT6

server-key [0| 7] string
151 -

Device (config-locsvr-da-radius) #
server-key your_ server_ key

RADIUS & —% 7 /31 X & RADIUS 7
FAT v hEDOMTEEENS LI
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ATy T17
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port port-number
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A7 78 |auth-type {any|all | session-key} device® RADIUS 7 7 A 7 > M
Bl - TOHFRNDEA T ERELET,
7747 v M FFATHICERE S vz
Device (config-locsvr-da-radius) # - , . -
auth-type any TRTORBRMEE —H L T
DEHA
AT 79 |ignoreserver-key (LE) b—"—F 2|5 LD
Bl - IZ device X E L E T,
Device (config-locsvr-da-radius) #
ignore server-key
ATy 710 |exit AT Iy 7@ a—h——a
- Y74 Falb—vary B—REKT
L. Zu—bary 7 4¥al—3
Device (config-locsvr-da-radius) # exit] VE—RIZRED i‘é—o
ZFw 711 |authentication command bounce-port (13) CoA ExkZMEE LT, v
Ignore arERAT 4V TTHR— N e—
1 - R T 1 B =7 W2 % & 9 (Zdevice
ERELET, A— a7 ¢
Device (config) # authentication command ¥ — 7 /L2425 HHJIL., VLAN OZEH
bounce-port ignore NIALTH . %O)%E %*ﬁﬂj'@“é B
TV IRy RARA > b RiZ0n
SEIZ, ARA RvD DHCP R =
T—ya UEIThbEDHZETT,
AT w712 |authentication command disable-port UEE) By arviarAT 27 L

ignore

1

Device (config) # authentication command
disable-port ignore

TWAR—FE2EHEOV Yy hH Y
IRBEIZT 5 K 0 BRI 2 IR~
v REEMT 5 L9 IZdeviceZ X E L
¥4, A—haT vy NFUUT5
LBy a BT LET,

R— N HOA X2 —TMZT DT,

FEAED CLI £ 721Z SNMP =t~ > K& f#
ALET,

RADIUS DE&E .



RADIUS D E |
B rrows 4—/—5 L — T RADIUS Y —2 A © 8 —T T4 ROBE

AT REERET7TIYaY B#
AT v 713 |end Ja—bary 7 4 Fal—iay
B - T RZKT L, FrHE EXEC £— RIZ
R0 FET,

Device (config) # end

RADIUS H—/N\—%4 JL—TDRADIUS V —R A VB —T 4 ADEE
RADIUS source-interface I, IKDWT D F¥ETRADIUS H— =T —TF DO FIZERETE
S

« ip radius sour ce-interface interface-name =~ > K& ffifj L C. RADIUS ¥—/ 13— )L —7F
M T2 RADIUS source-interface R E L £,

svrfvrf-name =2~ > R&ZfEH LT, TACACS —_—7 L —FDTFIZVRF ZRELTHD
ip radiussourceinterfaceinterface-namevrf vrf-name =~ > K& LT, % &L 7= VRF &
source-interface (22" @ — N U Z BT I £ 97,

MDAy RRFRESNTWELEE, —— T )L — T ED F Tl source-interface 73N E 4
SnET,

RADIUS H—/3— 7" )L — 7 ® F T RADIUS source-interface # i% E T D IZi%, IROFNEEZFEITL
7,

1R BHEIIZ

VRF V=T 4 VT T—TNEREL, VRF A ¥ —7 = A AZHEEAT A0 ERSH Y F5°

FIE
ARV KRFERETY Va3 Y BH#Y

AT w71 |enable Rt EXEC E— RZ AT L E T,
f NAT—=READLET (FERahizs
Device> enable &) o

R w 72 |configure terminal rua—N)ary7 4 Xalb—3 gy
ﬁu . t— ]\%E:ﬁﬁébi—g«o
Device# configure terminal

AT w 73| {ip|ipv6 jradiussourceinterface T T DI RADIUS /7 v MIxF L
interface-number vrf vrf-name T. RADIUS IT. {EESATA v 7 —
i - T =AADIP T B LR Z SR ]
Device (config) # ip radius éﬁ‘ Per VRF K%’jb \Tﬁ*%%ﬁé“j”l
source-interface GigabitEthernet1/0/23 L ¥ 9,
vef vrfl7

. RADIUS DERE



| RADIUS DEE

conigienz=45u>4 [

AU RFERETOVa Y

B8

« interface-name : RADIUS 239 XC D
BENT Y MIERT B A % —
T oA ADL4RIERRELET,

e vrf vif-name : VRF Z & O E LTS
ELET,

ATv74

aaa group server radius group_name

1

Device (config-sg-radius)# aa group
server radius rad-grp

F.732 5 RADIUS #—/8 AR & k&5l % D
DI SN 5= W e Py & (A DR
server-group 227 4 ¥ a2 L— 3 v

T—FzfmL£7,

ATvT5

ip vrf forwarding vrf-name

1

Device (config-sg-radius)# ip vrf
forwarding vrfl7

(fE#) A v 5 —7 = A AT VRF %%
ELET,

ATvT6

{ip|ipv6 } radius source-interface
interface-number
i

Device (config-sg-radius) # ip radius
source-interface loopbackO

(fI:E) RADIUS 7 /L—FH— =i
DT TOFRAIE RADIUS 7347 » MMTxt
LT, RADIUSIZ, fEELTcA & —
T A ADIP T KL A %5 H
SHET,

interface-name : RADIUS 784~ TD3A(Z
Nry MUERHTHA o —T A AD
ZHIEREELET,

ATy T17

end

1

Device (config-sg-radius)# end

HebE EXEC E— RICEY 7,

CoAHEgEDE=R U YD

R7BHEEXECRTaAT VR

avyU kR

E:g)

show aaa attributesprotocol radius

RADIUS i< RO AAA BMEEZF R LET,

RADIUS DE&E .



RADIUS DEEFE |
B rrows omeorE

£8: 40—\ FSTLYa—FovFavToR

avw Uk B#Y

debug radius RADIUS D b T TNy a—T 4 V7 %79 12D DIEHEFE R
L\i—a—o

debug aaa coa CoOALERD N T TNy 2 —T 4 VT HAT D 2O DGR %= FoR
Liba_o

debug aaa pod POD X7y bD ST TNy a—T 4 T BT OO HE
KR LET,

debug aaa subsys POD X% > D KT TN a—F 4 T 54T H 2D R A
FRLET,

debug cmdhd[detail |error v R Ay H—D RTINS 2a—TF 4 T ELTH DD

events] WarFoRLET,

RADIUS DHEBED [ERE

ROFIZ, ZOFEY2—/LTHMHTLHEEDY U —2ABLOMERFHRZ R LET,
IHHOMEEIE, FICHR SN TOWRWIRY | BASALY U —2LUEDOT~THOY J—XT

EHTEET,

== HaE AR R

Cisco IOS XE Everest |RADIUS RADIUS I, RIERT 7 EBAML Ry N —
16.5.1a DX )T 4 B RHET DM TAT

kA= 27 A TT, RADIUSZ 7 A 7
MI., Y R— LD 23T, 2 L TB
BLxd, 7547 MIPHo RADIUS
P NICREREER 226D £97, RO RADIUS
P =TT R TO2—HPRFEEFER, %> b
T —7 P—ERT 7 EAERPBES N TH
=3

Cisco Feature Navigator Z i35 &L, 7T v 74 —LBLONY 7 bV =T A A=Y DY R~
MME#R AR T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [J5E] 725 7
JEALET,

[l RrADIUS DEE
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



