ACLOA T H R HIL—T

CACLOA TV b I —7 (13—Y)

ACLDATzH FHIIL—T

ACLOF 7V =7 N7 NA—THREFEH LT, =2—F— TAM X, FiFZ7m harz s
N—TIHEL, NI NV—T%5T 7t Aar ha—L Y 2k (ACL) I@EHALTT 7+
Zary b= R =R TEET, ZOREICLY ., RO ACL THEF SN D Ex D
IP7 RLA, Fabair, A= TERL, 77027 N INV—T%2FEHTEDL912720
T, ZOMREIX, BT 78R arba— b (ACE) %A LET2, % ACE
EHALTC, 2=V =D N—T 2RI LT —R_—F I — 2D T N—T~DT 7t
AR E T ET,

KB R RU—27 TlE, ACL DI KE BEIT) (12720, FRZ ACL DHEEIZAE T X
NAHGEIELACL OREB I OEHENNECRVET, A7V R NL—TX—ZD ACL
IE, RO ACL L0 b/hE<, BiART <, RELEHNES THH7-D, Cisco I0S L—#
TORBUE /2 —F—T 7 & AR T OB L OB ACL OEARMR LI ET,

CiscolOS 77 A T U —/TlE, 7V =7 b A—F1IRY > —DIERE BRI+ 2 2 &
ne (722X, INV—T AT N—=T AV —EA~DT I B RAEZHATHRE) A7V =
P RITN—=FIZEBAY) y R ELNET,

ACLDA T2y b JIL—TIZET HHNEIE
ATV NI N—TE, PERASTE ACL B L UOE (& ACL TOAEHATE £,
e T2l NI N—TF =D ACL %, IPV4/IPv6 7 RL ADH %P R— kL ET,

T2 NIN—TR—=ADACLIE, VA ¥3A L H—T A =T v KA H—
T2 A ARVLANA UV F—T =2 ARE) ¢V T A B —T oA ADHEYR—FLE
9,

e TV NI N—TF_X—AD ACL I, IPsec TIEVR—FENTWEHR A,
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ACLOA TSz o k-7 |
B rciorsozs s s—JicEs aEE

F TV FIN—TEHENTDHACLAT — A ME, WEDOT-OICRPIZEE S5
Ry FNCIRER S ET,

cACL THR—FENDAF TV = M N—T_X—ZAD ACE O¥id. TCAM R Tx %
MEIMITELTT Ty h 7+ —AIZ k> TEAR Y F9,

ACLDA Tz b JIL—TIZEY 515

R ACEZHREL, ACENFRUACLNOA TV =27 v NN —7%2BRT 5L IR ETE
F7,

ATVl NI N—T_—2@ ACL IL, Quality of Service (QoS) —EH#E, CiscolOS 7 7 A
7 7 % —/, Dynamic Host Configuration Protocol (DHCP) . 3 X UOZ OfhdyEsE ACL % 1%
TOHWETHEHATEET, 612, SATFXXYANNT T4 THET V2 NI A—TR_—
ADACL ZERTHZ b TEET,

DA LRI RBIOT U MUY RNy ERBIGE, 7= NI NA—TR—2X
O ACL ZEHAT 5 &, RO ACL 2T 655 L0 "7 r—~< 2 ABMELES, £
7o KRR CTIE, ACETA 7 V=7 N N—T%f+52L T, 7T RLAL T b=
NDRT ZEBBID ACE % EHT D MEN/RL 225725, NVRAM [CHE/R A B L—T%
B C& £,

IO N TN—T

FT 2 NN —FITE, B—DA T2 b (B—DIPT FLA, Xy hU—Y T2
IV T 2y ") FRITEEOF TV 27 b (BEDOIPT L AOMBAEDLE, vy FU—
I, FRITIV TRy b l) EEDDLIENTEET,

—WW T 7 A ary hr—n x> b (ACE) TlE, 22— —D I N —TNREEDH—s—
TN—TWORT I EATEET, A7V "I NA—TR—=ADT 7 Ra bra— ) X
I (ACL) TlE, %D ACE Z{ET 2% (% ACEIZEZSIP 7 KLU ARKE) b v iT,

F T2 NIN—=T WS HHE—~D ACE 2B C& 9, DA TV =27 h 7 —
7 (Fa haNiR— I N—T ) BIELT, 2=V =N —FO—#HOT ) r— 3
YORT T EARRRICTE ET, ACEIZIL, EEILOH, 585DH, L, £TMGO4T
VxJ NIN—TEFOLIENTEET,

FT 2 NIV —TEERA LT, ACEDa Y R—3% NOFTHEMEEZNEECEXET, 7222

X, RN OBEMRED I N—T A =y TEREFEIL, EEENACE HEZHTA LT,
EOEMPEAEICEETE 202 1 L £7,

CiscoPolicy Language (CPL) 7 7 A~ v V% iHT A CA 7 V=2 NI N—T 2T
i ‘a‘o

ZOBREIZ. ACL NT A—H Z T N—TT 272D, Xy NI—0 ATV =7 b T —7
YV —ERAF TVl N IN—TO2EHOA TV 2 NIN—TEYR—FLET, Ih
SOXF TVl NIN—TEFHLTC, IPT RLA, 7u bhai, 7a har$h—tv2x (F—
k) . 3 X Internet Control Message Protocol (ICMP) # A 7% 7 /v—7 (kL 7,
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| AL+ TCxs 0 —TF
xybo—sAIvzs bk sn—JcaasnstIivzot Il

Ry RD—s FISTY R IL—TTHTESNEE TS b
Xy Ty AT Tx s h Tl KONFRINDOAT S 7 DT T

¢ 0.0.0.0 275 255.255.255.255 £ COHPDLEDOIP 7 R A (any 2~ > REfiH LT
ELET) .

«RAKNIPT KL A

e RA M

s ZDMMDOR Y NT—0 ATVl N TN—T
7Ry b

«RANIPT KL A

CITN—=T AUN=DRy NI—27 T KL A

s XA RSN TV =T N T N—T

Y—ERXR AT FTIL—TTHAINZAF TPV +
Y—EA AT V27 b IA=T1F, ROVTNNOFT V=27 hDIT V=TT,
« EFIB L U%EN T 1 b3/ AR — K (Telnet X° Simple Network Management Protocol (SNMP)

3 E)
« Internet Control Message Protocol (ICMP) # A 7" (= =a—, T a—5%&, KA MEIEAGER
)

« vy 7L~L 71 k3L (Encapsulating Security Payload (ESP) . TCP, UDP 72 &)

« ZTDMDOY—EARAF Tl N T N—T

ATz T IL—TIZE D ACL

ko7 78X 3 br— URX L (ACL) #HEIISRT HHETT T, A7V
J N ITN—T XR=ZDACL & BN H Y | (RO ACLOKREA » # T 7 v a s 3A 7V =
I NITN—TRXR—=AACLERIUTY, ZOBWEICLY, 7V F 7 —F X—Z2DACL
EYPR— BN TEDLLITHRD ACL BWIEEES L, HiLnFxF—TU—RE | EELT RUA, %1
BT RLAL BEILA— b, BLUOSELER— MBS ET,

AT N ITN—T A R—= S VRARTE, (A7 V=7 N I A—T%HIRE L O
ERETID) A7 V=7 FEBISEIN, BBk, FREEETEET, £, ATV NS
N—T A=y YARNTIE, A7 V27 b I V—T52EHT5ACLT 7 A a2 b
n—/Lx Y (ACE) #HEHETIC, 7P =2 FaBM, Bk, £ EE £,
TN—=TWCA Tl P BTG, JA—7InbAd 77 MaHIBRET5H5Z & T, ACL
EAVE—T oA ACHEBEHETNC., 7027 8 I —F _X—ZAD ACLNTEENIE L L
BERET D Z L 2R CE £,
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ACLOA TSz o k-7 |

B rciorsozsr sr—Josesx

ACLDOA T

V=2 TN—TF DI, T N—T D, ET15 Y — A TN —F L5 S N—F DM & fE
HALC. A7V F N —F R— 2D ACL AR ETxF9,

ACLINEIZ7 FA R—ZARY L —FFE (CPL) RV —ANTHHINLTWALFT V=7 b
TN—TIIHIBRCE £HA,

T N TIL—TDHRERE

ACLOA 7Vl N I N—T%2RETHIZIE, N1 DU EOFT =T b T V—T%AE
LET, (BT HAT7 V=2 NI A—T1F, Xy NI —0 ATV b I —7 (RA b
T RLRARLR Yy NU—I T RLAREDFT V=27 bREGEND I N—T) F23V—E 2 4
T2 b I—F (R—FESICTIt, eq. gt. neq. range R E OB AT 5 7L —
7)) BEBICHABRDEDZENTEET, A7V NIA—TEER LR, TNHDT
N—TIZRY — (permit £72iT deny 72 &) #2577 8A 2 he—L =)
(ACE) ZfFRL £,

FYRT=0FTOzH b TIL—TDHERK

H—DA7 V=7 b (B—DIPT KLVA, KA RN, BIOFy NU—7 AT V=7 kN J—
7. ERERY TRy MR E) FREBEEROA TVl " EERXYy VU= ATV N
N—TNZE, ATV =7 "OT 7 BAHIRY O —EEKT H720D, xy NU—7 ATV
7 b I —7 RX—2Z ACL NEEST T b TWVWE,

Fv NU—2 AT V= b IA—TEMERT HITIE, ROEEEFIATLET,

FIE
ARV RFERIETY V3 B#Y

AT w71 |enable FiHE EXEC E— a2 A LE T,
f5l T IRRREINCHNRAT— R
Device> enable A7 biﬁ—o

R 72 |configureterminal Ja—\)y a4 Fal—a
B - E—RFZRBLET,

Device# configure terminal

ZFw 7 3 |object-group network object-group-name | 47 = 7 K S —FLEER L. K v
I - NTD—0 ATl N INV—TF 3w
T4 X2l —arE®—FERBLE

Device (config) # object-group network

my-network-object-group 7ro

R T 7 4 | description description-text (AFvarv) A7V=0 kN IA—F
5l - DR A HEE L ET,
Device (config-network-group) # . %jﬁ 200 Xié‘jﬁiﬂﬂf% 32’9“0

description test engineers
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rvbo—s47vzot o—T0ks |

AU RFERETOVa Y

B8

ATy TH

host {host-address | host-name}
f5

Device (config-network—-group) # host
209.165.200.237

(7 ay) RAMDIPT KL 2E
T34 RIEfRELET,

e TRA N T RLREIEETHEL.
IPvd 7 R AZBERT 20BN H
nE9,

ATvT6

network-address {/nn | network-mask}
fi

Device (config-network-group) #
209.165.200.225 255.255.255.224

(FAFvay) vy ITRxy b FTVT
MfREELET,
« Xy hU—27 7 RLAIZIZIPV4A T
RUAZRET HLENRH Y 7,
TIANIDXy NI =T A7
1% 255.255.255.255 T,

ATy T17

group-obj ect nested-object-group-name
fil

Device (config-network-group) #
group-object my-nested-object-group

(A7vay) BEDO @) 7927
N IN—TIEDD XA ST ()
F T2 N TNA—TEEBELET,

AT N IN—TDEAT
ITBLD X A 7L —F LT DL
HVEFT (FZLzX Fv hU—7
F T N TN—TEERT D
Bia., TELTHORy NU—7
FTx I N ITN—TERETD
PMERHY FT)

IN—TF F T =y NNTEET
HATV=r VORI, A7V =
J K ITN—=TDRANMILSTD
HARETT, T 2E AT V=7
MNIWITN—TAETNV—TBD
MAFICEENDSEEG. AL BOM
FrEEL I N—7CEEHFETEE
T, 2L, IA—THEEOIER A
JlE T IN—TF F TV b
BEHLILIITEERA (e x
WX, IN—T AEBITN—TBILE
b, WIZINV—T BETILV—T A
IZEHBZ LIFTEERA) &

FANEINTZAFT 2T b T —
T D LIV OE TR FRIC ] T &
FT (ZEL. mR2ODL~)L%E
HELEL £9) .
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ACLOA TSz o k-7 |

ARV RFERETIVa Y

B8

ATvT8

FTV I N ITN—=TDR=R L%
ATVl NEIRETHET, FlRZE
DELET,

ATvT9

end

1

Device (config-network-group) # end

Ry NT—T F Ty N T A—F a
V74X al— g B—REKT L.,
HrtE EXEC £— RIZEY £,

N

HY—EXRA Tz

9+ TIL—TDER

TCP 721X UDP A — M E /23R — M ZHEET A3V — A AT V=7 N TV —T%fF
HALET, y—bc 2 F TV NI —FNT7 A a2 ha—L YA~ (ACL) (ST
TenbdeE, 2OV —E2AFT TV NI —TF R—ZDACLIZR— b ~D T 7 & R & H|#H

TEET,

FIE

ARV RFEREETI3 Y

El:)

ATy T

enable
1 -

Device> enable

¥t EXEC E— RZAMC L ET,

T ERERINTZH/RAT— R
EANTTLET,

ATy T2

configureterminal

51

Device# configure terminal

Ja—) a4 Xal—g v
E—RFZRBLET,

ATvT3

obj ect-group service object-group-name

1 :

Device (config) # object-group service
my-service-object-group

FIx T N TN—TFHEEF L,
Y—EAA TVl N T N—T 3
T 4FXalb—varE— REBLE
7,

ATvT4

description description-text

1 -

Device (config-service-group) #
description test engineers

AFvar) A7V=0 b ITA—TF
DB EFEE L £ 7

¢ AR 200 XFEMHTEET,

ATy TH

protocol

51

Device (config-service-group) # ahp

(A7vav)IPra harofEsE
T IXAEIEfRELET,

ATvT6

{tcp | udp | tep-udp} [source {{[eq] | It |

ot} portl | range portl port2}] [{[eq] | It |
gt} portl | range portl port2]
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| AL+ TCxs 0 —TF

d—ez47vzs r Su—Tots ]

ARV FFEREETIVa Yy

E:)

1 :

Device (config-service-group) # tcp-udp
range 2000 2005

ATy T1

icmp icmp-type
1 -

Device (config-service-group) # icmp
conversion-error

(A7 2 ) Internet Control Message
Protocol (ICMP) % A 7?10 8% 7=
IAFTZEELE T,

ATvT8

group-obj ect nested-object-group-name
i -

Device (config-service-group) #
group-object my-nested-object-group

(FFvay) BfED B) A7V
J K ITN—=TIZEDDHRA SN
(1) A7 V=7 N T NA—T%FEEL
£7,

s ATV NIN—TDEAT
THOX A 7L —FH LTV D
N FES (ZEziE, x> b
D=0 Ty N T N—T%AE
KT A%A. L THIORY b
T—0 3TVl NI N—T %R
ETHUNENDHY £T)

IN—TF TV = FNTHEBET
AT FOFERIZ, A7

VI N ITN—TDRARILo
TOHARETT, T xiX, &7
VI NINITA—T A LT N—
T BOWMGIZEENLGA. AL
B DO a&te/V—7 C &2 iEFH
TEET, HEL, I—TRRE
ODIFBREFIERZT I N—T T
UVl MEEDDL I LITTEEY
N (T2, IA—TA%7T

N—T"BIZEWD, RIZZNV—T B
EINV—TAILEDDH LIXTE
FEA)

FANENTZFAT 2T N T—
T O LAV OFUT ISR T
XFET (EL, HK2ODLX
NEHERELET) |

ATvT9

FlEZ#BEVIRL T, A7 V=7 v 7
N—TDR—=A L2 HF T2V &

fRELET,
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. FITY b TI—T R—Z ACL DIERL

ACLOA TSz o k-7 |

ARV FFEREETIVa Yy

S

ATy 710

end

1 :

Device (config-service-group) # end

Y —bER AT N TN —TF 3
T4X 2l —TarE—REKT L,
HebE EXEC B— RICEY 7,

ATz R TI—T R—

ATV N IN—T R—=Z2ADT 7 A 3 ha— AL (ACL) #1ERT HEE.

Z ACL D 1ERK

1o

DEOA T2 8 IN—T%5RTIH2ACLERTELE T, WEKDACE LFEEEIC, RUT 2
TARY =% | ODFEITEEDOA v Z—T oA AL BT A N TEET,

RUA TVl h NN —F R—=ZAACLNOA T V=7 N IN—TF52BRB+ 5, BEOT7T /&

RXayhka—)px Ml

TN—THBRHTE 9,
F TV N TNA—T RX—R ACL ZERT D121, WOEEEZFEITLET,

FIE

(ACE) ZERTE LT, £/o, HHDACE TREDAT V=7 |k

ARV KRFERRETY Va3 Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,

T NRFIRENEHNNARAT— R
AHLET,

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

ip access-list extended access-list-name

1

Device (config) # ip access-list extended
nomarketing

LETEERLUTHBEIP 7 7R U X |
PEFRL.IEET 7EA VAN 3y
T4¥al—Tary EB— RFEBEBLE
K

ATv74

remark remark

fl
Device (config-ext-nacl)# remark protect]

server by denying access from the
Marketing network

(FE) FRESN-T7EA VAR
VRUIWIZET A A R EBMLET,

cFRIIT /A VA= MU D
BiEIT%IciEETE £7,

o ZOFITIE, HERIZE ST, %D
T NUMNA A —T 2 ATKT
% Marketing * v NV —27 T 7 & X
HEAET L xRy hU— 7 EH
FIRLET,
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+70x9 k Fn—F ~—2 AL otk [

AU RFERETOVa Y

B8

ATy TH

deny protocol source [source-wildcard]
destination [destination-wildcard] [option
option-name] [precedence precedence] [tos
tos] [established] [log | log-input]
[time-rangetime-range-name] [fragments]

1

Device (config-ext-nacl) # deny ip
209.165.200.244 255.255.255.224 host
209.165.200.245 log

Example based on object-group:

Router (config) # object-group network
my network object group

Router (config-network-group) #
209.165.200.224 255.255.255.224
Router (config-network-group) # exit
Router (config) # object-group network

my other network object group

Router (config-network-group) # host
209.165.200.245

Router (config-network-group) # exit
Router (config)# ip access-list extended
nomarketing

Router (config-ext-nacl) # deny ip
object-group my network object group
object-group

my other network object group log

(EE) AT — AV MTBESNIZT
NCOFRMFIZ—ET HTXTORT v b
EHEAGLET,

« MEZJS U T, object-group
service-object-group-name ¥ — U —
R L 51% %, protocol 515D
DYIEHLET,

MBS U T, object-group
source-networ k-object-group-name
F—U— RB LU %%, source
source-wildcard 5 | # D> 0 0 IZ4EH
LET,

MEZS U C, object-group
destination-networ k-object-group-name
F—U— FBXUSH %,
destination destination-wildcard 5%
DROVIZEEH L ET,

source-wildcard & 7213
destination-wildcard Z &35 & |
0000 DYA N RKI— R AT
BEIN, ENENHEETLT RLA
FII5EET FLADAEE Y h~D
—HEE®RLET,

MEEZS T CL source
source-wildcard ¥ 7z % destination
destination-wildcard DX ¥ 12,
¥F—U—FRanyZffHL T, 7 R
A £0.0.0.0 255.255.255.255 DT A
NV RI—RERELET,

MEZ IR UC, host source &%—
U— FBLUGEEMHH L TEET
& source 0.0.0.0 DIXETLT ANV R
B — R#&7R7 A, host destination
X—U— FBIO5I5EHEHL 5
4 & destination 0.0.0.0 D%E 4 U A L
KO—FRERLET,

ZOBITIE, TRTOREF IO
7y ME, sy hU—2

209.165.200.244 ~D T 7 & AL
EhET, 778X VR RTLEo
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B 700t —F <~z ncLokm

ACLOA TSz o k-7 |

ARV RFERETIVa Y

B8

THATEITHESEIND 7y ME
Biz2uxr7 2yv—U0F,
logging facility =< > RIZERE S
TefFIcEESnNET (L& xid,
oY —)b, WA, syslog) . OF
D, gy "R TZ7EA YRR
—HTHGAIEEIC, Xy M
ToHHEREBRMET 20X T Ay
T UNERE SRR IS EE S
¥4, = —nIuXrr45
A w—UO LU, logging
console ==~ > K CHIE L £,

ATvT6

remark remark

1

Device (config-ext-nacl) # remark allow
TCP from any source to any destination|

EE) RESNSE-T7EA VR b=

YRUIWET B a A FEBMLET,
TFRIIT 7 EA VAR MU D
AiFEIIBICEECE £7,

ATy T1

per mit protocol source [source-wildcard]
destination [destination-wildcard] [option
option-name] [precedence precedence] [tos
tos] [established] [log | log-input]
[time-rangetime-range-name] [fragments]

1

Device (config-ext-nacl) # permit tcp
any any

B AcLorivzsr -7

AT — h Ay MIHEESNETNTO%
=T 2T X CTORTr Y MEFFAIL
E

BT 7EA VXML, Ak
H 1 OD permit AT — kA RN
%‘g‘@—g—o

« MEEIZJS U T, object-group
service-object-group-name ¥ — U —
KB LS4 % . protocol DIt Y
WEHLET,

« MBS LT, object-group
source-networ k-object-group-name
¥F—U— B LG [#% . source
source-wildcard D> W IZfEH L £
R

« MEZ)S UC, object-group
destination-networ k-object-group-name
F—U— FBXUSH %,
destination destination-wildcard DX,
DOIHEHRLES,

« source-wildcard ¥ 7= 1%
destination-wildcard & 0&4 2% &



| AL+ TCxs 0 —TF

428724 2~ADA TSz b L—FA—z0 AL 0iEf [

AU RFERETOVa Y

B8

0.0.00 DT A )L KH— R~ A7 HE
ESI, TRENEELT RLAE
71356587 RLADOARE y M—3
LET,

o MEEIZ)E U T, source
source-wildcard ¥ 7213 destination
destination-wildcard DX Y 12,
¥—U—FRanyZfEH LT, 7 KL
A & 0.0.0.0 255.255.255.255 DT A
VR —RERELET,

s ZOHITIE, EEOEEILIHLITE
DFEHE~D TCP 7347 v N HSFFA &
nTunxEd,

s log-input ¥ —7— R&EH LT,
X THNCANA =T = A

A EETLMACT RL A, £7-1%
AR S D ET,

ATvT8

FlEZ VKL T, 778X URAFD
NR—=RERDT7 4 — )V REEERELE
ﬁ—o

B RBICEF AT SN TV RN T RTORE
T, 778 A U NOKRRBIZH D
P72 deny A7 — R A2 FTHEEAE S
£7

ATvT9

end

1

Device (config-ext-nacl) # end

WAET /A VAR a7 4 %2 l—
YarE®—REKT L, FHEEXECT—
RIZERY £7°,

AVB—TIARA~NDF TV b TIL—TR—ZD ACL DiEMH

F T2 NIN—TR—=ZAD ACL A o H—T = A AT 5121,

ip access-group =

<~V REFERALES, A7V 2 NN —TR—=2DT 7V Aarhae—L U X+ (ACL) %
ERLTC, BHEDA LV E—T oA AD T 7 4 v 7 ZHIETX T,

F T2 NIN—TR—=ZADACL A v FZ—T =2 A ATHEHAT2I20E. ULTFTOX R &35

ITLET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
1 -

HibE EXEC E— RE A% LE,
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ACLOA TSz o k-7 |

ARV RFERETIVa Y

B8

Device> enable

T T IRFERESNIZENAT — Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

interface type number

1 -

Device (config) # interface wvlan 100

A B =T AEREL, £ Z—
Tz A a7 4 Falb—Tg )y F—
RZBIsE L E9,

ATv74

ip access-group {access-list-name |
access-list-number} {in | out}
fi

Device (config-if)# ip access-group
my-ogacl-policy in

ACL%ZA VA —T A AZHHA L, A
YNGRy NETIET U MDY
KX RaeT7 42 ) T3 50E9
NERELET,

ATvT5

end

1

Device (config-if)# end

AU HE—T oA AT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £97,

TDHERR

ARVKRFERERETY VY

=)

enable
51 -

Device> enable

it EXEC E— FE Az LET,

Ta s RRFIRENEHNARAT— R
AN L%,

show obj ect-group [object-group-name]
i

Device# show object-group
my-object-group

A& TR EAT V27 b
TN—"7" (BRI A ST WEE
XTI _XCToATos v I A—7) O
REEFRRLET,

ACLOA T FFIL—
F|iE
ATy T1
ATy T2
ATvT3

show ip access-list [access-list-name]

i -
Device# show ip access-list
my-ogacl-policy

AR EETLTF S HET 7R YR
FNEFIZA T2 N TN—TF RN—2R
ACL (AHINAS SV TORWEGEITT
RTCOT 7R IVAMNBIONAL TV
7k IN—T N—2ZACL) ODNEEF
RLUET,
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ACL A2

~ O

acLAIo sk on—JowEn i

SO b TIL—TDOHREH

Bl : 2y bD—0 ATz H M TIL—TDER

WIZ, 2DODFAN L1 OOV TRy ha4AT7 V=7 k& LTHTe, my-network-object-group
EWVWIRBIDOF Y NT—0 ATV b IN—TEERT D0 E R L ET,

Device> enable

Device# configure terminal

Device (config) # object-group network my-network-object-group
Device (config-network-group) # description test engineers
Device (config-network-group) # host 209.165.200.237

Device (config-network-group) # host 209.165.200.238

Device (config-network-group) # 209.165.200.241 255.255.255.224
Device (config-network-group) # end

WIZ, 22DFA R, 1 2073y b, IO my-nested-object-group & 5 44 B DEEAF D A
TV N IN—T (F) ATV &L TEHTr, my-company-network &\ 9 A FID A
D=2 ATV b TN—TENERT D0 R LET,

Device> enable

Device# configure terminal

Device (config) # object-group network my-company-network

Device (config-network-group) # host hostl

Device (config-network-group) # host 209.165.200.242

Device (config-network-group) # 209.165.200.225 255.255.255.224
Device (config-network-group)# group-object my-nested-object-group
Device (config-network-group) # end

Bl : Yy—ERXFT2xH b TIL—TDERK

Wz, #% D ICMP, TCP, UDP, ¥ X O TCP-UDP 7'& k =2/L & my-nested-object-group &\
IHRDOBFEDOA TV = N IN—T% 47 k& LTETr, my-service-object-group &
WOLAFTOY—ER ATV xr b I N—T%ET 0%~ L ET,

Device> enable

Device# configure terminal

Device (config) # object-group service my-service-object-group
Device (config-service-group) # icmp echo

Device (config-service-group) # tcp smtp

Device (config-service-group) # tcp telnet

Device (config-service-group) # tcp source range 1 65535 telnet
Device (config-service-group) # tcp source 2000 ftp

Device (config-service-group) # udp domain

Device (config-service-group)# tcp-udp range 2000 2005

Device (config-service-group) # group-object my-nested-object-group
Device (config-service-group) # end

Hl: TP b TIL—T R—XD ACL DIERK

wIZ, 7'v k2 iR— kA my-service-object-group CTHHE Stz h— b & —FT 5512,
my-network-object-group N D —HF—71xbH D N7 k& FFA[ 3% object-group-based ACL % {EL
THEERLET,

Device> enable
Device# configure terminal

AcLorIdszoro—7 I}
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ACLOA TSz o k-7 |

Device (config)# ip access-list extended my-ogacl-policy

Device (config-ext-nacl)# permit object-group my-service-object-group object-group
my-network-object-group any

Device (config-ext-nacl)# deny tcp any any
Device (config-ext-nacl)# end

AB—T A RANDA Tz FTIL—TR—XD ACL DEFH

FT 2 NI N—TR=ZAD ACL A ¥ —7 =4 AZ#HAT 521X, ip access-group =
~VREHERALET, 7V MA—TR=2ADT /A2 bu—1 Y X (ACL) %
fERALTC, @ALDA X —T A ADNT 7 4 v 7 EHlfEITEET,

F T2 FIN—TR—ZADACL A o H—T = A AZHEATHI120E, LTFTOX R 7 %%

FIE

ARV RFERFTIVaY

=)

ATy T

enable
e

Device> enable

it EXEC E— RE A LET,

Ty RRERINTZHRATY— K%
A L%,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nN)L a7 4 X2l — g
T— FERBLET,

ATvT3

interface type number

1

Device (config) # interface vlan 100

AVE—=T A ALBEEL, £ F—
TxA A AT 4 FXalb—agy E—
RZPn L £9,

ATv74

ip access-group {access-list-name |
access-list-number} {in | out}
{1 -

Device (config-if)# ip access-group
my-ogacl-policy in

ACLZA VA —T A AZHA L, A
YN RNy NETIET T RN v
Koy NET 4 VB Y T HNEH
MEEELET,

ATy TH

end

1

Device (config-if) # end

AR —TxAfARAAL T 4 Fal— 3
VE— RERKT L, K EXEC E— K
IR £9,

Bl:ACLAAA TS xH b JIL—TDHER
Kz, TRCOFT V=7 b I N—TaRFTH0%FLET,

Device# show object-group

Network object group auth-proxy-acl-deny-dest
host 209.165.200.235

Service object group auth-proxy-acl-deny-services
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tcp eq www
tcp eq 443
Network object group

209.
209.
209.
209.
209.
209.
209.
209.
209.
209.

165
165
165
165
165
165
165
165
165
165

.200
.200
.200
.200
.200
.200
.200
.200
.200
.200

.226
.227
.228
.229
.246
.230
.231
.232
.233
.234

255
255
255
255
255
255
255
255
255
255

Service object group
tcp eq www
tcp eq 443

WIZ. HiE D object-group-based ACL (2R 215 #H A FrT 2012w LET,

Device# show ip access-list my-ogacl-policy

Extended IP access list my-ogacl-policy

ACLAA TS ok I—TIciET pemtEs ]

auth-proxy-acl-permit-dest

.255
.255
.255
.255
.255
.255
.255
.255
.255
.255

.255.
.255
.255
.255.
.255
.255
.255.
.255
.255
.255.

224

.224
.224

224

.224
.224

224

.224
.224

224

auth-proxy-acl-permit-services

10 permit object-group eng service any any

ACLEAA I o kU IIL—TIZET 5 EMEHR

ESPERES

X=aT7IL 3L ML

X aVF g avr R

+ [Cisco 108 Security Command Reference:
Commands A to CJl [J%5E]

+ [Cisco I0S Security Command Reference:
Commands D to Ll [Z5E

+ [Cisco 108 Security Command Reference:
Commands M to RJ [J%5E]

+ [Cisco 10S Security Command Reference:
Commands S to ZJ [J&5E

ACL

e

AxX A&

A K

TtEXaUFsar74X¥al—ariivgR]
O Irrvrxarhe—1L) 2N
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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SRADTY ZHIL YR—F

A o

HOURLIZT 7E®A LT, ¥Z2adTF 7 = |http://www.cisco.com/cisco/web/support/index.html
ANV Y R— R ERKRITEH L TIZE
W, INHDY Y —RF, VT =T &
AV AR=VLTRELLY, P 2aDR
W7 7 v — (IR D BT R RE &
KLV T DDA LTIESn, Z
DO Web ¥ A b LY —MIZT 7 AT B
I%. Ciscocom®D = 74 IDIBLUVIAT —
FAUETT,

ACLODA T T IL—TDHeERERE
WOFIZ, ZOFY 2—/LTHHTIHED ) V —2B X OEEIFEHRZ R L £T,
TS OBREIL, FFICHRE SN TWRWRY  EASINTZY U —RLBEOTXTOY U —RAT

fFEHTEET,

1J1)—X HERE AR

CiscoIOSXE |ACL 047 |ACLMAT V=7 » ZA—T e ML, =—%—,
Gibraltar P2 N7 | FAL A EETE FaAE S A—TIISE LT, TG
16.12.1 N—TF 7 /%2 avhan—L Uz bk (ACL) (AL, 207

N—THOT 7 A ary va—LRY —%EkT5Z N
TEET, ZOMRBIZE Y, 1EkD ACL THEH I L~ D
IP7 FLA, 7a bz, R—=rTERL, A7V 7
N—TEFEHTEDL L0 ET, ZOKERIX, BT
JAarvba—) b (ACE) ZiFr[LETH, %
ACE #fiH LT, 2—¥—D 7 L—72Kicx LT ——
FTY—ECRADITN—T~DT 7 2 R ER A F o132 IET
xFET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
& A fR5R T & £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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